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INTERNATIONAL ELECTROTECHNICAL COMMISSION

SAFETY OF MACHINERY — REQUIREMENTS FOR
CABLELESS CONTROL SYSTEMS OF MACHINERY

FOREWORD

IEC 2017

1) The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote

2)

3)

4)

5)

6)

7)

8)

9)

Internatignal Standard IEC 62745 has been prepared by IEC technical committee 4
of machivrery ="Electrotechnical aspects.

international co-operation on all questions concerning standardization in the electrical and electroni

c fields. To

this endl and in addition to other activities, [EC publishes International Standards, Technical Spe
Technidqal Reports, Publicly Available Specifications (PAS) and Guides (hereafter referred\t
Publicafion(s)”). Their preparation is entrusted to technical committees; any IEC National Committeq
in the [subject dealt with may participate in this preparatory work. International, governmenta

cifications,
b as “IEC
interested
and non-

governmental organizations liaising with the IEC also participate in this preparation. IEC~collabordtes closely

with the International Organization for Standardization (ISO) in accordance with conditions det
agreemgnt between the two organizations.

The forfal decisions or agreements of IEC on technical matters express, as nearly{@s possible, an ir
consensus of opinion on the relevant subjects since each technical committee has representati
interested IEC National Committees.

IEC Puplications have the form of recommendations for international use, and are accepted by IH
Commiftees in that sense. While all reasonable efforts are made to,ensdre that the technical con
Publicalions is accurate, IEC cannot be held responsible for thesWway in which they are used
misintefpretation by any end user.

In ordef to promote international uniformity, IEC National Committees undertake to apply IEC H
transpafrently to the maximum extent possible in their national and regional publications. Any
betweeh any IEC Publication and the corresponding natiopal or regional publication shall be clearly
the lattg

=

IEC its¢lf does not provide any attestation of confarmity. Independent certification bodies provide
assessinent services and, in some areas, accessto IEC marks of conformity. IEC is not responsi
service$ carried out by independent certification ‘bodies.

All users should ensure that they have the latest edition of this publication.

No liabflity shall attach to IEC or its directors, employees, servants or agents including individual €
membefs of its technical committees.ahd”IEC National Committees for any personal injury, property
other dgmage of any nature whatsoever, whether direct or indirect, or for costs (including lega
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any
Publicajions.

Attentign is drawn to the Normative references cited in this publication. Use of the referenced pul
indispepsable for the correct application of this publication.

Attentigdn is drawn te, ‘the possibility that some of the elements of this IEC Publication may be thg
patent fights. IEC.shall' not be held responsible for identifying any or all such patent rights.

ermined by

ternational
n from all

C National
ent of IEC
or for any

ublications
divergence
ndicated in

conformity

ble for any

xperts and
damage or
fees) and
other IEC

lications is

subject of

4. Safety

The text of this standard is based on the following documents:

FDIS Report on voting
44/783/FDIS 44/785/RVD

Full information on the voting for the approval of this International Standard can be found in
the report on voting indicated in the above table.

This document has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch" in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be issued at a later date.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it [contains colours which are considered to be useful for “the |correct
understgnding of its contents. Users should therefore print this document using a
colour pfinter.
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INTRODUCTION

Cableless control systems (CCS) are increasingly being used to provide an operator interface
on a wide range of machinery. The functionality of a CCS and the way in which it interfaces
with the overall machine control system can therefore affect the safety of the machinery.

IEC 62745 specifies requirements for the functionality of a CCS that is interfaced with or is
part of a machine control system for use as an operator control station on a machine.

The extent to which the functionality of a CCS is relied upon to minimise risk on a machine is
a key selection criterion. It is therefore important to select a CCS that provides suitable
control functions with an appropriate safety integrity in accordance with the risk assessment
at the mdchine.

In some particular applications, the requirements for a CCS can exceed those(specified in this
documentt.
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SAFETY OF MACHINERY — REQUIREMENTS FOR
CABLELESS CONTROL SYSTEMS OF MACHINERY

1 Scope

This standard specifies requirements for the functionality and interfacing of cableless (for
example, radio, infra-red) control systems that provide communication between operator
control station(s) and the control system of a machine. Specific requirements are included for
such operator control stations that are portable by the operator.

NOTE The part of the cableless control system that is used as an operator control station is sometimles referred
to as the ‘tfansmitter’ and the part that interfaces with the machine control system is sometimes)referrgdd to as the
‘receiver’. IHowever, to take account of the possibility of bi-directional communication, this standard refdrs to these
individual garts as the ‘remote station’ and the ‘base station’ respectively.

This docpment does not deal with cableless communication between-parts of a mpachine(s)
that are ot operator control stations.

This docpment is not intended to specify all of the requirements that are necessafy for the
design and construction of a cableless control system. For“example, it does ngt specify
communigation protocols, frequency or bandwidth aspects, nor the full range of consfructional
requiremgents such as impact resistance, ingress protection, electromagnetic comjpatibility,
etc.

The prov|sions of this document are intended tobe applied in addition to the requireinents for
electricallequipment in the IEC 60204-1.

This docyment is a type-B2 standard as,stated in ISO 12100.

2 Normative references

The following documents are‘referred to in the text in such a way that some or all of their
content ¢onstitutes requirements of this document. For dated references, only the edition
cited applies. For undated references, the latest edition of the referenced document (including
any amendments) applies.

IEC 60068-2-31:2008, Environmental testing — Part 2-31: Tests — Test Ec — Rough|handling
shocks, primarily for equipment-type specimens

IEC 60204-1:2005, Safety of machinery — Electrical equipment of machines — Part 1: General
requirements

IEC 60947-5-1:2016, Low-voltage switchgear and controlgear — Part 5-1: Control circuit
devices and switching elements — Electromechanical control circuit devices

IEC 60947-5-5, Low-voltage switchgear and controlgear — Part 5-5: Control circuit devices
and switching elements — Electrical emergency stop device with mechanical latching function

IEC 62061, Safety of machinery — Functional safety of safety-related electrical, electronic and
programmable electronic control systems

ISO 13849-1, Safety of machinery — Safety-related parts of control systems — Part 1: General
principles for design
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ISO 13849-2, Safety of machinery — Safety-related parts of control systems — Part 2:
Validation

ISO 13850, Safety of machinery — Emergency stop function— Principles for design

3 Terms, definitions and abbreviations
For the purposes of this document, the following terms and definitions apply.

For an alphabetical list of definitions, see Table 1.

For list of abbreviations see Table Z.
Table 1 — Alphabetical list of definitions
Term Definition namber
active stop 3.17
address cqde 3.7
automatic] stop (ATS) 3.19
base statipn 3.13
cableless|control 3.1
cableless gontrol system (CCS) 3.2
disabling of a remote station 3.22
error detedtion code 3.9
frame 3.6
Hamming dlistance 3.1
manual sfop 3.20
neutral fraqe 3.10
OFF-state 3.15
operating gommand signal 3.8
operator cntrol station 3.5
passive sjop 3.18
receiver 3.3
remote station 3.12
safety-related stop function 3.16
stop output St
transmitter 3.4
valid signal 3.21
Table 2 — Abbreviations
Term Abbreviation
automatic stop (4.7.3.5) ATS
cableless control system (3.2) CCS
emergency stop (4.7.3.4) EMS
general safe stop (4.7.3.3) GSS
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3.1
cableless control
transmission of the machine operator's commands without any wired connection

3.2

cableless control system

CCS

system consisting of at least one remote station and one base station, which uses cableless
control to transmit commands between them

3.3
receiver

part of a cableless-control c\J/cfnm which receives frames from a transmitter

3.4
transmitter
part of a cableless control system which sends frames to a receiver

3.5
operator| control station
assembly of one or more control actuators (part of a device tewhich an externdl manual
action is fo be applied) fixed on the same panel or located in the'same enclosure

Note 1 to entry: An operator control station can also contain related/equipment, for example, potehtiometers,
signal lamgs, instruments, display devices, etc.

3.6

frame
“‘package’ of information exchanged between “a remote station and a base station, and
consisting of, for example:

a) address code;
b) operating commands;
c) error detection code;

d) other[commands, signals‘er information

Note 1 to eptry: A “frame” isrsometimes referred to as a “telegram” or “message”.

3.7
address [code
part of a|frame_that enables a base station or a remote station to recognise framegq that are
intended |to convey commands to it

Note 1 to eniry: The base siation or remofe sialion respond to commands that are recognised as having the
relevant address code.

3.8
operating command signal
control signal that is intended to initiate, modify or maintain a machine function

3.9
error detection code
additional information added to each frame to enable the detection of transmission errors

3.10

neutral frame

frame in which all operating command signals are in a state such that when it is received at
the base station it does not activate any outputs intended for control of hazardous operations
of the machine
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Note 1 to entry: Neutral frames can be used to maintain communication (i.e. a valid signal) between a transmitter
and receiver, for example to preclude automatic initiation of the stop function at a machine.

Note 2 to entry: Neutral frame transmission is intended to prevent hazardous operations of the machine resulting
from establishment or re-establishment of communication.

Note 3 to entry: Neutral frames can contain data, for example parameterisation data, and commands that are not
intended to cause hazardous operations of the machine.

3.11
Hamming distance
number of bit positions in which two frames of the same length differ from each other

3.12
remote station
part of a|cableless control system via which an operator interfaces with the cableleds control
system

Note 1 to gntry: The remote station of a cableless control system is sometimes referred to,as a “trangmitter”, but
a remote sfation that is part of a bi-directional cableless control system will incorporaté both a transnyitter and a
receiver.

Note 2 to eptry: The remote station forms the operator control station of a cableless/control system.

Note 3 to gntry: The remote station can be portable (by the operator), mobile (e.g. installed separatdly from the
machine or a vehicle or trolley) or fixed (e.g. installed on or near to the machine).

3.13
base station
part of the cableless control system that interfaces with'the machine control system

Note 1 to gntry: The base station of a cableless controlisystem is sometimes referred to as a “rece|ver”, but a
base statign that is part of a bi-directional cableless-\\control system will incorporate both a recejver and a
transmitter

Note 2 to eptry: The base station may be installéd on static or mobile machinery.

Note 3 to [entry: The base station is not,'necessarily a discrete physical entity, but it includes|all of the
componentp that fulfill the requirementssspecified in this standard for the base station.

3.14
stop output
output cifcuit of the base station that interfaces with the control system of the machine to
initiate a|stop functiaon

Note 1 to eptry: Stop outputs can be safety-related or non-safety-related. See also Table 3.

Note 2 to eptry: \_Interfaces to field bus part of a CCS base station can also be considered as an output fircuit.

3.15
OFF-state

state of safety-related stop output(s) of the base station, which is intended to be used to
initiate one or more stop functions of a machine

3.16

safety-related stop function

stop function provided by the CCS that results in an OFF-state and whose failure can result in
an immediate increase of the risk(s)

3.17
active stop
stop resulting from transmission of a stop signal from the remote station to the base station
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3.18
passive stop
safety-related stop resulting from absence of a valid signal at the base station

Note 1 to entry: A passive stop can be initiated by, for example, an out of range condition, battery failure,
electromagnetic interference.

3.19
automatic stop
safety-related stop initiated without manual actuation of a device by an operator

3.20
manual stop
stop initigfed by actuation of a device by an operator

3.21
valid sighal
any recefved frame, including a neutral frame, that is accepted by the error‘checking routines
of the regeiver and contains the relevant address code for the receiver,

3.22
disabling of a remote station
deliberatg operation that renders a remote station incapable ‘of sending signals to |the base
station

4 Func¢tional requirements

4.1 Gqgneral

Figure 1|illustrates an example of the main’ elements of a CCS and its interaction| with the
machine control system.
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Machine control system

| wired ||  Wired |
. pencant | ] c_oht-rc:)l; | Transmitter
| controller(s) | | stationts) | (3.4)

Receiver I Trans{%t’er :
Control circuits > (3.3) L-7»('§’fz/---'
Base stati ;r/(wi 3)

Wireless signals

4—) Wired signals

IEC

Figure 1 — Block diagram example of:a’cableless control system
and its interaction with the machine control system

e references to IEC 60204-1 in this standardicould have corresponding requirements in oth
60204 series.

erational preventions
Prevention of inadvertent-actuation

te station and its control actuators shall be designed and arranged so as to
bility of inadvertent actuation (for example, caused by dropping to the floor g
ction, failure of electronics) generating an unintended hazardous command.

Prevention-of unauthorised operation

eveption of unauthorised operation of the CCS is required, remote stationg

er relevant

minimise
r striking

shall be

code).

with~means to prevent unauthorised use (for example, key-operated switcT, access

4.2.3 Prevention of unintended commands

Measures shall be taken to ensure that operating command signals:

o affect only the intended base station or remote station (for example, using address code);

¢ initiate only the intended functions in that base station or remote station.

Such measures shall be resistant to accidental or unintentional change.

Upon detection of malfunction or faults, all relevant safety-related output shall be controlled to
OFF-state with an appropriate safety integrity.
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Where hardware switches (for example, DIP) are used for device addressing, additional
measures such as parity checking may be necessary to fulfil the requirements in case of a
fault.

NOTE Typical methods include factory-set coding, which are more robust than user-configurable methods
because they cannot be defeated (either intentionally or inadvertently) by the user.

4.3 Serial data transfer
The serial data transfer shall satisfy one of the following requirements:
e means shall be provided that ensure the probability of an erroneous frame being received

undetected, R(P,), is less than 1 x 10-8, given an input bit error probability of Pe = 1073, if
no better input bit error prnhnhility can be proven_or

e the Hamming distance shall be either 4 or the total number of bits in a frame 'djvided by
20, whichever is greater.

NOTE 1 An input bit error probability of P_ = 10"3 can be assumed as typical estimatetfor’a wirelelss channel
disturbed bly Additive White Gaussian Noise (AWGN) and electromagnetic interference (EMI).

NOTE 2 I|EC 60870-5-1 defines a set of possible transmission frame formats.

NOTE 3 Ihcreasing the reliability of serial data transmission only reduces the{possibility of errors tlhan can be
occurring i the transmission media.

In additign for safety-related functions of a CCS the residual error probability A of undetected
error per|hour shall be less than 1 % of the specified REHD value for the respectivg function
of the C{S. Residual probability of undetected error per hour A shall be calculated by:

A(Pg) = R(P.)*¥x b [1/h]

where:

A(Pg): fesidual probability of undetected error per hour in relation to the input|bit error
brobability

R(Pg): [esidual probability of undetected error per frame in relation to the input|bit error
probability

Pe: nput error probability. If no better input bit error probability can be|l proven,
P, =1 x 10-3 applies

v: maximum number of safety-related messages per hour

b: maximum_ number of listening base stations

NOTE 4 Hor a definition of PFH; see IEC 62061 or ISO 13849-1.

NOTE 5 /A(P{) calculation is based on IEC 61784-3; this approach is valid for cyclic transmission of sajety-related
messages.

NOTE 6 When using CRC as hash-function, Equation (B.3) or (B.4) from IEC 61784-3:2016 can be applied in
order to determine R(P,) with an input bit error probability of P, =1 x 1073,

The CCS can be equipped with indicator of transmission reliability.

NOTE 7 It is not necessary to provide a separate warning indicator for each condition that can affect transmission
reliability.

4.4 Removal of remote station transmission

Means shall be provided to readily stop transmission from the remote station. This shall be
achieved by one or more of the following:

e a device that interrupts the power supply of transmission for the remote station, where
such a device shall have direct opening action (see IEC 60947-5-1:2016, Annex K), or

e removal of the battery without the use of a tool, or
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e a dedicated transmission removal function in accordance with IEC 61508, IEC 62061 or
ISO 13849-1 and ISO 13849-2, with an integrity in accordance with 4.7.2.

NOTE A passive stop will result from the removal of transmission power.
4.5 Establishment and indication of transmission and communication

Power up of the remote station or re-establishment of communication (for example, after
power supply interruption, remote station battery replacement, lost signal condition) shall not
activate any output that is intended for control of hazardous operations of the machine.
Initiation or re-initiation of such operations shall require a deliberate action (for example,
releasing a control actuator from its energised position and then pressing it again).

The bas Otat;ull Oha” IIUt IUOPUIId tU UPUIG{;IIB \J\JIIIi“I“IaII\’.A.l O;HIIO:O that ovdrll aut;vat, Outputs
intended |for control of hazardous operations of the machine until a neutral franie _has been
received [(i.e. following re-establishment of communication).

When trahsmission from a remote station is taking place, this shall be indicated on the remote
station (fpr example, by an indicating light, a visual display indication, etg.).

NOTE It dan also be useful to provide a means of indicating when a base statjon.is receiving transmigsions from
an associafed remote station. For example, an output(s) on the base station can/be designated for th|s purpose,
and/or a c@nfirmation signal can be transmitted to the remote station if bi-difectional communication i$ available.
Where the |base station does not provide a designated means of indicatien,\it is important that the infgrmation for
use of the [CCS includes instructions on how to implement this functionality (for example, using base gtation stop
outputs).

4.6 Saffety-related functions of the CCS

Functions of the CCS that are intended for~Safety-related applications shall [have an
approprigte safety integrity. The requirements ofIEC 62061 and/or ISO 13849-1, IS(Q 13849-2
shall apply.

Upon detection of faults, all relevant safety-related output shall be controlled to OFF|-state. In
addition the detection of a fault in the remote station that can lead to the loss of| a safety
related fynction, shall cease the transmission.

NOTE Fufther information on the design of safety-related aspects of control functions is given in ISO|12100 and
IEC 61508.

4.7 Stpp functionsiofthe CCS

4.7.1 General

The CCY shallyprovide an automatic stop (ATS) function and at least one safety related stop
function 1hat is initiated by a deliberate human action on a control device provided specifically
for that purpose:

Information about logic of stop functions are given in Annex A.

NOTE In most applications this manually-initiated stop function is either a GSS or EMS (see 4.7.3).
4.7.2 Safety-related stop functions of a CCS

Each safety-related stop function of a CCS shall initiate an OFF-state of the relevant stop
output(s) at the base station.

Each safety-related stop function of a CCS shall have a safety integrity of at least SIL1/PLc.

In addition, a single fault in any part of the CCS shall not lead to the loss of any safety-related
stop function, and whenever reasonably practicable, the single fault shall be detected at or
before the next demand on the safety-related stop function.
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4.7.3 Classification of stop functions

4.7.3.1 General

Stop functions of a CCS are classified as:

control stop;

general safe stop (GSS);
emergency stop (EMS);
automatic stop (ATS).

- 15—

Table 3 describes the characteristics of the different stop functions.

Table 3 — Overview of stop functions of the CCS
Safety- |Type of stop Availability Control actuator
Function Clause related . Efféeétson &
function | (see Fig.2) operability Type Colour
Control stqp [4.7.3.2 Either Active, Defined state |Operational {See Blagk
) of (a) stop when the JEC 60204-1 .
passive, output(s), or |[CCS is in White
or of another control*of the Gre
output machine
active associated
followed by |with release
passive of a hold-to-
run control
actuator
or, jif safety-
related:
OFF-state of
all safety-
related stop
output(s)
General sdfe |4.7.3.3 Yes Active, OFF-state of |Operational [See 4.7.3.3 Blagk
stop passive, or |all safety- when the (prefferred) or
active related stop |CCS is in red.|Red shall
(GSS) followed by |output(s) control of the not have a
passive machine yellpw
background
Emergency [4.7.3.4 Operational |Device that Red| with a
stop at all times |complies with |yellpw
(EMS) IEC 60947-5-5 |background
Automatic 4(7.3*5 Operational |Not Not[applicable
stop when the applicable
CCS is in :
(ATS) control of the
machine
4.7.3.2 Control stop function

A control stop function is always initiated manually by the operator and is available only when

the CCS is in control of the machine.

A control stop function shall be designed in accordance with IEC 60204-1:2005, 9.2.5.3.

NOTE A control stop function can be initiated by releasing a hold-to-run control actuator or by an enabling device

that is not in the run position.

4.7.3.3 General safe stop (GSS) function

The GSS function of a CCS is a safety-related control function.
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Where the GSS function is provided on a CCS, the remote station shall include a separate
and clearly identifiable means of manually initiating this function, which shall result in an OFF-
state of all safety-related stop output(s) at the base station. See Table 3.

The device that initiates the GSS function shall have direct opening action (see IEC 60947-5-
1:2003, Annex K).

When active operation of the actuator has ceased following initiation of the GSS function, the
effect of the command shall be sustained by engagement of the device until it is disengaged by
a manual action at the remote station. It shall not be possible to generate the stop command
without latching the actuator, and latching of the actuator shall not occur without generation of
the stop command. In case of failure of the latching mechanism, actuation of the device shall

generate a anp command rngnrdlncc of the I:\fr\hlng of the actuator

When adtive operation of the control actuator has ceased following initiation\of the GSS
function, [the effect of the command shall be sustained by engagement of the-device|until it is
disengaged by an intentional manual action at the remote station.

NOTE 1 The signal produced by the GSS function is intended to be used to initiate ‘€ither a stop category 0 or a
stop categqry 1 of the machine in accordance with IEC 60204-1, as determined by the risk assessment.

NOTE 2 Yome CCSs perform the GSS function by transmitting a stop command before ceasing transnpission (i.e.
an active sfop), whereas others only cease transmission (i.e. a passive stop))An active stop can delivdr a quicker
stop commpnd to the machine’s control system, because the time delay{associated with recognising tHe loss of a
valid signal before initiating an automatic stop command is absent.

4.7.3.4 Emergency stop (EMS) function

A CCS that provides an EMS function shall comply’with the requirements of 4.7.2, 4.7.3.3 and
the following additional requirements (see also Table 3):

a) the actuator shall be marked and/ot¢labelled as an emergency stop deVice (see
IEC §0204-1:2005, 10.7.3 and shall conform to IEC 60947-5-5;
b) the function shall be available and_operational at all times;

c) the ipitiation of EMS function:shall result in an OFF-state of all safety-relgted stop
outpyt(s) at the base station;

d) relevant requirements ofifSO 13850 are satisfied;

e) the information fof juse (see Clause 6) shall instruct the system integrator who
incorporates the CES into the machine control system to ensure that the requirgments of
this clause areccomplied with;

f) in thg case ‘ef“multiple remote stations that are concurrently communicating with a base
station, ,the* disabling of a remote station (unavailability of the EMS functign of the
disabled/remote station) initiates an automatic stop (ATS) function.

NOTE It can be useful to provide an indication on the remote station that the emergency stop is available and
operational, where bi-directional communication facilitates this.

4.7.3.5 Automatic stop (ATS) function

The ATS function of the CCS shall initiate an OFF-state of all safety-related stop output(s) at
the base station, so as to prevent hazardous operation(s) of the machine. See Table 3.

NOTE 1 The stop outputs affected by the ATS function can be the same as those that are switched to the OFF-
state by the GSS function and/or the EMS function.

The ATS function of a CCS is a safety-related control function. The ATS function shall have a
safety integrity that is not less than the highest safety integrity of any other safety-related stop
functions provided by the CCS.

The ATS function of the CCS shall be automatically initiated under conditions that include, but
are not limited to:
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e when a fault in a safety-related part of the CCS is detected;

e when no valid signal has been detected at a base station (and where necessary in
accordance with risk assessment at a remote station in a CCS with bi-directional
communication) within a time period declared by the CCS manufacturer. This time period
shall be determined by a risk assessment at the machine, but should not exceed 0,5 s;

e when transmission ceases (see 4.9).

NOTE 2 Potential consequences of loss of ability to control the machine during this time period and the effect on
the overall machine stopping time can be considered by the machine control system designer or manufacturer.

4.8 Reset

Reset after a GSS or EMS initiated at a remote station shall require a deliberate action at that
remote station (and at every remote station where the safety-related stop has begnlinitiated)
before base station outputs that are intended for control of hazardous operations of the
machine [can be activated.

If the disengagement of the latched GSS or EMS device results in\ communication re-
establishment, an additional manual reset action at the remote stationcam be necesspry.

NOTE Depending on the risk assessment, in addition to the reset action(s)«at the remote station| it can be
opportune [to consider the addition of one or more supplementary fixed ¢(reset devices (e.g. pushputtons) at
location(s) from which the hazard zone(s) can be seen to be clear of persons.

Particulaf consideration is necessary when the remote stdtion is mobile or portable.

Interruptipn and reconnection of power (at either thesremote or base station), or a sipgle fault
in any pgrt of the CCS shall not result in the resetyof a previously initiated safety-related stop
function $uch as a GSS or EMS function.

Reset shall not be possible while a detected fault exists within the CCS.

See also[6.2 q) for information to be'provided by manufacturer.

4.9 stsation of transmission from the remote station

Where the CCS is providedywith automatic cessation of transmission, neutral frameq shall be
transmitted for a period after operating command signal have ceased. The duratign of this
period of|neutral frame\transmission shall be stated by the CCS manufacturer. The ¢CS shall
initiate an ATS {unction at the end of this pre-determined period of neutrpl frame
transmisgion.

Where 4dutomatic cessation of transmission is not provided, neutral frames |[shall be

transmitted-artithe-rext-eperating-command-sighrak

NOTE Automatic cessation of transmission with an insufficient period of neutral frame transmission will cause the
stop output (and hence for example, the main contactor of a machine) to go to the OFF-state more frequently,
which will increase the number of switching operations for the stop output(s) and any components that it switches.

4.10 Latching control functions

For reasons of ergonomics and functionality, it can be useful for some CCS control functions
to have latching capability (i.e. not hold-to-run) implemented in either the remote station or
the base station.

NOTE 1 Latching of particular control functions can be achieved by a control actuator on the remote station (for
example, a bi-stable switch or a potentiometer), or in the control logic of the base station.

Latching in the control logic of the remote station shall only be used to control outputs
intended for non-hazardous operations of the machine.
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Latching control functions in the base station shall not be used to sustain hazardous
operations of the machine, unless supported by the risk assessment and realized as safety
related functions. Information on this restriction shall be provided in the CCS instructions for
use (see Clause 6).

NOTE 2 In some cases, for example when the CCS is used to control magnetic or vacuum lifting devices, the
ability to latch a command in the base station can be a useful feature.

4.11 Behaviour on loss of supply

A variation in the battery voltage or power supply of the CCS shall not cause unintended
output commands from the base station.

A visual warmimg shafttbe given to the operator when a variation i battery vottage] exceeds
specified| limits; acoustic and/or haptic may additionally be provided. Wnde¢r these
circumstances, the CCS shall remain functional for a specific time declared in-the information
for use.

NOTE A tjme period of 10 min can be considered sufficient to enable the machine to be put into a nonfhazardous
condition. This time period can vary with battery ageing and environmental factors such™as temperature.

When the battery voltage becomes so low that a reliable transmiSsjon cannot be gugaranteed,
the transjmission power shall be removed. It shall not be possible for the remote $tation to
transmit further frames until the battery voltage has been restored to acceptable levgls and a
manual reset operation has been performed (see 4.5 and 4:8).

Where information such as configuration data or address codes is stored in the CCS [see also
4.15), thg retention of such data shall not depend on‘the presence of the supply voltage.

4.12 Myltiple remote stations

Where a[CCS is provided with more thanone remote station, the CCS shall be desighed such
that the yse of any one remote stationprecludes the use of the others, except for the|initiation
of the EMS function.

NOTE This requirement is not applicable to remote station(s) that are not in service.

There shpuld be a means af indicating which remote station is in control of the bade station
(see alsq 4.5).

Transfer [of controlfrom one remote station to another shall require a deliberafje action
specifically designed for that purpose at the remote station that has control, in|order to
minimise|the possibility of hazardous situations that might otherwise result from such|transfer.

4.13 Muitipte base stations

When a remote station can be used to communicate with one of several base stations, means
shall be provided on the remote station to select which base station(s) is(are) to be
connected. Selecting connection to a particular base station shall not, by itself, result in
control commands at that base station.

When a remote station can be used to control more than one base station, an indication shall
be provided on the base and/or on the remote station to confirm which base station(s) is(are)
under the control of the remote station.

4.14 Suspension of CCS control

A suspension mode may be provided to allow the control of the machine to be switched from a
CCS to another operator control station, without having OFF-state on the base station. See
also 4.13.
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NOTE This typical mode/feature when a machine can operate while the remote station is switched off, for
example, to preserve battery charge, or while the machine is controlled by another operator control station or by
the machine control system (e.g. automatic mode).

Means shall be provided within the CCS to enable the remote station to surrender and regain
control of the machine. These actions shall be performed by a deliberate action on the remote
station specifically designed for that purpose, for example, a special task involving the use of
a designated switch or a key switch may be used.

After the surrending has been completed, the remote station is no longer in control of the
machine. After the regain has been completed, the remote station is in control of the machine.

The suspension shall:

e be indicated on the remote station and

e activgdte an output signal at the base station for the machine control systemn

Where thfjs mode is available, EMS is not allowed on the remote station.

4.15 Cdnfigurability protection

Measure$ shall be taken to ensure that any configurable functionality of a CCS is protected
against pnauthorised modification. Example of such configurable functionality |are, the
duration pf neutral frame transmission (see 4.9), or the communication pairing of repnote and
base statjions, including allocation of control actuators to-outputs (see 4.2.3).

5 \Verification

5.1 Gdneral

The spedified requirements of a CCS andits interfacing with the machine control sysfem shall
be verifigd by visual inspection, analysis (i.e. calculations) and/or testing (i.e. type tests,
acceptan}:e/routine tests, functiopal~ tests and integration tests) carried out| by the
manufacturer of the CCS and/or-the system integrator as appropriate (i.e. as specified in the
informatipn for use provided by the CCS manufacturer).

NOTE Sojne of the verificatioh activities relate to properties of the CCS itself, while others relate to |[the correct
configuratign of the CCS and(thg suitability of its interfacing with the machine control system.

Where any aspect ©f-the configuration of the CCS with the machine control system is|changed
or modified, appriopriate verification shall be repeated.

5.2 Lar)elling and markings

It shall be verified that there is unambiguous identification on the CCS remote station and the
base station and that the nameplates of each include at least the information specified in
Clause 7.

5.3 Documentation

Verify that the CCS complies with the information for use (see Clause 6).

5.4 Functional verifications

Compliance with the functional requirements specified in Clause 4 shall be checked by
carrying out applicable tests; a test may be omitted if analysis demonstrates conclusively that
the CCS would pass the test.

A summary of the functional requirements of the CCS that require verification is provided in
Table 4 that also covers verification procedures applicable to the system integrator for the
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interfacing of the CCS with the machine control system, as specified in the information for
use. See 6.2, x).
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Information for use

General

All information necessary for the identification, transport, installation, use, maintenance and
decommissioning and disposal of a CCS shall be supplied in an appropriate format, for
example, drawings, diagrams, charts, tables, instructions.

vhich the

umption,

ions;

t such a

ding the

stations.
ded, and

latching

NOTE 1 The technical documentation provided with a CCS will form part of the overall documentation of the

machine.

NOTE 2 In some countries, the requirement to use specific language(s) is covered by legal requirements.

6.2 Injormation to be provided

The docymentation made available to the user shall include the following information

a) The manufacturer’s name (trade name, mark of origin) and full address.

b) A general description of the CCS.

c) The gnvironmental and operating conditions (temperature, humidity, etc.) under
remofe station and the base station are intended to be used.

d) The tfansmission output power or emission level.

e) Details of the rated operating voltage (DC, AC, frequency) and power cong
including the following details for the battery:

— recommended battery specification for the remote station, if replaceable by thT user;

— ddration of typical operation on a single battery charge and its reference condit

— prpcedures for replacing and charging batteries;

— approximate time between a low battery warning and the initiation of remofe station
sHutdown and factors (e.g. ageing or temperature of battery) that can affeq
time.

f) Nomipal operating distance range in free line of sight.

g) Instrdctions on how to resolve potential interference problems between the CCS and other
systems in use at that logation.

h) Details of all control;"actuators and their associated control functions, inclu
maximum response.time for each control function.

i) Wherg applicable; instructions on the transfer of control between different remote

i)  Whether orchot an automatic power-off (removal of transmission power) is prov
the maximum duration of neutral frame transmission where it is provided.

k) Whether any control functions and associated mlflr_\nfc of the base station havd
functionality (see 4.10) that is either user-configurable or factory preset, and provide
configuration instructions as appropriate. Provide instructions on restrictions relating to
the use of latching functionality for the control of hazardous operations of the machine
including functionality in transitional situations such as power-up or re-establishment of
communication.

) Whether the communication pairing between remote and base stations is factory preset or
user-configurable, and provide configuration instructions as appropriate.

m) A functional specification of each safety-related control function (including stop functions)

supported by the CCS, to include:

- a
- th

description of its functionality;
e reaction in case of error detection;

— timing information, including any delay time for the safety-related output interface (e.g.
contacts) for the EMS, GSS and ATS functions.

n) For the ATS function of the CCS (see 4.7.3.5), specify:
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conditions that result in its initiation;

— the time interval between the loss of a valid signal and its initiation;

— the maximum response time within the CCS; in case of different time for different
reasons, each time has to be declared.

o) For each safety-related control function, a specification of its safety integrity in terms of:
— a SlLifitis designed in accordance with IEC 61508 or IEC 62061, and/or
— aPLifitis designed in accordance with ISO 13849-1.

NOTE Additional relevant data (e.g. PFH,, MTTF,/B10,, DC, SFF) can be used to facilitate integration of the

CCSinto a

machine control system.

p) Details of all initiators of a stop function of the CCS, including whether each will result in a

stop
respg

q) Instrd
- re

- re
th

r) Instrd
instry
be th

s) Anin
remo
been

t) Spec
being

comnpunication) and provide warnings sabout their use for the control of h

operg
u) Instrd
v) Desc

w) If the
times
remo

x) Detai
perfo
Table

nse times within the CCS.
ctions for performing a:
set after any safety-related stop function has been initiated;

covery after loss of communication, or failure or malfunction ofthe remote
e base station.

ctions on the use and availability of the EMS function, wWwhere provided, to i
ction that the emergency stop device of a portable or mobile remote station
b sole means of initiating the EMS function of a machine.

struction that a reset after an EMS function has-been initiated at a portable
e station shall only be possible when it can be seen that the reason for initi
resolved, and that this can require the usecefysupplementary fixed reset dev

fy which outputs of the base station cancbe activated when only a neutral

tions of the machine.
ctions on the means of preventing unauthorised operation.
iption of error code handling and recommended operator reactions.

EMS function is providéd, specify that has to be available and operatio
, regardless of the gperating mode of the machine (for example, automatig
el/local).

s of all verification activities that it are necessary for the system inte

5 and 5.4)"

command that IS active, passSive, or active followed by passSive and the fnaximum

station or

clude an
shall not

br mobile
ation has
ces.

frame is

received (or without receiving a 'neutral frame following re-establishment of

hzardous

hal at all
/manual,

grator to

'm when the \€CS is integrated into the electrical equipment of the machinery (see
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