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INTERNATIONAL ELECTROTECHNICAL COMMISSION

PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 2: Managing electronic components
from non-franchised sources

FOREWORD

1) Thdg International Electrotechnical Commission (IEC) is a worldwide organization fr standars |zat| prising
all [national electrotechnical committees (IEC National Committees). The At romote
intdrnational co-operation on all questions concerning standardization in the e idlds. To
this end and in addition to other activities, IEC publishes International 3ta i¢ations,
Tedhnical Reports, Publicly Available Specifications (PAS) and Gui s “IEC
Pulllication(s)”). Their preparation is entrusted to technical committees; brested
in fthe subject dealt with may participate in this preparatory wrk S d non-
govlernmental organizations liaising with the IEC also participate _in Ra {01 closely
withh the International Organization for Standardization (ISQY i i Rditi ined by
agreement between the two organizations.

2) Thdg formal decisions or agreements of IEC on technical matters & ) ible, i ational
conjsensus of opinion on the relevant subj i e i i i fom all
intgrested IEC National Committees.

3) IEQ Publications have the form of recommeqndatians\or in o € ational
Corpmittees in that sense. While all reasonable effocts™\are i of IEC
Publlications is accurate, IEC cannot be or any
misjnterpretation by any end user.

4) In ¢rder to promote interngtional uniformi i C i iications
trarisparently to the maxi i i rgence
betyveen any IEC Publicati iqated in

the|latter.

5) IEQ itself does npf\pro 'de any a of\conformity. Independent certification bodies provide corlformity
asspssment ser § ss fo IEC marks of conformity. IEC is not responsible for any
seryices carried oMby mde

6) All psers should ens t€st edition of this publication.

7) No [liability shall a tac to Qr its\directors, employees, servants or agents including individual expefrts and
meifnbers of i N ees and IEC National Committees for any personal injury, property damage or
other damage of any oever, whether direct or indirect, or for costs (including legal fegs) and

expenses Si e pbbkcation, use of, or reliance upon, this IEC Publication or any otHer IEC
Puljlications

8) Attgntion ¥ X ofmative references cited in this publication. Use of the referenced publicajions is
indispensable<tgr the cqrrect application of this publication.

9) Attgntion_js~drawn e possibility that some of the elements of this IEC Publication may be the subject of
patént rights. IEC shall not be held responsible for identifying any or all such patent rights.

C__+ haiaal ittt o + BEaB-SE Intarnational COto Ao, I
A\>J oorirnoearl Ui o o v pIreopyarc T orrmrauauvuilital \)LGIIUGIUS. n

The main—task—ef—
exceptional circumsta
specification when

=
| ==
n

ces, a technical committee may propose the publication of a technical

e the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

e the subject is still under technical development or where, for any other reason, there is the
future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC TS 62668-2, which is a technical specification, has been prepared by IEC technical
committee 107: Process management for avionics.
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This second edition cancels and replaces the first edition, published in 2014. This edition

consti

tutes a technical revision.

This edition includes the following significant technical changes with respect to the previous
edition:

a) Updates to the risk assessment process.
b) Updates to the test methods including reference to the SAE AS6171 test methods in

de

velopment.

c) Updates in line with IEC TS 62668-1 for definitions and references to DFARS and removal

of

reference to RECS.

This
IEC T

The tq

Full in
the re|

This d

A list
mana

The c
stabili

A bilin

technical specification is to be used in conjunction with | 622391
S 62668-1.
xt of this technical specification is based on the following document

Enquiry draft Report opw\othg R

107/280/DTS 107/2§6@VN\
N

port on voting indicated in the aboyve table.
ocument has been drafted in accordanc 3 /IEC/ Directives, Part 2.

of all the parts in the IEC 62
pement for avionics

gual versionof this publication may be issued at a later date.

and

formation on the voting for the approval of this technicaixspetifigation can be folind in

ocess

til the

that

colo

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates

it contains colours which are considered to be useful for the correct

ur printer.

understanding of its contents. Users should therefore print this document using a
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INTRODUCTION

The avionics industry has a responsibility to ensure that all flight equipment produced has a
predicted product life which correlates to the predicted repair and service life to ensure the
public is not endangered. Typically an original equipment manufacturer (OEM) calculates a
mean time between failure (MTBF) and possibly a mean time to failure (MTTF) prediction.
These calculations assume all components are new, or considered as “unused”, at the point
of introduction into flight use and that no useful component life and/or any “unsafe”
component conditions have been used. For example it is therefore essential that counterfeit,
recycled and fraudulent components which have had potentially some of their "useful life”
consumed and which may also be malfunctioning are not purchased for use in aerospace,
defenpeand iligil performance (ADHP) frctostries:

@C@

e
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PROCESS MANAGEMENT FOR AVIONICS -
COUNTERFEIT PREVENTION -

Part 2: Managing electronic components
from non-franchised sources

1 Scope

This part of IEC 62668, which is a technical specification, defines requifements foravpiding

the ug e not
purch ide of
franch nance
(ADH ble or
practi
NOTE b668-1,
enablin in their
supply
Althot high-
perfon
2 N
The f f their
conte 7 For dated references, only the gdition

cited ppplies. For unda lition of the referenced document (incjuding

any ammendments f‘:pp

IEC TS 62239-1, Pro f avionics — Management plan — Part 1: Prepgration
and maintenance gRa Wwonents management plan

IECT 3-1220 ¢ anagement for avionics — Counterfeit prevention — Rart 1:
Avoid raudulent and recycled electronic components

3 T

3.1 Terms and definitions

For the purposes of this document, the Tfollowing terms and dertinitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following
addresses:

o |EC Electropedia: available at http://www.electropedia.org/
e |SO Online browsing platform: available at http://www.iso.org/obp

3.11

aftermarket source

reseller which may or may not be under contract with the original component manufacturer
(OCM) or is sometimes a component “re-manufacturer”, under contract with the OCM


http://www.iso.org/obp
https://iecnorm.com/api/?name=ae95029189d609c1d24822c3ad362f3f
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Note 1 to entry: The reseller accumulates inventories of encapsulated or non-encapsulated components (wafer
and/or die) whose end of life date has been published by the OCM. These components are then resold at a profit to
fill a need within the market for components that have become obsolete.

[SOURCE: IEC TS 62668-1:2016, 3.1.1]

3.1.2
broker
individual or corporate organization that serves as an intermediary between buyer and seller

Note 1 to entry: In the electronic component sector a broker specifically seeks to supply obsolete or hard to find
components in order to turn a profit. To do so it may accumulate an inventory of components considered to be of
strategje—vatu —ay—reh—en—irvrenteries—aceumttated—by—anether—Fhe—broker—operates—within—a—weridwide

compoment exchange network.

[SOURCE: IEC TS 62668-1:2016, 3.1.2]

3.1.3
COTY product

commercial off-the-shelf product

one dr more components, assembled and developed fe
whoseg design and/or configuration is controlled by the rn
standard

srcial consymers,
ation or ingdustry

Note 1|to entry: COTS products can include eglectronic ) 9 p level
assemblies. Electronic COTS subassemblies o S\ 2 s, hard
drives,|and memory modules. Top-level COTS \assembliss i 5 as raid

arrays,|file servers to individual switches, routers\persepnakcompdqters, e

[SOURCE: IEC TS 62668-1:2016, 3.1.3

3.14
counferfeit, verb
action of simulating,
authofization

ithout

Note 1 |to entry: i : s. This
activity| infringes the j rfeiting
generally relates to wllIfuNtradema

[SOURCE:

3.1.5
counferfeite

materjal good-i
protegtionrof\one or

or copying an authentic material, good which may be covered by the
ore registered or confidential intellectual property rights

" A PR R | b lo ol e N lo lo I o ;
NOte 1 wiry. A LUUTIICTITIICU CUTITPUTITTIU TS UTIT WITUST TUTTILULY UT PTUITYITT T1ds UETIT dilCiTUu UT TTSTT Pl Sented

by its supplier.

Identity = original manufacturer, part number, date code, lot number, testing, inspection, documentation or warranty
etc.

Pedigree = origin, ownership history, storage, handling, physical condition, previous use, etc.

[SOURCE: IEC TS 62668-1:2016, 3.1.5]

3.1.6
customer device specification
device specification written by a user and agreed by the supplier

[SOURCE: IEC TS 62668-1:2016, 3.1.6]
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customer

user

original equipment manufacturer (OEM) which purchases electronic components, including

integr

ated circuits and/or semiconductor devices compliant with this technical specification,

and uses them to design, produce, and maintain systems

[SOURCE: IEC TS 62668-1:2016, 3.1.7]

3.1.8

data sheet

docunment prepared Dy tnhe Mmanuracturer trdtl describes the eIECIFicaI, mecnanical, and

envirgnmental characteristics of the component

[SOURCE: IEC TS 62668-1:2016, 3.1.8]

3.1.9

franchised distributor or agent

indivigual or corporate organisation that is legally indepé& anchiser (ir this

case the electronic component manufacturer or OCM) 2 3 § optract to disfribute

produfts using the franchiser’s name and sales netwgrk

Note 1|to entry: Distribution activities are carried out in( acgoxdang by the

franchiser. Shipments against orders placed f [ P chised

distribytor or agent. In other words, the franchi r more

electropic component manufacturers to distribute_and S nhay be

stipulafed according to the following criteria: geggraphical a ximum

manufgcturing lot size. Components sourced t 9 upplied

with full traceability.

[SOURCE: IEC TS 62668

3.1.1(

fraudplent com

electrpnic compoxe aw or

regulgtion, or with the

Note 1|to entry: is\i \ ch are

fraudulently solg

1) a gtolen

2) a ¢ompanenbtsgrap

3) a fecycled ¢s t becomes a fraudulent recycled component when it is a disassembled conjponent
regold as a‘newm component (see Figure 1), where typically there is evidence of prior use and rewgrk (for
expmple-sqlder, re-plating or lead re-attachment activity) on the component package terminations;

4) a gounterfeit component, a copy, an imitation, a full or partial substitute of brands;

5) fra mple: a

component whose production and distribution are not controlled by the original manufacturer;

6) unlicensed copies of a design;

7) a

disguised component (remarking of the original manufacturer’'s name, reference date/code or other

identifiers etc.), which may be a counterfeit component (see Figure 1);

8) a

component without an internal silicon die or with a substituted silicon die which is not the original

manufacturer’s silicon die.

[SOURCE: IEC TS 62668-1:2016, 3.1.10]
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3.1.11

microcircuit

component

device

electrical or electronic device that is not subject to disassembly without destruction or
impairment of design use and is a small circuit having a high equivalent circuit element
density which is considered as a single part composed of interconnected elements on or
within a single substrate to perform an electronic circuit function

Note 1 to entry: This excludes printed wiring boards / printed circuit boards, circuit card assemblies and modules
composed exclusively of discrete electronic components).

[SOURCE: TEC TS 62668-1:2016, 3.71.11]

3.1.12
non-ffanchised distributor
companies which do not fall under a franchised distributor or OCM

Note 1| to entry: These distributors may purchase components from_cowmponen anufac rs, frapchised
distribytors, or through other supply channels (open markets). Thege disiriqutdgs always prov|de the
guaranfees and support provided by the franchised distributor network; S ed> through this|source
are ustially protected by the source’s warranty only. However, 3 0 purchase trgceable
compoments and/or to provide traceability paperwork and/or are gble tq ret stotk for investigation to the QCM.

[SOURCE: IEC TS 62668-1:2016, 3.1.12]

3.1.13
OCM
original component manufacturer

company specifying and mapufacturing thero i

[SOURCE: IEC TS 62668-1:

ponent

3.1.14
OEM
original equipment

manufacturer w ectronic subassembly that includes the eledtronic

components or de rts used in an assembly and/or test specification
[SOURC 868 1: 6, 3.1.14]

3.1.15

piracy

willful[copyright infringement

w
D
N
P
P
op
1
N
(«

[SOURCEHECT

3.1.16

purchasing agency

organization which groups the quantities of electronic components required by a series of
companies in order to constitute significant buying power and thereby obtain the best possible
supplier conditions for purchasing (especially as regards pricing and purchasing conditions)
as well as for assistance with management, documentation, financing, etc.

3.1.17
reseller
general supplier which offers a selection of electronic components to order from a catalogue

[SOURCE: IEC TS 62668-1:2016, 3.1.16]
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3.1.18
recycled component
electrical component removed from its original product or assembly and available for reuse

Note 1 to entry: The component has authentic logos, trademarks and markings. However, it typically has no
output to measure the useful life remaining for its reuse. A recycled component can fail earlier than a new one
when re-assembled into another product or assembly. A recycled component may also be physically or ESD
damaged during the removal process.

[SOURCE: IEC TS 62668-1:2016, 3.1.17]

3.1.19

semigonductor
electrpnic component in which the characteristic distinguishing electro
place |within a semiconductor

onduction’|takes

jnpls and
levices

Note 1|to entry: This includes semiconductor diodes which are semiconductor de
exhibiting a nonlinear voltage-current characteristic and transistors whic
capabl¢ of providing power amplification and having three or more terminals.

[SOURCE: IEC TS 62668-1:2016, 3.1.18]

3.1.2¢

subcontractor

manufacturer of electronic subassemblj D tur| 1g items in compliance with
customer design data pack and drawikgs, hority.af the OEM

of the electronic components required to groduce
facturer (CEM) or electronics manufdcturing

Note 1 fto entry: This supplier may potentially pro
a subagsembly and is often referred to as the dontract electron
services (EMS).

[SOURCE: IEC TS 62668

3.1.21
suppﬁer
company which ; a ectronic component which is identified by the lggo or
name|marked on t i

Note 1 |to entry: broker,

resellef, OEM, ¢

[SOUR

electrpnic~component which has lost supply chain traceability back to the ofiginal
manufactdrer and which may have been misrepresented by the supplier or manufacturgr and
may meet the definition of fraudulent or counterfeit component

Note 1 to entry: Suspect components may include but are not limited to:
(1) counterfeit components;

(2) recycled components coming from uncontrolled recycling operations carried outside of the OEM, franchised
network and OEM business where typically it has been fraudulently sold to the OEM as being in a new
unused condition.

[SOURCE: IEC TS 62668-1:2016, 3.1.21]

3.1.23

traceability

ability to have for an electronic component its full trace back to the original component
manufacturer
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This traceability means that every supplier in the supply chain is prepared to legally declare in

writing that they know and can identify their source of supply, which goes back to the original manufacturer and
can confirm that the electronic components are brand new and were handled with appropriate handling precautions
including ESD and MSL. This authenticates the electronic components being supplied are unused, brand new
components with no ESD, MSL or other damage. This ensures that the electronic components are protected by any
manufacturer’s warranties, have all of their useful life remaining and function according to the manufacturer’s
published data sheet, exhibiting the expected component life in the application for the OEM’s reliability predictions
and product warranty.

[SOURCE: IEC TS 62668-1:2016, 3.1.22]

3.1.24
untraceable

prope
[SOU

3.2
ACTF
ADHH
COTS
CEM
CSAM
DSCC

DLA
EMS
ERAI
ESCCQ

ESD
G-19
GIDE
GIFAS

HTRB
IDEA
LTB
LDC

\> £

Abbreviated terms

ty of etectromic components whith ave tosttheirtraceabitity (see37123)

RCE: IEC TS 62668-1:2016, 3.1.23]

Semiconductor Industries Association Anti Counterfe
aerospace, defence and high performance
commercial off-the-shelf

contract electronic manufacturer
C-mode scanning acoustic microsco

Defence Supply Centre Golum
DLA

Defense Logistics Agency
electronics ma

http://:ww €SCY.0KgY

(R

fast timebuy

lot date code

vn as

rench

MSL
MTBF
MTTF
OCM
OEM
SEM

moisture sensitivity level

mean time between failure

mean time to failure

original component manufacturer
original equipment manufacturer

scanning electron microscopy
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4 Technical requirements

4.1 General

IEC TS 62668-1 minimises counterfeiting, recycling and fraudulent activities by providing
guidelines and requirements for maintaining intellectual property and recommends purchasing
traceable components from the OCMs or their franchised distributors (see Annex A).
IEC TS 62668-1 references this part of the IEC 62668 series when purchasing components
outside of the franchised distributor network in order to avoid and manage suspect
components (see 3.1.22 for the definition of “suspect component” and Figure 1).

SUSPECT

k\kﬁu LENT
RECYCIED
X

IEC

4.2

OEM S ing channels available to procure components fof their
equip i gl guipment manufacturer's (OEM) responsibility to ensure that its
electrpni

As arf equipment manufacturer, or subcontractor (which includes purchasing

agents acting>qn(its behaif), which places orders for these components, orders directly from a
component manlfacturer, the manufacturer representative or its franchised distributor. This is
the only supply system that can guarantee component compliance with specifications and
component origin (see IEC TS 62668-1).

Under exceptional circumstances, and after having exhausted all options within the franchised
system and after having reviewed other possible alternatives, the OEM may decide to
purchase components through a non-franchised distribution network. Purchasing through non-
franchised channels is considered a derogation process for which the OEM is fully
responsible.

The OEM is responsible for ensuring that its products do not include counterfeit components.
Moreover, it guarantees that the reliability of its equipment is not affected when this
equipment includes components purchased from non-franchised sources.

The OEM shall have anti-counterfeit management plans in place, to comply with
IEC TS 62668-1.
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Subclauses 4.3 to 4.5.10 apply to OEMs and their subcontractors when purchasing
components from sources of supply other than from the OCM or from franchised distributors.

However, there are the following exclusions to this specification:

1) In situations where purchasing agents are under contract to the OEMs to order
components on their behalf, the purchasing agent is considered to be ‘the OEM’ and is not
considered to be a non-franchised distributor.

2) In situations where an approved logistics supply agency, for example the DLA in the USA,
supplies components for logistics purposes to a national defence customer and associated
OEMSs, the approved logistics supply agency is not considered to be a non-franchised
distributor-

4.3 |Risks associated with purchasing from non-franchised distrik
4.3.1 General

Therel are the following risks to consider (see 4.3.2 to 4.3.7).

Variolis risk assessment tools exist which the OEM may sqQnsid sessing riskg. For
example:

1) IS0 31000 describes risk management and ISO/I cribes risk management
tephniques together with ISO Guide 73 on ri

2) The iNEMI project on counterfeit 6ompgné N vént methodology and metric
dgvelopment provides three free i c i nterfeit calculator tools |using
sfgreadsheets (see Annex C).

3) SAE AS6171 includes a thorough\risk the supplier, the product, and the
apgplication with vario \ Annex D); it then defines the type of

cdmponent anti-countexfeit witigati esting néeded using the SAE AS6171 series of anti-
cqunterfeit component test methods.

This tr;chnical S i bV | & i on the relevant risk assessment test mgthods
that are availabl c EM to determine whether all or only part of th¢ SAE
AS61Y1 series is inwd ' i

4.3.2

Counferfeit_and fraugulent pre bment
manufaefurers, purchase, use and reselling of fraudulent components is illegal. A |major
difficulty lies_i i

counterfeited and
counterfeitersscontinué to improve their manufacturing processes, the disguises they use and
their falsification methods. OEMs shall consequently take increasingly strict measufes to
mitigate ¥isk. The equipment manufacturer shall take all necessary measures, both intgrnally
and with regard to its chosen supplier, to ensure that components acquired are OCM (original
component manufacturer) produced, that they have not been modified, remarked, or
previously installed in applications, nor undergone testing, that might impact their
performance or reliability.

ing these fraudulent components, as electronic components r}ay be

Fraud and specifically counterfeiting of electronic components has most often been detected
with components supplied by brokers or non-franchised distributors. Therefore, the
information that follows in this document will refer essentially to this type of supplier which
cannot generally supply traceability back to the OCM. The electronic equipment manufacturer
should remember, however, to use caution when purchasing from any source outside of a
franchised network.
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Quality risks
1 General

Quality risks include the following.

4.3.3.

2 Lots

There is a high risk of receiving non-homogeneous lots of components, having different
manufacturing date/codes and produced at various manufacturing sites. A large lot of
obsolete components with a single lot date code (LDC) should be considered suspect by the
purchaser (risks of refurbished/relabeled components for example).

4.3.3. Packaging

The origin and storage conditions of the components proposed by ibutors
are generally unknown. This presents a risk that the componeqts\p non-
franchised distributor were not stored under manufacturer-recé his is
imporfant for components that are sensitive to electrostatic di e.
Thesg components may also have been removed from gndled
witholit the proper protective measures.

4.3.3.4 Disassembled or recycled scompong

There| i at the
end @ trictly
unkng bed.
4.3.3.

There| i wpeonents come from OCM lots rejected| by a
manu manufacturing or specification non-compliance
issue,

NOTE gnfo the open market without identifying if these were scrap parts or
good p| nent fro n_fires/ floods, earthquakes, etc., also can be sold onto the open market.
These e customer due to specific requirements not being met, such as an
unsatis]

4.3.3.

Purch @ugh hon-franchised distributors cannot often provide traceability back fo the
OCM.

NOTE | Moreover lack of traceablllty can lead to supply stolen components or components issued from
uncontteted ||||u|||3|u pnuuuuuuu Certificatesofconformancecanthemsetresbe—cotmnterfeited-

4.3.4

Industrial risks

Use of components whose origin is uncertain can result in industrial risks during equipment
manufacturing and utilization:

e during production of boards, potential poor storage and handling of components supplied
by non-franchised distributors may impact these components. Oxidation, pollution, moisture,
warping or imperfect flatness of connections may cause visible or hidden faults during
board wiring;

o late detection of defective or counterfeit components during board and/or equipment
functional testing may seriously impact management of production and costs, due to
potential part scrapping or repair;
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o detection of defective or counterfeit components during equipment utilization may require
retrofitting the equipment concerned, with probable serious consequences for the OCM.

4.3.5 Reliability risks

Use of components whose origin is uncertain can directly and gravely impact the operational
reliability of the equipment concerned.

4.3.6 Financial risks

4.3.6.1 Part costs

Purchlasing components from a non-franchised supplier can have impacts o
costs| The unit price of the component may be extremely high, becaus
the degree of obsolescence, and the technical specification and qu

the purchasing
mand,
ed for

certaip applications (defence applications, for example). Requests erous
brokefs can create an inflated, artificial demand for a given i ige will
subsequently rise.

4.3.6.R Reimbursement

Many|brokers, and more generally non-franchised sales
agreements that contain non-cancellation clauses. have

been jdentified as counterfeit they have to be stored fo odies

and cannot be returned back into the o sell

counterfeit or fraudulent components.

4.3.7 Legal risk

An elg¢ctronic equipment ma \ g aving

serioys consequences. Su kes it

nearly impossible to ho i i e this

type gf purchasing do Rro

The QEM is cons : feit or

suspect parts. The, fendb c ked if

the sdle is considgre [

Damage caused b fa'ur y the

electrpnig’equ _nt.T e of a

counterfei S s held
. N

criminally re P jcable

legislation insthe>eouniries in which the various supply chain vendors operate.

4.4 |Reasons to initialize the derogation process

4.4.1 General

If there are no other reasonable or practical alternatives, then the OEM or the subcontractor
shall use the following derogation process when they are considering procuring untraceable
components from a non-franchised distributor. This process shall be used in exceptional
circumstances and shall not be normal practice.

4.4.2 Obsolescence notice failure

The last time buy (LTB) has expired. No LTB date was published by the manufacturer or the
obsolescence process failed to detect the LTB.
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Allocation

A shortage caused by high market demand. The supplier cannot provide a firm delivery date.

This situation was not detected or foreseen during the production planning.

4.4.4

Insufficient end-of-life inventory

The end-of-life inventory accumulated at the last time buy (LTB) order is not sufficient for the
current program or to fill new orders.

4.4.5
Late-s

stand
made

4.4.6
The m

4.4.7
Upon
requir
finish
4.5

4.5.1

Undei
autho
distrib
traces

Figure
franch

Figure

[ Late orders
tage modifications (quantities, lead time, etc.) were made to prod planning. The
bhrd supply period for a needed component is not compatible » odificptions
Minimum order quantity
inimum order quantity greatly exceeds required quan
Technical requirements
pack
es use of a specific version oka lead
Derogation process
Notification to the O
the circumstang efined
rity of the i hised
utor netw rovide
bility back to’tp
non-
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Review order and
search for P
franchised -
distributor
Yes
Errrbarrt. Can a
DA franchised )
fr‘anshlsed €—Yes distributor be No—Pp Notify OEM /\
distributor
used? \
v<\
\ 4
- alyse a
Receive and accept ’< altecnative seluti
using standard
incoming inspection

>

Order from non-
YesPp franchised
distributor

N J

Inspect anti-
counterfeit
mitigated order

Risk acceptable?

Accept parts to
stock

Figure 2 — Derogation process when supplying from non-franchised distribution

IEC
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Customer e.g.

airframer
Y
> OEM <

| /\(\

Subcontractor is the G307 012 OEM Purchasin
. . . assembly where ENkcompanent
» design authority for his the OEM is the Agent urder e

product sold to OEM contrast to QEM

design authority

A

>

q

J

ubcontractor
component
brocurement

CEM for
subcontractor who
is the design
authority

CEM procurem
based on O
approved part

numpe

A

A

CEM component
p?%ment
A

N

3

0

X
2
)

A\

Use of non-
franchised
distributor

Use ofsion-
d
stributo

\Y

e of non-
franchised
distributor

Use of non-
franchised
distributor

Use of non-
franchised
distributor

4.5.2

Alter
acco
reaso

ative softitions
nt the—techni

native solutions

tential avionics supply chain scenarios

hall be examined by the OEM with the subcontractor to tak
and financial impacts for each program concerned, as well &
s behind the sourcing difficulty.

IEC

e into
s the

The following alternative solutions should take precedence, as they provide the best
guarantees with regard to component origin:

a) Definition maintained (no change in the bill of material):

Production cycle rescheduled to coincide with the component supply lead time using a
franchised network.

The individual who defined the need authorizes use of an equivalent component as an
alternate solution by waiver.

b) Definition modified (change in the bill of material):

Search for components that comply with the original

specification through a

manufacturer approved by the OCM or by a third-party certifying body (DSCC, etc.).

The design authority which defined the need replaces the component or introduces an
equivalent component for the application into the nomenclature.
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4.5.3 List of approved non-franchised distributors

The OEM or its subcontractor shall maintain a restricted list of approved non-franchised
distributors, managed directly through on-site audits.

As minimum, the approved non-franchised distributor shall:

be a member of a trade organization involved in the detection/fight against
fraudulent/counterfeited components, such as ERAI, IDEA, Brokerlinx, etc., or be
identified as Trusted Supplier (in compliance with NDAA: H.R.1540 — National Defense
Authonzatlon Act for Fiscal Year 2012/ Sec 818. Detect|on and Avoidance of Counterfeit

C

- b eiting
a

- h effeited
components, i.e. have its own anti-counterfeit manageme i i hhical and
dgcument management capabilities for reseller business);

- m mtam a m|n| Iaboratory at its own dlsposal izi i ps of
ing , gy

- h4 ifies;

- oW

— be i i i 3 S ponents, associated with the
de i S non-
frg

It is own

certifig ible the

certific 3 SUP back to the component manufacturg¢r and

to knqw the supply chgi

Non-ffanchised per of

counterfeited lots de , etc.

Whengver possible)\ R Party

Certified.

4.5.4

Information_regagding z ent to

the p3art definedtnay Ye obtained through approved non-franchised distributor consultation.

This ¢onsultation shall also allow the OEM to collect data for risk analysis of this sqlution

versus$ ‘other alternate solutions. This data includes:

origin (original delivery slip, photos of packaging and labeling, etc.);
part traceability documents;
component package (type, condition, leads, etc.);

date codes, parts quantity per date/code and component marking (with photographic
evidence);

copy of component test certificates;

possibility of performing a pre-delivery conformance test;
copy of original certificate of conformance;

payment conditions.

Moreover, the approved non-franchised distributor shall provide its own risk analysis related
to the proposed component, together with the mutually agreed detailed inspection/test
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procedure dedicated to the risk mitigation. The documented inspection/test procedure shall be
performed by the approved non-franchised distributor before delivery to the OEM (or its
subcontractor), unless the OEM claims to do it by itself.

4.5.5

Risk analysis

The electronic equipment manufacturer shall use the data relative to potential alternate
solutions and the data obtained from the various non-franchised distributor consultations
(including the risk analysis proposed by the approved non-franchised distributor) and from the
OCM to perform risk analysis, as described in 4.3. The OCM may cooperate and confirm if the
component lot date codes and part markings are genuine or not.

Table[1 provides some typical procurement scenarios and suggests guid r procarement
risk agsessment.
Table 1 — Typical procurement risk scenarios and guidance
procurement risk assessment
1 — Supply from non-franchised distributors (see riskfﬁ?te\\'\ A&Q to\3 3\6)

1 Comments AS/EN/JISQ 9120 certification requires dlstr state\clée WI bids, invoicg¢s and
orders if components are being supplied hout tr ea |ty

1 Jow risk Traceable components purchased from EM p rovedyand a d non-franchised
distributors which are AS/EN/JISQ /\

1 Medium risk -- < (\\ 6 ( U ‘\/

1 High risk --

1 ery high risk | Untraceable component purchase nonxfranchised distributors which are
AS/EN/JISQ 9120 certified

< \(\\ \> \\>
2 —FT\rac}aQility p(a'p{rw}r\( s lost (see risk listed in 4.3.3.6)
2 Comments has lost internal traceability paperwork are genuine and not
lert.
hised distributor may have evidence that the components|were
situations the OEM may wish to review how these
ve beenstored and test them accordingly
re the/supplier claims they have lost the traceability but have no evidence
2| tlow risk \\ N\ >

2 Medium wi \ mpon nts received with full traceability into an OEM which has subsequently lost this

rwor internal to its organization and wishes to assemble them into its products.

2 High risk ponents whose paperwork has been lost externally between the franchised distriputor

he OEM, where the supplier has some evidence to prove that the components
originally had traceability.

2 ery\high risk | Components whose paperwork has been lost by the distributor or broker which canndt
prove thatitever existed:

3 — Apparent reworked component (see risks listed in 4.3.3.2 and 4.3.3.4)

3 Comments Traceable reworked (i.e. altered items) components which are re-identified but which are
controlled by the OEM through specifications and part numbers cross referenced to the
base part, are not counterfeit, recycled or fraudulent components.

3 Low risk Traceable components which have been reworked by either OEM controlled external
suppliers or internally at the OEM and re-identified because they are ‘altered items’, for
example re-balled microcircuits, components where the terminations have been tin/lead
solder dipped.

3 Medium risk --

3 High risk --
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3 -

Apparent reworked component (see risks listed in 4.3.3.2 and 4.3.3.4)

Very high risk

Externally reworked components which have lost traceability back to the original
manufacturer of the part selected for rework, where the supplier has some evidence to
prove that the components had traceability (this is mandatory when the supplier doesn't
have that evidence. The use of that component is strictly forbidden and is incompatible
with avionics applications).

4 — Use of surplus components (see risk listed in 4.3.3.5)

Comments An OEM often provides traceable components to a CEM and then requests the surplus
stock back. Occasionally this stock is shipped back without any traceability paperwork or
information and requires assessment to determine if it is useable or not.

Jow risk Traceable surplus components returned with their paperwork from audlted ahd
approved CEM for use at the OEM.

Medium risk Surplus components returned from an OEM audited and apprg¥ed CE usexat the
OEM, where the CEM can prove that the parts were origina red ceived With
traceability for example from the OEM.

High risk --

ery high risk | Untraceable surplus components returned from m}l\r us\ga he EM.
5 — Order by an independent purchasing agency/(( set?/r'rfks}i\e}“m\43>.2 to 4.3.3.6)

Comments Components purchased without trac€abj s high risk components. All
independent purchasin to be’assessed and audited to
mitigate against their

Jow risk er

Traceable components or red app Mjrchasmg agency which is un
contract and actingon b fth

Medium risk

Traceable components

rdered by anni \{}%nt purchasing agency or distributor ot
under co ct to/the%

High risk

ery high risk

Untr‘aWpo&Nr&\\w—'{n independent purchasing agency or distributof.

6 — SupplﬁN\tqu-frW gktributors (see risks listed in 4.3.3.2 to 4.3.3.6)

Comments

EM hawml sources of supply before they are added to the OEM apprpved
supplieglist. okers need to be assessed using procurement tolls.

Jow risk

ce ble\@nents purchased from the OEM approved OCM or their OEM approved
fradchised disgributors.

>

o B

High risk Traceable components purchased from non-franchised distributors or brokers which gre

not AS/EN/JISQ 9120 certified.
ery high risk | Untraceable components purchased from independent distributors or on-line brokers|
7 — When the OCM has just gone bankrupt (see risk listed in 4.3.3.6)

Comments Traceability documentation can be counterfeited. Franchised distributors should be able to
assist with defining the last lot date codes the OCM manufactured. Independent
distributors need to be assessed particularly against the ERAI database, etc. There is a
risk here that needs to be investigated further, particularly if the OCM’s quality data is lost
completely.

Low risk Traceable components purchased from an OEM approved franchised or an AS/EN/JISQ

9120 certified non-franchised distributor when the OCM has just gone bankrupt.

Medium risk

High risk

Very high risk

Components which are being offered with traceability from an independent distributor
where the OCM has just gone bankrupt and did not issue any information defining its final
deliverable lot date codes.
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8 — When the OCM has been purchased by another manufacturer (see risk listed in 4.3.3.6)

8 Comments --

8 Low risk

logo.

Traceable components purchased from an OCM or an OEM approved franchised distributor
when the OCM has just been purchased by another manufacturer and the OCM has issued
information regarding the lot dates codes when the components are marked with the new

8 Medium risk

when the OCM has just been purchased by another manufacturer with no further

Traceable components purchased from an OEM non-approved non-franchised distributor

information.
8 High risk --
8 ery high risk | Components offered from independent distributors and brokers wh OCM hasrbgen
purchased by another manufacturer with no further information.
9 — Obsolete components (see risks listed in 4.3.3.2 to 4.3 3\6)
9 Comments - < \ \ >
9 Jow risk Obsolete components purchased with traceabilityfrom_the f cﬁsed ftermarket
distributor.
N
9 Medium risk Obsolete components purchased with tray(bilitm\m{non bﬁnchised distributor
9 High risk --
9 ery high risk | Obsolete components p ased >/ke or@ interpet with no traceability bafk to
the OCM.
The donclusions of this risk analysis EN to agree to purchase compqgnents
from g non-franchised distyi
Certain risk indicators
— Allot size | ode may indicate that the components are
counterfeit.
- V3 scrap,
whi
- B( p, for
eX
— In is a
blatante
— Inaccuracy-Orwncertainty with regard to component origin or history can be a sjgn of
frgudufent business activity.
Mitig tion ’rpr‘hninllmc7 hased aon grpa’rpr Qllpplipr nlldifing and camponent inclnpr‘finn B, are

described in 4.5.8.2, Table 2, and Annex B.

4.5.6

Non-franchised distributor order authorization

The individual who defined the need shall draft a written authorization for supply through the
selected non-franchised distributor. According to the conclusions of risk analysis conducted by
the OEM (with the selected approved non-franchised distributor), this authorization shall include
specific requirements and/or detail the non-franchised distributor supply inspection and testing
procedure to be performed by the non-franchised distributor (unless the OEM claims to do it by
itself) before delivery, to guarantee the compliance of the components delivered (reinforced
ing inspection, qualification tests, reliability tests, destructive physical analysis,
counterfeit detection, etc.).

incom
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4.5.7 Order processing

In addition to general requirements for all orders, the information collected during the non-
franchised distributor consultation (see 4.5.4) shall be included in order to secure supplier
terms and conditions and manage potential discrepancies at delivery. The following
requirements shall be mentioned:

— date codes,

— lots sizing,

— conformance certificate delivered,

— risk analysis related to the proposed components,

ddtailed non-franchised distributor supply inspection and testing prgcedure andCresults
before delivery (if the tests flow was performed directly by the non-fragchised\distribytor).

Consgquently, the control of the order receipt is particularly impog
commiitment against the order requirements.

Upplier

4.5.8 Incoming processing
4.5.8.1 General

For deliveries of orders made through non-franchised digtributgrs, the”incoming depaftment
which in a subcontractor ones (e.g. test

laborg dssociated inspectior)/tests
requir rformed by trained opefrators
awareg nd fraudulent products. Specific
requir inspection and testing prodedure

mentipned in followed (detailed documentary
evide ¥'tes RPO ways be provided by the non-franghised
distrib i i S, ) 3tg” flow was performed directly by thg non-
franchised distributor).

Wherg specialist 1 < ies dre used to inspect suspect stock, they shall be
AS/EN/JISQ 9100 ¢ertifi

4.5.8.

All d 3 e order shall be included at delivery and be authentic
(many d/or_reseller’ conformance certificates and packing slips (based on |NIGP
111.0P), 1 ¥d/or rest reports, measurements, analysis reports, etc.).

The d delivered components shall comply with those provided in the sh|pping
documents and in the order. These date codes shall be verified for all delivered pafts by
checkingithe component marking (when marked by the manufacturer). For compqgnents
delivered in Strips and/or dry packs, this operation may require speciiic _unpacking and
repacking means.

Component packaging shall be checked to ensure that it meets the specific requirements set
out in the order.

4.5.8.3 Technical compliance

In the absence of the OCM’s original warrantee certificate, and depending on the reliability of
the information available by the reseller, specific inspection and testing protocols shall be
implemented to ensure that supplied components are not counterfeit or of poor quality.

In addition to specific requirements set forth upon ordering, packaging shall be inspected and
components shall be properly fitted in their packaging, in the correct orientation, if applicable.
Components with different production date codes shall be packaged separately. All other
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types of anomaly shall be conveyed to the inspector as a potential risk with regard to
component origin.

SAE AS6171/1 contains information about how to create a component anti-counterfeit
mitigation test plan depending on the risk and test coverage desired.

Alternatively the following inspections, wherever possible compared to known good authentic
samples (see Table 2 and Annex B), should be carried out in order of priority, according to the
risks identified:

a) Constitution of inspection lots

THe verification of date codes allows inspection lots to be created. Ong-inspection_lpt per
ddte code should be created as testing is on a manufacturer’s lot date Csg s. Be

b) Visual inspection to IDEA-STD-1010 or SAE AS6171/2, the d evant
test methods for the following:

1)| Physical dimension verification: check compliance with gturs ifications

as well as the consistency of the dimensions of all gon ] order
to detect rework (package sanding, etc.).

2)[ Marking verification: verify that the compopent was g i arking
onent
irection
tative

3) 2 \Si of encapsulants for each prodpction

uits, verify the consistency of resin
vo¥ and legibility of the molding gtamp.
ide of the component. Verify package

ce of
en or

FDEC

he lot

nding

leads, and lead frame structure.

iii) Verification of absence of die cracks voids in the die attach

2) CSAM acoustic microscopy. Verification of the absence of delamination, whose
presence would indicate that the component has been subjected to mechanical stress
for example caused by desoldering during recycling operations.

d) Destructive physical analysis

1) Different methods can be performed at component level for internal inspection
according to the risk cause:

i) Mechanical or chemical removal of lid, or top layers of the component body to
expose the die and internal structures.

ii) Chemical dissolution of the plastic after jetting various acids onto the surface of the
component.

iii) Laser decapsulation as alternative to chemicals which are not always appropriate.
2) Tests to perform:
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i) Solderability or wettability tests.
i)
‘good ‘component.

data (manufacturer logo, mask reference, etc.).
Bonding tensile strength.

SEM analysis.

e) Electrical tests

IEC TS 62668-2:2016 © IEC 2016

Visual inspection of the component’s internal assembly comparing it against a

Verification of chip geometry and marking, and its coherence with manufacturer

These are tests conducted at room temperature on a per unit or sampling basis,

d ; Ctrical
characteristics specified by the manufacturer. These tests may be ag tests
at|operating temperature and life testing, depending on the level d and
the criticality of the application.
f) Material characterization:
If relevant, for advanced analysis of termination plating ound,
atlached materials, laminate or substrate materials fo etc.,
d(i;lferent techniques could be considered, particuld hentic
samples.
Al| electrical and physical tests and analyses (sha t and
recognized laboratory.
The typical tests identified in Table hould
be copducted in the order stated.
Where yields are less than 90 % (tes ata to
determine if it is acceptab
A detailed test list is gi
Q ypical testing
Test Metho \/\\Sémple size | Destructive Comments
(\ test
1. Visyal as a 100 % of the |No Look for evidence of prior use
inspegtion enpand lot check for ‘black-topping’, etc.
‘'S\data including checking part marking and
p to x80 or higher dimensions.
ion and MIL- . . .
888 mathod 2010. IPC Check against authentic baseline
EC NSTD-033 for | parts and/or archived informafion on
SL packaging authentic baseline parts.
and/or SAE AS6171/2 or
equivalent.
Also inspect all lot dates
codes, certificates of
conformance and packing
slips using NIGP 111.00 to
ensure part number, lot
date code and signatories
are accurate against the
purchase order
requirements.
2. Package Lead material analysis, Three Yes Confirm package material, lead-free
testing marking permanency and components termination material, marking
solderability testing. per OCM lot permanency, solderability, etc.
Or use SAE AS6171/3, SAE
AS6171/2, SAE AS6171/8,
and SAE AS6171/9 or
equivalent documents.
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Test Method Sample size | Destructive Comments
test
3. Destructive Use MIL-STD-1580 where |Three Yes Check for good workmanship
physical applicable, or SAE components standards, internal materials
analysis (DPA) |AS6171/4 or equivalent. per OCM lot consistency, contamination, die

orientation, check die metallisation

marking with manufacturer, wi
bonding arrangement, etc.

re

4. X-ray Use SAE AS6171/5 or 100 % of the |No Show consistency of manufacturing
equivalent. lot of each lot and correlate to original
die.
Check against authentic baseline
parts arctor-archivedinformation on
authentic ba/sreTTne\parts.
5. Acopstic Use SAE AS6171/6 or Three je\gncapsulated
microgcopy equivalent. components rnal yoids
per OCM lot
6. Fungtional Verify to data sheet. 100 % of the ange.
DC elgctrical Percent defective no lot
test atlroom greater than 10 %. Yield no ut .
tempefature less than 90 %. the burp-in
Or use SAE AS6171/7 or
equivalent.
7. Burp-in Microcircuits: use MIL-STD- [ 100 % of the |N onMere are no infant mortality
screer|ing 883 method 1015, lot or sampl fabuyres.

168 hours at +125 °C with
voltage bias applied.

Diodes and transistors: use
high temperature reverse

bias (HTRB) per MIL-PRF-
19500:2012, screening

nditioning per
MIL-PRF-39014 group A
subgroup 1.

:

D

ranrtanrurirt uapaullula.
conduct thermal shock,
surge current when
specified in part number,
voltage aging (CSR91 style
only) per MIL-PRF-39003
group A subgroup 1.

Or SAE AS6171/7 or
equivalent.

8. Functional Yield no less than 90 %. 100 % of the |No Confirm data sheet performance.
DC electrical lot

test at room Or use SAE AS6171/7 or

temperature equivalent.

9. Functional Yield no less than 90 %. 100 % of the |No Confirm data sheet performance.

DC electrical
testat 7, and
Tmax. OC

n

Or use SAE AS6171/7 or
equivalent.

lot
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Records

2016

The results of all inspections and tests shall be recorded and archived to provide traceability
and contribute to an ongoing lessons-learned process.

4.5.10

Processing during storage and manufacturing

For components that must be packaged in a dry atmosphere, and when compliance with dry
chain conditions cannot be guaranteed, applicable internal procedures for repackaging shall
be applied. According to inspection and test results, storage and assembly recommendations

may e provided to relevant manufacturing departments (baking, terminal re-tinning, €ic]).
During the storage and manufacturing phases, the traceability of componenthatches shall be
guarahteed. Traceability per date code shall be guaranteed in the pfoductio ecedipt up
to cugtomer level. When necessary, parts may be identified by a specific hce or
some |other identification system (colored dot, label, etc.).

4.5.11 Failed electronic components

Electronic components that fail testing shall be fmmedia ed as failed syspect

counterfeit components and stored in special anti-coungferfeit.qUaran
by quality and legal teams. The failed suspect co arfe

¢ storage for a rleview

the sdpplier or to the OCM, or retra it testing is performed outside the
OEM]facility. Reporting to the end ctisto i required together with any special
reporfing requirements as defined in (for example USA D[FARS

252.247.7007 reporting requirementsy.
required. The legal team will advise

deper

N

ocal law enforcement may al$o be

nents
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Annex A introduces the flowchart of the IEC TS 62668-1 requirements (see Figure A.1).

Flowchart of IEC TS 62668-1 requirements

fr——
CEM to apply for a

Annex A
(informative)

registered

Europe: OHIM and

IECTS

— rework 0 AS/EN/

. incidents of
counterfeit iaw

If none found use

OEM repair and

JISQ 9110

OEM to report

local law

OEM to train for
o

awareness

Figure A.1 — Flowchart of IEC TS 62668-1 requirements

| non JEDEC/IEC
- oy test methods
assessment
FAAFAR 43, FAR
145, FAA 20-620
SAE AS 6171
{1 component test
methods
EASA
requirements
INEMI calculators MEDA NIGP113,
for non-franchised L1 NIGP109, NIGP
distributors 107

trademark and Europa webpage
logo
- OEM shall protect o [ OEM to apply for WIPG US Patent and
= e Traterteet rectemaT-©
» | OEM IP Design China Patent and
Ll control Trademark office
OCM to apply for
tradema: €] Japan Patent
L Office
OEM shall use
which
have IP rights
OCM to apply for
patents etc.
SEMI T20, I
EMI
T20
(1) For
components g AS/S553A USA civil
purchased coming | ™ Plgns customers
into their business /(
OEM shall have P
] an anti feit ST ll ( >
process (2) For their areSwpanaged Suephgfs to have ] N ——
products and el NI antiequnterfeit
spares going out 91 Plans feviewed by [ AS5553 audit
of their business CEl End
OEM shall have h&
ASENAISQ 9100 o JoEm shai audit an] o ::?‘ e
process Lo audit Ll suppliers - suppl - ater;ls
their suppliers
)
N/
SENJISQ 8120
distributors
p—
(OEM AS/ENLJISQ Pui s& from
U 9100 purchase 2\ M oNbeir
= izl . processes based Ll % hi
on tracgability
AE ASB496 for
- anchi
disyributor
Pul DLA Qualified
Truste Supplier DFAR USA miltary
USADMEA 1« pistriputor List (| 252.245.7007 customers
(QSLD)
New SAE ARPG178
|IEC TS 62688-2 Tool to assess
Distributors
urchase from
franchised
aftermarket
manufacturer
Consider redesign
using traceable — IDEA-STD-1010 (+— |DEA-ICE-3000
compaonents
i 4 r
OEM purchase EM shall IEC TS 62239-1
SAE ASE301
process for || document search search for - -
] Lntraceable P o raceanie | traceable SEEEEA o a;:'écgg?;s"m
components alternatives alternatives
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Annex C
(informative)

iNEMI assessment methodology and metric development

The INEMI webpage http://www.inemi.org/content.asp?contentid=97 describes the
assessment methodology and metric development.

The iINEMI counterfeit risk assessment calculator tools are available at
http://inemi.membershipsoftware.org/content.asp?contentid=456

Thesq anti-counterfeit calculator tools are designed to analyse:

1) rigk of counterfeit use;

2) rigk of untrusted sources;
3) Counterfeit loss and total cost estimations.

Thesq tools are free to download and use. For further 4 haffer

(markp@inemi.org) or email infohelp@inemi.org for instr

The webpage http://www.inemi.org/content.asp?c¢o i EMI’s
white |paper on this subject, see

http://thor.inemi.org/webdownload/pro
df which explains the background to thes



http://www.inemi.org/content.asp?contentid=97
http://inemi.membershipsoftware.org/content.asp?contentid=456
mailto:marks@inemi.org
mailto:infohelp@inemi.org?subject=Counterfeit%20Calculators
http://www.inemi.org/content.asp?contentid=262
http://thor.inemi.org/webdownload/projects/Miniaturization/Counterfeit_WhitePaper_110513.pdf
http://thor.inemi.org/webdownload/projects/Miniaturization/Counterfeit_WhitePaper_110513.pdf
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