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INFORMATION TECHNOLOGY -
Small Computer System Interface (SCSI) -
Part 333: SCSI Stream Commands - 3 (SSC-3)

FOREWORD

In the field of information technology, ISO and IEC have established a joint technical committee, ISO/IE
Draft International Standards adopted by the joint technical committee are circulated tg fiational bodies f
Publication as an International Standard requires approval by at least 75 % of the national bodies castin

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as pos
international consensus of opinion on the relevant subjects since each techni¢al committee has repres
from all interested IEC and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are acc
IEC and ISO member bodies in that sense. While all reasonable efforts are made to ensure that the
content of IEC, 1ISO and ISO/IEC publications is accurate, IEC 0¥ 1SO cannot be held responsible for th
which they are used or for any misinterpretation by any end-ser.

In order to promote international uniformity, IEC and SO member bodies undertake to apply IEC, ISO 3
IEC publications transparently to the maximum extent possible in their national and regional publicatid

JTC 1.
r voting.
a vote.

ible, an
entation

bpted by
chnical
P way in

nd ISO/
ns. Any

divergence between any ISO/IEC publication andjthe corresponding national or regional publication should be

clearly indicated in the latter.

ISO and IEC provide no marking proceduré to indicate their approval and cannot be rendered responsibl
equipment declared to be in conformity'with an ISO/IEC publication.

All users should ensure that they‘have the latest edition of this publication.

No liability shall attach to IE€ or ISO or its directors, employees, servants or agents including individual
and members of their technical committees and IEC or ISO member bodies for any personal injury,

p for any

experts
broperty

damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees)

and expenses arising’out of the publication of, use of, or reliance upon, this ISO/IEC publication or any of
ISO or ISO/IEG\publications.

Attention”1s‘drawn to the normative references cited in this publication. Use of the referenced public
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this International Standard may be the s

her IEC,

htions is

ibject of

palterit liglllb. 150 Al TECT STiall ot DE Tield [eprllbiUle 101 iUElllinillg ally O all SUCTI paterit liglllb.

International Standard ISO/IEC 14776-333 was prepared by subcommittee 25: Interconnection of informa-
tion technology equipment, of ISO/IEC joint technical committee 1: Information technology.

A list of all currently available parts of the ISO/IEC 14776 series, under the general title Information
technology — Small computer system interface (SCSI), can be found on the IEC web site.

This International Standard has been approved by vote of the member bodies and the voting results may be
obtained from the address given on the second title page.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

For any information concerning Technical Committee T10 (SCSI Storage Interfaces), contact ANSI/INCITS
(American National Standards Institute, http://www.ansi.org/).



https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

14776-333 © ISO/IEC:2013(E) -11-

INTRODUCTION
The SCSI Stream Commands - 3 (SSC-3) standard is divided into eight clauses:

Clause 1 is the scope.

Clause 2 enumerates the normative references that apply to this standard.

Clause 3 describes the definitions, acronyms, keywords, and conventions used in this standard.
Clause 4 describes an overview and model of the sequential-access type device.

Clause 5 describes the explicit address command set for sequential-access type devices.
Clause 6 describes the implicit address command set for sequential-access type devices.

Clguse 7 describes the common command set for sequential-access type devices.
Clause 8 describes the parameters for sequential-access type devices.

The anpexes provide information to assist with implementation of this standard.
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INFORMATION TECHNOLOGY -
Small Computer System Interface (SCSI)
Part 333: SCSI Stream Commands - 3 (SSC-3)

1 Scope

This part of ISO/IEC 14776 deflnes the command set extensmns in order to faC|I|tate operatlon of the

sequential-

This standard provides the following:

a)

b)
c)

Figure [L shows the relationship of this standard to the other standards and related projects in the SCS
standallds as of the publication of this standard.

The roadmap in figure @ is intended to show the general applicability of the documents to one anoth
5 not intended\to imply a relationship such as a hierarchy, protocol stack, or system archite
s the applicability of a standard to the implementation of a given SCSI protocol.

figure i
specifie

This st3

indard makes obsolete the following concepts from previous versions of this standard:

nds-4 (SPC-4) standard, fuIIy speC|fy the standard command set for the sequential-agcess

it permits an application client to communicate over a SCSI service delivery\subsystem, with 3

rimary
device

logical

unit that declares itself to be a sequential-access device in the PERIPHERAL DEVICE TYPE fieldl of the

standard INQUIRY data (see SPC-4);
it defines commands unique to the sequential-access device type;and
it defines commands in order to manage the operation of the sequential-access device type.

Device-Type Specific Primary Command Set
Command Sets (for all device types)

SCSI Transport Protocols

Architecure
Model

Interconnects

Figure 1 — SCSI document relationships

tha Apcize fialdl.

a)
b)
c)

LA/ o\ pre ] ram may § Ao L

RSMK and setmarks; and
Attached Media Changer model.

The term SCSil is used to refer to the family of standards described in this clause.

| family

er. The
cture. It
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2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are indis-
pensable for its application. For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments) applies.

ISO/IEC 14776-414, Information technology — Small Computer System Interface (SCSI) — Part 414: Architec-
ture model - 4 (SAM-4)

ISO/IEC 14776-452, Information technology — Small Computer System Interface (SCSI) — Part 452 H
Commands - 2 (SPC-2)

ANSI X9.63:2001, Public Key Cryptography for the Financial Services Industry — Key Agreement and
Transport Using Elliptic Curve Cryptography

ANSI INCITS 382-2004, Information technology — SCSI Media Changer Commands - 2 (SMC-2)

ANSI INCITS 513-2004, Information technology — SCSI Primary Commands'\: 4 (SPC-4) [T10/1731-D

RFC 34

47, Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Version

rimary

Key

21
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3 Terms, definitions, acronyms, keywords and conventions

3.1 Terms and definitions

For the

3.1.1
additio

purposes of this document, the following terms and definitions apply.

nal sense code

see SPC-4

object
Note 1

3.1.3
author
set of id

3.1.4
auxilia
memor

Note 1

3.15
BOx
beginni

3.1.6
beginn
BOM
extrem

Note 1
3.1.7
beginn
BOP
position

Note 1

3.1.8

3.1.2
application client

at is the source of SCSI commands and task management requests

to entry: Further definition of an application client may be found in SAM-4.

zation white list
entifiers, typically public keys, for entities that are authorized to perform some operation

y memory
) component that is accessible to the device server

fo entry: This memory is usually non-volatile and independent of the main function of the device

hg-of-medium (see 3.1.6) or beginning-of-partition (see 3.1.7)

ing-of-medium
b position along the medium in the direction away from the supply reel that is accessible by the

fo entry: This position may be different from a beginning-of-partition position.

ing-of-partition
at the beginning of the permissible recording region of a partition

fo entry==This position may not coincide with a beginning-of-medium position.

block address mode
mode of operation that the logical unit is currently supporting (see 4.2.17)

server.

device

Note 1 to entry: The block address mode is either the explicit address mode (see 3.1.22) or the implicit
address mode (see 3.1.30).

3.1.9

buffered mode
mode of logical block transfer in write operations that facilitates tape streaming

Note 1 to entry: Buffered mode is specified by a non-zero value (1h or 2h) in the BUFFER MODE field in the
mode parameter header (see 8.3). Buffered mode is the opposite of unbuffered mode (see 3.1.80).
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3.1.10
byte
8-bit construct

3.1.11
command
request describing a unit of work to be performed by a device server

Note 1 to entry: A detailed definition of a command may be found in SAM-4.

3.1.12

command descriptor block
CDB
structufe used to communicate commands from an application client to a device server

Note 1 fo entry: A command descriptor block may have a fixed length of up to 16 bytes ora-variable Ig¢ngth of
between 12 bytes and 260 bytes.

3.1.13
comm@n command
command that is contained in both the explicit and implicit address command sets

3.1.14
devicelentity
object in a SCSI target device that performs operations on a velume, stores parameters, and commynicates
betweeh device servers

Note 1 fo entry: See 4.2.4.

3.1.15
devicelserver
object within a logical unit that processes SCSltasks according to the rules of task management

Note 1 fo entry: See SAM-4,

3.1.16
device|type
type of [device (or device model)'implemented by the device server

3.1.17
early-warning
EW
physical mark-or.device computed position near but logically before the end-of-partition, independent of
physicgl direction (see 4.2.5)

3.1.18
encrypted logical block
logical block containing data that has been subjected to a ciphering process by the device server

Note 1 to entry: Within this standard, a logical block is only considered encrypted if the ciphering process was
performed by a device server.

3.1.19

end-of-data

EOD

recorded indication that no valid logical objects are recorded between this position and end-of-partition (see
3.1.21)

Note 1 to entry: End-of-data is denoted in a format-specific manner (see 4.2.8.1).
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end-of-medium

EOM

extreme position along the medium in the direction away from the take-up reel that is accessible by the device

Note 1

3.1.21

to entry: This position may be different from an end-of-partition position.

end-of-partition

EOP

position_at the end of the permissible recording region of a partition

3.1.22
explici
mode g

3.1.23
explici
comma

3.1.24
explici
comma

3.1.25
field
group
(see 3.

3.1.26

filemar
special
scheme

3.1.27
fixed-b
read or

3.1.28
format
vendor

3.1.29
generi
explicit

address mode
f operation in which the logical unit is supporting the explicit address command set (see"3.1.23

address command set
nd set in which read and writes contain positioning information

command
nd contained only in the explicit address command set (see table22)

f one or more contiguous bits, a part of a larger stfucture such as a CDB (see 3.1.12) or sen
|.68)

Kk
recorded logical object within a partition, not containing user data, that provides a segme
 for the contents of a partition

lock transfer
write type command with\the FIXED bit set to one

label
specific series\of logical objects that contain information used to identify the volume or data se

command
command (see 3.1.24) that is not a read type or write type command

5e data

ntation

3.1.30

implicit address mode
mode of operation in which the logical unit is supporting the implicit address command set (see 3.1.31)

3.131

implicit address command set
command set in which read and writes do not contain positioning information, and positioning is implied

relative

3.1.32

to the current position

implicit command
command contained only in the implicit address command set (see table 30)
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3.1.33

information field
command-specific field in the sense data (see SPC-4)

3.1.34

I_T nexus
nexus between a SCSI initiator port and a SCSI target port (see SAM-4)

3.1.35

I_T nexus loss

conditi

n resulting from the events defined by SAM-4 in which the SCSI device performs the op

rations

describj

3.1.36
I_T ney
SCSI

3.1.37
logical
logical

3.1.38
logical
set of
device

3.1.39
logical
zero or

3.1.40
logical
unique

3.1.41
logical
logical

3.1.42
logical
logical

3.1.43
logical
unique

ed in SAM-4 and this standard

us lossevent
ansport protocol specific event that triggers |_T nexus loss as described in SAM-4

block
bbject that is a unit of data supplied or requested by an application client

block encryption parameters
arameters (see 4.2.22.14) that controls the logical block encryption and decryption processe
entity (see 3.1.14)

file
more logical blocks starting immediately after BOP or a filemark (see 4.2.9)

file identifier
identifier, within a partition, for a logical file (see 4.2.9.2)

identifer
bbject identifier or logical file identifier

object
block or a filemark (see 4.2.8)

objectudentifier
identifier, within a partition, for a logical object (see 4.2.8.2)

5 in the

3.1.44
logical

unit reset

logical unit action in response to a logical unit reset event in which the logical unit performs the operations

describ

3.1.45
logical

ed in SAM-4

unit reset event

event that triggers a logical unit reset from a logical unit as described in SAM-4

3.1.46

medium auxiliary memory

MAM

auxiliary memory residing in a volume (e.g., a tape cartridge) that is accessible to the device server
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Note 1 to entry: See SPC-4.

3.1.47

message authentication code
information used to validate the integrity of encrypted logical blocks (see 3.1.18)

3.1.48

native capacity
capacity assuming one-to-one compression (e.g., compression disabled), the medium is in good condition,
and that the device recommended typical block size is used

3.1.49
nexus
relation
devices

3.1.50
nonce
unpred
protocg

3.1.51
one
logical

3.1.52

ship between two SCSI devices, and the SCSI initiator port and SCSI target port objects withi
(see SAM-4)

rue condition of a variable

overlength

incorre
block ré
size fie

3.1.53

page
several

Note 1

3.1.54
partitid
entire

vendor

3.1.55
princip
principa

Ct-length condition that exists after processing a¥ead command when the length of the actua
bad exceeds the requested transfer length in the*command descriptor block or the mode heads
d, whichever is appropriate

commands use regular parametepstructures that are referred to as pages
to entry: These pages are.identified with a value known as a page code.
n

isable region fonrecording and reading in a volume or in a portion of a volume, defin
specific or farmat-specific manner (see 4.2.7)

al density code
. density code is a density code selected by the device server

h those

ctable random value used only for a single instance or invocation of g etyptographic algofithm or

logical
er block

bd in a

Note 1 to entry: The logical unit specifies the principal density code by reporting a DEFLT bit of one in the
density support data block descriptor for supported densities in response to the REPORT DENSITY
SUPPORT command (see 7.8). The selection of the principal density code is vendor specific.

3.1.56

programmable-early-warning zone

PEWZ

zone within a partition that has its EOP side established at early warning and extends towards BOP for a
distance indicated by the PEws field (see 8.3.8)

Note 1 to entry: See 4.2.6.


https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

14776-333 © ISO/IEC:2013(E) -19 -

3.1.57

reservation loss
event caused by the release of a reserve/release method reservation (see SPC-2) or by the transition within
the device server from the state where a persistent reservation holder exists to the state where a persistent
reservation holder does not exist (see SPC-4)

3.1.58

SCSl device
device that contains one or more SCSI ports that are connected to a service delivery subsystem and supports

a SCSI

application protocol (see SAM-4)

3.1.59
SCSlid
interco

Note 1

3.1.60

SCSl in
SCSld
manag
manag

Note 1

using the SCSI target/initiator port as a SCSI initiator port.

3.1.61
SCSl in
SCSli
subsys

Note 1
port op

3.1.62

SCSlp
SCslid
delivery

Note 1
port, or

3.1.63
SCSI t3
SCsSld

main
nection of two or more SCSI devices and a service delivery subsystem

fo entry: A detailed definition of a SCSI domain may be found in SAM-4.

itiator device

evice containing application clients and SCSI initiator ports that originates device service a
ement requests to be processed by a SCSI target device and recgives device service a
bment responses from the SCSI target devices

nd task
nd task

to entry: When used this term refers to SCSI initiator devices or SCSI target/initiator devices that are

itiator port

itiator device object that acts as the connection-between application clients and the service (lelivery

em through which requests, indications, responses, and confirmations are routed

to entry: In all cases when this term issused it refers to a SCSI initiator port or a SCSI target
brating as a SCSI initiator port.

ort
bvice resident object that'eannects the application client, device server or task manager to the
subsystem through Which requests and responses are routed

to entry: SCSI port is synonymous with port. A SCSI port is one of: a SCSI initiator port, a SCS
a SCSI target/initiator port.

irgetdevice
bvice tontaining logical units and SCSI target ports that receives device service and task mana|

nitiator

service

| target

jement

vices

reques

c far nracaccima and cands davica canvdcaandtack managamant racnoncac ta- SCSLinitiatar
SHOpProEeSSHgaRa-SERaS GV ee-SePAce RS ge e e SpoRSe St oottt

Note 1 to entry: When used this term refers to SCSI target devices or SCSI target/initiator devices that are
using the SCSI target/initiator port as a SCSI target port.

3.1.64

SCSIl target port
SCSI target device object that contains a task router and acts as the connection between device servers and
task managers and the service delivery subsystem through which indications and responses are routed

Note 1 to entry: When this term is used it refers to a SCSI target port or a SCSI target/initiator port operating
as a SCSI target port.
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3.1.65
SCSl target/initiator device
SCSI device that has all the characteristics of a SCSI target device and a SCSI initiator device

3.1.66
SCSil target/initiator port
SCSI device resident object that has all the characteristics of a SCSI target port and a SCSI initiator port

3.1.67

security metadata
data used by security methods to enable user data to be returned in the form it existed prior to the application
of the gecurity methods (e.g., logical block encryption parameters, passwords, wrapped keys)

Note 1 to entry: Security meta-data may be used for vendor-specific security methods.

3.1.68
sense flata
see SPC-4

3.1.69
sense key
see SPC-4

3.1.70
servicg delivery subsystem
part of an SCSI I/O system that transmits service requests te-a‘logical unit or SCSI target device and|returns
logical pnit or SCSI target device responses to a SCSI initiator'device

Note 1 to entry: A detailed definition of a service delivery’subsystem may be found in SAM-4.

3.1.71
spacing
act of positioning the medium on a sequential-access device while processing a SPACE command

3.1.72
status
one byfe of response information-sent from a device server to an application client upon completion pf each
command

Note 1 to entry: A detailed definition of status may be found in SAM-4.
3.1.73

synchrjonize operation
proces$ of writing buffered logical objects to the medium (see 4.2.11)

3.1.74
tagged write sequence

one or more WRITE(16), WRITE FILEMARKS(16), or ERASE(16) commands delineated by the Fcs and Lcs
bits (see 5.6, 5.7, and 5.2)

3.1.75
tape
medium on which data is recorded

Note 1 to entry: See 4.2.2.
3.1.76

TapeAlert
device server capability that provides detailed device diagnostic information using a standard interface
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3.1.77
thread

process in which the medium is being engaged for positioning on a suitable transport mechanism (e.g.,
spooled on to a take-up reel, wrapped around the surface of a helical scan drum)

Note 1 to entry: After threading is complete the tape device may begin positioning the medium to an initial
position.

3.1.78
track
contigu

3.1.79
track g
set of t

3.1.80
unbuff

ous line on the medium consisting of a pattern of recorded signals written by one write compon

ent

roup
acks that are recorded at the same time

ered mode

mode df operation where write data is written directly to the medium without being'buffered

Note 1

to entry: Unbuffered mode is specified by a zero value (Oh) in the’ BUFFER MODE field in th

paramgter header (see 8.3). Unbuffered mode is the opposite of buffered\mode (see 3.1.9).

3.1.81
underl
incorre

ength
Ct-length condition that exists after processing a read.command when the requested transfer |g

the command descriptor block or the mode header block{size field, whichever is appropriate, exce
length o¢f the actual logical block read

3.1.82

unenciypted logical block

logical

3.1.83
unthre
part of

block containing cleartext (i.e., logical block that has not been enciphered by the device server

hd
the unloading process_ inxwhich the medium is being disengaged from the suitable trg

mechanism (e.g., de-spooled from/a take-up reel, unwrapped from around the surface of a helical sca

3.1.84
variabl
read or

3.1.85

E-block transfer
write type cemimand with the FIXED bit set to zero

vendor-specific control metadata

vendor
specify

Lspecific information stored on the volume outside the user data area(s) that is used to co

b mode

ngth in
bds the

nsport
h drum)

htrol or

diractonimnmfarmation—nartitioninfod
He oy H O R—Pat S H—HOT

ation,

gttt PP g7 onre

EOD locations, copies of data stored in a vendor-specific manner, volume serial number information, number

of logic

3.1.86

al blocks on the medium)

volume
medium together with its physical carrier

Note 1

3.1.87
zero

to entry: See 4.2.2.

logical false condition of a variable.
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3.2 Acronyms

A-KAD authenticated key-associated data

ADC Automation Device Control

ALDC Adaptive Lossless Data Compression: ISO/IEC 15200:1996
BOM beginning-of-medium

BOP beginning-of-partition

CbCs capability-based command security

CDB command descriptor block

DCLZ Data Compression according to Lempel and Ziv: ISO/IEC 11558:1992
DEM dataencapstiation-meehanism

ECC error correction code

ECC elliptic curve cryptography

ECDSA Elliptic Curve Digital Signature Algorithm
ECIES| Elliptic Curve Integrated Encryption Scheme
ECMA| European Computer Manufacturers Association
EOD end-of-data

EOM end-of-medium

EOP end-of-partition

EW early-warning
HC hybrid cipher
I/O input-output
ID identifier

IDRC Improved Data Recording Capability
INCITY InterNational Committee for Information Technology Standards

KDF key derivation function

KEM key encapsulation mechanism
LSB least significant bit

M mandatory

M-KAD| metadata key-associated data
MA MAC algorithm

MAC message authentication code

MAM medium auxiliary memory

MSB most significant bit

NA not applicable

O optional

PEWZ| programmable-early-warning zone
RSA Rivest-Shimir-Adleman

Rsvd reserved

SA security assoeiation

SAM-4| SCSI Architecture Model - 4

SC symmetric cipher

SCsSlI Smalk€omputer System Interface

SDK supplemental decryption keys

SMC-2[ ~;SCSI Media Changer Commands - 2
SPC-2 — SCST Primary Commands - Z

SPC-4  SCSI Primary Commands - 4

SSC-3  SCSI Stream Commands - 3 (this standard)
U-KAD unauthenticated key-associated data

3.3 Keywords

3.3.1 expected

A keyword used to describe the behavior of the hardware or software in the design models assumed by this
standard. Other hardware and software design models may also be implemented.
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3.3.2invalid

A keyword used to describe an illegal or unsupported field or code value. Receipt of an invalid field or code
value shall be reported as an error.

3.3.3ignored

A keyword used to describe an unused field or code value. The contents or value of an ignored field or code
value shall not be examined by the receiving SCSI device and may be set to any value by the transmitting
SCSI device.

3.3.4m
A keyw|
3.3.5m
A keyw|
3.3.6m
A keyw|
3.3.70

A keyw

standaid.

3.380

A keyw
options

standaid.

3.3.9re6

A keyw
shall bg

check reserved fields for zero values. Receipt of reserved code values in defined fields shall be repg
an errof.

3.3.10

A keyw
require

andatory

prd indicating an item that is required to be implemented as defined in this standard.

ay

prd that specifies flexibility of choice with no implied preference (equivalentto "may or may not
ay not

prd that specifies flexibility of choice with no implied preference (equivalent to "may or may not
psolete

ord indicating that an item was defined in prior SCSKstandards but has been removed fr

ptional
ord that describes features that are not required to be implemented by this standard. Howeve
| feature defined by this standard is Amplemented, then it shall be implemented as defined
served

ord referring to fields and-code values that are set aside for future standardization. A reserv
e set to zero, or in acéordance with a future extension to this standard. Recipients are not req

shall

ord indicating a mandatory requirement. Designers are required to implement all such ma
mentsto ensure interoperability with other products that conform to this standard.

~—

bm this

I, if any
in this

pd field
Lired to
rted as

ndatory

3.3.11 should

A keyword indicating flexibility of choice with a strongly preferred alternative; equivalent to the phrase "it is
strongly recommended".

3.3.12 vendor specific

Items (e.g., fields, code values, etc.) that are not defined by this standard and may be vendor defined.

3.4 Editorial conventions

Certain words and terms used in this standard have a specific meaning beyond the normal English meaning.
These words and terms are defined either in clause 3.1 or in the text where they first appear. Names of
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commands, statuses, sense keys, additional sense codes, and additional sense code qualifiers are in all
uppercase (e.g., REQUEST SENSE). Lowercase is used for words having the normal English meaning.

The names of fields are in small uppercase (e.g., ALLOCATION LENGTH). When a field name is a concatenation
of acronyms, uppercase letters may be used for readability (e.g., NORMACA). Normal case is used when the
contents of a field are being discussed. Fields containing only one bit are usually referred to as the name bit

instead

of the name field.

Numbers that are not immediately followed by lower-case b or h are decimal values.

Numbe

s immediately followed by lower-case b (xxb) are binary values.

Numbe

The m
value p

If a fiel
take an

Lists s6
Numbe

If a con
tables;
values.

This st4

a)
b)

c)

Table 1]

Fs or upper case letters immediately followed by lower-case h (xxh) are hexadecimal values:

st significant bit of a binary quantity is shown on the left side and represents the highest al
psition in the quantity.

I is specified as not meaningful or the field is to be ignored, the entity thatreceives the field g
y action based on the value of that field.

red lists (e.g., 1-red, 2-blue, 3-green) show a priority ordering between the listed items.

flict arises between text, tables, or figures, the order of precedence to resolve the conflicts is te
and finally figures. Not all tables or figures are fully described in the text. Tables show data forn
Notes do not constitute any requirements for implementors.

indard uses the following conventions for representing decimal numbers:

the decimal separator (i.e., separating the inteéger and fractional portions of the number) is a p
the thousands separator (i.e., separating groups of three digits in a portion of the number) is g
and

the thousands separator is used in-both the integer portion and the fraction portion of a numbg

shows some examples of decimal numbers represented using various conventions.

Table 1 — Numbering conventions examples

ISO/IEC us This standard
0,6 0.6 0.6
3,141 592 65 | 3.14159265 3.141 592 65
1000 1,000 1000
1323462,95 | 1,323,462.95 | 1323 462.95

hebraic

hall not

guenced by letters (e.g., a-red, b-blue, c-green) show no priority relationship between the listedl items.

Xt; then
hat and

eriod;
space;

3.5 Notation conventions — State diagrams

All state diagrams use the notation shown in figure 2.
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SO: State 0 S1: State 1
Actions taken on entry to SO Actions taken on entry to S1

S0:S1
/ i
S1:S0

Transistion labels [«

\ S0:S0

< ]

Figure 2 — Example state diagram
The stgte diagram is followed by a list of the state transitions, using the transition labels)Each transition is
describyed in the list with particular attention to the conditions that cause the transition)to occur and [special
conditigns related to the transition. Using figure 2 as an example, the transition list‘might read as folloyvs:

Transifion S0:S1: This transition occurs when state SO is exited and state S1is entered.

Transition S1:S0: This transition occurs when state S1 is exited and state. S0 is entered.

Transiffion S0:S0: This transition occurs when state SO transitions<to*itself. It is particularly important|to note
that thg actions taken whenever state SO is entered are repeated every time this transition occurs.

A systgm specified in this manner has the following properties:

a) | time elapses only within discrete states;

b) | state transitions are logically instantaneous;and
c) | every time a state is entered, the actions of that state are started. Note that this meanq that a
transition that points back to the same state restarts the actions from the beginning.
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4 General concepts

4.1 Overview

The sequential-access device type has the characteristic of primarily handling data in a sequential manner
(i.e., a stream). This does not limit the device's ability to position randomly within the data although a
sequential-access device is not truly random-access.

This standard describes two modes and associated command sets for communicating with a
sequenitial-access device:

a) | implicit address mode. Commands to read and write on a sequential-access device @o-hot [contain
any positioning information fields. Instead, the device position is normally determined by pyevious
commands; and
b) [explicit address mode. Commands to read and write on a sequential-gecess device [contain
positioning information fields.

Commands are available for absolute and relative positioning. Writing to a-sequential-access device may
cause all data starting at the point at which the data is written to be invaliddted. There may be restricrlons on
where \rite operations may be initiated. Reading or writing data as a long'string of data, as in a strean), tends
to be the most efficient.

4.2 Segquential-access device model

4.2.1 Spquential-access device model overview

Sequertial-access devices are described herein from the point of view of a tape device. However, othef imple-
mentations are not precluded.

Sequerntial-access devices optimize their.use in storing or retrieving user data in a sequential mannef. Since
accesslis sequential, position changes typically take a long time, when compared to random-access dpvices.

4.2.2 Physical elements

The medium for tape devices' consists of various widths and lengths of a flexible substrate coated with a
semi-pgrmanent magnetic/material. The medium may be spooled onto single reels or encapsulafed into
cartridges containing beth a supply reel and a take-up reel. Several American National Standards exist
covering the construction of reels and cartridges for interchange as well as recording techniques for many of
the format or density combinations.

For a sequéntial-access device, a medium exists between two reels, the supply reel and take-up rgel. The
read/wiite’mechanism may only access the medium between the reels. As the medium is taken ouf of one
reel, it passes by the read/write mechanism and into the other reel. Transferring data as a stream is most
efficient, since the medium may traverse the read/write mechanism producing a flow of data. To position to a
given point requires moving the medium until the appropriate position is found.

The medium has two physical attributes called beginning-of-medium (BOM) and end-of-medium (EOM).
Beginning-of-medium is at the end of the medium that is attached to the take-up reel. End-of-medium is at the
end of the medium that is attached to the supply reel. In some cases, the medium is permanently affixed to
one or both of the reel hubs. BOM or EOM is not required to be related to BOP or EOP of any patrtition.

A volume is composed of the medium, its physical carrier (e.g., reel, cartridge, cassette), and MAM if present.
Volumes have an attribute of being mounted or demounted on a suitable transport mechanism.

A volume is defined as mounted when the device is physically capable of processing commands that cause
the medium to be moved. A volume is defined as demounted when it is being loaded, threaded, unloaded,
unthreaded, or when not attached to the device.
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A logical unit is defined as ready when medium access commands are able to be processed. A logical unit is
defined as not ready when no volume is mounted or whenever any medium access command reports CHECK
CONDITION status and a NOT READY sense key. The logical unit is not ready during the transition from
mounted to demounted, or demounted to mounted. Devices may have a physical control that places the
device in a not ready state even when a volume is mounted.

As shown in figure 3, a portion of the physical length of medium is not usable for recording data. For most
volumes, a length of the medium is reserved between the take-up reel and the beginning-of-medium, and
between the end-of-medium position and the supply reel.

BOM EOM
1 1
Reserved Usable Reserved
Medium Recording Medium
Area N Area
Area
-«—— Takeup Reel Supply Reel ——»

Figure 3 — Typical volume layout

The pogition on the medium where a pattern of recorded Signals may be written by one write compagnent is
called a track (see figure 4). A device may write or read from one or more tracks at a time, depending on the
format.

BOM EOM
Track 1
Track 2

Track n-1

Track n

= A - + ] N H + [P | +
rlyulc% I‘leIL;a.I mreururrtt Llabr\layuut

On a new volume, recording of one or more tracks begins after mounting the volume and moves from
beginning-of-medium toward end-of-medium. The number of tracks written at one time is called a track group
(TrkGrp). Track groups may be used by any recording format. For recorded volumes, reading in the forward
direction follows the same course of tracks when writing.

In serpentine recording, not all tracks are recorded at the same time. At the end-of-medium or
beginning-of-medium, the device reverses direction and begins recording the next track group. The process of
reversing direction and recording the next track group may be repeated until all track groups are recorded. For
serpentine devices that record only one track at a time, each physical track represents one track group (see
figure 5).
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BOM EOM
Track 1 » TrkGrp 1
Track 2 - TrkGrp 2

i > i
-
Trackn - Trlz(;rrr) n

Figure 5 — Serpentine recording example

Some multi-track devices have only one track group, using a parallel storage format,that'supports the $imulta-
neous lecording of all available tracks (see figure 6).

BOM EOM

Track 1
Track 2 -\

» TrkGrp 1

> /
Track n

Figure 6 — Parallel recording example

The sefpentine and parallel recording formats shown in the previous examples define tracks as longjtudinal
patterns of recorded information. One other storage format used by some devices records tracks diggonally
across fhe medium. One or'ynore tracks may be recorded at the same time. This recording technique i§ known
as heligal scan (see figure 7).

BOM
Track 1—>//

Figure 7 — Helical scan recording example

EOM

-<4—Track n

For most recording formats, a format identification in the form of a tone burst or some other recognizable
pattern is recorded outside the user data area. The format identification is an attribute of a volume used for
interchange purposes and is defined in applicable standards.
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42.3R

emovable volumes

A sequential-access device may support removable volumes (see 4.2.2). The sequential access device
indicates that volumes are removable by setting the RMB bit to one in its standard INQUIRY data (SPC-4).

A removable volume has an attribute of being mounted or demounted on a suitable transport mechanism in a

sequen

tial-access device (see 4.2.2).

If the volume in a sequential-access device is removable, and a volume transitions from demounted to
mounted, then the device server shall establish a unit attention condition with the additional sense code set to

NOT R

EADY TO READY CHANGE, MEDIUM MAY HAVE CHANGED.

The LO

The PR
demou

424D

A sequ
that arg
unloadi

The de

a)

b)

c)
d)

A medi
device
the rolg

These
the ope
device,

AD UNLOAD command (see 7.2) is used to mount or demount the volume.

EVENT ALLOW MEDIUM REMOVAL command (see 7.4) allows an application client to res
nting of the removable volume.

evice entity

bntial-access device contains one or more device entities. A device entity provides storage fol
e shared between multiple device servers and performs operations’upon the volume (e.g., |
ng, positioning, writing and reading the medium, and reading and-writing medium auxiliary mer

ice entity is controlled by various other entities, which maysinclude:

one or more SCSI device servers (e.g., where a deviee'‘entity is associated with an automatior
that performs medium movement, both a device server that implement the command set de
this standard and a device server that impemernits.another command set such as ADC-2 may
the device);

an operator interface;

a management interface; and

a media changer.

entity. When inserting a volumeé-into or removing a volume from the device entity, the operato
of a media changer.

bntities perform operations that change various attributes of the device entity. These attribute
rations on a volume: Figure 8 shows in UML notation an example of the entities in a SCS
and shows the attributes of the device entity.

rict the

values
bading,
nory).

device
fined in
control

a changer may control the device) entity by inserting a volume into or removing a volume filom the

acts in

5 affect
target
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-Device Type = SSC
-Recovery requested

-Device Type=ADC
-Recovery requested
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I

1 1 1

—

Device Entity

-iViicrocode

-Microcode update protect
-Microcode update enable

-Cleaning required

-Clean protect

-Write protect

-Compression enabled

-Medium auxiliary memory accessible
-Host initiated unload occurred
-Volume removal prevented 1
-Autoload mode

-SCSl unload hold override
-Automatic unload hold
-Volume mounted
-Medium threaded
-Volume seated

-Volume present

-Robotic access allowed

.1

Opeérator interface

Management intg¢rface

-In transition
-Data transfer device activity 1
-Interface changed
-TapeAlert flags
-TapeAlert flag changed
-Medium type

-Density code

-Medium native capacity
-Current density
-Partition number
-Logical object number
-Block length on medium 1
-Logical block encryption parameters

-Logical block eneryption capabilities

-Logical block encryption parameters request policy
-Logical block encryption parameters request indicators
-Logical block encryption parameters period settings
-External-data encryption control additional sense code
-Automation device serial number

£ Sliarant davy
T <

Media changer

rea-n
T tar g atyTree—an

Table 2 specifies the standard that defines each attribute shown in figure 8.

Table 2 — Device entity attributes

Attribute Reference
Microcode SPC-4
Microcode update protect ADC-3
Microcode update enable ADC-3

a) Medium native capacity is the value reported in the capacITY field of
the density support data block descriptor when the MEDIA bit is one,
and a SET CAPACITY command has not been used to affect the
capacity of the medium.
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Table 2 — Device entity attributes (Continued)

Attribute Reference

Cleaning required ADC-3
Clean protect ADC-3
Write protect ADC-3
Compression enabled ADC-3
Medium auxiliary memory accessible ADC-3
Host initiated unload occurred ADC-3
Volume removal prevented ADC-3
Autoload mode SPC-4
SCSI unload hold override ADC-3
Automatic unload hold ADEG-3
Volume mounted ABC-3
Medium threaded ADC-3
Volume seated ADC-3
Volume present ADC-3
Robotic access allowed ADC-3
In transition ADC-3
Data transfer device activity ADC-3
Interface changed ADC-3
TapeAlert flags Table 10
TapeAlert flag changed ADC-3
Medium type 784
Density code 8.2.4.3
Medium native capacity® 7.8.3
Current density ADC-3
Partition number 7.6.3
Logical.object number 7.6.3
Block length on medium SPC-4
Logical block encryption parameters 4.2.22.14
Logical block encryption capabilities 4.2.22.7
Lagical block encryption parameters request palicy 422332
Logical block encryption parameters request indicators 4.2.23.3.3
Logical block encryption parameters period settings 4.2.23.3.4
External data encryption control additional sense code 4.2.23.5
Automation device serial number 8.4.5
a) Medium native capacity is the value reported in the capacITY field of

the density support data block descriptor when the MEDIA bit is one,

and a SET CAPACITY command has not been used to affect the

capacity of the medium.



https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

-32- 14776-333 © ISO/IEC:2013(E)

4.2.5 Early-warning

When writing, the application client needs an indication that it is approaching the end of the permissible
recording area when moving in a direction toward the end of the partition (see 4.2.7). This position, called
early-warning (EW), is typically reported to the application client at a position early enough for the device to
write any buffered logical objects to the medium while still leaving enough room for additional recorded logical
objects (see figure 9). Some American National Standards include physical requirements for a marker placed
on the medium to be detected by the device as early-warning.

BOP » EW—» EOP

Figure 9 — Early-warning example

Devicep are expected to report early warning to the application client when sufficient recording space is
nominglly available before EOP to record logical objects in the object buffer(s)»and some additional logical
objects| A logical concept of early-warning may be required to signal the application client at an appfopriate
location prior to the physical marker, particularly for devices that implement'gbject buffers.

4.2.6 Pfogrammable early warning

When writing, the application client may need an indication prior to early warning (see 4.2.5) to allow for the
application client to prepare to be ready for early warning (e.q.)flush buffers in the application client).

Application clients that need this indication may set the PEWS field (see 8.3.8) to a value that creates § PEWZ
of the gpecified size.

Application clients that need this indication may request the device server to create a zone called the
programmable-early-warning zone (PEWZ)’(see figure 10) by setting the PEws field (see 8.3.8) to the
requested size of the PEWZ. The EOP side of PEWZ is established at early-warning and extends towards
BOP for a distance indicated by the PEWs-field.

BOP » |EW ——» EOP
PEWZ

Figure 10 — Programmable early warning example

The ReW bit inthe Device Configuration mode page (see 8.3.3) shall have no effect on the devicel server
behavigrin the PEWZ.

The device server shall return CHECK CONDITION status, with the sense key set to NO SENSE, the EOM bit
set to one and the additional sense code set to PROGRAMMABLE EARLY WARNING DETECTED at the
completion of a command that caused the medium to transition into the PEWZ if that command is:

a) WRITE(6);
b) WRITE(16);
¢) WRITE FILEMARKS(6); or
d) WRITE FILEMARKS(16).

Encountering the PEWZ shall not cause the device server to perform a synchronize operation or terminate the
command. If processing this command results in any other exception condition except early-warning, the
CHECK CONDITION status associated with that exception condition shall be reported instead. If
early-warning is crossed prior to the PROGRAMMABLE EARLY WARNING DETECTED additional sense
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being reported, the PROGRAMMABLE EARLY WARNING DETECTED additional sense shall be reported
before the early-warning CHECK CONDITION.

If the PROGRAMMABLE EARLY WARNING DETECTED additional sense code was not reported, the next
write in PEWZ or beyond early-warning that would otherwise complete with GOOD status, shall return the
programmable-early-warning CHECK CONDITION instead.

If the PEWZ is entered and exited on the BOP side before the PROGRAMMABLE EARLY WARNING
DETECTED additional sense code is returned, the device server shall not report CHECK CONDITION status
with the additional sense code set to PROGRAMMABLE EARLY WARNING DETECTED.
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BOM EOM
TrkGpl BOP O p» EWO —— » EOPO
TrkGrp2 EOP1 4—— EW1 = BOP 1
TrkGrp 3 BOP 2 p» EW2 —— ¥ EOP 2
TrkGrp4 EOP3 «—— EW3 = BOP 3

Figure 11 — Partitioning example - one partition per track group

Another possible partition implementation for this four-track serpentine recording device is shown in figure 12,
using two track groups to define each partition.
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BOM EOM
TrkGrp 1 BOP O >
TrkGrp2 EOP0 44— EW0 =

TrkGrp 3 BOP 1 >

TrkGrp4 EOP1 44— EW1 =

Figure 12 — Partitioning example - one partition per two track groups

The pr¢vious examples show the beginning and ending points for a partition aligned with*physical bounds of
the meglium. This is not required for partitioning. It is sufficient for a device to be ablg ‘to)locate to and stay in
any paiftition bounded by a BOP x and EOP x. In this case, a device-recognizable“attribute could be psed to
delinealte the partitions. Figure 13 shows a possible two-partition implementatien/for a device with oply one
track gfoup.

BOM EOM
> > > >
> > > >
TrkGrp 1 BOP 0O ——»EW Op-"EOPO/BOP 1I——»EW 1» EOP 1
> > > L
P> > > >

Figure 13 —{Partitioning example - two partitions per track group
Three methods are definediinsthe MODE SENSE and MODE SELECT commands for managing partitjons:

a) | device-defined fixed locations;
b) | device-defined based on an application client supplied number of partitions and a vendor-gpecific
allocatignyalgorithm; and

c) | defipition by partition number and capacity by an application client.

4.2.8 Lpgical objects

4.2.8.1 Logical objects within a partition

The area between BOP n and EOP n on a recorded volume contains application client accessible logical
objects. Logical objects are controlled and transferred between the application client and the medium using
commands defined in this standard. Each logical object shall have a logical object identifier that is unique
within a partition.

The basic unit of data transferred by an application client is called a logical block. Logical blocks are stored
according to the specifications of the format for the volume and may be recorded as portions of one or more
physical blocks on the medium. The mapping between physical and logical blocks is the responsibility of the
device server.

Filemarks are special recorded logical objects not containing user data. Proper recording and detection of
filemarks is the responsibility of the device server. Application clients traditionally use filemarks to separate
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groups of user data from each other. Since some format standards do not define an explicit EOD, operating
system software has often used conventions with filemarks to represent an EOD indication. In some imple-
mentations, the device's EOD definition may be specified by the application client using the Device Configu-
ration mode page (see 8.3.3).

After writing data from BOP n, the medium is considered to contain a contiguous grouping of logical objects.
Depending on the format, blank medium may be treated as an end-of-data indication, an error recovery area,
or an unrecoverable medium error causing an interchange error. Unrecorded volumes, new or erased, may
exhibit blank medium characteristics if an attempt is made to read or space the volume before data has been
written.

A sequgntial-access device may be capable of supporting fixed-block transfers or variable-blocketrgnsfers.
The cohcept of fixed or variable mode for writing and reading logical blocks only specifies the_ method by
which the application client specifies the size of a logical block for transfer, and not the method of repording
physicdl blocks on the medium. However, a device that supports only fixed-length physical plocks may [only be
capablée of supporting logical blocks of the same length. The length of a logical block isfalways descfibed in
bytes. Refer to the READ BLOCK LIMITS command (see 7.5) for additional information about fixed-block
transfefs and variable-block transfers.

4.2.8.2|Logical object identifier

The logical object identifier value shall be a sequentially increasing number assigned to each logica) object
recordgd in the partition starting with zero for the recorded logical object-at BOP.

The RHAD POSITION command (see 7.6) may be used to determine a logical object identifier and the appli-
cation ¢lient may use this value with a LOCATE commandsge 6.3 and 7.3) or an explicit command (see
clause p) to position to the same location at some future time:.
4.2.9 Lpgical files

4.2.9.1|Logical files within a partition

Applicgtion clients may use filemarks to sgparate groups of user data into logical files. A logical fije shall
containf zero or more logical blocks and(shall begin with the next logical object following a filemark ¢r BOP.
Each Idgical file shall have a logical file-identifier that is unique within the partition.

4.2.9.2|Logical file identifier

The lodical file identifier value shall be a sequentially increasing number assigned to each logical file recorded
in the partition starting With zero for the recorded logical file beginning at BOP.

The READ POSITION command may be used to determine a logical file identifier and the application client
may use this value with a LOCATE(16) command to position to the BOP side of the same logical file at some
future time.

4.2.10 Objest-butfering

A device may contain a temporary storage area capable of holding one or more logical objects - an object
buffer. A device object buffer may include any combination of logical objects in the process of being written to
the medium, or it may contain read-ahead logical objects transferred from the medium.

A device with an object buffer may be capable of operating in either a buffered mode or an unbuffered mode.
A device with no object buffer operates only in unbuffered mode. Either term is only applicable to the manner
in which the device manages information to be written to the medium. Buffered mode is not applicable during
read commands, regardless of whether read data passes through an object buffer.

A device operating in buffered mode may return GOOD status for write operations when all logical objects
have been successfully transferred from the application client into the device object buffer. For devices
operating in unbuffered mode, GOOD status is not returned until all requested logical objects are successfully
recorded on the medium.
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When issuing a buffered WRITE FILEMARKS command with the immediate bit set to one, GOOD status shall
be returned as soon as the command is validated. For a WRITE FILEMARKS command with the immediate
bit set to zero, the device server shall perform a synchronize operation (see 4.2.11).

If an unrecoverable write error occurs while in buffered mode, the device generates an error condition to the
current active command. If no command is active, the error may be reported on the next applicable operation
as a deferred error (see SPC-4). For some implementations auto contingent allegiance may be required.
Refer to SAM-4 for a description auto contingent allegiance.

The READ POSITION command may be used to determine the number and storage space of buffered logical
objects not written before the unrecoverable error was encountered.

A devige that encounters an unrecoverable error during a read-ahead operation shall not repart the error
unless the logical object in error is accessed by an application client.

Prior to] performing some commands, the device server shall perform a synchronize operation (see 4.2.11) as
stated ih table 22 and table 30.

4.2.11 $ynchronize operation behavior

As stated in table 22 and table 30, some commands may require the device’ server to perform a synchronize
operatipn (see 3.1.73). If a command requires a synchronize operation;the synchronize operation ghall be
performed prior to initiating any command-specific operations. Upon stiecessful completion of the synchronize
operatipn, no logical objects shall remain in the object buffer that have not been written to the medlium. A
synchr@nize operation shall have no effect on an object buffer that'contains only read-ahead logical objects, or
logical pbjects that have already been successfully written tothe medium.

For a WRITE BUFFER command specifying modes 4, 5,8, or 7 (download microcode operations), thg device
server ghall perform a synchronize operation before pétforming the download operation.

For a MODE SELECT command specifying the Medium Partition mode page, the device server shall perform
a synchronize operation before the logical unitpartitions the volume.

For a SEND DIAGNOSTICS command,{he device server shall perform a synchronization operation| before
any diagnostic tests that may affect the-buffered logical objects, medium, or logical position, are initiat¢d.

4.2.12 Direction and position definitions

For sequential-access devices, positioning has the connotation of logically being in, at, before, or aftgr some
defined place within a Yolume. Positioning requires that the position is capable of being repeated urjder the
same dircumstances.\The orientation of usage for the four words (in, at, before, or after) is in one difection,
from BOP x towafd-EOP x. All positioning defined below is worded from this perspective. Devices without
object :I)uffers have some physical position that relates to these logical positions. However, these definitions
do not fequire the medium to have a physical position equivalent to the logical position unless explicitly] stated.

The forwe s e-2 —preg g-fre -EOPR¢ : s
defined as logically progressing from EOP x toward BOP x. In serpentine devices, the logical forward or
reverse direction has an alternating relationship to the physical motion of the medium.

The concept of being in some position means not being outside a defined region. The definition allows the
position to be on the boundary of a defined region. When a volume is first mounted, the logical position is
always at the beginning of the default data partition (BOP 0). Whenever a volume is mounted and the medium
motion is stopped, the position is in some partition. While moving between partitions, there is no stable
position.

The concept of being at some position specifies being positioned to a logical or physical extremity of a
partition. A sequential-access device may be positioned at BOM, at BOP x, at EOD, at EOP x, or EOM, since
these are stable positions at extremities of a partition.
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The concept of being before some position specifies that there is some logical object or other defined point
that may be encountered when moving toward EOP x, if the proper commands are issued. Being positioned
before a particular logical block means that if the device receives a valid READ command, the logical block is
transferred to the application client. This position may also be before EW x and EOP x, since these are
defined points within any partition. However, if data has not been written to the end-of-partition, these points
may not be accessible by the SCSI initiator device.

The concept of being after some position specifies that there is some logical object or other defined point on
the BOP x side of the current position that may be encountered if the proper commands are issued. When a
READ command for a single logical block has been successfully processed, the logical position is after the
transferred logical block.

4.2.13 Error reporting
4.2.13.1 Overview
Sequertial-access devices compliant with this standard shall support both the fixed ant@-descriptor sense data

formatg (see SPC-4). If fixed format sense data is specified, but the INFORMATION field value excegds the
maxim\Fm value allowed in the fixed format sense data, the vALID bit shall be setito’zero. Refer to SPJ-4 for a

description of the sense data VALID bit and INFORMATION field contained in the'/REQUEST SENSE senge data.
In addifion, this standard describes the use of the INFORMATION field specifie to the sequential-accesd device

type.
4.2.13.2 Stream commands sense data descriptor

Table 3| defines the stream commands sense data descriptorfer.sequential-access devices.

Table 3 — Stream commands sense data descriptor

Bthe it 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (04h)
1 ADDITIONAL LENGTH (02h)
2 Reserved
3 FILEMARK ‘ EOM ‘ ILI ‘ Reserved

See SHC-4 for a descriptionof the DESCRIPTOR TYPE and ADDITIONAL LENGTH fields.

See thg READ(16) (see.5.3), READ(6) (see 6.4), SPACE(6) (see 6.6), RECOVER BUFFERED data (sge 7.7),
and SPACE(16) (see7.11) commands for a description of FILEMARK bit usage.

See thg READ(16) (see 5.3), READ REVERSE(16) (see 5.4), WRITE(16) (see 5.6), WRITE FILEMARKS(16)
(see 5.[7)¢LOCATE(10) (see 6.3), READ(6) (see 6.4), READ REVERSE(6) (see 6.5), SPACE(6) (s¢e 6.6),
WRITE[E).(see 6.8), WRITE FILEMARKS(6) (see 6.9), LOCATE(16) (see 7.3), RECOVER BUFFERHED data
(see 7.7), and SPACE(16) (see 7.11) commands, and the Device Configuration mode page (see 8.3.3) for
end-of-medium (EOM) bit usage.

See the READ(16) (see 5.3) and READ(6) (see 6.4) commands and the Data Compression mode page (see
8.3.2) for incorrect length indicator (iL1) bit usage.

4.2.13.3 Information sense data descriptor

If reporting descriptor format sense data, the device server shall include an information sense data descriptor
(see table 4) for a unit attention condition established:

a) by a TapeAlert specific informational exception condition; or
b) by a TapeAlert flag meeting its threshold criteria if the corresponding ETC bit in the TapeAlert log
parameter is set to one.



https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

- 38— 14776-333 © ISO/IEC:2013(E)

The information sense data descriptor format is specified in table 4.

Table 4 — Information sense data descriptor

Bthe it 7 6 5 4 3 2 1 0
0 DESCRIPTOR TYPE (00h)
1 ADDITIONAL LENGTH (OAh)
2 VALID (1b) Reserved
3 Reserved
4 FLAGO1h FLAGO2h FLAGO3h FLAGO4h FLAGO5h FLAGO6h FLAGO7h FlAG0O8h
5 FLAGO9h FLAGOAh FLAGOBh FLAGOCh FLAGODh FLAGOEh FLAGOFH FIAG10h
6 FLAG1lh FLAG12h FLAG13h FLAG14h FLAG15h FLAG16h FILAGL7h FIAG18h
7 FLAG19h FLAG1Ah FLAG1Bh FLAG1Ch FLAG1Dh FLAG1Eh FLAG1Fh FIAG20h
8 FLAG21h FLAG22h FLAG23h FLAG24h FLAG25h FLAG26h FLAG27h FIAG28h
9 FLAG29h FLAG2Ah FLAG2Bh FLAG2Ch FLAG2Dh FLAG2Eh FLAG2Fh FIlAG30h
10 FLAG31h FLAG32h FLAG33h FLAG34h FLAG35h FLAG36h FLAG37h FlAG38h
11 FLAG39h FLAG3Ah FLAG3Bh FLAG3Ch FLAG3Dh FLAG3Eh FLAG3Fh FIAG40h
The vALID bit shall be set to one.
An actiye TapeAlert flag has the corresponding FLAGXX bit §et to one. An inactive TapeAlert flag has the corre-
spondimg FLAGXX bit set to zero.
4.2.13.4 Error conditions
If any gf the conditions specified in table 5.occur during the processing of a command or if a deferrged error
prevented the command from processing, the device server shall terminate the command with CHECK
CONDITION status with the sense key: set to the specified value and the additional sense code seft to the
appropfiate value for the condition.
Table 5 specifies some error conditions and the applicable sense keys. Table 5 does not provide a complete
list of a|l conditions that may ‘cause the CHECK CONDITION status.
Table 5 — Error conditions and sense keys
Condition Sense key
Unsupported-option requested. ILLEGAL REQUEBT
Logidaldunit'reset, |_T nexus loss, or volume change since last command from | UNIT ATTENTION
this |L.Tnexus
Self diagnostic failed. HARDWARE ERROR
Unrecovered read error. MEDIUM ERROR
HARDWARE ERROR
Recovered read or write error. RECOVERED ERROR

aren

Attempt a WRITE, READ, READ REVERSE, VERIFY, or RECOVER BUFF-
ERED data command with the FIXED? bit set to zero and variable-block transfers

ot supported.

ILLEGAL REQUEST

a) See the READ(16) (see 5.3), READ REVERSE(16) (see 5.4), VERIFY(16) (see 5.5), WRITE(16
(see 5.6), READ(6) (see 6.4), READ REVERSE(6) (see 6.5), VERIFY(6) (see 6.7), WRITE(6) (see

6.8), and RECOVER BUFFERED data (see 7.7) commands for a description of the FIXED bit.
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Table 5 — Error conditions and sense keys (Continued)

Condition Sense key

Attempt a WRITE, READ, READ REVERSE, VERIFY, or RECOVER BUFF- ILLEGAL REQUEST

ERED data command with the FIXED? bit set to zero and requested block length
is not supported.

Attempt a WRITE, READ, READ REVERSE, VERIFY, or RECOVER BUFF- ILLEGAL REQUEST

ERED data command with the FIXED? bit set to one and MODE SENSE block
length set to zero.

Attenppt to perform an erase, format, partition, set capacity, or write-type opera- | DATA PROTEGT
tion dn write protected medium.

Defefred write error. MEDIUM ERROR
VOLUME-OVERFLOW
HARDWARE ERROR

Medipm failed to thread or unthread during the process of mounting or MEDIUM ERROR
demqunting. HARDWARE ERROR

a)l See the READ(16) (see 5.3), READ REVERSE(16) (see 5.4), VERIFY(16) (see 5.5), WRITE(16
(see 5.6), READ(6) (see 6.4), READ REVERSE(6) (see 6.5), VERIEY(6) (see 6.7), WRITE(§) (se€
6.8), and RECOVER BUFFERED data (see 7.7) commands fora description of the FIXED bit

The Rgad-Write Error Recovery mode page (see 8.3.5) current values specify behavior when an uprecov-
erable fead or write error is encountered. If the Read-Write Error-Recovery mode page is not implemented,
the beHavior is vendor specific.

In the dase of a deferred write error, the sense data VALID bit shall be set to zero.
In the dase of an unrecovered write error or a deferred write error, if buffered mode 1h is selected, the error
shall be reported to the first application client issuing a command (other than INQUIRY or REQUEST
SENSRH). If buffered mode 2h is selected, the error shall be reported to the SCSI initiator device with upwritten
data in the object buffer.

In the dase of a write attempt to write\protected medium, the additional sense code specifies the causg of the
DATA RROTECT sense key (see-4.2:14).

In the ¢ase of a medium thtead or unthread failure, the additional sense code shall be set to MEDIUM
THREAD OR UNTHREAD, FAILURE. The sense key shall be set to MEDIUM ERROR or HAROWARE
ERROR (see SPC-4).

4.2.14 Write protection

4.2.14.1 Wrjitesprotection introduction

erte aotboetion-of tha modiinm ravante thna altaratinn Af lacieal Alhiacte Al thna aadiiis AnA ~Anyy A hnge to
otection-ol-the-medivm-prevenis—theaheration-oHogical-objects-opthemediam—and-any-ehng

the accessibility of logical objects on the medium, by commands issued to the device server. Write protection
is usually controlled by the user of the volume through manual intervention (e.g., mechanical lock) or may
result from hardware controls (e.g., tabs on the volume housing), conditions such as positioning within
unrecoverable data, or software write protections. All sources of write protection are independent. When
present, any write protection shall cause otherwise valid commands that request alteration of logical objects
on the medium, or affect the accessibility of logical objects on the medium, to be rejected with a CHECK
CONDITION status with the sense key set to DATA PROTECT (see 4.2.14.2). Only when all write protections
are disabled shall the device server process commands that request alteration of logical objects on the
medium, or commands that may affect the accessibility of logical objects on the medium.

Hardware write protection results when a physical attribute of the drive or volume is changed to specify that
writing shall be prohibited. Changing the state of the hardware write protection requires physical intervention,
either with the drive or the volume. If allowed by the drive, changing the hardware write protection while the
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volume is mounted results in vendor-specific behavior that may include the writing of previously buffered
logical objects.

Conditions such as positioning within unrecoverable data may result in a temporary write protection condition.
To preserve future data integrity, the device server may reject any command that requires writing data to the
medium when the recovery of the data is uncertain. A temporary write protection condition may be released
by the device server at any time. Buffered logical objects may not be written to the medium (e.g., the appli-
cation client unloads the volume before the temporary write protection condition is removed). The exact
behavior of the device server during a temporary write protection condition is vendor specific.

The ap
Device
Changi
transfe

4.2.14.

The ad

e available to an application client through the Device Configuration and Control mode pages:

software write protection for the device server across mounts;
associated write protection for the currently mounted volume;
persistent write protection of a volume across mounts; and
permanent write protection of a volume across mounts.

blication client may control these write protections using the Control mode page (see SPC-4)

Configuration mode page (see 8.3.3). All of the software write protection methods are o
ng the state of any software write protection shall not prevent previously buffered logical objeq
ring to the medium.

P Write protection additional sense code use

itional sense code associated with the DATA PROTECT sense key depends on the write prote

effect gt the time. Table 6 specifies the preferred additional sense code for the given write protection.

tively, t

If more

a)
b)

e generic additional sense code of WRITE PROTECTED may be returned by the device servg

Table 6 — Write protect additional sense code combinations

Cause of DATA PROTECT errar Additional sense code
Hardware Write Protection HARDWARE WRITE PROTECTED
Permanent Write Pratéction PERMANENT WRITE PROTECT
Persistent Write Protection PERSISTENT WRITE PROTECT
Associated \Write Protection ASSOCIATED WRITE PROTECT
Software Write Protection LOGICAL UNIT SOFTWARE WRITE PROTECTED

than one-Condition exists, the device server shall:

report the generic additional sense code of WRITE PROTECTED; or
réport the applicable condition in order of:

and the
ptional.
ts from

ction in
\lterna-
r.

“HHARDWARE-WRITE PROTECTED:

2) PERMANENT WRITE PROTECT,

3) PERSISTENT WRITE PROTECT,

4) ASSOCIATED WRITE PROTECT, and

5) LOGICAL UNIT SOFTWARE WRITE PROTECTED.

Other conditions that may cause a command to be rejected with a DATA PROTECT sense key include:

a)
b)
c)
d)

e)

the current volume is maintained as read-only by the device server;

the device server is only able to write from BOP or EOD and the current logical position is neither;

the volume is a WORM volume (see 4.2.21) and an attempt to write in an unrecordable loc
detected;

ation is

the set of logical block encryption parameters in the device entity is not correct for the operation

requested; and
vendor-specific conditions.
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4.2.14.3 Software write protection for the device server

Software write protection controls write protection for the device server. This method of write protection is
optionally controlled from the Control mode page (see SPC-4) or the swp bit in the Device Configuration mode
page (see 8.3.3). Either or both methods may be implemented by the device server. If both methods are
implemented, each control bit is independently set. Software write protection exists if either bit is non-zero.
The state of software write protection for the device server shall not be recorded on the medium. The value of
the swp bit may be altered by the application client (if the swp bit is changeable). The state of each control bit
shall be set to its default state after a logical unit reset.

4.2.14.4 Associated write protection

Associgted write protection controls write protection for the currently mounted volume as long as the|current
volume|is mounted. The associated write protection state is controlled by the Asocwp bit in the ‘Device |Config-
uration|mode page (see 8.3.3). Associated write protection exists if the ASocwep bit is nop:zero. Asspciated
write pfotection may be altered by the application client (if the Asocwp bit is changeable) if a vojume is
mountgd. If a volume is demounted or after a logical unit reset occurs, associated wirite protection $hall be
removgd.

4.2.14.5 Persistent write protection

Persistent write protection controls write protection for the currently meunted volume. The persistept write
protection state is controlled by the PERSWP bit in the Device Configuration mode page (see 8.3.3). If ehabled,
persistent write protection shall exist for the mounted volume until disabled by the application client. The state
of pers|stent write protection shall be recorded with the volume and the persistent write protection shall only
affect tihe application client accessible medium. The device setver shall report the PERSWP bit as one when a
mountgd volume is marked with persistent write protection’ If a volume is demounted or after a logical unit
reset opcurs, the device server shall report the PERSWP bit as zero prior to the mounting of a volume. The
means [for recording the state of persistent write proteetion for the volume may be specified in the applicable
recording format standard or be vendor specific.

4.2.14.6 Permanent write protection

Permanent write protection controls write protection for the currently mounted volume. The permaneht write
protection state is controlled by the PRMwP bit in the Device Configuration mode page (see 8.3.3). If ehabled,
permarjent write protection shall existfor the mounted volume until disabled by a vendor-specific methpd. The
state of| permanent write protectior’shall be recorded with the volume and the permanent write protectipn shall
only affect the application client accessible medium. The device server shall report the PRMWP bit as orje when
a mourjted volume is marked with permanent write protection. If a volume is demounted or after a logjcal unit
reset ogcurs, the device server shall report the PRMWP bit as zero prior to the mounting of a volume. The
means [for recording.the’ state of permanent write protection for the volume may be specified in the applicable
recording format standard or be vendor specific. Permanent write protection shall not be removed by af MODE
SELECT command using the PRMwP bit. Methods to remove this protection may exist and are vendor gpecific.

4.2.15 Progress indication

For the following immediate operations where the device server remains ready, an application client may test
the progress of the operation (see table 7).

Table 7— Commands providing progress indication without changing ready state

Operation Options | Subclause Additional Sense Code
ERASE LONG=1]| 5.2,6.2 ERASE OPERATION IN PROGRESS
LOCATE 5.2,6.3 LOCATE OPERATION IN PROGRESS
REWIND 7.9 REWIND OPERATION IN PROGRESS
SET CAPACITY 7.10 SET CAPACITY OPERATION IN PROGRESS
VERIFY 5.5, 6.7 VERIFY OPERATION IN PROGRESS
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While the device server is performing the operation, an application client may test the progress of the
operation by interpreting the progress indication information in the sense-key specific field of the sense data.
During the operation, the device server may report a sense key value of NO SENSE and additional sense
code as specified in table 7. The device server should use the sense key specific function for progress
indication to provide information on the completion of the operation.

For the following immediate operations where the device server is ready. An application client may follow the
progress of the operations specified in table 8.

Table 8 — Commands changing ready state and providing progress indication

Operation Options Subclause Additional Sense Code
FORMA[ 7.1 LOGICAL UNIT NOT READY, FORMAT INPROGRESS
MEDIUM
LOAD UNLOAD LOAD =1, EOT =0 7.2 LOGICAL UNIT IS IN PROCESS OFBECOMING
READY
LOAD UNLOAD LOAD =0, EOT =1 7.2 LOGICAL UNIT NOT READY, OPERATION IN PROG-
RESS

While the device server is performing the operation, an application clignt may test the progress of the
operatipn by interpreting the progress indication information in the senseskey specific field of the senge data.
During the operation, the device server may report a sense key value'e)NOT READY and an additiongl sense
code ap specified in table 8. The sense key specific function foriprogress indication may be used by the
device gerver to provide information on the completion of the operation.

NPTE 1 - A REQUEST SENSE command following a TEST UNIT READY command that results in CHEQK
CPONDITION status may provide information that, if acted upon, may lead to unexpected conditions. Fpr
e
d

ample, progress indication reporting is useful when asmedia changer is used to service a sequential-access
vice following an unload operation with IMMED=2l3/A TEST UNIT READY command may receive CHEQK
CPNDITION status and a NOT READY sense Key reported in the subsequent sense data. This may imgly
that the unload operation is finished. If the application client ignores the progress indication information in tIe
s¢nse data, an EXCHANGE MEDIUM or MOVE MEDIUM command (see SMC-2) to move the demountg¢d
vglume from the SCSI device may fail toygrab the volume if the unload operation is still in progress.

4.2.16 Tagged command queuing

4.2.16.1 Tagged command queuing overview
A devide server may choose to implement support for tagged tasks (i.e., command queuing). Issuing|tagged
write cgmmands withtwbject buffering disabled facilitates streaming operations up to the limit of the number of
outstanding tagged)commands supported by the application client and the device server. This limit may effec-

tively reduce thé usable portion of the object buffer which may affect device server performance.

For proper operation when performing tagged command queuing operations, an application client shopld wait
for statys\ta be returned for any MODE SELECT command before issuing the next command.

NOTE 2 - Since the EXTENDED COPY command does not specify an immediate bit, the use of tagged
command queuing may be required to prevent an overlapped command condition (e.g., when querying the
progress of the extended copy operation using the RECEIVE COPY RESULTS command).

4.2.16.2 Explicit address mode tagged write sequences

When operating in explicit address mode, tagged write sequences (see 3.1.74) are used to support tagged
command queuing for write operations.

For explicit address mode tagged write sequences, the following rules apply:
a) for a tagged write sequence consisting of more than one command, the Fcs bit (see 5.2, 5.6, 5.7)

shall be set to one in the first command of the tagged write sequence. For all other commands within
the tagged write sequence, the FCs bit shall be set to zero;
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for a tagged write sequence consisting of more than one command, the Lcs bit (see 5.2, 5.6, 5.7)
shall be set to one in the last command of the tagged write sequence. For all other commands within
the tagged write sequence, the Lcs bit shall be set to zero;

for a tagged write sequence consisting of only one command, the Fcs bit and Lcs bit shall be set to
one;

for a tagged write sequence consisting of more than one command, the application client shall issue
the commands in sequentially-increasing logical object identifier order;

the application client shall not issue a tagged write sequence prior to receiving status for all
outstanding read type commands; and

the application client shall specify a Command Reference Number (see SAM-4) for each command in
a tagged write sequence.

Block address mode
| Block address mode overview

perating in implicit address mode, spacing operations and commands to readffom and writgd on the

mediun do not contain positioning information (i.e., a command is processed bas€d on the medium position

relative
knowle
require

When
positio
specifie
This re
mainta
Some 4

a)
b)
c)

The de
addres
betwee

a)
b)
c)
d)
4.2.17.

The blg

to the last command that was processed). As such, the application client does not contain|explicit
dge of the medium position. If an error occurs, to maintain data integrity, the application ¢lient is
] to determine the medium position before re-issuing a command that affects the medium position.

bperating in explicit address mode, commands to read from~and write on the medium ¢ontain
ning information fields (i.e., a command is processed based on the medium position infofmation
d in the command). As such, the application client contains_explicit knowledge of the medium gosition.
sults in enhanced error detection and recovery funcfionality that allows the application dlient to
n data integrity while performing various operatiofs without first determining the medium ppsition.
xample operations include:

the re-issuing of a command that affects themedium position;
multi-path 1/0; and
tagged command queuing.

vice server shall support explicibbaddress mode only, implicit address mode only, or both |explicit
5 mode and implicit addresssmode. At any instance, the device server shall be in or transjtioning
h one of the following block.address mode states (see 4.2.17.3):

AO:ldle;

EO:Explicit AddressyMode - Neutral;
E1:Explicit Address Mode - Write Capable; or
FO:Implicit Address Mode.

P Block.address mode selection

ckladdress mode shall be selected as follows:

a)

b)

c)

Prior to
4.2.11).

if the BAML bit in the Device Configuration mode page (see 8.3.3) is set to zero, then the setting of the
BAM bit in the Device Configuration mode page (see 8.3.3) shall be ignored and the block address
mode shall be determined based on the first block address mode unique command that is received
after a successful load operation or successful completion of a command that positions the medium to
BOP;

if the BAML bit in the Device Configuration mode page is set to one and the BaM bit in the Device
Configuration mode page is set to zero, the logical unit shall support implicit address mode; or

if the BAML bit in the Device Configuration mode page is set to one and the BaM bit in the Device
Configuration mode page is set to one, the logical unit shall support explicit address mode.

performing a block address mode change, the logical unit shall perform a synchronize operation (see
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If the device server receives a command that is not supported by the currently selected mode, the device
server shall return CHECK CONDITION, the sense key shall be set to ILLEGAL REQUEST, and the
additional sense code shall be set to:

a) ILLEGAL COMMAND WHILE IN EXPLICIT ADDRESS MODE if the currently selected mode is the
explicit address mode;

b) ILLEGAL COMMAND WHILE IN IMPLICIT ADDRESS MODE if the currently selected mode is the
implicit address mode; or

c) ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE if the device server is in explicit address
mode write capable state.

4.2.17.8 Block address mode state diagrams

For thelblock address mode state diagrams (see figure 15, figure 16, figure 17, and figure 18)) the fgllowing
termindlogy shall apply:

a) | explicit command: a command contained only in the explicit address command set (see table p2);
b) | implicit command: a command contained only in the implicit address command set (see table 30); and
¢) | generic command: an explicit command that is not a read type or write typ& command (see taple 22).

A cominon command containing a BAM bit (e.g., LOCATE(16)) shall be processed as either an explicit or
impliciticommand based on the setting of the BAM bit contained in the common command.

The SHACE(16) command shall be processed as either an explicit.orimplicit command based on the] setting
of the RARAMETER LENGTH field in the command descriptor block.

Figure [L4 provides an overview of the block address model state diagram. Refer to figure 15, figure 16, figure
17, and figure 18 for detailed descriptions of the block address model state diagram.
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FO: Implicit Address Mode

FO:FO
AO: Idle l |
AO:A0 FO:EO
>
-
FO:E1
AO:FO -
=
EO: Explicit Address Mode - Neutral
EO:EO
AO:EO < |
P
EO:FO
>
EO:E1
-
E1: Explicit Addréss‘Mode - Write Capable
E1.EL
AO:E1 < |
-
E1:EOQ
>

Figure 14 —'Block address mode state diagram, overview
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AO0: Idle

Process enabled command

All:A0 Power on, BAML=0, BAM=0

AO:E0 MODE SELECT, BaML=1, BAM=1

All:AO Logical unit reset, BAML=0,
BAM=0

ALl — } a a
AU T ITCXUSTOSST BAMT=UT BANM=U

-
-
AO:EO Generic command enabled
-
> AO0:EO0 BOx=True, BAML=0, Explicit untagged
command enabled >
> AO0:EO0 BOx=True, BAML=0, Explicit tagged read type
command enabled
-
AO:E1 BOx=True, BAML=0, Explicit tagged writé
sequence command enabled, Fcs=1 >
AO0:FO MODE SELECT, BamL=1, BAM=0
|
AO0:FO BAML=0, Implicit command,enabled
-

A0:A0 FORMAT MEDIUM command enabled

|t
A0:A0 MODE_SELECT, non Device Configuration mode
page

|t

AO0:AQ MODE SELECT, BAML=0, BAM=0

-t

A0:A0 SEND DIAGNOSTIC command enabled

[t

A0:A0 SET CAPACITY command enabled

|t

A0:A0 Error, BOx=False, Explicit command enabled

|t

AO0:AO0 Error, Explicit tagged write type command
enabled, Fcs=0

- |

Figure 15 — Block address mode state diagram, Idle state

State AO:ldle: This is the idle state.

Transition All:A0: This transition shall occur when a power-on, logical unit reset, or |_T nexus loss event
occurs and the BAML bit is set to zero and the BAM bit is set to zero.

Transition AO0:EOQ: This transition shall occur when:

a)

b)
c)

a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set to
one and the BAM bit set to one completes with GOOD status;

a generic command is enabled;

an explicit untagged command is enabled, the medium position is at BOx, and the BAML bit is set to

Zero; or
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d) an explicit tagged read type command is enabled, the medium position is at BOx, and the BAML bit is

set to zero.

Transition AO:E1: This transition shall occur when an explicit tagged write sequence command is enabled
with the FCs bit set to one, the medium position is at BOx, and the BAML bit is set to zero.

Transition AO0:FO: This transition shall occur when:

a) a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set to

c)

d)
e)

)

one and the BAM bit set to zero completes with GOOD status; or
n implicit command is enabl he medium ition i BOx

ion AO:AQ: This transition shall occur when:

a FORMAT MEDIUM command is enabled;

a MODE SELECT command specifying a mode page other than the Device Configuration mog
is enabled,;

a MODE SELECT command specifying a Device Configuration mode page with the BAML b
zero and the BAM bit set to zero is enabled;

a SEND DIAGNOSTIC command is enabled,;

a SET CAPACITY command is enabled,;

an explicit command is enabled and the medium position is notat\BOX. In this case the device
shall return CHECK CONDITION status, the sense key shall’be’set to ILLEGAL REQUEST
additional sense code shall be set to SEQUENTIAL POSITIONING ERROR; or

an explicit tagged write type command is enabled with the’Fcs bit set to zero. In this case the
server shall return CHECK CONDITION status, the-sénse key shall be set to ILLEGAL RE
and the additional sense code shall be set to INVALID’FIELD IN CDB.

e page

t set to

server
and the

device
DUEST



https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

— 48 — 14776-333 © ISO/IEC:2013(E)

EO: Explicit Address Mode - Neutral
Process enabled command

EO0:FO MODE SELECT, BamML=1, BAM=0
-
All:EO Power on, BAML=1, BAM=1
P E0:FO BOx=True, BAML=0, Implicit command enabled
|
ALEQ L ogicalunit racat pang —1 pana—1
T I o T T > EO:ET Explicit tagged write sequence command
enabled, Fcs=1
L o
All:EO |_T nexus loss, BAML=1, BAM=1
-
EO:EOQ Explicit tagged read type command enabled
L
E0:EO Explicit untagged command-enabled
-
E0:EO0 Generic command.enabled
L
E0:E0 FORMAT, MEDIUM command enabled
L
EQ:EOMMODE SELECT, non Device Configuration mode
page
L
EO0:E0 MODE SELECT, BaML=0, BAM=0
-
E0:E0 SEND DIAGNOSTIC command enabled
g
EO:EQ SET CAPACITY command enabled
< |
EO:EOQ Error, Explicit tagged write type command
enabled, Fcs=0
< |
|:n:|:n I:v'v'r\v’ RO —I:nlc-a’ RANMIL —n’ Implinh command
enabled
g

Figure 16 — Block address mode state diagram, Explicit Address Mode - Neutral
State EO:Explicit Address Mode - Neutral: This is the neutral state for explicit address mode.

Transition All:EO: This transition shall occur when a power-on, logical unit reset, or |_T nexus loss event
occurs and the BAML bit is set to one and the BAM bit is set to one.
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Transition EO:FO: This transition shall occur when:

a) a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set to

one and the BAM bit set to zero completes with GOOD status; or

b) an implicit command is enabled, the medium position is at BOx, and the BAML bit is set to zero.

Transition EO:EL1: This transition shall occur when an explicit tagged write sequence command is enabled
with the Fcs bit set to one.

Transition EO:EO: This transition shall occur when:

a)
b)
c)
d)
e)

)
)]

h)
)

an explicit tagged read type command is enabled,;
an explicit untagged command is enabled;

a generic command is enabled;

a FORMAT MEDIUM command is enabled;

a MODE SELECT command specifying a mode page other than the Device Configuration moc
is enabled,;

a MODE SELECT command specifying a Device Configuration mode page with the BAML b
zero and the BAM bit set to zero is enabled;

a SEND DIAGNOSTIC command is enabled,;

a SET CAPACITY command is enabled,;

an explicit tagged write type command is enabled with the Fcs bit\Set to zero. In this case the
server shall return CHECK CONDITION status, the sense key-shall be set to ILLEGAL RE
and the additional sense code shall be set to INVALID FIELD\N CDB; or

an implicit command is enabled, the medium position is not at BOx, and the BAML bit is set to
this case the device server shall return CHECK CONDITION status, the sense key shall b
ILLEGAL REQUEST and the additional sense code shall be set to ILLEGAL COMMAND WHh
EXPLICIT ADDRESS MODE.

e page

t set to

device
DUEST

rero. In
P set to
HILE IN
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E1: Explicit Address Mode - Write Capable
Process enabled command

E1:E1 Explicit tagged write sequence command
enabled, Fcs=0, Lcs=0

[t

E1:E1 SEND DIAGNOSTIC command enabled

et

E1:E1 Allowed command enabled

[t

E1:EO0 Explicit tagged write sequence command
complete, Lcs=1 >

E1:EO Error, Explicit tagged write sequence
command enabled, Fcs=1 >

E1:EOQ Error, Explicit untagged write sequence
command enabled -

E1:EOQ Error, FORMAT MEDIUM, MODE SELECT, or
SET CAPACITY command enabled

P
E1:EO Error, Explicit read type command enabled
E1:EO Error, Implicit command enabled

P
E1:EO Error, Non-allowed Generic command enabled

P
E1:EO Error, Explicit taggéd write sequence
command with outsof:order logical object identifer
enabled >

Figure 17 — Block address:mode state diagram, Explicit Address Mode - Write Capable
State H1:Explicit Address Mode~ Write Capable: This is the write capable state for explicit address
Transition E1:E1: This transition shall occur when:

a) | an explicit tagged write sequence command is enabled with the FCs bit set to zero and the LC
to zero;

b) | a SEND.DIAGNOSTIC command is enabled; or
c¢) | an allowed command (see table 22) is enabled.

mode.

b bit set

Transitiep-ELEQThistransition-shalleceurwhen—

a) an explicit tagged write sequence command with the LCs bit set to one completed with GOOD
b) an explicit tagged write sequence command with the FCs bit set to one and the Lcs bit set
completed with GOOD status;

status;
to one

c) an explicit tagged write sequence command is enabled with the FCs bit set to one. In this case the
device server shall return CHECK CONDITION status, the sense key shall be set to ILLEGAL

REQUEST, and the additional sense code shall be set to INVALID FIELD IN CDB;

d) an explicit untagged write sequence command is enabled. In this case the device server shall return

CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST, and the ad
sense code shall be set to ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE;

ditional

e) a FORMAT MEDIUM, MODE SELECT, or SET CAPACITY command is enabled. In this case the
device server shall return CHECK CONDITION status, the sense key shall be set to ILLEGAL
REQUEST, and the additional sense code shall be set to ILLEGAL COMMAND WHILE IN WRITE

CAPABLE STATE;
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f) an explicit read type command is enabled. In this case the device server shall return CHECK
CONDITION status, the sense key shall be set to ILLEGAL REQUEST, and the additional sense code
shall be set to ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE;

a)

an implicit command is enabled. In this case the device server shall return CHECK CONDITION

status, the sense key shall be set to ILLEGAL REQUEST, and the additional sense code shall be set
to ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE;

h)

a non-allowed generic command (see table 22) is enabled. In this case the device server shall return

CHECK CONDITION status, the sense key shall be set to ILLEGAL REQUEST, and the additional
sense code shall be set to ILLEGAL COMMAND WHILE IN WRITE CAPABLE STATE; or
i) an explicit tagged write sequence command with an out-of-order logical object identifier is enabled. In

this case the device server shall return CHECK CONDITION status. the sense key shall b

e set to

ILLEGAL REQUEST and the additional s

Follow
commands may be issued to transition from write

a)
b)
FILEMARK COUNT field set to zero.

ense code shall be set to INVALID FIELD IN CDB«

ng an error condition that does not result in a transition out of write capable statée, Jthe fo

capable state to neutral state:

a WRITE(16) command with the LCS bit set to one and the TRANSFER LENGTH,field set to zero;
a WRITE FILEMARKS(16) command with the Lcs bit set to one, the IMMED bit set to zero,

FO: Implicit Address Mode
Process enabled command

FO:EO MODE_SELECT, BAML=1, BAM=1

All:FO Power on, BAML=1, BAM=0

-
FO:E0 BOX=True, BAML=0, Explicit untagged command

All:FO Logical unit reset, BAML=1, BAM=0

enabled >

FO;EO0 BOx=True, BAML=0, Generic command enabled

P

All:FO I_T nexus loss, BAML=1, BAM=0

>

FO:EO0 BOx=True, BAML=0, Explicit read type command
enabled >

Lo

FO:E1 BOx=True, BAML=0, Explicit tagged write
sequence command enabled, Fcs=1

FO:FO Implicit command enabled

< |
FO:FO Error, BOx=False, BaML=0, Explicit command
enabled

< |
FO:FO Error, BAML=0, Explicit tagged write sequence
command enabled, Fcs=0

llowing

or
hnd the

Figure 18 — Block address mode state diagram, Implicit Address Mode

State FO:Implicit Address Mode: This is the state for implicit address mode.

Transition All:FO: This transition shall occur when a power-on, logical unit reset, or |_T nexus loss event

occurs and the BAML bit is set to one and the BAM

bit is set to zero.

Transition FO:EO: This transition shall occur when:

a) a MODE SELECT command specifying a Device Configuration mode page with the BAML bit set to

one and the BAM bit set to one completes

with GOOD status;
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an explicit untagged command is enabled, the medium position is at BOx, and the BAML bit is set to

zero;
a generic command is enabled, the medium position is at BOx, and the BAML bit is set to zero;

or

an explicit read type command is enabled, the medium position is at BOx, and the BAML bit is set to

Zero.

Transition FO:E1: This transition shall occur when an explicit tagged write sequence command is enabled
with the Fcs bit set to one, the medium position is at BOx, and the BAML bit is set to zero.

Trans

a)
b)

c)

ition FO:FO: This transition shall occur when:

an implicit command is enabled;
an explicit command is enabled, the medium position is not at BOx, and the BAML bit is set'to
this case the device server shall return CHECK CONDITION status, the sense key‘shall b
ILLEGAL REQUEST, and the additional sense code shall be set to ILLEGAL COMMAND WH
IMPLICIT ADDRESS MODE; or
an explicit tagged write sequence command is enabled with the Fcs bit set tozero. In this ¢

rero. In
P set to
HILE IN

hse the

device server shall return CHECK CONDITION status, the sense key/shall be set to ILLEGAL
REQUEST, and the additional sense code shall be set to ILLEGAL COMMAND WHILE IN IMPLICIT
ADDRESS MODE.
4.2.18 TapeAlert application client interface
4.2.18.1 TapeAlert introduction
TapeAlert provides an application client with the capability to-receive notification of various events and condi-
tions grising in the SCSI target device. This standard defines 64 unique TapeAlert flags for a
sequertial-access device. A service information log parameter (see table 74) is also defined fqr each
TapeAlert flag that provides information necessary*for an application client to decide appropriafe error
recovelly procedures.
TapeAlert flag severity is specified in table 9. FapeAlert flags fall into three categories of default severjty (see
table 10).
Table 9 — TapeAlert flags severity
\falue Severity Definition

D1h | Informational-}yNo guidance about continued operation without corrective action is give
by this standard.
The condition should be logged and/or the operator informed.

D6h Retryable | The event that generated this information may be retried.

DBh Warning The system may not be operating optimally. Continued operation withou
corrective action may cause a failure or raise critical TapeAlert flags.
The condition should be logged and/or the operator informed.

10h Critical Either a failure has already occurred or a failure is imminent. Corrective
action is required.
The condition should be logged and/or an operator informed.

15h Intervention | If this condition is not corrected, a data loss failure may occur.
required The condition should be logged and/or an operator informed.

1Ah Call service | Action by service personnel is required.
The condition should be logged and service personnel informed.

All - Reserved
others
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Table 10 specifies the 64 TapeAlert flags for a sequential-access device. See Annex A for additional infor-
mation about each TapeAlert flag.

Table 10 — TapeAlert flags

Flag | Name Type | Default | Deactivation condition TapeAlert
severity Flag
specific
information
available
(see 8.2.3.x)
01lh | Read warning @) W Start of next volume load Y
02h | Write warning 0] w Start of next volume load Y
03h | Hard error M w Start of next volume load® N
04h | Medium M C Start of next volume10ad? Y
05h | Read failure M C Start of next volime load? N
06h | write failure M C Start of next volume load? N
07h | Medium life O w Start of next volume load Y
08h | Not data grade @) W Startof next volume load N
09h | Write protect 0] C Start of next volume load or N
removal of write protect
OAh | Molume removal prevented @) l After volume removal N
allowed
0Bh | Cleaning volume @) I Start of next volume load N
0Ch | Unsupported format (€) I Start of next volume load or N
format change
0Dh | Recoverable mechanical cartridge O C Start of next volume load N
failure
OEh | Unrecoverable mechanical.cartridge @) C After service resolution N
failure
OFh | Memory chip in carttidge failure @) W Start of next volume load N
10h | Forced eject @) C Start of next volume load N
11h | Read only format O w Start of next volume load or N
format change
12h | [fape directory corrupted on load O W Start of next volume load N
13h | Nearing medium life I Start of next volume load Y
14h | EteanimgTequired © c Aftersuccessfuttieanimgor Y
cause resolved
15h | Cleaning requested 0] W After successful cleaning Y
16h | Expired cleaning volume @) C Start of next volume load Y
17h | Invalid cleaning volume O C Start of next volume load
18h | Retension requested 0] W After successful retention N

Type Key: M=Mandatory

O=Optional
W=Warning
C=Critical
I=Informational

a) Devices compliant with previous versions of this standard may deactivate this TapeAlert flag when
demounting the current volume.
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Table 10 — TapeAlert flags (Continued)

Flag | Name Type | Default | Deactivation condition TapeAlert
severity Flag
specific
information
available
(see 8.2.3.x)
19h | Multi-port interface error on a primary @) W After interface returns to N
port operation
1Ah | Cooling fan failure O w After service resolution N
1Bh | Power supply failure @) W After service resolution N
1Ch | Power consumption @) W After power consumption Y
returns to within specification
1Dh | Prive preventive maintenance O W After service resolution N
required
1Eh | Hardware A O C After service resolution N
1Fh | Hardware B M C At powerion event N
20h | Primary interface O w After interface returns to N
operation
21h | Eject volume O C After volume is ejected N
22h | Microcode update fail O W Start of next microcode N
update
23h | Prive humidity O W After humidity returns to Y
within specification
24h | Prive temperature O W After temperature returns to Y
within specification
25h | Prive voltage @] w After voltage returns to within Y
specification
26h | Predictive failure 0] C After service resolution Y
27h | Diagnostics required O w After service resolution N
28h - | Pbsolete N
2Eh
2Fh - | Reserved N
31h
32h | Lost statistics @) W Start of next volume load N
33h | [Tape.directory invalid at unload @) W Start of next volume load N
34h | Tape system area write failure @) C Start of next volume load N
35h | Tape system area read failure @) C Start of next volume load N
36h | No start of data O C Start of next volume load N
37h | Loading or threading failure 0] C Start of next volume load N
38h | Unrecoverable unload failure @) C After service resolution N

Type Key: M=Mandatory

O=Optional
W=Warning
C=Critical
I=Informational

a) Devices compliant with previous versions of this standard may deactivate this TapeAlert flag when
demounting the current volume.
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Table 10 — TapeAlert flags (Continued)

Flag | Name Type | Default | Deactivation condition TapeAlert
severity Flag
specific
information
available
(see 8.2.3.x)
39h | Automation interface failure O C After service resolution N
3Ah icrocode failure 0] W After service resolution N
3Bh | WORM volume - integrity check @) W Start of next volume load N
failed
3Ch | WORM volume - overwrite attempted @) w Start of next volume load N
3Dh - | Reserved
40h
Type Kely: M=Mandatory
O=Optional
W=Warning
C=Ceritical
I=Informational
a) Deviges compliant with previous versions of this standard may “deactivate this TapeAlert flag when
demaunting the current volume.
4.2.18.2 TapeAlert usage model
4.2.18.2.1 TapeAlert usage model introduction
This standard specifies three methods for an applieation client to monitor activation of TapeAlert flags:
a) | polling either the TapeAlert log page,or the TapeAlert Response log page;
b) | configuring the device server ta.€stablish an Informational exception condition upon activationy of one
or more TapeAlert flags; and
) | establishing a threshold for:one or more of the parameters in the TapeAlert log page.
An application client may userany of these methods or a mixture of them.
Prior tq using the TapéAlert Response log page with method (a), an application client should defermine
whethef the device server supports the TapeAlert Response log page. An application client may determine if a
device [server supports a log page by issuing a LOG SENSE command with the PAGE cODE field sef to 00h

and examining\the data returned.

4.2.18.

P 2 7apeAlert polling usage model

The application client configures the device server for the TapeAlert polling usage model by:

a) setting the TASER bit in the Device Configuration Extension mode page to one (see 8.3.8); and

b)

setting the ETC bit of every parameter in the TapeAlert log page to zero (see 8.2.3).

NOTE 3 - Devices that comply with earlier versions of this standard set the ETC bit in each TapeAlert log
parameter to zero and do not allow the application client to change this value.

If using the TapeAlert polling usage model, the application client reads the TapeAlert log page or the TapeAlert
Response log page without receiving notification from the device server that a TapeAlert flag has changed
state. The application client may read the TapeAlert log page or the TapeAlert Response log page at any time
(e.g., polled at a regular interval of 60 seconds). The application client should read either the TapeAlert log
page or the TapeAlert Response log page:

a)

prior to mounting a volume and at the beginning of a data transfer sequence;
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immediately after detecting an unrecoverable error during the data transfer sequence;
before demounting each volume; and
at the end of a data transfer sequence.

4.2.18.2.3 TapeAlert informational exception usage model

The application client configures the device server for the TapeAlert informational exception usage model by:

a)
b)

setting the TASER bit in the Device Configuration Extension mode page to zero (see 8.3.8);
setting the DEXCPT bit in the Informational Exceptions Control mode page to zero and the test bi
Informational Exceptions Control mode page to zero (see 8.3.6):

c)
d)

If using

NOTE 4 - Devices that comply with earlier versions of this standard set the ETC bit in eaCh,TapeAlert Iq
parameter to zero and do not allow the application client to change this value.

tin the

setting the MRIE field in the Informational Exceptions Control mode page to a supported value [greater

than zero (see 8.3.6); and
setting the ETC bit of every parameter in the TapeAlert log page to zero (see 8.2.3).

the TapeAlert informational exception usage model, the application client réceives TapeAlert flg

g

g infor-

mation jupon or after receiving notification from the device server that an informational exception condifion has
d. The device server generates an informational exception condition-due to an activated TapeAlert
flag. The device server does not generate an informational exception condition due to a deactivated TgpeAlert

occurreg

flag. TH

e method used by the device server to report the informatiopal-exception condition depend

on the

value of the MRIE field (see SPC-4). If the device server returns descriptor format sense data (see SPJ-4), the

current

device [server returns fixed format sense data (see SPC-4), th€ application client should read the T:
log page to retrieve the state of the TapeAlert flags.

If the TEST bit is set to zero, a device server reporting an-informational exception condition for a TapeAl

sets the

4.2.18.2.4 TapeAlert threshold usage model

The application client configures the deyice server for the TapeAlert threshold usage model by:

a)
b)

c)
d)

30 Z

state of all TapeAlert flags appears in the information sense data descriptor (see 4.2.13.3

additional sense code to FAILURE PREDICTION THRESHOLD EXCEEDED.

setting the TASER bit in the:Device Configuration Extension mode page to one (see 8.3.8);
setting to one the ETC bit.of each parameter in the TapeAlert log page for which the applicatio
wishes to receive a unit attention condition (see 8.2.3);
setting to zero the-ETC bit of each parameter in the TapeAlert log page for which the applicatig
does not wish to recCeive a unit attention condition (see 8.2.3); and
establishing_a.threshold value and a threshold met criteria (TMC) value for each TapeAlert I
parametet with the ETC bit set to one (see SPC-4).

DTE 5% Devices that comply with earlier versions of this standard set the ETC bit in each TapeAlert |
rameter to zero and do not allow the application client to change this value. These devices do not suppd
e TapeAlert threshold usage model.

. If the

peAlert

ert flag

n client

n client

g page

t

=

If using the TapeAlert threshold usage model, the application client receives a unit attention when a TapeAlert
log page parameter meets its threshold criteria. If the device server returns descriptor format sense data (see
SPC-4), the current state of all TapeAlert flags appears in the information sense data descriptor (see
4.2.13.3). If the device server returns fixed format sense data (see SPC-4), the application client should read

the Tap

eAlert log page to retrieve the state of the TapeAlert flags.

The threshold and T™MC values determine whether the device server establishes a unit attention condition on
TapeAlert flag activation or deactivation.
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4.2.18.3 TapeAlert flag activation and deactivation

The device server shall activate a TapeAlert flag upon detecting the condition or event specified in table 11.

Table 11 — TapeAlert flag activation conditions

Flag Name Activation condition

03h Hard error An unrecoverable read/write/positioning error.

04h Medium An unrecoverable read/write/positioning error due to a faulty medium.

05h Read-falure—-AR-unrecoverableread-errordue-to-eitherafaultr-medivm-or-fadity-device-hardware.

06h Write failure | An unrecoverable write/positioning error due to either a faulty medium orfaulty
device hardware.

1Fh Hardware B | An error during power on self test.

The dejice server may activate a TapeAlert flag not listed in table 11 upon detectiofdof a vendor-$pecific
conditign.

Initializ@tion processing due to a power-on condition may activate some TapeAlert flags.

The deYice server shall deactivate a TapeAlert flag upon detecting the condition or event specified for that flag
in table|10. The device server shall not deactivate any TapeAlert flag dugto a vendor-specific conditiof/event.
The deVice server shall deactivate all TapeAlert flags:

a) | upon processing a LOG SENSE command with the PAGE CODE field set to 2Eh if the TAPLSD Hit is set
to zero in the Device Configuration Extension mode’page (see 8.3.8); or
b) | upon detecting a logical unit reset condition (see*SAM-4).

The deyice server may deactivate any TapeAlert flag-on a vendor-specific basis due to:

a) | processing a LOG SELECT commangd with the PCR bit set to one (see SPC-4); or
b) | processing a LOG SELECT command with the PARAMETER LIST LENGTH field set to zero and the pPC
field set to 11b.

If the dgvice server deactivates a-TapeAlert flag by processing a LOG SENSE command with the PAGE CODE
field sef to 2Eh, the device server-shall not activate the flag again until the device server:

a) | detects the deactivation condition specified in table 10;
b) | detects a logical_unit reset condition; or
c) | processes alOG SELECT command with the PCR bit set to one.

If the device server deactivates a TapeAlert flag through some other mechanism, the device serer may
activate the(flag before

a) detectingthedeactivationconditrongiverninmtabte16;
b) detecting a logical unit reset condition; or
c) processing a LOG SELECT command with the PCR bit set to one.

If the TAPLSD bit in the Device Configuration Extension mode page (see 8.3.8) is set to zero, the device server
should deactivate flags on a per |_T nexus basis such that active flags are available for reading by other |_T
nexus. If the TAPLSD bit in the Device Configuration Extension mode page (see 8.3.8) is set to one, the device
server may deactivate flags on a per |_T nexus basis.

NOTE 6 - Backwards compatibilty with previous versions of this standard is violated if the TAPLSD bit is set to
zero and the device server deactivates TapeAlert flags on any basis other than per I_T nexus.
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4.2.18.4 WORM TapeAlert flags

Two TapeAlert flags exist to support Write Once Read Many (WORM) volumes:

a)
b)

3Bh (i.e., WORM volume - integrity check failed); and
3Ch (i.e., WORM volume - overwrite attempted).

If the device server supports TapeAlert flag 3Bh, it shall activate that flag upon detecting that the integrity of
the volume may be compromised. If the device server supports TapeAlert flag 3Ch, it shall activate that flag if
an application client attempts to overwrite or erase user data on a WORM volume (see 4.2.21).

The de
a)
b)

c)
d)

e)

4.2.18.5 TapeAlert Response log page

The TapeAlert flags reported through the TapeAlert Response log page (see 8.2.1) represent statg
approagh facilitates accurate reporting of the conditions encoutitered by the device and allows the app
client t¢ manage the information directly. The device servér does not maintain unique TapeAlert info
for each I_T nexus, and the state flags are not affected by~SCSI port events (e.g., |_T nexus loss).

The ap

retrievdl of the TapeAlert Response log page. Theapplication client may maintain a state change histg

If the T,
shall m
reporte
Respor
page td
TapeAl

4.2.19

Suppor
and tab

ice server shall deactivate TapeAlert flags 3Bh and 3Ch:

not ready to ready transition;
upon processing of a LOAD UNLOAD command with a LOAD bit set to one (Seg’ 7.2), if b

upon processing of an autoload operation (see SPC-4) that results in a not'teady to ready tran
when both the volume and device server support MAM, that results in.access to medium 3
memory only; or

upon the occurrence of a deactivation condition as specified in 4.2¢18.3.

plication client is responsible for determinifg which flags have changed state upon subs

APLSD bit in the Device Configuration\Extension mode page (see 8.3.8) is set to one, the devicq
pintain the value of the flags in the)TapeAlert Response log page independently of the TapeAlg

se log page shall not set the:flags in that page to zero and shall not set the flags in the TapeA
zero. A LOG SENSE command that retrieves the TapeAlert log page shall not set the flag
brt Response log pagé.tozero.

READ ATTRIBUTE and WRITE ATTRIBUTE command support

t for the READ ATTRIBUTE and WRITE ATTRIBUTE commands (see SPC-4) is described in t
le 13.

Table 12 — Device common attributes

upon processing of a LOAD UNLOAD command with a LOAD bit set to one (see 7.2) that'reslits in a

oth the

volume and device server support MAM, that results in access to medium auxiligry memory only;

sition;
uxiliary

s. This
lication
‘mation

equent
ry.

server
rt flags

d through the TapeAlert log pdge (see 8.2.3). A LOG SENSE command that retrieves the TapeAlert

lert log
5 in the

Able 12

ID Attribute name Number of bytes | Format
0002h | TAPEALERT FLAGS 8 Binary
0005h | ASSIGNING ORGANIZATION 8 ASCII
0006h | FORMATTED DENSITY CODE 1 Binary

The TAPEALERT FLAGS attribute provides a means of reporting the state of the TapeAlert flags for the
previous load of the volume. Each TapeAlert flag occupies one bit (Flag 1 = MSB, byte 1; Flag 64 = LSB, byte
8). The bits specify all the TapeAlert flags that were set to one during the previous load, (i.e., the bits remain
set to one for the duration of the load).

The ASSIGNING ORGANIZATION attribute identifies the organization responsible for the specifications
defining the values in the FORMATTED DENSITY CODE attribute. The ASSIGNING ORGANIZATION
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attribute should contain a vendor identification. A vendor identification other than the one associated with the
device may be used.

NOTE 7 - It is intended that the ASSIGNING ORGANIZATION attribute provide a unique vendor identification
of the FORMATTED DENSITY CODE attribute. In the absence of a formal registration procedure, T10
maintains a list of known vendor identification codes for use in the Standard INQUIRY data (see SPC-4).
Vendors are requested to voluntarily submit their identification codes to T10 to prevent duplication of codes
(see SPC-4).

If the device server formats the medium using a format other than the one specified in the MEDIUM DENSITY
CODE attribute (e.g., for compatibility with a previous generation format), then the FORMATTED DENSITY

CODE FEFTI_'I_WEENWVWFWFWWWH Ute speciiies the Of the format chosen (See ~7). erwise this auribute shall be
the same as the MEDIUM DENSITY CODE attribute.

Table 13 — Medium common attributes

ID Attribute name Number of bytes | Format
0402h | MEDIUM LENGTH 4 Binary
0403h | MEDIUM WIDTH 4 Binary
0404h | ASSIGNING ORGANIZATION 8 ASCII
0405h | MEDIUM DENSITY CODE 1 Binary

The MEDIUM LENGTH attribute specifies the length of the mediuniin meters. A value of Oh specifies [hat the
length ¢f the medium is undefined.

The MEDIUM WIDTH attribute specifies the width of the medium supported by this density. This attribute has
units offtenths of millimeters. The value in this attribute shall be rounded up if the fractional value of th¢ actual
value i greater than or equal to 0,5. The MEDIUM WIDTH attribute may vary for a given density depending
on the mounted volume. A value of Oh specifies thé'width of the medium is undefined.

The ASSIGNING ORGANIZATION attributeZidentifies the organization responsible for the specifications
defining the values in the MEDIUM DENSITY CODE attribute. The ASSIGNING ORGANIZATION 4dttribute
should contain a vendor identification.

NPTE 8 - Itis intended that ther ASSIGNING ORGANIZATION attribute provide a unique vendor identification
of the MEDIUM DENSITY CODE attribute. In the absence of a formal registration procedure, T10 maintaing a
ligt of known vendor identification codes for use in the Standard INQUIRY data (see SPC-4). Vendors afe
rgquested to voluntarily submit their identification codes to T10 to prevent duplication of codes (see SPC-4).

4.2.20 Reservations
Reservption restrictions are placed on commands as a result of access qualifiers associated with the|type of

reservgtion/See SPC-4 for a description of reservations. The details of which commands are allowedl under
what types-of reservations are described in table 14.

Commands from I_T_nexus holding a reservation should complete normally. Table 14 specifies the behavior
of commands from registered |_T_nexus when a registrants only or all registrants persistent reservation is
present.

Due to the nature of the sequential-access device type, Write Exclusive and Write Exclusive, Registrants Only
modes of reservation do not protect an application client’s continuity of operations when using the implicit
address command set. While these modes do protect unauthorized modification of data, they do not protect
from medium position changes that may result in errors due to incorrect position. It is the responsibility of the
application client to manage this using means outside the scope of this specification. Application clients
should use exclusive modes of reservation while accessing the volume to prevent interference from other
applications.
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For each command, this standard and the SPC-4 standard define the conditions that result in RESERVATION

CONFLICT.

Table 14 — SSC-3 commands that are allowed in the presence of various reservations

Command

Addressed LU has this type of persistent reservation held by
another I_T_nexus

From any |_T_nexus From From I_T_nexus not
registered registered
Wite Exetastre Tnexus Wite Exclusive
Exclusive Access (R ATyPes) Exclusive - Access
RR -RR

ERASE(P) Conflict Conflict Allowed Conflict Gonflict
ERASE(LL6) Conflict Conflict Allowed Conilict Qonflict
FORMAT MEDIUM Conflict Conflict Allowed Conflict Qonflict
LOAD UNLOAD Conflict Conflict Allowed Conflict Gonflict
LOCATH(10) Allowed Conflict Allowed Allowed Qonflict
LOCATH(16) Allowed Conflict Allowed Allowed Gonflict
READ(6 Allowed Conflict Allowed Allowed Qonflict
READ(16) Allowed Conflict Allowed Allowed Qonflict
READ BLOCK LIMITS Allowed Allowed Allowed Allowed Allowed
READ PPSITION Allowed Conflict Allowed Allowed Conflict
READ REVERSE(6) Allowed Conflict Allowed Allowed Conflict
READ REVERSE(16) Allowed Conflict Allowed Allowed Conflict
RECOVER BUFFERED DATA Allowed Conflict Allowed Allowed Conflict
REPORT DENSITY SUPPORT Allowed Allowed Allowed Allowed Allowed
REWINO Allowed Conflict Allowed Allowed Conflict
SET CAPACITY Conflict Conflict Allowed Conflict Conflict
SPACE(6) Allowed Conflict Allowed Allowed Conflict
SPACE(16) Allowed Conflict Allowed Allowed Conflict
VERIFY(6) Allowed Conflict Allowed Allowed Conflict
VERIFY(16) Allowed Conflict Allowed Allowed Qonflict
WRITE(§) Conflict Conflict Allowed Conflict Conflict
WRITE(16) Conflict Conflict Allowed Conflict Conflict
WRITE HHEMARKS(6) Confhict Confhict Attewed Confhict €onflict
WRITE FILEMARKS(16) Conflict Conflict Allowed Conflict Conflict

Key: LU=Logical Unit, RR=Registrants Only or All Registrants

Allowed: Commands received from |_T nexus not holding the reservation or from |_T nexus not registered when
a registrants only or an all registrants type persistent reservation is present should complete normally.

Conflict: Commands received from |_T nexus not holding the reservation or from |_T nexus not registered when
a registrants only or an all registrants type persistent reservation is present shall not be performed and the device
server shall terminate the command with RESERVATION CONFLICT status.
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4.2.21 WORM volume and WORM mode
4.2.21.1 WORM overview

The device server may support a Write Once, Read Many (WORM) mode of operation. This mode of
operation places additional restrictions on the processing of commands by the device server.

4.2.21.2 WORM volume

A WORM volume is identified by a format-defined method (e.g., the Medium Type attribute in the MAM data
returning a Write Once Medium type value).

4.2.21.8 WORM mode

A devige server that supports WORM mode and detects a WORM volume is mounted shall’enter WORM
mode. While in WORM mode, WRITE, WRITE FILEMARKS, ERASE, FORMAT MEDIUM;"SET CARACITY,
and MODE SELECT commands that alter the partitioning or format are subject to thésrestrictions applied to
WORM volume by the device server (see 8.3.7).

If a deviice server operating in WORM mode detects that one of these additiopal restrictions would be Yiolated
by a cdmmand being processed, the device server shall terminate the comniand with CHECK CONDPITION
status. [The sense key shall be set to DATA PROTECT and the additional\sense code shall be set to WORM
MEDIUM - OVERWRITE ATTEMPTED. If a write protection is in effect for the device server, volyme, or
medium (see 4.2.14), it shall take precedence over the WORM mode violation.

If a device server operating in WORM mode is unable to detetmine if the volume is such that one qgf these
additional restrictions would be violated by a command being processed, the device server shall termifate the
command with CHECK CONDITION status, the sense key.shall be set to DATA PROTECT, and the additional
sense ¢ode shall be set to WORM MEDIUM - OVERWRITE ATTEMPTED. If a write protection is in effect for
the defice server, volume, or medium (see 4.2.14)it’shall take precedence over the WORM mode vidlation.

If a devlice server that does not support WORMmode detects that a WORM volume is mounted, it shill treat
the vollime as write protected. Any command that attempts to alter the WORM volume shall be terminated
with CHECK CONDITION status. The sense key shall be set to DATA PROTECT and the additional sense
code shall be set to CANNOT WRITEIMEDIUM - INCOMPATIBLE FORMAT.

4.2.22 Logical block encryption
4.2.22.1 Logical block erncryption overview

A devide compliant withr this standard may contain hardware or software that is capable of encryptingd logical
blocks as those blocks are stored on the medium, and decrypting logical blocks as those blocks are refpd from
the mefium, te'provide security against unauthorized access to that data. The SECURITY PROTOLCOL IN
and SHCURITY PROTOCOL OUT commands specifying the Tape Data Encryption security protoqol (see
8.5.2 nd 8.5. 3) prowde a means for the appllcatlon cllent to monitor and control the encryptipn and

A DL OUT

command shall also support the SECURITY PROTOCOL IN command

The SECURITY PROTOCOL OUT command specifying the Tape Data Encryption security protocol is used to
set logical block encryption parameters. The SECURITY PROTOCOL IN command specifying the Tape Data
Encryption security protocol is used to discover the type of data security features supported by the device
server, the current configuration of data security features, and status of the encryption and decryption
processes.

4.2.22.2 Encrypting logical blocks on the medium

The application client controls the logical block encryption process by use of the SECURITY PROTOCOL
OUT command specifying the Tape Data Encryption security protocol. Logical block encryption shall be
managed within the device server on a per |_T_L nexus basis. The logical block encryption process is
enabled for an |_T_L nexus upon successful completion of a SECURITY PROTOCOL OUT command that
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sends a Set Data Encryption page (see 8.5.3.2) with the ENCRYPTION MODE field set to ENCRYPT and with a
valid logical block encryption key. If the logical block encryption scope parameter for an |_T_L nexus is set to
PUBLIC (see 4.2.22.13), the logical block encryption process may be enabled by another |_T_L nexus that
establishes a set of logical block encryption parameters with a logical block encryption scope of ALL I_T
NEXUS (see 4.2.22.13).

If logical block encryption is enabled for an |_T_L nexus and the mounted volume supports the selected
encryption algorithm at the current logical position, all logical blocks received by the device server from that
I_T_L nexus as part of a WRITE(6) or WRITE(16) command shall be encrypted before being recorded on the
medium. Filemarks are logical objects that shall not be encrypted.

If logichl block encryption is enabled for an |_T_L nexus and the mounted volume does not support the
selectgd encryption algorithm at the current logical position, then the device server shall-termjnate a
WRITH(6) or WRITE(16) command with CHECK CONDITION status, with the sense ke, set t¢ DATA
PROTHCT, and the additional sense code set to ENCRYPTION PARAMETERS NOT USEABLE.

If logichl block encryption is enabled for an |_T_L nexus and the mounted volumgdoes not support the
selectefd encryption algorithm at the current logical position, then the device servef, may terminate a WRITE
FILEMARKS(6) or WRITE FILEMARKS(16) command with CHECK CONDITION/status, with the selpse key
set to JATA PROTECT, and the additional sense code set to ENCRYPTION PARAMETERS NOT USIEABLE.

4.2.22.8 Reading encrypted logical blocks on the medium

A volume may contain no encrypted logical blocks, all encrypted:logical blocks, or a mixture of engrypted
logical plocks and unencrypted logical blocks. The fact that logicalblocks are encrypted shall not altey space
or locate operations. The decryption mode shall be ignored whén processing a filemark during a read ¢r verify
operatipn.

A devige entity that supports encryption should be capable of distinguishing encrypted logical blocks from
unencrypted logical blocks. The device server repgrts the capability of the device entity for distinguishing
encrypfed logical blocks from unencrypted logical*blocks using the DELB_cC bit in the logical block engryption
algoritim descriptor (see 8.5.2.4). If the devite entity is capable of distinguishing encrypted logical blocks
from unjencrypted logical blocks, an attempt to read or verify an encrypted logical block when the de¢ryption
mode i$ set to DISABLED shall cause thé device server to terminate the command with CHECK CONPITION
status,|with the sense key set to DATA PROTECT, and the additional sense code set to UNABLE TO
DECRYPT DATA. The device entity:shall establish the logical position at the BOP side of the encrypted logical
block.

If the dpvice entity is capable of distinguishing encrypted logical blocks from unencrypted logical blo¢ks and
the dedryption mode is(set to DECRYPT or RAW, an attempt to read or verify an unencrypted logical block
shall cguse the device'server to terminate the command with CHECK CONDITION status, with the sense key
set to DATA PROJFECT, and the additional sense code set to UNENCRYPTED DATA ENCOUNTERED
WHILH DECRYPTING. The device entity shall establish the logical position at the BOP sidg of the
unencrypted-ogical block.

A deviCe-entity-that-supperis-encryption-and-has-been-configured-to-decryptthelogical-bleck-nay-be-tapable
of determining that the logical block encryption key is correct for an encrypted logical block. The correct logical
block encryption key to use for this encrypted logical block may be either the logical block encryption key or
one of the supplemental decryption keys (SDK). The method for determining which logical block encryption
key or supplemental decryption key to use for decryption is vendor specific. If the device entity is capable of
determining that the logical block encryption key is correct, an attempt to read or verify an encrypted logical
block when the decryption mode is set to either DECRYPT or MIXED, but all of the logical block encryption
keys provided are incorrect for the encrypted logical block, shall cause the device server to terminate the
command with CHECK CONDITION status, with the sense key set to DATA PROTECT, and the additional
sense code set to INCORRECT DATA ENCRYPTION KEY. The device entity shall establish the logical
position at the BOP side of the encrypted logical block.

A device entity that supports encryption and has been configured to decrypt the logical block may be capable
of validating the integrity of the logical block after decrypting it (i.e., that the decrypted logical block matches
the logical block that was encrypted). If the device entity is capable of validating the integrity of the logical
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block after decrypting it, an attempt to read or verify an encrypted logical block when the decryption mode is
set to either DECRYPT or MIXED, but the logical block fails the integrity validation process, shall cause the
device server to terminate the command with CHECK CONDITION status, with the sense key set to DATA
PROTECT, and the additional sense code set to CRYPTOGRAPHIC INTEGRITY VALIDATION FAILED. The
device entity shall establish the logical position at the BOP side the encrypted logical block.

A device entity that is capable of distinguishing encrypted logical blocks from unencrypted logical blocks and
has been configured to decrypt the logical block should perform at least one of the following for each
encrypted logical block that is decrypted:

a) _determine if the logical block encryption key is correct for the encrypted logical block: or
b) | validate the integrity of the logical block after decrypting it.

A devide entity that is capable of determining if the logical block encryption key is correct fof the engrypted
logical plock and validating the integrity of the logical block after decrypting it shall for each’'encrypted logical
block:

1) | determine if the logical block encryption key is correct for the encrypted logical block; and
2) | validate the integrity of the logical block.

4.2.22 4 Exhaustive-search attack prevention

To prevent an exhaustive-search attack from discovering the logical bloek’encryption key or one of the supple-
mentalldecryption keys, the device server should provide a megchanism to prevent unlimited attenpts at
setting|a logical block encryption key or supplemental decryption key(s) and then attempting to r¢ad the
logical plock. The use of such a mechanism may protect against an encryption algorithm being comprgmised.

If the dpvice server has reached its limit on failed attempts to set the logical block encryption key or supple-
mental|decryption key(s) and decrypt logical blocks, it'shall disable encryption and decryption fora|l I_T_L
nexus. All subsequent SECURITY PROTOCOL OUT<¢ommands specifying the Tape Data Encryption $ecurity
protocgl and with the SECURITY PROTOCOL SPECIFIC field set to Set Data Encryption page With the
DECRYHTION MODE field or ENCRYPTION MODE/field set to any value other than DISABLE shall be terminated
with CHECK CONDITION status, with the sense key set to DATA PROTECT, and the additional senge code
set to DATA DECRYPTION KEY FAIL CIMIT REACHED. This condition shall persist until the volume is
demounted or a hard reset condition ‘@ccurs.

4.2.22.5 Keyless copy of encrypted logical blocks

In somle scenarios it is desirable to copy logical blocks from one volume to another without needing
knowleflige of the encryption parameters used to encrypt the logical blocks on the volume.

A keylgss copy logieal unit (KCLU) controls configuration and data flows related to a volume that is gither a
source|or destination for encrypted logical blocks being transferred without requiring applicatiop client
knowlefige of a logical block encryption key.

A keyless~copy-seurcetogical-urit-kGSED)-controls-confighration-and-data-flows—+elated-to-the-velume from
which the encrypted logical block is copied without requiring device server knowledge of a logical block
encryption key when the decryption mode is set to RAW. The device servers capability to act as a KCSLU for
a specific encryption algorithm is indicated in the RDMC_C field of the Data Encryption Capabilities page (see
8.5.2.4).

A keyless copy destination logical unit (KCDLU) controls configuration and data flows related to the volume to
which the encrypted logical block is being copied without requiring device server knowledge of a logical block
encryption key when the encryption mode is set to EXTERNAL. The device servers capability to act as a
KCDLU for a specific encryption algorithm is indicated in the EEMC_C field of the Data Encryption Capabilities
page (see 8.5.2.4).

To accomplish a keyless copy operation an application client sets the KCSLU decryption mode to RAW and
the KCDLU encryption mode to EXTERNAL. The application client then reads one or more logical objects
from the KCSLU and writes those logical objects to the KCDLU. During this process, if the KCSLU detects a
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mismatch between the key-associated data in the logical block encryption parameters and the key-associated
data on the medium during a read operation, then the KCSLU returns a CHECK CONDITION status to the
application client to notify it that some action is required. An example of this is shown in the informative
flowchart in Annex C.

It shall not be considered an error if a Set Data Encryption page has the DECRYPTION MODE field set to RAW
and any of the key-associated data descriptors required by the algorithm specified by the value in the
ALGORITHM INDEX field are not present.

If the encryption algorithm in use by the KCSLU requires key-associated data to be included in the Set Data
Encryption when the ENCRYPTION MODE field i EXTERNAL, then an m I r verify an
encrypted logical block while the decryption mode is set to RAW shall cause the KCSLU to campare all
key-asgociated data associated with each encrypted logical block that is read or verified to the cerresponding
key-asgociated data that are part of the current encryption parameters. Key-associated data tequirdd to be
compafed by the decryption algorithm that do not match or are not present shall causéthe KC|SLU to
termingte the command with CHECK CONDITION status, with the sense key set to DATA'RROTECT, pnd the
additiopal sense code set to INCORRECT ENCRYPTION PARAMETERS. The KCSEU shall establish the
logical position at the BOP side of the logical block.

If a KCPDLU receives a SECURITY PROTOCOL OUT command with a Set'Data Encryption page with the
ENCRYRTION MODE field set to EXTERNAL, and any of the key-associated.data descriptors required by the
logical plock encryption algorithm specified by the ALGORITHM INDEX field-are not present or are not sugported,
then the KCDLU shall terminate the command with CHECK CONDITION; with the sense key set to IlLEGAL
REQUEST, and the additional sense code set to INVALID FIELD INN PARAMETER LIST.

Some éncryption algorithms provide a mechanism to recaord ‘with encrypted logical blocks the engryption
mode getting when the encrypted logical block was written. The device server reports if an endryption
algorithim supports this mechanism by way of the EARENNDIt in the algorithm descriptor (see 8.5.2.4)). If the
encryption algorithm provides this capability, the deviceé.entity may support a feature to check during r¢ad and
verify operations if the logical block was written with.the encryption mode set to EXTERNAL. The ceeM field in
the Setf Data Encryption page (see 8.5.3.2) provides the means to control the process of checking the
encrypfion mode used when an encrypted logical block was written to tape. If the decryption mode i set to
DECRYPT or MIXED and the check extetnal encryption mode logical block encryption parametgr (see
8.5.3.2] is set to 10b, then:

1) | the device entity shall verify-that each encrypted logical block that is processed for read and verify
commands was written with the encryption mode set to ENCRYPT, and
2) | if an attempt is madéto'read or verify an encrypted logical block that was written with the eng¢ryption
mode set to EXTERNAL, the device server shall terminate the command with CHECK CONPITION
status, with the(sense key set to DATA PROTECT and the additional sense key set to ENCRYPTION
MODE MISMATCH ON READ.

If the dpcryptiean.mode is set to DECRYPT or MIXED and the check external encryption mode logic@l block
encrypfion parameter is set to 11b:

1) Lhe-device—entity-shal-verify-that-each-eneryptedtogical-block-thatis-processedfer+read-and verify
commands was written with the encryption mode set to EXTERNAL; and

2) if an attempt is made to read or verify an encrypted logical block that was written with the encryption
mode set to ENCRYPT, then the device server shall terminate the command with CHECK
CONDITION status, with the sense key set to DATA PROTECT and the additional sense key set to
ENCRYPTION MODE MISMATCH ON READ.

The check external encryption mode logical block encryption parameter shall not affect space or locate opera-
tions. The check external encryption mode logical block encryption parameter shall not affect read or verify
operations on filemarks and unencrypted logical blocks.

Some encryption algorithms provide a mechanism to record with encrypted logical blocks an indication that
they are disabled for raw decryption mode operations. The device server reports if an encryption algorithm
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supports this mechanism by way of the RDMC_C field in the algorithm descriptor (see 8.5.2.4). If the decryption
mode is set to RAW and the encryption algorithm supports this feature, then:

1)

2)

the device entity shall check the format specific indication that disables raw decryption mode
tions for each encrypted logical block that is processed for read and verify commands; and

opera-

if an attempt is made to read or verify an encrypted logical block that was disabled for raw decryption
mode operations, then the device server shall terminate the command with CHECK CONDITION
status, with the sense key set to DATA PROTECT and the additional sense key set to ENCRYPTED

BLOCK NOT RAW READ ENABLED.

4.2.22.6 Managing logical block encryption keys within the device entity
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If a device server processes a Set Data Encryption page with the ENCRYPTION MODE field set to DISABLE and
DECRYPTION MODE field set to DISABLE or RAW, the device entity shall:

a)

b)

release any resources that it had allocated to store logical block encryption parameters forthe | T L

nexus associated with the SECURITY PROTOCOL OUT command and shall change the con

tents of

all memory containing a key value associated with the logical block encryption parameters that are

released; and
establish a unit attention condition with the additional sense of DATA ENCRYPTION PARAM

ETERS

CHANGED BY ANOTHER |I_T NEXUS for all other |_T_L nexus that has its registered for logical
block encryption unit attentions state set to one (see 4.2.22.13) and is affected by the loss of the

logical block encryption key, (i.e., any |_T_L nexus that is using a logical block encryption s
PUBLIC and the scopE field in the Set Data Encryption page is set to ALL I_T NEXUS).

cope of
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If a device server processes a Set Data Encryption page that includes a logical block encryption key and the
SDK bit is set to zero, the device server shall establish a unit attention condition with the additional sense code
set to DATA ENCRYPTION PARAMETERS CHANGED BY ANOTHER |_T NEXUS for all other |_T_L nexus
that have their registered for logical block encryption unit attentions state set to one (see 4.2.22.13) and are
affected by the change of the logical block encryption key (i.e., any |_T _L nexus that is using a logical block
encryption scope of PUBLIC and the scorPeE field in the Set Data Encryption page is set to ALL |_T NEXUS),
and the device entity shall:

1) release all resources that it had allocated to store key values set by previous Set Data Encryption
pages from that |_T_L nexus and shall change the contents of all memory containing a key value
associated with the logical block encryption parameters that are released: and

2) | establish a set of logical block encryption parameters with the values from the Set Data En¢ryption

page.

A devige entity shall save at most one set of logical block encryption parameters wjith_a logicgl block
encryption scope of ALL |_T NEXUS. If a device server processes a Set Data Encryption‘page with thg SCoOPE
field st to ALL I_T NEXUS, the device server shall establish a unit attention condition with the additional
sense ¢ode set to DATA ENCRYPTION PARAMETERS CHANGED BY ANOTHER I T NEXUS for all other
|_T_L pexus that have their registered for logical block encryption unit attentions state set to one (see
4.2.22.13) and are affected by the change of the logical block encryption key. (i.e., any |_T_L nexug that is
using allogical block encryption scope of PUBLIC) and the device entity shalf;

a) | release any resources that it had allocated to store logical block-encryption parameters with g logical
block encryption scope value of ALL I_T NEXUS and shall change the contents of all memory
containing a key value associated with the logical block encryption parameters that are releasgd; and
b) | establish a set of logical block encryption parameters,with the values from the Set Data Eng¢ryption
page and a logical block encryption scope value of AL |_ T NEXUS.

If a venpdor-specific event occurs that changes or cléars a set of logical block encryption parameters, the
device|[server shall establish a unit attention condition with the additional sense of DATA ENCRY|PTION
PARAMETERS CHANGED BY VENDOR SPECIFIC EVENT for any |_T_L nexus that has its registgred for
logical plock encryption unit attentions state set to one (see 4.2.22.13) and is affected by the chang¢ of the
logical plock encryption key.

4.2.22.Y Logical block encryption capabilities

A devide entity that supports logical block encryption shall have a set of logical block encryption capabilities.
The sdt of logical block erieryption capabilities determine the values reported through a SEQURITY
PROTQCOL IN command specifying the Tape Data Encryption security protocol and the Data Endryption
Capabilities page (see 8.5.2.4). The set of logical block encryption capabilities includes the set of logical block
encryption algorithms\supported by the device entity.

The sef of logical block encryption capabilities includes some values that may be changed by a method
outside|the scope of this standard. The capabilities that may be changed include:

tha cat of laaiceal hlack-ancervntion-alaorthme ranortad by tha daevica carvar:
a) Ltheseteilogical-block-eneryption-algorithmsreported-by-the-device-server
b) encryption capable;

c) decryption capable; and
d) other vendor-specific logical block encryption capabilities.

4.2.22.8 Key instance counters

The device server shall keep a counter for each set of logical block encryption parameters that it is managing
called the logical block encryption parameters key instance counter. The device entity shall keep a separate
key instance counter called the device entity key instance counter. There may be a device entity key instance
counter associated with each |_T_L nexus or there may be one global device entity key instance counter.

All key instance counters shall be set to zero when a hard reset condition occurs. Any other event that sets,
clears, or changes a parameter in a set of logical block encryption parameters, except the supplemental
decryption keys, shall cause the device entity key instance counter associated with the |_T_L nexus to be
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incremented. The value of the logical block encryption parameters key instance counter of the currently
selected logical block encryption parameters for an |_T_L nexus is reported in the Data Encryption Status
page of the SECURITY PROTOCOL IN command. The key instance counters are 32 bits and shall roll over to
zero when incremented past their maximum value.

4.2.22.9 Encryption mode locking

There are conditions outside of the control of an application client that cause the device entity to release the
resources used to save the logical block encryption parameters (see 4.2.22.6) or change the logical block
encryption parameters used to control the encryption of logical blocks. Each of these conditions cause the
device server to establish a unit attention condition to report the change of operating mode, but the unit
attentign condition may not always be reported to the application client through protocol bridges angl driver
stacks.

The LOEK bit in the Set Data Encryption page is set to one to lock set of data encryption parameterg estab-
lished at the completion of the processing of the command to the |_T_L nexus through which the SEGURITY
PROTQCOL OUT command was issued. The set of logical block encryption paramegters remains logked to
that I_T_L nexus until a hard reset condition occurs or another SECURITY PRQTOCOL OUT command
includirnig a Set Data Encryption page through the same |_T_L nexus is processed.

If the device server processes a WRITE(6) or WRITE(16) command through an |_T_L nexus that|has its
ITL logk variable set to one, and the logical block encryption parameters key instance counter value has
changed since the time it was locked (i.e., the logical block encryption-parameters key instance countger does
not eqlial the ITL_lock_key_instance_cnt for this |_T_L nexus), the device server shall terminpte the
commgnd with CHECK CONDITION status, with the sense key set to logical block PROTECT, and the
additiopal sense code set to DATA ENCRYPTION KEY INSTANCE COUNTER HAS CHANGED. All{subse-
quent WRITE(6) and WRITE(16) commands shall alsobe“terminated in this manner until a hard reset
conditign occurs or a SECURITY PROTOCOL OUT command including a Set Data Encryption page through
the sampe |_T_L nexus is processed.

4.2.22.10 Nonce generation
For a g|ven encryption algorithm, the device\entity may:

a) | not require a nonce value;

b) | generate its own nonce value;,

¢) | require a nonce value or'part of the nonce value be provided by the application client; or
d) | be configurable with tespect to the source of the nonce value.

The deyice server repofts)its nonce value capability in the logical block encryption algorithm descriptor(s) (see
8.5.2.4). If the device'server reports that it requires a nonce value from the application client and a Set Data
Encryption pagefis-processed that does not include a nonce value descriptor, the device server shall
termingte the eemmand with CHECK CONDITION, with the sense key set to ILLEGAL REQUEST, and the
additiomal sense code set to INCOMPLETE KEY-ASSOCIATED DATA SET.

4.2.22. 14 Linauthanticatad kav.accaciatad data (ALK ADY and anthanticatad kav . accneciatad data
L. . FroHattH et et a1y S Ottt aaata oo e aut e R et e e« EY—aSSO6 ec—oata

(A-KAD)

Some encryption algorithms allow or require the use of additional data that is associated with the logical block
encryption key and the logical block, but is not encrypted. Key-associated data may be authenticated by being
included in the message authentication code (MAC) calculations for the encrypted logical block if such a MAC
exists, or unauthenticated by not being included in these calculations.

The device server reports its capability with respect to key-associated data in the logical block encryption
algorithm descriptor(s) bkaD_c field (see 8.5.2.4).

NOTE 9 - A key identifier or key reference may be stored in the U-KAD or A-KAD.

The U-KAD field is provided for applications that do not require the key-associated data to be protected by an
MAC.
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4.2.22.12 Metadata key-associated data (M-KAD)

Some encryption algorithms allow or require the use of additional data that is associated with the logical block
encryption key and every logical block encrypted with that logical block encryption key. This data is contained
in an M-KAD descriptor.

4.2.22.13 Logical block encryption information per I_T_L nexus

If the device server supports logical block encryption it shall maintain I_T_L nexus logical block encryption
information on a per I_T_L nexus basis. This |_T_L nexus logical block encryption information shall contain

the:

a)
b)
c)

d)

Device
the log
an ITL |

If the IT]
with a |
I T Ln

When & device server successfully completes the processing of a Set Data Encryption page with &

block €
a)

b)
c)

d)

When

encryption parameters\with a logical block encryption scope of LOCAL for that |_T_L nexus shall be {

proces

nexus are released, then the ITL_scope for that |_T_L nexus shall be set to PUBLIC.

ITL_scope (i.e., the logical block encryption scope for this |_T_L nexus);
ITL lock (i.e., the LOCK bit value for this |_T_L nexus);
ITL_lock_key_instance_cnt (i.e., the logical block encryption parameters key instance’countg
at the time the Lock bit was set to one for this |_T_L nexus); and

ITL_encryption_UA_reg (i.e., the registered for logical block encryption unit, attentions state
I_T_L nexus).

servers shall support setting the ITL_scope to any value of logical block encryption scope supp
cal block encryption parameters. A device server that supports logical'block encryption shall
scope value of PUBLIC.

L_scope for this I_T_L nexus is set to PUBLIC it indicates that-the logical block encryption para

exus.

ncryption scope of PUBLIC through this |_T_L*nexus, the device server shall:

set the ITL_scope for this |_T_L nexus to PUBLIC;

set the ITL_lock for this I_T_L nexus tg-the value of the LOCK bit in the Set Data Encryption pa

set the ITL_lock key instance_cntfor this|_T_L nexus to:

A) zero if the LoCK bit in Set Data Encryption page is set to zero; or

B) the value of the logical- block encryption parameters key instance counter in th
I_T_L _NEXUS logicalblock encryption parameters if the LOCK bit in the Set Data Encryptid
is set to one; and

set the ITL_encryption_UA _reg for this |_T_L nexus to one.

h command is feceived through an |_T_L nexus with an ITL_scope of LOCAL, the logic3

5ing commands. If the resources used to save a set of logical block encryption parameters for a
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increment the device entity key instance counter associated with this |_T_L nexus;

create a set of logical block encryption parameters with a logical block encryption scope of LOCAL for

this |_T_L nexus; and
set the logical block encryption parameters key instance counter to the value of the device en
instance counter associated with this |_T_L nexus.

tity key

When a device server successfully completes the processing of a Set Data Encryption page with a logical
block encryption scope of LOCAL through this |_T_L nexus the device server shall:

a)
b)
c)

set the ITL_scope for this |_T_L nexus to LOCAL,;

set the ITL_lock for this I_T_L nexus to the value of the LOCK bit in the Set Data Encryption pa
set the ITL_lock key instance_cnt for this|_T_L nexus to:

A) zero if the LOCK bit in the Set Data Encryption is set to zero; or

ge;
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B) the value of the logical block encryption parameters key instance counter of the logical block
encryption parameters with a logical block encryption scope of LOCAL for this |_T_L nexus if the
LOCK bit in the Set Data Encryption page is set to one; and
d) setthe ITL_encryption_UA reg for this|_T_L nexus to one.

At most, one |_T_L nexus shall be assigned the logical block encryption scope of ALL |_T NEXUS. If the
device entity releases resources used to store a set of logical block encryption parameters with a logical block
encryption scope of ALL |_T NEXUS, it shall change the ITL_scope for the |_T_L nexus that established that
set of logical block encryption parameters to PUBLIC. If a device server has a set of logical block encryption
parameters with a logical block encryption scope of ALL I_T NEXUS, and it successfully completes the
processing of a Set Data Encryption page with a logical block encryption scope value of ALL I_T NEXUS
through a different |_T_L nexus than the one that established the set of logical block encryption parameters,
the defice entity shall change the ITL_scope for the |_T_L nexus that established the previous set of logical
block encryption parameters to PUBLIC.

When & device server successfully completes the processing of a Set Data Encryption’gage with g logical
block epcryption scope of ALL I_T NEXUS through this I_T_L nexus, the device entity‘shall:

a) | increment the device entity key instance counter associated with this |_T_E*nexus;
b) [ perform the actions specified in 4.2.22.6 for when a Set Data Encryption page with a logic@l block
encryption scope of ALL I_T NEXUS is received; and
c) | set the logical block encryption parameters key instance counterto the value of the device erftity key
instance counter associated with this |_T_L nexus.

Table 15 specifies the values assigned to the |_T_L nexus data_encryption information when a pgwer on
conditign occurs.

Table 15 — Default I_T_L nexus logical ‘block encryption information

Parameter Value when a
power on
condition

occurs
ITL_scope PUBLIC
[Tl «lock Zero
ITE lock_key_instance_cnt Zero
ITL_encryption_UA_reg Zero

The ITL_encryption_WA reg is a state variable that indicates if the device server shall establish unit aftention
conditipns related)te logical block encryption status for this |_T_L nexus. The device server shall set
ITL_engryption (UA reg to one for this |_T_L nexus if the device server processes a:

a) [ SECURITY PROTOCOL IN command specifying the Tape Data Encryption protocol throygh this

I~ L nexus:; or

b) SECURITY PROTOCOL OUT command specifying the Tape Data Encryption protocol through this
|_T_L nexus.

The device server shall set ITL_encryption_UA _reg to zero for an |_T_L nexus if an |_T nexus loss occurs for
that |_T_L nexus. The device server shall set ITL_encryption_UA_reg to zero for all |_T_L nexus if the device
server processes a logical unit reset.

4.2.22.14 Logical block encryption parameters

A device server that supports logical block encryption shall have the ability to save the following information in
the device entity as a set of logical block encryption parameters associated with the logical block encryption
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scope, and if the logical block encryption scope is LOCAL, then also to the |_T_L nexus through which the
command is received when a Set Data Encryption page is processed:

a) for SCSI transport protocols where SCSI initiator device port names are required, the SCSI initiator

device port name; otherwise, the SCSI initiator device port identifier;
b) indication of the SCSI target port through which the logical block encryption parameters were estab-
lished,;

c) logical block encryption scope;

d) encryption mode;

e) decryption mode;

f) _logical block encryption key:

0) | supplemental decryption keys where supported;

h) [algorithm index;

i) |logical block encryption parameters key instance counter;

i) | CKOD;

k) [ CKORL;

) [CKORP;

m) [ U-KAD;

n) | A-KAD;

0) | M-KAD;

p) | nonce;

g) | raw decryption mode disable where supported; and

r) | check external encryption mode where supported.
A devide entity may release a previously established set of logical block encryption parameters when a Set
Data Epcryption page is processed and there are not enougfisunused resources available. The mdthod of
choosing which set of logical block encryption parametersto‘release is vendor specific. If the devicg entity

does rglease a previously established set of logical block encryption parameters to free the resou
device perver shall establish a unit attention condition*fofr every affected |_T_L nexus (see 4.2.22.6) t
its regigtered for logical block encryption unit attention's state set to one (see 4.2.22.13). A device enti

ce, the
hat has
y is not

requir
encryp

When
paramse

to have separate resources to store logical block encryption parameters for every logical block
ion scope that is supported.

esources to save a set of logical block encryption parameters are released, the value ¢f each
ter in the set of logical block etcryption parameters shall be set to a vendor-specific value.

When @ power on condition occurs the logical block encryption parameters shall be set to vendor-gpecific

values.

A devide server that supports logical block encryption shall support a logical block encryption scope Yalue of
ALL |_T NEXUS and.the device entity shall have resources to save one set of logical block encryption|param-
eters wjth this logicalblock encryption scope.

If the d
resourd

bvice server supports an logical block encryption scope value of LOCAL, the device entity shall have
estosave one or more sets of logical block encryption parameters with this logical block engryption

scope.

The logical block encryption parameters that shall be used for an I_T_L nexus shall be established by the
following order of precedence:

a) if the ITL _scope for the I|_T_L nexus is set to LOCAL or ALL I_T NEXUS (see 4.2.22.13), the logical
block encryption parameters set by the last Set Data Encryption page processed through that |_T L
nexus; or

b) ifthe ITL _scope for the |_T_L nexus is set to PUBLIC:

1) the logical block encryption parameters that have been saved by the device entity with a logical
block encryption scope of ALL |_T NEXUS if any logical block encryption parameters have been
saved with this logical block encryption scope; or

2) the default logical block encryption parameters.
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4.2.22.15 Effects of reservation loss on logical block encryption parameters

4.2.22.15.1 Effects of reservation loss on logical block encryption parameters overview

The cKORL bit (see table 144) specifies that logical block encryption parameters are cleared on a reservation
loss (see 3.1.57). This subclause describes the effects of reservation loss on the different scopes of logical

block encryption parameters.

4.2.22.15.2 Effects of reservation loss on logical block encryption parameters with a logical block
encryption scope of LOCAL

If a resgrvation loss occurs and a device entity has a saved set of logical block encryption parameters with a
logical plock encryption scope set to LOCAL and the CKORL bit set to one, then the resources for'thgt set of
logical plock encryption parameters shall be released. Any set of logical block encryption parameter$ with a
logical plock encryption scope of LOCAL that does not have the CKORL bit set to one shallnat be affected by
the resgrvation loss.

When dinit attention conditions have been established and resources for the set of loegical block engryption
paramgters have been released, the ITL_scope value for the affected |_T_L nexus’shall be set to PUBLIC.

If a resgrvation loss occurs and a device entity has a saved set of logical Block encryption parameterg with a
logical plock encryption scope set to LOCAL and the CKORL bit set to zeto; then the logical block engryption
paramdters shall not be affected unless the reservation loss occurred@s-the result of a reservation pregmpt. If
the resgrvation loss occurred as the result of a reservation preempt; then the behavior shall be as spetified in
4.2.22.16.2.

4.2.22.15.3 Effects of reservation loss on logical block€ncryption parameters with a logical block
encrypftion scope of ALL I_T NEXUS

If a resgrvation loss occurs and a device entity has.a’saved set of logical block encryption parameter$ with a
logical plock encryption scope set to ALL |_T NEXUS and the CKORL bit set to one, then the resourceg for the
set of Ipgical block encryption parameters with*a logical block encryption scope of ALL |_T NEXUS shall be
released.

When dinit attention conditions havexbeen established and resources for the set of logical block engryption
paramgters have been released, the¥TL_scope value for all affected |_T_L nexus shall be set to PUBLIC.

If a resprvation loss occurs and device entity has a saved set of logical block encryption parameters with a
logical plock encryption stope set to ALL I_T NEXUS and the CKORL bit set to zero, then the logicgl block
encrypfion parameters shall not be affected unless the reservation loss occurred as the result of a resgrvation
preempqt. If the reservation loss occurred as the result of a reservation preempt, then the behavior shdll be as
specifigd in 4.2.22.16.3.

4.2.22.16 Effects of reservation preempt on logical block encryption parameters

4.2.22.

The CKORP bit (see table 144) specifies that logical block encryption parameters are cleared on a reservation
preempt. This subclause describes the effects of reservation preempt on the different scopes of logical block
encryption parameters.

4.2.22.16.2 Effects of reservation preempt on logical block encryption parameters with a logical block
encryption scope of LOCAL

If a reservation preempt occurs and a device entity has a saved set of logical block encryption parameters
with a logical block encryption scope set to LOCAL and the CKORP bit set to one, then the resources for that
set of logical block encryption parameters shall be released. Any set of logical block encryption parameters
with a logical block encryption scope of LOCAL that does not have the CKORP bit set to one shall not be
effected by the reservation preempt.
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When unit attention conditions have been established and resources for the set of logical block encryption
parameters have been released, the ITL_scope value for the affected |_T_L nexus shall be set to PUBLIC.

If a reservation preempt occurs and a device entity has a saved set of logical block encryption parameters
with a logical block encryption scope set to LOCAL and the CKORP bit set to zero, then the logical block
encryption parameters shall not be affected unless the reservation preempt causes a reservation loss. If the
reservation preempt causes a reservation loss, then the behavior shall be as specified in 4.2.22.15.2.

4.2.22.16.3 Effects of reservation preempt on logical block encryption parameters with a logical block
encryption scope of ALL I_T NEXUS

If a resprvation preempt associated with the |_T_L nexus through which the logical block encryption [param-
eters were set occurs or a reservation preempt associated with an |_T_L nexus that has an L\ stope of
PUBLIC occurs, and a device entity has a saved set of logical block encryption parameters with a'togicpl block
encrypfion scope set to ALL I_T NEXUS and the CKORP bit set to one, then the resources.used for thp set of
logical|block encryption parameters with a logical block encryption scope of ALL IT-NEXUS dhall be
released.

When (init attention conditions have been established and resources for the set\o6f logical block engryption
paramgters have been released, the ITL_scope value for all affected |_T_L nexus shall be set to PUBLIC.

If a resprvation preempt occurs and a device entity has a saved set of-agical block encryption pargmeters
with a logical block encryption scope setto ALL |_T NEXUS and the .CKORP bit set to zero, then the logical
block encryption parameters shall not be affected unless the reservation preempt causes a reservatior] loss. If
the reservation preempt causes a reservation loss then the behavior shall be as specified in 4.2.22.15|3.

4.2.23 External data encryption control
4.2.23.1 External data encryption control overview

A devig¢e entity that supports logical block encryption may support external data encryption control and
providg the ability for an entity that is not, part of the device server to configure logical block endryption
capabiljties or logical block encryption parameters using an interface not specified by this standard (g.g., an
ADC dgvice server or a management intérface).

4.2.23.2 External data encryption:control of data encryption capabilities
4.2.23.2.1 External data encryption control of data encryption capabilities overview

If the device entity has @ saved set of data encryption parameters associated with this device server gr has a
volumg mounted, then'the device entity shall not allow external data encryption control of logical block
encryption capabilities (see 4.2.22.7). If the device entity does not have a set of logical block engryption
parameters associated with this device server and does not have a volume mounted, then exterrjal data
encryption control may be used to change the logical block encryption capabilities.

The delvice—entity-shall-rotallow-exterral-data—encrypton-centrelHeo-change-thelegical-bleck-eneryption
capabilities (e.g., change the logical block encryption parameters control policy, see ADC-3) if the device
entity has a saved set of logical block encryption parameters associated with this device server, or:

a) has a volume mounted; and
b) has a primary port enabled (see ADC-3).

The device entity should allow external data encryption control to change the logical block encryption capabil-
ities if the device entity does not have a saved set of logical block encryption parameters associated with this
device server, and:

a) does not have a volume mounted; or
b) has no primary ports enabled.
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If external data encryption control is used to change any of the logical block encryption capabilities of the
device entity, then the device server shall establish a unit attention condition with the additional sense code of
DATA ENCRYPTION CAPABILITIES CHANGED for all |_T nexus that have their registered for logical block
encryption unit attentions state set to one (see 4.2.22.13).

4.2.23.2.2 External data encryption control detection
The SECURITY PROTOCOL IN command specifying the Tape Data Encryption security protocol and the

Data Encryption Capabilities page may be used to determine whether the device server supports external
data encryption control.

The SECURITY PROTOCOL IN command specifying the Tape Data Encryption security protocol tnd the
Data Epcryption Status page may be used to determine which device server has control of thedogicql block
encrypfion parameters and whether external data encryption control has been used to establish-or change a
set of lpgical block encryption parameters.

4.2.23.2.3 External data encryption control of encryption algorithm support

External data encryption control may be used to change the device server engryption algorithm sugport by
configufing the device entity to:

a) | disable a supported logical block encryption algorithm; or
b) [ prevent device server control of logical block encryption parameters.

If a supported encryption algorithm has been disabled, then:

a) | the device entity shall not accept logical block encryption parameters specifying that algorithn; and
b) | the device server shall:
A) not report the disabled logical block encryption algorithm in the Data Encryption Cappbilities
page; or
B) report the disabled logical block encryption algorithm in the Data Encryption Capabilitigs page
with the DECRYPT_C field set to ng;capability and the ENCRYPT_c field set to no capability.

If external data encryption control has. been used to configure the device entity to prevent device server
control|of logical block encryption patameters (e.g., an ADC device server logical block encryption |param-
eters control policy is set to ADC exclusive (see ADC-3), then the device server shall:

a) |terminate a SECURITY PROTOCOL OUT command that attempts to establish or clear a set of logical
block encryptionparameters with CHECK CONDITION status, with the sense key set to ILLEGAL
REQUEST, and)the additional sense code set to DATA ENCRYPTION CONFIGURJATION
PREVENTED;and
b) | set the CEG~C (see 8.5.2.4) field in the Data Encryption Capabilities page to 10b (i.e., the devide entity
is configured to not allow this device server to establish or change logical block encryption Jparam-
eters),and:

capable with external control.

NOTE 10 - The SECURITY PROTOCOL IN command specifying the Tape Data Encryption security protocol
and the Data Encryption Status page may be used to determine whether external data encryption control has
been used to provide a set of logical block encryption parameters.

4.2.23.3 External data encryption control of logical block encryption parameters
4.2.23.3.1 External data encryption control of logical block encryption parameters overview
External data encryption control may be used to control logical block encryption parameters by using:

a) a logical block encryption parameters request policy to set a logical block encryption parameters
request indicator to TRUE;
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b) a logical block encryption parameters period to determine how long to wait for the logical block

c)

encryption parameters request indicator to be set to FALSE; and

the set of logical block encryption parameters that have been set in the device entity.

A device entity that supports external data encryption control shall contain a logical block encryption param-
eters request policy (see 4.2.23.3.2) and a set of logical block encryption parameters request indicators (see
4.2.23.3.3).

4.2.23.3.2 Logical block encryption parameters request policy

The logi

of logic
encryp
reques

Extern
(see ta
indicatg
be set

The log

ical block encryption parameters for encryption request policies are ‘specified in table 16.

Table 16 — Logical block encryption parameters forcencryption request policies

policy and a logical block encryption parameters for decryption request policy.

| data encryption control sets the logical block encryption parameters for encryption request policy
le 16) and the logical block encryption parameters for decryption request policy (see tablg 17) to

0 TRUE (see 4.2.23.3.3). If external data encryption control is not being used, then the logical block
encrypfion parameters request policies shall be set to defaults.

Poficy Description
No logigal block | The device entity shall not set the logical'lock encryption parameters for encryption request
encryption indicator to TRUE.
parameter
regliests

Request logical
block efcryption

para

heters

every reposition

The device entity shall set thelogical block encryption parameters for encryption refuest

indicator to TRUE when the device server processes the first:

a)
b)

WRITE(6) command;
WRITE(16).command,;

WRITE-FILEMARKS(6)2 command with a non-zero FILEMARK COUNT field; of
WRITE FILEMARKS(16)? command with a non-zero FILEMARK COUNT field;

an ERASE(6) command,;

an ERASE(16) command,;

a FORMAT MEDIUM command;
a LOCATE(10) command;

a LOCATE(16) command;

a LOAD UNLOAD command;

a REWIND command;

a READ{(G) command;,

a READ(16) command,;

a READ REVERSE(6) command;
a READ REVERSE(16) command;
a VERIFY(6) command;

a VERIFY(16) command;

a SPACE(6) command; or

a SPACE(16) command.
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Table 16 — Logical block encryption parameters for encryption request policies (Continued)

Pol

icy

Description

Request logical
block encryption
parameters
when not set

The device entity shall set the logical block encryption parameters for encryption request
indicator to TRUE before accepting any data into the buffer or adding any filemarks to the
buffer if in buffered mode or to the medium if in unbuffered mode, when the device server

processes the first:

a) WRITE(6) command;
b) WRITE(16) command;
c) WRITE FILEMARKS(6)2 command with a non-zero FILEMARK COUNT field; or
d) WRITE FILEMARKS(16)2 command with a non-zero FILEMARK COUNT field;
after:
a) there is not an established set of logical block encryption parameters;|or
b) an event that causes the logical block decryption parameters requést indicator to be
set to TRUE (see table 17).

a) The WRITE FILEMARKS command is included in the list of commands that ‘eause the logital block
g@ncryption parameters for encryption request indicator to be set to TRUE to.prevent an application client
from writing a filemark as part of a new operation (e.g., a backup operation starting with 4 WRITE
FILEMARKS command and followed by a series of WRITE commands) when the operatipn is not
quccessful due to a failure to retrieve a set of logical block encryption‘parameters.

The lodical block encryption parameters for decryption request policies are specified in table 17.
Table 17 — Logical block encryption parameters for decryption request policies
Policy Description
No logigal block | The device entity shall not set the logical block encryption parameters for decryption request
decryption indicator to TRUE.
parameter
reqliests
Request logical | The device entity shall set the logical block encryption parameters for decryption reguest
block decryption | indicator to TRUE when'the device entity detects that the current set of logical blocl] encryp-
parameters as | tion parameters is-not correct for a logical block being processed as a result of procgssing a:
negded a) READ(6).command;
b) READ(16) command,;
¢) READ REVERSE(6) command,
d)_(READ REVERSE(16) command;
e)._RECOVER BUFFERED DATA command,;
f)° VERIFY(6) command with the BYTCMP bit set to one; or
g) VERIFY(16) command with the BYTCMP bit set to one.
The lodical block encryption parameters for encryption request policy and the logical block encryption|param-
eters fgr-d€eryption request policy settings shall be set to defaults upon:

a) a hard reset condition; or
b) other vendor specific events.

4.2.23.3.3 Logical block encryption parameters request indicators

The logical block encryption parameters request indicators indicate when the device entity requires a set of
logical block encryption parameters from an entity using external data encryption control. The logical block
encryption parameters request indicators shall contain a logical block encryption parameters for encryption
request indicator and a logical block encryption parameters for a decryption request indicator.
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The logical block encryption parameters for encryption request indicator settings are specified in table 18.

Table 18 — Logical block encryption parameters for encryption request indicator settings

Setting Description

TRUE The device entity is waiting for the logical block encryption parameters for encryption
request indicator to be set to FALSE (e.g., an ADC device server processes a SECURITY
PROTOCOL OUT command with a DATA ENCRYPTION PARAMETERS COMPLETE page
and the clear encryption parameters request (CEPR) bit set to one, see ADC-3) before con-
tinuing to process the task in the enabled task state.

FALSE The device entity is not waiting for the logical block encryption parameters for encryption
request indicator to be set to FALSE before continuing to process the task in the.enalled
task state. This is the default setting for the logical block encryption parameters for erjcryp-
tion request indicator.

The deyvice entity shall not change the logical position while the logical block encfyption parameters for

encryption request indicator is set to TRUE.

When the logical block encryption parameters for encryption request indicator Is set to FALSE, the|device

server shall resume processing of the command that caused the logical block encryption parameters for

encryption request indicator to be set to TRUE.

The lodical block encryption parameters for decryption request indicator settings are specified in table|19.
Table 19 — Logical block encryption parameters faoridecryption request indicator setting$

Setting Description

TRUE The device entity is waiting for the lpgical block encryption parameters for decryption
request indicator to be set to FALSE(e.g., an ADC device server processes a SECURITY
PROTOCOL OUT command with a DATA ENCRYPTION PARAMETERS COMPLETH page
and the clear encryption parameters request (CEPR) bit set to one, see ADC-3) beford con-
tinuing to process the task'in the enabled task state.

FALSE The device entity is not waiting for the logical block encryption parameters for decryplion
request indicator to‘be set to FALSE before continuing to process the task in the enalled
task state. This is the default setting for the logical block encryption parameters for dgcryp-
tion requestdndicator.

The deyvice entity shall'not change the logical position while the logical block encryption parame
decryption request indicator is set to TRUE.

When the logical block encryption parameters for decryption request indicator is set to FALSE, the
server shall-resume processing of the command that caused the logical block encryption parame
decrypllion regquest indicator to be set to TRUE.

ters for

device
ters for

The logical block encryption parameters for encryption request indicator and the logical block encryption
parameters for decryption request indicator shall be set to defaults:

a) on a hard reset condition;

b) when a volume is demounted,;

c) after a logical block encryption parameters request period timeout (see 4.2.23.3.4); or
d) after successfully processing a task management request that terminates processing of the task.

When the logical block encryption parameters for decryption request indicator is set to FALSE or the logical
block encryption parameters for encryption request indicator is set to FALSE, then the logical block encryption
period timer shall be set to zero.
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4.2.23.3.4 Logical block encryption parameters period settings

The log
a)
b)
c)

The lo

ical block encryption parameters period settings contain values that:

determine how long the device entity waits for the logical block encryption parameters request
indicator to be set to FALSE;

track how long the device entity has waited for a set of logical block encryption parameters after a
logical block encryption parameters request indicator has been set to TRUE; and

indicate when the time to wait for a set of logical block encryption parameters period has expired.

ical block encryption parameters period settings (see 4.2.4) shall contain;

a)
b)
c)

The log
the dev

a)

b)

The log

a)
b)

The log

a)
b)

The va

If the lo

a logical block encryption parameters period time;
a logical block encryption period timer; and
a logical block encryption parameters period expired indicator.

ical block encryption parameters period time shall contain a value indicating,the amount of time that
ice entity shall wait for a set of logical block encryption parameters when:

the logical block encryption parameters for encryption request indicator (see 4.2.23.3.3) i§ set to
TRUE; or
the logical block encryption parameters for decryption request.indicator (see 4.2.23.3.3) i§ set to
TRUE.

ical block encryption period timer shall contain the time since:

the logical block encryption parameters for encryptionrequest indicator was set to TRUE; or
the logical block encryption parameters for decryption request indicator was set to TRUE.

ical block encryption period timer shall be set‘to zero when:

the logical block encryption parametersfor encryption request indicator is set to FALSE; or
the logical block encryption parameters for decryption request indicator is set to FALSE.

ues of the logical block encryption period timer expired indicator are specified in table 20.

Table 20 — L'ogical block encryption period timer expired indicator

Setting Description

TRUE The logical block encryption period timer has expired.

FALSE The logical block encryption period timer has not expired.

gicalblock encryption period timer reaches the logical block encryption period time, then the:

a)

Inginnl block nnnrypfinn pnrinri timer nypirnd ndicatorshall be set to TR JE;

b)
c)
d)

logical block encryption parameters for encryption request indicator shall be set to FALSE;

logical block encryption parameters for decryption request indicator shall be set to FALSE; and

the device server shall terminate the command that caused a request indicator to be set to TRUE with
CHECK CONDITION status, the sense key set to DATA PROTECT, and the additional sense code set
to EXTERNAL DATA ENCRYPTION CONTROL TIMEOUT.

4.2.23.4 Exclusive control of logical block encryption parameters by external data encryption control

An enti

ty outside the scope of this standard may configure the device entity for exclusive control of logical

block encryption using external data encryption control. If control of logical block encryption parameters by
this device server has been prevented by external data encryption control and the device server returns a

Data E
100b.

ncryption Status page (see 8.5.2.7), then the PARAMETERS CONTROL field shall be set to 011b or
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4.2.23.5 External data encryption control error conditions

If external data encryption control is being used to control the logical block encryption parameters and the
external data encryption control logical block encryption parameters lookup process returns an error, then the
device server shall terminate the command that initiated the logical block encryption parameters lookup
process with CHECK CONDITION status, with the sense key set to logical block PROTECT, and the
additional sense code set to the value of the external data encryption control additional sense code in the
device entity, or to EXTERNAL DATA ENCRYPTION CONTROL ERROR if the external data encryption
control additional sense code is set to NO ADDITIONAL SENSE INFORMATION.

An application client may use the DTD Status log page to get information about the error that occurred (see
ADC-3].

4.2.24 Logical block encryption key protection
4.2.24.1 Logical block encryption key protection overview

A SCS] device that supports logical block encryption should protect logical block encryption keys from
disclosyre. The probability of logical block encryption key disclosure may be reducéd by several counfermea-
sures (€.9., key wrapping and/or securing the channel used to transmit the logical block encryption key).

4.2.24.2 Logical block encryption key protection using security assegciations

A seculity association (SA) (see SPC-4) may be used to protect logical block encryption keys and asdqociated
logical plock encryption parameters from disclosure and modification. A device server that supports S;As as a
way to |protect logical block encryption keys may require that\all logical block encryption key operatjons be
protected using an SA.

4.2.24.8 Key wrapping using public key cryptography

A devide server that supports public key cryptography for key wrapping, shall have a secret private kely and a
public Key. The public key is used for wrapping key material sent to the device server. The private key|is used
by the Hevice server to unwrap the logical\block encryption keys that it receives. The entity wrapging the
logical block encryption key is assured that only the device server that knows the private key corresponding to
this pubplic key is able to unwrap the legical block encryption key.

Verifyir]g the key wrapper’s signature allows a device server that supports public key cryptography|for key
wrapping to ensure the authenticity of the wrapped key. The key wrapping entity’s secret private key is jused to
sign the wrapped key. The'key signing entity’s public key is used by the device server to verify the signature.

A devide server that supports signature verification shall store the key wrappers public keys in an authori-
zation White list. To’prevent an attacker from having the ability to send a wrapped key, the device server shall

The method of adding signature verification public keys to the authorization white list is outside the scope of
this standard.

4.2.25 Appending data to a volume containing encrypted logical blocks

A volume contains no encrypted logical blocks, all encrypted logical blocks, or a mixture of encrypted logical
blocks and unencrypted logical blocks.

A device server that supports encryption should be capable of determining when a mounted volume contains
an encrypted logical block. The device server reports its capability of determining if a volume contains an
encrypted logical block using the VCELB_c bit in the logical block encryption algorithm descriptor (see 8.5.2.4).
If the device server is capable of determining whether a mounted volume contains an encrypted logical block,
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it should support a value of one in the vCELBRE bit of the Device Configuration Extension mode page (see

8.3.8).

The device server shall terminate a command with CHECK CONDITION status, with the sense key set to
DATA PROTECT, and the additional sense code set to ENCRYPTION PARAMETERS NOT USEABLE if the
following are true:

a) the VCELBRE bit in the Device Configuration Extension mode page (see 8.3.8) is set to one;
b) the vcELB bit in the Data Encryption status page (see 8.5.2.7) is set to one;
c) the encryption mode of the set of logical block encryption parameters in use by the |_T_L nexus on
which the command arrived is set to DISABLE;
d) | the logical object identifier does not equal zero; and
e) | the command is a:
A) WRITE(6);
B) WRITE(16);
C) WRITE FILEMARKS(6); or
D) WRITE FILEMARKS(16).
4.2.26 Belf-test operations
The lodical position following the completion of a self-test (see SPC-4) is nor specified by this standardl.
4.2.27 Capability-based command (CbCS) security
4.2.27.1 Capability-based command security overview
CbCS (see SPC-4) is a credential-based system that manages access to a logical unit or a volume.
4.2.27.2 Association between commands and pernfission bits
Table 211 specifies the permissions required in the"PERMISSIONS BIT MASK field in the capability descrigtor of a
CbCS extension descriptor (see SPC-4) for each SCSI command specified in this standard. The pernjissions
listed in table 21 are specified in SPC-4.This standard does not define any permissions specifig to the
sequential-access device type.
Table 21 — Association between commands and CbCS permissions
Requested Cammand Permissions?
DATA DATA PARM PARM PHY ACC
READ WRITE READ WRITE
ERASE(6) 1
ERASE(16) 1
FORMAT MEDIUM 1 1
LOAD UNLOAD 1
LOCATE(10) 1
LOCATE(16) 1
PREVENT ALLOW MEDIUM REMOVAL 1
READ(6) 1
a) A device server shall only process a command shown in this table as specified by the cDB field of an
extended CDB (see SPC-4) that contains a CbCS capability descriptor when all of the bits marked
with a 1 in the row for that command are set to one in the PERMISSIONS BIT MASK field in that
descriptor. The permissions bits represented by the empty cells in a row are ignored. If a device
server receives a command specified by the cDs field of an extended CDB that does not contain the
CbCS capability descriptor with all of the bits set to one as defined in this table, then the device
server shall terminate the command with CHECK CONDITION status with the sense key set to
ILLEGAL REQUEST and the additional sense code set to INVALID FIELD IN PARAMETER LIST.
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Table 21 — Association between commands and CbCS permissions (Continued)

Requested Command Permissions?

DATA DATA PARM PARM PHY ACC
READ WRITE READ WRITE

READ(16) 1

READ BLOCK LIMITS 1

READ POSITION

REA REVERSE(G)

READ REVERSE(16)

PR H |-

RECOQVER BUFFERED DATA

REPQRT DENSITY SUPPORT 1

REW|ND 1

SET CAPACITY 1 1

SPAGE(6)

SPACE(16)

VERIFY(6)

PR Rk

VERIFY(16)

WRIT|E(6)

1
WRITIE(16) 1
WRITE FILEMARKS(6) 1

WRIT|E FILEMARKS(16) 1

a) A fevice server shall only process a command shown in this table as specified by the cpB field of pn
extended CDB (see SPC-4) that contaiis’a CbCS capability descriptor when all of the bits marked
with a 1 in the row for that command are set to one in the PERMISSIONS BIT MASK field in that
dgscriptor. The permissions bits represented by the empty cells in a row are ignored. If a device
selrver receives a command specified by the cDs field of an extended CDB that does not contain the
ChCS capability descriptorwith all of the bits set to one as defined in this table, then the device
sarver shall terminate the command with CHECK CONDITION status with the sense key set|to
ILLEGAL REQUEST and‘the additional sense code set to INVALID FIELD IN PARAMETER LIST]
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5 Explicit address command descriptions for sequential-access devices

5.1 Summary of commands for explicit address mode

The explicit address command set for sequential-access devices shall be as shown in table 22. Commands
specified as mandatory in table 22 shall be implemented if the explicit address command set is supported.

Refer to table 14 for a description of reservations.

The following operation codes are vendor specific: 02h, 06h, 07h, 09h, 0Ch, 0Dh, and OEh.
Table 22 — Explicit address command set for sequential-access devices
Command Name Type | Operation | Synchronize | Command | Reference
code? operation type
required?
ACCES$ CONTROL IN o] 86h No G $PC-4
ACCES$ CONTROL OUT o] 87h NO G $PC-4
CHANGE ALIASES O A4h/OBh® No G $PC-4
ERASE(|16) M 93h Yes W-E 5.2
EXTENIDED COPY 0 83h No W or RP $PC-4
FORMAT MEDIUM @] 04h No W 7.1
INQUIRY M 12h No G-A $PC-4
LOAD UNLOAD O 1Bh Yes G 7.2
LOCATH(16) M 92h Yes G-E 7.3
LOG SHLECT 0] 4Ch No G $PC-4
LOG SENSE 0] 4Dh No G-A $PC-4
MANAGEMENT PROTOCOL IN (@] A3h/10h¢ No G $PC-4
MANAGEMENT PROTOCOL OUT O | A4h/10hC Nod Ge $PC-4
MODE SELECT(10) o] 55h Yes? W or RP $PC-4
MODE SELECT(6) M 15h Yes? W or RP $PC-4
MODE SENSE(10) o] 5Ah No G $PC-4
Key: M =[Command implementation is mandatory.
O =|Command implementation is optional.
R =[Read type command.

W ="Write type command.

G = Generic type command.

E = Explicit command.

A = Allowed command while in write capable state.

a) Referto 4.2.11.

b) This command has some specific actions that fall under write type commands and some that fall into read
type commands.

¢) This command is defined by a combination of operation code and service action. The operation code
value is shown preceding the slash and the service action value is shown after the slash.

d) Some vendor MANAGEMENT PROTOCOL OUT commands may require a syncronize operation.

e) Some vendor MANAGEMENT PROTOCOL OUT commands may be a read type or write type command.

f) The following operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h, B4h, B8h.

g) A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The summary
includes information about obsolete commands.
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Table 22 — Explicit address command set for sequential-access devices (Continued)

Command Name Type | Operation | Synchronize | Command | Reference
code? operation type
required?
MODE SENSE(6) M 1Ah No G SPC-4
PERSISTENT RESERVE IN M 5Eh No G SPC-4
PERSISTENT RESERVE OUT M 5Fh No G SPC-4
PREVENT ALLOW MEDIUM REMOVAL 0 1Eh No G-A 7.4
READ ATTRIBUTE O 8Ch No G $PC-4
READ BLOCK LIMITS M 05h No G-A 7.5
READ BIUFFER O 3Ch Yes G $PC-4
READ PIOSITION M 34h No G-A 7.6
READ REVERSE(16) 0] 81h Yes R-E 5.4
READ(1pB) M 88h Yes R-E 5.3
RECEIVE COPY RESULTS o] 84h No G $PC-4
RECEIVE DIAGNOSTIC RESULTS o] 1Ch No G $PC-4
RECOVER BUFFERED DATA o] 14h May R 7.7
REPORJ ALIASES O | A3h/OBhE No G $PC-4
REPORT DENSITY SUPPORT M 44h No G-A 7.8
REPORT IDENTIFYING INFORMATION @) A3h/05hC No G $PC-4
REPORT LUNS M AOh No G-A $PC-4
REPORT PRIORITY Q] A3h/OEh® No G $PC-4
REPORT SUPPORTED OPERATION CODES @) A3h/0ChC No G $PC-4
REPORT SUPPORTED TASK @) A3h/0DhC No G $PC-4
MANAGEMENT FUNCTIONS
REPORT TARGET PORT GROURS @) A3h/0AhC No G $PC-4
REPORT TIMESTAMP M A3h/OFNC No G $PC-4
REQUEBT SENSE M 03h No G $PC-4
REWIND M 01h Yes G 7.9
SECURITY PROTOCOL IN O A2h No G $PC-4
Key: M =|Comimand implementation is mandatory.
O =|CGommand implementation is optional.

R = Read type command.

W = Write type command.

G = Generic type command.

E = Explicit command.

A = Allowed command while in write capable state.

a) Referto 4.2.11.

b) This command has some specific actions that fall under write type commands and some that fall into read
type commands.

¢) This command is defined by a combination of operation code and service action. The operation code
value is shown preceding the slash and the service action value is shown after the slash.

d) Some vendor MANAGEMENT PROTOCOL OUT commands may require a syncronize operation.

e) Some vendor MANAGEMENT PROTOCOL OUT commands may be a read type or write type command.

f) The following operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h, B4h, B8h.

g) A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The summary
includes information about obsolete commands.
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Table 22 — Explicit address command set for sequential-access devices (Continued)

Command Name Type | Operation | Synchronize | Command | Reference
code? operation type
required?
SECURITY PROTOCOL OUT o] B5h No G SPC-4
SEND DIAGNOSTIC M 1Dh Yes? W or RP SPC-4
SET CAPACITY O 0Bh May W 7.10
SET IDENTIEYING INFORMATION O | aanioghS No G PC-4
SET PR|ORITY o] A4h/OEh® No G $PC-4
SET TARGET PORT GROUPS o] A4h/OAhC No G $PC-4
SET TIMESTAMP M A4h/OFRC No G $PC-4
SPACE([L6) o] 91h May G-E 7.11
TEST UNIT READY M 00h No G $PC-4
VERIFY([16) O 8Fh Yes R-E 55
WRITE ATTRIBUTE @] 8Dh No G $PC-4
WRITE BUFFER 0 3Bh Yes? G $PC-4
WRITE FILEMARKS(16) M 80h May W-E 5.7
WRITE(L6) M 8Ah No W-E 5.6
Obsoletgf
Reserved all others
Key: M =[Command implementation is mandatory.
O =|Command implementation is optional.
R =|Read type command.
W =|Write type command.
G =|Generic type command.
E = Explicit command.
A = Allowed command while in_ivrite capable state.
a) Refefto 4.2.11.
b) This fommand has some specific actions that fall under write type commands and some that fall intd read
type pommands.
¢) This command istdefined by a combination of operation code and service action. The operation |code
valug is shown-pfeceding the slash and the service action value is shown after the slash.
d) Some vendor MANAGEMENT PROTOCOL OUT commands may require a syncronize operation.
e) Some vendor MANAGEMENT PROTOCOL OUT commands may be a read type or write type command.
f) The fpollewing operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h, B4h,|B8h.
g) A compiete Summmary of Operation Codes 1S avaitapte at http/fwww. tIoorgAists/ 2op- T T esummary

includes information about obsolete commands.
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5.2 ERASE(16) command

The ERASE(16) command (see table 23) causes part or all of the volume to be erased beginning at the logical
object identifier and partition specified in the command descriptor block. Prior to performing the erase
operation, the device server shall perform a synchronize operation (see 4.2.11).

Table 23 — ERASE(16) command

Bit 7 6 5 4 3 2 1 0

Byte

0 OPERATION CODE (93h)

1 Reserved FCS LCS IMMED | ONG

2 Reserved METHOD Reserved SMD VCM

3 PARTITION

4 (MSB)

5

6

7

s LOGICAL OBJECT IDENTIFIER

9

10

11 LSB)

12 Reserved

13 Reserved

14 Reserved

15 CONTROL
A first gommand in sequence (Fcs) bit-of one specifies this command is the first command in a tagged write
sequence. An FCs bit of zero specifies this command is not the first command in a tagged write sequece.
A last gommand in sequencé\(LCS) bit of one specifies this command is the last command in a tagged write
sequenice. An LCs bit of zero*specifies this command is not the last command in a tagged write sequence.
An immediate (IMMED)bit of zero specifies the device server shall not return status until the erase operation
has completed. Interpretation of an IMMED bit of one depends on the value of the LONG bit, see[below.
However, for all values of the LONG bit, if CHECK CONDITION status is returned for an ERASE(16) command
with an|IMMED; bit of one, the erase operation shall not be performed.
AppIIC tl\.ln \.::IUI |to ohuu:d QCt thC ”V‘II"V:ED blt OCt t\.l LCTTU t\.l UUQI Al ItCC thU UPUIQ:;UII hao \.’UIII'JIUth ouuuuSSfU”y

when setting the METHOD field to 10b. When the METHOD field is set to 10b, the duration of the processing may
be extended (i.e., may be longer than just setting the LONG bit to one).

A LONG bit of one specifies all remaining medium shall be erased beginning at the specified logical object
identifier and partition shall be erased using the method specified by the METHOD field value (see table 24). If
the format on the medium specifies a recorded indication of EOD (see 3.1.19), the erase operation shall
establish an EOD indication at the specified location as part of the erase operation. If the IMMED bit is one, the
device server shall return status as soon as all buffered logical objects have been written to the medium and
the command descriptor block of the ERASE(16) command has been validated. The logical position following
an ERASE(16) command with a LONG bit of one is not specified by this standard.

NOTE 11 - Some logical units may reject an ERASE(16) command if the logical object identifier is not zero.
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A LONG bit of zero specifies the device server shall perform the action specified by the short erase mode field
in the Device Configuration Extension mode page (see 8.3.8) at the logical object identifier and partition
specified in the command. The logical position following a ERASE(16) command with a LONG bit of zero shall
be at the specified logical object identifier and partition. If the IMMED bit is one, the device server shall return
status as soon as the command descriptor block has been validated.

The METHOD field specifies the erase method that shall be used to erase data. Table 24 defines the METHOD
field values. If the LONG bit is set to zero, the METHOD field only applies to data outside the user data area(s).

Table 24 — METHOD field

Cgde | Description

o

Db Vendor specific

o

1b The device server shall erase or over-write the volume with a format-specific_pattern. Ugon
successful processing of the command, the volume may contain fragmentsof data specified
for erasure. The data specified for erasure shall not be recognizable as yalid user data uging
normal volume processing methods.

1Pb The device server shall erase or over-write the volume with a format-specific pattern(s).
Upon successful processing of the command, the volume shall(net contain fragments of]
data specified for erasure.

b Reserved

Z

DTE 12 - The METHOD field set to a value of 10b is intended to support data shredding (e.g., sanitization s
specified in DoD 5220.22-M).

If the security metadata (SMD) bit is set to one, the device Server shall alter the security meta-data stpred on
the volpme with the method specified by the METHOD. field. If the sMD bit is set to zero, the device server
handling of the security meta-data stored on the volume is vendor specific.

If the véndor-specific control metadata (vCM) bitiis set to one, the device server shall alter the vendor-gpecific
control|metadata stored on the volume with:thé method specified by the METHOD field. If the vcM bit is set to
zero, the device server handling of theendor-specific control metadata stored on the volume is|vendor
specifid.

If the Idgical unit encounters early-warning during an ERASE(16) command, and any buffered logical|objects
remain|to be written, the device server action shall be as defined for the early-warning condition of the
WRITH(16) command (se&:5.6). If the LONG bit is zero, the erase operation shall terminate with CHECK
CONDITION status angd-the sense data shall be set as defined for the WRITE(16) command. Any qount of
pending buffered erases-shall not be reported as part of the value returned in the INFORMATION field gr in the
READ POSITION response data.

The PARTITION-and LOGICAL OBJECT IDENTIFIER fields specify the position at which the ERASE(16) command
shall starts[f.the current position does not match the specified LOGICAL OBJECT IDENTIFIER and PARTITION fields,
the device server shall perform a locate operation to the specified logical object identifier and partition|prior to
performing the erase operation. If the locate operation fails, the device server shall return CHECK
CONDITION status and the additional sense code shall be set to LOCATE OPERATION FAILURE. The
logical position is undefined following a locate operation failure with a LONG bit of zero.

See 4.2.6 for a description of the effect of a PEWZ on the completion of the ERASE(16) command.

5.3 READ(16) command

The READ(16) command (see table 25) requests that the device server transfer one or more logical block(s)
to the application client beginning at the logical object identifier and partition specified in the command
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descriptor block. Prior to performing the read operation, the device server shall perform a synchronize
operation (see 4.2.11).

Table 25 — READ(16) command

Bthe it 7 6 5 4 3 2 1 0
0 OPERATION CODE (88h)
1 Reserved SILI FIXED
2 Reserved
3 PARTITION
4 (MSB)
5
6
; LOGICAL OBJECT IDENTIFIER
9
10
11 LSB)
12 (MSB)
13 TRANSFER)LENGTH
14 LSB)
15 CONTROL

The FIXED bit specifies whether fixed-block transfers or variable-block transfers are to be used. Refdr to the
READ BLOCK LIMITS command (see 7.5)for additional information about fixed-block transfdrs and
variable-block transfers.

If the F|XED bit is one, the TRANSFER.LENGTH specifies the number of fixed-length blocks to be transgferred,
using the current block length reported in the mode parameters block descriptor (see SPC-4). If the FIXED bit is
zero, ajvariable-length block is requested with the TRANSFER LENGTH specifying the maximum number ¢f bytes
allocated for the returned legical block.

A successful READ(16).command with a FIXED bit of one shall transfer the requested transfer length tines the
current|block length’in bytes to the application client. A successful READ(16) command with a FIXgD bit of
zero shall transferjthe requested transfer length in bytes to the application client. Upon completion, thq logical
position shall'te after the last logical block transferred (end-of-partition side).

If the slpg

a) report CHECK CONDITION status for an incorrect-length condition only if the overlength condition
exists and the BLOCK LENGTH field in the mode parameter block descriptor is nonzero (see SPC-4); or

b) not report CHECK CONDITION status if the only error is the underlength condition, or if the only error
is the overlength condition and the BLOCK LENGTH field of the mode parameters block descriptor is
zero.

Since the residual information normally provided in the INFORMATION field of the sense data may not be
available when the siLI bit is set to one, other methods for determining the actual block length should be used
(e.g., including length information in the data).

If the sILI bit is one and the FIXED bit is one, the device server shall terminate the command with CHECK
CONDITION status and the sense key shall be set to ILLEGAL REQUEST with an additional sense code of
INVALID FIELD IN CDB.
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If the siLI bit is zero and an incorrect-length logical block is read, CHECK CONDITION status shall be returned
and the ILI and VALID bits shall be set to one in the sense data with an additional sense code of NO
ADDITIONAL SENSE INFORMATION. Upon termination, the logical position shall be after the
incorrect-length logical block (i.e., end-of-partition side). If the FIXED bit is one, the INFORMATION field shall be
set to the requested transfer length minus the actual number of logical blocks read, not including the
incorrect-length logical block. If the FIXED bit is zero, the INFORMATION field shall be set to the requested
transfer length minus the actual logical block length. Logical units that do not support negative values shall set
the INFORMATION field to zero if the overlength condition exists.

NOTE 13 - In the above case with the FIXED bit of one, only the position of the incorrect-length logical block
may be determined from the sense data. The actual length of the incorrect logical block is not reported. Other
ans may be used to determine its actual length (e.g., read it again with the fixed bit set to zero).

The LOBICAL OBJECT IDENTIFIER and PARTITION fields specify the position at which the READ(16) command
shall start. If the TRANSFER LENGTH field is not set to zero and the current logical position does-not match the
specifigd LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall perform@a.Jocate operation to
the spegcified logical object identifier and partition prior to performing the read operation:If the locate opgeration
fails, the device server shall return CHECK CONDITION status and the additional sense code shall bg set to
LOCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be set to the requested
transfer length. Following a locate operation failure the logical position is undefined.

If the TRANSFER LENGTH field is set to zero, no logical block shall be transferred and the current logical position
shall ngt be changed. This condition shall not be considered an error,

In the ciase of an unrecovered read error, if the FIXED bit is one, the sense data VALID bit shall be set to gne and
the INFDRMATION field shall be set to the requested transfer length minus the actual number of logica| blocks
read (npt including the unrecovered logical blocks). If the FIXED/bit is zero, the sense data VALID bit shall be set
to one pnd the INFORMATION field shall be set to the requested transfer length. Upon termination, theg logical
position} shall be after the unrecovered logical block.

If the device server encounters a filemark during a READ(16) command, CHECK CONDITION status ghall be
returnef and the FILEMARK and VALID bits shall-be set to one in the sense data. The sense key shall be set to
NO SHNSE or RECOVERED ERROR, asvappropriate, and the additional sense code shall bg set to
FILEMARK DETECTED. Upon termination, the logical position shall be after the filemark (i.e., end-of-partition
side). If the FIXED bit is one, the INFORMATION field shall be set to the requested transfer length mipus the
actual number of logical blocks read{lf'the FIXED bit is zero, the INFORMATION field shall be set to the requested
transfer length.

If the device server encounters early-warning during a READ(16) command and the REw bit is set tq one in
the Depice Configuration“mode page (see 8.3.3), CHECK CONDITION status shall be returnef upon
completion of the curtent logical block. The sense key shall be set to NO SENSE or RECOVERED HRROR,
as appinopriate, andithe additional sense code shall be set to END-OF-PARTITON/MEDIUM DETECTHD. The
EOM and VALID_Bits 'shall be set to one in the sense data. Upon termination, the logical position shall pbe after
the last logicalblock transferred (i.e., end-of-partition side). If the FIXED bit is one, the INFORMATION field in the
sense ata shall be set to the requested transfer length minus the actual number of Ioglcal blocks reafl. If the
J minus
the actual logical block Iength The device server shaII not return CHECK CONDITION status when
early-warning is encountered if the REW bit is zero.

NOTE 14 - A REW bit of one is not recommended for most applications since read data may be present after
early-warning.

If the device server encounters end-of-data during a READ(16) command, CHECK CONDITION status shall
be returned, the sense key shall be set to BLANK CHECK, and the VALID bit shall be set to one in the sense
data. If end-of-data is encountered at or after early-warning, the Eom bit shall also be set to one. Upon termi-
nation, the logical position shall be immediately after the last recorded logical object (end-of-partition side). If
the FIXED bit is one, the INFORMATION field in the sense data shall be set to the requested transfer length minus
the actual number of logical blocks read. If the FIXED bit is zero, the INFORMATION field shall be set to the
requested transfer length.
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If the device server encounters end-of-partition during a READ(16) command, CHECK CONDITION status
shall be returned, the sense key shall be set to MEDIUM ERROR, and the EOM and VALID bits shall be set to
one in the sense data. The medium position following this condition is not defined. If the FIXED bit is one, the
INFORMATION field shall be set to the requested transfer length minus the actual number of logical blocks read.
If the FIXED bit is zero, the INFORMATION field in the sense data shall be set to the requested transfer length.

If a READ(16) command terminates with an error condition other than ILLEGAL REQUEST, and no data
transfer has occurred, the logical position of the medium is undefined. The application client should issue a
READ POSITION(16) command to determine the logical position.
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5.4 READ REVERSE(16) command

The READ REVERSE(16) command (see table 26) requests that the device server transfer one or more
logical block(s) to the application client beginning at the logical object identifier and partition specified in the
command descriptor block. Prior to performing the read reverse operation, the device server shall perform a
synchronize operation (see 4.2.11).

Table 26 — READ REVERSE(16) command

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (81h)

1 Reserved BYTORD SILI FIXED

2 Reserved

3 PARTITION

4 (MSB)

5

6

7

s LOGICAL OBJECT IDENTIRIER

9

10

11 LSB)

12 (MSB)

13 TRANSFER LENGTH

14 LSB)

15 CONTROL
This cdmmand is similar to the READ(16) command except that medium motion is in the reverse difection.
Upon gompletion of a READ REVERSE(16) command, the logical position shall be before the lasf logical
block triansferred (i.e., beginning-of-partition side).
A byte prder (BYTORD) hitof zero specifies all logical block(s), and the byte(s) within the logical blocK(s), are
transfefred in the reverse order. The order of bits within each byte shall not be changed. A BYTORD bit of one
specifigs all logical’block(s) are transferred in the reverse order but the byte(s) within the logical block(s) are
transfefred in the.same order as returned by the READ(16) command. Support for either value of the BYTORD
bit is optional.
Refer tothe-READ(E6)commant{see-53)for-adeserpton-of-the-FixED-bitthe-Stbitthe-FRANSFER-LENGTH

field, and any conditions that may result from incorrect usage of these fields.

The LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position at which the READ REVERSE(16)
command shall start. If the TRANSFER LENGTH field is not set to zero and the current logical position does not
match the specified LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall perform a locate
operation to the specified logical object identifier and partition prior to performing the read reverse operation. If
the locate operation fails, the device server shall return CHECK CONDITION status and the additional sense
code shall be set to LOCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be set to
the requested transfer length. Following a locate operation failure the logical position is undefined.

Filemarks, incorrect-length logical blocks, and unrecovered read errors are handled the same way as in the
READ(16) command, except that upon termination the logical position shall be before the filemark,
incorrect-length logical block, or unrecovered logical block (i.e., beginning-of-partition side).
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If the device server encounters beginning-of-partition during a READ REVERSE(16) command, CHECK
CONDITION status shall be returned and the oM and VALID bits shall be set to one in the sense data. The
sense key shall be set to NO SENSE or RECOVERED ERROR, as appropriate. If the FIXED bit is one, the
INFORMATION field shall be set to the requested transfer length minus the actual number of logical blocks trans-
ferred. If the FIXED bit is zero, the INFORMATION field shall be set to the requested transfer length.

5.5 VERIFY(16) command

The VERIFY(16) command (see table 27) requests that the device server verify one or more logical block(s)

beginn[ng at the Togical object identifier and partition specified in the command descriptor blocK. Prior to
performing the verify operation, the device server shall perform a synchronize operation (see 4.2.14)-
Table 27 — VERIFY(16) command

Bthe it 7 6 5 4 3 2 1 0

0 OPERATION CODE (8Fh)

1 Reserved ‘ IMMED BYTCMP FIXED

2 Reserved

3 PARTITION

4 (MSB)

5

6

7

s LOGICAR,OBJECT IDENTIFIER

9

10

11 LSB)

12 (MSB)

13 VERIFICATION LENGTH

14 LSB)

15 CONTROL
An immediate (IMMED) bit of zero specifies the command shall not return status until the verify operation has
completed. AnavMED bit of one specifies status shall be returned as soon as the command descript@r block
has be¢n validated, but after all verification data has been transferred from the application client to theg device
server, if\the’ BYTCMP bit is one.

In order to ensure that no errors are lost, the application client should set the IMMED bit to zero on the last
VERIFY(16) command when issuing a series of VERIFY(16) commands.

A byte compare (BYTCMP) bit of zero specifies the verification shall be a verification of logical blocks on the
medium (e.g., CRC, ECC). No data shall be transferred from the application client to the device server.

A BYTCMP bit of one specifies the device server shall perform a byte-by-byte compare of the data on the
medium and the data transferred from the application client. Data shall be transferred from the application
client to the device server as in a WRITE(16) command (see 5.6). If the BYyTCMP bit is one and the byte
compare option is not supported, the device server shall terminate the command with CHECK CONDITION
status, the sense key shall be set to ILLEGAL REQUEST, and the additional sense code shall be set to
INVALID FIELD IN CDB.
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The LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position where the VERIFY(16) command
shall start. If the VERFICATION LENGTH field is not zero and the current logical position does not match the
specified LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall perform a locate operation to
the specified logical object identifier and partition prior to performing the verify operation. If the locate
operation fails, the device server shall return CHECK CONDITION status and the additional sense code shall
be set to LOCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be set to the
requested verification length. Following a locate operation failure the logical position is undefined.

The VERIFICATION LENGTH field specifies the amount of data to verify, in logical blocks or bytes, as specified by
the FIXED bit. Refer to the READ(16) command (see 5.3) for a description of the FIXED bit and any error condi-

tions t

and thg current logical position shall not be changed. This condition shall not be considered an erron

The VHRIFY(16) command shall terminate as follows:

a)
b)
c)
d)
e)

f)

)

at may result from incorrect usage. If the VERIFICATION LENGTH field is zero. no data shall be

verified

when the verification length has been satisfied,;

when an incorrect-length logical block is encountered,;
when a filemark is encountered;

when end-of-data is encountered;

when the end-of-partition is encountered;

8.3.3); or
when an unrecoverable read error is encountered.

when early-warning is encountered (if the REW bit is one in the Device Configuration mode paje, see

The stgtus and sense data for each of the termination conditions.are handled in the same manner ag in the

READ(

shall bg after the last logical block verified (i.e., end-of-partition side).

If the d
status,

16) command (see 5.3). Upon successful completion-efia VERIFY(16) command, the logical

ata does not compare (BYTCMP bit of one), the;.eommand shall terminate with CHECK CON

position

DITION

the sense data VvALID bit shall be set to onesythe sense key shall be set to MISCOMPARE, and the

additiopal sense code shall be set to MISCOMRARE DURING VERIFY OPERATION. If the FIXED bit|is one,

the INF
blocks
cation
reques
one. U
(end-of

successfully verified. If the FIXED bitis zero, the INFORMATION field shall be set to the requeste
ength minus the actual number. 0f bytes successfully verified. This number may be larger t
ed verification length if the ertor occurred on a previous VERIFY(16) command with an IMME
bon termination, the medium-shall be positioned after the logical block containing the misc
Lpartition side).

DRMATION field shall be set to the reguiested verification length minus the actual number off logical

g verifi-
nan the
D bit of
pmpare
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5.6 WRITE(16) command

The WRITE(16) command (see table 28) requests that the device server write the logical block that is trans-
ferred from the application client to the logical object identifier and partition specified in the command
descriptor block.

Table 28 — WRITE(16) command

Bthe it 7 6 5 4 3 2 1 0

0 OPERATION CODE (8Ah)

1 Reserved FCS LCS Rsvd FIXED

2 Reserved

3 PARTITION

4 (MSB)

5

6

7

s LOGICAL OBJECT IDENTIFIER

9

10

11 LSB)

12 (MSB)

13 TRANSFER LENGTH

14 LSB)

15 CONTROL
A first gommand in sequence (Fcs) bit-of one specifies this command is the first command in a tagged write
sequence. An FCs bit of zero specifies this command is not the first command in a tagged write sequece.
A last gommand in sequencé\(Lcs) bit of one specifies this command is the last command in a tagged write
sequenice. An LCs bit of zero*specifies this command is not the last command in a tagged write sequence.
The FIXED bit specifies'whether fixed-block transfers or variable-block transfers are to be used. See the READ
BLOCKH LIMITS command (see 7.5) for additional information about fixed-block transfers and variable-block
transfefs.
If the F|XED bit is one, the TRANSFER LENGTH value specifies the number of fixed-length blocks to b¢ trans-
ferred, bstrgthe-edrrentbloekdengthreperiedHnthe-mode-parameterblock—eeseriptor{see-8-3)—Hthe FIXED

bit is zero, a single logical block is transferred with TRANSFER LENGTH specifying the logical block length in
bytes.

The LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position where the WRITE(16) command shall
start. If the TRANSFER LENGTH field is not set to zero and the current logical position does not match the
specified LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall perform a locate operation to
the specified logical object identifier and partition prior to performing the write operation. If the locate operation
fails, the device server shall return CHECK CONDITION status and the additional sense code shall be set to
LOCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be set to the requested
transfer length. Following a locate operation failure the logical position is undefined.

If the TRANSFER LENGTH field is zero, no data shall be transferred and the current logical position shall not be
changed. This condition shall not be considered an error.
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A WRITE(16) command may be buffered or unbuffered, as specified by the BUFFERED MODE field of the mode
parameter header (see 8.3). When operating in unbuffered mode (see 3.1.80), the device server shall not
return GOOD status until all logical block(s) are successfully written to the medium. When operating in buff-
ered mode (see 3.1.9), the device server may return GOOD status as soon as all logical block(s) are success-
fully transferred to the logical unit's object buffer.

For compatibility with devices implemented prior to this version of this International Standard, a WRITE
FILEMARKS(16) command with the IMMED bit set to zero should be issued when completing a buffered write
operation to perform a synchronize operation (see 4.2.11).

If the device server enables a WRITE(16) command while positioned between EW and EOP, or encounters

EW du
determ
8.3.3).

setto H
the me
server

encoun
bit is s

The INF
a)
b)

The de

has beg¢n returned to the application client (see 4.2.5).

N

The command shall terminate with CHECK CONDITION status and the additional senseyeode
ND-OF-PARTITION/MEDIUM DETECTED. If all data that is to be written is successfully transf
lium, the sense key shall be set to NO SENSE or RECOVERED ERROR, as apprapriate. If thq
s unable to transfer all the data to the medium, buffered or unbuffered, before“end-of-par
t to one, then the vALID bit shall be set to one.

lORMATION field shall be set as follows:

the actual number of logical blocks transferred to the device'server; or

vice server should perform a synchronize operationAsee 4.2.11) after the first early-warning in

DTE 15 - For some application clients it is important to recognize an error if end-of-partition is encounteré

d

sticcessfully transferred to the medium. The\VOLUME OVERFLOW sense key may always validly
rdturned if end-of-partition is encountered (while writing, and such usage is recommended. Reporting t

—

€

If a WR
transfe
access
after th

See 4.2

ring the processing of a WRITE(16) command;without regard for whether all data that is to be written

EDIUM ERROR sense key may cause tonfusion as to whether there was really defective medium encou
red during the processing of the last WRITE(16) command.

ITE(16) command is terminated early, an incomplete logical block (i.e., a logical block not con
red to the device server from the initiator) shall be discarded. The incomplete logical block
ble prior to new logicalblock being written to the media. The device server shall be logically po
b last logical block(that was successfully transferred.

.6 for a deseription of the effect of a PEWZ on the completion of the WRITE(16) command.

if the FIXED bit is set to zero, the INFORMATION field shall be~set to the requested transfer length.

Je

Ing the processing of a WRITE(16) command, an attempt to finish writing any data may be .njade as
ned by the current settings of the REw and Sew bits in the Device Configuration mode\page (see

shall be
prred to
device
ition is

tered, the sense key shall be set to VOLUME OVERFLOW. The EOM bit shall'be"set to one. If the sew

if the FIXED bit is set to one, the INFORMATION field shall be set.to.the requested transfer lengtlh minus

lication

d
is

"]_

npletely
may be
itioned
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5.7 WRITE FILEMARKS(16) command

The WRITE FILEMARKS(16) command (see table 29) requests that the device server write the specified
number of filemarks to the logical object identifier and partition specified in the command descriptor block.

Table 29 — WRITE FILEMARKS(16) command

Bthe it 7 6 5 4 3 2 1 0

0 OPERATION CODE (80h)

1 Reserved FCS LCS Obsolete MMED

2 Reserved

3 PARTITION

4 (MSB)

5

6

7

s LOGICAL OBJECT IDENTIFIER

9

10

11 LSB)

12 (MSB)

13 FILEMARK COUNT

14 LSB)

15 CONTROL
A first gommand in sequence (Fcs) bit ef_.one specifies this command is the first command in a tagged write
sequence. An FCs bit of zero specifiesithis command is not the first command in a tagged write sequece.
A last gommand in sequence (LCS) bit of one specifies this command is the last command in a tagged write
sequence. An LCs bit of zero'spécifies this command is not the last command in a tagged write sequence.
An imnpediate (IMMED) ‘hit of one specifies the device server shall return status as soon as the command
descripfor block has-bheen validated. An IMMED bit of one is only valid if the device is operating in Quffered
mode (pee 3.1.9).Ifthe IMMED bit is set to one and the device is operating in unbuffered mode the commmand
shall bg terminated with CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUHEST and

pleted.

Any buffered logical objects shall be written to the medium prior to completing the command.

NOTE 16 - Upon completion of any buffered write operation, the application client may issue a WRITE
FILEMARKS(16) command with the IMMED bit set to zero and the FILEMARK COUNT field set to zero to perform
a synchronize operation (see 4.2.11).

The LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position where the WRITE FILEMARKS(16)
command shall start. If the FILEMARK COUNT field is not set to zero and the current logical position does not
match the specified LOGICAL OBJECT IDENTIFIER and PARTITION fields, the device server shall perform a locate
operation to the specified logical object identifier and partition prior to performing the write filemarks operation.
If the locate operation fails, the device server shall return CHECK CONDITION status and the additional
sense code shall be set to LOCATE OPERATION FAILURE. The INFORMATION field in the sense data shall be
set to the requested filemark count. Following a locate operation failure the logical position is undefined.
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The FILEMARK COUNT field specifies the number of filemarks to be written. If the FILEMARK COUNT field is set to
zero, the current logical position shall not be changed. It shall not be considered an error if the FILEMARK
COUNT field is set to zero.

NOTE 17 - The FILEMARK COUNT field takes the place of the TRANSFER LENGTH field normally used by medium
access commands that move data from the Data-Out Buffer to the device server (see SPC-4).

If the device server enables a WRITE FILEMARKS(16) command while positioned between EW and EOP, or

encoun

ters EW during the processing of a WRITE FILEMARKS(16) command, an attempt to finish writing any

buffered logical objects may be made, as determined by the current settings of the REw and SEw bits in the

Device

Configuration mode page (see 8.3.3). The command shall terminate with CHECK CONDITION status

and theé additional sense code shall be set to END-OF-PARTITION/MEDIUM DETECTED. If alkbuffered

logical
SENSH
logical
OVERH

The INA

a)
b)

The de
has bes

See 4.
comma

objects to be written are successfully transferred to the medium, the sense key shall be\sef to NO
or RECOVERED ERROR, as appropriate. If the device server is unable to transfer all'the Quffered
bbjects to the medium before end-of-partition is encountered, the sense key shall bé’set to VOLUME
LOW. The EOM bit shall be set to one. If the SEw bit is set to one, then the vALID bit-shall be sef{to one.

ORMATION field shall be set to the FILEMARK COUNT field value minus the actual number of filemarks:

written to the object buffer if the IMMED bit is set to one; or
written to the medium if the IMMED bit is set to zero.

Vice server should perform a synchronize operation (see 4.2.11)-after the first early-warning inglication
en returned to the application client (see 4.2.5).

P.6 for a description of the effect of a PEWZ on theCompletion of the WRITE FILEMARKS(16)
nd.
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licit address command descriptions for sequential-access devices

6.1 Summary of commands for implicit address mode

The implicit address commands for sequential-access devices are shown in table 30. Commands specified as
mandatory in table 30 shall be implemented if the implicit address command set is supported.

If a synchronize operation is required for a command, the synchronize operation shall be performed as
specified in 4.2.11.

Refer tnl) table 14 for a description of reservations.
The following operation codes are vendor specific: 02h, 06h, 07h, 09h, 0Ch, 0Dh, and OEh.
Table 30 — Implicit address command set for sequential-access devices
Command name Type | Operation Synchronize Refergnce
code® operation
required?
ACJESS CONTROL IN @) 86h No SPG-4
ACCESS CONTROL OUT @) 87h No SPG-4
CHANGE ALIASES @) A4hloBhP No SPG-4
ERASE(6) M 19h Yes 6.4
EXTENDED COPY @] 83h No SPG-4
FORMAT MEDIUM @) 04h No 7.1
INQUIRY M 12h No SPG-4
LOAD UNLOAD @) 1Bh Yes 7.2
LOGATE(10) M 2Bh Yes 6.3
LOGATE(16) M 92h Yes 7.3
LOQ SELECT @] 4Ch No SPG-4
LOQ SENSE O 4Dh No SPd-4
MANAGEMENT PROTOCOL IN O A3h/10hP No SPG-4
MANAGEMENT RROTOCOL OUT @) A4h/10hP NoC SPG-4
MODE SELECT(10) @) 55h Yes? SPG-4
MODE SELECT(6) M 15h Yes? SPG-4
MODBE-SENSEAD) o 5AR Ne SRC-4
MODE SENSE(6) M 1Ah No SPC-4
PERSISTENT RESERVE IN M 5Eh No SPC-4
Key: M = Command implementation is mandatory.
O = Command implementation is optional.

a) Referto 4.2.11.
b) This command is defined by a combination of operation code and service action. The operation

code value is shown preceding the slash and the service action value is shown after the slash.
c) Some vendor MANAGEMENT PROTOCOL OUT commands may require a syncronize operation.
d) The following operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h,

B4h, B8h.
e) A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The

summary includes information about obsolete commands.
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Table 30 — Implicit address command set for sequential-access devices (Continued)

Command name Type | Operation Synchronize Reference
code® operation
required?
PERSISTENT RESERVE OUT M 5Fh No SPC-4
PREVENT ALLOW MEDIUM REMOVAL O 1Eh No 7.4
READ ATTRIBUTE O 8Ch No SPC-4
READ BLOCK LIMITS M 05h No 7.5
REAID BUFFER O 3Ch Yes SPG-4
REAlD POSITION M 34h No 7.6
READ REVERSE(6) O OFh Yes 6.5
READ(6) M 08h Yes 6.4
REJEIVE COPY RESULTS 0] 84h No SPG-4
REJEIVE DIAGNOSTIC RESULTS @] 1Ch No SPG-4
RECQOVER BUFFERED DATA O 14h May 7.1
REPFORT ALIASES O A3h/0BhR No SPG-4
REPORT DENSITY SUPPORT M 44h No 7.9
REPORT IDENTIFYING INFORMATION 0] A3h/05hP No SPG-4
REFORT LUNS M AOh No SPG-4
REFORT PRIORITY (@) A3h/OERP No SPG-4
REPORT SUPPORTED OPERATION CODES. {©/0 A3h/0ChP No SPG-4
REFORT SUPPORTED TASK o] A3h/ODhP No SPg-4
MANAGEMENT FUNCTIONS
REFORT TARGET PORT GROUPS o) A3h/0ARP No SPg-4
REFORT TIMESTAMP M A3h/OFhP No SPg-4
REQUEST SENSE M 03h No SPG-4
REWIND M 01h Yes 7.9
SECQURITY PROTOCOL IN 0] A2h No SPG-4
SEQURITY PROTOCOL OUT 0] B5h No SPG-4
SEND DIAGNOSTIC M 1Dh Yes? SPG-4
SET|CARACITY O 0Bh May 7.1D
SETUBENTHREVING INFORMATION o AATOBHR Ne skd-4
SET PRIORITY o) A4h/OERP No SPC-4
SET TARGET PORT GROUPS o] A4h/OARP No SPC-4

Key: M = Command implementation is mandatory.
O = Command implementation is optional.

a) Referto 4.2.11.
b) This command is defined by a combination of operation code and service action. The operation
code value is shown preceding the slash and the service action value is shown after the slash.
¢) Some vendor MANAGEMENT PROTOCOL OUT commands may require a syncronize operation.
d) The following operation codes are obsolete: 16h, 17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h,

B4h, B8h.
e) A complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The
summary includes information about obsolete commands.



https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

- 98 — 14776-333 © ISO/IEC:2013(E)

Table 30 — Implicit address command set for sequential-access devices (Continued)

Command name Type | Operation Synchronize Reference
code® operation
required?

SET TIMESTAMP M A4h/OFhP No SPC-4
SPACE(16) o 91h May 7.11
SPACE(6) M 11h May 6.6
TESIT UNIT READY M 00h No SPC-4
VERIFY(6) 0 13h Yes 67
WRIITE ATTRIBUTE @] 8Dh No SPG-4
WRITE BUFFER o] 3Bh Yesd SPG-4
WRI[TE FILEMARKS(6) M 10h May 6.9
WRI[TE(6) M 0Ah No 6.9
Obspleted
Resgrved all others

Key: M = Command implementation is mandatory.
D = Command implementation is optional.

efer to 4.2.11.
his command is defined by a combination of operationycode and service action. The operatio
bde value is shown preceding the slash and the sefvice action value is shown after the slash.
ome vendor MANAGEMENT PROTOCOL OUT eemmands may require a syncronize operatio;l:.
he following operation codes are obsolete: 16h;17h, 18h, 39h, 3Ah, 40h, 56h, 57h, A5h, A7h,
4h, B8h.
complete summary of operation codes is available at http://www.t10.org/lists/2op.htm. The
Lmmary includes information about ehsolete commands.

>

o
~
W rmHmo 4



https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

14776-333 © ISO/IEC:2013(E) -99 -

6.2 ERASE(6) command

The ERASE(6) command (see table 31) causes part or all of the volume to be erased beginning at the current
position. Prior to performing the erase operation, the device server shall perform a synchronize operation (see

4.2.11).

Table 31 — ERASE(6) command

Bit
Byte

7 6 5 4 3 2 1

OPERATION CODE (19h)

Reserved IMMED

| ONG

Reserved METHOD Reserved SMD

VCM

Reserved

Reserved

Al |W|IN |

CONTROL

An imn|
has co
Howevi
with an

Applica
when s
be exte

A LONG
position
the me
indicati
shall rg
descrip
comma

b4
A LONG
in the [
one, th

If the Id

ediate (IMMED) bit of zero specifies the device server shall not retufn status until the erase of
mpleted. Interpretation of an IMMED bit of one depends on the\value of the LONG bit, see
br, for all values of the LONG bit, if CHECK CONDITION status7is-returned for an ERASE(6) co
IMMED bit of one, the erase operation shall not be performed.

tion clients should set the IMMED bit set to zero to guarantee the operation has completed succ
btting the METHOD field to 10b. When the METHOD field is set to 10b, the duration of the processi
nded (i.e., may be longer than just setting the LONG, bit to one).

bit of one specifies all remaining medium'in the current partition beginning at the current|
shall be erased using the method specified by the METHOD field value (see table 24). If the fo
lium specifies a recorded indication ofsEOD (see 3.1.19), the erase operation shall establish 3
DN at the current logical position as part of the erase operation. If the IMMED bit is one, the devicg
turn status as soon as all buffered’ogical objects have been written to the medium and the co
tor block of the ERASE(6) command has been validated. The logical position following an ER
nd with a LONG bit of one isinet specified by this standard.

NIOTE 18 - Some logieal units may reject an ERASE(6) command if the logical unit is not

bginning-of-partition.

bit of zero spécifies the device server shall perform the action specified by the SHORT ERASE MQ
evice Configuration Extension mode page (see 8.3.8) at the current logical position. If the iIMm
b device (server shall return status as soon as the command descriptor block has been validate

gical-dnit encounters early-warning during an ERASE(6) command, and any buffered logical

eration
below.
mmand

pssfully
ng may

logical
mat on
\n EOD
server
mmand
ASE(6)

At

DE field
ED bit is
.

objects

remain

to.be written, the device server action shall be as defined for the early-warning conditio

of the

WRITE(6) command (see 6.8). If the LONG bit is zero, the erase operation shall terminate with CHECK
CONDITION status and set the sense data as defined for the WRITE(6) command. Any count of pending
buffered erases shall not be reported as part of the value returned in the INFORMATION field or in the READ

POSITI

ON response data.

The METHOD field, security metadata (smD) bit, and the vendor-specific control metadata (vcMm) bit are defined

in5.2.

See 4.2.6 for a description of the effect of a PEWZ on the completion of the ERASE(6) command.



https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

—100 - 14776-333 © ISO/IEC:2013(E)

6.3 LOCATE(10) command

The LOCATE(10) command (see table 32) causes the logical unit to position the medium to the specified
logical object with a matching logical object identifier in the specified partition. Upon completion, the logical
position shall be before the specified logical object. Prior to performing the locate operation, the device server
shall perform a synchronize operation (see 4.2.11).

Table 32 — LOCATE(10) command

Bthe it 7 6 5 4 3 2 1 0
0 OPERATION CODE (2Bh)
1 Reserved BT cP MMED
2 Reserved
3 (MSB)
: LOGICAL OBJECT IDENTIFIER
6 LSB)
7 Reserved
8 PARTITION
9 CONTROK

A blocK identifier type (BT) bit of one specifies the value:n the LOGICAL OBJECT IDENTIFIER field shall le inter-
preted ps a vendor-specific value. A BT bit of zero specifies the value in the LOGICAL OBJECT IDENTIFIER field
shall bg interpreted as a logical object identifier (see3.1.43).

A change partition (cP) bit of one specifies a change to the partition specified in the PARTITION field shgll occur
prior tg positioning to the logical object specified in the LOGICAL OBJECT IDENTIFIER field. A cP bit |of zero
specifigs no partition change shall occur and the PARTITION field shall be ignored.

An immediate (IMMED) bit of zero spécifies the device server shall not return status until the locate operation
has completed. If the IMMED bit (s one, the device server shall return status as soon as all buffered logical
objects| have been written to,.the medium and the command descriptor block of the LOCATE(10) command
has be¢n validated. If CHEEK'CONDITION status is returned for a LOCATE(10) command with an IMMED bit
of one, [the locate operation/shall not be performed.

The LOGICAL OBJEET IDENTIFIER field specifies the logical object identifier to which the logical unit shall position
the mefdium based on the current setting of the BT bit. An otherwise valid LOCATE(10) command to any
positio’tjv between beginning-of-data and the position immediately after the last logical block in the partition

(i.e., pgsition.at end-of-data) shall not return a sense key of ILLEGAL REQUEST. A LOCATE(10) to a position
past end=gf‘data shall return CHECK CONDITION status and the sense key shall be set to BLANK GHECK.
Additionally, the sense data EOM bit shall be set to one if end-of-data is located at or after early-warning.

If end-of-partition is encountered, CHECK CONDITION status shall be returned, the sense key shall be set to
MEDIUM ERROR, and the sense data EoMm bit shall be set to one.

The PARTITION field specifies the partition to select if the cP bit is one. Refer to the sequential-access device
model (see 4.2.7) and the Medium Partition mode page (see 8.3.4) for additional information about parti-
tioning.

The logical unit position is undefined if a LOCATE(10) command fails with a sense key other than ILLEGAL
REQUEST.
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6.4 READ(6) command

The READ(6) command (see table 33) requests that the device server transfer one or more logical block(s) to
the application client beginning with the next logical block. Prior to performing the read operation, the device
server shall perform a synchronize operation (see 4.2.11).

Table 33 — READ(6) command

Bit
Byte

7 6 5 4 3 2 1

OPERATION CODE (08h)

Reserved SILI

FIXED

(MSB)

TRANSFER LENGTH

LSB)

Al |W|IN |

CONTROL

The FIX
READ

variablg-block transfers.

If the F

using the current block length reported in the mode parameters block descriptor (see 8.3). If the Fixe

zero, a
allocatg

A succq
current
shall tr
position

If the sii

a)

b)

Since the residual information normally provided in the INFORMATION field of the sense data mayj

availab
includin

ED bit specifies whether fixed-block transfers or variable-block transfers are to be used. Refg
BLOCK LIMITS command (see 7.5) for additional informatjen, about fixed-block transfe

XED bit is one, the TRANSFER LENGTH specifies the number of fixed-length blocks to be tran

\variable-length block is requested with the TRANSFERILENGTH specifying the maximum number
d for the returned logical block.

block length in bytes to the application client. A successful READ(6) command with a FIXED bit
hnsfer the requested transfer length jn-bytes to the application client. Upon completion, the
shall be after the last logical block tfansferred (i.e., end-of-partition side).

report CHECK CONDITION status for an incorrect-length condition only if the overlength ¢
exists and the BLOCKIWLENGTH field in the mode parameter block descriptor is nonzero (see 8.3
not report CHECK-CONDITION status if the only error is the underlength condition, or if the or]
is the overlength,condition and the BLOCK LENGTH field of the mode parameters block desc
zero.

e when the siLi bit is set, other methods for determining the actual block length should be usq
gdength information in the logical block).

r to the
rs and

sferred,
ED bit is
bf bytes

essful READ(6) command with a FIXED bit of @ne shall transfer the requested transfer length ties the

of zero
logical

ppress incorrect-length indicator (siLi) bit is one and the FIXED bit is zero, the device server shall:

pndition
; or

ly error
iptor is

not be
d (e.g.,

If the siLI bit is one and the FIXED bit is one, the device server shall terminate the command with CHECK
CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the additional sense code shall
be set to INVALID FIELD IN CDB.

If the siLI bit is zero and an incorrect-length logical block is read, CHECK CONDITION status shall be
returned. The ILI and VALID bits shall be set to one in the sense data and the additional sense code shall be set
to NO ADDITIONAL SENSE INFORMATION. Upon termination, the logical position shall be after the
incorrect-length logical block (i.e., end-of-partition side). If the FIXED bit is one, the INFORMATION field shall be
set to the requested transfer length minus the actual number of logical blocks read, not including the
incorrect-length logical block. If the FIXED bit is zero, the INFORMATION field shall be set to the requested
transfer length minus the actual logical block length. Logical units that do not support negative values shall set
the INFORMATION field to zero if the overlength condition exists.
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NOTE 19 - In the above case with the FIXED bit of one, only the position of the incorrect-length logical block
may be determined from the sense data. The actual length of the incorrect logical block is not reported. Other

m

eans may be used to determine its actual length (e.g., read it again with the fixed bit set to zero).

A TRANSFER LENGTH of zero specifies no logical block shall be transferred, and the logical position shall not be
changed. This condition shall not be considered an error.

In the case of an unrecovered read error, if the FIXED bit is one, the sense data VALID bit shall be set to one and
the INFORMATION field shall be set to the requested transfer length minus the actual number of logical blocks
read, not including the unrecovered logical blocks. If the FIXED bit is zero, the sense data VALID bit shall be set
to one and the INFORMATION field shall be set to the requested transfer length. Upon termination, the logical

positior

If the d
returne
NO SH
FILEMA
side). |
actual 1
transfe

If the d
Device
of the d

shall be after the unrecovered logical block.
bvice server encounters a filemark during a READ(6) command, CHECK CONDITION(status
0 and the FILEMARK and VALID bits shall be set to one in the sense data. The sense key-shall b
NSE or RECOVERED ERROR, as appropriate, and the additional sense ¢ade shall bq

the FIXED bit is one, the INFORMATION field shall be set to the requested transfer length mi

length.

thall be
P set to
set to

\RK DETECTED. Upon termination, the logical position shall be after the filematk-(i-e., end-of-partition

hus the

umber of logical blocks read. If the FIXED bit is zero, the INFORMATION field shall be set to the requested

e in the

bvice server encounters early-warning during a READ(6) command and the REW bit is set to on|
Configuration mode page (see 8.3.3), CHECK CONDITION status shall be returned upon co

priate,

pletion

urrent logical block. The sense key shall be set to NO SENSE or RECOVERED ERROR, ag appro-
nd the additional sense code shall be set to END-OF-PARTITON/MEDIUM DETECTED. The gom and

VALID bjts shall be set to one in the sense data. Upon termination, the logical position shall be after the last

logical

data shall be set to the requested transfer length minus-the*actual number of logical blocks read. If th

bit is z
actual |
is enco

N

If the d
returne
If end-q
the logi
FIXED b
actual 1
transfe

If the d
shall bg

early-warning.

lock transferred (i.e., end-of-partition side). If the FIXED bit is one, the INFORMATION field in th

ro, the INFORMATION field in the sense data shall be set to the requested transfer length mi
pgical block length. The device server shall not return CHECK CONDITION status when early-
Lintered if the REW bit is zero.

DTE 20 - A REW bit of one is not recomnjended for most applications since read data may be present aft

pvice server encounters end-of-data during a READ(6) command, CHECK CONDITION status

d, the sense key shall be Set'to BLANK CHECK, and the VALID bit shall be set to one in the sen;
f-data is encountered at or after early-warning, the Eom bit shall also be set to one. Upon term
cal position shall belimmediately after the last recorded logical object (i.e., end-of-partition sidsg
t is one, the INFORMATION field in the sense data shall be set to the requested transfer length mi

length.

evice server encounters end-of-partition during a READ(6) command, CHECK CONDITION
returned, the sense key shall be set to MEDIUM ERROR, and the EOM and VALID bits shall b

one in {he sense data. The medium position following this condition is not defined. If the FIXED bit is g

sense
e FIXED
nus the
varning

shall be
e data.
ination,
). If the
nus the

umber of logical blocks read. If the FIXED bit is zero, the INFORMATION field shall be set to the requested

status
P set to

ne, the

INFORMATION field shall be set to the requested transfer length minus the actual number of logical blocks read.
If the FIXED bit is zero, the INFORMATION field in the sense data shall be set to the requested transfer length.
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6.5 READ REVERSE(6) command

The READ REVERSE(6) command (see table 34) requests that the device server transfer one or more logical
block(s) to the application client beginning at the current logical position. Prior to performing the read reverse
operation, the device server shall perform a synchronize operation (see 4.2.11).

Table 34 — READ REVERSE(6) command

Bit
Byte

7 6 5 4 3 2 1

OPERATION CODE (OFh)

Reserved BYTORD SILI

FIXED

(MSB)

TRANSFER LENGTH

LSB)

Al |W|IN|F

CONTROL

This cd
Upon ¢
transfe

A byte
transfe
specifie
transfe
bit is of

Refer t

field, ampd any conditions that may result from incorrect usage of these fields.

Filema
READ
incorre

If the d
CONDI
sense

INFORMATION field shalkbe set to the requested transfer length minus the actual number of logical block

ferred.

6.6 SH

mmand is similar to the READ(6) command except that medium «nation is in the reverse di
bmpletion of a READ REVERSE(6) command, the logical position.shall be before the last logic
red (i.e., beginning-of-partition side).

prder (BYTORD) bit of zero specifies all logical block(s), andthe byte(s) within the logical block
red in the reverse order. The order of bits within each-byte shall not be changed. A BYTORD bi
s all logical block(s) are transferred in the reverse ©rder but the byte(s) within the logical bloc
red in the same order as returned by the READ(6) command. Support for either value of the
tional.

h the READ(6) command (see 6.4) for a description of the FIXED bit, the siLI bit, the TRANSFER
ks, incorrect-length logical blogks, and unrecovered read errors are handled the same a
6) command, except that upon termination the logical position shall be before the fil
Lt-length logical block, or unre€overed block (i.e., beginning-of-partition side).

evice server encounters beginning-of-partition during a READ REVERSE(6) command, (

ey shall be set(toyNO SENSE or RECOVERED ERROR, as appropriate. If the FIXED bit is g

f the FIXED bit'is zero, the INFORMATION field shall be set to the requested transfer length.

PACE(6) command

ection.
Al block

(s), are
of one
(s) are
BYTORD

LENGTH

5 in the
emark,

LHECK

TION status shall e returned and the Eom and VALID bits shall be set to one in the sense ddta. The

ne, the
5 trans-

The SPACE(6) command (see table 35) provides a variety of positioning functions that are determined by the
coDE and COuNT fields. Both forward and reverse positioning are provided, although some logical units may
only support a subset of this command. Prior to performing the space operation, except as stated in the
description of the counT field, the device server shall perform a synchronize operation (see 4.2.11). If an
application client requests an unsupported function, the command shall be terminated with CHECK
CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the additional sense code shall
be set to INVALID FIELD IN CDB. The INFORMATION field value shall be equal to the magnitude of the COUNT
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field minus the magnitude of the logical objects spaced over. A CHECK CONDITION caused by early termi-
nation of any SPACE(6) command shall not result in a negative INFORMATION field value.

Table 35 — SPACE(6) command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (11h)
1 Reserved CODE
2 —MSB)
3 COUNT
4 LSB)
5 CONTROL

The cope field is defined in table 36.

Table 36 — cobDE field

Code Description Support
0000b Logical blocks M
0001b Filemarks M
0010b Sequential filemarks o
0011b End-of-data @]
0100b Obsbolete
0101b Obsolete

0110b-1111b Reserved

When gpacing over logical objects, the COuNT field specifies the number of logical objects to be spaced over in
the curfent partition. A positive value N inthe couNT field when the cobk field is not 0011b (i.e., end-pf-data)
shall cuse forward positioning.(i.e., toward end-of-partition) over N logical objects ending|on the
end-of-partition side of the last Iagical object, if they exist. A zero value in the counT field when the cdpk field
is not 0011b (i.e., end-of-data) shall cause no change of logical position. A negative value -N, ih two's
complgment notation, in thesCouNnT field when the cobDE field is not 0011b (i.e., end-of-data) shal| cause
reversje positioning (ive!, toward beginning-of-partition) over N logical objects ending fon the
beginnjng-of-partition side of the last logical object, if they exist. When the cobDE field is 0011b (i.e.,
end-of-data), the e¢ouNT field shall be ignored and the device server shall perform a synchronize ogeration
before moving before the end-of-data position. When the counT field is zero and the copeE field is not 0011b
(i.e., end-of-data), a device server is not required to perform a synchronize operation. Support of spgcing in
the reverse 'direction is optional.

If a filemark is encountered while spacing over logical blocks, the command shall be terminated. CHECK
CONDITION status shall be returned, and the FILEMARK and VALID bits shall be set to one in the sense data.
The sense key shall be set to NO SENSE and the additional sense code shall be set to FILEMARK
DETECTED. The INFORMATION field shall be set to the requested count minus the actual number of logical
blocks spaced over. The logical position shall be on the end-of-partition side of the filemark if movement was
in the forward direction and on the beginning-of-partition side of the filemark if movement was in the reverse
direction.

If early-warning is encountered while spacing over logical objects and the REw bit is set to one in the Device
Configuration mode page (see 8.3.3), CHECK CONDITION status shall be returned, the sense key shall be
setto NO SENSE, and the EOM and VALID bits shall be set to one in the sense data. The additional sense code
shall be set to END-OF-PARTITION/MEDIUM DETECTED. The INFORMATION field shall be set to the
requested count minus the actual number of logical objects spaced over as defined by the cobe value. If the
REW bit is zero, the device server shall not report CHECK CONDITION status at the early-warning point.
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NOTE 21 - Setting the REW bit to one is not recommended for most applications since data may be present
after early-warning.

If end-of-data is encountered while spacing over logical objects, CHECK CONDITION status shall be
returned, the sense key shall be set to BLANK CHECK, and the sense data VALID bit shall be set to one in the
sense data. The additional sense code shall be set to END-OF-DATA DETECTED. The sense data EOM bit
shall be set to one if end-of-data is encountered at or after early-warning. The INFORMATION field shall be set to
the requested count minus the actual number of logical objects spaced over as defined by the cobDE value.
The medium shall be positioned such that a subsequent write operation would append to the last logical
object.

If the epd-of-partition is encountered while spacing forward over logical objects, CHECK CONDITION status
shall be returned, and the sense key shall be set to MEDIUM ERROR. The additional sense code 'shall be set
to ENDFOF-PARTITION/MEDIUM DETECTED, and the sense data EOM and VALID bit shall be Setto ope. The
INFORMATION field shall be set to the requested count minus the actual number of logical objects spacgd over
as defiped by the cobe value. The medium position following this condition is not defined:

If beginning-of-partition is encountered while spacing over logical objects in the reverse direction, thg device
server shall return CHECK CONDITION status and shall set the sense key to NO SENSE. The additional
sense gode shall be set to BEGINNING-OF-PARTITION/MEDIUM DETECTED. The sense data EpM and
VALID bjts shall be set to one, and the INFORMATION field set to the total number of logical objects not|spaced
over ad defined by the coDE value (i.e., the requested number of logical.objects minus the actual number of
logical pbjects spaced over as defined by the CODE value). The mediumposition following this conditign is not
defined. A successfully completed SPACE(6) command shall not set'eoM to one at beginning-of-partition.

When gpacing over sequential filemarks, the COUNT field is interpreted as follows:

a) | a positive value N shall cause forward movement to the first occurrence of N or more congecutive
filemarks being logically positioned after the N fitemark;

b) | a zero value shall cause no change in the logical position; or
C) | a negative value -N (2's complement natation) shall cause reverse movement to the first occpirrence
of N or more consecutive filemarks being logically positioned on the beginning-of-partition side of the
N filemark.

If end-gf-partition is encountered while_spacing to sequential filemarks, CHECK CONDITION status $hall be
returngd, and the sense key shall\bé set to MEDIUM ERROR. The additional sense code shall b¢ set to
END-OF-PARTITION/MEDIUM BETECTED, the EOM bit shall be set to one, and the VALID bit shall be set to
zero infthe sense data. The medium position following this condition is not defined.

If end-¢f-data is encountered while spacing to sequential filemarks, CHECK CONDITION status ghall be
returndd, and the sense key shall be set to BLANK CHECK. The additional sense code shall b¢ set to
Sitioned
it shall

bhall be

positioned such that a subsequent write operation would append to the last logical object.

If end-of-partition is encountered while spacing to end-of-data, CHECK CONDITION status shall be returned,
and the sense key shall be set to MEDIUM ERROR. The additional sense code shall be set to
END-OF-PARTITION/MEDIUM DETECTED, the EOM bit shall be set to one, and the VALID bit shall be set to
zero in the sense data. The medium position following this condition is not defined.
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6.7 VERIFY(6) command

The VERIFY(6) command (see table 37) requests that the device server verify one or more logical block(s)
beginning at the current logical position. Prior to performing the verify operation, the device server shall
perform a synchronize operation (see 4.2.11).

Table 37 — VERIFY(6) command

Bthe it 7 6 5 4 3 2 1 0
0 OPERATION CODE (13h)
1 Reserved IMMED BYTCMP FIXED
2 (MSB)
3 VERIFICATION LENGTH
4 LSB)
5 CONTROL

An imn

comple

has be¢n validated; but after all verification data has been transferred-from the application client to the

Server,

In orde|
VERIF

A byte

medium (e.g., CRC, ECC). No data shall be transfetred from the application client to the device servelr.

A BYTC
mediun
client tq
option |
sense |

IN CDH.

The VE
the FIxH
tions th
and thsg

The VH

ted. An IMMED bit of one specifies status shall be returned as spen‘as the command descript
if the BYTCMP bit is one.

I to ensure that no errors are lost, the application client should set the IMMED bit to zero on
(6) command when issuing a series of VERIFY(6)<€ommands.

compare (BYTCMP) bit of zero specifies the verification shall be a verification of logical blockg
(MP bit of one specifies the device server shall perform a byte-by-byte compare of the data
n and the data transferred from the @pplication client. Data shall be transferred from the app
the device server as in a WRITE(8) command (see 6.8). If the BYTCMP bit is one and the byte ¢
ey shall be set to ILLEGAL:REQUEST, and the additional sense code shall be set to INVALID
RIFICATION LENGTHfield specifies the amount of data to verify, in logical blocks or bytes, as sped
D bit. Refer to theyREAD(6) command (see 6.4) for a description of the FIXED bit and any erro
at may result from incorrect usage. If the VERIFICATION LENGTH field is zero, no data shall be

current logical position shall not be changed. This condition shall not be considered as an errg

RIFY(6) command shall terminate as follows:

a)

ediate (IMMED) bit of zero specifies the command shall not return status until the verify operann has

r block
device

he last

on the

on the
lication
bmpare

S not supported, the device server shall terminate the command with CHECK CONDITION status, the

FIELD

ified by
r condi-
verified
r.

when the verification Inngfh has heen e:\fiefind;

b)
c)
d)
e)

f)

)

when an incorrect-length logical block is encountered,;

when a filemark is encountered;

when end-of-data is encountered;

when the end-of-partition is encountered;

when early-warning is encountered (if the REW bit is one in the Device Configuration mode pa
8.3.3); or

when an unrecoverable read error is encountered.

ge, see

The status and sense data for each of the termination conditions are handled in the same manner as in the
READ(6) command (see 6.4). Upon successful completion of a VERIFY(6) command, the logical position
shall be after the last logical block verified.

If the data does not compare (BYTCMP bit of one), the command shall terminate with CHECK CONDITION
status, the sense data VALID bit shall be set to one, the sense key shall be set to MISCOMPARE, and the
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additional sense code shall be set to MISCOMPARE DURING VERIFY OPERATION. If the FIXED bit is one,
the INFORMATION field shall be set to the requested verification length minus the actual number of logical
blocks successfully verified. If the FIXED bit is zero, the INFORMATION field shall be set to the requested verifi-
cation length minus the actual number of bytes successfully verified. This number may be larger than the
requested verification length if the error occurred on a previous VERIFY(6) command with an IMMED bit of one.
Upon termination, the medium shall be positioned after the logical block containing the miscompatre (i.e.,
end-of-partition side).

6.8 WRITE(6) command

The WRITE command (see table 38) requests that the device server write the logical block that isitrafsferred
from thg application client to the current logical position.

Table 38 — WRITE(6) command

BytE:a it 7 6 5 4 3 2 1 0
0 OPERATION CODE (0Ah)
1 Reserved FIXED
2 (MSB)
3 TRANSFER LENGTH
4 LSB)
5 CONTROL

The FIXED bit specifies whether fixed-block transfers or'variable-block transfers are to be used. See thg READ
BLOCH LIMITS command (see 7.5) for additionakinformation about fixed-block transfers and variable-block
transfers.

If the F[XED bit is one, the TRANSFER LENGTH value specifies the number of fixed-length blocks to b¢ trans-
ferred, using the current block length reperted in the mode parameter block descriptor (see 8.3). If the FIXED
bit is z¢ro, a single logical block is transferred with TRANSFER LENGTH specifying the logical block Igngth in
bytes.

If TRANSFER LENGTH is zero;.no data shall be transferred and the current position shall not be changgd. This
conditign shall not be considered an error.

A WRITE(6) command may be buffered or unbuffered, as specified by the BUFFERED MODE field of the mode
paramgter header(see 8.3). When operating in unbuffered mode (see 3.1.80), the device server shall not
return GOOD_ status until all logical block(s) are successfully written to the medium. When operating|in buff-
ered mpde (see 3.1.9), the device server may return GOOD status as soon as all logical block(s) are sficcess-
fully transferred to the logical unit's object buffer.

For compatibility with devices implemented prior to this version of this International Standard, a WRITE
FILEMARKS command with the IMMED bit set to zero should be issued when completing a buffered write
operation to perform a synchronize operation (see 4.2.11).

If the device server enables a WRITE(6) command while positioned between EW and EOP, or encounters EW
during the processing of a WRITE(6) command, an attempt to finish writing any data may be made as deter-
mined by the current settings of the REw and SEw bits in the Device Configuration mode page (see 8.3.3). The
command shall terminate with CHECK CONDITION status and the additional sense code shall be set to
END-OF-PARTITION/MEDIUM DETECTED. If all data that is to be written is successfully transferred to the
medium, the sense key shall be set to NO SENSE or RECOVERED ERROR, as appropriate. If the device
server is unable to transfer all the data to the medium, buffered or unbuffered, before end-of-partition is
encountered, the sense key shall be set to VOLUME OVERFLOW. The EOM bit shall be set to one. If the SEw
bit is set to one, then the vALID bit shall be set to one.
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The INFORMATION field shall be set as follows:

a) if the FIXED bit is set to one, the INFORMATION field shall be set to the requested transfer length minus
the actual number of logical blocks transferred to the device server; or
b) if the FIXED bit is set to zero, the INFORMATION field shall be set to the requested transfer length.

The device server should perform a synchronize operation (see 4.2.11) after the first early-warning indication
has been returned to the application client (see 4.2.5).

NOTE 22 - For some application clients it is important to recognize an error if end-of-partition is encountered
during the processing of a WRITE(6) command, without regard for whether all data that is to be written is
yccessfully transferred to the medium. The VOLUME OVERFLOW sense key may always validly, :Ie

rdturned if end-of-partition is encountered while writing, and such usage is recommended. Reporting-the
EDIUM ERROR sense key may cause confusion as to whether there was really defective medium ‘encoup-
ered during the processing of the last WRITE(6) command.

—+

If a WRITE(6) command is terminated early, an incomplete logical block (i.e., a logical block not completely
transfefred to the device server from the initiator) shall be discarded. The incompléete-logical block may be
access|ble prior to new logical block being written to the media. The device serverishall be logically pogitioned
after the last logical block that was successfully transferred.

See 4.2.6 for a description of the effect of a PEWZ on the completion of the' WRITE(6) command.

6.9 WRITE FILEMARKS(6) command

The WRITE FILEMARKS(6) command (see table 39) requésts that the device server write the specified
numbef of filemarks to the current position.

Table 39 — WRITERLEMARKS(6) command

Byti” 7 6 5 4 3 2 1 0
0 OPERATION CODE (10h)
1 Reserved Obsolete MMED
2 (MSB)
3 FILEMARK COUNT
4 LSB)
5 CONTROL

An imnpediate\(IMMED) bit of one specifies the device server shall return status as soon as the command

uffered
ommand
shall be termlnated with CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST and
the additional sense code shall be set to INVALID FIELD IN CDB.

or block has been validated. An IMMED bit of one is only valid if the dewce is operating in &

An IMMED bit of zero specifies the device server shall not return status until the write operation has completed.
Any buffered logical objects shall be written to the medium prior to completing the command.

The FILEMARK COUNT field specifies the number of filemarks to be written. If the FILEMARK COUNT field is set to
zero, the current logical position shall not be changed. It shall not be considered an error if the FILEMARK
COUNT field is set to zero.

NOTE 23 - The FILEMARK COUNT field takes the place of the TRANSFER LENGTH field normally used by medium
access commands that move data from the Data-Out Buffer to the device server (see SPC-4).
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NOTE 24 - Upon completion of any buffered write operation, the application client may issue a WRITE
FILEMARKS(6) command with the IMMED bit set to zero and the FILEMARK COUNT field set to zero to perform a
synchronize operation (see 4.2.11).

If the device server enables a WRITE FILEMARKS(6) command while positioned between EW and EOP, or
encounters EW during the processing of a WRITE FILEMARKS(6) command, an attempt to finish writing any
buffered logical objects may be made, as determined by the current settings of the REw and SEw bits in the
Device Configuration mode page (see 8.3.3). The command shall terminate with CHECK CONDITION status
and the additional sense code shall be set to END-OF-PARTITION/MEDIUM DETECTED. If all buffered
logical objects to be written are successfully transferred to the medium, the sense key shall be set to NO
SENSE or RECOVERED ERROR, as appropriate. If the device server is unable to transfer all the buffered
logical pbjects to the medium before end-of-partition is encountered, the sense key shall be set to VOLUME
OVERHLOW. The Eom bit shall be set to one. If the SEw bit is set to one, then the vALID bit shall be'setjto one.

The INHORMATION field shall be set to the FILEMARK COUNT field value minus the actual numberof filemarks:

a) | written to the object buffer if the IMMED bit is set to one; or
b) | written to the medium if the IMMED bit is set to zero.

The deyice server should perform a synchronize operation (see 4.2.11) after the first early-warning inglication
has beg¢n returned to the application client (see 4.2.5).

See 4.p.6 for a description of the effect of a PEWZ on the completion of the WRITE FILEMARKS(6)
command.
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7 Common command descriptions for sequential-access devices

7.1 FORMAT MEDIUM command

The FORMAT MEDIUM command (see table 40) is used to prepare the volume for use by the logical unit. If
buffered logical objects are stored by the device server when processing of a FORMAT MEDIUM command
begins, the command shall be rejected with CHECK CONDITION status. The sense key shall be set to
ILLEGAL REQUEST and the additional sense code shall be set to POSITION PAST BEGINNING OF
MEDIUM.

Table 40 — FORMAT MEDIUM command

Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (04h)
1 Reserved VERIFY MMED
2 Reserved FORMAT
3 MSB
( ) TRANSFER LENGTH
4 LSB)
5 CONTROL

The FQRMAT MEDIUM command shall be accepted only‘when the medium is at beginning-of-paftition 0
(BOP 0). If the medium is logically at any other position, the command shall be rejected with CHECK
CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the additional sense codle shall
be set o POSITION PAST BEGINNING OF MEDIUM.

At the quccessful completion of a FORMAT MEBJUM command, the medium shall be positioned at BOP 0.
During the format operation, the device server shall respond to commands as follows:

a) | in response to all commands except REQUEST SENSE and INQUIRY, the device server shall return
CHECK CONDITION unfess a reservation conflict exists. In that case RESERVATION CONFLICT
status shall be returned; or
b) |in response to the REQUEST SENSE command, assuming no error has occurred, the devicg server
shall return a sense’key of NOT READY and the additional sense code shall be set to LOGICAL UNIT
NOT READY; FORMAT IN PROGRESS, with the sense key specific bytes set for process inglication
(see SPC-4).

An immediate~(IMMED) bit of zero specifies the device server shall not return status until the FORMAT
MEDIUM command has completed. An IMMED bit of one specifies the device server shall return status §s soon
as the yalid’medium location has been verified and the command descriptor block of the FORMAT NTEDIUM
command has been validated. [f CHECK CONDITION status is returned for a FORMAT MEDIUM command
with an IMMED bit of one, the format operation shall not be performed.

A VERIFY bit of one specifies the logical unit shall format the volume and then verify that the format was
successfully accomplished. The method used to verify success of the FORMAT MEDIUM command is vendor
specific. If the verify operation determines that the format was not successfully accomplished, the device
server shall return a sense key of MEDIUM ERROR and the additional sense code shall be set to MEDIUM
FORMAT CORRUPTED. If the VERIFY bit is zero, the logical unit shall not perform the verify check.
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The FORMAT field is specified in table 41.

Table 41 — FORMAT field

Code | Description Support
Oh Use default format 0]
1h Partition volume 0]
2h Default format then partition 0]

3h-7h | Reserved
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comma

If the F

server
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MEDI
MEDIU

If the F
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8h-Fh | Vendor specific
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and the device is unable to continue successfully writing, the logical unit shall discard any unwritten buffered
logical objects prior to performing the LOAD UNLOAD operation.

Table 42 — LOAD UNLOAD command

Bthe it 7 6 5 4 3 2 1 0
0 OPERATION CODE (1Bh)
1 Reserved ‘ IMMED
2 Reserved
3 Reserved
4 Reserved HOLD EOT RETEN ‘ LOAD
5 CONTROL

An imnjediate (IMMED) bit of zero specifies the device server shall not return status 'until the load orfunload
operatipn has completed. If the IMMED bit is one, the device server shall return status as soon as all Quffered
logical pbjects have been written to the medium and the command descriptor block of the LOAD UNLOAD
commagnd has been validated. If CHECK CONDITION status is returned forralLOAD UNLOAD commagnd with
an IMMED bit of one, the load or unload operation shall not be performed.

For compatibility with devices implemented prior to this version of-the standard, a WRITE FILEMARKS
commagnd with an IMMED bit of zero should be used to perform acsynchronize operation (see 4.2.11) |prior to
issuingla LOAD UNLOAD command with an IMMED bit of one.

A LoAD|bit of one and a HOLD bit of zero specifies the volume in the logical unit shall be loaded and positioned
to the Beginning-of-partition zero. A LOAD bit of zero and)a HOLD bit of zero specifies the volume in thg logical
unit shpll be positioned for removal at the extreme, position along the medium specified by the EOT bit.
Following successful completion of an unload operation, the device server shall return CHECK CONPITION
status ith the sense key set to NOT READX:for all subsequent medium access commands unti| a new
volumelis mounted or a load operation is successfully completed.

A LOAD| bit of one and a HOLD bit of gne‘specifies if the volume has not been moved into the logical ynit, the
volume]shall be moved in but not pasitioned for access. The EOT and RETEN bits shall be set to zero. Fgllowing
succesgful completion, the device server shall return GOOD status. If the device server, volume, and medium
supporf MAM, the device server shall establish a unit attention condition for all initiators and the additional
sense ¢ode shall be set to-MEDIUM AUXILIARY MEMORY ACCESSIBLE.

A LoAD| bit of zero and a’HoLD bit of one specifies if the volume is in the logical unit, the medium ghall be
positiomed as specified by the RETEN and EOT bits or shall be unthreaded, whichever is appropriate| for the
medium type, batyshall not be demounted. Following successful completion, the device server shall return
GOOD|statuss

A reterjsion (RETEN) bit of one specifies the logical unit shall perform a retension function on the jcurrent
medium. A RETEN bit of zero specifies the logical unit shall not perform a retension function on the current
medium. Implementation of the retension function is vendor specific.

An end-of-tape (EOT) bit of one specifies an unload operation (LOAD bit set to zero) shall position the medium
at end-of-medium for removal from the device. For devices that do not support unloading at end-of-medium
the device server shall terminate the command with CHECK CONDITION status. The sense key shall be set
to ILLEGAL REQUEST and the additional sense code shall be set to INVALID FIELD IN CDB. An EOT bit of
zero specifies an unload operation shall position the medium at beginning-of-medium for removal from the
device.

An EOT bit of one and a LOAD bit of one shall cause the device server to return CHECK CONDITION status
and the sense key shall be set to ILLEGAL REQUEST and the additional sense code shall be set to INVALID
FIELD IN CDB.
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A HOLD bit of one specifies MAM shall be accessible upon completion of the command but the volume shall
not be positioned for access. A HOLD bit of zero and a LOAD bit of one specifies the volume shall be positioned
for access. A HOLD bit of zero and a LOAD bit of zero specifies MAM shall not be accessible upon completion of
the command.

When operating in buffered mode 1h or 2h (see 8.3), the logical unit shall discard any unwritten buffered data
after the LOAD UNLOAD command is validated if the device is unable to continue successfully writing (e.g.,
the device reported CHECK CONDITION status to a previous command, reported a write-type error, and the
error has not been cleared or otherwise recovered).

7.3 LOQCATE(16) command
The LJQCATE(16) command (see table 43) causes the logical unit to position the medium torthe“logicql object
or logigal file, as specified by the DEST_TYPE and LOGICAL IDENTIFIER fields. Upon completion, theflogical
position shall be as specified in table 44. Prior to performing the locate operation, the device server shall
perform a synchronize operation (see 4.2.11).
Table 43 — LOCATE(16) command

Bthe” 7 6 5 4 3 2 1 0

0 OPERATION CODE (92h)

1 Reserved DEST_TYPE ‘ Rsvd CP MMED

2 Reserved BAM

3 PARTITION

4 (MSB)

5

6

7

s LOGICAL IDENTIFIER

9

10

11 LSB)

12 Reserved

13 Reserved

14 Reserved

15 CONTROL

An immediate (IMMED) bit of zero specifies the device server shall not return status until the locate operation
has completed. If the IMMED bit is one, the device server shall return status as soon as all buffered logical
objects have been written to the medium and the command descriptor block of the LOCATE(16) command
has been validated. If CHECK CONDITION status is returned for a LOCATE(16) command with an IMMED bit
of one, the locate operation shall not be performed.

A change partition (CP) bit of one specifies a change to the partition specified in the PARTITION field shall occur
prior to positioning to the logical object or logical file, as specified in the LOGICAL IDENTIFIER field. A cpP bit of
zero specifies no partition change shall occur and the PARTITION field shall be ignored.
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The DEST_TYPE field shall be used in conjunction with the LOGICAL IDENTIFIER field to locate to the appropriate
position of the medium. The DEST_TYPE field specifies whether the location specified is a logical object
identifier or logical file identifier. The DEST_TYPE field is specified in table 44.

Table 44 — DeST_TYPE field

Code Description Logical position upon successful completion | Support
00b | Logical object identifier BOP side M
01b Logical file identifier BOP side of the logical file M
10k Obseolete
11b Reserved

A block address mode type (BAM) bit of zero specifies the logical unit shall process thisceomman
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betwegn beginning-of-data and the position immediately after the last object-in the partition (i.e., pog
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MEDIU
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7.4 PREVENT ALLOW MEBIUM REMOVAL command

The PR
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hally, the sense data EOM bit shall be set to one if end-of-data‘islocated at or after early-warnin

M ERROR, and the sense data EOM bit shall be setto ane.

RTITION field specifies the partition to select if the)Cp bit is one. Refer to the sequential-access
see 4.2.7) and the Medium Partition mode(page (see 8.3.4) for additional information abod

the removal of the volume. The logical unit shall not allow volume removal if any initiator port ¢
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Table 45 — PREVENT ALLOW MEDIUM REMOVAL command
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Bytz it 7 6 5 4 3 2 1 0
0 OPERATION CODE (1Eh)
1 Reserved
2 Reserved
3 Reserved
4 Reserved PREVENT
5 CONTROL



https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

14776-333 © ISO/IEC:2013(E) —-115-

Table 4

6 specifies the PREVENT field values and their meanings.

Table 46 — PREVENT field

Code Description
00b Volume removal shall be allowed.
01b Volume removal shall be prevented.
10b Obsolete
11b Obsolete
The prlvention of volume removal shall begin when the device server sucessfully processes alPREVENT
ALLOW MEDIUM REMOVAL command with a PREVENT field of 01b (i.e., volume removal prevented). The
prevention of volume removal for the logical unit shall terminate after:
a) | one of the following occurs for each |_T nexus that previously had volume removal prevented
A) the device server sucessfully processes a PREVENT ALLOW MEDIUJM REMOVAL command
with a PREVENT field of 00b; or
B) an |_T nexus loss;
b) | a power on;
c) |a hard reset; or
d) | a logical unit reset.
If a perpistent reservation or registration is being preempted by a PERSISTENT RESERVE OUT command
with PREEMPT AND ABORT service action (see SPC-4), théquivalent of a PREVENT ALLOW MEDIUM
REMOYAL command with the PREVENT field set to 00b shalhbe’processed for each |_T nexus associajed with
the perpistent reservation or registrations being preempted. This allows an application client to overfide the
prevention of volume removal function for a SCSI initiater port that is no longer operating correctly.
While g prevention of volume removal conditiorijs in effect, the logical unit shall inhibit mechanisns that
normally allow removal of the volume by an operator.
7.5 READ BLOCK LIMITS command
The RHAD BLOCK LIMITS command (see table 47) requests that the READ BLOCK LIMITS DATA (sge table
48) be returned. The READ:BLOCK LIMITS data (see table 48) specifies the block length limits capgbility of
the logical unit.
Table 47 — READ BLOCK LIMITS command
Bit
Byte 7 6 5 4 3 2 1 0
0 OPERATION CODE (05h)
1 Reserved
2 Reserved
3 Reserved
4 Reserved
5 CONTROL
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Table 48 — READ BLOCK LIMITS data

Bit
Byte

7 6 5 4 3 2 1
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7.6 READ POSITION command

7.6.1 READ POSITION command description

The READ POSITION command (see table 49) reports the current position and provides information about
logical objects contained in the object buffer. No medium movement shall occur as a result of responding to
the command.

Table 49 — READ POSITION command

Bit
Byte 4 §] |5} 4 3 1 0
0 OPERATION CODE (34h)
1 Reserved SERVICE ACTION
2 Reserved
3 Reserved
4 Reserved
5 Reserved
6 Reserved
7 (MSB)
ALLOCATION LENGTH
8 LSB)
9 CONTROL
The sefvice actions defined for the READ POSITION command are shown in table 50.
Table 50 — READ POSITION service action codes
Code Name Description Implementation | Reference
requirements
00h SHORT FORM — | Devicelserver shall return 20 bytes of data Mandatory 7.6.2
BLOCK ID with.the FIRST LOGICAL OBJECT LOCATION and
LAST LOGICAL OBJECT LOCATION fields as logical
object identifier values (see 4.2.8.2), relative to
a partition.
01lh SHORT FORM+~ | Device server shall return 20 bytes of data Optional 7.6.2
VENDOR SRECIFIC | with the FIRST LOGICAL OBJECT LOCATION and
LAST LOGICAL OBJECT LOCATION fields as ven-
dor-specific values.
02h Reserved lllegal request
03h Reserved ffregat Tequest
04h Reserved lllegal request
05h Reserved lllegal request
06h LONG FORM Device server shall return 32 bytes of data. Mandatory 7.6.3
07h Reserved lllegal request
08h EXTENDED FORM | Device server shall return 28 bytes of data up Optional 7.6.4
to the maximum length specified by the ALLO-
CATION LENGTH field.
0%9h - Reserved lllegal request
1Fh
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If the device server does not implement the specified service action code, then the command shall be termi-
nated with CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST, and the additional
sense code shall be set to INVALID FIELD IN CDB.

To maintain compatibility with earlier implementations, the service action codes 02h, 03h, 04h, 05h, and 07h
shall not be implemented.

For service action codes of 00h, 01h, and 06h, the ALLOCATION LENGTH field in the CDB shall be zero. If it is
not, then the command shall be terminated with CHECK CONDITION status. The sense key shall be set to
ILLEGAL REQUEST, and the additional sense code shall be set to INVALID FIELD IN CDB.

For a service action code of 08h, the ALLOCATION LENGTH field in the CDB specifies how much space has been
allocated for the parameter data. If the length is not sufficient to contain the parameter data, the firstpqrtion of
the parfmeter data shall be returned. This shall not be considered an error. If the remainder of the pafameter
data is|required, the application client should send a new READ POSITION command withhan ALLQCATION
LENGTH/field large enough to contain all the parameter data.
7.6.2 READ POSITION DATA format, short form
Table 5[l specifies the READ POSITION data that shall be returned if the SERVICE ACTION field is O0h gr O1h.
Table 51 — READ POSITION data format, short form
Bit

Byte 7 6 5 4 3 2 1 0

0 BOP EOP LocU BYCU Rsvd LOLU PERR BPEW

1 PARTITION NUMBER

2 Reserved

3 Reserved

4 (MSB)

5

5 FIRST LOGICAL OBJECT LOCATION

7 LSB)

8 (MSB)

9

0 LAST LOGICAL OBJECT LOCATION

11 LSB)

12 Reserved

13 (MSB)

14 NUMBER OF LOGICAL OBJECTS IN OBJECT BUFFER

15 (LSB)

16 (MSB)

17

18 NUMBER OF BYTES IN OBJECT BUFFER

19 (LSB)

A beginning—of-partition (BoP) bit of one specifies the logical unit is at the beginning-of-partition in the current
partition. A BOP bit of zero specifies the current logical position is not at the beginning-of-partition.

An end-of-partition (EoP) bit of one specifies the logical unit is positioned between early-warning and
end-of-partition in the current partition. An EOP bit of zero specifies the current logical position is not between
early-warning and end-of-patrtition.
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A logical object count unknown (Locu) bit of one specifies the NUMBER OF LOGICAL OBJECTS IN OBJECT BUFFER
field does not represent the actual number of logical objects in the object buffer. A Locu bit of zero specifies
the NUMBER OF LOGICAL OBJECTS IN OBJECT BUFFER field is valid.

A byte count unknown (Bycu) bit of one specifies the NUMBER OF BYTES IN OBJECT BUFFER field does not
represent the actual number of bytes in the object buffer. A Bycu bit of zero specifies the NUMBER OF BYTES IN

OBJECT

BUFFER field is valid.

A logical object location unknown (LoLU) bit of one specifies the first logical object location, last logical object
location, or partition number are not currently known or not otherwise obtainable. A LoLu bit of zero specifies
T LOGICAL OBJECT LOCATION, LAST LOGICAL OBJECT LOCATION, and PARTITION NUMBER fields contain valid
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or on the EOP side of EW. If the BPEW bit is set to zero, then the logical’object location is
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bld (see 8.3.8) is set to zero.

RTITION NUMBER field reports the partition number for the currentlogical position. If the logical |
s one partition for the volume, the PARTITION NUMBER field shall be set to zero.

ST LOGICAL OBJECT LOCATION field specifies the logical object identifier associated with the
bosition. The value shall specify the logical object identifier of the next logical object to be trar
h an application client and the device server if a READ or WRITE command is issued.

BT LOGICAL OBJECT LOCATION field specifies th€ logical object identifier associated with the nex

object or is empty, the value reported;for the last logical object location shall be equal to th
i for the first logical object location.
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Table 52 specifies the format of the READ POSITION data that shall be returned if the SERVICE ACTION field is

06h.

Table 52 — READ POSITION data format, long form

Bit
Byte

3

BOP

EOP

Reserved

MPU

LONU

Rsvd

BPEW

Reserved

Reserved

Reserved

(MSB)

PARTITION NUMBER

LSB)

(MSB)
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LOGICAL FILE IDENTIFIER

LSB)
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31

Obsolete

(LSB)

The BoP, EOP, and PARTITION NUMBER fields are as defined in the READ POSITION data format, short form
(see table 51).
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A mark position unknown (MPU) bit of one specifies the logical file identifier is not known or accurate reporting
is not currently available. A MPu bit of zero specifies the LOGICAL FILE IDENTIFIER field contains valid position
information.

A logical object number unknown (LONU) bit of one specifies the logical object number or partition number are
not known or accurate reporting is not currently available. A LONU bit of zero specifies the LOGICAL OBJECT
NUMBER and PARTITION NUMBER fields contain valid position information.

If the Beyond Programmable Early Warning (BPEW) bit is set to one, then the logical object location is in a
PEWZ or on the EOP side of EW. If the BPEW bit is set to zero, then the logical object location is not in a
PEW?Z or on the EOP side of EW. The BPEW bit shall be set to zero if the LONU bit is set to one or if the PEWS
field (s¢e 8.3.8) is set to zero.

The PARTITION NUMBER field reports the partition number for the current logical position. If the Jogical ynit only
supports one partition for the volume, the PARTITION NUMBER field shall be set to zero.

The LOICAL OBJECT NUMBER field specfies the number of logical objects between begginning-of-partitjon and
the curfent logical position. A filemark counts as one logical object.

The LOEICAL FILE IDENTIFIER field specifies the number of filemarks between beginning-of-partition and the
currentflogical position. This value is the current logical file identifier.
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Table 53 specifies the format of the READ POSITION data that shall be returned if the SERVICE ACTION field is

08h.

Table 53 — READ POSITION data format, extended form

Bit
Byte

4

3

BOP

EOP

LOCU

BYCU

Rsvd

LOLU

PERR

BPEW

PARTITION NUMBER

(MSB)

ADDITIONAL LENGTH (1Ch)

LSB)

Reserved

(MSB)

NUMBER OF LOGICAL OBJECTS IN OBJECT BUFFER

LSB)

(MSB)

O |0 |N|o|(g|bh|W[IN|[F
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[N
[ep)
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LAST LOGICAL OBJECT LOCATION

LSB)
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N
(€3]

N
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N
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31

NUMBER OF BYTES IN OBJECT BUFFER

(LSB)

The fields are defined the same as for the corresponding fields in the READ POSITION data format, short

form (see table 51).
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The ADDITIONAL LENGTH field shall contain 1Ch. If the information transferred to the Data-In Buffer is truncated
because of an insufficient ALLOCATION LENGTH value, the ADDITIONAL LENGTH field shall not be altered to reflect
the truncation.

7.7 RECOVER BUFFERED DATA command

The RECOVER BUFFERED DATA command (see table 54) is used to recover data that has been transferred
to the logical unit's object buffer but has not been successfully written to the medium. It is normally used to
recover the buffered data after error or exception conditions make it impossible to write the buffered data to
the meflium. One or more RECOVER BUFFERED dafa commands may be required to recover all-.ufwritten
bufferefl data.

Table 54 — RECOVER BUFFERED data command

Byti it 7 6 5 4 3 2 1 0
0 OPERATION CODE (14h)
1 Reserved SILI FIXED
2 (MSB)
3 TRANSFER LENGTH
4 LSB)
5 CONTROL,

The prgcessing of this command is similar to the READ(6) command except that the data is transferrged from
the logical unit's object buffer instead of the medium,_The order that logical block(s) are transferred is defined
by the RBO bit in the Device Configuration mode page (see 8.3.3). If the RBO bit is not implemented) logical
block(s) are transferred in the same order they would have been transferred to the medium.

Refer tp the READ(6) command (see 6.4) for a description of the FIXED bit, the siLI bit, the TRANSFER LENGTH
field, apd any conditions that may resultfrom incorrect usage of these fields.

If the FIKED bit is zero, no more than:the requested transfer length shall be transferred to the applicatiop client.
If the requested transfer length.is-smaller than the actual length of the logical block to be recovered, ¢nly the
requested transfer length shall be transferred to the application client and the remaining data for the|current
logical plock shall be discarded.

During [recovery operations involving unknown block sizes, the application client should set the FIXHD bit to
zero and select.thé maximum block length supported by the logical unit to ensure that all buffered|data is
transfefred.

If a buffeted-filemark is encountered during a RECOVER BUFFERED DATA command, CHECK CONPITION
status shatt e Teturmed; the Sense Rey shafttbe setto NO-SENSE, and the FILEMARK and VALTD Dits shall be
set to one in the sense data. Upon termination, the logical position shall be after the filemark. If the FIXED bit is
one, the INFORMATION field shall be set to the requested transfer length minus the actual number of logical
blocks transferred. If the FIXED bit is zero, the INFORMATION field shall be set to the requested transfer length.

If an attempt is made to recover more logical blocks of data than are contained in the logical unit's object
buffer, CHECK CONDITION status shall be returned, the sense key shall be set to NO SENSE. The additional
sense code shall be set to END-OF-DATA DETECTED, and the EoM and VALID bits shall be set to one in the
sense data. If the FIXED bit is one, the INFORMATION field shall be set to the requested transfer length minus the
actual number of logical blocks transferred. If the FIXED bit is zero, the INFORMATION field shall be set to the
requested transfer length.
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The REPORT DENSITY SUPPORT command (see table 55) requests that information regarding the
supported densities or medium type for the logical unit be sent to the application client.

Table 55 — REPORT DENSITY SUPPORT command

Bit
Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (44h)

1 Reserved MEDIUM MEDIA

TYRE

2 Reserved

3 Reserved

4 Reserved

5 Reserved

6 Reserved

7 (MSB)

ALLOCATION LENGTH

8 LSB)

9 CONTROQL
If the MEDIA bit is set to zero, the device server shallyreturn descriptors for densities or medium types
supporied by the logical unit for any supported media. If the MEDIA bit is set to one, the device server shall
return descriptors for densities or the medium type'supported by the mounted volume. If the MEDIA bit Is set to
one anf the logical unit either contains no volaime or contains a volume but cannot determine the medium
density|or the medium type, CHECK CONDITION status shall be returned. The sense key shall be setfto NOT
READY and the additional sense code shall specify the reason for NOT READY.
If the MEDIUM TYPE bit is set to zero; the device server shall return data as specified in 7.8.3. If the MEDIYM TYPE
bit is sdt to one, the device server shall return data as specified in 7.8.4.
The ALLOCATION LENGTH fieleh-specifies the maximum number of bytes that the device server may retum.
7.8.2 REPORT DENSITY SUPPORT header
The RHPORT DENSITY SUPPORT header is specified in table 56.

Table 56 — REPORT DENSITY SUPPORT header

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

AVAILABLE DENSITY SUPPORT LENGTH

1 (LSB)

2 Reserved

3 Reserved

4 .

Descriptor(s)
n

The AVAILABLE DENSITY SUPPORT LENGTH field specifies the number of bytes in the following data that is
available to be transferred. The available density support length does not include itself. If the parameter data
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is truncated due to insufficient allocation length, the AVAILABLE DENSITY SUPPORT LENGTH field shall not be
altered to reflect the truncation.

7.8.3 Density support report

The REPORT DENSITY SUPPORT command with a MEDIUM TYPE bit set to zero returns the REPORT
DENSITY SUPPORT header (see table 56) followed by one or more density support data block descriptors
(see table 57). The density support data block descriptors shall follow the REPORT DENSITY SUPPORT
header. The density support data block descriptors shall be in numerical ascending order of the PRIMARY
DENSITY CODE value.

Table 57 — Density support data block descriptor
Bit
Byte 7 6 5 4 3 2 1 0
0 PRIMARY DENSITY CODE
1 SECONDARY DENSITY CODE
2 WRTOK DUP DEFLT Reservéed DLV
3 (MSB)
DESCRIPTOR LENGTH

4 LSB)
5 (MSB)
6 BITS PER'MM
7 LSB)
8 (MSB)

MEDIA WIDTH
9 LSB)
10 (MSB)

TRACKS
11 LSB)
12 (MSB)
13
CAPACITY
14
15 LSB)
16
ASSIGNING ORGANIZATION

23
24

DENSITY NAME
31
32

DESCRIPTION
51

Density support data block descriptors shall be returned by ascending PRIMARY DENSITY CODE values. Multiple
entries may exist for a given PRIMARY DENSITY CODE value. For all entries with equal PRIMARY DENSITY CODE
values, all fields except for ASSIGNING ORGANIZATION, DENSITY NAME, and DESCRIPTION shall be identical.
Density support data block descriptors with the same PRIMARY DENSITY CODE value should be ordered from
most to least preferred ASSIGNING ORGANIZATION, DENSITY NAME, and DESCRIPTION.

NOTE 26 - By allowing multiple entries for a given primary and secondary density code set, multiple standard
names may identify the same density code. This facilitates the remapping of density codes, if required.
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The density support data block descriptor may represent a particular format in addition to giving physical
density information. The information in a density support data block descriptor provides an application client
with a detailed review of the recording technologies supported by a logical unit. By supplying the density code
value returned in a density support data block descriptor in a MODE SELECT command (see 8.3), an appli-
cation client selects the recording technology (density, format, etc.).

The PRIMARY DENSITY CODE field contains the value returned by a MODE SENSE command for the density
described in the remainder of the density support data block descriptor. The device server shall accept a
MODE SELECT command containing this value, for appropriate media. The value 7Fh shall be reserved. All
other values are available for use. The value of 00h shall only be used for the default density of the logical
unit.

When rultiple density code values are assigned to the same recording technology (density, format; efc.), the
SECONQARY DENSITY CODE field shall contain the equivalent density code value. When the SECONDARY DENSITY
CODE if used in the mode select header with a MODE SELECT command, the device servershall acdept this
value af equivalent to the PRIMARY DENSITY CODE value. If no secondary density code exists,the devicg server
shall refurn the PRIMARY DENSITY CODE value in this field.

A write|to media ok (WRTOK) bit of zero specifies the logical unit does not suppartiwriting to the meditim with
this denpsity. A WRTOK bit of one specifies the logical unit is capable of writing this density to either the currently
mountdd volume (i.e., MEDIA bit in command descriptor block set to one) arfor some media (i.e., MEQIA bit in
command descriptor block set to zero). All density code values returned by the REPORT DENSITY
SUPPQRT command shall be supported for read operations.

A duplicated (bup) bit of zero specifies this primary density code‘has exactly one density support dafa block
descriptor. A DUP bit of one specifies this primary density codetis specified in more than one density upport
data blgpck descriptor.

A defadllt (DEFLT) bit of zero specifies this density is_not the default density of the drive. A DEFLT bif of one
specifigs this density is the default density. If eithef"the PRIMARY DENSITY CODE or the SECONDARY PENSITY
cobDE figld is zero, the DEFLT bit shall be one. If neither the primary or secondary density code is zero pnd the
DEFLT Rit is one, the logical unit shall accept &aMODE SELECT header with a density code of 00h as equiva-
lent to the primary and secondary density codes.

NTE 27 - The default density of the-Togical unit may vary depending on the currently mounted medip.
Multiple codes may return a DEFLT bit of one when the MEDIA bit is zero since more than one default may e
possible.

If the descriptor length valid(DLV) bit is set to one, the DESCRIPTOR LENGTH field shall contain the length of the
descrigtor minus 5. If the DLV bit is set to zero, the DESCRIPTOR LENGTH field shall be set to zero and the
descriptor is 52 bytes,inJdength.

The BITs PER MM-ield specifies the number of bits per millimeter per track as recorded on the mediym. The
value in this field-shall be rounded up if the fractional value of the actual value is greater than or equa) to 0,5.
A valug of ,00h 'specifies the number of bits per millimeter does not apply to this logical unit. Direct comjparison
of this yalue’between different vendors (possibly products) is discouraged since the definition of bits may vary.

The MEDIA WIDTH field specifies the width of the medium supported by this density. This field has units of
tenths of millimeters. The value in this field shall be rounded up if the fractional value of the actual value is
greater than or equal to 0,5. The MEDIA wWIDTH field may vary for a given density depending on the mounted
volume. A value of 00h specifies the width of the medium does not apply to this logical unit.

The TRACKS field specifies the number of data tracks supported on the medium by this density. The TRACKS
value may vary for a given density depending on the mounted volume. Direct comparison of this value
between different vendors (possibly products) is discouraged since the definition of the number of tracks may
vary. For recording formats that are neither parallel nor serpentine, the TRACKS field specifies the maximum
number of data tracks that are read or recorded simultaneously.

If the MEDIA bit is zero, the CAPACITY field specifies the approximate capacity of the longest supported medium
assuming recording in this density with one partition. If the MEDIA bit is one, the capAcITY field should specify
the approximate capacity of the current medium, assuming recording in this density with one partition. If the
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approximate capacity of the current medium is not available for the mounted volume, the longest supported
medium capacity shall be used. If a SET CAPACITY command has affected the capacity of the medium, this
shall be reflected in the caPACITY field. The capacity assumes that compression is disabled, if possible. If this
density does not support an uncompressed format, the capacity assumes that compression is enabled using
average data. The capacity also assumes that the media is in good condition, and that normal data and block
sizes are used. This value is in units of megabytes (106 bytes). The logical unit does not guarantee that this
space is actually available in all cases. Direct comparison of this value between different vendors (possibly
products) is discouraged since the length of media and the method used to measure maximum capacity may
vary. The capAcCITY field is intended to be used by the application client to determine that the correct density is
being used, particularly when a lower-density format is required for interchange.

The ASEIGNING ORGANIZATION field contains eight bytes of ASCII data identifying the organization resgonsible
for the ppecifications defining the values in this density support data block descriptor. The data-Shal| be left
aligned|within this field. The ASCII value for a space (20h) shall be used if padding is required. The ASEIGNING
ORGANIZATION field should contain a value listed in the vendor identification list (see SPE-4): The Use of a
specifig vendor identification, other than the one associated with the device is allowed.

If vendpr X defines a density and format, another vendor may use X in the ASSIGNING ORGANIZATION(|field. If
exactly[the same density and format construction later becomes known by another’hame, both X and the new
assigning organization may be used for the density code. This is one condition that may result in fultiple
density|support data block descriptors for a single density code value.

NPTE 28 - It is intended that the ASSIGNING ORGANIZATION field contairt.a-unique identification of the organi-
zation responsible for the information in a density support data block deScriptor. In the absence of any formal
rdgistration procedure, T10 maintains a list of vendor and assigningyorganization identification codes in usg.
Vendors are requested to voluntarily submit their identification.Cedes to prevent duplication of codes.

The DENSITY NAME field contains eight bytes of ASCII data.identifying the document (or other identifying name)
that is associated with this density support data block descriptor. The data shall be left aligned within this field.
The AYCII value for a space (20h) shall be used if padding is required. Two physical densities (and gossibly
formatg) shall not have identical ASSIGNING ORGANIZATION and DENSITY NAME fields. Assigning organizations
are responsible for preventing duplicate usage*of one density name for multiple different densities and/or

It is suggested that any document that specifies a format and density for the media contain the valugs to be
used by a logical unit when reporting,the density support. The values for the BITS PER MM, MEDIA WIDJTH, and
TRACKY should also be included in such a document to help maintain consistency.

The DHSCRIPTION field contains twenty bytes of ASCII data describing the density. The data shall be left
aligned| within this field./The' ASCII value for a space (20h) shall be used if padding is required.

7.8.4 Medium typesupport report

The REPORT-DENSITY SUPPORT command with a MEDIUM TYPE bit set to one returns the REPORT
DENSITY/SUPPORT header (see table 56) followed by one or more medium type descriptors (see taple 58).
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The medium type descriptors shall follow the REPORT DENSITY SUPPORT header. The medium type
descriptors shall be in numerical ascending order of the medium type value.

Table 58 — Medium type descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0 MEDIUM TYPE
1 Reserved
2 —MSB)
DESCRIPTOR LENGTH (52)
3 LSB)
4 NUMBER OF DENSITY CODES
5
PRIMARY DENSITY CODES
13
14 (MSB)
MEDIA WIDTH
15 LSB)
16 (MSB)
MEDIUM LENGTH
17 LSB)
18 Reserved
19 Reserved
20 (MSB)
ASSIGNING ORGANIZATION
27 LSB)
28 (MSB)
MEDIUM TYPE NAME
35 LSB)
36 (MSB)
DESCRIPTION
55 LSB)
The mMEDIUM TYpEdield contains the value returned by a MODE SENSE command for the medium type
described in theremainder of the medium type descriptor. The device server shall accept a MODE SELECT
command containing this value, for appropriate media.

The DESTRIPTOR LENGTH fiefdtomtaims the fengtitof the descriptor minus 4-

The NUMBER OF DENSITY CODES field contains the number of valid density codes present in the PRIMARY
DENSITY CODES value field.

The PRIMARY DENSITY CODES field contains a list of primary density code values supported by the drive for the
medium type. The primary density code values shall be listed in ascending order. Any unused bytes in this
field shall be set to zero.

The MEDIA WIDTH field specifies the width of the medium. This field has units of tenths of millimeters. The value
in this field shall be rounded up if the fractional portion of the actual value is greater than or equal to 0,5.

The MEDIUM LENGTH field specifies the nominal length of the medium. This field has units of meters. The value
in this field shall be rounded up if the fractional portion of the actual value is greater than or equal to 0,5.
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The ASSIGNING ORGANIZATION field contains eight bytes of ASCII data identifying the organization responsible
for the specifications defining the values in this medium type descriptor. The data shall be left aligned within
this field. The ASCII value for a space (20h) shall be used if padding is required. The ASSIGNING ORGANIZATION
field should contain a value listed in the vendor identification list (see SPC-4). The use of a vendor identifi-
cation other than the one associated with the device is allowed.

NOTE 29 - It is intended that the ASSIGNING ORGANIZATION field contain a unique identification of the organi-
zation responsible for the information in a medium type descriptor. In the absence of any formal registration
procedure, T10 maintains a list of vendor and assigning organization identification codes in use. Vendors are
requested to voluntarily submit their identification codes to prevent duplication of codes.

The MEDIUM TYPE NAME field contfains eight bytes of ASCIT data identifying the document (or other jddntifying
name) that is associated with this medium type descriptor. The data shall be left aligned within this_figld. The
ASCII Jalue for a space (20h) shall be used if padding is required. Two different medium types-shall npt have
identical ASSIGNING ORGANIZATION and MEDIUM TYPE NAME fields. Assigning organizations are-respongible for
preventing duplicate usage of one medium type name for multiple different medium types:

It is suggested that any document that specifies characteristics for the media contain’the values to be lised by
a logical unit when reporting the density support. The values for the MEDIUM WIDTHand MEDIUM LENGTH should
also belincluded in such a document to help maintain consistency.

The DEBCRIPTION field contains twenty bytes of ASCII data describing the\medium type. The data shall be left
aligned| within this field. The ASCII value for a space (20h) shall be used.if padding is required.

7.9 REWIND command

The REWIND command (see table 59) causes the logical unit to position to the beginning-of-partition in the
currenf partition. Prior to performing the rewind operation, the device server shall perform a synchronize
operatipn (see 4.2.11). If the buffered mode is not:Qh(see 8.3) and a previous command was termina;l‘ed with
CHECHK CONDITION status and the device isunable to continue successfully writing, the logical ufit shall
discard|any unwritten buffered logical objects@rior to performing the REWIND operation.

Table 59 — REWIND command

Bytz it 7 6 5 4 3 2 1 0
0 OPERATION CODE (01h)
1 Reserved MMED
2 Reserved
3 Reserved
4 Reserved
5 CONTROQI

An immediate (IMMED) bit of zero specifies the device server shall not return status until the rewind operation
has completed. If the IMMED bit is one, the device server shall return status as soon as all buffered logical
objects have been written to the medium and the command descriptor block of the REWIND command has
been validated. If CHECK CONDITION status is returned for a REWIND command with an IMMED bit of one,
the rewind operation shall not be performed.

NOTE 30 - For compatibility with devices implemented prior to this standard, it is suggested that a WRITE
FILEMARKS command with an IMMED bit of zero be used to perform a synchronize operation (see 4.2.11)
before issuing a REWIND command with an IMMED bit of one.
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7.10 SET CAPACITY command

The SET CAPACITY command (see table 60) sets the available medium for the currently mounted volume to
a proportion of the total capacity of that volume. Any excess space shall be unavailable on the volume after
successful completion of this command until changed by a new SET CAPACITY command. This change shall
persist through power cycles, logical unit resets, |_T nexus losses, and unloading or reloading of the volume.
Other vendor-specific actions such as physical erasure may change the total capacity of the volume. The
method for recording the available capacity and other marks needed to manage the resulting capacity for

volume

interchange may be specified in a recording format standard or may be vendor specific.

Table 60 — SET CAPACITY command

Bit
Byte

7 6 5 4 3 2 1

OPERATION CODE (0Bh)

Reserved

MMED

Reserved

(MSB)

CAPACITY PROPORTION VALUE

LSB)

Al |W|IN |

CONTROL

If the d
CONDI

MEDIUM NOT PRESENT.

The SH
0). If th
status.
PAST H

A valid
volume
conditig

An immediate (IMMED) bit ofizero specifies the device server shall not return status until the set ¢

operati
commg
status i
not be

The ca
for use

evice server does not contain a volume, then the command shall be terminated with (
TION status. The sense key shall be set to NOT REABY; and the additional sense code shall b

T CAPACITY command shall be accepted only.when the medium is at beginning-of-partition
e medium is logically at any other position, the command shall be rejected with CHECK CON
The sense key shall be ILLEGAL REQUEST and the additional sense code shall be set to PO
EGINNING OF MEDIUM.

SET CAPACITY command shall cause all data and partitioning information on the entire g
to be lost. If the partitioningsinformation changes, the device server shall establish a unit a
n for all initiators with the additional sense code set to MODE PARAMETERS CHANGED.

bn has completedsAR"IMMED bit of one specifies the device server shall return status as soor
nd descriptor blogk of the SET CAPACITY command has been validated. If CHECK CON
5 returned for @ SET CAPACITY command with an IMMED bit set to one, the set capacity operati
performed:

PACITY PROPORTION VALUE field specifies the portion of the total volume capacity to be made a
The CAPACITY PROPORTION VALUE field is the numerator to a fraction with a denominator of 65 5

THECK
e set to

D (BOP
DITION
SITION

hysical
tention

apacity

as the
DITION
bn shall

ailable
B5. The

resultin

cavailabhle canacitv on the volume shall he eaual to the total volume canacitv multinlied
~J L J ht} Ll P4 L

by this

fraction. The device server may round up the capacity to the next highest supported value. This rounding
shall not be considered an error and shall not be reported.

NOTE 31 - Available and total volume capacities are approximate values that may be affected by defects that
reduce the actual available capacity of the volume. Other factors, such as partitioning, compression, and

lo

gical block packing may also affect available capacity.

7.11 SPACE(16) command

The SPACE(16) command (see table 61) operates identically to the SPACE(6) command (see 6.6), but allows
specifying a COUNT field up to eight bytes in length and has parameter data out that specifies the logical object
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identifier on the medium. Following completion of a SPACE(16) command a READ POSITION command
should be issued to obtain positioning information.

Table 61 — SPACE(16) command

Bit

Byte 7 6 5 4 3 2 1 0

0 OPERATION CODE (91h)

1 Reserved CODE

2 Reserved

3 Reserved

4 (MSB)

5

6

7

COUNT

8

9

10

11 LSB)

12 (MSB)

PARAMETER(ENGTH

13 LSB)

14 Reserved

15 CONTROL
The copeE field is defined in table 36 (see 6.6).
When gpacing over logical objects, the CeUNT field specifies the number of logical objects to be spaced over in
the curfent partition. A positive value.N in the couNT field when the cobE field is not 0011b (i.e., end-pf-data)
shall clause forward positioning-(ie., toward end-of-partition) over N logical objects ending|on the
end-of-partition side of the last logical object, if they exist. A zero value in the counT field when the cqpE field

is not Q011b (i.e., end-of-data) shall cause no change of logical position. A negative value -N, in two's
complgment notation, in the*CouNT field when the cobDE field is not 0011b (i.e., end-of-data) shal| cause
reversle positioning (i.e., toward beginning-of-partition) over N logical objects ending jon the
beginnjing-of-partition Side of the last logical object, if they exist. When the coDE field is 0011b (i.e.,
end-of-data), the CouUNT field shall be ignored and the device server shall perform a synchronize ogeration
before moving. before the end-of-data position. When the CcouNnT field is zero and the cobE field is nof 0011b
(i.e., end-of-data), a device server is not required to perform a synchronize operation. Support of spacing in
the reverse direction is optional.

The PARAMETER LENGTH field is used to send parameter data space positioning information specifying the
position on the medium from which to start the SPACE(16) command function. For an implicit block address
mode command, the PARAMETER LENGTH field shall be set to 0. For an explicit block address mode command,
the PARAMETER LENGTH field shall be set to 16. If the PARAMETER LENGTH field is set to any other value, the
command shall be terminated with a CHECK CONDITION status. The sense key shall be set to ILLEGAL
REQUEST and the additional sense code shall be set to INVALID FIELD IN CDB.
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Space positioning information is specified in table 62.

Table 62 — Space positioning information

Bit

Byte 7 6 5 4 3 2 1 0

0 Reserved

1 Reserved

2 Reserved

3 PARTITION NUMBER

4 (MSB)

5

6

7

g LOGICAL OBJECT IDENTIFIER

9

10

11 LSB)

12 Reserved

13 Reserved

14 Reserved

15 Reserved
The LOGICAL OBJECT IDENTIFIER and PARTITION fields specify the position where the SPACE(16) commapnd shall
start. If| the current logical position does not match the specified LOGICAL OBJECT IDENTIFIER and PARTITION
fields, the device server shall perform a locate’ operation to the specified logical object identifier and partition
prior to] performing the space operationif the locate operation fails, the device server shall return CHECK
CONDITION status and the additional;sense code shall be set to LOCATE OPERATION FAILURE. Fgllowing
a locate operation failure the logical fposition is undefined.

NPTE 32 - Locating to the.logical object identifier prior to performing the space operation is necessary for tme
space operation to function properly when filemarks are between the starting logical object identifier and the
pected ending logical.object identifier of the space operation.

[¢]

If a filemark is eneountered while spacing over logical blocks, the command shall be terminated. CHECK
CONDITION status shall be returned, and the FILEMARK and VALID bits shall be set to one in the senge data.
The sgnse key.shall be set to NO SENSE and the additional sense code shall be set to FILEMARK
DETEQTED._The INFORMATION field shall be set to the requested count minus the actual number of logical
blocks spaeed over. The logical position shall be on the end-of-partition side of the filemark if movemgnt was
in the forward direction and on the beginning-of-partition side of the filemark if movement was in the reverse
direction.

For some space operations using the SPACE(16) command, the INFORMATION field value may exceed the
maximum value allowed in the fixed format sense data (see SPC-4). As such, the descriptor format sense
data (see SPC-4) should be enabled (i.e., the D_SENSE bit is set to one in the Control mode page).

If early-warning is encountered while spacing over logical objects and the REW bit is set to one in the Device
Configuration mode page (see 8.3.3), CHECK CONDITION status shall be returned, the sense key shall be
setto NO SENSE, and the EOM and VALID bits shall be set to one in the sense data. The additional sense code
shall be set to END-OF-PARTITION/MEDIUM DETECTED. The INFORMATION field shall be set to the
requested count minus the actual number of logical objects spaced over as defined by the cobe value. If the
REW bit is zero or the option is not supported by the logical unit, the device server shall not report CHECK
CONDITION status at the early-warning point.
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Setting the REW bit to one is not recommended for most applications since data may be present after
early-warning.

If end-of-data is encountered while spacing over logical objects, CHECK CONDITION status shall be
returned, the sense key shall be set to BLANK CHECK, and the sense data VALID bit shall be set to one in the
sense data. The additional sense code shall be set to END-OF-DATA DETECTED. The sense data EOM bit
shall be set to one if end-of-data is encountered at or after early-warning. The INFORMATION field shall be set to
the requested count minus the actual number of logical objects spaced over as defined by the cobe value.
The medium shall be positioned such that a subsequent write operation would append to the last logical
object.

If the ehd-of-partition is encountered while spacing forward over logical objects, CHECK CONDITIGN status
shall bg returned, and the sense key shall be set to MEDIUM ERROR. The additional sense code.shall be set
to ENDFOF-PARTITION/MEDIUM DETECTED, and the sense data EoM and VALID bit shall be setto ope. The
INFORMrrTION field shall be set to the requested count minus the actual number of logical objects spacgd over
as defiped by the cobe value. The medium position following this condition is not defined.

If beginning-of-partition is encountered while spacing over logical objects in the reverse direction, thg device
server shall return CHECK CONDITION status and shall set the sense key to NO SENSE. The additional
sense ¢ode shall be set to BEGINNING-OF-PARTITION/MEDIUM DETECTED. The sense data Epm and
VALID bjts shall be set to one, and the INFORMATION field set to the total number of logical objects not|spaced
over ag defined by the cobe value (i.e., the requested number of logicakgbjects minus the actual number of
logical pbjects spaced over as defined by the cobe value). The medium position following this conditign is not
defined. A successfully completed SPACE(16) command shall not setEOM to one at beginning-of-partjtion.

When gpacing over sequential filemarks, the count field is interpreted as follows:

a) | a positive value N shall cause forward movement to the first occurrence of N or more congecutive
filemarks being logically positioned after the Nt filemark;

b) | a zero value shall cause no change in the Jagical position; or
¢) | a negative value -N (2's complement natation) shall cause reverse movement to the first occlirrence
of N or more consecutive filemarks being logically positioned on the beginning-of-partition side of the
N filemark.

If end-gf-partition is encountered whilé-spacing to sequential filemarks, CHECK CONDITION status s$hall be
returngd, and the sense key shall:be set to MEDIUM ERROR. The additional sense code shall b¢ set to
END-OF-PARTITION/MEDIUM DETECTED, the EOM bit shall be set to one, and the VALID bit shall bg set to
zero infthe sense data. The_medium position following this condition is not defined.

If end-¢f-data is encountered while spacing to sequential filemarks, CHECK CONDITION status ghall be
returndd, and the sense key shall be set to BLANK CHECK. The additional sense code shall b¢ set to
END-OF-DATA DEFECTED, and the sense data VALID bit shall be set to zero. The medium shall be positioned
such thlat a subsequent write operation would append to the last logical object. The sense data Eom bit shall

shall be

If end-of-partition is encountered while spacing to end-of-data, CHECK CONDITION status shall be returned,
and the sense key shall be set to MEDIUM ERROR. The additional sense code shall be set to
END-OF-PARTITION/MEDIUM DETECTED, the EOM bit shall be set to one, and the VALID bit shall be set to
zero in the sense data. The medium position following this condition is not defined.
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8 Parameters for sequential-access devices

8.1 Diagnostic parameters

This subclause defines the descriptors and pages for diagnostic parameters used with sequential-access
devices.

The diagnostic page codes for sequential-access devices are defined in table 63.

Table 63 — Diagnostic page codes

Page code | Description Reference

00h Supported diagnostic pages SPC-4

01h - 3Fh | Reserved (for all device types)
40h - 7Fh | Reserved
80h - FFh | Vendor specific

8.2 Lqg parameters

8.2.1 Lpg parameters overview
This supclause defines the descriptors and pages for log parameters used with sequential-access deices.

The lod page codes for sequential-access devices are defined in table 64.

Table 64— Log page codes

Page ¢ode | Subpage |Log page name Support | Refdrence
code

00h 00h Supported'Log Pages M SRC-4
OOI|1 FFh Supperted Log Pages and Subpages (0] SRC-4

01h - BFh FFh Supported Subpages (0] SRC-4
01h 00h Buffer Overrun/Underrun (0] SRC-4
02f 0ph"" | Write Error Counter M SHC-4
O3I|1 00h Read Error Counter (read) M SRC-4
O4I|\ 00h Read Reverse Error Counter M2 SRC-4
05||] 00h Verify Error Counter (@] SRC-4
06h 00h Non-Medium Error O SPC-4
07h 00h Last n Error Events O SPC-4

08h - OAh 00h-FEh | Reserved -
0Bh 00h Last n Deferred Error Events or Asynchronous Events (0] SPC-4
0Ch 00h Sequential-Access Device M 8.2.2
0Dh 00h Temperature (0] SPC-4
OEh 00h Start-Stop Cycle Counter (0] SPC-4
OFh 00h Application Client 0] SPC-4
10h 00h Self-Test Results (0] SPC-4

a) Mandatory only if READ REVERSE command is supported.
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Table 64 — Log page codes (Continued)

Page code | Subpage |Log page name Support | Reference
code
11h 00h DT Device Status (@) ADC-2
12h 00h TapeAlert Response 0] ADC-2
13h 00h Requested Recovery (0] 8.2.7
14h 00h Device Statistics 0] 8.2.4
15———B6h-FEh—Reserved
16I|1 00h Tape Diagnostic Data (0] 8[2.5
174 00h-FEh | Reserved :
18I|1 00h-FEh | Protocol Specific Port @) SRC-4
19h-4Dh 00h-FEh | Reserved -
2Dh 00h Current Service Information 0] 8J2.6
2Eh 00h TapeAlert M 8J2.3
2Fh 00h Informational Exceptions (0] SRC-4
30h - BFh 00h-FEh | Vendor specific (does not require page format) -
a) |Mandatory only if READ REVERSE command is supported:

8.2.2 Spquential-Access Device log page

The Sefuential-Access Device log page defines:
a) | data counters associated with data bytes tfansferred to and from the medium and to and fjom the

application client;

b) | binary list parameters describing native:Capacities; and

c) | a binary list parameter related to cleaning.

The default value for parameters 0 through 3 shall be zero.

Z

DTE 33 - The data in parametérs 0 and 1 are intended to provide an indication of the compression ratio fpr
e written data. Parameters 2 and 3 are intended to provide an indication of the compression ratio for read
data.

—
-

Table 6b defines the parameter codes for the Sequential-Access Device log page.

Table 65 — Parameter codes for Sequential-Access Device log page

Parameler,Code | Description Support
0066Hk Number-of-gdatabytes-reeeived-fromapptieation-chents-aurinrg-WRIFEecom M
mand operations.
0001h Number of data bytes written to the media as a result of WRITE command M

operations, not counting ECC and formatting overhead.

0002h Number of data bytes read from the media during READ command operations, M
not counting ECC and formatting overhead.

0003h Number of data bytes transferred to the initiator(s) during READ command M
operations.
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Parameter Code

Description

Support

0004h

Approximate native capacity (see 3.1.48) in megabytes (i.e., 108) from BOP to
EOD. This is not sensitive to the current position of the medium. The approxi-
mate native capacity between EOD and EW is the difference of parameter
0005h and this parameter. Conditions may occur that reduce the amount of
data that is written before reaching EW. A value of all bits set to one indicates
that this information is invalid due to an unknown location of EOD (e.g., ho vol-
ume is mounted, EOD information needs to be rebuilt).

M

00p5h

Approximate native capacity (see 3.1.48) in megabytes (i.e., 108) between BOP
and EW of the current partition. If no volume is mounted the device server shatt
set all bits in this parameter to one.

00p6h

Minimum native capacity in megabytes (i.e., 108) between EW and EQOP ‘of the
current partition. If no volume is mounted the device server shall setall-bits in
this parameter to one.

00p7h

Approximate native capacity in megabytes (i.e., 10°) from BOPR'to the current
position of the medium. If no volume is mounted the device server shall set all
bits in this parameter to one.

00p8h

Maximum native capacity in megabytes (i.e., 108) that is currently allowed to be
in the device object buffer. This value may change depending on the current
position of the medium (e.g., available native capacity may decrease as the
current position of the medium approaches€OP).

0009h | OOFFh

Reserved.

01poh

Cleaning requested.

0101h | 7FFFh

Reserved.

8000h { FFFFh

Vendor-specific parameters.

NPTE 34 - If the current partition has a_native capacity of 200 GB (i.e., 200 x 109) with EW at 1 GB prior fo
EPP and the medium is positioned atEOD which is at the point that is 75 % of the native capacity betwe¢n
BPP and EW, then the device server would use the following to determine parameters 0004h, 0005h, anfd
06h. Since 75 % of native capagity is remaining, (200 GB - 1 GB) x 75% = 149.25 GB. This equation results
nIparameter 0004h = 149 250402 4702h), parameter 0005h = 199 000 (03 0958h), and parameter 0006h 91
000 (00 03ES8h).

A non-gero value of thie cleaning requested parameter indicates that the device has requested ja head
cleaning and a subseguent cleaning cycle has not been completed. A zero value of the cleaning requested
paramgter indicatés-that the device has not requested a head cleaning. The cleaning requested pajameter
value shall persist’across |_T nexus losses, logical unit resets, and power cycles.
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8.2.3 TapeAlert log page

The TapeAlert log page (see table 66) defines error and informational flags used for detailed device
diagnostics and management (see 4.2.18 and Annex A).

Table 66 — TapeAlert log page

Bit
Byte 7 6 5 4 3 2 1 0

0 Reserved PAGE CODE (2Eh)

1 SUBPAGE CODE (00h)

2 (MSB)

PAGE LENGTH (n-3)
3 LSB)
TapeAlert log parameter(s)
4
TapeAlert log parameter (first) (see table 67)
n-4
TapeAlert log parameter (last) (se€ table 67)

n
See SHC-4 for a description of the PAGE CODE field, SUBPAGE CoDE-field, and PAGE LENGTH field.
Table 6]7 specifies the format of a TapeAlert log parameter.

Table 67 — TapeAléert’parameter format

Bit
Byte 7 6 5 4 3 2 1 0

0 (MSB)

PARAMETER CODE
1 LSB)
2 DU Obsolete TsD (1) ETC T™MC FORMAT AND L|NKING
(O0b)
PARAMETER LENGTH (01h)
Reserved ‘ FLAG

The value in the-PARAMETER CODE field shall range from 1 to 64.
See SHC-4'for a description of the pu bit, TSD bit, ETC bit, TMC field, and FORMAT AND LINKING field. Theg TSD bit
and FORMAT AND LINKING field shall be set to the value specified in table 67.

An active TapeAlert flag has the FLAG bit set to one. An inactive TapeAlert flag has the FLAG bit set to zero.

If processing a LOG SELECT command, the device server shall terminate the command with CHECK
CONDITION status, set the sense key to ILLEGAL REQUEST, and set the additional sense code to INVALID
FIELD IN PARAMETER LIST if the application client sends parameter data for the TapeALert log page with:

a)
b)
c)
d)
e)

f)

the TsD bit set to zero;

the Ds bit set to zero;

the LP bit set to one;

the LBIN bit set to one;

the FLAG bit set to one; or

the PARAMETER LENGTH field set to a value other than 01h.
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If the TASER bit is set to zero (see 8.3.8), the device server shall terminate the command with CHECK
CONDITION stats, set the sense key to ILLEGAL REQUEST, and set the additional sense code to INVALID
FIELD IN PARAMETER LIST upon processing a LOG SELECT command where the application client has
sent parameter data for the TapeAlert log page with the ETC bit set to one.

8.2.4 Device Statistics log page

8.2.4.1 Device Statistics log page overview

The Device Statistics log page (see table 68) defines data counters associated with utilization of the tape
device. A device server that implements the Device Statistics log page shall implement one or more of the

defined parameters. Support for the individual parameters in the Device Statistics log page is optid
suppor.l‘ed parameters shall be persistent across |_T nexus loss, logical unit reset and power-on-The
all not be set to zero or changed with the use of a LOG SELECT command.

eters s

Table 68 — Device Statistics log page

nal. All
param-

Bthe it 7 6 5 4 3 2 1 0
0 DS SPF (Ob) PAGE CODE (14h)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n-3)
3 LSB)
Device Statistics logparameter(s)
4 Device Statistics log parameter (first) (see table 69)
n Device Statistics:log parameter (last) (see table 69)
See SHC-4 for a description of the Ds bit, SPFbit, PAGE CODE field, SUBPAGE CODE field and PAGE LENGTH field.

Table 6P specifies the Device Statistics Toeg page parameter codes.

Table"69 — Device Statistics log parameter codes

Parameter Description Reference

Code

0000h Lifetime media loads 8.2.4.2

000%h Lifetime cleaning operations 8.24.2

0002h Lifetime power on hours 8.2.4.2

0003h Lifetime media motion (i.e., head) hours 8.2.4.2

0004h Lifetime meters of tape processed 8.2.4.2

0005h Lifetime media motion (head) hours when incompatible 8.2.4.2
media was last loaded

0006h Lifetime power on hours when the last temperature condi- 8.2.4.2
tion occurred (i.e., TapeAlert code 24h)

0007h Lifetime power on hours when the last power consumption 8.2.4.2
condition occurred (i.e., TapeAlert code 1Ch)

0008h Media motion (i.e., head) hours since last successful clean- 8.2.4.2
ing operation

0009h Media motion (i.e., head) hours since second to last suc- 8.2.4.2
cessful cleaning operation
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Table 69 — Device Statistics log parameter codes (Continued)

Parameter Description Reference
Code
000Ah Media motion (i.e., head) hours since third to last success- 8.2.4.2

ful cleaning operation

000Bh Lifetime power on hours when the last operator initiated 8.2.4.2
forced reset and/or emergency eject occurred

000Ch-0FFFh | Reserved

1000h Media motion (i.e., head) hours for each medium type 8.2.4.3
1001h-7FFFh | Reserved

8000h-FFFFh | Vendor-specifc

Parameter codes corresponding to values of time shall be reported in hours and rounded-up to the next

hour.

8.2.4.2|Device statistics data counter log parameter

whole

The deyice statistics data counter log parameter format is specified in table.70.
Table 70 — Device statistics data counter log-parameter format
Bit 7 6 5 4 3 2 1 0
Byte
0 (MSB)
PARAMETER CODE
1 LSB)
DU Obsolete TsD (Ob) ETC T™C FORMAT AND L|NKING
2
(11b)
PARAMETER LENGTH (n-3)
(MSB)
DEVICE STATISTICS DATA COUNTER

n LSB)
The PARAMETER CODE field is'‘defined in table 69.
See SHC-4 for descriptions of the pu bit, TSD bit, ETC bit, TMC field and FORMAT AND LINKING field. The TsD bit
and FORMAT AND LINKING field shall be set to the values specified in table 70.
The PARAMETER“:-ENGTH field indicates the number of bytes in the DEVICE STATISTICS DATA COUNTER field that
follows
The DEVICESTATISTICS DATA COUNTER fietdsthevatueof thedatacounter assoctated-withtheparameter

code.



https://iecnorm.com/api/?name=51adf38ef13d95f53c4a7a2747b0b59f

8.2.4.3

—140 - 14776-333 © ISO/IEC:2013(E)

Medium type log parameter

The medium type log parameter format is specified in table 71.

Table 71 — Medium type log parameter format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (1000h)
1 LSB)
5 DU (Ob) Obsolete TsD (Ob) ETC (Ob) TMC (00b) FORMAT AND'|NKING
(@ib)
3 PARAMETER LENGTH (n-3)
Medium type parameter(s)
4 Medium type parameter (first) (see table 72)
n Medium type parameter (last) (see table\72)
The PARAMETER CODE field shall be set to 1000h to indicate the Medium.type log parameter.
See SHC-4 for descriptions of the Du bit, TSD bit, ETC bit, TMC field-and FORMAT AND LINKING field. Thede fields
shall bg set to the values specified in table 71.
The PARAMETER LENGTH field indicates the number of bytes'in the medium type parameters that follow.
The mgdium type parameter format is specified in table'72.
Table 72 — Medium type parameter format
Bit
Byte 7 6 5 4 3 2 1 0
0 Reserved
1 Reserved
2 DENSITY CODE
3 MEDIUM TYPE
4 (MSB)
MEDIA MOTION HOURS
7 LSB)
The DENSITY CODE field contains the value returned in the general mode parameter block descriptlor (see
SPC-4)-
The MEDIUM TYPE field contains the value returned in the mode parameter header (see SPC-4).
The value returned in the MEDIUM TYPE field is vendor specific for sequential-access devices.

The MEDIA MOTION HOURS field contains the number of media motion (i.e., head) hours for the type of medium
specified by the combination of the MEDIUM TYPE field and DENSITY CODE field.

8.2.5 Tape Diagnostic Data log page

The Tape Diagnostic Data log page (see table 73) provides for a number of error-event records using the list
parameter format. Each error-event record contains diagnostic information for a single error type encountered
by the device including data counters associated with the error event, sense data, operation code/service
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action and medium type with associated media motion hours, etc. The Tape Diagnostic Data log page may be
used to aid in field analysis and repair.

The Tape Diagnostic Data log page shall only include parameter entries for commands that terminated with a
CHECK CONDITION status having the sense key set to MEDIUM ERROR, HARDWARE ERROR or
ABORTED COMMAND.

The parameter code value associated with an error-event indicates the relative time at which a command
terminated with a CHECK CONDITION status. A lower parameter code indicates that the command termi-
nated with a CHECK CONDITION status at a more recent time. The parameter code values returned shall be
numbered consecutively from 0000h (i.e., the most recent) up to n, where n is the number of current
paramgter entries. The number of supported parameter entries, n, is vendor specific.

In each| parameter (see table 74) if the REPEAT bit is set to zero, then the parameter represents ohly on¢ event.
If the REPEAT bit is set to one, then the parameter represents more than one consecutive events that had the
identical values for the MEDIUM ID NUMBER field, SENSE KEY field, ADDITIONAL SENSE CODEfield and ADQITIONAL
SENSE GCODE QUALIFIER field in the parameter. If the REPEAT bit is set to one in the parameter, then other fields in
the parfmeter shall be set to the values when the first of the consecutive events that had the identica| values
for the [MEDIUM ID NUMBER field, SENSE KEY field, ADDITIONAL SENSE CODE fieldjanl ADDITIONAL SENSE CODE
QUALIFIER field occurred.

All par@meter codes shall be persistent across |_T nexus losses, logical unit resets, and power-¢n. The
paramgter entries shall not be set to zero or changed with the use of @&L©G SELECT command.

Table 73 — Tape Diagnostic Datalog page

Byti it 7 6 5 4 3 2 1 0
0 DS SPF (Ob) PAGE CODE (16h)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n-3)
3 LSB)
Tape diagnostic data log parameter(s)
4 Tape diagnostic data log parameter (first) (see table 74)
n Tape diagnostic data log parameter (last) (see table 74)

See SHC-4 for a description of the Ds bit, SPF bit, PAGE CODE field, SUBPAGE CODE field and PAGE LENGT]H field.
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The tape diagnostic data log parameter format is specified in table 74.

Table 74 — Tape diagnostic data log parameter format

Bit
Byte 7 4 3 2
0 MSB
1 ( ) PARAMETER CODE
2 DU (Ob) ETC (Ob) T™MC (00b) FORMAT AND LINKING
3 PARAMETER LENGTH (n-3)
4 Reserved
5 Reserved
6 DENSITY CODE
7 MEDIUM TYPE
8 MSB
m ( ) LIFETIME MEDIA MOTION HOURS
12 Reserved
13 REPEAT
14 ADDITIONAL SENSE CODE
15 ADDITIONAL SENSE)CODE QUALIFIER
16 MSB
1o ( ) VENDOR-SPEC|FIC CODE QUALIFIER
20 MSB
( ) PRODUCT REVISION LEVEL
23
24 MSB
( ) HOURS SINCE LAST CLEAN
27
28 OPERATION CODE
29 SERVICE ACTION
30 Reserved
31 Reserved
32 (MSB)
MEDIUM ID NUMBER
63
64 TIMESTAMP ORIGIN
65 Reserved
66
TIMESTAMP
71
72
VENDOR SPECIFIC
n

See SPC-4 for descriptions of the bu bit, TSD bit, ETC bit, TMC field and FORMAT AND LINKING field. These fields

shall be set to the values specified in table 74.

14776-333 © ISO/IEC:2013(E)
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The PARAMETER LENGTH field indicates the number of bytes in the tape diagnostic data log parameter data that
follows.

The DENSITY cODE field contains the density code of the volume loaded at the time the command terminated
with the CHECK CONDITION status. The DENSITY CODE field is the same value as returned in the general
mode parameter block descriptor (see SPC-4). If no volume was loaded at the time the command terminated
with the CHECK CONDITION status, then the DENSITY cODE field shall be set to 00h.

The MEDIUM TYPE field contains the type of volume loaded at the time the command terminated with the
CHECK CONDITION status. The MEDIUM TYPE field is the same value as returned in the mode parameter
header_(see SPC-4). If no volume was loaded at the time the command terminated with the CHECK
CONDI[TION status, then the MEDIUM TYPE field shall be set to 00h.

The LIHETIME MEDIA MOTION HOURS field contains the number of media motion (head) hours @t the tme the
commgnd terminated with the CHECK CONDITION status. The LIFETIME MEDIA MOTION HOURS field i equiv-
alent tg the value contained in the Device Statistics log page with a parameter code value”ef-0003h at the time
the compmand terminated with the CHECK CONDITION status.

The REPEAT bit set to one indicates this parameter represents more than oneconsecutive events that had
identicdl values for the MEDIUM ID NUMBER field, SENSE KEY field, ADDITIONAL SENSE CODE field, and ADQITIONAL
SENSE ¢CODE QUALIFIER field. The REPEAT bit set to zero indicates this paraméterrepresents a single event.

See SHC-4 for descriptions of the SENSE KEY field, ADDITIONAL SENSE(CODE field, and ADDITIONAL SENJE CODE
QUALIFIER field. The SENSE KEY field, ADDITIONAL SENSE CODE field, and ADDITIONAL SENSE CODE QUALIFIER field
shall cpntain the sense key and additional sense code values‘of the command that terminated with the
CHECHK CONDITION status.

The VENDOR-SPECIFIC CODE QUALIFIER field is vendor specific. The VENDOR-SPECIFIC CODE QUALIFIER may
provid¢ additional diagnostics information relatedi\to the command that terminated with the ¢HECK
CONDI[TION status.

See SHC-4 for the descriptions of the PRODUET REVISION LEVEL field. The PRODUCT REVISION LEVEL figld shall
contain|the product revision level at the time,the command terminated with the CHECK CONDITION gtatus.

The HQURS SINCE LAST CLEAN field*¢ontains the time in media motion (i.e., head) hours since the last
succespful cleaning at the time theceommand terminated with the CHECK CONDITION status. Thel HOURS
SINCE LPAST CLEAN field is equivalent to the value contained in the Device Statistics log page with a pafameter
code o1 0008h at the time thexcommand terminated with the CHECK CONDITION status.

See SHC-4 for descriptions of the OPERATION CODE field and SERVICE ACTION field. The OPERATION COPDE field
and SeRvVICE AcTION.field, if applicable, contain the operation code and service action of the commgnd that
termingted with the’€HECK CONDITION status.

If a vollime was present at the time the command terminated with the CHECK CONDITION status, then the
MEDIUMIDXNUMBER field shall contain:

1) the BARCODE field value contained in the medium auxiliary memory (see SPC-4);
2) the MEDIUM SERIAL NUMBER field value contained in the medium auxiliary memory (see SPC-4); or
3) a vendor-specific value associated with the mounted volume.

If no volume was present at the time the command terminated with the CHECK CONDITION status, the
MEDIUM ID NUMBER field shall be filled with 20h (i.e., ASCII space).

See SPC-4 for descriptions of the TIMESTAMP ORIGIN and TIMESTAMP fields. The TIMESTAMP ORIGIN field and
TIMESTAMP field contain the timestamp origin and timestamp maintained by the device server at the time the
command terminated with the CHECK CONDITION status. If a timestamp is not supported by the device
server, the TIMESTAMP ORIGIN and TIMESTAMP fields shall be set to zero.
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8.2.6 Current Service Information log page
8.2.6.1 Current Service Information log page overview

The Current Service Information log page (see table 75) specifies information used for detailed device
diagnostics and management.

Table 75 — Current Service Information log page

Bit
Byte 7 6 5 4 3 2 1 0
0 DS SPF (Ob) PAGE CODE (2Dh)
1 SUBPAGE CODE (00h)
2 (MSB)
PAGE LENGTH (n-3)
3 LSB)
Service information log parameter(s)
4 Service information log parameter (first) (see-table 76)
X+3 (Length x)

X+y+l Service information log parameteri(last) (see table 76)

n (Length y)

See SHC-4 for a description of the Ds bit, SPF bit, PAGE CODE field, SUBPAGE CODE field and PAGE LENGTH field.

The selvice information log parameter format is specified in table 76.

Table 76 — Service information log parameter format

Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE
1 LSB)
2 DU Obsolete TSD eTC (Ob) TMC (00b) FORMAT AND L|NKING
(01b)
PARAMETER LENGTH (X-3)
Timestamp descriptor
15
16
Searvice infarmation descrintar (firet) (cea tahla 77)
r ~ \ 7\ b 7
t o . .
Service information descriptor (last) (see table 77)
X

See SPC-4 for descriptions of the Du bit, TSD bit, ETC bit, TMC field and FORMAT AND LINKING field. These fields
shall be set to the values specified in table 76.

The PARAMETER LENGTH field indicates the number of bytes that follow.
The value in the PARAMETER CODE field shall be set to the flag number (see table 10) of the TapeAlert flag for

which the information applies. When a TapeAlert flag is activated, the parameter in this log page relating to
that TapeAlert flag is created. This parameter shall continue to be reported until overwritten by the next
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activation of the associated TapeAlert flag or until cleared by a LOG SELECT command. The act of returning
a parameter shall not clear that parameter and shall not cause deactivation of the TapeAlert flag.

The Timestamp descriptor is defined by the REPORT TIMESTAMP command parameter data format (see
SPC-4) with values reflecting the time the TapeAlert flag specified by the PARAMETER CODE field was activated.

Service information descriptors are returned and provide specific information about the TapeAlert flag. At least
one service information descriptor shall be returned. The format of service information descriptors is specified
in table 77.

Table 77 — Service information descriptor

Bit 7 6 5 4 3 2 1 0
Byte
0 SERVICE INFORMATION DESCRIPTOR TYPE
1 SERVICE INFORMATION DESCRIPTOR LENGTH (n-1)
2
Service information descriptor specific information (seg table 78)
n

Only ope service information descriptor shall be returned for a specific’value of SERVICE INFORMATION
DESCRIPTOR TYPE per parameter. The SERVICE INFORMATION DESCRIPTOR-TYPE field is specified in table|78.

Table 78 — SERVICE INFORMATION DESCRIPTOR TYPE field

Code | Service Information Deseriptor Type | Reference

00h Vendor-specific service.information 8.2.6.2
01lh Device information 8.2.6.3
02h Volume information 8.2.64
03h TapeAlert flag specific information 8.2.6.5

04h-FEh | Reserved

8.2.6.2|Vendor-specific service information descriptor

Table 7P specifies the vendor-specific service information descriptor format.

Tabte 79 — Vendor-specific service information descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0 SERVICE INFORMATION DESCRIPTOR TYPE (00h)

SERVICE INFORMATION DESCRIPTOR LENGTH (n-1)

Vendor-specific information
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8.2.6.3 Device information descriptor

Table 80 specifies the device information descriptor format. The device information descriptor is returned
when the cause of the TapeAlert flag relating to the parameter may be related to the device. There shall be
only one device information descriptor returned per service information log parameter.

Table 80 — Device information descriptor

Bthe It 7 6 5 4 3 2 1 0
0 OERVICE INFURNVATIUN DESURIFTUR TYFE (Gli I)
1 SERVICE INFORMATION DESCRIPTOR LENGTH (X-1)
2 DEVICE SEVERITY CODE
3 DEC
4 DECQ
5 DECT LENGTH
6

DECT
n
n+1 NUMBER OF DEVICE REQUESTED REGOVERIES
n+2 DEVICE REQUESTED RECOVERY (first)
X DEVICE REQUESTED’/RECOVERY (last)

The SERVICE INFORMATION DESCRIPTOR LENGTH field specifies the length of the information related to the
device.

The DEVICE SEVERITY CODE field contains a severity code (see table 9).

The deyice element code (DEC) field is specified in table 81.

Table 81 — DEc field

Code | Description

00h No message
10h Device data path
20h Mechanical

30h Primary interface

40h Automation interface

50h Diagnostic interface

60h Electronic elements
70h Microcode
FO-FFh | Reserved

The device element code qualifier (DECQ) field is a vendor-specfic value providing more detailed information
about the element specified by the DEC field.

The DECT LENGTH field specifies the length of the DECT field.

The device element code text (DECT) field is null-terminated and contains a description of what caused the
TapeAlert flag to be activated.
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The NUMBER OF DEVICE REQUESTED RECOVERIES field specifies the number of DEVICE REQUESTED RECOVERIES

fields.

The DEVICE REQUESTED RECOVERY field values are defined in table 82 and shall be returned in prioritized order.

Table 82 — DEVICE REQUESTED RECOVERY field

Code | Description

00h No recovery requested

01h Retrieve device debug logs

8.2.6.4

Table §

02h Clean device

03h Update microcode

04h Power off device and call service
05h Leave the device in current state and call service
06h Remove power from the device then apply power

07h-FFh | Reserved

Volume information descriptor

3 specifies the volume information descriptor format. The volume information descriptor is r

when the cause of the TapeAlert flag relating to the parameter may.be related to the volume.

Table 83 — Volume information descriptor

pturned

Bit
Byte 7 6 5 4 3 2 1 0
0 SERVICE INFORMATION DESCRIPTOR TYPE (02h)
1 SERVICE INFORMATION DESCRIPTOR LENGTH (n-1)
2 VOLUME SEVERITY CODE
3 VIC
4 VICQ
Volume identification descriptor(s)

5

Volume identification descriptor (first)
X

Volume identification descriptor (last)

The SERVICE INFORMATION DESCRIPTOR LENGTH field specifies the length of the information related to the

volume

The VOLUME SEVERITY CODE field contains a severity code (see table 9).

The volume information code (viC) field is specified in table 84.

Table 84 — vic field

Code | Description

00h No message
01lh Good WORM volume
06h Good encrypted volume
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Table 84 — vic field

Code | Description

OBh Good data volume

10h Good cleaning volume

15h Good microcode update volume

1Ah Bad WORM volume

1Fh Bad encrypted volume

25h Bad data volume

2Ah Bad cleaning volume

2Fh Bad microcode update volume

All others | Reserved

ume information code qualifier (vicQ) field is specified in table 85.

Table 85 — vicq field

Code | Description
00h No message
01h Read only permitted at this logical position
06h Logical block encryption key-required
0Bh Read only permitted forthe entire volume
10h Rewrite volume if possible
15h Tape directoryrinvalid, re-read volume if possible
1Ah Cannot read or write
1Fh Replaceolume
25h Auxiliary memory error
All others.{\Reserved

ume identification deseriptor format is the same as the MAM ATTRIBUTE format for medium &
/ (see SPC-4). If a'volume information descriptor is returned and:

if a MAM attribute exists for the volume identifier parameter of the device type attributes (i.e.
the SMC.device), then this attribute shall be returned as a volume identification descriptor;
if a MAM.attribute exists for the barcode parameter of the host type attributes (i.e., set by a
cation'client), then this attribute shall be returned as a volume identification descriptor; and
if’a@ MAM attribute exists for the medium serial number parameter of the medium type attribut

uxiliary

set by

n appli-

es (i.e.,

oot £ + AN 2N ot dher s ot hall k. +. <l | il U ' <l H
SCLU VY T TTarnuractiurct ), tithh o attimvutc oAl T TTUTNTITU do A VUTUTTIC TUTTIUNLativurt Ut ou Tt

tor.
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8.2.6.5

TapeAlert flag specific information

Table 86 specifies the TapeAlert flag information descriptor format. Table 10 specifies which flags are returned
for this descriptor.

Table 86 — TapeAlert flag specific information descriptor

Bit
Byte 7 6 5 4 3 2 1 0
0 SERVICE INFORMATION DESCRIPTOR TYPE (03h)
1 SERVICE INFORMATION DESCRIPTOR LENGTH (02h)
2 (MSB)
CURRENT PERCENTAGE
3 LSB)
The cufrent percentage field specifies a signed percentage indicating how close to operating limits thelitem is.
The value is the signed percentage multiplied by 16 384. If the magnitude of the percentage is less|than or
equal t¢p 100 %, then the device is operating within specifications. If the magnitudelis greater than 100 po, then
the deMice is outside the operating specifications. The equation that shall be used'is:
measuredValue — [(upperleltz— lowerLimit) | | werLimit
—— — x 16384
upperLimit - [(upperleltZ— owerLimit ¢ IowerLimit}
Example 1: if the power specification states the operation.range is between 4.78 volts and 5.32 volts pnd the
measulled voltage is 4.70 volts, then the value returned\by the equation is:
47-[(52-4T8) 1 4 79
x 16384 = -21239 = ADQ9h
5,32 [ (2324000 4 78
2
Example 2: if the media life is specified to be 260 full backups and the media has had 234 full backups
performed, then the value returned by the equation is:
234 — [—< 26%‘ 940
x 16384 = 13107 = 3333h
260 — [M ¥ o}

8.2.7

equested Recovery log page

8.2.7.1

Requested Recovery log page overview

Table 87 specifies the Requested Recovery log page. If the device is unable to complete an action (e.g., a
volume load or unload) the device server may set the RRQST bit to one in the very high frequency data log
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parameter (see ADC-2) to request that the application client perform a recovery action. The application client
is able to obtain a list of alternative requested recovery actions by reading the Requested Recovery log page.

Table 87 — Requested Recovery log page

Bit
Byte 7 6 5 4 3 2 1 0
0 DS SPF (Ob) PAGE CODE (13h)
1 SUBPAGE CODE (00h)
2 —MSB)
PAGE LENGTH (n-3)
3 LSB)
4
Requested recovery log parameters
n
See SHC-4 for a description of the PAGE CODE field, the Ds bit, then spPF bit, the SUBPAGE coDE field, find the
PAGE LENGTH field.
Table 88 specifies the requested recovery log parameter codes.
Table 88 — Requested recovery log parameter codes
Parameter Description Reference
Code
0000h Recovery procedures 8.2.7.2
0001h-7FFFh | Reserved
8000h-FFFFh | Vendor specific
8.2.7.2|Recovery procedures log parameter.
The regovery procedures log parameter format is specified in table 89.
Table 89.<~Requested recovery log parameter format
Bit
Byte 7 6 5 4 3 2 1 0
0 (MSB)
PARAMETER CODE (0000h)
1 LSB)
2 DU (1b) Obsolete TsD (1b) ETC (Ob) T™MC (00b) FORMAT AND LINKING (11b)
3 PARAMETER LENGTH (n-3)
Rocovansnrocadurac lict
Recovenrprocedurestist
4 Recovery procedure (first)
n Recovery procedure (last)

See SPC-4 for descriptions of the pu bit, TSD bit, ETC bit, TMC field, and FORMAT AND LINKING field. These bits
and fields shall be set to the values specified in table 89.

The PARAMETER LENGTH field specifies the number of recovery procedure bytes that follow.

The PARAMETER CODE field shall be set to 0000h to specify the recovery procedures log parameter.

The recovery procedures list contains recovery procedures (see table 90) listed in order from the most
preferred to the least preferred procedure. If multiple recovery procedures are available, the most preferred
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procedure shall be the first in the list (i.e., in byte 4), and the other procedures listed in decreasing order of
preference.

Each recovery procedure consists of one or more actions to be performed. If the INTXN bit in the VHF data
descriptor of the DT Device Status log page is set to one, the parameter shall report only code 00h (i.e.,
Recovery not requested). If a failure occurs in performing one of the actions in a procedure, an appropriate list
of requested recovery procedures may be reported.

Recovery procedures do not persist across a power cycle.

Table 90 — Recovery procedures

Recqvery Description
procedure
0ph Recovery not requested.
01h Recovery requested, no recovery procedure defined.
02h Instruct operator to push volume.
08h Instruct operator to remove and re-insert volume.
04th Issue UNLOAD command. Instruct operator to remove afhd re-insert volume.
0bh Instruct operator to power cycle target device.
06h Issue LOAD command.
0th Issue UNLOAD command.
08h Issue LOGICAL UNIT RESET task management function.
0%h No recovery procedure specified. Contaet service organization.
OAh Issue UNLOAD command. Instructoperator to remove and quarantine volume.
O0Bh Instruct operator to not insert a volume. Contact service organization.
0Ch Issue UNLOAD command.‘Iinstruct operator to remove volume. Contact service organiza-
tion.
0bh Request creation of(a target device error log.
OE Retrieve a target\device error log.
OFh Modify configuration to allow microcode update and instruct operator to re-insert volume.
10ht7Fh Reserved
80hiFFh Vendor-specific procedures.

If the Hequested“Recovery log page is requested and the RRQST bit in the VHF data descriptor of|the DT
Device|Status:log page is set to zero, then a recovery procedure of 00h (i.e., recovery not requested) shall be
reported. f'the requested recovery procedure is 09h (i.e., no recovery procedure defined. Contact [service
organization), then the device may not be able to unload the medium via subsequent LOAD UNLOAD
commands or operator panel requests until the issue is resolved (i.e., attempting to do so may damage the
mechanism of the device, the medium, or both).

If the requested recovery procedure is 0Ah (i.e., Issue UNLOAD command. Instruct operator to remove and
guarantine volume), then the volume should be removed from service.

If the requested recovery procedure is OBh (i.e., Instruct operator to not insert a volume. Contact service
organization), then a nonrecoverable error has occurred and insertion of a volume may cause damage. If the
0Bh recovery procedure is requested, then the RAA bit in the VHF data descriptor of the DT Device Status log
page shall be set to zero, and no other recovery procedures other than ODh and OEh shall be reported.

If the requested recovery procedure is OCh (i.e., Issue UNLOAD command. Instruct operator to remove
volume; Contact service organization), then a non-recoverable error has occurred and insertion of a new
volume may cause damage. If recovery procedure 0Ch is requested and the volume has been removed, then
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the RAA bit in the VHF data descriptor of the DT Device Status log page shall be set to zero, and no other
recovery procedures other than ODh and OEh shall be reported.

8.3 Mode parameters

8.3.1 Mode parameters overview

This subclause defines the descriptors and pages for mode parameters used with sequential-access devices.

The md
SPC-4.

The MEpPIUM TYPE field in the mode parameter header is vendor specific for sequential-access-dévices

The value of the BLOCK LENGTH field in the mode parameter block descriptor shall be acmulttiple of four

Z

fi

The DEVICE-SPECIFIC PARAMETER field in the mode parameter he€ader is defined in table
sequential-access devices.

DTE 35 - The block length field is limited to multiples of four to ensure data integrity is maintained wh¢

de parameter list, including the mode parameter header and mode block descriptor, are descy

ed-block transfers are performed using transports such as Fibre Channel.

Table 91 — Device-specific parameter

ibed in

91 for

Bit
Byte

7 6 5 4 3 2 1

WP BUFFERED MODE SPEED

When U

enable@l. A wp bit of one specifies the volume-is currently in the write protected state. When used \
MODE |[SELECT command, this field is igneted.

pd

(o]

Values [for the BUFFERED MODE field are defined in table 92.

DTE 36 - The write protected staté-may be due to logical unit internal restrictions, software write protectio

sed with the MODE SENSE command, a write protection (wP) bit of zero specifies the volume

physical write protection.

Table 92 — Buffered modes

Code fDescription

Qh The device server shall not report GOOD status on WRITE commands until the
logical blocks are actually written on the medium.

1h The device server may report GOOD status on WRITE commands as soon as

all the data specified in the WRITE command has been transferred to the logical
unit’s object buffer. One or more logical blocks may be buffered prior to writing
the logical block(s) to the medium.

2h The device server may report GOOD status on WRITE commands as soon as:
a) all the data specified in the write command has been successfully trans-
ferred to the logical unit’'s object buffer; and
b) all buffered logical objects from different initiators has been successfully
written to the medium.

3h - 7h | Reserved

is write

vith the

]
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Values for the sPeeD field shall be assigned as defined in table 93.

Table 93 — sPEekeD field

Code | Description

Oh Default (use the device’'s default speed).

1h Use the device’s lowest speed.

2h - Fh | Use increasing device speeds.

For therM

(see S
operati
cation

not ma
density|
is expe

For the
unit. If
the der

bns. For logical units capable of automatic density recognition, the density code selected by th
lient may be overridden by the logical unit for a subsequent read operation if the selected val
ch the current recorded density of the medium. If the MODE SELECT command specifies the
code the logical unit selects the actual density code to be used in a vendor-specific-manner. Th
cted to be the principal density code (or an optimal density code).

MODE SENSE command, the DENSITY CODE field reflects the current operating density of thg
h current operating density has not been selected, either because na volume is mounted or b
sity of the installed volume has not been determined, the DENSITY,CODE field should be se

principal density code value (see 3.1.55). For some logical units, the principal density code value retu

respon

density|

follows
a)

b)

d)
e)

)

Se to a MODE SENSE command may change dynamicallyfo match the most recently d
The DENSITY CODE value returned in response to a MODE:SENSE command shall be determ

following a logical unit reset, if the logical unit is not'ready, the device server shall report the (g

density;

following a unit attention condition for a not-ready-to-ready transition or an unsuccessf

operation, the device server shall:

A) report the principal density if no attempt has been made by the logical unit to determ
density;

B) report the principal density if the'logical unit is unable to automatically determine the deng
the volume; or

C) report the current medjumcdensity if the logical unit has determined the density from the v

following a successful readoperation, the device server shall report a density code value re

the recorded density of the medium. For some implementations, the logical unit may auton

determine this value\from the volume. For devices not capable of automatic density determ

the principal density is reported if the density code value is not provided by the preceding

SELECT command,;

following a.stccessful write operation, the device server shall report a density code value re

the mostrecently recorded density of the medium;

following~ an unsuccessful read operation or an unsuccessful write operation, wj

bedinning-of-partition, the device server shall report a density code value as described for iten

following a successful unload operation, the device server shall report the most recent densi

appli-
e does
default
e value

logical
ecause
t to the
rned in
ptected
ned as

rincipal
Ll read
ine the
ty from
blume.
flecting
atically
nation,
MODE
flecting
hile  at

N b);
ty code

g)

value as determined by items D) through e) above, or

following a logical unit reset, if the logical unit is ready, the device server shall retain knowledge of the

density code as determined by items b) through e) above.

For a MODE SELECT command, a density code of 7Fh specifies the application client is not selecting a
density. The value 7Fh shall not be returned by a MODE SENSE command. Table 94 specifies the

sequen

tial-access device density codes.

Table 94 — Sequential-access density codes

Code Description

00h? Default density.

01h - 7Eh | Density code from REPORT DENSITY SUPPORT command.
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Code Description
7ERP No change from previous density (NO-OP).
80h - FFh | Density code from REPORT DENSITY SUPPORT command.
a) Only reported by MODE SENSE commands if primary density code for the density.
b) This density code value is defined for the MODE SELECT command and shall not be
returned by the MODE SENSE command.
Il page
Table 95 — Mode page codes and subpage codes
Page gode | Subpage code | Mode page name Suppart Reference
00h not applicable | Vendor specific (does not require page format) -
01}|\ 00h Read-Write Error Recovery M 8|3.5
02||1 00h Disconnect-Reconnect M SRC-4
03h - P8h 00h - FEh Reserved -
09h 00h Obsolete - 3|3.7
OAh 00h Control M SKC-4
OAh 01h Control Extension @) SFC-4
0Bh - PEh 00h - FEh Reserved -
OFlp 00h Data Compression M 8|3.2
100 00h Device Configuration M 8/3.3
10||| 01lh Device Configuration Extension O 8|3.8
114 00h Medium Rattition 0 8[3.4
121) 0oh Obsolete - 3(3.7
131) 00h Ohsolete : 3(3.7
14 00h Obsolete - 3(3.7
15) 00h Extended o SPC-4
16I|| 00h Extended Device-Type Specific (0] SRC-4
17||| 00h - FEh Reserved -
18||| 00h Protocol Specific Logical Unit Y SRC-4
181) O1h to FEh o SPC-4
19F1 00h Protocol Specific Port MC SPC-4

a) Valid only for MODE SENSE command.

b) Mandatory only if explicit command set is supported.

c) Mandatory only if supported by the SCSI transport protocol.
d) See SPC-4 for support requirements.
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Table 95 — Mode page codes and subpage codes (Continued)

Page code | Subpage code | Mode page name Support Reference
19h 01lhto FEh O SPC-4
1Ah 00h Power Condition o SPC-4
1Bh 00h - FEh Reserved -
1Ch 00h Informational Exceptions Control M 8.3.6
1Dh 00h Medium Configuration M 8.3.7

1Eh - IFh 00h - FEh Reserved -

20h - BEh 00h - FEh Vendor specific (does not require page format) -
3Fh 00h Return all pages? d SkC-4
3Fh FFh Return all pages and subpages?® 4 SpC-4

00h - BEh FFh Return all subpages? d SpC-4

a) |Valid only for MODE SENSE command.

b) [Mandatory only if explicit command set is supported.

¢) [Mandatory only if supported by the SCSI transport protocol.
d) [See SPC-4 for support requirements.

8.3.2 Dpta Compression mode page

The Data Compression mode page (see table 96) specCifies the parameters for the control ¢f data
comprdgssion in a sequential-access device.

Table 96 — Data Comypression mode page

Bytz it 7 6 5 4 3 2 1 0
0 PS sPF(0) PAGE CODE (OFh)
1 PAGE LENGTH (OEh)
2 DCE DCC Reserved
3 DDE RED Reserved
4 (MSB)
5
5 COMPRESSION ALGORITHM
7 LSB)
8 (MSB)
9
10 DECOMPRESSION ALGORITHM
11 (LSB)
12 Reserved
13 Reserved
14 Reserved
15 Reserved

See SPC-4 for a description of the Ps bit, SPF bit, PAGE CODE field, and PAGE LENGTH field.
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A data compression enable (DCE) bit of one specifies data compression is enabled. When this bit is one, data
sent to the device server by the application client shall be processed using the selected compression
algorithm before being written to the medium. A DCE bit of zero specifies data compression is disabled.

A data compression capable (Dcc) bit of one specifies the device supports data compression and is capable
of processing data sent to it for transferal to the medium using the selected compression algorithm. A bcc bit
of zero specifies the device does not support data compression. This shall be a non-changeable bit.

A data decompression enable (DDE) bit of one specifies data decompression is enabled. A DDE bit of zero
specifies data decompression is disabled. Uncompressed data shall be unaffected by the setting of the DDE
bit.

The report exception on decompression (ReD) field specifies the response to certain boundaries.detgcted in
the dafa on the medium. There are a number of boundaries that may occur on the medjum between
comprgssed and uncompressed data. These boundaries are shown in table 97. Only boundaries shown in
table 9T may generate a CHECK CONDITION status.
Table 97 — Possible boundaries and resulting sense keys due to data compression
Prior dgta Current data Sense Keya'b
RED field value
zero one two

Uncompgressed Compressed MEDIUM MEDIUM MEDIUM

(unsupported algorithm) ERROR ERROR ERROR
Uncompgressed Compressed [none] [none] RECOYERED

(supported algorithm) ERROR
Comprepsed Uncompressed [none] [none] NO SENSE
(supporfed algorithm)
Compre}ssed Compressed MEDIUM MEDIUM MEDIUM
(supporfed algorithm) (unsupported algorithm) ERROR ERROR ERROR
Comprepsed Compressed [none] [none] RECOYERED
(supported algorithm A) (supported algorithm B) ERROR
Comprepsed Uncoempressed [none] NO SENSE NO SENSE
(unsupplorted algorithm)
Comprepsed Compressed [none] RECOVERED | RECOYERED
(unsupplorted algorithm) (supported algorithm) ERROR ERROR
Comprepsed Compressed MEDIUM MEDIUM MEDIUM
(unsupported algorithm A) | (unsupported algorithm B) ERROR ERROR ERROR

All other combinations [none] [none] [ngne]

a) [nong] specifies no CHECK CONDITION status is returned given the data boundary condition and the cur-

rent value of the RED field.
b) The appropriate additional sense code is specified following this table in this subclause.

If a CHECK CONDITION status is returned and the current data is compressed, the additional sense code
shall be set to either DECOMPRESSION EXCEPTION SHORT ALGORITHM ID OF NN with the additional
sense code qualifier set to the algorithm id or DECOMPRESSION EXCEPTION LONG ALGORITHM with no
additional sense code qualifier.

If a CHECK CONDITION status is returned and the current data is uncompressed, the additional sense code
shall be set to DECOMPRESSION EXCEPTION SHORT ALGORITHM ID OF NN with the additional sense
code qualifier set to zero.

A RED field of zero specifies the device shall return a CHECK CONDITION status when data is encountered
on the medium during a read operation that the device is unable to decompress. Data boundaries in table 97
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marked other than [none] in the column for RED field values of zero shall generate CHECK CONDITION status
with the specified sense key when the RED field is zero.

A RED field of one specifies the device shall return a CHECK CONDITION status when data is encountered on
the medium during a read operation that requires different handling by the application client than the data
most recently encountered during a prior read operation. At each of these boundaries, the data that is sent to
the application client is of a fundamentally different nature from that which was previously sent. Data bound-
aries in table 97 marked other than [none] in the column for RED field values of one shall generate CHECK
CONDITION status with the specified sense key when the RED field is one.

A RED field of twi ifies th Vi hall return HECK NDITION when is encountered on
the meglium during a read operation that has been processed using a different algorithm from thatdafa most
recently encountered during a prior read operation. Data boundaries in table 97 marked other than [gone] in
the colymn for RED field values of two shall generate CHECK CONDITION status with the specified sense key
when the RED field is two.

A RED fleld of three is reserved. If a mode page containing a ReD field of three is receiyéd; the MODE SELECT
commgnd shall be terminated with CHECK CONDITION status, the sense key’'shall be set to IL| EGAL
REQUEST, and the additional sense code shall be set to INVALID FIELD IN PARAMETER LIST.

Upon detection of any of the boundary conditions described in table 97 thatresults in a CHECK CONDPITION
status| the additional sense code shall be set to either DECOMRRESSION EXCEPTION SHORT
ALGORITHM ID OF NN (if the algorithm identifier is less than or’egual to 255) or DECOMPRESSION
EXCEHRTION LONG ALGORITHM ID. The device shall, in both cases, set the DECOMPRESSION ALGORITHM
field to the algorithm identifier of the compression algorithm used to)process the encountered data. Thg logical
position shall be on the EOP side of the encountered data, and.the INFORMATION field in the sense ddta shall
contain|a count of the number of logical blocks contained within the encountered data.

When ¢ompressed data is encountered on the mediufithat the device server is unable to decompreéss, the
device perver shall return a CHECK CONDITION status. The sense key shall be set to MEDIUM ERRDR and
the additional sense code shall be set to CANNOT DECOMPRESS USING DECLARED ALGORITHM.
Undecgmpressed data may be returned to the application client as a single variable length logical blgck with
the ILI |pit and INFORMATION fields set accordingly. The logical position is vendor specific followjng this
conditign.

The unfdecompressed data may centain more than one logical object. As such, the application client/ should
issue alREAD POSTION command following this condition to re-establish positioning.

The cOMPRESSION ALGORITHM field specifies the currently selected compression algorithm. The default value
of the gOMPRESSION ALGORITHM field shall specify the default compression algorithm for the device. The field
specifigs the compression algorithm the device shall use to process data sent to it by the application client
when tlhe DCE bit is“set to one. If the application client selects an algorithm that the device does not qupport,
then the¢ device shall return a CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST
and thg additional sense code shall be set to INVALID FIELD IN PARAMETER LIST. Algorithm identiflers are
shown jndable 98. The SELECT DATA COMPRESSION ALGORITHM field in the Device Configuration mode page
shall ba-grered--a-Bata-Compressionede-page-with-the beebit setto-oneis-alsereceived-by-the-device in

Bl o
the same MODE SELECT command.

For the MODE SELECT command, the DECOMPRESSION ALGORITHM field specifies the decompression
algorithm selected by the application client for use in subsequent decompression of data encountered on the
medium. For devices capable of the automatic recognition of the compression algorithm used to process data
encountered on the medium, the decompression algorithm selected by the application client may be ignored,
or overridden by the logical unit for a subsequent read operation if the selected value does not match the
compression algorithm that was used to process the data encountered on the medium.

For the MODE SENSE command, the DECOMPRESSION ALGORITHM field reflects the algorithm selected by the
application client. For some devices, the DECOMPRESSION ALGORITHM Value returned in response to a MODE
SENSE command may change dynamically to match the compression algorithm, detected by the device, that
was used to process the data most recently encountered on the medium, during a read operation. A value of
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zero specifies the data encountered on the medium during the most recent read operation was uncom-
pressed. Compression algorithm identifiers are shown in table 98.

Table 98 — Compression algorithm identifiers

Algorithm identifier

Description

00h No algorithm selected (i.e., identifies uncompressed data).
01h Set with MODE SELECT to select the default algorithm. MODE SENSE shall
return the actual compression algorithm that was selected.
02h Reserved-
03h IBM ALDC? data compression algorithm with 512 byte buffer.
04h IBM ALDC? data compression algorithm with 1 024 byte buffer;
05h IBM ALDC? data compression algorithm with 2 048 byte buffer.
06h - OFh Reserved.
10h IBM IDRCP data compaction algorithm.
11h - 1Fh Reserved.
20h DCLZC data compression algorithm.
21h - FEh Reserved.
FFh Unregistered algorithm.

100h - FFFFFFFFh

Reserved.

a) Adaptive Lossless Data Compression (see ISO/IEC 15200:1996).
b) Improved Data Recording Capability
c) Datg Compression according to Lempel and Ziv(see ISO/IEC 11558:1992).
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8.3.3 Device Configuration mode page

The Device Configuration mode page (see table 99) is used to specify the appropriate sequential-access
device configuration.

Table 99 — Device Configuration mode page

Bthe I 7 6 5 4 3 2 1 0
0 PS SPF(0) PAGE CODE (10h)
1 PAGE LENGTH (OEh)
2 Rsvd Obsolete CAF ACTIVE FORMAT
3 ACTIVE PARTITION
4 WRITE OBJECT BUFFER FULL RATIO
5 READ OBJECT BUFFER EMPTY RATIO
6 (MSB)
WRITE DELAY TIME
7 LSB)
8 OBR LOIS Obsolete ‘ AVC ‘ SOCFk ‘ ROBO ‘ REW
9 Obsolete
10 EOD DEFINED ‘ EEG ‘ SEW. SwWp ‘ BAML ‘ BAM
11 (MSB)
12 OBJECT BUFFER SIZEYAT EARLY WARNING
13 LSB)
14 SELECT DATA.COMPRESSION ALGORITHM
15 WTRE OIR REWIND ON RESET ASOCWP PERSWP ‘ HRMWP

See SHC-4 for a description of the Ps bjtySPF bit, PAGE CODE field, and PAGE LENGTH field.

NPTE 37 - The change active pattition (CAP) bit (byte 2, bit 6 in the Device Configuration mode page) has
bgen obsoleted. To change active partitions refer to the LOCATE command.

A chanpe active format (CAR) bit of one specifies the active format is to be changed to the value spegified in
the ACTIVE FORMAT field~A-CAF bit of zero specifies no active format change is specified. For some devices,
the format may only he changed when the logical unit is at beginning-of-partition.

The AQrIVE FORMAT field specifies the recording format that is in use for the selected density codp when
reading or writing data on a logical unit. The value of the ACTIVE FORMAT field is vendor specific.

The ACTIVE/PARTITION field specifies the current logical partition number in use on the volume. This shiall be a
non-changeable field.

The WRITE OBJECT BUFFER FULL RATIO field, on WRITE commands, specifies to the device server how full the
object buffer shall be before writing data to the medium. A value of zero specifies the value is not specified.

The READ OBJECT BUFFER EMPTY RATIO field, on READ commands, specifies to the device server how empty
the object buffer shall be before retrieving additional data from the medium. A value of zero specifies the value
is not specified.

The WRITE DELAY TIME field specifies the maximum time, in 100 ms increments, that the device server should
wait before any buffered data that is to be written, is forced to the medium after the last buffered WRITE
command that did not cause the object buffer to exceed the write object buffer full ratio. A value of zero
specifies the device server shall never force buffered data to the medium under these conditions.
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An object buffer recovery (0BR) bit of one specifies the logical unit supports object buffer recovery using the
RECOVER BUFFERED DATA command. An OBR bit of zero specifies the logical unit does not support object
buffer recovery. Most device servers consider this bit to be not changeable.

A logical object identifiers supported (LoIS) bit of zero specifies logical object identifiers are not supported in
the format written on the medium. A LoIS bit of one specifies the format on the medium has recorded infor-
mation about the logical object identifiers relative to a partition. Most device servers consider this bit to be not
changeable.

The automatic velocity control (Avc) bit of one, specifies the device shall select the speed (if the device
supports more than one speed) based on the data transfer rate that should optimize streaming activity and
minimigze medium repositioning. An AvC bit of zero specifies the speed chosen shall be defined by th¢ SPEED
field in fhe mode parameter header.

A stop pn consecutive filemarks (socF) field of 00b specifies the device server shall pre-read’ data ffom the
medium to the limits of the object buffer capacity without regard for filemarks. Values*@1b, 10b, gnd 11b
specify[that the device server shall terminate the pre-read operation if one, two, or threeconsecutive filemarks
are detgcted, respectively.

A recoVer object buffer order (ROBO) bit of one specifies logical blocks shall be returned from the objegt buffer
of the Ipgical unit on a RECOVER BUFFERED DATA command in LIFO ordef(last-in-first-out) from that they
were Written to the object buffer. A RBO bit of zero specifies logicalbtocks shall be returned iph FIFO
(first-in{first-out) order.

A repottt early-warning (REW) bit of zero specifies the device server.shall not report the early-warning condition
for reaq operations and it shall report early-warning at or befefe any medium-defined early-warning position
during yvrite operations. Application clients should set the REwWbit to zero.

A REW bit of one specifies the device server shall returit EHECK CONDITION status with the additiongl sense
code s¢t to END-OF-PARTITION/MEDIUM DETEECTED, and the EOM bit set to one in the sense data when
the early-warning position is encountered during read and write operations. If the REw bit is one and the Sew
bit is z¢ro, the device server shall return CHECK CONDITION status with the sense key set to VOLUME
OVERHKLOW when early-warning is encountered during write operations.

NPTE 38 - A REW bit of one is intended for compatibility with application clients using legacy formats thiat
rdquire an early-warning indication-during read operations.

The Eop DEFINED field specifies the format type that the logical unit shall use to detect and generate {he EOD
area. The values for the EODDEFINED field are specified in table 100.

Table 100 — EoD DEFINED field

Code Description

000b Logical unit's default EOD definition

001b Format-defined erased area of medium

010b As specified in the socr field

011b EOD recognition and generation is not supported
100b - 111b | Reserved

An enable EOD generation (EEG) bit set to one specifies the logical unit shall generate the appropriate EOD
area, as determined by the EoD field. A value of zero specifies EOD generation is disabled.

NOTE 39 - Some logical units may not generate EOD at the completion of any write-type operation.

A synchronize at early-warning (SEw) bit set to one specifies the logical unit shall cause any buffered logical
objects to be transferred to the medium prior to returning status when positioned between early-warning and
EOP. A sew bit of zero specifies the logical unit may retain unwritten buffered logical objects in the object
buffer when positioned between early-warning and EOP (see 5.6, 5.7, 6.8, and 6.9).
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A software write protection (Swp) bit set to one specifies the device server shall perform a synchronize
operation then enter the write-protected state (see 4.2.14 and 4.2.14.3). When the swp bit is set to one, all
commands requiring eventual writes to the medium shall return CHECK CONDITION status. The sense key
shall be set to DATA PROTECT and the additional sense code should be set to LOGICAL UNIT SOFTWARE
WRITE PROTECTED (see 4.2.14.2). A swp bit set to zero specifies the device server may inhibit writing to
the medium, dependent on other write inhibits.

A block address mode lock (BAML) bit of zero specifies the selection of the block address mode shall be deter-
mined based on the first block address mode unique command that is received after a successful load
operation or a successful completion of a command that positions the medium to BOP. A BAML bit of one
specifies th lection of the block r m hall rmin n th ing of the BAM bit. See
4.2.17 for a description of block address mode selection.

The bldck address mode (BAM) bit is valid only if the BAML bit is set to one. If the BAML bit is set to)zero, the BAM
bit shall be ignored. If the BAML bit is set to one and the BAM bit is set to zero, the logicalunit shall pperate
using implicit address mode. If the BAML bit is set to one and the BAM bit is set to one, the’logical uiit shall
operatg using explicit address mode. See 4.2.17 for a description of block address mode selection.

The OBPECT BUFFER SIZE AT EARLY WARNING field specifies the value, in bytes, that the logical unit shalllreduce
its logi¢al object buffer size to when writing in a position between its early-warning and end-of-parfition. A
value of zero specifies the implementation of this function is vendor specifie,

N[TE 40 - The intent is to prevent the loss of data by limiting the size.of the object buffer when near the
emd-of-partition.

The SHLECT DATA COMPRESSION ALGORITHM field set to 00h specifies the logical unit shall nof use a
comprgssion algorithm on any data sent to it prior to writing)the data to the medium. A value of 01h specifies
the dat@ to be written shall be compressed using the logical unit's default compression algorithm. Valles 02h
through 7Fh are reserved. Values 80h through FFhxare vendor specific. The SELECT DATA COMPRESSION
ALGORITHM field shall be ignored if a Data Compression mode page with the DCE bit set to one is recdived by
the devjice in the same MODE SELECT command.

NPTE 41 - New implementations use the"Data Compression mode page (see 8.3.2) for specifying daja
mpression behavior.

Q

The WPRM Tamper Read Enable (\WTRE) field specifies how the device server responds to dete¢tion of
comprgmised integrity of a WORM volume when processing a locate, read, read reverse, space, dr verify
operatipn. The WTRE field shall have no effect on the processing of a locate, read, read reverse, sgace, or
verify operation when the device contains a non-WORM volume. The values for the WTRE field are spegified in
table 101.

Table 101 — wtRE field

Code~| Description

00b | The device server shall respond in a vendor specific manner.

01b | Detection of compromised integrity on a WORM volume shall not affect process-
ing of a task.

10b | The device server shall return CHECK CONDITION status. The sense key shall
be set to MEDIUM ERROR and the additional sense code shall be set to WORM
MEDIUM - INTEGRITY CHECK. The position of the medium may have changed.

11b | Reserved. The device server shall return CHECK CONDITION status for a MODE
SELECT command with the WTRE field set to 11b. The sense key shall be set to
ILLEGAL REQUEST and the additional sense code shall be set to INVALID
FIELD IN PARAMETER LIST.

An application client should set the wTRE field to 01b only for the recovery of data from a WORM volume
where the integrity of the stored data has been compromised.
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If the only if reserved (OIR) bit is set to one, the device server shall process a command only if a reservation
(see SPC-2) or persistent reservation (see SPC-4) exists that allows access via the |_T nexus from which the
command was received. If the OIR bit is set to one and a command is received from an |_T nexus for which no
reservation exists, the device server shall not process the command. If the OIR bit is set to one and a
command is received from an |_T nexus for a logical unit upon which no reservation or persistent reservation
exists, the device server shall terminate the command with CHECK CONDITION status. The sense key shall
be set to ILLEGAL REQUEST and the additional sense code shall be set to NOT RESERVED. Commands
that shall not be affected by the OIR bit set to one are defined as Allowed in the presence of persistent reser-
vations in table 14 or SPC-4, or are defined in SPC-2 as Allowed in the presence of reservations. Commands
that shall be affected by the OIR bit set to one are defined as Conflict in the presence of persistent reservations
in table_14 or SPC-4, except for the RESERVE, REILEASE, PERSISTENT RESERVATION IN and
PERSISTENT RESERVATION OUT commands, or are defined in SPC-2 as Conflict in the presence-df reser-
vations| An OIR bit set to zero specifies the device server shall process commands as specified in table 14 or
SPC-4.

The REWIND ON RESET field is specified in table 102. The REWIND ON RESET field, if implemented, ghall be
persistent across logical unit resets.

Table 102 — REWIND ON RESET field

Code | Description

00b | Vendor specific

01b | The logical unit shall position to the beginning of thé.default data partition (BOP 0)
on logical unit reset.

10b | The logical unit shall maintain its position an‘ogical unit reset.
11b | Reserved

An asspciated write protection (ASOCWP) bit set to_ane specifies the logical unit shall inhibit all writing to the
medium after performing a synchronize operationsee 4.2.14 and 4.2.14.4). When the ASOCWP bit is set to
one, the currently mounted volume is logically-write protected until the volume is demounted (see 4.2{14 and
4.2.14.4). When the Asocwp bit is set to one; all commands requiring eventual writes to the medium shall
return CHECK CONDITION status. The sense key shall be set to DATA PROTECT and the additiongl sense
code should be set to ASSOCIATED WRITE PROTECT (see 4.2.14.2). An ASOCWP bit set to zero specifies
the curfently mounted volume is not.write protected by the associated write protection. The Asocwe bit shall
be set fo zero by the device serverwhen the volume is demounted. This change of state shall not cauge a unit
attentign condition. If the application client sets the ASoOCcwP bit to one while no volume is mounted, thg device
server shall terminate the-MODE SELECT command with CHECK CONDITION status. The sense key shall
be set fo NOT READY @and‘the additional sense code shall be set to MEDIUM NOT PRESENT. If the|Device
Configyration mode_page is savable, the Asocwp bit shall be saved as zero, regardless of the current setting.

A persi
protect

tent write Jprotection (PERSWP) bit set to one specifies the currently mounted volume is logically write
d (s€€e4.2.14 and 4.2.14.5). When the PERSWP bit is set to one, all commands requiring eyentual
NDITION status. The sense key shall be set to DATA PRPDTECT

The PERSWP bit shall be set to zero by the device server when the volume is demounted or when a volume is
mounted with persistent write protection disabled. The PERSwP bit shall be set to one by the device server
when a volume is mounted with persistent write protection enabled. These changes of state shall not cause a
unit attention condition. If the application client sets the PERSWP bit to one while no volume is mounted, the
device server shall terminate the MODE SELECT command with CHECK CONDITION status. The sense key
shall be set to NOT READY and the additional sense code shall be set to MEDIUM NOT PRESENT. If the
application client sets the PERSWP bit to one when the logical position is not at BOP 0, the device server shall
return CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the additional
sense code shall be set to POSITION PAST BEGINNING OF MEDIUM. If the Device Configuration mode
page is savable, the PERSWP bit shall be saved as zero, regardless of the current setting.

A permanent write protection (PRMWP) bit set to one specifies the currently mounted volume is logically write
protected (see 4.2.14 and 4.2.14.6). When the PRMWP bit is set to one, all commands requiring eventual writes
to the medium shall return CHECK CONDITION status. The sense key shall be set to DATA PROTECT and
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the additional sense code should be set to PERMANENT WRITE PROTECT (see 4.2.14.2). A PRMWP bit set
to zero specifies the currently mounted volume is not write protected by the permanent write protection. The
PRMWP bit shall be set to zero by the device server when the volume is demounted or when a volume is
mounted with permanent write protection disabled. The PRMwWP bit shall be set to one by the device server
when a volume is mounted with permanent write protection enabled. These changes of state shall not cause a
unit attention condition. If the application client sets the PRMwP bit to one while no volume is mounted, the
device server shall terminate the MODE SELECT command with CHECK CONDITION status. The sense key
shall be set to NOT READY and the additional sense code shall be set to MEDIUM NOT PRESENT. If the
application client sets the PRMWP bit to one when the logical position is not at BOP 0, the device server shall
return CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the additional
sense code shall be set to POSITION PAST BEGINNING OF MEDIUM. If the application client attempts to
change| the PRMWP bit from one to zero, the device server shall terminate the MODE SELECT commgnd with
CHECHK CONDITION status. The sense key shall be set to DATA PROTECT and the additionaksenge code
shall bg set to PERMANENT WRITE PROTECT. If the Device Configuration mode page isl savable, the
PRMWP |bit shall be saved as zero, regardless of the current setting.

8.3.4 Medium Partition mode page

The Megdium Partition mode page (see table 103) is used to specify the group of Volume partitions. Hields in
the Megdlium Partition mode page indicating the current state of the partitions for the volume shall be changed
by the fevice server to the current volume state on a not ready to ready<transition when the volunje state
changgs from demounted to mounted. The physical placement ang~order of volume partitions pre not
specifigd by this standard.

N[TE 42 - Since defining partitions may require reformatting the' volume for some implementations, gn
implicit write to the medium may occur as a result of a MODE-SELECT command that supplies these param-

eters.
Table 103 — Medium.Partition mode page
Bit 7 6 5 4 3 2 1 0
Byte
0 PS sPF(0) PAGE CODE (11h)
1 PAGE LENGTH
2 MAXIMUM ADDITIONAL PARTITIONS
3 ADDITIONAL PARTITIONS DEFINED
4 FDP SPR IDP PSUM POFM CLEAR ADDP
5 MEDIUM FORMAT RECOGNITION
6 Reserved PARTITION UNITS
7 Reserved
Partition size descriptor(s)
8 (MSB)
PARTITION SIZE
(LSB)
n-1 (MSB)
PARTITION SIZE —]
n (LSB)

See SPC-4 for a description of the pPs bit, SPF bit, PAGE CODE field, and PAGE LENGTH field.

The MAXIMUM ADDITIONAL PARTITIONS field is a logical unit-defined value indicating the maximum number of
additional partitions supported by the logical unit. A value of zero returned by the MODE SENSE command
specifies no additional partitions are present or allowed.

The ADDITIONAL PARTITIONS DEFINED field specifies the number of additional partitions to be defined for a
volume when the sDP or IDP bit is set to one. The maximum value allowed is the value returned in the MAXIMUM
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ADDITIONAL PARTITIONS field. The ADDITIONAL PARTITIONS DEFINED value returned by the MODE SENSE
command shall report one less than the number of partitions on the media when the logical unit is ready. If the
unit is not ready, the ADDITIONAL PARTITIONS DEFINED field is undefined.

A fixed data partitions (FDP) bit of one specifies the logical unit shall partition the volume based on its fixed
definition of partitions. Setting this bit to one when POFM is set to zero may only be valid at
beginning-of-partition and is mutually exclusive with the sbp and IDP bits. The partition size descriptors are
ignored by the MODE SELECT command when the FDP bit is set to one. The logical unit may assign any
number of partitions from 1 to (MAXIMUM ADDITIONAL PARTITIONS + 1).

It is recommen s of the

A seleqt data partitions (SbpP) bit of one specifies the logical unit shall partition the volume intg the number of
partitions as specified by the ADDITIONAL PARTITIONS DEFINED field (n) using partition sizes)defined by the
device.| The logical unit shall partition the volume into n+1 partitions numbered 0 through n=-Setting this bit to
n POFM is set to zero may only be valid at beginning-of-partition and it is mutually exclusive Yvith the
FDP andl IDP fields. The partition size descriptors are ignored by the MODE SELECT, command when the sppP
bit is st to one.

An initigtor-defined partitions (IDP) bit of one specifies the logical unit shall¢artition the volume as defined by
the ADOITIONAL PARTITIONS DEFINED field and the partition size descriptors: Setting this bit to one when porFMm is
set to Zero may only be valid at beginning-of-partition and is mutually-exclusive with the Fbp and spp fields.
The number of non-zero partition size descriptors received in the Medium Partition mode page shalllbe one
more than the ADDITIONAL PARTITIONS DEFINED value. The size of partition O shall be non-zero.

A logical unit is not required to retain the method used to partition the volume. The device server shall et only
one of the I1DP, FDP or SDP fields in the MODE SENSE data. If a volume was previously partitioned thfough a
MODE|SELECT command with FDP or SDP set to on€y a device server may set IDP to one in subgdequent
MODE |[SENSE data since the volume has been initiator partitioned. However, in a MODE SELECT comand,
the apglication client cannot use IDP set to one in place of FDP or SDP set to one.

NTE 43 - Since defining partitions may require reformatting the volume for some implementations, gn
rIpIicit write to the medium may occur’as a result of a MODE SELECT command that has any of the fiel@ls
FIP, SDP, Or IDP set to one and has.a value of zero in the Porm field."

The paftition size unit of measure (Psum) field defines the units of the partition size descriptors. A logi|cal unit
is not required to retain theqpartition size unit of measure used to partition the volume. The psuwm|field is
defined in table 104.

Table 104 — PSUM field

Code | Description Support

00b | bytes (unit of one) 0]

01b | kilobytes (103 bytes)

O
10b | megabytes (10° bytes) 0
11b 10(PARTITION UNITS) bytes (@)

The PARTITION UNITS field defines the size of the partition size descriptors when the psum field is set to 11b. A
value of n in the PARTITION UNITS field shall define the units of the partition size descriptors as 10" bytes. If the
PARTITION UNITS field is supported, all possible values shall be supported. A logical unit is not required to retain
the partition units used to partition the volume. If PSUM is not equal to 11b, the PARTITION UNITS field is
undefined. Some values of the PARTITION UNITS field may result in no legal non-zero partition size descriptors.

A partition on format (POFM) bit of one specifies the MODE SELECT command shall not cause changes to the
partition sizes or user data, either recorded or buffered. If POFM is set to one, actual media partitioning occurs
when the device server receives a subsequent FORMAT MEDIUM command (see 7.1). When the FORMAT
MEDIUM command partitions the media, it shall do so based on the contents of the mode data for the Medium
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Partition mode page. If POFM is set to one, field values specified by a MODE SELECT command for the
Medium Partition mode page shall not be changed by the device server before the media is unloaded or until
a logical unit reset. Some field checking may be performed by the MODE SELECT command. However, there
is no guarantee that any subsequent partitioning during a FORMAT MEDIUM command will complete with no
errors.

A POFM bit of zero specifies the MODE SELECT command shall alter the partition information for the volume if
any of the spbp, FDP, or IDP bits are set to one.

A CLEAR bit of zero and an ADDP bit of zero specifies the logical unit may logically erase any or all partitions
when one of the 1bP, EDP, or SDP fiel I n MODE SELECT command.

A CLEAR bit of one and an ADDP bit of zero specifies the logical unit shall logically erase every partition if one of
the 1DP| FDP, or SDP fields is set to one. No formatting of the volume is implied.

An addjtional partitions (ADDP) bit of one and a CLEAR bit of zero specifies the logical unit-shall not Ipgically
erase gny existing partitions, even if the size of the partition is changed. If the MODE SELECT cofnmand
partition size descriptor and the current partition size differ, the logical unit shall truncate or extend the
partitiop, whichever is appropriate. If the MODE SELECT command partitionysiZe is zero and the [current
size is non-zero, the partition shall be logically removed from the volume, resulting in the lo$s of all
data in|that partition. If the MODE SELECT command partition size is equivalent to the current partitipn size,
no change in the partition size shall result. If the logical unit is unable te,perform the operation or if guch an
operatipn would cause loss of valid data in any partition that exists bath-before and after the MODE SELECT
or FORMAT MEDIUM command, the device server shall return CHECK CONDITION status. The selpse key
shall be set to ILLEGAL REQUEST with the addition sense code set to PARAMETER VALUE INVALID. If the
ADDP bt is set to one and either ADDP is not supported or the fDp field is set to one the device server shall
return CHECK CONDITION status. The sense key shalldbe“Set to ILLEGAL REQUEST and the additional
sense ¢ode shall be set to INVALID FIELD IN PARAMETER LIST. If both the ADDP and sDP fields arg set to
one, the logical unit shall add or remove patrtitions stich that the resulting partition count on the voJume is
equal tg the ADDITIONAL PARTITIONS DEFINED value.plys one.

If both the ADDP and CLEAR fields are set to ope; the logical unit shall logically erase all partitions that differ in
size from the corresponding patrtition size descriptor in the MODE SELECT data. Partitions with the same size
as the MODE SELECT data size shall retain all existing data. If the logical unit is incapable of supporting the
changes requested without loss of data, the device server shall return CHECK CONDITION status. Th¢ sense
key shall be set to ILLEGAL REQUEST and the additional sense code shall be set to PARAMETER [VALUE
INVALID. If setting both ADDP and CLEAR to one is not supported, the sense key shall be set to ILL EGAL
REQUEST and the additionalsense code shall be set to INVALID FIELD IN PARAMETER LIST.

A MODE SELECT command partition size descriptor has the equivalent (same) size as the current partition
size if:

a) |the mede’ select PARTITION SIZE, PSUM, and PARTITION UNITS fields are exactly the same ap those

returned by MODE SENSE command,;

b) [ the mode select PARTITION SIzE field value is within plus or minus one of the current size when the

currentsize-is-convered-tothe unitsof the-mode-select PSUM-orPARFHON-UNTSfield-—or

¢) the mode select PARTITION SIZE is FFFFh and the current size would return FFFFh if expressed in the
units of the mode select PSUM or PARTITION UNITS field.

The MEDIUM FORMAT RECOGNITION field specifies the logical unit's capability to automatically identify the
volume format and volume partition information when reading a volume. The value in this field may be
different following a volume change. The MEDIUM FORMAT RECOGNITION field values are shown in table 105.

Table 105 — MEDIUM FORMAT RECOGNITION field

Code Description

00h Logical unit is incapable of format or partition recognition.

01h Logical unit is capable of format recognition.

02h Logical unit is capable of partition recognition.
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Table 105 — MEDIUM FORMAT RECOGNITION field

Code Description

03h Logical unit is capable of format and partition recognition.
04h - FFh | Reserved

If a logical unit specifies it is not capable of volume format recognition, the application client should supply all
necessary parameters for the device to identify the specific format.

PARTITION SIZE fields within the partition size descriptor list define the approximate size of the respective parti-

descrigtors. A logical unit may support more partition size descriptors than supported by the volyme. All
partition size descriptors representing a partition number greater than the maximum additional partition count
shall bg¢ 0. The partition size descriptors are undefined if the logical unitisnot ready. A MODE SELECT
command partition size descriptor of FFFFh requests that the logical unjt-allocate all remaining partitiop space
to that partition. A MODE SENSE command shall return a partition size’ descriptor of FFFFh if the partition
size, injunits of PSUM or PARTITION UNITS, is greater than or equal to FFFFh. If insufficient space existg on the
volume for the requested partition sizes or if multiple partition size descriptors are set to FFFFh, the| device
server ghall return CHECK CONDITION status. The sense key. shall be set to ILLEGAL REQUEST and the
additiomal sense code shall be set to INVALID FIELD IN RARAMETER LIST. A device server may round, as
described by the MODE SELECT command in SPC-4, any, partition size to the nearest valid partition gize.

It is re¢commended, but not required, that the number of partition size descriptors available throligh the
Mediurm Partition mode page equal at least the number of maximum additional partitions + 1. This prgvides a
mechamism for the device server to disclose the:current partition sizes.

8.3.5 Read-Write Error Recovery mode page
The Refad-Write Error Recovery mQde page (see table 106) specifies the error recovery and reporting|param-
eters that the device server shalluse when transferring data between the device and the medium| These

paramgters do not affect protecol-level recovery procedures or positioning error recovery procedures.

Table 106 — Read-Write Error Recovery mode page

Bytz it 7 6 5 4 3 2 1 0
0 PS SPF(0) PAGE CODE (01h)
1 PAGE LENGTH (0Ah)
2 Reserved 8 Rsvd EER PER DTE DCR
3 READ RETRY COUNT
4 Reserved
5 Reserved
6 Reserved
7 Reserved
8 WRITE RETRY COUNT
9 Reserved
10 Reserved
11 Reserved
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NOTE 44 - The parameters in the Read-Write Error Recovery mode page also apply to verify operations.
See SPC-4 for a description of the Ps bit, SPF bit, PAGE CODE field, and PAGE LENGTH field.

A transfer block (TB) bit of one specifies the device server shall use its best effort to transfer a logical block
that cannot be read successfully within the specified read recovery limits to the application client before
CHECK CONDITION status is returned. A TB bit of zero specifies an unrecoverable logical block shall not be
transferred to the application client. Logical blocks that are recoverable within the recovery limits are always
transferred, regardless of the value of the TB bit.

An enable early recovery (EER) bit of one specifies the logical unit shall use the most expedient error recovery
algorithm (e.g., attempt error correction prior to retries). An EER bit of zero specifies the logical unit shall use
the most deliberate error recovery algorithm, within the limits established by the other error recpvery |param-
eters (g.9., attempt to recover the logical block error-free prior to using error correction).

A postlerror (PER) bit of one specifies the device server shall return CHECK CONDITION status tg report
recovefed errors. A PER bit of zero specifies the device server shall not report errgrs-fecovered within the
limits established by the error recovery parameters. If this bit is zero, the DTE bit shall also be set to zefo.

A disafle transfer on error (DTE) bit of one specifies the device server shall terminate the data transfer after a
recovefed read or write error occurs. All data from the recovered logical dblock shall be transferred [prior to
termingdting the read or write operation. A DTE bit of zero specifies the,device server shall not termirjate the
transfef for errors recovered within the limits established by the read-write error recovery parameters.

A disaljle correction (DCR) bit of one specifies the logical unit shall.not use error correction codes duripg error
recovety. A DCR bit of zero allows the use of error correction eades for error recovery.

The READ RETRY COUNT field specifies the number of times that the logical unit should attempt its rgcovery
algoritfm during a read operation before an unrecoverable error is reported. A READ RETRY COUNT |of zero
specifigs the logical unit shall not use its recovery. algorithm during read operations.

The WRITE RETRY COUNT field specifies the number of times that the logical unit should attempt its recovery
algoritim during a write operation before an-unrecoverable error is reported. A WRITE RETRY COUNT|of zero
specifigs the logical unit shall not use its fecovery algorithm during write operations.
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In addition to support for all device types (see SPC-4), the Informational Exceptions Control mode page (see
table 107) specifies the parameters for the control of TapeAlert specific informational exception conditions for
a sequential-access device.

Table 107 — Informational Exceptions Control mode page

Bit
Byte

6 5 4 3 2

FS

LD LA oo
SPFU) PAGE CODE(ICHY)

PAGE LENGTH (0Ah)

PERF

Rsvd EBF EWASC DEXCPT TEST

Rsvd

DGERR

Reserved

MRIE

(MSB)

INTERVAL TIMER

LSB)

(MSB)

O |0 |N|o (g | |W[IN|[F

(=Y
o

11

REPORT COUNT/TEST FLAG NUMBER

LSB)

See SH
bit, LOG

SPC-4

Control
alter th
REPORT]

Table 1
a non-}
Except
and theg
CHECK
setto |

Table 108 — TEST bit and TEST FLAG NUMBER field

C-4 for a description of the ps bit, SPF bit, PAGE\CODE field, PAGE LENGTH field, PERF bit, EBF bit
ERR bit, and INTERVAL TIMER field.

defines the effect of setting the TEST pit*to one if the REPORT COUNT/TEST FLAG NUMBER field i
zero. Ip response to a MODE SENSE command reporting parameters from the Informational Exc
mode page, the device server shall set the value of the TEST bit to zero. The device server g
b value of any TapeAlert flags\in response to an application client setting the TEST bit to one

COUNT/TEST FLAG NUMBER-field to zero.

P8 defines the effect of.sétting the TEST bit to one if the REPORT COUNT/TEST FLAG NUMBER field
ero value. In response to a MODE SENSE command reporting parameters from the Inforn
ons Control mode jpage, the device server shall set the value of the TEST bit to zero. If both the
DEXCEPT bit.are set to one, the device server shall terminate the MODE SELECT commahd with
CONDITION status, set the sense key set to ILLEGAL REQUEST, and set the additional sen
NVALID\FIELD IN PARAMETER LIST.

EWASC

5 set to
Pptions
hall not
and the

s set to
ational
FEST bit

be code

informational exception condition for the TapeAlert flag with an additional sense
code of FAILURE PREDICTION THRESHOLD EXCEEDED (FALSE) and

TEST FLAG | Description
NUMBER
1to 64 Activate the TapeAlert flag specified by the TEST FLAG NUMBER field. Report the

based on the DEXCPT, MRIE, INTERVAL TIMER, and REPORT COUNT values.

-1to -64

Deactivate the TapeAlert flag specified by the absolute value of the TEST FLAG
NUMBER field. Deactivating the flag in this way is equivalent to performing the

specified corrective action for that flag.
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Table 108 — TEST bit and TEST FLAG NUMBER field

TEST FLAG | Description
NUMBER
32767 Activate all supported TapeAlert flags. Report the informational exception condi-

tion for the TapeAlert flag with an additional sense code of FAILURE PREDIC-
TION THRESHOLD EXCEEDED (FALSE) based on the DEXCPT, MRIE, INTERVAL
TIMER, and REPORT COUNT values.

Return CHECK CONDITION status. Set the sense key to ILLEGAL REQUEST
and the additional sense code to INVALID FIELD IN PARAMETER LIST.

all others

SPC-4
See SH
excepti
bit is se
See SH
FAILUR
Detaile
simulta

N
R

The RE

a)

b)

8.3.7M

The Mg
shall ug

Specifies the effect of setting the TEST bit to zero.

bns with an additional sense code of FAILURE PREDICTION THRESHOLD EXCEEBED if the
t to zero and the TASER bit in the Device Configuration Extension mode page is(s€t to zero (seq

PC-4 for a description of the MRIE field. For MRIE modes 02h to 06h, anvadditional sense
E PREDICTION THRESHOLD EXCEEDED specifies a TapeAlert event has occurred on the
[l information about the event is stored in the TapeAlert log page. If¢nultiple TapeAlert flags ar
neously, the device server shall report a single informational exception condition.

DTE 45 - The value of the MRIE field does not affect parameters in thé TapeAlert log page or the TapeAlg
bsponse log page.

PORT COUNT/TEST FLAG NUMBER field has a dual purpose:

SPC-4 specifies the operation of the REPORT4GOUNT/TEST FLAG NUMBER field if the TEST bit i
zero. When reporting an informational exception condition associated with TapeAlert flag

exception condition the number of times indicated by the value of the REPORT COUNT/TES
NUMBER field; and
if the TEST bit is set to one, thecvalue of the REPORT COUNT/TEST FLAG NUMBER field represg
TEST FLAG NUMBER. In response to a MODE SENSE command reporting parameters from the |
tional Exceptions Control méde page, the device server shall set the value of the REPORT CcouU
FLAG NUMBER field to zero. Table 108 specifies valid values for the TEST FLAG NUMBER field. N
numbers shall be represented using the 2’s complement notation and shall be sign extend
bytes.

edium Configuration mode page

dium Canfiguration mode page (see table 109) specifies any special considerations the devicq
e whenprocessing commands that access the medium.

C-4 for a description of the DEXCPT bit. A device server shall not report non-TapeAlert informational

DEXCPT
8.3.8).

ode of
device.
P active

5 set to
5, upon

activation of a TapeAlert flag the device server shall report to the application client the informational

T FLAG

nts the
nforma-
NT/TEST
egative
edto 4

server

Table 109 — Medium Configuration mode page

Bit
Byte

3 2

PS sPF(0) PAGE CODE (1Dh)

PAGE LENGTH (1Eh)

Reserved

WORMM

Reserved

WORM MODE LABEL RESTRICTIONS

WORM MODE FILEMARK RESTRICTIONS

o0 | |IWIN|PF

Reserved
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The WORM mode (WoORMM) bit shall be set to one when the device server is operating in WORM mode (see
4.2.21.3). The worMM bit shall be set to zero when the device server is not operating in WORM mode. If a
MODE SELECT command is processed that attempts to change to setting of the worMM bit, the device server
shall return CHECK CONDITION status. The sense key shall be set to ILLEGAL REQUEST and the
additional sense code shall be set to INVALID FIELD IN PARAMETER LIST.

The WORM MODE LABEL RESTRICTIONS field specifies the restrictions against overwriting format labels when
operating in WORM mode (see table 110). A series of filemarks with no interleaved logical blocks immediately

preced

ng EOD is treated as a filemark sequence and is controlled by the WORM MODE FILEMARKS R

STRIC-

TIONS fi

eld.

Table 110 — WORM MODE LABEL RESTRICTIONS field

Code Description
00h The device server shall not allow any logical blocks to be overwritten.
01h The device server shall not allow some types of format labels to be overwritten.
02h The device server shall allow all format labels to be ovenwritten.
03h - FFh | Reserved

The WORM MODE FILEMARKS RESTRICTIONS field specifies the restrictions against overwriting a series of
filemarks immediately preceding EOD when operating in WORM"'mode (see table 111). The WORW MODE
FILEMARKS RESTRICTIONS field controls only the overwriting of-a<series of filemarks with no interleaveq logical
blocks [mmediately preceding EOD.
Table 111 — WORM MODE FILEMARKS RESTRICTIONS field
Code Description
00h - 01h Reserved
02h The device servet-shall allow any number of filemarks immediately preceding
EOD to be overwritten except the filemark closest to BOP.
03h The devicesserver shall allow any number of filemarks immediately preceding
EOD to be-overwritten.
04h - FFh | Reserved
8.3.8 Device Configuration Extension mode page
The Deyvice Configuration Extension mode page (see table 112), a subpage of the Device Configuration mode
page (see 8.3-3), provides control of the SCSI features specific to sequential-access devices. If a|device
server supports the Device Configuration Extension mode page, the device server shall provide accesg to the
mode pgage‘using the shared mode page policy (see SPC-4).
Table 112 — Device Configuration Extension mode page

Bit
Byte 7 6 5 4 3 2 1 0

0 PS SPF(1b) PAGE CODE (10h)

1 SUBPAGE CODE (01h)

2 (MSB)

PAGE LENGTH (1Ch)

3 (LSB)

4 Reserved TARPF ‘ TASER TARPC TAPLSD

5 Reserved SHORT ERASE MODE
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Table 112 — Device Configuration Extension mode page

Bit
Byte

6

(MSB)

PEWS

(LSB)

Reserved VCELBRE

7
8
9

31

Reserved

See SHC-4 for a description of the Ps bit, SPF bit, PAGE CODE field, and PAGE LENGTH field.

A Tapeplert prevent LOG SENSE deactivation (TAPLSD) bit set to one specifies that the device server S
alter the value of implemented TapeAlert FLAG parameters (see 8.2.3) due to processing)of a LOG
command with the PAGE CODE field set to 2Eh. A TAPLSD bit set to zero specifies that, as_part of the pro

of a LQ

suppori{ed TapeAlert flag.

A TapeAlert respect page control (TARPC) bit set to one specifies that the déviece server shall select the
paramdter values for the TapeAlert log page (see 8.2.3) using the valueof the pc field in a LOG SEL
LOG SENSE command (see SPC-4). A TARPC bit set to zero specifies that the device server shal
cumulgtive parameter values for the TapeAlert log page regardless of the value of the pc field in
SELE(QT or LOG SENSE command.

An app
one.

A TapeAlert Select exception reporting (TASER) bit.set'to one specifies that:

a)
b)

A TASER bit set to zero specifies that:

a)
b)

c)

G SENSE command with the PAGE cODE field set to 2Eh, the device server'shall deactivat

ication client using the TapeAlert threshold usage ‘model (see 4.2.18.2.4) should set the TARR

hall not
SENSE
cessing
b every

type of
ECT or
select
a LOG

C bit to

activation of a TapeAlert flag shall notresult in an informational exception condition (see 8.3.6J:; and

activation or deactivation of a TapeAlert flag may result in the generation of a unit attention c
with the additional sense code set to THRESHOLD CONDITION MET depending on the valu
ETC bit in each parameter in the TapeAlert log page.

activation of a TapeAlert flag shall result in an informational exception condition (see 8.3.6);

ndition
b of the

activation or deactivation of a TapeAlert flag shall not result in the generation of a unit attention

condition with\the additional sense code set to THRESHOLD CONDITION MET; and
the devicé&erver shall set the ETC bit in each parameter of the TapeAlert log page to zero.

The dgvice(server may provide independent sets of TapeAlert log parameters for each |_T nexyis (see
SPC-4).}'the device server does not support independent sets of TapeAlert log parameters gnd the
mmm%mmmmmmmmmi‘ i ; ; ' of the

process

ETC bit in a TapeAlert log parameter, then the device server shall establish a unit attention condition (see
SAM-4) for the initiator port associated with every |_T nexus, except the |_T nexus on which the MODE
SELECT command was received, with the additional sense code set to LOG PARAMETERS CHANGED.

A TapeAlert respect parameter fields (TARPF) bit set to one specifies that the device server shall select the
parameters of the TapeAlert log page (see 8.2.3) to report in response to a LOG SENSE command using the
values of the PpC bit and the PARAMETER POINTER field (see SPC-4). A TARPF bit set to zero specifies that the
device server shall report all TapeAlert log page parameters regardless of the values of the pPpcC bit and the
PARAMETER POINTER field.
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The SHORT ERASE MODE field specifies the action to be taken by the device server when an ERASE (16) or
ERASE (6) command with the LONG bit set to zero is processed. The values for the SHORT ERASE MODE field
are specified in table 113. A device server shall support at least one of the specified values.

Table 113 — SHORT ERASE MODE field

Value Description
00h The erase operation shall be performed as specified in SSC-2.
01h The erase operation shall have no effect on the medium.
D2k The-device-serrershallrecord-an-EOD-ndication-at-the-specifiedHocation-enthe-medium.
03h - FFh | Reserved

The prggrammable early warning size (PEWS) field specifies the number of megabytes native-capacity

in establishing a PEWZ (see 3.1.56). See 4.2.6 for a description of programmable early warning.

If the volume containing encrypted logical blocks requires encryption (VCELBRE) bit j8"set to one and th

bit in the Data Encryption Status page is set to one, then the device server shall require that any logical
written o the medium are encrypted (see 4.2.22). If the VCELBRE bit is set to zero, then the device serv
not usq the vCELB bit in the Data Encryption Status page to determine if/eneryption is required for|

logical plocks.

8.4 Vital product data (VPD) parameters

8.4.1 VPD parameters overview and page codes

This supclause defines the VPD pages used with sequential-access device types. See SPC-4 for VPL

used wjth all device types. The VPD page codes.specific to sequential-access devices are specified

114.

Table 114 — Sequential-access device VPD page codes

to use

P VCELB
blocks
er does
writing

pages
n table

Page code VPD page name Reference Support
requirements
BOh Sequential-access Device Capabilities VPD page 8.4.2 Optional
Blh Manufacturer-assigned Serial Number VPD page 8.4.3 Optional
B2h TapeAlert Supported Flags VPD page 8.4.4 Optional
B3h Automation Device Serial Number VPD page 8.4.5 Optional
B4h —BEh | Reserved for this device type
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8.4.2 Sequential-access Device Capabilities VPD page

Table 115 specifies the Sequential-access Device Capabilities VPD page. This page provides the application
client with the means to determine if the features specified in this page are supported by the device server.

Table 115 — Sequential-access Device Capabilities VPD page

Bit
Byte 7 6 5 4 3 2 1 0

0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE

1 PAGE CODE (BOh)

2 (MSB)

PAGE LENGTH (n-3)

3 LSB)

4 Reserved ‘ ORM

n Reserved
The PERIPHERAL QUALIFIER field and the PERIPHERAL DEVICE TYPE field are defined‘in SPC-4.
The PAGE LENGTH field specifies the length of the following VPD page data:lfthe allocation length value in the
INQUIRY command descriptor block is too small to transfer all of the VPDpage data, the page length ghall not
be adjusted to reflect the truncation.
If the wlrite once read many (WORM) bit is set to one, the devicésserver supports WORM mode operatipn (see
4.2.21.8). If the woRM bit is set to zero, the device server dees/not support WORM mode operation.
8.4.3 Manufacturer-assigned Serial Number VPD page
Table 1jL6 specifies the Manufacturer-assigned Serial Number VPD page.

Table 116 — Manufacturer-assigned Serial Number VPD page

Bit
Byte 7 6 5 4 3 2 1 0

0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE

1 PAGE CODE (B1h)

2 (MSB)

PAGE LENGTH (n-3)
3 LSB)
4 (MSB)
MANUFACTURER-ASSIGNED SERIAL NUMBER

n LSB)

See SPC4foradesc ipiiun ofthe PERIPHERAL QUALCIFIER fretd PERPHERAC DEVICE TYPE fietdamtPAGE LENGTH

field. The PAGE cODE field shall be set to the value specified in table 116.

The MANUFACTURER-ASSIGNED SERIAL NUMBER field contains right-aligned ASCII data (see SPC-4) that is the
manufacturer-assigned serial number. If the manufacturer-assigned serial number is not available, the device
server shall return ASCII spaces (20h) in this field. If the manufacturer-assigned serial number differs from the
value in the PRODUCT SERIAL NUMBER field (see SPC-4) the value in the PRODUCT SERIAL NUMBER field shall be

used in

building the T10 vendor ID descriptor (see SPC-4).
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Table 117 specifies the TapeAlert Supported Flags VPD page. The TapeAlert Supported Flags VPD page
provides the application client with the means to determine the TapeAlert flags supported by the device

server.
Table 117 — TapeAlert Supported Flags VPD page
Bit
Byte 7 6 5 4 3 2 1 0
O FERIFAERAL YUALIFIER FERIFAERAL DEVICE TYFE
1 PAGE CODE (B2h)
2 (MSB)
PAGE LENGTH (08h)
3 LSB)
4 FLAGO1h FLAGO2h FLAGO3h FLAGO4h FLAGO5h FLAGO6h FLAGO7h FlAGO8h
5 FLAGO9h FLAGOAh FLAGOBh FLAGOCh FLAGODh FLAGOER FLAGOFh FIAG10h
6 FLAG1lh FLAG12h FLAG13h FLAG14h FLAG15h FLAG16h FLAG17h FIAG18h
7 FLAG19h FLAG1Ah FLAG1Bh FLAG1Ch FLAG1Dh FEAGLEhQ FLAG1Fh FIAG20h
8 FLAG21h FLAG22h FLAG23h FLAG24h FLAG25h FLAG26h FLAG27h FIAG28h
9 FLAG29h FLAG2Ah FLAG2Bh FLAG2Ch FLAGZ2Dh FLAG2Eh FLAG2Fh FIlAG30h
10 FLAG31h FLAG32h FLAG33h FLAG34h FEAG35h FLAG36h FLAG37h FlAG38h
11 FLAG39h FLAG3Ah FLAG3Bh FLAG3Ch FLAG3Dh FLAG3Eh FLAG3Fh FIAG40h
The PERIPHERAL QUALIFIER field and the PERIPHERAL DEVICE TYPE field are defined in SPC-4.
The PAGE LENGTH field specifies the length of the following VPD page data. If the allocation length value in the
INQUIRY command descriptor block is too small to transfer all of the VPD page data, the page length ghall not
be adjusted to reflect the truncation.
Each FLAGxX bit indicates whether the device server supports the corresponding TapeAlert flag of not. A
supporled TapeAlert flag has the.carresponding FLAGXX bit set to one. A TapeAlert flag that the devicg server
does ngt support has the correspending FLAGXX bit set to zero.
8.4.5 Automation Device Serial Number VPD page
Table 1[L8 specifies the-Automation Device Serial Number VPD page.
Table 118 — Automation Device Serial Number VPD page
Bit
Byte 7 6 5 4 3 2 1 0
0 PERIPHERAL QUALIFIER PERIPHERAL DEVICE TYPE
1 PAGE CODE (B3h)
2 Reserved
3 PAGE LENGTH (n-3)
4 (MSB)
AUTOMATION DEVICE SERIAL NUMBER
n (LSB)

See SPC-4 for a description of the PERIPHERAL QUALIFIER field, PERIPHERAL DEVICE TYPE field, and PAGE LENGTH
field. The PAGE cODE field shall be set to the value specified in table 118.

The AUTOMATION DEVICE SERIAL NUMBER field contains the automation device serial number contained in the
device entity. If configured, the automation device serial number shall be the product serial number (see
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SPC-4) of the media changer containing the device entity under control of the device server (see 4.2.4). If no
automation device serial number has been configured, then the device server shall return ASCII spaces (20h)

in this f

ield.

8.5 Security protocol parameters

8.5.1 Security protocol overview

This subclause describes the protocols, pages, and descriptors used by sequential-access devices with the

SECURITY PROTOCOL TN and SECURITY PROTOCOL OUT commands (see SPC-4).
8.5.2 SECURITY PROTOCOL IN command specifying Tape Data Encryption security protoeol
8.5.2.1|SECURITY PROTOCOL IN command specifying Tape Data Encryption security_protocol pver-
view
The SHCURITY PROTOCOL IN command (see SPC-4) specifying Tape Data Encryption security grotocol
(i.e., 20h) requests the device server to return information about the data security methods in the devide entity
and on[the medium. The command supports a series of pages that are requested individually. An apglication
client requests a page by using a SECURITY PROTOCOL IN command with'the SECURITY PROTOCOL field set
to 20h (i.e., Tape Data Encryption) (see SPC-4) and the SECURITY PROTOCOL SPECIFIC field set to tHe page
code rgquested.
A devige server that supports the Tape Data Encryption pfotocol in the SECURITY PROTOCdL OUT
commgnd shall also support a SECURITY PROTOCOL IN‘command specifying the Tape Data Engryption
protocdl.
The SECURITY PROTOCOL SPECIFIC field (see table 119),specifies the type of report that the application tlient is
requesting.
Table 119 —SECURITY PROTOCOL SPECIFIC field
Code Description Support | Reference
0000h Tape Data-Encryption In Support page M 8.5.2.2
0001h Tape Data Encryption Out Support page M 8.5.2.3
0002h-000Fh | Reserved
0010h Data Encryption Capabilities page E 8.5.2.4
0011h Supported Key Formats page E 8.5.2.5
0012h Data Encryption Management Capabilities page E 8.5.2.6
0013h-001Fh | Reserved
0020k Data-EneryptiorStatuspage———————————————+—— F 852+
0021h Next Block Encryption Status page E 8.5.2.8
0022h-002Fh | Reserved
0030h Random Number page (@) 8.5.2.9
0031h Device Server Key Wrapping Public Key page @) 8.5.2.10
0032h-FEFFh | Reserved
FFOOh-FFFFh | Vendor specific
Support key:
M - mandatory for a device server that supports the Tape Data Encryption protocol
E - mandatory for a device server that supports the Set Data Encryption page (see 8.5.3.2)
O - optional for a device server that supports the Tape Data Encryption protocol
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The ALLOCATION LENGTH field specifies the maximum number of bytes that the device server may return (see

SPC-4).

8.5.2.2 Tape Data Encryption In Support page

Table 120 specifies the format of the Tape Data Encryption In Support page.

Table 120 — Tape Data Encryption In Support page

Bit
Byte 7 6 5 4 3 2 0
0 (MSB)
PAGE CODE (0000h)
1 LSB)
2 (MSB)
PAGE LENGTH (n-3)
3 LSB)
Tape Data Encryption In Support page code list
4 (MSB) ) )
Tape Data Encryption In Support page codé (first) LSB)
n-1 (MSB) )
Tape Data Encryption In Supportpage code (last) LSB)
n

The Tape Data Encryption In Support page code list shall’ contain a list of all of the pages that the|device
server pupports for the SECURITY PROTOCOL IN command specifying the Tape Data Encryption $ecurity
protocdl in ascending order beginning with page code 0000h.

8.5.2.3|Tape Data Encryption Out Support page

Table 1R1 specifies the format of the Tape Data Encryption Out Support page.

Table 121~ Tape Data Encryption Out Support page

Bit
Byte 7 6 5 4 3 2 0
0 (MSB)
PAGE CODE (0001h)
1 LSB)
2 (MSB)
PAGE LENGTH (n-3)
3 LSB)
Tape Data Encryption Out Support page code list
(MSB) : ,
Tape Data Encryption Out Support page code (first)
(LSB)
n-1 (MSB) _
Tape Data Encryption Out Support page code (last)
n (LSB)

The Tape Data Encryption Out Support page code list shall contain a list of all of the pages that the device
server supports for the SECURITY PROTOCOL OUT command specifying the Tape Data Encryption security
protocol in ascending order.
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8.5.2.4 Data Encryption Capabilities page

Table 122 specifies the format of the Data Encryption Capabilities page. The Data Encryption Capabilities
page reports information on the set of logical block encryption algorithms supported by this device server. If
external data encryption control is supported, then the set of logical block encryption algorithms reported by
the device server may not include all of the algorithms in the set of logical block encryption algorithms
supported by the device entity.

Table 122 — Data Encryption Capabilities page

Blt Z Iad | A 2 (o) ka |
0 (MSB)
PAGE CODE (0010h)
1 LSB)
2 (MSB)
PAGE LENGTH (n-3)
3 LSB)
4 Reserved ‘ EXTDECC CFG_P
5
Reserved
19
Logical block encryption algorithm'descriptor list
20
13 Logical block encryption algorithm descriptor (first) (see table 125)
n-23 ) ) \ ]
Logical block encryption algorithm descriptor (last) (see table 125)
n

See SHC-4 for a description of the PAGE copgdield and the PAGE LENGTH field. The PAGE CODE field shall be set
to the Vfalue specified in table 122.

The external data encryption contral capable (EXTDECC) field specifies the external data encryption|control
capabillty of the device entity. The EXTDECC field values are specified in table 123.

Table 123 — ExTDECC field

Code Description

00b The external data encryption control capability is not reported.

01b The device entity is not external data encryption control capable.

10b The device entity is external data encryption control capable.

Py !
NRESCTVEU
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