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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
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Introduction

The multi-part biometric data interchange format standard, ISO/IEC 19794, has been developed to foster
interoperable exchange of biometric data. By defining open containers for image, signal and feature data, and
constraining some of the properties of the samples, the standards enhance interoperability by requiring
implementers to be able to handle a restricted set of all possible biometric samples. Examples of this are the
template_standards of ISO/IEC 19794-2 and ISO/IEC 19794-8 which embed compact processed data from
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part of ISO/IEC 19795 defines tests to specifically address absolute performance, su
perability available from biometric data formatted to comply with established standard
developed in the various parts of ISQAEC 19794. However, because this part of IS
nces interchange formats generically, by referencing only their black box generation anfl use, it also
s to other open standards. One conséquence of this approach is that the success of a test|is predicated
b correctness and appropriateness-of lower-level data elements and values, i.e. conformance to the
ctive standards. Therefore, the approach here is to require conformance testing as an integral part of the
[his is achieved by referencingformal published conformance tests or profiles of standards| For instance,
eroperability test of the ISOHEC 19794-5 face format might reference an application profilg¢ of its Token
, Which in turn might rely on ISO/IEC 15444-1 (JPEG 2000 core coding system).

ficiency, and
5, particularly
O/IEC 19795

This part of ISO/IEC 19795 conceives of the following three kinds of tests:

- online: a.\scenario test in which a volunteer population enrols on suppliers' products and
subsedquently uses suppliers' verification or identification implementations to make [genuine and
impestor attempts;

offline: a technology test in which an archived corpus of captured samples, not necessérily collected
with any intent to simulate the operational conditions of a particular application, is usgd as input to
suppliers' enrolment, verification or identification products to make genuine and impostor attempts;

hybrid: a test in which the sample corpus is collected online under conditions which attempt to
simulate the operational conditions of a particular application, and is then processed offline.

In each case, an interoperability test needs to embed multi-supplier generation, exchange, and comparison of
samples of the standard interchange format. Online collection from a live population is appropriate when the
biometric capture device, and/or the subject interaction with the biometric capture device, is considered to
have a material effect on the interoperable performance of the intended application. An offline test is
appropriate when a representative corpus of samples is already available (for example passport photographs
to be converted into Token instances of ISO/IEC 19794-5). An offline test may be appropriate when the
collection of representative data is neither practical nor necessary to determine the interoperable performance
of specific subsystems, such as feature extraction and/or comparison.

© ISO/IEC 2008 — All rights reserved vii


https://iecnorm.com/api/?name=f14bdea5037bed89c2eadcffd9e33184

ISO/IEC 19795-4:2008(E)

In all cases, an interoperability test must enrol subjects on one or more products and verify or identify on one
or more others. This should involve subjects making transactions as themselves (genuine trials) and as one or
more other people (impostor trials). If a large enough population is available, a disjoint impostor population
can be used. Since online tests can become onerous on the test population when many products and
impostor attempts are needed, hybrid and offline testing allow execution of many zero-effort impostor attempts.

In an interoperability performance test, J generators of standardized biometric data blocks (BDBs) are applied
to the samples assembled as part of a hybrid or offline test. By applying K comparison subsystems to the
standard BDBs, up to KJ2 verification or identification trials are conducted, each following ISO/IEC 19795-2.
The BDB may be an image or signal, or a standardized template. Optional encodings allowed by the standard
interchange format should be fully specified. This might be achieved by normatively referencing one of the

ISO/IEC 2471
template woJ

instances of the given format.

The test adv
meaning ass

ciated with each particular biometric format of ISO/IEC 19794-x.

¥ nrofiles If the format in auestion is an imaae. a subseauent internal (usually _oroori tary)
. o T =t A EA aii o

Id be used, but its existence here is subsumed by the notion of a black-box comparisonpf two

nced by this part of ISO/IEC 19795 demarcates the generic aspects of interoperability from the

viii
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Information technology — Biometric performance testing and
reporting —

Part 4:
Interoperability performance testing

This part of ISO/IEC 19795 prescribes methods for technology and scenario~evaluations of multi-supplier
biometric systems that use biometric data conforming to biometric data interchange format standards.

rformance available from samples formatted according to a‘standard interchange format (5IF),
rformance available when samples formatted according te’a SIF are exchanged,

rformance available from samples formatted according to a SIF, relative to proprietary data formats,

IF interoperability, by quantifying cross-product performance relative to single-product perfgrmance,

rformance available from multi-sample andcmultimodal data formatted according to one ¢r more SiFs,
nd

rformance interoperability of biometric ;eapture devices.

fines procedures for testing interoperability with previously established sets of implementations, and

ives testing procedures for the measurement of interoperable performance.

tablish a_ €onformance test for biometric data interchange formats, or

rovidestest procedures for online data collection.

onformance

An interoperability performance test conforms to this part of ISO/IEC 19795 if it satisfies the requirements
specified in Clauses 6, 7, 8 and 9 of this part of ISO/IEC 19795 and the requirements specified in the clauses
of ISO/IEC 19795-2 referenced in Table 1.

Table 1 — Conformity with ISO/IEC 19795-2

Structure of ISO/IEC 19795-4 test ISO/IEC 19795-2 conformance
Online (8.2.1.3) Clause 7 (Scenario evaluation)
Hybrid (8.2.1.4) Clause 6 and Clause 7

Offline (8.2.1.2) Clause 6 (Technology evaluation)

© ISO/IEC 2008 — All rights reserved 1
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3 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 19795-1, Information technology — Biometric performance testing and reporting — Part 1: Principles
and framework

ISO/IEC 19795-2, Information technology — Biometric performance testing and reporting — Part 2: Testing
methodologies for technology and scenario evaluation

4 Terms |and definitions

For the purpgses of this document, the terms and definitions given in ISO/IEC 19795-1, ISO/IEC 197954 and
the following ppply.

4.1
basic interoperability
ability of a gupplier's generator to create BDBs that can be processed by ,othér suppliers' comparison
subsystems, |and the ability of a supplier's comparison subsystem to process‘BDBs from other suppliers'
generators

4.2

biometric capture device

BCD

device that cgllects a signal from a biometric characteristic and_cenverts it to a biometric sample
NOTE A dlevice can be any piece of hardware, and supporting'software and firmware.

4.3

biometric data block

BDB

block of data jwith a defined format that contain§yone or more biometric samples or biometric templates
44

captured bigmetric data block

cBDB

block of univégrsally understood,~pessibly standardized, image or signal data produced by a biometric capture
device

NOTE A ¢BDB is, by definition, an sBDB. It is used in Figures 1 to 5 to indicate the minimal unprocessed output of a
biometric captyre device:

EXAMPLE Greyscale raster image from a fingerprint scanner.

4.5
comparison subsystem
subsystem capable of comparing standardized or proprietary biometric data blocks

NOTE 1 When a test of an image-level SIF is conducted, a verification comparison subsystem will compare two images
(usually by internally producing, then comparing, two proprietary and non-interoperable templates). Because each of the
input samples will be used again, it will be more computationally efficient for the proprietary templates to persist within the
comparison function. This part of ISO/IEC 19795 ignores the internal operation of each supplier's test software, but a
throughput computation may need to break out rates for "first" comparisons and "second" (i.e. already stored template)
comparisons.

NOTE 2  The definition should not be construed to exclude systems that legitimately perform more than a single one-to-
one comparison in order to verify. Certain cohort normalization techniques, for example, perform additional internal

2 © ISO/IEC 2008 — All rights reserved
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comparisons intended to improve performance. But such a comparison subsystem remains a black box that accepts two
instances to produce a comparison score.

4.6

failure to acquire rate

FTA

proportion of recognition samples for which a generator fails to produce an instance suitable for comparison

NOTE In cases where a single sample is used for each subject, the sample-failure rate is the same as the attempt-
failure rate and this definition agrees with, but is a special case of, the definitions given in ISO/IEC 19795-1 and
ISO/IEC 19795-2.

4.7 L

failurp to enrol rate
FTE
propartion of enrolment samples for which a generator fails to produce an instance suitable’for cqmparison

NOTE] In cases where a single sample is used for each subject, the sample-failure rate is the same [as the person-
failure| rate and this definition agrees with, but is a special case of, the definitionsygiven in ISO/IEC 19795-1 and
ISO/IHC 19795-2.

4.8
generator
subsystem capable of producing a standardized or proprietary bionietric data block

NOTE]|1 Under this definition, a biometric capture device might constitute a generator.
NOTE|2  The subsystem may be implemented in software and/er’hardware.

NOTE|3  Referring to ISO/IEC 19785-1 (CBEFF data element specification), a generator would transform a source BDB
to a target BDB.

4.9
intergperable performance
perfofmance associated with the use of generator and comparison subsystems from different sugpliers

410
native performance
perfofmance associated with the use of generator and comparison subsystems from a single supplier

411
performance interoperability
measpre of the adeguacy of interoperable performance

NOTE] Performance interoperability expresses the ability of biometric subsystems from different suppligrs to generate
and comparessamples, and to either meet an absolute level of performance or constrain error rates withip some relative
(i.e. ngn-absolute) bound.

412
proprietary format

PF

format defined in a privately controlled biometric data format specification

4.13

proprietary biometric data block

pBDB

biometric data block conforming to a proprietary format

414

proprietary performance
performance associated with the use of proprietary generator/comparison subsystems

© ISO/IEC 2008 — All rights reserved 3
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415

standardized biometric data block

sBDB

block of data with a standard interchange format that contains one or more biometric samples or biometric

templates

NOTE

This part of ISO/IEC 19795 conceives of a biometric sample as a set of one or more instances of acquired

biometric data. This definition therefore includes multi-sample and multimodal data. While none of the parts of
ISO/IEC 19794 defines multimodal containers, many of them allow multiple instances. The inclusion of multi-sample and
multimodal data is supported by the view of generators and comparison subsystems as black boxes in this part of
ISO/IEC 19795.

EXAMPLE 1
EXAMPLE 2

EXAMPLE 3
complex ISO/1§

4.16

An sBDB could be a fingerprint minutiae template conforming to ISO/TEC 19794-2.
Three ISO/IEC 19794-5 Token face images produced from a person on three separate occasions.

An ISO/IEC 19794-6 iris image and an ISO/IEC 19794-11 hand geometry image wrapped togeth
FC 19785-1 CBEFF structure.

standard interchange format

SIF
format define

417
sufficiency
measure of th

NOTE 1 Suf
"the standard
sufficient to acl

NOTE2 Su
attain performg
NOTE3  Su

format that is s
for a more strir]
was either inca
effect.

418
supplier
researcher, g
comparison s

5 Abbrey

H in a part of ISO/IEC 19794 or in any other publicly available biometric data format specific

e adequacy of native performance using a standard intérchange format

ficiency may be assessed relative to proprietary perfofmance, or against a specified performance lev
interchange format is sufficient to achieve an EER-below 2%" or "the standard interchange for
hieve an EER at most 1,5 times that of proprietary(performance".

fficiency aims to quantify whether the interchange standard unambiguously embeds sufficient informd
nce comparable with that available from.existing proprietary formats.

fficiency of a standard interchange format is dependent on the intended application. A data interd
ufficient for high quality images,. or fer a 1% equal error rate, may be insufficient for low quality ima
gent accuracy requirement. Nevertheless, any finding of a lack of sufficiency does however indicate f
pable of marking up the same\data as the proprietary instance or, at least, was not exploited to ma

ubsystem

iated terms

brin a

ation

|, e.g.
mat is

tion to

hange
jes, or
he SIF
Kimum

ommercial entity, organization or institution providing a biometric capture device, genergtor or

For the purposes of this document, the following abbreviations apply.

API
BCD
BDB
CBEFF
SIF
cBDB
sBDB

application programming interface

biometric capture device

biometric data block

Common Biometric Exchange Formats Framework (i.e. ISO/IEC 19785)
standardized interchange format

captured biometric data block

standardized biometric data block

© ISO/IEC 2008 — All rights reserved
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acronym with the term "standard template instance". The term is used here to ‘allow this part of ISO/IEC
generically to standardized signals, images and templates.
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PF proprietary format

pBDB  proprietary biometric data block
FAR false accept rate

FRR false reject rate

FMR false match rate

FNMR false non-match rate

FTA failure to acquire rate

FTIE failure to enrol rate

ANIR false negative identification rate
APIR false positive identification rate

GFAR  generalized false accept rate
€

FRR generalized false reject rate

Cing the sBDB
19795 to refer

NOTE|2 The quantities FAR, FRR, FMR, FNMR, FTA, FTE, ¢FNIR and FPIR are defined ip Clause 4 of

ISO/IHC 19795-1:2006. The quantities GFAR and GFRR are also addréssed there, in 8.3.4.

6

6.1

The tg¢st plan and test report shall document.the specific aspects of interoperability that are being
The tgst report shall include the numbers\of'suppliers who provided the various components es
targef interoperability application. A test,shall assess sufficiency or interoperability or both. The
test r¢port shall relate its goals to the following overview.

EXA

of the|ISO/IEC 15444 (JPEG_2000) compression format. Four generators employed supplier A's compre
other fwo used supplier B's«.Iinall cases, captured face images were acquired using the biometric capty
supplier X. These were stored without any compression. Products from the six suppliers were used g
instanges represented enrolment samples. Comparison subsystems from the same six suppliers were us
Token|images from gach generator with captured images representing authentication samples.

Goals

Coverage

PLE Six suppliers provided ISO/IEC 19794-5 Token image generators. Each supplier teamed

investigated.
sential to the
test plan and

with a supplier
ssor while the
re device from
enerate Token
ed to compare
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Enrolment sBDB s Comparison < sBDB Auth BCD
BCD 1 Generator 1| SBDB Subsystem 1 sBDB Generator 1 1
|> Score
Enrolment sBDB L\ Comparison sBDB Auth BCD
BCD 2 Generator 2 9 Subsystem 2 < Generator 2 2
Enrolment sBDB N sBDB Auth BCD
BCD N Generator I [~ | SBDB sBDB | <~| Generator J M
Score
Device or Component Data Element _—
NOTE 1 The sBDB references in this Figure may be replaced by pBDB with the exception thatca data fformat

interoperability|
which depict in|
NOTE2 Fo

NOTE3 As

remaining figures) will, in general, have an associated failure-to-process rate.

NOTE4 Th

unprocessed images) which can be interoperably accepted by all generators. ‘Figure 2 and it's note depict variati

this configurati

Figure 1 depi
acquire data
This data is
converted to

test will not involve pBDBs in both the enrolment and verification/identification phases. The crossed &
terchange, would not be appropriate when pBDBs are generated.

r identification systems the term "Score" here would more appropriately be replaced by "Candidate Lig

discussed in clause 7.2.2, each device or component (shown in the mid*grey boxes above, and

s and subsequent figures depict biometric capture devices as. generating captured sBDBs (ty

bn in which the BCD and the generator are combined with efly~internal non-standardized data flow.

Figure 1 — General biometric.interoperability

Cts the general biometric interoperability preblem: different biometric capture devices are u
hat is enrolled in sBDB format by each of I generators for later use in K comparison subsys
compared with verification or identification data gathered on M biometric capture device|
5BDB form by J generators.

rrows,

in the

pically

DNS ON

sed to
tems.
5 and

- Pairgd BCD
BCD 1 sBDB _ | Comparison
| °pPB Genera?ar\ﬁté sBDB Subsystem 1 pBDB é::£;3,81
— [ score |
- Pairgd BCD
BCD 2
L>| cBDB o N et pBDB and pBDB
erator 2 Subsystem 2 Gendrator 2
— [ Score |
-BCD N_ <BEB ; _U” Paired BCD and
| cBDB Generator 1 [~ | SBPB Subsystem K pBDB pBDB G'\:nerator
Device or Component Data Element _—
NOTE In some applications, biometric capture devices and generators will be paired. This may arise because there is

no need to retain captured samples. A biometric capture device supplier might team with more than one generator supplier,
or vice versa. There may be a performance benefit inherent in the BDB generator being tailored to the biometric capture
device (rather than having to deal with all possible biometric capture devices).

Figure 2 — Specific interoperability: enrolment BDB is standardized
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A common commercial case is depicted in Figure 2: The verification or identification product produces a

pBDB which is compared to an enrolled sBDB. Such is the case with an identity credential storing sBDBs
for off-card verification (see [1] as an example of such a test).

The reverse of this situation (a pBDB is enrolled and later compared with a sBDB) is also possible in, for
example, a match-on-card application. This is depicted in Figure 3.

When an offline test is conducted (see, for example, [2]), or when data collection has been done

separately, Figure 4 may be appropriate. Note that one but not both of the enrolment and verification
BDBs may be pBDBs.

ngle BDB generator and comparison subsystem may be appropriate, as shown in Figure

hen the effect of the biometric capture device on performance is of interest (see, for.example, [3]) a
. Although a

iometric capture device interoperability evaluation of this kind does not necessarily-involvg exchange of
DBs it is consistent with the definition of performance interoperability in clause 4712, apd is notable
cause it quantifies biometric capture device performance in terms of recognitior error rat

its imaging properties.

s rather than

: Paired BCD and
BCI 1 pBDB Comparison
| cBDB Generator 1 [~ |PBPB 2| sypsystem 1 sBDB sBDB G1enerator
> Score
: Paired BCD and
BCI 2 pBDB Comparison
—>| cBDB Generator 2|~ |PBDB[——> Subsyste?/z sBDB sBDB G2enerator
> Score]
= : Paired BCD and
BCIH N pBDB bomparlson
| cBDB Generator1 [ ~|PBPB H’Subsystem K sBDB sBDB Gl\jnerator
"> [Score]
Device or Component Data Element _—
Figure 3 — Specific interoperability: enrolment BDB is proprieta
y
QgDB Comparison sBDB
| Generator 1 sBDB Subsystem 1 |S SBDB |< Generator 1 \ Corpus of
Cérpus of 5[ score y }?aw
: erification
Raw o sBDB <BDB Comparison <BDB |<— sBDB o
Edrolment enerator 2 Subsystem 2 R Generator 2
Shmplés 5 Score Identification
Samples
\ sBDB Comparison sBDB /
Generator sBDB ”| subsystem K [< SBDB |<—| Generator J
Device or Component Data Element
NOTE 1 The interoperability of capture devices can be tested if the samples from the corpus of captured verification or

identification samples stem from a different capture device than the samples in the corpus of captured enrolment samples.

NOTE 2

Either, but not both, of the phases could be mediated by pBDBs here, instead of sBDBs (as in Figure 3). If

both phases used pBDBs then this would depict a traditional technology test of the kind standardized in ISO/IEC 19795-2,

Clause 6.
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BCD 1 —>|cBDB cBDB|<— BCD 1
BCD 2 sBDB or pBDB Comparison sBDB or pBDB / BCD 2
—|cBDB Generator | ~| BPB | subsystem || BPB || Generator |¥ |°BDB|<T
L o \
BCDN —>|cBDB cBDB|<— BCDM
Device or Component Data Element
NOTE This figure is idealized in that it depicts a single comparison subsystem. This is the minimum requirement for
comparing bio:lnetric capture devices. Practically a test might embed more comparison subsystems and the figure{would
resemble Figufe 1.
Figure 5 — Biometric capture device interoperability

6.2 Target application
6.2.1 Biometric application
6.2.1.1 Defining a transaction
The test plan and test report shall describe the verification or identification trials that the evaluation uges to
represent ong or more target applications.
The test plap and test report shall define what constitutés-a transaction. For an online transaction, this
documentatign will include how users interact with the biometric capture device, how many attempts thgt may
make, what feedback, if any, is provided to the user, and whether the user is provided with decision from any
attached comparison subsystem.
For an offling transaction, this documentationshall specify the numbers of samples that are input {o the
components pinder test. It should also specify the order they are provided, and any contingencies assotiated
with their proyision.
NOTE 1 ISO/IEC 19795-1 formally defines the term transaction in Clause 4.
NOTE 2  Anoffline test might *replay" the sequence of events that constituted an online transaction in a prior collection
phase. This wquld support offline~estimation of fielded performance.
NOTE 3  As|with most-hiometric performance tests, interoperability tests that allow multiple attempts are likely to|report
fewer false re¢jections\'than those using a single-attempt policy because multiple samples are involved. |In an
interoperability|test,/multiple attempts may mask an underlying interoperability problem.
EXAMPLE 1 An online test mighf define a transaction to mean that live users may make up to three attempts. with a

yes/no access

EXAMPLE 2

EXAMPLE 3

6.2.1.2

decision provided to the user after each one.

An offline test might provide a face recognition engine with up to three images of a user. Each of these
could be used in an identification attempt. The provision of the second and third images might occur only after a request
from the implementation under test.

See Annex B for a documented example of an interoperability test and target application.

Reporting for identification systems

Operational systems might enrol BDBs prepared by more than one supplier. This could occur, for example, if
the sBDB generation process is distinct from the enrolment database function. In such cases, an identification
search will proceed over BDBs from different sources. This may complicate analysis. Therefore the test plan
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and test report shall describe the interoperability application in terms of whether the enrolled instances are all
prepared by one supplier's product or several. The test report shall state the proportions of enrolment BDBs
from each generator, and the total.

NOTE Some identification applications may indeed enrol heterogeneously-sourced sBDBs. Such applications require
analyses and test methods beyond the current content of this standard (particularly the procedures in clause 8.8.1.3).

6.2.2 Interoperable application
6.2.2.1 Statement of coverage
In an e that clearly

identifies the scope of the interoperability that it is seeking to assess.

EXAMPLE 1 A border crossing application involves the comparison of an enrolment sBDB from an is
passpprt with a verification sample captured at a host country's port of entry. The country will deploy a g
capturge device and comparison subsystem. It elects to conduct a test of several suppliers' products, in orde
best performer. During the test the interoperability space has dimension of 2; once‘the system is
interoperability space has dimension of 1. The statement of coverage might be:

suing country's
ingle biometric
to procure the
deployed the

e or more
plication);
for a live
mple data

"This test will measure verification performance using data from the following\sources: 1. a set of on
cpmbined camera and sBDB generators configured to execute an attended\efirolment (i.e. passport ag
2| a set or one or more combined camera, pBDB generators and comparison subsystems configureg
acquisition in an immigration booth. The second system compares the-enrolment sBDB to the live sa
and renders a decision."

metric capture
brger, but with
mance penalty.

EXAMPLE 2 Two financial services firms merge, each retaiping their installed base of fingerprint big
devicds and a comparison subsystem used for logical access™AIl equipment will be retained post m
firmwgre revised to write sBDBs instead of pBDBs. The new,company conducts a test to assess any perfor|
The a

combined
Es; 2. the
3: a set of
tyvo comparison subsystems comparing ehrolment and verification templates."

6.2.2.2 Dimension of the interoperability space

As digcussed in the Figures of\clause 6.1, an interoperable application will involve exchange of
comblnations of products from multiple suppliers. The interoperability problem depicted in Fig
vieweld as having five /dimensions. The results of a performance test can be viewed as

Hata between
ure 1 can be
bccupying an

interoperability spaceswith as many dimensions as there are device or component classes that are neither
sole-gourced, nor proprietary, nor already known to be interoperable, in the target application.

Practically a_test might subtract, or add, various interoperable components to properly reflect its target

applidation.<Fhe dimension of the interoperability space shall be reported.

EXAMPLEA In Figure 1 the dimensionality of the interoperability space is 5. Thus each supplier from a|group A builds
a ten-finger enrolment biometric capture device, each supplier from a group B's product yields ISO/TEC 19794-8 enrolment
templates, each supplier from a group C compares those with like verification templates from each supplier from a group
D's product, as generated from images acquired by each supplier from a group E's single-finger biometric capture device.

EXAMPLE 2 In Figure 2 the dimensionality of the interoperability space is 3. Thus if each supplier from a group A
builds a face camera whose output is enrolled as a ISO/IEC 19794-5 token image by each supplier from a group B's
product, then this may be identified by each supplier from a group C's comparison subsystem with a pBDB produced by
each supplier from a group C's combined camera and feature extraction algorithm.

EXAMPLE 3 In Figure 3 the dimensionality of the interoperability space is 3. Thus if each supplier from a group A's
fingerprint biometric capture device is used with each supplier from a group B's proprietary template generator to populate
a smart card then the bearer may be verified by submitting a ISO/IEC 19794-2 minutiae template from each supplier from
a group C's generator to each supplier from a group B's match-on-card implementation.
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EXAMPLE 4 In Figure 4, with its Note 2 in effect, the dimensionality of the interoperability space would be 2. Thus if
each supplier from a group A's converts captured iris images from a database into ISO/IEC 19794-6 polar irides then each
supplier from a group B can compare those with proprietary templates it produced from other archived images.

EXAMPLE 5 In Figure 5 the dimensionality of the interoperability space would be 2. Thus if each supplier from a group
A's converts captured iris images from a database into ISO/IEC 19794-6 polar irides then each supplier from a group B
can compare those with proprietary templates produced from further archived images.

EXAMPLE 6 The most common commercial operational scenario arises when manufacturers of BDB generators team
with biometric capture device manufacturers to supply a finished product. Thus if each supplier from a groups A and B
make the enrolment and verification products, respectively, then the interoperability space has dimension 2.

6.2.2.3 Nymber of products

For each dimension of the interoperable application, various numbers of suppliers will elect to participate in
the test. The humbers of products shall be reported. The number of suppliers shall be reported.

EXAMPLE 1 Two fingerprint enrolment biometric capture devices are submitted for testing with(five' ISO/IEC 19794-8
skeletal templdte generators, three comparison subsystems, and six single-finger verification biometric capture d¢vices.
Referring to Figure 1 the values of the component countsare: N=2,1=J=5 K=3and M=6.

EXAMPLE 2 An offline test of the ISO/IEC 19794-2 fingerprint minutiae template .i§/conducted. A single unjversal
biometric captlire device was used to produce a sample corpus. The test is intended-to measure core interogerable
capability of cdgmparison subsystems using just sBDBs. Two suppliers provide enrolment template generators, four grovide
verification template generators and three submit comparison subsystems. Thus™ =2, J =4 and K= 3 with N =[M = 1
because biomgtric capture device interoperability is assured by conformance te an optical imaging specification. [This is
depicted in Figlre 6.

1
Enrolment 5

sBDB
generator, i ) Comparison

subsystem, k

1 2 3 4

Verification sBDB generator, j

Figure 6 — Cells of an example interoperability space

6.3 Purpose

6.3.1 Interoperability testing

An interoperability test is appropriate to quantify or compare performance levels when standardized data is
exchanged, or when biometric capture devices are used interchangeably, or when pBDBs are compared with
sBDBs. Possible objectives include:

a) Produce an estimate of performance interoperability;

b) Be a part of an iterative development process in which a standard is developed, subsystems are
produced and tested, a consensus on needed modifications is brokered, and the standard is updated.
Each test phase will embed a type 1 test;
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being interoperable;

that produced in a type (c) test. This test is appropriate when one or more products are be
for inclusion on a certified interoperable products list.

Make a prediction of operational performance.

f)

Use an estimate of interoperable performance from a test of type (a) to certify a core group of products as

Measure performances against one or more subsystems previously found to be interoperable, such as

ing evaluated

Assess the feasibility of replacing one supplier's component of a biometric system with another supplier's.

The test type shall be reported. The Clauses of this standard include material specifically for certain of these

test t) PeS:
NOTE|
test of
the s
constr
should
The a
the int]

1 Scenario or operational tests are likely to be most suitable for estimating fielded interoperable
type 5 should therefore be conducted using a human population making authentication or identificaf
enario-style codified in ISO/IEC 19795-2. However the size of the population in scenario-like
bined by the availability of funds and a commensurate increase in the uncertainty ef'the measure
be anticipated. It may be possible to conduct a purely offline type (e) test by using“an-archived corg
ccuracy of performance predictions from such tests will depend on the extent to,which the data is rg
ended application.

NOTE
ofas
qualifi

2  If a SIF is amended significantly then test of type (a), (b) or (c) would,usually be appropriate. T|
andard is usually undertaken with the knowledge that existing interoperability results, sufficiency re
cation lists, and circulating sBDBs, will become obsolete. In such circumstances a type (d) test is inap
NOTE|3  The need to conduct such a type (f) test may arise operationally for a number of reasons for
compg@nent supplier goes out of business, or if the fielded performance is not acceptable, or if the ma
beconje prohibitive. The aim of the test would be to measure performance of the system before and after
replacement. This aim may imply an asymmetry in the goal of.the test: supplier B's performance on supplie
interesgt, whereas A's performance on B's data is not.

6.3.2| Sufficiency testing

Suffigency is a measure of the performanee of implementations of the standard versus pure
implementations. A sufficiency test may be appropriate when an interchange standard hag
develpped or significantly revised (for fingerprint templates, see [2]). A test of sufficiency require
pBDH generator and one pBDB(comparison subsystem. A comparison of proprietary and
formats requires that the pBDB,and sBDB data shall be generated from common cBDBs. T
therefore embed an offline comparison phase.

NOTE]|1 It is possible to)conduct a test in which only one supplier participates. Such a test would
demonpstrate sufficiency\of the SIF by expressing SIF-based performance relative to proprietary instancq
While p conclusion ef sufficiency from a single-supplier test is technically consistent with this standard, a my
would|inevitably allew'more robust conclusions to be drawn.

NOTE|2 Figure 7 does not depict exchange of sBDBs between generators and comparison subsystem
native|compatrisons are needed in sufficiency testing. In this case | =J = K.

erformance. A
ion attempts in
tests is often
d performance
us of samples.
presentative of

he amendment
bults, products,
bropriate.

example, if the
ntenance fees
the component
r A's data is of

y proprietary
been newly
5 at least one
standardized
he test shall

serve only to
e performance.
Iti-supplier test

5 because only
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sBDB Comparison sBDB
Generator 1 [ ~| SBDB >| Subsystem 1 |< SBDB [<—| Generator 1
i Score
sBDB Comparison | sBDB
Corpus of Generator 1 [ ~| SBDB Subsystem K | < SBDB | < Generator J Corpus of
Raw ' Score Raw Auth.
Enrolment Samples
Samples 2| Score
pBDB Comparison pBDB
Generator 1 [ ~| PBDB ”| Subsystem 1 | PBDB |<—| Generator 1
1
\‘ [ [ Score |
pBDB Comparison pBDB 1/
Generator 1 | ~| PBPB ”| Subsystem K | PBDB | < Generator J
Device or Component Data Element _
Figure 7 — Sufficiency testing: proprietary vs. standard interchangeformats
7 Metrics
7.1 General

The test plan
In an interop
interoperabilif

NOTE Se

7.2 Figurg

7.21 Reco

Measures of
more underly
represent per

for verifig
mandato

for verifid
for verifig

for verifig

and test report shall state whether the test includes testing of interoperability, sufficiency of
erability test, the test shall report values of standardized performance metrics for all cells
y space covered by the statement of coverage.

e Clause 2 of this standard for conformance requirements referencing ISO/IEC 19795-2:2006.

s of merit

gnition performance figure of merit

performance for determining-interoperability and sufficiency shall be defined in terms of ¢
ing figures of merit. These shall be selected to be operationally meaningful and to adeq
formance. Examples of figdres of merit are:

ation, generalized false reject rate (GFRR) at a specified generalized false accept rate (GH
Iy, see below

ation, false reject rate (FRR) at a specified false accept rate (FAR);
ation, FAR at a specified FRR;
ation, GFAR at a specified GFRR,;

for verifi

both.
of the

ne or
Lately

AR) —

ation, equal error rate;

(FPIR);

for identification, FPIR at a specified FNIR.

for verification, the FAR and FRR values at an operating threshold fixed for the comparison subsystem;

for identification, false negative identification rate (FNIR) at a specified false positive identification rate

For interoperability performance testing of verification systems, GFRR at a fixed GFAR is mandatory as one of
the figures of merit. This is because different suppliers' products can fail at different stages of processing and,
for comparison purposes, it is necessary to included all sources of failure to process in the performance metric.

EXAMPLE 1

12

A suitable figure of merit for a face recognition system could be FRR at FAR = 0.01.
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NOTE 1 It is possible for the set of subsystems meeting specified interoperability criteria to change depending on the
threshold setting. This may be obviated by basing the test on an operational performance requirement, such as
FAR = 0.01, which would have the effect of a fixing the threshold. In the absence of such a specification a test report shall

report
EXAM

NOTE

interoperability at several operating points.
PLE 2 Report FRR at FAR =0.0001, 0.001, and 0.01.

2

same levels of interoperability for other applications, or in other environments.

NOTE

3

Results of interoperability tests (whether of absolute or relative performance) do not necessarily indicate the

The metrics above correspond to single points on a DET characteristic, and can be operationally targeted if

the subsystem can be pre-configured with the corresponding threshold. More general summary statistics such as area

under th

becau
indica
them;

depen

NOTE|

and w
wheth

NOTE

NOTE
cumul

NOTE]
that u
operat

Methd
is add

7.2.2

ure T\uUo \UI CTrmmiuo Uuie Aarea uriucl ure Uil oul VGI daruunre u HIIIIIU QWAUOUL Al TIUL Ao U'JUIGL
5e they are computed independently of an operating threshold. But they may be of use for two‘ca
ion of the biometric "power" associated with a biometric trait, the samples thereof, and an algorithm
Second in the case where the degree to which systems are interoperable (see clause 7.3) is found |
dent and a summary value can be used as a generic (i.e. application non-specific) performance statis|

4  Interoperability testing of commercial-off-the-shelf (COTS) products that do.not’provide comy
hose operating threshold is not configurable, may require a figure of merit that takes account of both
br the GFAR is within the acceptable range; e.g., figure of merit, F

GFRR  GFAR =0.01

1.0 GFAR >0-01

5  For identification, the test may benefit from a study of the tradeoff between processing time and

6 Identification metrics, such as fraction of genuine~matches at rank less than or equal to r
ptive match characteristic), are also suitable and may be ifcluded in addition to the figures of merit lis

7  Complements of the error rates (for example, TAR = 1 — FRR) are not included here because
e inequality terms (such as "smaller than") would have to be reversed (to "larger than", say), an
ion is trivial.

ds for interpretation and analysis of\such figures of merit (e.g. to quantify performance in
ressed in Clause 9.

Measuring component failure

nally relevant
bes: first as an
sed to process
b be threshold-
ic.

arison scores,
the GFRR and

BDB size.

as given on a
ed above.

those Clauses
d because the

eroperability)

In general any component of ‘a biometric system may fail to execute its function. Such component-level failure

rates

Comp

shall be measured.and'reported in addition to the generalized transactional error rates.

onent-level failure’may occur at many stages of processing, for example during

acquisition, or

image or signal processing, or

guality control, or

data conformance, or
template encoding, or

comparison.

These phases are not necessarily distinct. For example quality control may be integral to an image processing
step, or may be a by-product of the template encoding step. The examples below correspond to the phases
identified above.

EXAM

PLE 1

guidance and the system does not detect the problem and initiate feedback.

© ISO/IEC 2008 — All rights reserved
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EXAMPLE 2
template.

EXAMPLE 3

A face detection algorithm fails to find a face in the scene. The result is a failure to produce a verification

An iris capture subsystem images a user, segments the left iris, computes its area, and issues a

because the area of the iris at 0.18 cm? is below an internally configured minimum.

EXAMPLE 4

An ISO/IEC 19794-8 fingerprint skeletal generator, designed to process ISO/IEC 19794-4 fing

images fails when it is given an ANSI-NIST Type 4 record as input. This is failure by syntactic non-conformance.

EXAMPLE 5

A minutiae extractor may return an error code and not produce an ISO/IEC 19794-2 template

unable to find more than three minutiae in the input image.

EXAMPLE 6
by the standar

A componen
or it may bsg
example 4).

undetected (
score but wil
generally bed
signals the fa

A test should
overall transg

NOTE 1 Th
subsystem ma

NOTE 2 M3
involves one §|
error rates is n

NOTE3 Th
allow systems

7.3 Intero

7.3.1 Gene

For each relg

shall be meagsured in accordance with Clause 8 and figures of merit derived. This yields one or

interoperabilif
the interopers

7.3.2 Three

fFrrors may depend on the properties of the input image (as in example 5). Somme errors m
as in example 6, where the eye misplacement may not impede computation of a comp

I for a Token image (i.e. failure by semantic non-conformance).

failure may be due to user error (as in example 1), inadequate performance (as_inlexam
elective (as in examples 3) or due to incorrect operation of a previous component

give rise to a low comparison score or rejection decision). The reason for the failure w
ome known if the test treats the components as black boxes. This would not be true if th
lure with an appropriate and documented code, message or alert.

measure component-level failure rates. These should be reported in addition to the gener
ctional error rates.

b

requirement to test conformance of all sBDBs in clause 8.3.2 is needed because a comg
be justified in rejecting non-conformant sBDBs.

Lpplier's output data as another's input, failure measurement is required if a correct understanding
beded.

b generalized transactional error rates emibed all the effects of component failures. Generalized erro|
hat fail at different stages of operation te'be fairly compared.

perability matrices
ral
vant cell of the intéroperability application space of clause 6.2.2.2 the interoperable perforn

y matrices which shall be included in the test results. Methods for summarising and interp
bility matrix‘are provided in Clause 9.

-way interoperability with sBDB generators

failure

erprint

if it is

ecified

le 2),
as in
ay go
prison
ill not
e box

hlized

arison

ny biometric tests measure only failure to enrol and!failure to acquire. In an interoperability test, which often

of the

I rates

nance
more
reting

shall

include, for each companson subsystem a matr|x of the form in Flgure 8 Element F.Jk |s the flgure of merit for
comparison subsystem k operating on enrolled sBDBs prepared by supplier i and user sBDBs prepared by

supplier j.
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. User sBDB User sBDB User sBDB
Comparison subsystem k
generator 1 generator 2 generator 3
Enrol sBDB generator 1 F11k F12¢ F13k
Enrol sBDB generator 2 Fa1x Faox Fa3k
Enrol sBDB generator 3 F31x F32x Faak

NOTE 1 The subscripts i and j index sBDB generators, and k indexes the comparison subsystem.

NOTE 2 The indices 1, 2 and 3 label distinct products without any connotation of their supplier. The set of suppliers of
generators and the set of suppliers of comparisons subsystems might have no intersection. The matrix will generally be
rectangular and non-symmetric.

NOTE|3 In the special case where the supplier of a generator and a comparison subsystem is the sanje, the element
gives the performance for sBDBs from the same supplier. It may aid interpretation if such items are~asgigned row and
colump indices so that they appear as the diagonal elements of the performance matrix.

NOTE|4  Figure 8 depicts a rank two "vertical" slice of the rank three absolute interoperability space|of Figure 6. It
contaifps the figure of merit for the cross-generator comparison performance of the k-th comparison subsystem.

NOTE|5 This kind of reporting is given in [2] for fingerprint templates for each of fourteen fingerprjnt comparison
subsystem suppliers.

NOTE|6 If a reference comparison subsystem is available, then a single table comparing performarce of different
combipations of sBDB generators may be appropriate.

Figure 8 — Cross-generator performance matrix

7.3.3| Two-way interoperability with sBDB generators

The test shall compute and report all figures of merit for all pairs of generators and comparison] subsystems.
For apy given figure of merit, the symbol Fjj shall be.used to denote performance of supplier k’'s comparison
subsystem on supplier i's sBDBs, and these values’shall be reported as the performance matrix in the format
depicted in Figure 9. If suppliers are required, to-'provide paired generators and comparison supsystems the
perfofmance matrix will be square; otherwisethe performance matrix will be rectangular and the|elements will
be supscripted by different indices.

BDB'generator BDB generator BDB generator BDB generator
and comparison and comparison and comparison and comparison
subsystem 1 subsystem 2 subsystem 3 supsystem 4
Enrol BDB generator 4 F111 Fi22 F133 F144
Enrol BDB generator/2 F211 Fa22 Fo33 F244
Enrol BDB generator 3 F311 F322 Fas3 Faaa

NOTE|1 _(The ikk-th element gives the performance figure of merit of comparison subsystem k on BDBs frpm generator i.
The double K subscript indicates that product k implements both BDB generation and comparison.

NOTE 2  As explained in the text of clause 6.1 (concerning Figure 2 and Figure 3), the generator here may produce
sBDBs or pBDBs. Likewise the comparison subsystem may compare those with sBDBs or pBDBs under the constraint
that pBDBs cannot be interoperably compared with pBDBs.

NOTE 3 The indices 1, 2, 3 and 4 label distinct products without any connotation of their supplier. The set of suppliers
of generators and the set of suppliers of comparisons subsystems might have no intersection. The matrix will generally be
rectangular.

NOTE 4 In the special case where the supplier of the enrolment generator and a comparison subsystem is the same,
the element gives the within-supplier or native performance. It may aid interpretation if such items are assigned row and
column indices so that they appear as the diagonal elements of the performance matrix.

NOTE 5 Native performance of the SIF is compared with fully proprietary performance to quantify sufficiency, see
clause 6.3.2.

Figure 9 — Example performance matrix

© ISO/IEC 2008 — All rights reserved 15



https://iecnorm.com/api/?name=f14bdea5037bed89c2eadcffd9e33184

ISO/IEC 19795-4:2008(E)

7.3.4 Fixed operating point interoperability

The performance matrices of Figure 9 state a figure of merit for comparison subsystem A on sBDB instances
from suppliers A, B, C etc. In a verification application the figure of merit might reasonably be the FRR for a
fixed FAR. However, if comparison subsystem A is configured to use a fixed threshold then both the FAR and
FRR will vary depending on the source of the sBDB instances, A, B, C etc. In practice, an operational system
will either use a fixed threshold for all input sBDBs, or tailor the threshold to the source. This latter approach
requires the enrolment BDB to be associated with its generator, and for some calibration to be available
indicating how the threshold should be set. To address this issue an interoperability test plan and test report
shall document the threshold setting policy of the target application. If the application includes source-specific
thresholds then the performance matrix of Figure 9 will be a sufficient statement of performance. If, however,
a fixed threshold is considered then the test shall report performance related variables at that threshold that
gives a specified value of the figure of merit for one particular system.

EXAMPLE If supplier X can match its own sBDBs with a FNMR of 0.02 at a fixed FMR of 0.01, thensthe)test|report
would include the value of both FNMR and FMR for supplier Y's sBDBs also. Typically both of these values will depart
from the nativg X values, so FNMR may be 0.022 and FMR may be 0.008.

7.3.5 Reporting failure of sBDB generators

When a gengrator fails to produce a sBDB from an input sample the result is a failure to enrol or a failure to
acquire. Thege shall be handled according to the requirements of clause 7.2.3.Note that in an interopernability
test a failure to enrol will have the consequence that error rates such as FRR and FNIR will be altered [for all
comparison subsystems. Failure to enrol rates should be reported for each generator.

EXAMPLE Suppose a supplier generator fails or otherwise elects not’to convert 4% of captured image seqyences
into conformant ISO/IEC 19794-6 polar image instances. Even if comparison subsystems are able to correctly| reject
impostors and pccept genuine users, the false reject rate will still be 4%

7.4 Proprietary performance

In a test in which suppliers produce and match their own (i.e. potentially non-standard) images, signgls or
templates, all figures of merit shall be computed. Fof-any given figure of merit, the symbol Py, shall be u$ed to
denote perfofmance of supplier k's comparison.gubsystem on its own pBDBs. These on-diagonal elements
are necessarly if a test seeks to quantify sufficiency; they may be assumed to reflect the maximumteffort
performance favailable from that supplier on(the given corpus. Together these values shall be reported as the
proprietary pgrformance matrix in the formiat shown in Figure 10.

The off-diaggnal elements of the proprietary performance matrix are usually unavailable because the pBDBs
are generally|non-interoperable.-Atest may seek to assess and document the extent of interoperability by, for
example, examining the proprietary instances, or by running the various comparison subsystems gn the
proprietary formats.

NOTE Anly differentes between pBDB and sBDB performance may be due to differences in the computgtional

resources use

in preparation of those instances or in the matching process. See clause 8.6.4.

Supplier 1 Supplier 2 Supplier 3
proprietary proprietary proprietary
comparison comparison comparison
subsystem subsystem subsystem

Supplier 1 enrolment and user

pBDB generator P NA NA
Supplier 2 enrolment and user

pBDB generator NA P22 NA
Supplier 3 enrolment and user

pBDB generator NA NA Pss

Figure 10 — Proprietary performance matrix
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8 Conducting a test

8.1

Structure of test

A test shall execute genuine and impostor transactions and these may be conducted online or offline. A
sufficiency test shall be based on execution of offline transactions. Thus the test shall be conducted

or

identification transactions, or

entirely online (with acquisition and verification or identification transactions as an integral part of the test),

in a hybrid manner in which samples are acquired before a separate phase embedding the verification or

— intirely offline (using archived samples).

The tg¢st plan and test report shall document which of these approaches is used.

8.2 [Sample data

8.2.1| Acquisition

8.211  General

Samglle data for interoperability testing may be collected online or may be available offline. De;ficated online
data ¢ollection offers the best opportunity to collect data in an environment representative of the application
and ih a manner representative of the protocol (for example, three attempts). Online acquisitjon of data is
usually the best means of constructing a corpus for evaluations that are intended to give|performance
estimptes as predictive as possible of the fielded performance of systems. Offline data consis{s of archived
samples of data collected previously perhaps in an_operational setting. It may be available |in very large
quantjties.

NOTE| Offline testing is appropriate if the goals of the test include an examination of the cf@uses of poor
interoperability, an analysis of the limits of a SIF, afa comparison of algorithmic functionality. Offline trials fre repeatable,
can beg scaled to very large populations, and can’be conducted with calibrated or deliberately processed labpratory data.
8.212 Offline acquisition

Offling data sets used in interoperability testing may originate in an unrelated collection phasg, or may be
collegted specifically for the test/ Offline data for which the biometric capture device is unknown shall not be
used |n biometric capture device comparison or biometric capture device interoperability trials.

If sanples have been(excluded after initial data collection effort and before delivery to the testing organization
then the test shall only proceed if the fraction of samples so rejected is known, documented and included in
the cgmputations required by clause 7.2.2.

EXAMPLE Some biometric capture devices embed a supplier's quality assessment algorithms ang reject (fail to
acquirg) samples, on the grounds that they're not suitable for matching.

8.2.1.3  Online acquisition

If a test includes the acquisition of samples from a live population then the collection should conform to the
provisions of ISO/IEC 19795-2 that apply to online acquisition. However, this collection need not include
biometric verification or identification trials if, instead, those transactions will be later conducted offline. Such
an activity is termed hybrid testing.

NOTE Clause 7 of ISO/IEC 19795-1 gives requirements and guidance on data collection.

8.2.1.4 Hybrid acquisition

It will be particularly beneficial if the exact circumstances surrounding the online capture of samples can be
logged. This information will support offline "replay" of the sequence of operations used during enrolment,
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verification or identification attempts. This is useful in interoperability testing to ensure that each supplier's
sBDB generator and comparison subsystems are tested on all samples in a verifiably equitable and
repeatable manner. The test plan shall therefore define procedures and data formats to support transactions.
These shall include formats and mark-ups for recording the temporal sequence of user actions (e.g. finger
placements), biometric capture device responses (e.g. authentication feedback results), and storing of

samples or features.

8.21.5

Biometric capture device performance testing

Online acquisition shall be conducted if the test scope includes a biometric capture device interoperability
component. This requirement can be waived if an existing corpus of offline data is available, for which the

biometric capture device is known

8.2.2 Reprtlsentative data

An offline tes

is representafive of the intended applications. It may enhance the usefulness of the test te‘include data

sources beyd
for which lim
this standard

8.2.3 Colle
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interoperabilif
expanded to

It is imperatiyj
it will be ei
environments
colour) will on

NOTE Th
many years, p

EXAMPLE 1
device, the mo|

device. Otherwise images from a different site with the same biometric capture device may be suitable.

EXAMPLE 2

shall use a corpus of acquired samples, usually containing at least two from each’person,

nd any immediate target application. This will be particularly true for newly’standardized fo
with dedicated application-specific data sets, and report each repetition (see also clause 8.
ction of ancillary data

bnization can identify covariates, such as subject-age ot acquisition environment, for

nclude further trials and analyses.

e that a test design should establish which covariates to collect before collection begins be
her impossible or very difficult to recover&this information after collection. For exd

ly be available from that portion of the population who can be contacted after the fact.

e database could be purpose-built (see example 1 below) or could be some archival imagery gatherg
ssibly without any intention to use automated biometric recognition methods (example 2).

In a fingerprint-based logical0r physical access control application with a particular biometric G
5t representative test data would, by definition, be those images captured on site with that biometric d

Passport face images from the 1960s.

8.24 Corp

In a test th
significantly i
interoperabili

s size

seeks (to quantify both interoperability and sufficiency the question of whether the §
ferior 10 proprietary formats will arise. Sufficiency aside, the same issue will arise for the v
Y measurements The test designer should ensure availability of data sets large enoy

which
from
rmats

ted public testing has been conducted. The test organization might repeat the tests defiped in

5.4).

which

y is either known, or expected, or found to be particularly)sensitive to, then the test shodild be

Cause
mple,

| factors (e.g. humidity) may not be availablg at all, and population-specific variables (e.g. eye

d over

apture
apture

BIF is
Brious
gh to

on the measured performance and on formal estlmates of the confidence intervals.

8.2.5 Removal of subject-specific metadata

nding

The test shall remove subject identifying information from the acquired samples. This should apply to any
biographical information, for example date of birth, which may heuristically indicate whether two samples are
from the same or different persons.

8.2.6 Removal of unrepresentative metadata

The test shall remove any information from the acquired samples that would not be available to a system in
the context of the intended application.
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EXAMPLE The eye coordinates in a face image might be present in the header of a ISO/IEC 19794-5 instance, but
would often not be available to an application.

8.2.7 Origin of samples

The test report shall document the origin of the samples used in the test. Such documentation should at least
include the number of samples and individuals, and when available, the biometric capture devices used in the
acquisition and any relevant physical characteristics of the samples (compression ratio, sampling frequency,
resolution, colour space, etc.).

NOTE The samples should preferably have been acquired using the same biometric capture device, in the same
environment, such that the corpus is homogeneous.

8.2.8| Untainted samples

The gcquired samples used in the test shall not have been pre-processed, filtered, resiored orlenhanced by
any supplier participating in the test. The tester shall verify that none of the original samplgs have been
discafded by a participating supplier, prior to delivery to the tester.

8.2.9| Sequestered data

In an|offline or hybrid test it is often productive to provide some sampledata to participants for|development
purpases. However, the test itself shall use a disjoint part of the corpus/which shall not be provided to the test
partic|pants at any time prior to the conclusion of the test.

8.3 [Conformance testing

8.3.1| Conformance

An inferchange test report shall include a description of the SIF, noting its title, documentary s¢urce, nature,
origin| age, maturity, and availability of implementations. The test report shall reference any docpimentation of
relevant prior conformance tests, any known:-conformant implementations, and cite any evidefce regarding
the aIiIity of the SIF to be implemented. This requirement may be waived for tests that do not ipvolve sBDBs
(e.g. biometric capture device interoperability tests using only pBDBs).

NOTE]|1 Conformance to a biometricinterchange standard does not guarantee interoperability. This depprts from some
other fields in that matching perfoermance is also heavily dependent on non-standardized factors such|as algorithms,
biometric capture devices, environment etc.

NOTE|2 A performance_test*'might not meet its objectives if any of an underlying stack of standards is|either poor, or
poorlylimplemented. Low-level data interoperability is clearly required for a performance test to produce mepningful results.

8.3.2| Executing conformance tests

A SIA performance interoperability or sufficiency test is likely to fail and give erroneous results if the sBDB
instarjces (are not conformant to the underlying SIF. This is because a set of uniformly unflerstood and
impleménted definitions is a necessary condition for sBDBs to be exchanged. Therefore an intefoperability or
suffic ACY test-shattassess-theconformanceof-alt-sBbBs chclatcd duﬁlly the-test—This |c\.|u;| ment may be
waived for tests that do not involve sBDBs (e.g. biometric capture device interoperability tests using only
pBDBs). This requirement may be waived for those sBDBs that are not used in the computation of figures of
merit.

NOTE 1 The requirement for conformance testing of all sSBDBs (instead of just an initial sample) is needed because
some conformance problems will be data dependent and will only occur when certain perhaps unusual input samples are
input to a generator.

NOTE 2 It will usually be beneficial for the test to include an initial conformance testing phase. Supplier's
implementations, possibly submitted in preliminary form, may be used to generate sBDBs from trial datasets geared
toward debugging. These might include empty or poor images, or in an online situation a deliberately defective
presentation. In addition a test might assess conformance by acquiring and inspecting sample sBDBs from prospective
participants. This method, while ad hoc, offers the possibility of rapidly detecting obvious impediments to a direct
progression to performance testing.
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8.3.3 Reporting

The interoperability test report should state whether the conformance of generators to the standard
interchange format was tested.

8.4 Constraints on the sBDBs

8.4.1 Optio

nal encodings

If an interchange format has standardized but optional (either-or) formats or parameterizations, the test plan
shall fully specify the allowed, disallowed, undefined, required or optional values for each conditional.

EXAMPLE 1 A test of the face image interchange format test may require the sBDBs to conform to just fulldfrontal or
token images.

EXAMPLE 2 A fingerprint minutiae may be in the normal or compact format. This also applies for fingerprint spectral
and skeletal pdttern formats.

EXAMPLE 3 A fingerprint image test might require images to be compressed with ISO/IEC,15444 Parts 1-10 (i.e.
JPEG 2000).

8.4.2 Optional encodings from profile standards

A test plan
specificationg

NOTE
ISO/IEC 24713

EXAMPLE
with ridge-skel

8.4.3 Devi

A test plan
the header f
referencing o

EXAMPLE 1
Biometric Exch

EXAMPLE 2
An interchangsg
compression h

sc;[;ll consider whether existing relevant application profile standdrds contain appropriate or

of the optional content of the interchange format.

It may be worthwhile to consider the Biometric Profiles for Interoperability and Data Interchange star
-X (X = 2), which give complete specified values for the optional content of each ISO/IEC 19794-x parf.

Minutiae records with valley-skeleton bifurcation points should not be compared with minutiae r
pton end points, even though all these options conform/to ISO/IEC 19794-2.

ion from the base standard

sIaII describe any allowed deviations\from the SIF. Deviations should usually be confined g

elds and not to the material functional data. The tester may judge such determinatio
[ the goals of the interoperability test.

It may be necessary to remove the Creator and PID fields as defined by the ISO/IEC 19785-1, Cq
ange Formats Framewark'(CBEFF) standard.

The use of uncompressed image data encoding is not permitted for ISO/IEC 19794-5 face image
test that uses this, tHough non-compliant to the base image standard, may be necessary if, for ex
ad been showno cause interoperability problems.

8.4.4 Data

ncapsulation

The test plan|shall_specify data representations for acquired samples and sBDBs. The clause may requi
tester to produeé,/publish, and seek comment on, extensive documentation of the various formats.

Liseful

dards,

bcords

nly to

ns by

mmon

types.
bmple,

re the

EXAMPLE 1

The acquired sample formats might be simply files in a standardized sample format such as

(ISO/IEC 10918 Parts 1-4). The sBDBs might also be files.

Given that the ISO/IEC 19794-x standards define sBDBs at CBEFF's biometric data block (BDB) level,
they can be used as is. They could equally be wrapped with header and signature blocks to produce a simple CBEFF
biometric information record structure.

EXAMPLE 2

NOTE

JPEG

The BDB may contain one or more biometric samples or templates. Beyond that, the complex CBEFF

structure (ISO/IEC 19785-1) allows for a record that can contain multiple BDBs, each having its own standard biometric
header (SBH), plus additional SBHs that express the relationships among the BDBs. As such, a complex biometric
information record could theoretically contain ten fingerprints, the minutiae sBDBs thereof, multiple iris codes or some
arbitrary combination of multimodal multi-sample biometric data. This standard can be used to evaluate any such complex
instance.
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8.5 Components

8.5.1 Components for sufficiency testing

A test organization conducting an interoperability test shall prescribe whether a test participant is required to
produce both a generator whose output can be matched by others and a comparison subsystem that can
perform on others' inputs or whether either function can be sufficient. This question is essentially a
commercial one. If the market for sBDB generators is separate from the market for sBDB comparison
subsystems, then a supplier may seek to enter one but not both roles. In such cases analyses of the
interoperability matrices shall allow for K # 1. Comparison subsystem in this context may refer to apparatus for
verification and/or identification.

8.5.2| Establishing modularity requirements

The t¢st plan should establish at what level a black box is decomposed into distinct interhal-blagk boxes. This
may depend on the interoperability goals of the test.

EXAMPLE A black box component might consist of a combined hand geométry- capture subpystem and a
ISO/IHC 19794-9 conformant sBDB generator. Alternatively the two functions may be separated into two black boxes with
a raw jmage output from the reader being input into the sBDB generator. These are-functionally equivalent except that the
failure| rates may be measured separately. In an interoperable situation, the agquisition device output may be fed into
severgl generators (offline say) and this decomposition is vital in stating performancé of the components.

8.5.3| Components for interoperability testing

If a tgst seeks to assess interoperability, the test plan shall state which of the following must bg¢ provided by
suppllers:

— an enrolment sBDB generator;
— duser sBDB generator;

— g sBDB comparison subsystem.

NOTE] The enrolment and user sBDB generators might be functionally identical and share the same inyocation.

8.5.4| Underlying algorithms

A tes{ may seek to evaluate the-performance loss attributable to just the SIF versus the PF by uging the same
underlying comparison algorithms. In this case the test plan and test report shall document sfeps taken to
ensure that each supplierydid embed the same core comparison algorithms. Such steps might ipclude written
requests or instructiofis; inspection of source or compiled code, and analyses of timing and results. Such a
constfaint would benuseful in comparing just the two data formats. However it might not bg immediately
possible for a supplier to comply. Another consideration is that because of the black box nature of most
implementations) the test organization may not be able to detect departures from a sgme-algorithm
requirement:lf'the SIF and PF comparison subsystems do not use the same underlying algorithr, then it may
not bg possible to attribute any insufficiency of one of the comparison subsystems to the data interchange
format.in'Gse

NOTE This standard also covers the use of multiple algorithms to the extent that together they comprise a single
black box comparison subsystem that internally fuses data together. An assessment of the efficacy of a single component
of such a comparison subsystem will require cooperation of the supplier.

8.5.5 Capture device user interfaces

The user interface is an important component of acquisition. A good interface may give improved performance.
In an interoperability test, if two acquisition subsystems, consisting of identical hardware and different user
interfaces, give different performance then this presents an interoperability problem. A test report shall
document interface differences and any recorded interoperability effects.
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8.5.6 Multimodal components

The outcome of a test of multimodal sBDBs might be that interoperability can be achieved. This conclusion
may be specious because a lack of interoperability in one or more of the modes may be hidden by the black
box nature of the comparison subsystems. Therefore a test of multimodal sBDBs shall document in a test plan
and test report the steps taken to determine whether only a single mode is internally interoperable. Such
measures may include requiring generators and comparison subsystems to be capable of producing and
accepting single mode samples, in addition to the primary multimodal sample. These may be assessed

separately according to the provisions of this standard.

8.5.7 Component variability
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components in use. The.term component includes acquisition device, processing sofi
der or generator, comparison subsystem. This definition should be expanded to includ
nct component that has, or is thought to have, a material effect on the performance or is in
eroperable exchange:

identification of'each component. This will generally include the name of the manufacture
el number, the\version, edition or series number, firmware version or build numbers, an
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nducted with products whose supplier must remain anonymous, then any published test

Feport

shall record at least the number of instances of the product and should report any specifications that do not
uniquely identify it.

8.6 Planning decisions

8.6.1

Computational intensity

For a N person test population, the test design shall include an estimate of the processing time required to
execute the test. The total number of sBDB or pBDB generation operations and the number of verification or
identification transactions shall be set to satisfy any constraints on total time, expense, and available
population size and resource availability. Estimates may be needed for the times required to
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— generate enrolment sBDBs (for each person the first is notionally the enrolment sample) using each
enrolment sBDB generator,

— generate user sBDBs (the remaining samples represent the verification samples) using each user sBDB
generators,

— perform verification comparisons, for all possible supplier-generator pairings using each comparison
subsystem,

— perform identification searches, with each comparison subsystem, against the population enrolled by
each enrolment generator, using user instances from each user sBDB generator,

— generate enrolment pBDBs from each enrolment pBDB generator,

— nerate user pBDBs from each user pBDB generator,
— rform verification comparisons for each pBDB supplier,

— rform identification searches for each pBDB suppliers.

NOTE] The test organization may solicit throughput rates from likely participants. Pdrticipants may nged information
on thgd sample data to make these estimates. More sophisticated throughput models ywith needed coefficient information
may a|so be sought.

8.6.2( Supplier recruitment

If the [humber of enrolment sBDB generator is I, the number of user-sBDB generators is J, and the number of
comppgrison subsystems is K, then:

— sBDB comparison subsystem interoperability test,requires each comparison subsystem to process
DBs from more than one source, so1>2,J>2and K> 1, and

— sBDB generator interoperability test requires a generator's output to be handled succesgfully by more
than one comparison subsystem, so1>1 ordd= 1, and K> 2

8.6.3| Provision of samples to suppliers

The test plan should specify whether<er not suppliers will be given samples for development. The suppliers
shall npot be given the actual test data-

It may be appropriate for a test-organization to provide reference samples (sBDBs, pBDB, or input samples,
for example) to test participants. This would support development of interoperable implementations. The test
organfization should consult with the owners of such data as to how or whether the data may be ghared.

8.6.4| Equivalency of generator resources

The t¢st plan.shall establish upper and lower bounds for at least

— thed@mount of storage for a sBDB (in memory and/or on disk),

— the time needed to generate a sBDB,

— the time needed to match sBDBs.

These bounds may be either enforced in the worst case (for example, size is always less than 257 bytes) or
on average (for example, the median size will be less than 200 bytes). Maximum limits are easier to
implement, adhere to and measure for data sizes. Limits on average performance are often more appropriate
for processing times. But in all cases the quantities and their bounds shall each be accompanied by a
statement of whether the limits apply to the means, medians, minima, or maxima or some other statistic.

NOTE 1 A test may put requirements on timing so loose so as to be effectively absent yet compliant with this Clause;
i.e. the upper and lower bounds may be zero or infinity.

© ISO/IEC 2008 — All rights reserved 23


https://iecnorm.com/api/?name=f14bdea5037bed89c2eadcffd9e33184

ISO/IEC 19795-4:2008(E)

NOTE 2

proprietary format than to the sBDBs, then relative performance may be tailored.

NOTE 3

accordingly differ very little in their resource requirements.

8.6.5 Handling violations of test requirements

If a supplier is allowed to devote considerably more (or fewer) resources to the generation of instances of its

In the simplest case, proprietary and sBDB generators will differ only in their output / formatting codes, and will

The test plan shall establish policies and appropriate penalties for dealing with generators or comparison
subsystems that violate the resource constraints of the clause 8.6.4.

8.6.6 Comp

The test plan
specification
candidate list|

arison subsystem output data encapsulation

shall specify data representations for the outputs of comparison subsystems. For verificatiq
shall cover, at least, comparison scores. For identification this specification shall cover, at

S

D.

8.6.7 Fundamental generator requirement

8.6.7.1

A test shall re

a pBDB

8.6.7.2 Ge

Fulnctional properties

gard

a sBDB generator as a black box that converts acquired biometric data.into sBDB instances, and

henerator as a black box that converts acquired biometric data into pBDB instances.

nerator implementation

An interoperdbility test shall be implemented at either the

executab
and writi
executah

APl leve
from (wit

NOTE Val

8.6.7.3 Fa

The test pla
necessitate d
errors may

include docu

NOTE An

le level - a compiled and linked application capable of accepting an acquired biometric s
hg a sBDB or pBDB to a file. A large,scale test shall use a scripting language to invol
le.

- a library that provides a suitable class (function) instances of which can be constructed (g
h) an arbitrary sample of acquired biometric data and accessed to provide a standalone sBll

rious parts of clause 8.7.2°‘on gaming are relevant in consideration of the above choice.

lure to process

shall establish appropriate mechanisms for each component to declare a failure. Thig
cumented‘interaction with suppliers before testing begins. Once a test is underway certain
ccur. The'test organization should measure and report the occurrence of such events
entation of their nature.

required to resubmit the affected component.

EXAMPLE

n this
least,

bmple
e the

alled)
DB.

may
other
, and

ally be

The test plan might define some non-zero error codes that a SIF generator should return. When this

occurs matching might proceed using an empty sBDB (if such is validly part of the SIF) as a default.

8.6.7.4  Generator error logging

The failure or refusal of a generator to produce an output shall be counted and used in the computation of a
failure to enrol and or acquire. However, a generator may produce an output but also indicate some problems
in doing so. The test plan shall therefore establish a mechanism by which a generator may report problems
encountered when processing an acquired sample.
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NOTE The test might allow an integer error code to be returned; the meaning of the various values would be defined
in the planning and comment phases. The incidence of the various warnings may have value in identifying implementation
problems or ambiguities in the SIF.

8.6.8 Fundamental comparison subsystem requirement

8.6.8.1 Functional requirement

An interoperability test shall regard a verification comparison subsystem as a black box capable of comparing
a user sBDB with an enrolment sBDB to output a comparison score. Similarly a comparison subsystem in a
biometric identification system shall be regarded as a black box capable of comparing a user sBDB with a set
of enrolled sBDBs to produce a candidate list.

8.6.82 Comparison subsystem implementation

An inferoperability test shall be implemented using one or more of the interfaces enumerated belpw.

a) Ekecutable level - compiled and linked application capable of accepting two-arbitrary sBDBs that are
sfored as standalone files.

b) API level - a library that provides a class (function) instances of which-can be constructed| (called) from
(with) two arbitrary sBDBs and accessed to provide (that returns) a:comparison score.

NOTE] Various parts of clause 8.7.2 on gaming are relevant in consideration of the above choice.

8.6.83 Comparison subsystem errors

The tg¢st plan shall establish a mechanism by which a comparison subsystem can declare a refugal to process
the inputs.

NOTE]|1 An outright crash or failure of a component will usually be unacceptable and the supplier woyld normally be
requirg¢d to resubmit the affected component.

NOTE|2  The test might allow an integer errordéode to be returned; the meaning of the various values would be defined
in the planning and comment phases.

8.6.9| General requirements onsoftware implementations

8.6.9.11 Invocation

The domponents should be separated to express the interoperable paradigm and mimic the logigal separation
of thg three functions\(enrol, user template, matching). Practically the separation allows an offline test to be
run im modular stagés, with flexibility in the scheduling of the operations, and in assesgment of the
conformance and storage of the sBDBs.

In an| interoperability test the sBDB generators and comparison subsystems shall be distingt, separately
invokeds.entirely independent of one another.

8.6.9.2 Side effects

The generator and comparison subsystem shall not change their operating environment, other than in ways
explicitly allowed.

8.6.9.3 Memory access

Implementations shall not access memory locations other than those pointed to by the calling implementation.
Such activity may be useful to a gaming strategy. System stability will also, clearly, be degraded if out-of-
memory access OCCurs.

Implementations shall access only that system memory that it allocates or that corresponds to the provided
inputs.
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8.6.9.4 Communication

Unless explicitly permitted in the test plan, implementations shall not communicate with external processes,
devices, or computers. Neither receipt nor transmission of information from or to another source is needed for
correct function. It is disallowed here because a variety of unrealistic performance improvements could be
realized.

8.7 Prevention and detection of gaming

8.7.1 General aspects

8.71.1 General

An interopers
detect, and ¢

bility performance test design and administration shall embed appropriate meansto_pr
bviate any mechanism by which one or more suppliers may seek to advantage thems|

bvent,
Elves,

disadvantage

8.71.2

The amount
a considerati
laboratory sh

others, or misrepresent available performance.

Assessment of gaming risk

pf effort a tester should expend on prevention or detection of gamingmay well be determin
pn of the risk reward trade-off for a supplier and the possible modus operandi. The f
pbuld assess gaming risk and document it.

The test sholild be designed with consideration of the advantages to suppliers of successfully implem

any of the ga

ming strategies.

ed by
esting

bnting

EXAMPLE
(downwards).

The interchange format standard might itself be undermined if sufficiency statistics are manigulated

8.7.2 Modes of gaming

8.7.21 Ggneral

The test plap should establish appropriate steps to address the gaming risks described in the rem
subclauses of 8.7.2.

hining

Note that gaining techniques can be used probabilistically (i.e. on a fraction of the samples or transaq
and yet still be effective. Therefore,.if any means of detecting gaming are applied, they should be a
across all samples, trials, suppliers‘and instances.

tions)
bplied

NOTE Thi|s agrees with the'clause 8.3.2 requirement to test conformance of all sBDBs.
8.7.2.2 Cdrtels
It is possible|thatrmoere than one supplier will unite for the purposes of disadvantaging one or more dthers.

Such a collabjoration constitutes a cartel. A test should take appropriate steps to identify cartel behaviour|

8.7.2.3 Exploitation of test environment to alter performance

Tests implemented at either the API or executable level shall be implemented with considerable attention paid
to information hiding and prevention of heuristic attempts at identifying match or non-match information. The
API level implementation presents some hazards: For instance, if matching pairs of sBDBs were stored
contiguously in memory then a library could implement a gaming strategy in which proximity of memory
addresses of the two BDBs is used as a (perhaps collateral) factor in reporting a high or low comparison score.
Such a strategy can be defeated by careful randomization of the BDB memory locations and the sequence of
calls.
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8.7.2.4 Acquired sample pass through

If a test uses a data structure (a class, in the object oriented sense) to contain a sBDB, the test should
institute appropriate checks to detect whether the acquired biometric data sample is being stored as-is inside
the sBDB. Such a gaming strategy would allow matching to be done entirely bypassing the sBDB. The test
specification should be written such that the sBDB class can be written, examined offline, and read in before
use.

EXAMPLE A supplier implementation appends the original image to the end of a fingerprint minutiae sBDB that is
otherwise perfectly conformant to ISO/IEC 19795-2.

8.7.2.5 Proprietary data pass through

The test should include any checks to detect if a generator is appending, or otherwise hiding;| its supplier's
roprietary data inside the otherwise standard sBDB. This would allow the comparison subsystem to
its own (assumed to be) better pBDB comparison subsystem, thereby exhibitingibetter pefformance.

Some data interchange formats include optional structures for proprietary or,undocumented data. Obviously
such data can offer performance benefits only to those able to understand it, and may thas, skew the interoperability test. A
sign should therefore include constraints on the presence and/or contents “of these structyres (see also

Polluted sBDBs

An inferoperability test should include checks to detect if a generator is introducing erroneous or gpurious data
into itp output sBDBs.

EXAMPLE A fingerprint minutiae test should include checks*to detect if a generator is introducing egregiously false

minutige into its fingerprint minutiae sBDBs. If the location of\a minutiae were hardwired, say, that suppligr's comparison
subsystem could ignore it during matching.

8.7.27 Truncated sBDBs

An inferoperability test should include cheeks to detect if a generator is excluding information ffom its output
sBDBss that would ordinarily be included-or offer substantial benefit to a comparison subsystem.

EXAMPLE It may benefit a fingerprint minutiae supplier to include fewer minutiae in the sBDB than|it finds, or are
actually present. This strategy could be effective if that supplier's comparison subsystem is superior for low|minutiae count
templates.

NOTE] It may be difficult to establish criteria against which the activity described in the clause may be judged
conclysively.

8.7.2. Supplier identifying information

Many| BDBs\include a field for identification of the product that generated them. For example] some of the
ISO/IEG 19794-x data interchange format standards include a capture device type ID field. Opgrationally this

— BDB generators that tailor their processing to the biometric capture device, or

— comparison subsystems that tailor their processing to the particular generator of the sBDBs, or

— clerical activities.

An interoperability test will be more representative of the target application if the BDBs include whatever
information is specified in that application. Therefore, for both biometric capture device and SIF interoperability
tests, the default practice shall be to follow the operational specification for such fields. This will usually entail

inclusion of conformant and correct product identifiers. However if a test seeks to assess the interoperability of
just the core biometric data, then it may be appropriate to require that
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generators not include any identification of themselves in their outputs, or

the test organization should expunge such information from all samples before they are sent to
comparison subsystems.

This option implements a purely blind test of the sBDBs and is appropriate when evaluating the exchange of
the core technology. This option is likely to weaken a prediction of operational performance.

In any case, the test report shall state any requirements on the biometric capture devices or generators to
omit or otherwise modify any fields that identify the source of the BDBs. Likewise any activities conducted by
the test organization in this area shall be reported. Also clause 8.4.3 requires documentation of departures

from the SIF.

NOTE 1 An
of ours". At its

y steganographic technique can be used to allow a comparison subsystem to determine if the sBDB
simplest this involves hiding a single bit in the sBDB header or data, and is very difficult to detect. 4

s "one
more

classic steganggraphic technique would be to insert some pattern into the low order bits of a fingerprint.sBBBs m|nutiae
locations. Such activity makes it difficult to thwart a supplier who is determined to violate a blind testing-requirement.
NOTE 2  To|implement blind testing, then supplier-identifying fields in, say, a CBEFF header might need to be zeroed
out after sBDBJ|generation and before verification.

NOTE 3  Cognformance tests of sBDBs may need to be altered to reflect test-specific requirements in this area.

NOTE 4  Cdmparison subsystems may need to be changed in order to toleraté~for example, zeroed-out prodquct ID
fields.

8.7.3 Prevgntion and detection of gaming

8.7.31

The test plan
The following

Planning

shall enumerate any modes of gaming thatcare specifically prohibited or that will be teste
subclauses describe some known modes<of gaming.

d for.

8.7.3.2 Cgnsequences of gaming

The test plan|shall enumerate any circumstaneés under which suppliers will be disqualified from the tesf. The
meaning of d{squalification shall be formalized.

EXAMPLE If a supplier's implementation were to ignore the immutable nature of an API function paramefer (as
indicated by the const keyword of €/C++) and alter the contents of a sBDB during a comparison function this may
constitute grounds for discontinuation)of use of that product.

8.7.3.3 Ingpection of . anomalous results

A test should include_an inspection of each generator's generated sBDBs, the purpose being to fletect
anomalous values-intended to subvert another supplier's comparison subsystem. Particularly departuresg from

default or exg

ected’or reasonable values shall be reported.

NOTE

In face recognition if two suppliers produce compressed token (eye-positioned) images that achieve a

compression ratio (CR) of 10 by compressing the periphery of the image with CR = 5 and the center "face" region at
CR =35. The effect may be to depress the performance of a third supplier whose technology is more sensitive to
compression. A test design should include inspection of the sBDBs.

8.7.3.4

Disclosure of participants

Suppliers shall not be informed of the names, nor the numbers, of participants prior to test completion.

NOTE
certain gaming

28

strategies, including a heuristic classification of which sBDB instances belong to them.

If a supplier is informed that only one other supplier is participating it may aid (or mitigate risk of detection)
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8.7.3.5 Removal of non-essential information

The test organization should assess whether each field of each sBDBs header is needed, corrupt, in use for

other than its intended purpose, and shall investigate the effect of stripping or zeroing its content.

NOTE
mean that no gaming was involved or that the stripping or zeroing mechanisms were ineffective at preventin

8.7.3.6 Perturbation

If no significant difference were observed between the sanitized and original sBDB performance this may

g it.

Test BDBs may be altered or perturbed by a test organization. The test plan should include a policy on

whether to additionally invoke comparison subsystems with perturbed sBDB instances.

NOTE]|1 One possible means of exposing gaming techniques involves changing the sBDBs from those-qriginally output
by a generator. For example a test may add noise, shift, decompress, or rotate a face or fingerprinf\imagg. It may reflect
all finderprint minutiae locations about an axis. Or remove a minutia from the list.

NOTE|2  If perturbation is used, it should augment, not replace the generated sBDBs(upon which the performance
conclysions of the test report should be based.

8.7.3J7 Reporting

The test report shall document the nature and conduct, and optionally‘\the results, of any test$ instituted to
detect gaming.

8.8 |Test procedure

8.8.1| Primary test

8.8.11 Overview

A tes{ may be conducted by executing the procedures enumerated in Annex A in Tables A.1 (planning), A.2

(setup) and A.3 (template generation) followed by either Table A.4 (verification) or Table A.5 (
and then Table 6 (reporting). A test shall\conduct verification or identification trials or both, acq
goals|of clause 6.1 and the figures of.fmerit selected in clause 7.2.1. In that case some procedd

8.8.1,

union| Verification proceeds by running a sBDB comparison subsystem sequentially on al
Concatenation* shall be included to prevent a comparison subsystem from predicting which kin
will epceunter next. Randomization shall be included to prevent a comparison subsystem fr

dentification),
ording to the
res would be
ble to either

involves the
(i.e. different
zation of that
such pairs.
i of pairing it
bm predicting

whetherthe next transaction is a mate or non-mate.

8.8.1.3 Identification

Identification interoperability may be measured by execution of the procedure in Table A.5. This involves the
enrolment of supplier i's sBDBs into supplier k's identification subsystem, then the running of all suppliers'
sBDBs against that enrolled population. This yields a row in the cross-generator interoperability matrix of
Figure 8. The matrix should only be computed element-by-element (i.e. thereby avoiding the concatenation
and randomization steps in Table A.5) if the target application would involve the comparison subsystem being
exposed only to user sBDBs from a single source.
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8.8.2 Uncertainty measurement

Each figure of merit attained in an interoperability test is accompanied by an uncertainty. Such uncertainty
values, and the correlations between them shall be taken into consideration in assessment of which
subsystems are considered to be interoperable

NOTE Annex A of ISO/IEC 19795-1 gives guidance on variance, uncertainty, confidence intervals and the issues
surrounding their computation.

8.8.3 Variance estimation

One means of estimating the variance in the figures of merit is to repeat the test of clause 8.8.1 on disjoint
datasets drayvn from the same source. One means of achieving this is to split the whole initial cerpus in
disjoint subsgts, and applying to them separately the procedure of clause 8.8.1. Thereafter the procedure in
Table A.7 may be followed.

8.8.4 Remagdial testing

If interoperabjlity is found to be uneven in a first round of testing, a test shall examine the, possibility of making
changes to the stored sBDBs to investigate whether interoperability can be improved. If such changegs are
deemed worthwhile, then all affected parts of the interoperability test shall be repeated. Such repetifion, if
undertaken apd reported, shall be documented clearly and noted as being initiated by the testing organikation
and not the gupplier. However, if a supplier is contacted with the aim of improving interoperability, thgn this
interaction shiould be documented.

8.8.5 Survey of configurable parameters

The test shall be repeated for any previously agreed upon changés in configurable parameters.

NOTE Mgny sBDB generators can be configured to expend.greater time in localizing salient features in an image for
the purpose of|improving recognition accuracy.

9 Interprgtation of the interoperability matrix
9.1 Determination of interoperable subsystems

9.1.1 General

A type (a) tegt (see clause 6.3) produces an estimate of interoperable performance. A type (e) test, intended
to predict opgrational performance interoperability, can usually be treated as a type (a) measurement tesf. The
type (f) test, tpo, in which ene‘subsystem is to be replaced with another, is a special case of the type (a) fest.

A test seekipg to qualify a set of interoperable subsystems (i.e. type (c) in clause 6.3) shall estpblish
performance |criteriay specify minimum and maximum values for the numbers of subsystems soughf, and
establish a groCedure for how to resolve situations in which interoperability is confined to disjoint sets of
suppliers.

EXAMPLE 1 A set of fingerprint minutia extractors may be deemed interoperable if the ISO/IEC 19794-2 instances
they produce may be matched by a reference comparison subsystem with FRR less than 2% for a FAR of 2%.

EXAMPLE 2 A set of ISO/IEC 19794-5 token face generators may be deemed interoperable if their output instances
may be matched by any three identification comparison subsystems with FPIR of 2% at FNIR of 50% in a population
of 1500.

EXAMPLE 3 A set of ISO/IEC 19794-6:2005 polar format iris generators may be deemed interoperable if their outputs
can be interoperably verified by a reference comparison subsystem with FNMR less than 1.2 times that achievable by the
same comparison subsystem running on the parent ISO/IEC 19794-6 rectilinear images at a fixed FMR of 0.0001.
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9.1.2 Identifying interoperable combinations of subsystems

9.1.21 General

The test plan shall establish one or more application dependent quantitative measures of interoperability that
indicate whether a comparison subsystem is sufficiently interoperable with a set of generators, and whether a
generator is sufficiently interoperable with a set of comparison subsystems. Such measures should exclude
systems that do not offer adequate performance, and outliers related to conformance failure.

The test report should specify the criteria used with a justification. The test plan, also, should address this
issue, if possible. The methods of clauses 9.1.2.2, 9.1.2.3, and 9.1.2.4 are provided for guidance.

9.1.22 Interoperability against a performance target

9.1.221 Method

A set| of subsystems under test shall be considered interoperable if each of the/corresponding observed
(absojute or relative) figures of merit p in the performance matrix supports the'werking hypothesis that the
corre$ponding honest (absolute or relative) figure of merit is below a chosen threshold, p.

An ohserved error rate supports the working hypothesis if and only if the Corresponding null hypothesis, that
the cgrresponding honest error rate is equal or above the threshold, js.to-be rejected. Whether ¢r not the null
hypothesis is to be rejected shall be decided by a one-sided one-sample z test. Using the pquation and
constfaints given in Table 2 the null hypothesis shall be rejected, (and the working hypothesis adcepted) if z >
Z, where the value of z,, which specifies the confidence level, is(discussed in clause 9.1.2.2.3. If g < z, there is
not enough evidence to reject the null hypothesis, and the working hypothesis cannot be accepted.

Table 2 — Sample size adjustment of error rate requirement

Formula for significance statistic | Constraifts on the application of the formula

pP—p N n(1-p) > 10
Z=—F
p(1-p) Where n = number of observations
n p = tolerable error rate

P = measured error rate

NOTE|1 This computation may be applied to one or both of the Type | and Type Il error rates (e.g. FNMR and FMR,
respegtively).

NOTE|2 The/key point is that with the max() criterion systems should not be compared directly with a threshold (as a
yes/nq decision)-but rather the normalized distance below the threshold significance (1.6449, for example) of the
measyrementis used instead. Application of this test is equivalent to lowering the tolerable error rate for any fixed number
of trialr, nsFor example, with n = 60000 the FNMR < 0.01 requirement becomes FNMR < 0.00933 for 95% ¢onfidence via:

p(l-p)

pPsp-z,

9.1.2.2.2 Reporting of data used in significance test computation

The test of clause 9.1.2.2.1 embeds the binomial assumption in which each trial is independent of others and
has a fixed probability of error. These assumptions will not be appropriate in the following circumstances.

— The trials are correlated in some way. This will occur, for example, if samples are reused in many
impostor trials.
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— The error rates associated with samples vary. This could occur if samples are drawn from populations
that differ in image quality or demographics.

Thus if the binomial assumption does not apply, then this shall be reported, and the test shall still be
performed, but the results shall be interpreted with more caution.

9.1.2.2.3 Setting the significance level

The value of z, in the significance test of clause 9.1.2.2.1 is derived from a specification of the desired
confidence level of the test. It is then uniquely determined by the inverse cumulative distribution function of the
Normal dlstrlbut|on values of which are tabulated in Table 3. The value for (1 a) and Z, shall be reported It is
common for the 6 : Ag this
level may neg
each element is better than some crlterlon then it is likely that for large matrices some mteroperable pairs will
actually have| a true error rate larger than the requirement, because there is an uncertainty, a, in|each fesult.
Referring to |clause 6.3, certification tests of type (c) and (d) shall therefore increase, the ‘numbg
independent pamples with the number of cells of the interoperability space. Thus a decrease in a to set the
single-cell copfidence level will maintain a fixed confidence in the overall matrix result.

Table 3 — Confidence levels of the standard Normal distribution

Confidence level, 100 (1-a) a Za = - (I>‘1(a)
90% 0.1 128155
95% 0.05 1.64485
97% 0.03 1.88079
99% 0.01 2.32635
99.7% 0.003 2.74778
99.9% 0.001 3.09023

NOTE 1 A measurement of performance and,.a)confidence interval should only be construed to apply to the test
population. The specification of a confidence interval does not imply that a system or product will always perform|within
that range. Rather, it means only that a repeatéd test of the same product on samples acquired from the same popylation,
and in the same manner, is likely to give a performance measurement in that range.

NOTE 2 The size of confidencesinfervals is dependent on the population. Offline "technology" tests using large
populations offer tight confidence.intervals. Scenario tests on the other hand are usually conducted on smaller popujations
(for reasons df expense). Technology tests are appropriate for assessing core algorithmic functionality (in thi$ case
interoperable gerformance) while’ scenario tests are likely to be more indicative of operational performance becauge they
capture the int¢ractions ofthe-products with live users.

9.1.2.3 Interopeérability relative to performance of a reference system

Interoperability may be determined by considering performance figures of merit relative to the performance of

a reference system measured on the same data set. The reference system may be a system using a PF or a
single-supplier system using a SIF.

For any chosen figure of merit (e.g. FRR at FAR = 0.001), a set of subsystems under test may be considered
interoperable if the achieved figure of merit value is less than some specified constant, c, times the
corresponding absolute figure of merit for the reference system. The value of ¢ will depend on the tolerance
levels and the statistical significance required.

9.1.2.4 Interoperability relative to the group under consideration

A further alternative to an absolute performance target is to certify on the basis of a target computed from the
observed performance data. In this case, the most interoperable set might be determined by excluding those
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interoperating combinations whose measured performance is significantly inferior than the mean interoperable

perfor

mance of the whole set.

The average interoperable performance, p,, is defined as the mean performance of all interoperating
combinations where the components are from different systems, the interoperable deviation, g, is the
standard deviation of the performance of those combinations.

Under this method, an interoperating combination shall be excluded from the interoperable set if the
performance of that combination, pcg, is greater than p, with a confidence level of a. That is, if ycg > Y, + 0, z,
where z, is the 100a-th percentile of the standard normal distribution (i.e. the area under the tail of the
standard normal distribution from z, to positive infinity is a).

NOTE
figureg

9.1.3

In a test of type (c) (see clause 6.3), the test plan and test report shall state any/pre-test require

follow

t

tihan two unless the organization commissioning the test is willing-to\sole-source;

G
C

Wher

9.14

This 4
extrag
elemd
The d
subsy
under

Maxin
under

1

the maximum number of interoperable subsystems that are acceptable. It will ordinarily be

While absolute figures of merit are highly dependent on the corpus of samples used for nigq
of merit are fairly consistent across different corpora of samples [4].

Acceptable numbers of interoperable subsystems

ing:

e minimum number of interoperable subsystems that are acceptable which would not ord

ommercial benefit to qualify as large a number of subsystems as possible, but variou
pnsiderations may limit this.

two or more suppliers participate in a test, the activity of clause 8.7.1.3 shall be conducted

Combinatorial search for maximum interoperability-classes

stablishment of a set of interoperable produicts against the criteria established by 9.1.2.2 w|
ting the figures of merit to form submatrices of the performance matrix. This strategy is
nts of the matrix will be extracted for all combinations of rows crossed with all combination|
oal is to determine all maximum«interoperability classes. A maximum interoperability class

test that is interoperable with-all elements of this subset, but not included in it.

hum interoperability _¢lasses can be found by systematically grouping the interoperablg
test based on the(fields of the interoperability matrix as follows.
) Initially, put.-each combination of subsystems that is considered interoperable b
corresponding cell of the performance matrix into an interoperability class of its own. T
initialset of interoperability classes.

Repeat

3

suring, relative

ments for the

narily be less

of maximum
commercial

b

Il necessitate
combinatoric:
s of columns.
s a subset of

stems under test such that alhits elements are interoperable with each other, and there is fo subsystem

subsystems

nsed on the
[his yields an

)

S whether the

two interoperability classes can be united into one interoperability class. If so, unite them and

include the union class into the set of interoperability classes. Two interoperability classes can
be united if and only if all their elements are considered interoperable with each other according

to the chosen criteria.

Subtract each interoperability class that is a strict subset of another interoperabil
the set of interoperability classes

i)

until there are no interoperability classes that can be united.

The elements of the final set of interoperability classes are all maximum interoperability-

)

The test report shall describe the method of searching.
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NOTE For R components, the test might consider subsets in decreasing order of size, r, i.e. attempt to find the
largest subsets firstsor =R, R-1, R-2 ... 2.

9.1.5 Multiple interoperable subgroups

The outcome of an exhaustive search for interoperable subgroups against a criterion may be that multiple but
distinct interoperability classes exist.

EXAMPLE Given four iris capture subsystems A, B, C and D, and two comparison subsystems X and Y, some
possible outcomes of a test would be that only

— A, B are interoperable with X (i.e. a single subgroup),

— A, BJare interoperable with X, and C, D are interoperable with Y (i.e. two disjoint subgroups of equal siz¢)] and

— A, BJC, D are interoperable with X, and B, D are interoperable with X and Y (i.e. overlapping subgroups of equal
size).

Multiple interpperability classes are likely if the size of the largest one is found to be much smaller than the
number of supsystems tested. The general case is that some products are members of‘multiple interop¢rable
classes, whilg others attain membership only occasionally.

When multiple interoperability classes are found, a straightforward declaration\of'the interoperable setfis not
immediate. The test plan should anticipate this circumstance and, if necessary, establish a mechanigm for
resolving it. This might include the following.

— Application of the number of products criteria of subclause.91.3.

— Pertprbation of the qualification criterion. For instance, the FRR = 1% at FAR = 1% coJld be
tightened to give FRR = 0.9%. This would inevitably yield a smaller group of interoperable suppliers.
In the opposite direction the FRR requirement could be relaxed to FRR = 1.1% say. Such a strategy
may| produce a single larger interoperable group{e.g. ABCD). This method is ad hoc and woyld put
the test organization into the position of making-retroactive policy decisions that may be prejudigial to
orgdnizations that targeted any declared.interoperability criterion.

— Use|the count of the number of times-each subsystem is a member of the interoperable subsgts (in
the fhird example above, B and C ‘are members twice). This method is somewhat fairer thgn the
previious one, but is less attractive than the discovery of a single interoperable set.

The ultimate |choice of an appropriate resolution mechanism might be determined after an investigalon of
whether the |various alternatives;\or combinations thereof, lead to the same determination. It may be
appropriate t¢ disclose in the test/plan the possible use of such mechanisms. If such a mechanism is applied
then it shall be disclosed in the-test report.

9.1.6 Statigtical stability of the test result

If a test is cnducted and, for example, an interoperating combination is identified, it wiII be important to
examine wh pliers
of subsystents—fe S < <ix- Tight-—reasonat would, if
repeated on another sample (even one drawn from the same populatlon) wouId have produced a d|fferent
result. As one means of assessing this stability, the testing laboratory should consider repeating the test on
partitions of the test corpus. This approach is advanced in Table A.7 of Annex A.

NOTE The computational cost of such an approach can usually be avoided by building in the needed partitioning into
the execution plan before testing begins.
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9.2 Interoperability with previously certified products

9.2.1 Decertification considerations

Clause 6.3 enumerates several test types. Among them a type (d) test applies to interoperability with products
previously evaluated in a prior type (c) certification test. This kind of test is essential when it is desirable to
expand the marketplace of products while maintaining interoperable performance. The test is conducted to
determine that

— the sBDBs produced by generators can be successfully used by previously certified comparison
subsystems, and

— W _comparison subsysSiems can successfully accep rom previously  certified sBDB
nerators.

rators (e.g.,
ISO/IEC 19794-3 fingerprint pattern templates) are persistent while the outputs of .comparisonp subsystems
(e.g. $cores or decisions) are not, even if they may have downstream consequenges)(e.g. erroneous duplicate
of a type (d)

interoperability of a new product. How this is done will depend on whether the new product is a comparison subsystem or
a gengrator. A comparison subsystem may be run against sBDBs-produced and archived in the original tedt. However the
outpuf of a newly submitted generator will need to be matched)successfully and this will be predicated of the retention,
operalbility and licensing condition of the comparison subsystems submitted in the original test.

NOTE|2 In an incremental test, performance of a new, product being evaluated against a previous list gf interoperable
produgts would most simply be assessed by requiring“interoperability with a reference implementation which could, for
exampyle, be an existing commercial installed produgt.

EXAMPLE Suppose a group of six generators and four comparison subsystems are certified in an initial clause 6.3
type (¢) interoperability test. Suppose further'that six new sBDB generators are submitted for type (d) evalyation and their
outpufs are successfully matched by thiee of the certified comparison subsystems, but not by the fourth] The test plan
would|state that a comparison subsystem will be decertified if it fails to match all sBDBs with an FNMR <]0.01 at a fixed
FMR qf 0.004.

9.2.2| Continuity of testing

Althodigh such follow-0n or incremental tests may be conducted by a different test organization, {here are cost
: vith different-

— different products may be used.

Additionally if the data changes, a supplier might alter the product to handle it. For these reasons follow-on
testing should be conducted by the same organization.

9.2.3 Interoperability with previously certified generators

Referring to clause 6.3, suppose a prior type (a), (b) or (c) evaluation establishes a set of interoperable
generators (i.e. capable of producing sBDBs that can be matched with acceptably low error rates by a number
of comparison subsystems). Assume further that those products have since been installed and used such that
sBDBs from those generators are enrolled in databases or placed on smart cards. A type (d) test conducted to
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