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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

The partial file format is designed to contain files partially received over a lossy link (with unreceived
or corrupted sections), for further processing such as playback or repair. The file structure is object-
oriented; a file can be decomposed into constituent objects very simply, and the structure of the objects
inferred directly from their type. Files conforming to this format may be exchanged without losing
information on losses, allowing redistribution (local gateways) or further repair processes.

The partial file format may be used to document reception of files, regardless of their bitstream format.
For generic cases, it provides ways for file readers to resynchronize their parsing in case of byte losses.
For ¢ i i =125 tatfi at provides
addifional tools, such as an index of the source file structures and data integrity informatiop.

Annex A of this document defines the associated MIME type for files conformant to this doqument.

© ISO/IEC 2019 - All rights reserved v
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ISO/JEC 14496-12, Information technology — Coding.of audio-visual objects — Part 12: 1SO
file format

IETH RFC 5905, Network Time Protocol Version 4:"Protocol and Algorithms Specification, M|

June

3

3.1

For the purposes of this document, the following terms and definitions apply.

ISO 4nd IEC maintainterminological databases for use in standardization at the following a

3.1.1

chu

rtial file format

Stope

document specifies the partial file format, which is a generic format for describing f]
ved over lossy communication channels. This format contains the correctly received d

Normative references

2010

Terms, definitions, symbols,abbreviated terms and conventions

Terms and definitions

SO Online browsing platform: available at https://www.iso.org/obp

EC Electropedia: available at http://www.electropedia.org/

K

ile partially
ata, missing

k identification, and repair information such as location of the file or high-level original indexing
infogmation. This format can be used with any file formats, and provides additional help
formats deriving from ISO/IEC 14496-12.

er tools for

following documents are referred to in the text in such a\way that some or all of their content
consftitutes requirements of this document. For dated references, only the edition cited
ted references, the latest edition of the referenced doqument (including any amendmeits) applies.

applies. For

Base Media

lls, D., et al,

ddresses:

addressable set of bytes of a partial segment

3.1.2
indexed box
box in the source file (3.1.5) indexed by a BoxIndexBox in the partial file (3.1.3)

3.1.3
partial file
name of the files conforming to the file format described in this document

3.1.4

partial segment
portion of the partial file (3.1.3) containing a single PartialSegmentBox and identifying its
associated source data

© ISO/IEC 2019 - All rights reserved
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3.1.5
source file

file described and encapsulated by the partial file (3.1.3)

3.2 Abbr

eviated terms

For the purposes of this document, the following abbreviated terms apply.

MD5
FDT

Message Digest 5

ile Delivery Table

FEC
FLUTE
TIANA
IETF
RFC
SHA

Forward Error Correction

File Delivery over Unidirectional Transport
[nternet Assigned Numbers Authority
Internet Engineering Task Force

Request for Comments

Secure Hash Algorithm

4 Partial file organization

4.1 Obje
A partially

Ct structure

Feceived file, hereinafter referred to as_pawtial file, is represented as a sequence of p3

segments, preceded by a header. The header and the'partial segments are formed as a series of obj

called boxe
defined in I

All object-st
14496-12. T
type 'pmff

In this docu
level, with t

The MIME t
Annex A.

5, as defined in ISO/IEC 14496-12; files under this document are object-structured fil
bO/1EC 14496-12.

ructured files conformant tq Clause 4 shall contain a FileTypeBox as defined in ISO
he FileTypeBox shall cofitain a compatible brand of type 'paff' for partial files, a
' for mixed partial files.

ment, top-level boxes (boxes not contained in other boxes) are indicated as being at
he notation “Container: File”.

ype associated with a file conforming to this specification shall be formatted as defin

rtial

lects,

ES as

/1IEC
hd of

‘file’

bd in

4.2 Desiglgn consideration

4.2.1 Fea

tures

The partial file format is intended to serve as a storage and exchange format for other file formats
delivered over lossy channels. The format provides the following set of tools:

Reception data, which provides means to store the received data and document transmission

information such as received or lost byte ranges and whether the corrupted/lost bytes are present
in the file.

Repairinformation, such aslocation of the source file, possible byte offsetsin that source, byte stream

position at which a parser can try processing a corrupted file; depending on the communication
channel, this information may be setup by the receiver or through out-of-band means.

© ISO/IEC 2019 - All rights res
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— File format specific information, which depends on the type of file stored as a partial file; this
document only defines additional tools for files based on ISO/IEC 14496-12.

4.2.2 Data layout

The partial file format is designed to allow continuous recording and storing of received data in a
flexible way. A partial file is composed of a header providing information valid for the entire recording
followed by any number of segments; all of these segments are described by partial segment structures
and are hence called partial segments, although some can be correctly received. The header does not
contain any data from the source file and contains only information that can usually be inferred from
the parameters of the transmission, and hence does not require editing of the header values upon
finalizing the recording. Each partial segment contains a variable number of received bytes,from a given

sour]
Byte
first
posi

of carrectly received and loss data.

4.2.3

An o
betw
nece

The
used

marl
if the

Obje
The

ce, a map of valid byte ranges for these received bytes and optionally some repairi
maps give offsets relative to the first byte of data in this partial segment, rather th
byte of data in the source file, in order to process partial segments without any:knowlg
ion in the partial file. Each partial segment may describe correctly received.data, lost d

Box order

verall view of the normal encapsulation structure is provided'inf Table 1. In the event
reen this table and the prose, the prose prevails. The order.of boxes within their cont
ssarily indicated in the table.

table shows those boxes that may occur at the top-level in the left-most column; in
to show possible containment. Not all boxes need to be used in all files; the mandator
xed with an asterisk (*). See the description of:the individual boxes for a discussion of 3
 optional boxes are not present.

Cts using an extended type may be placed\in a wide variety of containers, not just the t
following rules shall be followed forthe order of boxes in a partial file:
[he FileTypeBox shall occurdirstin the file.

[he PartialFileBox, if.present, shall occur immediately after the FileTypeBox.

Table 1 — Box types, structure and cross-reference

formation.
hn from the
dge of their
ata or a mix

of a conflict
ainer is not

Hentation is
y boxes are
ssumptions

bp level.

Box types, structure and cross-reference

fty

b * file type and compatibility

pfil

o1
=
=

container for metadata global to file

U1
—
[\S]

pfhd * data about the entire partial file

o
=
Ico

surl source URL and mime for the complete source file

ptle entry points information for the complete source file

o ([
0o ([
N |

fidx box file index for the complete source file

bidx

U1
N
(OV]

box index for a box of the source file

dint

(2
DN
M

data integrity container for the complete source file

dihd | *

U1
N
U1

data integrity hash

a8
(\S]
(o)}

frpa front part (initial bytes) of an indexed box

o
=
=

dref data reference box as defined in ISO/IEC 14496-12

pdat

U1
=
N

partial segment data

pseg *

@al
—
N

partial segment

Key

*  Boxes that are mandatory within their container, which itself can be mandatory or optional.
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Table 1 (continued)
Box types, structure and cross-reference
pshd « |5.1.5 |partial segment header containing information related to the partial
segment
ploc * |5.1.6 |partial segment location
surl 5.1.8 |source URL and mime of the source file for the partial segment
ptle 5.1.7 |entry point information of the source file for the partial segment
fidx 5.2.2 |box file index of the source file for the partial segment
bidx 5.2.3 |box index for a box of the source file for the partial segment
dint 5.2.4 |data integrity container of the source file for the partial segment
dihd | * |5.2.5 |data integrity hash
frpa 5.2.6 |front part (initial bytes) of an indexed box
Key
*  Boxes thafare mandatory within their container, which itself can be mandatory or optional.

4.2.4 Mixed partial files

When the spurce file uses a format derived from ISO/IEC 14496-12, it can‘be desirable to encapsulate
only the cofrupted top-level boxes of the source file in a partial segmeént, while leaving the corrgectly
received top-level boxes untouched. Figure 1 shows the case where certain movie segments have peen
received copnplete, other parts are only partial and there are yet other parts for which it is known|that
no informatfion has been received. The incomplete parts map to/one or several partial segments.

Complete Segment Complete Segment
moof moof
ftyp | psed | pdat| ftyp || moov | pseg + pseg\| pdat oof not pseg | pseg +
A mdat mdat
I I i) '\
ftyg wrapping Partial Segment Lost Segment

Figure 1 — Mixed partial file

This design|is referred to as\mixed partial file. In this configuration, the FileTypeBox shall contain
a compatibﬂle brand of type” pmff'. The FileTypeBox of the source file, whether or not corrgctly
received, shall not be)miodified; it shall be encapsulated in one partial segment and stored |in a
PartialDgataBox(inhorder to ensure unicity of the FileTypeBox at the container level. Mixed partial
file writers|may_ insert, in the FileTypeBox of the partial file, brands from the source ISOBMFF file
if the requifements of these brands are still met in the mixed partial file. This design allows backyvard
compatibilify'with existing ISOBMFF file reader, as they would skip unrecognized boxes but still|play
the rest of the presentation.

The mixed partial file format is designed to store partially received fragments of a given ISOBMFF file,
without any inspection or modification of the internal box structure of the source file. This format cannot
be used to indicate, through in-file structures such as SampleTableBox or TrackFragmentBox,
which items or samples are missing or corrupted. Such operation requires reprocessing of the source
file and is possible using dedicated structures defined in ISOBMFF.

NOTE1 In case an ISOBMFF segment made of multiple movie fragments is corrupted and the initial
SegmentTypeBox is lost, a mixed partial file reader might have to inserta SegmentTypeBox at the appropriate
place for correct processing by higher application layers.

NOTE 2  When ISOBMFF segments are stored in a mixed partial file, track timing can be lost if correctly
received [SOBMFF segments do not contain TrackFragmentBaseMediaDecodeTimeBox.

4 © ISO/IEC 2019 - All rights reserved
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4.2.5 Processing model

The processing model of partial files or mixed partial files is illustrated in Figure 2. In partial file mode,
there is a “partial file handler” that is used, which in turn delegates to the original file handler. In mixed
partial mode, the original file handler can be extended to handle partial files with their own original
MIME type.

—> JPEG Handler
B
Delivery Receiving Unit - Partial Fite Handler -
(FLUTE, ROUTE, HTTP, etc) (with or without repair) ol ISOBMEE Handid:
== Browser Handler
Delivery Receiving Unit _ | ISOBMFF Handler
(FLUTE, ROUTE, HTTP, etc) ”| (handles losses at
media level)

Figure 2 — Processing model of partial files or mixed partial files

The pource file shall be identical to the ordered conCatenation of the data of each partial fegment for
that|given source if no losses occurred or if all corxupted blocks were successfully repairpd. A mixed
partjal file handler may typically optimize this precess by not reconstructing the complete [source file.

5 Box structures

5.1 | Partial file general boxes
5.1.1 Partial file box

5.1.1.1 Definition
Box [[ype: 'pfil'
Contlainer: File

Manfatofy»No

Quamfify- Zero aor One

This box contains metadata information for the partial file. This metadata can be overridden with each
partial segment.

A PartialFileBox may contain zero or one DataReferenceBox as defined in ISO/IEC 14496-
12. Data references shall only be used to indicate an external location of (part of) the stored data;
consequently, entries of the DataReferenceBox shall not use the flag value 0x000001.

NOTE Usage of data references allows building a partial file describing the recorded result of a transmission
session stored in another format than the partial file format; for example, a partial file can be computed to
describe the current reception state of a torrent session.

When enclosed, the BoxFileIndexBox provides a summary of the box hierarchy of the complete
source file. It may be used to describe only type and size of a file-level box, or the complete or partial

© ISO/IEC 2019 - All rights reserved 5
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hierarchy of child boxes of one or several file-level boxes. Each top-level box of the source file will
typically have zero or one associated BoxIndexBoxes in the BoxFileIndexBox.

If the set of boxes in the BoxFileIndexBox is also complete, the corresponding bit in file flags
should also be set.

If one BoxFileIndexBox is present in the PartialFileBox, it indexes (part of) the complete file
and no other BoxFileIndexBox shall be presentin any subsequent PartialSegmentBox.

5.1.1.2 Syntax

aligned(B) jomr=s PartTarFrIeBo exXterTd Bo \'yﬁl'; {
Box othe¢r boxes(]

}

5.1.2 Partial file header box

5.1.2.1 Definition

Box Type: 'pfhd'

Container: PartialFileBox

Mandatory:|Yes, if PartialFileBox is present

Quantity: Exactly one

This box coptains general information about the partial file.data and structures.
The followipg flag is defined for the PartialFileHéaderBox:

— compl¢te index: flag value is 0x00000%» when set, indicates that the BoxFileIndexBox
contained in this box is complete (the confénts are always required to be dense and start af the
beginnrrlg, so this means that the box decuments all bytes to the end of the original box-structured
file). This flag shall not be set for non-box-structured original files.

5.1.2.2 Syntax

aligned(8)|class PartialFileHeaderBox extends FullBox (’pfhd’, O,
flags) {

}

5.1.3 Partial segment box

5.1.3.1 Definition
Box Type: 'pseg'
Container: File
Mandatory: Yes
Quantity: One or more

The PartialSegmentBox is a container for metadata describing one or more blocks of received data
from a given source, missing or corrupted bytes, source or indexing information. There are usually
several instances of PartialSegmentBox in a partial file.

6 © ISO/IEC 2019 - All rights reserved
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A PartialSegmentBox only contains boxes describing the source data; it does not contain
any source data. Each PartialSegmentBox shall contain one PartialSegmentHeaderBox
containing configuration of the partial segment; the associated source data may be located after or
before the PartialSegmentBox, as described by the PartialSegmentLocationBox, and may be
encapsulated in one or more PartialDataBox.

The resulting partial segment (i.e. the PartialSegmentBox and its associated data) shall conform to
the object structure defined in subclause 4.1.

Since reconstruction of the source file is based on information from partial segment, storing a segment
received without errors still requires the presence of a partial segment box describing the received data.

Whepn enclosed, a BoxFileIndexBox provides a summary of the box hierarchy of the souyfce file data
in the current partial segment. It may be used to describe only type and size of a file=leve| box, or the
complete or partial hierarchy of child boxes of one or several file-level boxes. Each tap-level box of the
sourge file will typically have zero or one associated BoxIndexBoxes in the BoxP1leIndexBox.

If th¢ set of boxes in the BoxFileIndexBox box is also complete, the correSponding bit inf segment
flagk should also be set.

If one BoxFileIndexBox is present in the PartialFileBox, itindexes (part of) the cpmplete file
and ho other BoxFileIndexBox shall be present in any subsequentPartial SegmentBox.

5.1.3.2 Syntax

alighed(8) class PartialSegmentBox extends Box ('pgeg”) {
Bpx other boxes[]

}

5.1.4 Partial segment header box

5.1.4.1 Definition

Box [[ype: 'pshd'

Container: PartialSegmentBox
Manfatory: Yes

Quantity: One per bartfial SegmentBox

The | PartialSegmentHeaderBox gives general information for the partial segment. The
ParfialSegnentHeaderBox shall be placed firstin the PartialSegmentBox.

The following flags are defined for the PartialSegmentHeaderBox:

it et flog ualiin e NCNNNNNT Pracanen ofthic flag s dicqarne +hat +hic nnri—ial segment
L ast—segmentflagvalue-is-0x000001-LPresence-of-this Hlagindicatesthat thispart g

is the last one from the associated source; for a given file location as indicated by SourceURLBox,
there should not be more than one partial segment with last segment flag set in the
PartialSegmentHeaderBox, and that partial segment should be the last one in the file. Readers
may stop processing the file data from this source once this flag is encountered.

— no further repair: flag value is 0x00000002. This flag indicates that the repair operation(s)
repaired the maximum information (no further repair would be beneficial), yet there may still be
corrupted chunks in the content.

— complete index: flag value is 0x000004; when set, has the same semantics as the complete
index flag defined for the PartialFileHeaderBox.

© ISO/IEC 2019 - All rights reserved 7
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NOTE

The 1last segment flag can be used to detect end of file reception by file readers processing a

file being recorded by another entity. The no further repair flag can be used to avoid repair attempts on

content no lo

nger available.

5.1.4.2 Syntax

aligned(8)
version,
if

flags)
(version==0)
unsigned int (32)

class PartialSegmentHeaderBox extends FullBox (’pshd’,
{
{

source byte offset;

} else {

unsigned int (64)

source byte offset;

}

unsigne

5.1.4.3 Sq

source by
of the first
first chunk
SourcelURI

last rep
formatted i
information
file redistri

5.1.5 Pan

5.1.5.1 D

Box Type: '

Container: ¥

Mandatory:
Quantity: Z

The Parti
desirable to
the size fiel

File readers
example, if

int (64) last repair time;

Pmantics

te offset gives the offset in bytes in the associated file indicatéd)by SourceURI
byte of the first chunk in this partial segment; value 0 means that’this first byte o
is the first byte of the associated source file. The meaning of this-field is unspecified
LBox is present in the partial file.

h accordance with IETF RFC 5905. If 0, that time is unknown. File readers may use
to decide whether attempting a repair on the file isluseful or not (for example in scenat
bution in a home network where the access pointweuld have attempted the repair).

tial data box

pfinition

pdat'’

ile

No

Pro Oor more per PaxtialSegmentBox

have more data in this box than a 32-bit size would permit. In this case, the large varia
1, as definedin ISO/IEC 14496-12, can be used.

should hot assume file data contained in PartialDataBox can be safely inspected
hé source file is an ISOBMFF file, it is likely that the structure of the file (such as boxes

Box
f the
if no

hir time gives the 64-bit NTP timestamp of the last répair process. The value shall be

this
io of

b 1DataBox contains source file data for this partial segment. In some cases, it cajn be

nt of

. For
and

samples) is

‘r\rrnpfnﬂ Thereisalsono gnnrnhfnn that rnr‘npfinn blocks containedin PartialDot d

Box

are stored in reception order.

5.1.5.2 Syntax

aligned (8)
bit (8)
}

{

class PartialDataBox extends Box (’pdat’)

datal];

5.1.5.3 Semantics

data contains source file data. The exact layout of the received bytes is given by the
PartialSegmentLocationBox.

© ISO/IEC 2019 - All rights res
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5.1.6 Partial segment location box

5.1.6.1 Definition

Box Type: 'ploc'

Cont

ainer: PartialSegmentBox

Mandatory: Yes

Quantity: Exactly one per PartialSegmentBox

4:2019(E)

The
sour
byte

Whe
file 1

A rd
previ
Par

The

PartialSegmentLocationBox contains a map of received and missed byte rafig
ce file for this partial segment, expressed as data chunks. Each chunk describes a.lost
range and its storage location in the partial segment.

equired to repair the partial segment.

pair byte range for a corrupted or lost chunk may be built‘by summing the
ious chunks in the partial segment and adding the source (byte offset indid
fialSegmentHeaderBox.

chunk data location is indicated by means of relative offSet in the container file. For

es from the
or received

n the list of chunks is not empty, it shall describe the complete, ordered set of bytes in the source

size of all
ated in the

source files

not pased on the box structure defined in ISO/IEC 14496-12, the chunk data shall be [stored in a
PartialDataBox. For mixed partial files, chunk data may-also be stored directly within the container
file, provided that the resulting file is still complianttoe both this document and ISO/IEC 14496-12;
this fimplies that only completely received top-levekboxes from the source file can be stqred outside
of PhrtialDataBox. Furthermore, when the source file derives from ISO/IEC 14496-12 and uses
segnpents as defined in ISO/IEC 14496-12, a ségment shall only be stored at partial file [level if it is
completely received without errors; otherwise, the partially received segment shall be|stored in a
PartialDataBox.
5.1.6.2 Syntax
alighed (8) class PartialSegméhtlLocationBox extends FullBox (’ploc’,
versfion=0, flags=0) {
unhsigned int (4) length size;
unsigned int (4) offset size;
unsigned int (16) data reference index;
uhsigned int (16) chunk count;
flor (i=0; i < chunk count; i++) {
bit (1) derrupted chunk;
bit (1) data present;
bit (6 reserved=0;
unsdigired int (length size*8) chunk size;
if (data present==1) {
if (data reference index == 0) {
signed int (offset size*8) chunk offset:
} else {
unsigned int (offset size*8) chunk offset;
}
}
}
}
5.1.6.3 Semantics
length size indicates the number of bytes used to encode chunk sizes in this box.
offset size indicates the number of bytes used to encode chunk offsets in this box.
© ISO/IEC 2019 - All rights reserved 9
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data reference index indicates the index of the data reference entry to use to retrieve data
associated with the chunks. Data reference entries are stored in the DataReferenceBox in the
PartialFileBox. A value of 0 indicates that the data is located in the containing file. A non-zero
value indicates the index of the data reference entry, ranging from 1 to the number of data reference
entries.

chunk count indicates the number of chunks composing this partial segment. A value of 0 indicates
that the partial segment is composed of a single chunk of unknown size; this may be used for example
in mixed partial file to indicate the loss of an ISOBMFF segment without knowing its original size.

corrupted chunk indicates that the chunk is corrupted. When corrupted chunk is set, this

indicates t

data prej
present a
missing byt
use 0x00 ag
this indicat

chunk si

chunk of
is 0 (data cqg
between th{
implies thaf
not 0 (data
bytes betwg

NOTE D
repaired. W}
data pres
offset of t

nk data is valid data that has been received or repaired.

sent indicates that the received data is present in the indicated file. When both da
nd corrupted chunk are set, this indicates that all corrupted bytes haverbeen kept
es have been replaced with padding bytes; whenever padding is used, it isxécommend
the padded bytes value. When data present is not set and corrupgted chunk i
bs a missed or corrupted byte range, not stored in the partial segment:

e specifies the size of this chunk in bytes.

Fset specifies the start offset of this chunk in the partial filé. When the data reference i
ntained with the file), the offset is given as a signed number counting the number of I
 start of the containing PartialSegmentBox and thestart of the chunk; a negative o

rates

ta
and
bd to
set,

ndex
ytes
ffset

the chunk data is located before the PartialSegmentBox. When the data referenice is

contained in another file), the offset is given as,d\positive number counting the numb
en the start of the chunk and the start of the files

iring the repair process, corrupted chunk.is'set to 0 only after the chunk has been success
en data present is set, repair can be done‘by replacing the padding data with valid data. |
Ent is not set, valid data is added during therepair process, data presentissetto 1 and ch
his chunk is added after the repair precess completion. In this case, the chunk offset of

chunks mighft need to be modified.

5.1.7 Pan

5.1.71 D
Box Type: '
Container: !
Mandatory:
Quantity: A

tial top level entry point box

efinition

ptle'
artialSegmentBox or PartialFileBox

No

[ most/one per PartialSegmentBox, oronein PartialFileBox

er of

fully
\Vhen
ink
bther

The PartialTopLevelEntryPointBox Indicates one or several top-level (Iile level] offsets in the
source file at which a file reader may resume parsing in case of corrupted data. This allows a file reader
to resynchronize file structure parsing in case of corrupted data impacting one of the previous top-
level structures.

NOTE 1 For example, if the source file is a fragmented ISOBMFF file, the offsets can be used to indicate the
position of different MovieFragmentBox in the file, allowing a parser to skip a series of fragments with errors,
possibly removing fragments with errors.

NOTE 2  This information is usually transported out-of-band or through well-protected packets with more FEC
in the transport layer; for example, the information can be described in the FDT of the file in a FLUTE session.
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If this box is present in the PartialFileBox, it shall indicate the entry points for the complete file
using absolute offsets, and no other PartialTopLevelEntryPointBox shall be present in any
subsequent PartialSegmentBox.

The following flag is defined for the PartialTopLevelEntryPointBox:

— relative offset: flag value is 0x000001. Presence of this flag indicates that indicated offsets
are relative to the first byte of the first chunk of the partial segment containing this box. Absence of
this flag indicates that indicated offsets are relative to the beginning (first byte) of the source file.
This flag shall not be set if the container box isa PartialFileBox.

5.1.7.2  Syntax

alighed(8) class PartialTopLevelEntryPointBox extends
FullBox ('ptle’, version, flags) {

unsigned int (32) entry count;

flor (i=0; i < entry count; i++) {

if (version==1) {

unsigned int (64) index offset;
} else {
unsigned int (32) index offset;

}

5.1.7.3 Semantics
entpy count is the number of entry points listed i this box.

indgx offset specifies the offset of the entry‘point in the source file. If version 1 is used| 64-bit data
offsdts are used; otherwise 32-bit data offsets.ate used.

5.1.8 Source URL box

5.1.8.1 Definition

Box [[ype: 'surl'

Contlainer: PartialSegmentBox or PartialFileBox
Manfatory: No

Quantity: Zero/or:more

The foureeURLBox is used to indicate a source URL and associated MIME type of the soulrce file. It is
typi¢allyniiiserted in PartialFileBox or PartialSegmentBox by the receiver and can be used by
a fild reader to repair the file.

There may be several SourceURLBox in a partial file. SourceURLBox declared in PartialFileBox
define sources valid for the entire partial file; SourceURLBox declared in PartialSegmentBox
define sources valid for the partial segment only, in which case SourceURLBox declared in
PartialFileBox shall be ignored. If no SourceURLBox is declared in a PartialSegmentBox,
the SourceURLBox declared in PartialFileBox, if any, can be used to identify source files. When
several instances of SourceURLBox are declared for a partial segment, all URLs given in these
SourceURLBox are equally valid for a repair process.

NOTE1 Using several different SourceURLBox allows for gathering in a single file several files transmitted
over the network, such as a layered coded media where each layer is carried in a separate file.

NOTE2 A partial file writer can avoid inserting a SourceURLBox in each segment by inserting a
SourceURLBox in PartialFileBox.

© ISO/IEC 2019 - All rights reserved 11
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5.1.8.2 Syntax

aligned(8) class SourceURLBox extends FullBox('surl', 0, 0) {
string url;
string mime;

5.1.8.3 Semantics

url is a NULL-terminated C string encoded in UTF-8; the last NULL character shall be set even if
the URL is ifi ' i ial fi rtial
segment. This may identify the physical network or an alternative URL where the file can be fotinfd for
later repair.

mime is a NULL-terminated C string encoded in UTF-8; the last NULL character shall be set even if the
mime is empty. It specifies the mime type associated with the file at the given URL.

5.2 Partipl file ISO base media file helpers

5.2.1 General

The boxes defined in this subclause shall only be used when the source file is following a specificgtion
derived from the ISO/IEC 14496-12. These boxes use the box-basedistructure information of the squrce
file to provide further details for parsing or validating of a partial file or partial segment.

5.2.2 Boxfile index box
5.2.2.1 Definition

Box Types: | 'fidx'
Container: | PartialSegmentBox or PaxtialFileBox
Mandatory:| No

Quantity: Zero or one within the PartialFileBox.
Either exactly zero\per PartialSegmentBox, if the PartialFileBox contains
BoxFileIndexBox; or at most one per PartialSegmentBox otherwise.

The BoxFi]leIndexBox\provides a summary of the box hierarchy of a box-structured file. It contafins a
set of BoxIhdexBoxoxes, each of which describes one top-level box. Each top-level box of the squrce
file will typjcally have zero or one associated BoxIndexBoxes in the BoxFileIndexBox.

NOTE This_information is usually transported out-of-band or through well-protected packets in the
transport layWMﬂmmMﬁMWlﬂnamsm__T

The set of bytes documented by the set of contained BoxIndexBox boxes shall start with the first byte in
the associated source file if the BoxFileIndexBoxis presentina PartialFileBox, or with the byte
starting at source byte offset in the associated source file if the BoxFileIndexBox is present
in a PartialSegmentBox. This shall apply regardless of the location of the BoxFileIndexBox
(embedded in the indexed file or stored outside the file).

The set of documented boxes shall be both in-order (in the same order as the boxes they are indexing in
the source file) and “dense” i.e. document a contiguous set of original bytes. The complete indexflag
inthe PartialFileHeaderBox or external signalling can indicate whether the set is also complete.
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5.2.2.2 Syntax

aligned(8) class BoxFileIndexBox extends Box ('fidx') {
BoxIndexBox other boxes|[]; // to end of the box
}

5.2.3 Boxindex box

5.2.3.1 Definition

Box [ypes "b1idx"

Container: BoxFileIndexBox or BoxIndexBox

Manfatory: No

Quantity: Zero or More

The BoxIndexBox provides a summary of the box hierarchy of a box.

If the described box does contain child boxes, the other boxeg§/afray may contain zg¢ro or more
instances of BoxIndexBox. BoxIndexBox boxes are not required, i.e. the depth of [the nesting
docymented is at the choice of the writer. If contained BoxIndexBox boxes occur, howevr, they shall
be cgmplete and document all bytes of the enclosing original bex, in order.

If the described box does not contain any child boxes,-the other boxes array shall not contain any
Box[ndexBox.

If thp described box has some fields that are not’deriving from boxes, the other boxeg array may
contpin zero or one FrontPartBox. Othenwise, the other boxes array shall not ¢ontain any
FrontPartBox.

NOTE The contents of this box follow ekactly the syntax for a Box in ISO/IEC 14496-12.

5.2.3.2 Syntax

aligphed(8) class BoxIndexBoOx extends Box ('bidx') {
unsigned int (32) indexed box size;

uphsigned int (32) indekxed box type;

iff (indexed box gize==1) {

unsigned ing(64) indexed box largesize;

}| else if (indexed box size ==0) {

// origifial' box extends to end of original file

iff (indexed box type=='uuid') {
unsighed int (8) [16] indexed box usertype;

Blx other boxes[]; // to end of the box

5.2.3.3 Semantics
indexed box type is the type of the indexed box in the described file.

indexed box_ size is the 32-bit size of the indexed box in the described file. If the indicated size is 0,
this means that the indexed box extends until the end of the indexed container, as specified in ISO/IEC
14496-12.

indexed box largesize isthe 64-bit size of the indexed box in the source file.
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indexed box usertype is the extended type of the indexed box in the described file when user
extension is used.

other boxes is alist of boxes containing BoxIndexBox, DataIntegrityBox or FrontPartBox.

5.2.4 Data integrity box

5.2.4.1 Definition

Box Type: 'dint'

Container: §
Mandatory:

Quantity: Z

TheDataIfptegrityBox containsintegrity datainformationforasetofboxes.ADataIntegrity

always refe

5.2.4.2 Sy

aligned(8)
}

5.2.5 Data integrity hash box

5251 D
Box Type: '
Container: 1
Mandatory:
Quantity: O

The Datarl
This includs
and which 3

Three flavo
Datalnte

When
it indic

oxFileIndexBox or BoxIndexBox
No

bro or one per BoxIndexBox

s to the indexed box described by its parent BoxIndexBox.

mtax

class DatalIntegrityBox () extends Box('dint') {

efinition

dihd!'

atalntegrityBox

Yesif DataIntegrityBox iS\present

he or more per DataIntegrityBox

s the algorithm used for computing the cryptographic hash, the cryptographic hash
nd how boxes dre used to produce the cryptographic hash.

rityHashBox.

W DataIntegrityBox contains a DatalntegrityHashBox with mode set to

Box

htegrityHashBoxcarries cryptographic hash information for a set of boxes or samples.

tself

s of the data integrity protection are specified, discriminated using the mode field of the

vero,
r the

htes'to the reader that the integrity is computed for the indexed box described by

14

DatalntegrityBox, i.e. for the entire content indexed by the BoxFileIndexBox or the
BoxIndexBox that contains the DataIntegrityBox.

There shall be a maximum of one DataIntegrityHashBox with mode set to zero in the parent
DatalntegrityBox.

When a DataIntegrityBox contains a DatalntegrityHashBox with mode set to one, it
indicates to the reader that the integrity is computed for child boxes of the indexed box described
by the DataIntegrityBox.

There can be multiple DataIntegrityHashBox with mode set to one in the parent
DatalntegrityBox.
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— When aDataIntegrityBox box contains a DataIntegrityHashBox with mode set to two, it
indicates to the reader that

— the sub_modeinthe DataIntegrityHashBoxboxisoneof 'stsz', 'trak' or 'sgpd',and

— the hash is computed over specific types of sample information, described by the
DataIntegrityHashBox itself.

There shall be at most one DataIntegrityHashBox with mode set to two and sub_mode set
to "stsz' or 'trak' in the parent DataIntegrityBox. There may be multiple instances of
DatalIntegrityHashBox with mode set to two and sub_mode set to 'sgpd' in the parent

—\ai—:Tni—Qm—v‘itf{B

this-type-of batalntegrityHashBoxisused-to-provide-the

Tt o

5.2.5.2 Syntax

T CIITo—C Trero Tt

nformation of coded samples associated with a given sample group.

alighed (8) class DatalntegrityHashBox () extends FullBox('dihd', O,

flagsfF0) {

iJf (mode==0)

ellse 1if (mode==1)

}

—

if (mode == 1)

unsigned
}
}

5.2.3.3 Syntax

unhsigned int (16) mode;
uynsigned int (16) algorithm;

num_ hashes = 1;

{

unsigned int (32) num hashes;

}| else 1if (mode==2) {

unsigned int (32) sub mode;

if (sub mode == 'sgpd') {
unsigned int (32) num hashes;

flor (i=0; i< num_ hashes; i++) {

{

unsigned int (32) box 4cc;
} else if ((mode == 2) && (subdmode == 'sgpd')) {
unsigned int (32) groupind €ype;
unsigned int (32) num entries;
for (1i=0; i<num entriesiJi++} {

int (32)\group description index[i];

bit (nb hash bits)+hash value;

sanity check

mod¢ indicates the type of integrity check used. The valid values of this field are 0, 1 and 2. (ther values
are 1leserved. When the mode field is set to 0, the hash string is computed over the concatenated bytes

ft}\ N | d 1 | baedlbrthic ]l AL £l da £:10 3 o 1 o1 o 1 |
0 1 ITTUCTACTU UDUA UCTOSLUTTIUTU Uy LII1S DUA. VVIIUIL LIIT ITITUUCUT TITIU 15 STL LU 1, LIIT 114dS5I11 15 \,UllllJbl

ed over the

concatenated bytes of child boxes contained in the indexed box described by this box. When the mode
field is set to 2, the type of integrity check is indicated by the sub_mode field. A DataIntegrityBox
with DataIntegrityHeaderBox with mode set to two can be contained only in a BoxIndexBox
indexing SampleTableBox or TrackFragmentBox.

algorithm indicates the algorithm used for computing the cryptographic hash. The algorithms are
specified using four character codes, as follows:

Algorithm 4CC Algorithm used
'md5 ! MD5 checksum as specified in RFC 6151
'shal' SHA-1 checksum as specified in RFC 3174

© ISO/IEC 2019 - All rights reserved
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num_hashes indicates the number of hashes present in the box. When not present, the value 1 is
inferred.

sub_mode indicates, using a four character code, the samples over which the cryptographic hash is
computed. The following four character code are specified:

— 'stsz':the hash string is computed over the concatenated 32-bit sizes of the samples in the track
or track fragment.

— 'trak':the hash string is computed over the concatenated bytes of samples that are in the track
or track fragment.

— 'sgpd|: the hash string is computed over concatenated bytes of samples that are mappgd to
selectedl entries of a group of the indicated type.

box_4cc indicates the four character code of the child boxes of the indexed box described: by this|box,
used for copputing the hash. If this value is 0, all child boxes of the indexed box described by thig box
are used for computing the hash.

nb hash pits indicates the number of bits used to code the hash string. When the algorithmlfield
value is "'mdl5 ', this field takes the value 128. When the algorithm field galue is 'shal "', this|field
takes the vdlue 160.

hash valte indicates the resulting cryptographic hash for the giverrmode and parameters.

grouping| type indicates the sample group type used when sample groups are used for the hash
calculation;| only samples associated to this grouping type will be considered samples for the hash
string calcullations.

num entrjes indicates the number of sample group«entries to consider when selecting samplejs for
cryptographic hashing; if 0, all sample mapped to anyentry of the sample group of the given groyping
type are copsidered for cryptographic hash; otherwise, the cryptographic hash is derived from those
samples majpped to the indicated sample group description indices.

group degcription index[i] specifies‘that the checksum is derived from samples mappg¢d to
the sample group description index equalto’group description index[i].

5.2.6 Fropnt part box

5.2.6.1 Definition
Box Types '|frpa'
Container: BoxIndexBox

Mandatory:{No

Quantity: Zére-er-One

The FrontPartBox provides a selected number of initial bytes of the content of the box identified by
the containing BoxIndexBox. The number of bytes carried should be “small” and may be limited by
the application, profile or specification (e.g. 256 bytes). The content of the box starts with the first byte
following the fields defined for the class Box in ISO/IEC 14496-12.

NOTE This information can be used for carrying metadata that is essential for interpreting the file structure
within the file index.

5.2.6.2 Syntax

aligned(8) class FrontPartBox extends Box('frpa') ({
unsigned int (8) box content[];

}
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