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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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Introduction

Common Encryption specifies encryption and key mapping methods that enable decryption of the

same file us

ing different Digital Rights Management (DRM) and key management systems. It defines

encryption algorithms and encryption related metadata necessary to decrypt the protected streams,
yet it leaves the details of rights mappings, key acquisition and storage, DRM content protection
compliance rules, etc., up to the DRM system or systems. For instance, DRM systems necessarily support
identifying the decryption key via stored key identifiers (KIDs), but how each DRM system protects and
locates the KID identified decryption key is left to a DRM-specific method.

DRM specifici

an ISO Base

ed in
Media file using a ProtectionSystemSpecificHeaderBox. Each instance of this box stefed in

the file corr¢sponds to one applicable DRM system identified by a well-known systemip. DRMllicenses

or license ac

uisition information need not be stored in the file in order to look up a separately deliyered

key using a 41D stored in the file and decrypt media samples using the encryption parameters stofed in

each track.

The second
for delivery

bdition of this document added XML representations of Common Eneryption paranieters
in XML documents, such as an MPEG DASH Media Presentation Description Documents

(MPD). The decond edition also defined the 'cbci' protection scheme using’AES-CBC mode encryption.

The third edition added 'cbcs' and 'cens' protection schemes for pattern encryption, which encrypt

only a fracti

the computational power required by devices to decrypt video tracks.

The additions in this fourth edition are listed in the Foreword.

Vi

bn of the data blocks within each video subsample protected. Pattern encryption refuces
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Information technology — MPEG systems technologies —

Part 7:
Common encryption in ISO base media file format files

1 Scope

This | document specifies common encryption formats for use in any file fermat based on
ISO/IEC 14496-12. File, item, track, and track fragment metadata is specified to enable myltiple digital
right$ and key management systems (DRMs) to access the same common encrypted file or stream. This
docunent does not define a DRM system.

The AES-128 symmetric block cipher is used to encrypt elementary stream data contained in media
samplles. Both AES counter mode (CTR) and Cipher Block Chaining (CBC) are specified in separate
protgction schemes. Partial encryption using a pattern of encrypteé/and clear blocks is also specified
in separate protection schemes. The identification of encryption/keys, initialization vectoif storage and
procgssing is specified for each scheme.

Subsgmple encryption is specified for NAL structured vide®) such as AVC and HEVC, to enjable normal
procgssing and editing of video elementary streams prierto decryption.

An XML representation is specified for important.common encryption information so that it can be
inclugled in XML files as standard elements and. attributes to enable interoperable licgnse and key
manggement prior to media file download.

2 ormative references

The flollowing documents are referred to in the text in such a way that some or all of their content
constfitutes requirements of this'document. For dated references, only the edition cited applies. For
undated references, the latestedition of the referenced document (including any amendments) applies.

ITU-T Rec.H.264 ISO/IEC 14496-10, Information technology — Coding of audio-visual objecty— Part 10:
Advanced Video Coding

ISO/IEC 14496-12)Information technology — Coding of audio-visual objects — Part 12: ISQ Base Media
File Format

ISO/IEC 14496-15, Information technology — Coding of audio-visual objects — Part 15] Carriage of
network abstraction layer (NAL) unit structured video in the 1SO base media file format

[SO/IEC 23008-2, Information technology - Coding of audio-visual objects - Part Z: High Efficiency Video
Coding (HEVC)

ISO/IEC 23008-12, Information technology — High efficiency coding and media delivery in heterogeneous
— Part 12: Image File Format (HEIF)

IETF RFC 4122, A Universally Unique IDentifier (UUID) URN Namespace

FIPS-197, Advanced Encryption Standard, Federal Information Processing Standards Publication 197,
https://www.nist.gov/

NIST Special Publication 800-38A, Recommendation of Block Cipher Modes of Operation, https://www
.nist.gov/

© ISO/IEC 2023 - All rights reserved 1
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3 Terms, definitions and abbreviated terms

3.1 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1.1
block
16-byte extent of sample data that may be encrypted or decrypted by AES-128 block ciphef

Note 1 to entyly: This is commonly known as a cipher block.

3.1.2

CENC SAI
sample auxiliary information associated with a sample and containing cryptegraphic informatior] such
as initializatiion vector or subsample information

Note 1 to entyy: The sample auxiliary information is defined in ISO/IEC 14496-12, and is not part of the sample
data.

3.1.3

constant IV
initializatiorn) vector specified in a sample entry or samplesgroup description that applies to all sajnples
and subsamples under that sample entry or mapped to.that sample group

3.1.4
initializatign vector
8 or 16-byte|value used in combination with akey and a block to create the first cipher block in a ¢hain,
and derive spibsequent cipher blocks in a cipber block chain

3.1.5

NAL unit
syntax strudture containing an indication of the type of data to follow and bytes containing that data in
the form of gn RBSP intersperpsed‘as necessary with emulation prevention bytes

3.1.6
NAL structyred video
video streams composed of NAL Units

Note 1 to entify: Thecarriage of NAL Units is specified in ISO/IEC 14496-15

3.1.7
protection scheme

encryption algorithm and information identified by the scheme type in a SchemeTypeBox in a
ProtectionSchemeInfoBox

3.1.8

sample

media sample when the protection applies to media tracks, or the payload of an item when the
protection applies to items

Note 1 to entry: Media sample as defined in ISO/IEC 14496-12.

Note 2 to entry: Payload of an item as defined in ISO/IEC 14496-12.

2 © ISO/IEC 2023 - All rights reserved
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3.1.9
selective encryption
change in the isProtected value of samples associated with the same sample description entry

Note 1 to entry: This is achieved using CencSampleEncryptionInformationGroupEntry sample groups.

3.1.10
subsample
byte range within a sample consisting of an unprotected part immediately followed by a protected part

3.2 Abbreviated terms

AES Advanced Encryption Standard
AES-CTR AES Counter
AES-CBC AES Cipher-Block Chaining

AVC Advanced Video Coding as specified in ISO/IEC 14496-10

CEN(Q Common ENCryption

DRM Digital Rights Management

HEV( High Efficiency Video Coding as specified in ISO/IEC 23008-2

IV Initialization vector

NAL Network Abstraction Layer, as specified in ISO/IEC 14496-10 and ISO/IEC 23008-2
UUID Universally Unique Identifier

4 PBrotection schemes

4.1 |Scheme type signalling

Scherne signalling shall conform to ISO/IEC 14496-12. For media tracks, as defined in ISO/IEC 14496-12,
the sample entry is tranSformed and a ProtectionSchemeInfoBox is added to the standard sample entry
in the samplebescriptienBox to denote that a stream is protected. The ProtectionSchemelnfoBox shall
contdin a schemeTypeBox so that the scheme is identifiable. The schemeTypeBox shall obey ghe following
additjonal constraints:

— The schewé type field shall be set to a value equal to a four-character code defined in (lause 10.

— Théécheme version field shall be set to 0x00010000 (Major version 1, Minor version ().

The ProtectionSchemeInfoBox shall also contain a SchemeInformationBox. For media tracks, the
SchemeInformationBox shall contain a TrackEncryptionBox, describing the default encryption
parameters for the track.

The schemes identify general classes of algorithms used to encrypt data. Implementations should not
rely solely on scheme type and scheme version to determine if they can process a file and should also
take into account:

— parameters associated with the scheme (e.g. the pattern in case of pattern encryption, or the size of
initialization vectors),

— use of cencsampleEncryptionInformationGroupEntry and the associated parameters (e.g. change in
isProtected, change in number and/or values of keys, change in size of initialization vectors),

© ISO/IEC 2023 - All rights reserved 3
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value of

the field aux_info type parameter associated with CENC SAI,

versions and flags of the sampleEncryptionBox box if present,

versions of the ProtectionSystemSpecificHeaderBox and TrackEncryptionBox,

supportfor,andvaluesofversionsandflags,of TtemEncryptionBoxandItemauxiliaryInformationBox.

This document does not define brands nor profiles to restrict or recommend combinations of these
parameters. Derived specifications may restrict some of these aspects.

4.2 Com

Five protectjon schemes are specified in this edition of Common Encryption. Each scheme usess

yntax

and algorithns specified in Clause 5 to Clause 9, as constrained in Clause 10. They are the follewing:

'cenc' -

This datfa is contained in the ProtectionSys@emSpecificHeaderBox described in 8.1.

Common encryption information for a miedia track - this includes default values for the key ider
(x1p), infitialization vector and vector size, protection pattern, and protection flag. This d
dinthe TrackEncryptionBex described in 8.2 orin the rtemEncryptionBox described in 8.3.

Common encryption information for groups of media samples - this includes overrides t
track leyel defaults defined above. This allows groups of samples within the track to use diff
keys, a mix of clear and(protected content, share a constant [V (for some schemes), etc. This d|
dina SampleGroupDescriptionBox that is referenced by a SampleToGroupBox. See Cilause 6
for further details<

CENC SAI, containing cryptographic information for individual media samples such as initializ

ES-CTR mode full sample and video NAL subsample encryption; see 10.1!
ES-CBC mode full sample and video NAL subsample encryption; see @0:2.
ES-CTR mode partial video NAL pattern encryption; see 10.3.
ES-CBC mode partial video NAL pattern encryption; see 104,

ES-CTR content sensitive encryption, as defined in AnnexA.

w of encryption metadata
on metadata defined by Common Encryptien'can be categorized as follows:

pn system specific data - this data is opague to Common Encryption. This gives protg
(i.e. key and DRM systems) a place tg, store their own data using a common mecha

hnd subsample encryption data. CENC SAI data is sample auxiliary information as de

ction
nism.

tifier
hta is

o0 the
erent
ata is

ation
fined

£C.14496-12. CENC SAI may reference bytes in a SampleEncryptionBox. See Clause

7 for

further details.

a)
b) ‘cbel' -
C) 'cens' -
d) ‘cbes'-
e) 'svel -
5 Overvi
The encrypt
— Protectj
systems
containe
containg
vectors
in 1SO/I
6

Encryption parameters shared by groups of samples

Each sample in a protected track shall be associated with an isprotected flag, optional subsample
information and, for each key involved in the sample protection, a per Sample IV Size, KID, and an
optional constant 1v. This can be accomplished by using the default values in the TrackEncryptionBox
(see 8.2), and optionally by specifying parameters by sample group. Encryption parameters specified
in a sample group override the corresponding default parameter values for the samples in that
group defined in the TrackEncryptionBox. Samples not mapped to any sample group use the default
parameters established in the TrackEncryptionBox.

© ISO/IEC 2023 - All rights reserved
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When specifying the parameters by sample group, samples are mapped using the sampleToGroupBox to
sample group descriptions in the sampleGroupbDescriptionBox of type CencSampleEncryptionInformati
onGroupEntry as defined below.

The syntax of CencSampleEncryptionInformationGroupEntry is the same for all track types (i.e., is
independent from the handler type of the track).

For fragmented files, it may be necessary to store both the mappings and descriptions in each track
fragment to make them accessible for decryption of the samples they describe, e.g. when movie
fragments are separately stored and delivered.

aligned (8) class CencSampleEncryptionInformationGroupEntry
eftends SampleGroupEntry( ‘seig’ )

{

urfsigned int (1) multi key flag;
urfsigned int (7) reserved = 0;
urpsigned int (4) crypt byte block;
urfsigned int (4) skip byte block;
urfsigned int (8) isProtected;

if (multi key flag == 1) {

unsigned int (16)

key count;

}

else {

key count = 1;
}
fqr (i=1; I <= key count; i++) {
unsigned int (8) Per Sample IV Size;
unsigned int (8) [16] KID;
if (Per Sample IV Size == 0) {
unsigned int (8) constant IV size;
unsigned int (8) [constant IV size] cegns¥ant IV;
}
}
}
These¢ structures use a common semantic for their fields as follows:
multi key flag indicates that the multiple keys version of the sample group description ig used. If this
flag is set, multiple keys will bedescribed for this sample group description entry; ptherwise, a
sfingle key is described for this.sample group description entry.

isPrd

-

key_

Per

tected is the flag which indicates the encryption state of the samples in the sample g
sprotected field in subclause 9.1 for further details.

ount indicates the/number of keys that may apply to a sample associated to this s
escription entry/ It is not required for a sample associated with this sample group
ntry to use-allthe keys described.

ample IV’ size is the initialization vector size in bytes for samples in the sample gr

foup. See the

hmple group
description

oup. See the

Her, $ample 1V _size field in subclause 9.1 for further details.

KID is-thekeyidentifier

further details.

ause 9.1 for

constant IV size is the size of a possible initialization vector used for all samples associated with this
group (when per-sample initialization vectors are not used).

constant_1v, if present, is the initialization vector used for all samples associated with this group. See
the constant 1V field in subclause 9.1 for further details.

crypt_byte block specifies the count of the encrypted blocks in the protection pattern, where each
block is of size 16-bytes. See subclause 9.1 for further details.

skip byte block specifies the count of the unencrypted blocks in the protection pattern. See
subclause 9.1 for further details.

© ISO/IEC 2023 - All rights reserved
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In order to facilitate the addition of future optional fields, clients shall ignore additional bytes after the
fields defined in the cencsampleEncryption group entry structures.

7 Common encryption sample auxiliary information

7.1 Definition

Each protected sample in a protected track shall have initialization vector information associated
with it. Both initialization vector and subsample encryption information may be given in a CENC SAI
referenced by SampleAuxiliaryInformationSizesBox and SampleAuxiliaryInformationOffsetBox, aS
defined in I§JO/TEC T4496-12Z, With aux_info type equal to the scheme and aux_info type paraheter
equal to 0 o] 1.

For example| for tracks protected using the 'cenc'scheme, the default value for aux_infotyp# is 'fenc'
and the defaplt value for the aux_info type parameter is 0, so content should be created.omitting these
optional fieldls.

The format qf the CENC SAI for aux_info type parameter equal to 0 or 1 shall bé:

aligned(8) |class CencSampleAuxiliaryDataFormat

{

if (aux [info type parameter==0) {
unsigned int (Per Sample IV Size*8) InitializationVecton;
if (slample info size > Per Sample IV Size ) {

unjsigned int (16) subsample count;
{
unsigned int (16) BytesOfClearData;
unsigned int (32) BytesOfProtectedData;
} |[subsample count ]
}
} else iff (aux info type parameter == 1) ({
unsigned int (16) multi IV count;
for (i=1; i <= multi IV count; i++) «
unjsigned int (16) multi subindex IV}
unlsigned int (Per Sample IV Size*8) IV;
}
unsigned int (32) subsample couht;
{
unjsigned int (16) multi(subindex;
unjsigned int (16) BytesOfClearData;
unjsigned int (32) BwtesOfProtectedData;
} [subsample count]

}
Where:

sample infd si%eis the size of the CENC SAI for this sample.

Initializattonvecroristheimnitiatizationvectorfor ﬂlcaauqﬂc,u1ﬂcbbclconstant_} ts-present n the
TrackEncryptionBox. See the Initializationvector field in 9.1 for further details.

subsample count is the count of subsamples for this sample. See the subsample count field in 9.1 for
further details.

BytesOfClearData is the number of bytes of clear data in this subsample. See the Bytesofclearbata
field in 9.1 for further details.

BytesOfProtectedData is the number of bytes of protected data in this subsample. See the
BytesOfProtectedData field in 9.1 for further details.

multi IV count indicates the number of entries in the initialization vector loop; this value may be zero
when constant initialization vectors are used.

6 © ISO/IEC 2023 - All rights reserved
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multi subindex IV indicates the index of the associated key entry, where value one is the first entry,
in the associated list; if this data is read for the processing of a media sample, the associated list
is the 'seig' sample group description entry associated with this sample; otherwise (this data
is read for the processing of an item), the associated list is the list of key definitions in the 'ienc®
item property of this item. The associated key entry shall have a per sample 1V size different
from 0, i.e. key entries using constant IV shall not be present in this loop. if this data is read for
the processing of a media sample (i.e. not an item) and aux_info type parameter is set to 1, the
associated 'seig' sample group description entry shall have the multi key flag setto 1; Within a
CENC SAJ there shall not be two multi subindex 1v with the same value.

1v indicates the initialization vector to be used for the first block of protected data for the associated
Keyentry:

multi
a

subindex indicates the index of the associated key entry, where value one is thefirstientry, in the

ssociated list (see multi subindex Iv) for the following run of encrypted data’

If sul

sample encryption is not used (the size of the CENC SAI equals per sample 1V si
e sample is protected (see 9.4 for further details). In this case, for a media'track, all C
the same size and hence the default sample info size of the sampleAuxiliaryInfo

entir
have

re), then the
ENC SAI will

rmationSize

sBox Will be equal to the per sample Iv size of the initialization vecton If per Sample 1V] Size is also
zero [because constant [Vs are in use) then the CENC SAI is then empty and should be omitted.

NOTE Even if subsample encryption is used, the size of the CENCSA¥can be the same for all of the samples (if
all of the samples have the same number of subsamples) and the default sample info size canfthen be used.
7.2 |Sample encryption information box for sterage of sample auxiliary information
7.2.1] Sample encryption box — Definition

Box Type: 'senc'

Container: TrackFragmentBox OI' TrackBoX

Mandatory: No

Quantity: Zero or one

The dampleEncryptionBox provides an optional storage location for CENC SAI of samples|in a track or
track{fragment.

The gampleEncryptienBox may be used when samples in a track or track fragment are prote¢ted. Storage
of sajpleEncryptionBox In a TrackFragmentBox makes the necessary CENC SAI accedsible within

the novie fragment for all contained samples in order to make each track fragment independently

decryptableifor instance, when movie fragments are delivered as DASH media segments.
When version 0 of sampleEncryptionBox is used, sample count shall be equal to the number of samples
in the ept-Consequenthy-verston-0-sh e-used-when-seleetiveendryption is in

When version other than 0 of sampleEncryptionBox is used, the sampleEncryptionBox only contains
CENC SAI for samples having their isProtected flag different from 0x00, either through default or
through an explicit cencsampleEncryptionInformationGroupEntry sample to group mapping. The CENC
SAl entries are listed in the same order as samples in the track or track fragment. For example, the first
entry will describe the CENC SAI of the first protected sample in the track or track fragment, regardless
of the number of unprotected samples before this protected sample. Consequently, for version other
than 0 of sampleEncryptionBox, there is no CENC SAI for a sample with ispProtected different from
0x00, and the corresponding sampleauxiliaryInformationSizesBox entry shall be 0.

NOTE This means that for version other than 0, the index of CENC SAI into this box for a given sample

depends on the number of previous samples with non-zero isProtected; retrieving this information through
the sampleAuxiliaryInformationSizesBox and SampleAuxiliaryInformationOffsetsBox can be easier.
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Derived specifications may further restrict the content of the sampleEncryptionBox, for example by
enforcing that all samples in a track fragment are either protected or unprotected.

The following flags are defined for sampleEncryptionBox:

senc_use_subsamples: flag mask is 0x000002. This flag shall not be set if the version is other than
0.

The variable UsesubSampleEncryption is set as follows:

— if the version of the sampleEncryptionBox is 0 and the flag senc use subsamples is set,
UseSubSampleEncryption is setto 1,

— otherwipe, if the version of the sampleEncryptionBox is not 0 and the sample descriptionentry
associated with the sample uses a protection scheme mandating usage of subsamples”fgr the
describgd media type, UsesubSampleEncryption is setto 1,

— otherwipe, UseSubSampleEncryption is set to 0.

7.2.2 Synfax

aligned(8) [class SampleEncryptionBox extends FullBox('senc', versidnp;, flags)
{
unsigned int (32) sample count;
{
if (vlersion==0) {
unjsigned int (Per Sample IV Size*8) Initializati®OnVector;
if] (UseSubSampleEncryption) {
unsigned int (16) subsample count;
{
unsigned int (16) BytesOfClearData;
unsigned int (32) BytesOfProtectedbata;
} [subsample count ]

} elsle if ((version==1) && isProtected) {
unfsigned int (16) multi IV county
for (i=1; i <= multi IV county i++) |
unsigned int (16) multi supb¥ndex IV;
unsigned int (Per Sample IV Size*8) IV;

unjsigned int (32) subsampde count;

unsigned int (lLe)\multi subindex;

unsigned int I%6) BytesOfClearData;

unsigned int%32) BytesOfProtectedData;
} |[subsamplescount]

} elgle if ((vérsion==2) && isProtected) {
unjsigned \int (Per Sample IV Size*8) InitializationVector;
if|] (UseSubSampleEncryption) {

unsigned int (16) subsample count;

{

TrsTgeT Tt tHe By testftiearbatas
unsigned int (32) BytesOfProtectedData;
} [subsample count ]
}
}

} [ sample count ]

}

7.2.3 Semantics

sample count is the number of CENC SAI coded in the sampleEncryptionBox. For version 0, it shall be
either 0 or the number of samples in the track or track fragment where the sampleEncryptionBox

is contained. For versions other than 0, it shall be the number of protected samples in the track or
track fragment where the sampleEncryptionBox is contained.
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Initializationvector shall conform to the definition specified in subclause 9.2. Only one per sample

1v_size shall be used within a track, or per sample 1V _size shall be zero when
unencrypted or a constant IV is in use. Selection of Tnitializationvector values shou
recommendations of subclause 9.2.

subsample count shall conform to the definition specified in subclause 9.1.

BytesOfClearData shall conform to the definition specified in subclause 9.1.

BytesOfProtectedbata shall conform to the definition specified in subclause 9.1.

a sample is
1d follow the

multi TV count,multi_ subindex IV, Ivandmulti_ subindex shall conform to the definition specified in

8

8.1

8.1.1
Box T
Conhﬂner:MovieBox,MovieFragmentBoxOFMetaBoxianNbvieBox andIH)MovieFragmentB
Mand
Quantity:

The {
to pl
consi
onSy4
provide all the required content protection system information to decode that fragment.

The ¢
to en
the hpader information may include data such as the URL of license server(s) or rights is
embg

Asin
ionSy
specific data thatis relevant to a sample in the presentation readers shall:

lause 7.

Box definitions
Protection system specific header box

Definition
ype: 'pssh'
atory: No
Zero or more

rotectionSystemSpecificHeaderBox contains information needed by a content prote
y back the content. The data format js’specified by the system identified by syst

temSpecificHeaderBoxes from the initial MovieBox, together with those in a movie fre
ata encapsulated in the pate-field may be read by the identified content protection §
hble decryption key acquisition and decryption of media data. For license/rights-ba

dded licenses/rightsyembedded keys(s), and/or other protection system specific met

ble file may be CopiStructed to be playable by multiple key and DRM systems, by inclu
stemSpecifi@HeaderBoxes for each system supported. In order to find all of the prote

or médta tracks, examine all ProtectionSystemSpecificHeaderBoxes in the MovieBo
ovieFragmentBox associated with the sample (but not those in other MovieFragmer

ction system
emID, and is

dered opaque for the purposes of thisi\document. For fragmented tracks, the collection of protecti

gment, shall

ystem client
sed systems,
suer(s) used,
hdata.

ling Protect
ction system

Lk and in the
tBoxes). For
€ MovieBox

R
M
image items, examine all ProtectionSystemSpecificHeaderBoxes in the MetaBox orint

match the system1D field in this box to the system1D(s) of the DRM System(s) they supp

matchthexipassociatedwiththesample (eitherfromthedefault xipfieldoftheTracken

ort

cryptionBox

Or TtemEncryptionBox or the k1D field of the appropriate sample group description entry) with one
of the k1D values in the ProtectionsystemSpecificHeaderBox. Boxes without a list of applicable k1D
values, or with an empty list, shall be considered to apply to all k1ps in the file or movie fragment.

The data in a ProtectionSystemSpecificHeaderBox iS associated with samples based on a matching
k1D value in the pProtectionSystemSpecificHeaderBox and sample group description or default
TrackEncryptionBox Or ItemEncryptionBox describing the sample. If a sample or set of samples is
moved due to file defragmentation or refragmentation or removed by editing, then the associated pr
otectionSystemSpecificHeaderBoxes for the remaining samples shall be stored following the above
requirements.
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8.1.2 Syntax
aligned(8) class ProtectionSystemSpecificHeaderBox extends FullBox('pssh', version,
flags=0)
{
unsigned int (8) [16] SystemID;
if (version > 0)
{
unsigned int (32) KID count;
{
unsigned int (8) [16] KID;
} [KID count];
}
unsigned—trtet32y Bt Strer
unsigned int (8) [DataSize] Data;
}
8.1.3 Semantics
systemID splcifies a UUID that uniquely identifies the content protection systeni“that this h
belongs [to.

KID count S

k1D identifi¢s a key identifier that the pata field applies to. If not set, then'the pata array shall ap
all KIDs|in the movie or movie fragment containing this box.

DataSize spgcifies the size in bytes of the pata member.

Data holds tlhe content protection system specific data.

8.2 Track

8.2.1 Defi
Box Type:
Container:
Mandatory:
Quantity:

The TrackEn|
for the entiy
and when cd
parameters
description
parameters

nition

ecifies the number of k1D entries in the following table. The valué may be zero.

Encryption box

'tenc'
SchemeInformationBox

No (Yes, for protected tracks)
Zero or one

- ryptionBox contains default values for the isProtected flag, per sample IV size, an
e track. In_the ‘case where pattern-based encryption is in effect, it supplies the pa
nstant [Vsdare in use, it supplies the constant IV. These values are used as the encry
for the'samples in this track unless over-ridden for a group of samples by a sample §
bf type*'seig'. For files with only one key per track, this box allows the basic encry
Lo be specified once per track instead of being repeated per sample.

bader

bly to

d xID
[tern;
ption
rroup
ption

If both the value of default isProtectedis 1 and default Per sample IV Size is 0, then the default
constant IV size for all samples that use these settings shall be present. A Constant constant IV shall
not be used with counter-mode encryption.

NOTE

encryption defined in 9.6 is used, and to zero otherwise.

The version field of the TrackEncryptionBox is set to a value greater than zero when the pattern

For sample entries protected using multiple keys per sample, per-sample protection values shall be
indicated for all samples using cencsampleEncryptionInformationGroupEntry sample grouping. As a
consequence, the values in the TrackEncryptionBox are ignored.
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8.2.2 Syntax

aligned (8) class TrackEncryptionBox extends FullBox('tenc', version, flags=0)

{

unsigned int (8) reserved = 0;
if (version==0) {
unsigned int (8) reserved = 0;
}
else { // version is 1 or greater
unsigned int (4) default crypt byte block;
unsigned int (4) default skip byte block;
}
unsigned int (8) default isProtected;

: i O e o o e Tz oo
urnrstorrec— 65 tdefeutt—Per—Sempte—tv—Stres

urpsigned int (8) [16] default KID;

if (default isProtected ==1 &6 default Per Sample IV Size == 0) {
unsigned int (8) default constant IV size;
unsigned int (8) [default constant IV size] default constant IV;

}
8.2.3] Semantics

version should be zero unless pattern-based encryption is in use, whereupon it shall be 1.

defallt isProtected is the protection flag which indicates the default protection state of the samples
ih the track. See the isprotected field in 9.1 for further details.

defallt Per sample IV Size is the default initialization vector size in bytes. See the per| sample 1V
dize field in 9.1 for further details.

defaylt kIDis the default key identifier used for samples in this track. See the x1p field in 9|1 for further
details.

defallt constant IV size is the size of a possible default initialization vector for all samples.

defaylt constant 1V, if present, is the défault initialization vector for all samples. See the|constant 1V
fleld in 9.1 for further details.

defaylt crypt byte block specifiés the count of the encrypted blocks in the protection pdttern, where
each block is of size 16-bytes. See subclause 9.1 for further details.

defallt skip byte bloek'specifies the count of the unencrypted blocks in the protection|pattern. See
the skip byte bléckfield in 9.1 for further details.

8.3 |Item engcryption box

8.3.1| Definition

Box Typé: 'ienc'

Container: ItemPropertiesBox
Mandatory: Yes for protected items using schemes defined in this document
Quantity: Zero or more, at most one associated with an item

Items as defined in ISO/IEC 14496-12 may be protected using the schemes defined in this document. In
this case, such items shall have:

— an associated ProtectionSchemeInfoBox With no OriginalFormatBox and with a schemeTypeBox as
per subclause 4.1,

— anassociated TtemEncryptionBox property marked as essential,
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— an associated auxiliary item with an aux_info type matching the protection scheme used, as
defined in subclause 8.4.

The payload of that auxiliary item shall be exactly one cencsampleAuxiliarybataFormat as defined in
Clause 7.

The storage of properties for such items shall be compliant with ISO/IEC 23008-12.

The TtemEncryptionBox contains default values for the isprotected flag, Per Sample IV Size, and KID
for the item. In the case where pattern-based encryption is in effect, it supplies the pattern and when
constant [Vs are in use, it supplies the constant [V. These values are used as the encryption parameters
for the associated item. For files with only one key for all items, this property box allows the basic
encryption garameters to be specified once for all items instead of being repeated per item.

Items sharing this property are always protected; consequently, the default value for isproteéted field
(see9.1)is 1

If the value per sample 1V size is 0, then the constant 1V size for all items thatluse these seftings
shall be predent. A constant IV shall not be used with counter-mode encryption.

TtemEncryptlionBox properties shall be marked as essential in TtemPropertyaSsbciation.

NOTE THe version field of the ItemEncryptionBox is set to a value greater than zero when the pattern
encryption dg¢fined in 9.6 is used and to zero otherwise.

8.3.2 Synfax

aligned(8) [class ItemEncryptionBox extends ItemFullPfope€rty('ienc', version, flags=0)
{

unsigned int (8) reserved = 0;

if (verslion==0) {
unsigned int (8) reserved = 0;

} else {| // version is 1 or greater
unsigned int (4) crypt byte block;
unsigned int(4) skip byte block;

}

unsigned int (8) num keys;

for (i=1; i<= num keys; i++) {
unsigned int (8) Per Sample~1V Size;
unsigned int (8) [16] KID;
if (Her_ Sample IV Size¢s=+0) {

unlsigned int (8) censtant IV size;
unjsigned int (8) ['‘constant IV size] constant IV;

}
8.3.3 Semantics

version shall b€ zero unless pattern-based encryption is in use, whereupon it shall be 1.

crypt byte block specifies the count of the encrypted blocks in the protection pattern, where each
block is of size 16-bytes, for items associated with this key entry. See 9.1 for further details.

skip byte block specifies the count of the unencrypted blocks in the protection pattern for items
associated with this key entry. See the skip byte block field in 9.1 for further details.

num keys indicates the number of key definition entries.

Per Sample IV Size is the initialization vector size in bytes for items associated with this key entry.
See the per sample 1V size field in 9.1 for further details.

k1D is the key identifier used for items associated with this key entry. See the x1p field in 9.1 for further
details.
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constant IV size is the size of the initialization vector for items associated with this key entry.

constant_1v, if present, is the initialization vector for items associated with this key entry. See the

constant_1v field in 9.1 for further details.
8.4 Item auxiliary information box

8.4.1 Definition

Box Type: 'iaux'

ContdIner: ItemPropertiesBox

Mandatory (per item): Yes for protected items using schemes defined in this documeft
Qua
Qua

An it¢m may have some auxiliary information associated, similarly to sample of a track hav
samplle information. This information is usually declared through item’properties and as
can

itemg

ity (per item): At most one associated with any item

ity: Zero or one

and samples through the extent construction method of the-item.

Auxiliary information items shall be declared with an itentype value of 'auxi'. Items §
their|auxiliary information items through an item reference of type 'auxr' from the
auxilfary information item(s).

Auxiliary information item may have an ItemAuxiltaryInformationBox property associate

the fype of auxiliary information and its parameter type (aux info type and aux
paraneter)
If no ftemAuxiliaryInformationBox is présent for an auxiliary information item, then the i

Ofauxiinfoitypei$

— fpr a protected item, the schéme type included in the protectionschemeInfoBox Of 1
ifem,

— dtherwise the item tiype of the referring item.

The fefault value pfthe aux info type parameter is 0. The ItemAuxiliaryInformat

be pilesent when theTeferring item is not protected and is not defined using version 2

Item]nfoEntry.

Ther¢ shallbe-at most one auxiliary information item with a given aux_info type and aux

paranetek dassociated with an item.

ing auxiliary
sociations; it

so be declared through auxiliary information items, to allpw\sharing the auxiliary info between

hall indicate
item to the

d, indicating
| info type

mplied value

he referring

i onBox shall

or higher of

| info type

1

be—Tmarked——=as

Whe

ItemPropertyAssociation.

Present, the  TtemATxi TIary INToTmat1onBoX Property shatt

8.4.2 Syntax
aligned (8) class ItemAuxiliaryInformationBox extends ItemFullProperty('iaux',
flags=0)

{
unsigned int (32)
unsigned int (32)

aux_info type;
aux info type parameter;

}

8.4.3 Semantics

aux_info type:same semantics as sample auxiliary information in ISO/IEC 14496-12.

© ISO/IEC 2023 - All rights reserved
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aux_info type parameter:same semantics as sample auxiliary information in ISO/IEC 14496-12.

9 Encryption of media data

9.1 Field semantics

Within the sample groups and CENC SAI used by the common encryption scheme, these fields have the
following semantics:

isProtected is the identifier of the protection state of the samples in the track or group of samples. This

flag tak
0x0: Not

0x1: pro

'cel
0x02 -0

Per Sample |
support

0 -iff

8 -sp

16 -sp

constant IV

8 -sp

16 -sp
KIDis a key 1
the scop|
the key
keys pe
value of
be all ze

Initializat
isProte
0,i.e.no

Foran i

41 £-11 H 1
S LIIT lUllUVVllls vdlucTs.
protected

tected (as signalled by the scheme type field of the schemeTypeBox, e.g. for Skheme t;
c', the track default is AES-CTR mode encrypted using the 'cenc' scheme);

xFF: Reserved.

Iv size is the size in bytes of the Initializationvector field”/The following ar
pd values:

he isProtected flag is 0x0 (Not Protected) or constant [VsZre in use

ecifies 64-bit initialization vectors.

ecifies 128-bit initialization vectors.

| sizeisthe size in bytes of the constant 1vfield. The following are the supported va
ecifies 64-bit initialization vectors.

ecifies 128-bit initialization vectors:

dentifier that uniquely identifiés the key needed to decrypt the associated samples W
e of an application so that KD-is sufficient to identify a separately stored license cont3
chat was used to encrypt'the content. This allows the identification of multiple encry
" file or track. Unprotected samples in a protected track shall have an ispProtecte
0x0,a per sample .IWSize value of 0x0, and the associated k1D value is ignored and s
[0S.

ionvector specifies the initialization vector needed for decryption of a sample. F
ted flag 6f0%0, no initialization vectors are needed and the CENC SAI should have a s
[ be present.

EPfotected flag of Ox1:

fpe of

e the

lues:

rithin
ining
ption

flag
hould

Dr an
ize of

[Vs shall be supplied using per sample IVs or constant IVs.

value

value copied to bytes 0 to 7 and the bytes 8 to 15 are set to zero.

Ifthe per sample 1V sizefieldis 16 then Initializationvector specifies the entire 128-bit IV

Ifthe Per sample 1V size field is 8, then the 128-bit IV value is made of tnitializationvector

subsample count specifies the number of subsample encryption entries present for this sample. If

presentt

his field shall be greater than 0.

BytesOfClearData specifies the number of bytes of clear data at the beginning of this subsample
encryption entry. BytesofClearData may be zero if no clear bytes exist for this subsample.
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BytesOfProtectedData specifies the number of bytes of protected data following the clear data. This

crypf

skip |

When skip byte blockis setto zero, for example when whole-block full sample encryptio
value

value may be zero if no protected bytes exist for this subsample. The subsample encryption
entries shall not include an entry with a zero value in both the Bytesofclearpata field and in
the BytesOfProtectedbata field unless a TrackReferenceBox is found for this track with one
or more track references of type 'scal' pointing to one or more tracks with sample entry code
'encv', in which case subclause 9.5.2.6 applies. The total length of all Bytesofclearbata and
BytesOfProtectedData in a sample shall equal the length of the sample. Subsample encryption
entries should be as compactly represented as possible. For example, instead of two entries
with {15 clear, 0 protected}, {17 clear, 500 protected} use one entry of {32 clear, 500 protected}.
If pattern-based encryption is used, then the pattern applies to the protected byte range

BytesOfProtectedData; otherwise all protected bytes are encrypted.

_byte block shall be zero unless pattern-based encryption, as defined in subgelan

whole-block full sample encryption, as defined in subclause 9.7, is in effect.

byte block shall be zero unless pattern-based encryption, as defined in, subclausg

se 9.5.26, or

e 9.5.2.6, or

whole-block full sample encryption, as defined in subclause 9.7, is in effect:

of crypt byte blockisignored and should be set to zero.

Initialization vectors

nitialization vector (IV) values for each sample shall be either a constant IV, and Id
EncryptionBox, ItemEncryptionBox Or in a sample¢group description of type 'seig
led per sample, and be located in the CENC SAl%f)each protected sample. See subg

or 8-byte per sample TV size, initialization vectors for subsequent samples shoul

tp construct a 16-byte number, Using a random starting value for a track introduces
the initialization vector valu€s, and incrementing the most significant 8 bytes for ea
sequence ensures that eaclhr36-byte IV and AES-CTR counter value combination is unig

he 8-byte initialization vector can roll over from the maximum value (0xFFFFFFFE
the minimum valuye [0x0) if the maximum 8-byte value is exceeded when incrementir
alue per samplefrom its random starting value. 8-byte [Vs are recommended for per 3
reduce storagé.size, and guarantee unique counter block values for AES-CTR mode.

or 16-byteper sample IV _Size,initialization vectors for subsequent samples using AH
ay besereated by adding the cipher block count of the previous sample to the initializa
the previous sample. Using a random starting value introduces entropy into the initiali

1 is used, the

cated in the
; or shall be
lause 9.1 for

for the first

l be created

y incrementing the 8-byte initialization vector and padding the least significant bits with zero

entropy into
th sample in
jue.

FEFFFFEF) to
g the 8-byte
ample Vs to

S-CTR mode
ion vector of
ration vector

alues, and incrementing by cipher block count for each sample ensures that each cour

ter block for

AES-CTR is unique. Even though the least significant bytes of the IV (bytes 8 to 15) are
as an unsigned 64-bit counter in AES-CTR mode, the initialization vector should be trea

incremented
tedasa128-

bit number when calculating the next initialization vector from the previous 16-byte IV.

AES-CBC mode initialization vectors need not be unique per sample or subsample, and may be generated
randomly or sequentially, for example, a per sample IV may be equal to the cipher text of the last
encrypted cipher block (a continuous cipher block chain across samples), or generated by incrementing
the previous IV by the number of cipher blocks in the last sample or by a fixed amount.

Storing a unique IV per sample for both AES-CTR and AES-CBC modes increases cryptographic entropy,
and provides random access, and error recovery for each sample (as compared with continuous
chaining of multiple samples). AES-CTR mode requires a unique counter value for each cipher block
sharing a key.

© ISO/IEC 2023 - All rights reserved
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Some schemes use a constant IV. It is assumed that compressed video data is random enough to allow
the reuse of the same IV for each subsample when a constant IV is reused on multiple subsamples and
samples. A constant IV reduces IV data size compared to a per-sample IV, which requires 8 bytes or 16
bytes per sample.

9.3 AES-CTR mode counter operation

Counter-mode schemes shall conform to AES [FIPS 197] and to AES Counter Mode [NIST 800-38A] with

128-bit keys

AES-CTR mode is a 16 byte block cipher that can encrypt an arbitrary sized byte stream without need

for padding
bytes in size
algorithm us
decrypted.

The counter
below and in

When an 8 1

PT Ieaving a clear remainder wihen the 1ast blocK of samplie data 1s a partiat block (1
). AES-CTR mode operates by encrypting a counter block using the AES block encry
ing the key indicated by KID, and then XOR-ing the result with the data to be encrypt

block for AES-CTR shall be constructed from a per sample IV, and increménted as desc
subclause 9.2.

yte Per sample IV sSize is indicated, the least significant 8 bytes of the 16 byte IV (

8 to 15) shdlll be set to zero and used as a 64 bit block counter that is incremented by one for

subsequent

When a 16
reaches the
counter to z4

Within each
regardless
encryption.
The counter
sample using

9.4 Fulls

9.4.1 Gen

Full sample

|6 byte cipher block of encrypted sample data.

hyte Per Sample TV Size is indicated, and the least significant 8 bytes (64 bit cou
maximum value (OxFFFFFFFFFFFFFFFF), then incrementing it shall reset the 8 byte
bro (bytes 8 to 15) without affecting the other 8 bytes of the counter (bytes 0 to 7).

sample, encrypted data shall be a logically continuous byte sequence of 16 byte b
pf physically interleaved clear data identified by subsample encryption or p3
Dnly the last cipher block in a sample mdy be a partial cipher block (less than 16 b
shall be incremented by one after each*éncrypted cipher block, and restarted on thd
b the Tnitializationvector stored in"CENC SAL

hample encryption

bral

encryption may besused for all encrypted media types other than NAL structured y

which shall §ise subsample encryption.

9.4.2 Full
AES-CTR mgd

sample encryption using AES-CTR mode

de eneryption shall use a unique IV per sample, and encrypt all bytes in the sample.

Sample

i

to 15
ption
ed or

ribed

bytes
each

nter)
block

ocks,
ttern
[ytes).
next

rideo,

Information

1V#1
V#2

o

Full Sample CTR Encrypted Sample data

Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1
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Figure 1 — Full sample encryption using AES-CTR mode
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AES-CTR mode is a block cipher that can encrypt complete samples that are not a multiple of 16 bytes
in size. In Figure 1, cipher blocks are shown to illustrate the underlying blocks used to encrypt the
samples. Block 7 is shown as smaller than 16 bytes to illustrate that CTR mode can encrypt partial
cipher blocks, i.e. smaller than 16 bytes. Each sample starts with a unique IV.

9.4.3 Full sample encryption using AES-CBC mode

Full sample AES-CBC mode shall conform to AES [FIPS 197] and to AES-CBC [NIST 800-38A] using 128-
bit keys.

Each sample shall be encrypted as a continuous cipher block chain starting with an initialization vector,
whic ifi ; i i in 7.

ypted cipher
inencrypted
(block 7 is shown as smaller than 16 bytes to illustrate that AES-CBE mode does not enkrypt blocks
er than 16 bytes to avoid adding padding that changes the sample size). Per sample [Vf are applied
at the start of each sample with 'cbc1' full sample encryption.

N
Sample Auxiliary
Information
D b pted ple d
1V#1
V#2 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Sample 1 Pdrtial
Block 0 Block 1 Block 2 RN ock 3 Block 4 Block 5 Block 6 Blpck 7
\Y
’ s\\ ‘>\ Sample #1

IV#1

Full Sample CBC Encrypted Sample data

Sample 2 Sample2 , (7, Sample2 Sample 2 Sample 2 Sample 2 Sample 2 P4rtial
Va2 —} Block 0 Block1 4 Block 2 Block 3 Block 4 Block 5 Block 6 Block 7
A Sample #2
N7
-

Figure 2 — Full Sample encryption using AES-CBC mode

9.5 |Subsampleencryption

9.5.1] Definition

Subsgmple’/encryption shall divide each sample into one or more contiguous subsamples. Each
subsample shall have an unprotected part followed by a protected part, only one of which|may be zero
bytes in length (usually both are non-zero values). The total length of all of the subsamples shall be
equal to the size of the sample itself.

For all schemes except the 'cbes' scheme, the protected byte sequences of a sample shall be treated
as a logically continuous chain of 16 byte cipher blocks, even when they are separated by subsample
BytesOfClearData Ora skip byte block.

The 'cbes' scheme shall treat each subsample as a separate chain of cipher blocks, starting with the
initialization vector associated with the sample.

The counter for AES-CTR mode shall be incremented after each complete encrypted cipher block,
ignoring subsample boundaries. Cipher block chaining of AES-CBC mode for the 'cbci' scheme shall be
continuous per sample after the [V is applied to the first cipher block in the sample.
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All cipher blocks except possibly the last cipher block in a sample when using AES-CTR mode shall be 16
bytes. A partial AES-CTR cipher block may be encrypted as the last block of a sample when terminated
by a subsample BytesofProtectedbData range.

For 'cenc' and 'cens' protection schemes, BytesofProtectedbata should be adjusted to a multiple
of 16 bytes to avoid partial blocks at the end of subsamples. Application specifications may prohibit
partial AES-CTR cipher blocks and can require subsample block end alignment to reduce the complexity
of decryption.

For 'cbc1' protection scheme, BytesofProtectedData size shall be adjusted to a multiple of 16 bytes to
avoid partial blocks at the end of subsamples.

Cipher block chaining of AES-CBC for the 'cbes' scheme shall be continuous per subsample,and the IV
applied to the first encrypted cipher block of each subsample. Application specifications/¢an rejquire
BytesOfProtlectedData to start on the first complete byte of video slice data so that a size'that ig a 16
byte multiple may not be possible, making partial blocks in subsamples unavoidable,

For 'cbes! kIrotection scheme, a partial block at the end of a subsample shall remain unenerypted.

Figure 3 illystrates AES-CTR mode by showing two samples, each containingAwo subsamples,| each
with a per-gample initialization vector and a logically continuous sequenceyof 16-byte cipher Hlocks
interspersed with unencrypted byte ranges.

[ @R\
Sample Auxiliary Subsample 1 Subsample 2
Information

IV#1
IV#2

| Sample 1 Sample 1 S1 partial restof le 1 Sample 1 Sample 1 Sample [l
V#1 Block 0 Block 1 Block 2 S1B2 O ock 3 Block 4 Block 5 Block 4
N
Sample %\

Subsample 1 Subsample 2

W#2

Sample 2 Sample 2 Sa% Sample 2 Sample 2 Sample 2 Sample p
4 Block 0 Block 1 &oc 2 Block 3 Block 4 Block 5 Block 4
o
. \\,J Sample #2
N~

Figure 3 — AES-CTR mode subsample encryption using one IV per sample

Block 2 of sybsample 1 is continued in the second subsample, which is possible, but not recommended,
with the scheme 'cenc' but not possible with the schemes 'cens', 'cbc1' and 'cbes'.

NOTE Cipher block and counter chaining is continuous from subsample 1 to subsample 2 in the first spmple
so that all cigher blocks are 16 bytes, except possibly the last cipher block in each sample. Block 6 is shown as
smaller than [L6 bytés to illustrate that AES-CTR mode can encrypt cipher blocks smaller than 16 bytes wjthout
adding paddipgthat changes the sample size. Block 6 is unencrypted if AES-CBC mode is used.

9.5.2 Subsample encryption of NAL structured video tracks

9.5.2.1 Structure of NAL video samples and the use of subsamples

This subclause describes the methods and reasons for using subsample encryption on NAL structured
video samples.

Network Abstraction Layer (NAL) structured video specifications define NAL unit syntax elements
that can be sequenced to form elementary streams, and access units that can be decoded to images.
ISO/IEC 14496-15 specifies how NAL structured video is stored in ISO Base Media files, and how each
access unit is stored as a sample in a track, as illustrated in Figure 4: each sample is composed of
multiple NAL units, and each NAL unit is separated by a Length field stating the length of the NAL unit.
Each NAL unit contains a NAL type header, and video NALs also contain a slice header.
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NAL VideoStructure
(example sequence)

ISO. . ISO. ISO. NAL Video NAL Video
Media Access Unit Media SEI Media . . . - . .
5 o ! 5 Type Slice Video Slice Data Type Slice Video Slice Data
Size Delimiter NAL Size NAL Size
Header Header Header Header
Header Header Header
T T T T T T T T T T T T T e e e e s s T T T T T T T T T T T T T T T T T T T T
( Video NAL ) ( Video NAL )
AN 7/ N 7z

Figure 4 — NAL structured video ISO Media sample containing multiple NAL Units

Secufe video processors typically do not make data from the video stredm that has bedn decrypted
available to applications in order to protect decrypted video, so display-dpplications that n¢ed to access
information stored in video slice headers or SEI NAL units, such-as*caption and framing [information,
will rlot be able to access that data if it is protected. To keep videorehcryption keys secure, the same key
should not be used to encrypt audio tracks, which typically do hot have the same level of kdy protection
as video. Some of the video slice data may remain unencrypted in order to align encrypted bytes, or to
align|cipher blocks to eliminate the need for partial ciplier block decryption in devices, gs illustrated
in Figure 5. Because NAL structured video is usually compressed by spatial and temporgl prediction,
and the result entropy coded (e.g. CABAC), the lass of portions of a sample will still make it nearly
impogpsible to reconstruct a picture and pictures that predict from it.

Subsample 1 Subsample 2

AN A
4 N 7 I

Is 1S0 150 VideoSlice Data 1S0 VideoSlice Data
; . ; ; NAL Video (ProtectedRange ; NAL Video ProtectedRange
Media Access Unit Media SEI Media - Media -
- o - . Type Slice Shared) X Type Slice Shared)
Sige Delimiter NAL Size NAL Size Header Header | 4 Size Header Header | A
Heafler Header Header Header
Videoslice data Videoslice data
for alignment for alignment
ST T T T T T T T T T T T T T T T T T N e AN
( Video NAL ) Video NAL )
N 7/ N 7

Figure 5 — Subsample encryption applied to NAL structured video

As illustrated in Figure 5, the Protected Range of a subsample does not always encrypt all video data.
The start of the range can leave some video unencrypted to accomplish byte or 16 byte block alignment
of the Protected Range. The Protected Range can also be partially encrypted by the 'cens' and 'cbes'
schemes, which apply a pattern of encrypted and clear blocks in the Protected Range.

Not all decoders are designed to decode ISO Media format streams that include NAL size headers and
lack decoding parameter NALs, such as Sequence Parameter Set (SPS) and Picture Parameter Set (PPS)
NALs (e.g. 'avc1l' sample entry format). Some decoders are designed to decode video elementary
streams in byte stream format (ISO/IEC 14496-10:2022, Annex B) with startcode delimited NAL Units
and SPS/PPS parameter NALs following each access point in the stream. It may be necessary to reformat
Common Encrypted ISO Media elementary streams to byte stream format prior to decoding. It may also
be necessary to reformat Common Encrypted elementary streams in order to transmit the data using
a network protocol like RTP that packetizes NAL Units, or repackage Common Encrypted elementary
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streams between ISO Media and MPEG-2 Transport Stream containers. Leaving non-video NAL units
and all NAL size and type headers unencrypted allows reformatting the elementary stream without
decrypting.

Full sample encryption prevents video stream reformatting and information access prior to decrypting
the samples. But, if NAL headers and complete NALs other than video types are left unencrypted,
an application can convert ISO Media video samples, such as 'avci', ‘'ave3', 'nhevl', etc, to byte
streams by replacing unencrypted NAL size headers with start codes matching the NAL type indicated
in the NAL type header, and if necessary, inserting PPS/SPS NAL units following each Access Unit
Delimiter NAL that starts a random access point (usually an IDR picture). Since NAL startcodes are
always unencrypted in Common Encryption, any startcodes in encrypted data are invalid and can be
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so startcode
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slice header
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There may be multiple subsamples per NAL, and may be multiple NALs per subsample, for example,
when multiple unencrypted NALs are included in one clear byte range for efficient representation.

Partial video encryption may be implemented using multiple subsamples per video NAL that
indicate multiple clear and protected byte ranges per video slice; however pattern encryption (e.g.
using 'cens' and 'cbes' schemes) should be used for more efficient representation of partial
encryption.
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9.5.2.3 Subsample encryption using AES-CTR mode applied to video NALs

Figure 6 details the IVs used, the areas of clear data, the areas of protected data, as well as the NAL unit
and sample boundaries. The diagram applies to 'cenc' and 'cens' protection schemes.
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Figure 6 — Subsample encryption of vit{:(e(mALs using AES-CTR mode
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Figure 7 — Subsample encryption of video NALs using AES-CBC m%/gdnd cbel' scheme

AES-CBC mgde 'cbcs' scheme starts each subsample with cgstant [V, then encrypts conjplete

16-bytes cipher blocks leaving any partial blocks une ed at the end of the subsarhple’s

BytesOfProtlectedData, as illustrated in Figure 8. The pg ction pattern consists of a sequerjce of
<X

crypt byte fplock encrypted cipher blocks followed bx%
the end of the BytesofProtectedpata range. If the last@

p byte block clear blocks, terminated by
ckin the range is partial, it is unencrypted.
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Figure 8 — Subsample encryption using AES-CBC mode and 'cbcs' scheme
9.5.2.6 Subsample encryption applied to NAL structured video with extractors
In this clause, "protected extractor track " refers to a track with sample entry code 'encv' for

which the original format, as indicated by the data format of the originalFormatBox in the
ProtectionSchemeInfoBox, indicates possible presence of extractors, as defined in ISO/IEC 14496-15.
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When a TrackrReferenceBox is found in a protected extractor track which refers to one or more tracks
with sample entry code 'encv', the following restrictions apply in addition to restrictions defined in
subclause 9.5.2.2:

— Extraction process shall take place before the decryption process.
— Extractors NAL units shall not be encrypted.
— The following applies to the CENC SAI found in a protected extractor track:

— When both values of BytesofClearbata and BytesOfProtectedbata are 0, it is a placeholder for
the CENC SAI of the NAL structured video samples that result from resolving the constructors
within the extractor NAL unit as defined in ISO/IEC 14496-15:2019, A.7.

-+ Otherwise, the values of BytesofClearData and BytesOfProtectedData apply to the extracted
sub_sample.

— The CENC SAI shall be present for each referenced track in 'tref' with sample entry cpde 'encv'.

Vhen an extractor NAL unit as defined in ISO/IEC 14496-15:2019, A.7)with an associafed CENC SAI
ontaining a value of 0 for both Bytesofclearbata and BytesofProfegtedData points tda track with
ample entry code 'encv':

v o <

—+ Exactly one VCL NAL unit shall be encrypted in each subsample of the referenced frack.

<+ Let RefBytesOfClearData @ESp.RefotesOfProtectedData) be the Bytesofcledrpata ﬁesp.
BytesOfProtectedData) values from the CENC SAJ associated with the subsample|of which the
byte range is extracted, then the CENC SAI for'the resolved VCL NAL unit shall bg modified as
follows:

— BytesOfClearData = RefBytesOfClearData SampleConstructor.sample
offset + InlineConstructor.length

— BytesOfProtectedData = RefBytesOfProtectedData

— The value SampleCongtructor.sample offset is the value of sample offfset in the
SampleConstructor in-the extractor that is processed.

— Thevalue Tnlinecbnstructor.length is the sum of the values in the length fields inside the
InlineConsthuctor, if any are found in the extractor that is processed, otherwise 0.

he resulting subsample information shall be conformant to CENC, and the decrypted version
f every sample.in the extractor track shall comply with the file and/or track brand and track
escription’entry type.

Q.0 —

9.6 |Pattern encryption

9.6.1  Definition

Pattern encryption specifies a pattern of encrypted and clear (“skipped”) 16 byte blocks over the
protected range of a subsample.

NOTE Subsamples are primarily defined to protect video slice data, leaving NAL size, NAL type, video slice
headers, and other NAL types in the clear.

When the fields default crypt byte block and default skip byte block in a version 1
TrackEncryptionBox are non-zero numbers, pattern encryption shall be applied.

The pattern shall consist of the number of encrypted cipher blocks indicated by the field default crypt
byte block Or crypt byte block (if present in a sample group description or in ItemEncryptionBox)
followed by the number of unencrypted sample data blocks indicated by the field default skip byte
block Or skip byte block (if presentin a sample group description or in ItemEncryptionBox).
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If the last block pattern in a subsample is incomplete, the partial pattern shall be followed until truncated
by the BytesofProtectedData size, and any partial crypt byte block shall remain unencrypted.

When AES-CTR mode is used, the IV shall apply to the first encrypted cipher block of each sample.
When AES-CBC mode is used, the IV shall apply to the first encrypted cipher block of each subsample.

9.6.2 Example of pattern encryption applied to a video NAL unit

Figure 9 illustrates usage of pattern encryption. Pattern encryption is represented by vertical black
and white lines representing a pattern of encrypted cipher blocks followed by clear blocks. The pattern
spans the protectedrange of asubsample specified by o cen oo eo o - and anoroxdmately
spans the vifeo data following the slice header. Byte or block alignment may require that thestart of
BytesOfProtlectedData is not at the first bit of slice data, but some number of bits or bytesfollqwing
that. Multiple subsamples may be mapped to a single NAL and multiple clear NALs to a single.subsgmple

in the 'cens| scheme, but a single subsample per VCL NAL may be required for the 'cbcs' scheme.

Pattern Encrypted Subsample

o5}

/tesOfClearData BytesOfProtectedData

AL
e e — N

HENEERENERENAZRRRRRRRRNNNNRNNNNEEED
Patterh Encryption of 16 byte blocks
ISO .
. NAL Video crypt_byte_block count +
M?dla Type Slice skip_byte_block count
Size Header Header 1
Header ‘ l l
) Video slice data for alignment
I A A Y
o TTTTfFTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTRN T TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTY N
( Video NAL )
N s _

Figure 9 — Pattern encryption(f a Subsample aligned with a video NAL Unit

9.7 Whole-block full sample encryption

In whole-blqck full sample eneryption, the entire sample shall be protected. Every sample shall be
encrypted sparting at offset 0”(there is no unprotected preamble) up to the last 16-byte bourdary,
leaving any frailing 0-15.bytes in the clear. The constant [V shall be applied at the start of every sample.

9.8 Content sensitive encryption

9.8.1 Defipition

Content sensitive encryption is a bitstream syntax aware scrambling scheme that modifies media
bitstream in such a way that an unauthorized receiver (i.e. a standard decoder) can normally decode the
ciphered stream, while the displayed content is made non-intelligible by the encryption. This scheme
can be applied to media tracks, in which case they shall conform to ISO/IEC 14496-15, and to image
items, in which case they shall conform to ISO/IEC 23008-12.

The coding format for tracks or image items using this scheme shall either comply to ISO/IEC 14496-10
or to ISO/IEC 23008-2.

The scheme operates in compressed domain based on entropic coder, by identifying the elements of the
stream that can be ciphered without disrupting a standard decoding process. The bits to be encrypted
are chosen with respect to the considered video standard to ensure full compatibility, achieved by
selecting the bits (generally parts of code-words) for which each of the encrypted configuration

24 © ISO/IEC 2023 - All rights reserved


https://iecnorm.com/api/?name=1a9a309280ca08b0c16c02e6bcf60ee3

ISO/IEC 23001-7:2023(E)

modifies the decoding process context but does not create de-synchronization nor lead to non-
compliant bitstream.

The selected elements will depend on the video coding specification used:

— for AVC|H264 CAVLC, elements and bits shall be encrypted according to Annex A.1

— for AVC|H264 CABAC, elements and bits shall be encrypted according to Annex A.2

— for HEVC|H265, elements and bits shall be encrypted according to Annex A.3

NOTE For CABAC entroplc codlng (1 e. in Annex A.2 2 and Annex A 3) the blts con51der1ng as cipherable

regargineg 3 2 words are first
binar zed before the bypassed Coded Engme ‘b
N4

9.8.2] Content sensitive encryption applied to a video NAL unit /\q’

4
In cdntent sensitive encryption, 16 bytes block cypher cannot be use @!}ectly on the payload.
Consg¢quently, a video parser shall be used to locate bits to cipher/decipher se bits, listefl in Annex A
depend on the coding standard and potentially the entropic coding mo erllsed.

Contg¢nt sensitive encryption scheme shall use the AES-CTR mode f@s cipher.

The ¢ncryption and decryption processes are performed w@simple XOR operation petween the
identffied bits in the syntax and the cypher blocks, as shownoﬁg igure 10.

Subsample 1 _

\ BytesOfClearData
Codec parser & Cipherable bits detector
BytesOfProtectedData
Selective Encrypted processed Data
LT T T TTT] [ ]
11—

AES-CTR . Block #0 XOR-128 bits Block #N E' R-128 bits

Block #0 Block #N — I
Oy (Headers [ [ [ [ [ I B [ [T W [ J.[TTTTTTT] II

Samp lgg.btected with content sensitive scheme shall follow subsample encryption of NAL structured
vided ks as defined in 9.5.2. The samples shall be divided into one or more contiguous|subsamples.
Each subsample consists of an unprotected part of BytesofClearData, potentially 0, followed by a
protected part. Bits contained in the clear part of the subsample shall not be selected for the decryption
process. The first bit selectable for the encryption process in the range of protected data shall be XORed
with the first bit of the first encrypted cipher block.

Key ID
v

Figure 10 — Content Sensitive Encryption scheme

The counter for AES-CTR shall be incremented after each completely used encrypted cipher block (128
bits) or at the subsample boundaries; this implies that if not all bits were consumed on the last cipher
block of a subsample, the block shall be considered as consumed and the counter shall be incremented
before processing any subsequent subsample associated with that cipher.
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10 Protection scheme definitions

10.1 'cenc' AES-CTR scheme

Support for the 'cenc' scheme is mandatory. This scheme uses counter-mode protection as specified in
subclause 9.3.

The scheme type field of the schemeTypeBox shall be set to the four-character code 'cenc'.

Encrypted video tracks or items using NAL unit structured video conforming to ISO/IEC 14496-15
shall be protected using subsample encryption specified in subclause 9.5 and shall not use pattern
encryption. AsaTesult, the fiefdscrypt _byte block alld skip byte block Siatt be o-

When a single key applies to each sample, encrypted tracks or items not using NAL structtixed pideo
shall be profected using full sample encryption as specified in subclause 9.4. Derived, specificqtions
may relax thjis constraint to allow usage of subsample encryption as specified in subclause 9.5, in which
case pattern|encryption shall not be used.

When multiple keys apply to samples, encrypted tracks or items not using NALfStructured video| shall
be protected using subsample encryption as specified in subclause 9.5.

For tracks, [the version of the TrackEncryptionBox shall be 0. For\\items, the version of the
ItemEncryptionBox shall be 0.

Constant IV$ shall not be used; per sample 1v size shall not be 0, except for unencrypted sgmple
groups.

Counter valyes shall be unique among all samples protected (i sprotected flag of 0x1) by a given 1.

default Per| Sample IV Size and per sample IV size should be 8-bytes, and shall be a single value
per track, or|zero for unencrypted samples.

NOTE If f Per Sample IV Size of 8 is used,.then the InitializationVector values for a given KIp will
be unique forjeach sample if samples are less than-2%4 cipher blocks in length and there are less than 264 samples
with unique §-byte Vs in all tracks sharing the §ame K1D.

The BytesofProtectedpata size should be a multiple of 16 bytes to avoid partial cipher blogks in
subsamples.

10.2 'cbc1]AES-CBC scheme
Support for the 'cbc1' scheme is optional.
The scheme [ype field of the schemeTypeBox shall be setto 'cbeil .

Encrypted video fracks or items using NAL structured video shall be protected using subsgmple
encryption gpeeified in 9.5, and shall not use pattern encryption. As a result, the fields crypt byte
block and skip byte block shall be 0.

When a single key applies to each sample, other tracks or items shall be protected using full sample
encryption as specified in subclause 9.4. Derived specifications may relax this constraint to allow usage
of subsample encryption as specified in subclause 9.5, in which case pattern encryption shall not be
used.

When multiple keys apply to samples, other tracks or items shall be protected using subsample
encryption as specified in subclause 9.5, and shall not use pattern encryption.

For tracks, the version of the TrackEncryptionBox shall be 0. For items, the version of the
ItemEncryptionBox shall be 0.

Constant IVs shall not be used; per sample IV _size shall not be 0 except for unencrypted sample
groups.
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Per Sample IV Size should be 16 (which specifies 128-bit initialization vectors), and shall be a single
value per track, or zero for unencrypted samples.

In video tracks using subsample encryption, the BytesofProtectedpata size shall be a multiple of 16
bytes to avoid partial cipher blocks in subsamples.

10.3

'cens' AES-CTR subsample pattern encryption scheme

Support for the 'cens' scheme is optional. This scheme uses counter-mode protection as specified in

subclause 9.3.

The ;,k,lJ.CHlC L_YtJC f‘;\'}d Uf thb SL}lClllCT_YtJCBU Oha}} b\' Obt tU CTITS

For f{racks, the version of the TrackEncryptionBox shall be 1. For items, the. vension of the
ItemBncryptionBox shall be 1.

Encrypted video tracks or items using NAL structured video shall be protected using subsample
encryption specified in subclause 9.5, and shall use pattern encryption specified in subclquse 9.6. As a
resulf, crypt byte block shall notbe 0 and skip byte block shall not be.

When a single key applies to each sample, encrypted tracks or<items not using NAL structured

vided
henc¢
subs3
subcl

shall be protected using whole-block full-sample encryptiontas specified in subcla
skip_byte_block shall be 0. Derived specifications mayrelax this constraint to al
mple encryption as specified in subclause 9.5, in which“¢ase pattern encryption as
puse 9.5.2.6 shall be used.

Whe
be p

Constant IVs shall not be used; per samp1e{’V size shall not be 0 except for unencry|
groups.
defallt Per Sample IV Size and Per“Sample IV Size should be 8-bytes.

NOTH
be un

The
subsa

Coun

10.4

r
speci'Eied in subclause 9.5.2.6.

multiple keys apply to samples, encrypted tragks.or items not using NAL structure
tected using subsample encryption as specified'in subclause 9.5 and shall use patter

If a Per sample IV sizé-of 8 is used, then the Initializationvector values for a g

BytesOfProtectedata size shall be a multiple of 16 bytes to avoid partial ciph
mples.

Ler values shall be unique among all samples protected (isProtected flag of 0x1) by a

'cbcsAES-CBC subsample pattern encryption scheme

10.4.

huse 9.7, and
ow usage of
specified in

d video shall
n encryption

pted sample

riven KID will

que for each sample if samples’are less than 264 cipher blocks in length and there are less than 264 samples
with inique 8-byte Vs in all tracks sharing the same K1D. [V storage is half of that required for 16-

byte IVs.

er blocks in

given KID.

Support for the 'cbes' scheme is optional.

The scheme type field of the schemeTypeBox shall be setto 'cbes'.

For tracks, the version of the TrackiEncryptionBox shall be 1. For items, the version of the
ItemEncryptionBox shall be 1.

Encrypted video tracks or items using NAL structured video shall be protected using subsample
encryption specified in subclause 9.5, and shall use pattern encryption as specified in subclause 9.5.2.6.
Asaresult, crypt byte block shall notbe 0 and skip byte block shall not be 0.

Constant [Vs shall be used; default Per Sample IV Size and per Sample IV Size, shall be 0.
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The value of default constant IV size, and constant IV size if present, shall be 16, indicating
128 bits 1Vs are used.

When a single key applies to each sample, encrypted tracks or items not using NAL structured video
shall be protected using either:

— pattern encryption specified in subclause 9.5.2.6, and hence skip byte block shall not be 0,

— whole-block full-sample encryption as specified in subclause 9.7, and hence skip byte block shall

be 0.

Derived specifications may relax this constraint to allow usage of subsample encryption as specified in

subclause 9.

b, In which case pattern encryption as specified 1n subclause 9.5.2.6 shall be used.

When multiple keys apply to samples, encrypted tracks or items not using NAL structured,video

be protected
specified in

using subsample encryption as specified in subclause 9.5 and shall use pattern'éncry
bubclause 9.5.2.6.

Pattern bloc
For all video

The first co
subsample
end of the vi

NOTE Fo
the slice head
alignment ()

Unless it is &
ranges as su

A decryptor
their slice he
to determing
to decrypt a
this algorith|

10.4.2

'cbd

An encrypt:s

k length, i.e. crypt byte block + skip byte block should equal 10.
NAL units, including in "avci', the slice header shall be unencrypted.

plete byte of video slice data (following the video slice~header) shall begin a §
otected byte range indicated by the start of BytesofProtéctednata, which extends {
Heo NAL.

I AVC VCL NAL units, the encryption pattern starts at«an offset rounded to the next byte
er, i.e. on the first full byte of slice data. For HEVC,the/encryption pattern starts after the
field that terminates the slice segment headex\(); i.e. on the first byte of slice data.

mpty, as noted in subclause 7.1, the CENC SAI shall be present and shall identify prot
bsamples.

can decrypt by parsing NAL unitscto' locate video NALs by their type header, then

aders to locate the start of the eneryption pattern, and parse their Part 15 NAL size he
 the end of the NAL and matching subsample protected data range. It is therefore po
track using either (a) this algerithm, ignoring the CENC SAI or (b) the CENC SAlI, ign|
m.

s' AES-CBC modepattern encryption scheme application

kip pattern of '1:9 (i.e. 10 % partial encryption) is recommended. Even though the s

shall
ption

ingle
o the

after
byte

ected

parse
hders
5sible
oring

yntax

allows many different encryption patterns, a pattern of ten blocks is recommended. This means
that the skipped bloeks will be (10-N). The number of encrypted cipher blocks N can span myltiple
contiguous 16-byte blocks (e.g. 3 encrypted blocks followed by 7 unencrypted blocks results in [30 %
partial encryptidnyof the video data).

, cOatiieve o CH T VPO, 1€ ¥ PTO€ rea sy e cryptea—ant—nm O 'erlg
nine blocks are left unencrypted. The pattern is repeated every 160 bytes of the protected range, until
the end of the range. If the protected range of the slice body is not a multiple of the pattern length
(e.g. 160 bytes), then the pattern sequence applies to the included whole 16-byte blocks, and a partial
16-byte block that may remain where the pattern is terminated by the byte length of the range
BytesOfProtectedData, is left unencrypted.

The encryption is restarted at every video NAL unit (and subsample), i.e. if there is more than one video
NAL unit in a sample they share the same initialization vector. A constant [V stored in a sample group
description will typically span all the subsamples and samples in a movie fragment. This translates
to each extent of BytesOfProtectedData in a subsample restarting the encryption using the constant
IV. The use of 'cbcs' on audio samples with BytesofProtectedbata less than the sample size allows
identification of clear preambles on audio samples. It is recommended that the protected range of
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audio data not skip blocks because it may be partially decodable, and because the small reduction in
processing compared to video does not justify the additional complexity.

10.5

Supp

'svel' AES-CTR sensitive encryption scheme

ort for the 'svel' scheme is optional.

The scheme type field of the schemeTypeBox shall be set to the four-character code 'sve1'.

Tracks or items carrying media coding types for which no sensitive encryption mode is defined in
Annex A shall not use this protection scheme.

Encry
be pr

as sp

NOTE

Patte

shall

For f{
ItemH
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groups.

11 X

11.1

In so

usefy
ificH
playe
and 1
encolyirage consistency, an attribute and element to express the Common Encryption def4

pssh

use tl

11.2
The

"urn

ptected using subsample encryption specified in subclause 9.5 and shall use sensitiv
In AVC CAVLC the slice header can be encrypted but can still be parsed.
be 0 and the version of the TrackEncryptionBox shall be 0.

ncryptionBox shall be 0.

ant IVs shall not be used; per sample 1V size shall-hot be 0, except for unencry

(ML representation of Common Encryption parameters

General

me cases, such as MPEG Dynamic.Adaptive Streaming over HTTP (ISO/IEC 23009-1
| to express the default x1p_field from the TrackEncryptionBox and Protectio
eaderBox in an XML manifest\document accessible prior to availability of media. T|
r application may read the-XML default k1D value to determine if that key has be
hay acquire a license usifigrinformation in a cenc:pssh element in advance of media av

hre specified in XMLibelow. XML documents that allow extension attributes and eler]

pted video tracks or items using NAL unit structured video conforming to ISO/IEC14

bcified in subclause 9.8. The NAL unit header should be left in the clear part of‘the suh

rn encryption shall not be used. As a result, the fields crypt bytg/Biock and skip

racks, the version of the TrackEncryptionBox shall be ‘0.vFor items, the ver

496-15 shall
e encryption
sample.

| byte block

sion of the

pted sample

DASH), it is
nSystemSpec
hen a media
en acquired,
ailability. To
ult KIDand
nents should

e specified namespace, attribute, and element for consistency.
Definitign'of the XML cenc:default kip attribute and cenc:pssh element
cenctdefault KID attribute and cenc:pssh element shall be defined [within the
mpeg+cenc:2013" namespace by the schema shown in Figure 11.
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<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:cenc="urn:mpeg:cenc:2013" targetNamespace="urn:mpeg:cenc:2013"
elementFormDefault="qualified" attributeFormDefault="unqualified">
<xs:simpleType name="KeyIdType">
<xs:restriction base="xs:string">
<xs:pattern value="[A-Fa-f0-9]{8}-[A-Fa-f0-9]{4}-[A-Fa-f0-9]{4}-[A-Fa-
f0-9]1{4}-[A-Fa-f0-9]{12}"/>
</xs:restriction>
</xs:simpleType>
<!--space-delimited list of KIDs -->
<xs:simpleType name="KeyIdListType">

<x$:1list itemType="cenc:KeyIdType"/> (igj
</xs:4impleType> (3
<!--afftribute used within the DASH mp4protection descriptor --> /\:.
<xs:afftribute name="default KID" type="cenc:KeyIdListType"/> ’

<!--element used within system specific UUID ContentProtection descrééabrs ==
<xs:element name="pssh" type="xs:base64Binary"/>

o)
</xs:schgma>! (1/

L}

Figure 11 — XML elements and attributes defined for Common Encryption

Documents ghould use namespace prefix: “cenc:”.
default k1fis a 128-bit integer valid against the keyI1dListPype given in Figure 12.

cenc:pssh i$ a base64 encoded ProtectionSystemSpecificHeaderBox With systemID matching the
systemID of the containing content protection descriptor element.

NOTE Frequently used systemID identifier values indexed to protection systems and their specificptions
can be found ¢n the DASH Industry Forum web site: littps://dashif.org/identifiers

11.3 Use of the cenc:default_KID attribute and cenc:pssh element in DASH
ContentPro¢tection Descriptor elements

11.3.1 General

The MPEG DASH standard-specifies content protection descriptors for use in Media Presentation
Descripton (MPD) XML decuments.[2] The XML syntax of the DASH contentProtection Descrfptor
element is specified ig)Clause 5.8 of DASH. The pescriptor complex type allows the addition |of an
attribute angl/or element in a declared namespace different from the DASH namespace. This extension
mechanism may, b€ used to add the cenc:default XID attribute and cenc:pssh element defined above
to store infofmation that is defined in this Common Encryption standard for storage in ISO Media files
also in an MPD

11.3.2 Addition of cenc:default_KID attributes in DASH ContentProtection Descriptors

The default k1D (the default Key Identifier field stored in the TrackEncryptionBox identifies the
default key used to encrypt samples in an encrypted ISO Base Media track. It may be used with the
DASH specified “mpeg:dash:mp4protection:2011” content protection scheme to identify the protection
scheme and default k1D used inan ISO Media file. The attribute evalue is specified to contain the four-
character code of the schemeTypeBox. If a Common Encryption scheme such as 'cenc' is contained in
the evalue attribute, the encryption scheme can be decrypted by any number of DRM key management
systems that have access to the media key(s) and support that decryption scheme.

The default x1Dfield in TrackEncryptionBox can be stored in the cenc:default k1D attribute in DASH
ContentProtection Descriptor elements as defined in subclause 11.2.
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When a contentProtection descriptor refers to several tracks, and these use different default Key
Identifiers in different TrackEncryptionBoxes, the cenc:default k1D attribute shall store a space-

delimited list of those different default xk1p values.

Figure 12 is an example of cenc:default KI1D contained in a contentProtection Descriptor element.

"urn:mpeg:dash:mp4protection:2011"
”34e5db32-8625-47cd-ba06-68fcal655a72” />

<ContentProtection
Hcenc"

Figure 12 — Example use of contentProtection Descriptor With cenc:default KID attribute

For global uniqueness, a UUID should be used for each unique KID/key value pair to piev
IDs for different keys by independent publishers. Publishers may use the same key 'valu
more|than one track or file according to their rights management intentions.

With| unique x1Dps, a license request using the cenc:default k1D attribute value is
identjfy a DRM license containing the encryption key(s) used to encrypt the media; and
can gnable decryption and playback of the Components, Representatiens;or Adaptation
ContgntProtection Descriptor element and default 1D describe.

Common Encrypted content described in an MPD shall include ‘an mp4protection Conter

bnt duplicate
e and KID in

sufficient to
that license
Sets that the

It Protection

Descriptor. A cenc:default KID attribute should be contained\inthe mp4protection Contenmt Protection

Descriptor to identify the default x1D in the content, and need not be duplicated in each U
Protdction descriptor specific to each protection system:

11.3.3 Addition of the cenc:pssh element in Protection System Specific UUID Content
Descriptors

DASH contentProtection Descriptor elements in an MPD may use a urn:uuid schemeIdUq
a spdcific DRM system using the systemIb value used in the ProtectionsystemSpecif
defined in this document. If present, s¢fieme1duri shall be compliant with IETF RFC 412

ContgntProtection Descriptor with schemerduri of urn:uuid for each systemiD that c3
DRM|license and include sufficient information in the descriptor to enable license acquisi
acquisition can bewenabled by adding a cenc:pssh element to each urn:uuid scheme descr
a player can find the same license acquisition information that is found in a protectionsg
icHedderBox.(An MPD will normally be processed before Media Segments are downloadg
acquisitionsinformation in an MPD will normally take precedence over information stored
nSystemSpetificHeaderBoxes. The cenc:pssh element contains a complete ProtectionSyst]

UID Content

Protection

i to identify
icHeaderBox
2. Each DRM
that can be

ction:2011”
PD include a
n provide a
tion. License
iptor so that
ystemSpecif
d, so license
N Protectio
emSpecificH

file.

eadeBox; not just the contents of the box, so that parsing will be identical from the MPD o

11.3.4 Example of two Content Protection Descriptors in an MPD

The example in Figure 13 shows the use of two Content Protection Descriptors in a DASH MPD to
identify an Adaptation Set encrypted with Common Encryption, and a key management system that
may be used to decrypt the Adaptation Set. Multiple key management systems may be listed, each in its
own Content Protection Descriptor, identified by the system’s systemID.

The first Content Protection Descriptor with schemetduri of urn:mpeg:dash:mp4protection:2011
indicates that the 'cenc' scheme (Common Encryption CTR mode, no pattern) was used to encrypt the
referenced media, and the track’s cenc:default KID.

The second Content Protection Descriptor with schemeTduri of urn:uuid type, indicates a hypothetical
DRM system “Acme” with a system1D represented as a UUID string, and a cenc:pssh element containing
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a base64 encoded ProtectionSystemSpecificHeaderBox

acquisition information.

with that systemID to provide license

<ContentP

<c

<ContentProtection
value="Acme 2.0”>

rotection "urn:mpeg:dash:mp4protection:2011"

"cenc" ”34e5db32-8625-47cd-ba06-68fcal655a72” />

“urn:uuid:d0ee2730-09b5-459f-8452-200e52b37567"”

<!--base64 encoded ProtectionSystemSpecificHeaderBoxwith this Acme SystemID

nosnssh
e

</
</Content

YmFzZTYOIGVuY29kZWQOgY2 9udGVudHMgb2YgkXB
zc21S5IGJveCB3aXRoIHR0aXMgU31zdGVEtSUQ=
Cenc:pssh>

Oy
Pl
/\ .

Protection> ;

| N

]

A single mp
managemen
ficHeaderBJg
resolve the g

Alternativelj
Content Pro
system the p
a cenc:pssh
useful for li
first present
cached. A lay
of a live preg

Figure 13 — Example content protection descriptors for scheme.and DRM

bg:dash:mpdprotection:2011 Content Protection Descriptorx\fmay be sufficient fo
[ if license acquisition information is provided in the media (e)g. in ProtectionSystem
xes in an initialization segment), in a player application, 0Eby an Internet service thz
encidefault KID value to alicense.

, the publisher of a DASH MPD may provide all thelicense acquisition information in
fection Descriptors so that a DASH player may\immediately acquire a license for a
layer supports on receipt of the MPD by usingthe Content Protection Descriptor cont3
element for that DRM system. Early acquisition of licenses from an MPD is partic
Ve streaming to avoid a large number ¢of Simultaneous license request on arrival

ation segment on a large number of clients. DRM licenses are individualized, so canr
ge number of simultaneous license fequests can result in errors, or delays in the start
entation for some viewers.

- key
bpeci
It can

MPD
DRM
ining
larly
f the
ot be
time
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Annex A
(normative)

Content sensitive encryption scheme

A.1 Code-words containing bits selected for encryption for MPEG-4/AVC CAVLC

A.1.1 General

This
sensi

ISO/IEC 14496-10 in Picture Parameter set RBSP syntax).

A.1.3 Slice QP Delta

In IS(

word|), and the value is given in Table A.1. But the value of slice/qp_delta shall be limit

Slice
only

Then

[\

DPy is in the range of -QpBdOffsety to +51, inclusive. So this‘code-word is eligible to b
f, its absolute value is less than:

Floor(Log2( Min(QpBdOffsety +26+pic _init _qp _minus26 ,25=pic)_init _qp _minus26 )))

the suffix bits (i.e. the bits following the first ‘1’), as illustrated by the highlighting

Tablg A.1, shall be selected for Content Sensitive encryption.

Table A.1 — the Slice_QP_delta code-words table

Index Slice_QP_Delta value Code-word
0 0 1
1 1 010
2 -1 011
3 2 00100
4 -2 00101
5 3 00110
6 -3 00111
7 4 0001000
8 -4 0001001

Annex gives the list of all VLC tables and code words that shall be encryptéd byl the content
five encryption process for AVC|[H264 CAVLC mode (i.e. entropy_coding.rmode is dqual to 0 in

/IEC 14496-10:2022, 7.3.3, slice_qp_delta is coded in se(v) (i:e+signed Exponential-Golomb code-

ed such that
e cyphered if

bold font) in

A.1.3 Macroblock type

In ISO/IEC 14496-10:2022, 7.3.5, mb_type specifies the macroblock type is coded in ue(v) (i.e. unsigned
Exponential-Golomb code-word) but the semantics of mb_type depend on the slice type:

— If slice_type is I, the bits highlighting (bold font) in Table A.2 , shall be selected for CONTENT
SENSITIVE ENCRYPTION. Moreover, blocks located on the border of the video slice shall not be

S

elected for Content Sensitive encryption.
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Table A.2 — mb_type with I slice

If slice_t
encrypt

on.

Index Symbol Code-word
0 [_NxN 1
1 [.16x16_0_0_0 010
2 1.16x16_1_0_0 011
3 [.16x16_2_0_0 00100
4 [.16x16_3_0_0 00101
5 [.16x16_0_1_0 00110
6 [ 16x16-1.10 00111
7 [.16x16_2_10 0001000
8 [.16x16_3_1_0 0001001
9 [.16x16_0_2_0 0001010
10 [.16x16_1_2 0 0001011
11 [.16x16_2_2_0 0001100
12 [.16x16_3_2_0 0001101
13 1.16x16_0_0_1 0001110
14 [.16x16_1_0_1 0001111
15 [_16x16_2_0_1 000010000
16 1.16x16_3_0_1 000010001
17 [.16x16_0_1_1 000010010
18 [.16x16_1_1_1 000010011
19 [.16x16_2_1_1 000010100
20 [.16x16_3_1 1 000010101
21 [.16x16_0 2 1 000010110
22 [.16x16:372_1 000010111
23 [.16%16_2_2_1 000011000
24 NE6x16_3_2_1 000011001
25 I_PCM 000011010

ype is P, the bits highlighting (bold font) in Table A.3 shall be selected for Content Sen

Table A.3 — mb_type for P slice

sitive

Index Symbol Code-word
0 P_L0_16x16 1
1 P L0 L0 16x8 010
2 P_L0_L0_8x16 011
3 P_8x8 00100
4 P_8x8ref0 00101

A.1.4 PCM sample Luma and Chroma

In ISO/IEC 14496-10:2022, 7.3.5, pcm_sample_luma and pcm_sample_chroma are sample values in
the raster scan within the macroblock and are coded Fixe-length coding. Therefore, all bits shall be
selected for Content Sensitive encryption.
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