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Foreword

ISO

(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and rfon-governmental, in liaison with ISO and IEC, also take part in the work. In the field ¢f information
technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Inter|

The

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

ain task of the joint technical committee is to prepare International Standards. Draft

Standards adopted by the joint technical committee are circulated to national badies for voting. |

an In

Atten
rights

ISO/I
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ISO/I

ion is drawn to the possibility that some of the elements of this.document may be the sub
ISO shall not be held responsible for identifying any or all such‘patent rights.

FC 24752-1 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatior
pmmittee SC 35, User interfaces.

FC 24752 consists of the following parts, under~the general title Information techno

interfaces — Universal remote console:

— A

— A

art 1: Framework

art 2: User interface socket description
art 3: Presentation template

art 4: Target description

art 5: Resource desgription

rnational Standard requires approval by at least 75 % of the national bodies casting a votd.

Part 2.

International
Publication as

ject of patent
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Introduction

This part of ISO/IEC 24752 is one of a set of standards to facilitate operation of information and electronic
products through remote and alternative interfaces and intelligent agents. The purpose of this part of
ISO/IEC 24752 is to facilitate the development and deployment of a wide variety of devices (from different
manufacturers) that can act as universal remote consoles (“URCs”) for an equally varied range of target
devices and services (“targets”), also from different manufacturers. It allows users to control any number of
information apd electronic products in their environment.

The targets include both devices and services. They can range from things as simple as light Switchgs and
thermostats {o more complex items such as audio-visual equipment, home appliances, in-car electrpnics,
web-based sg¢rvices, and any other devices or services that can be controlled electronically {(of via information
technology).

Targets can bpe in the same location as the individual who desires to control the target‘through the URC| or at
any distance [from the URC/user as long as there is some type of network conngction between the URC and
the target. Thhis is possible since a URC provides the user with all of the necessary controls as well as the
prompts and pther information displayed by the target.

The URCs could be software running on common mainstream devices such as personal computing and
information technology devices [laptops, personal digital assistants (PDAs), telecommunications/wifeless
application pfotocol (WAP) devices (e.g. cell phones), etc.]. They/could also be functions implemented in
assistive technology devices, or they could be devices which were specially built to function as URCs. | They
could be devices which were built to function primarily as acrémote console for a particular family of prqducts
(e.g. a remotg console designed to be part of a home audie-visual system), but could also serve to contrpl any
other deviceg compatible with this part of ISO/IEC 24752, ~They are similar to the behavior of universal remote
controls today, except

a) they have much greater function and scope,
b) they synghronize with the target in both:directions (i.e. they can display the current status of the targgt),

c) they do pot need to be programmed by the user (since they will automatically discover devices thpat are
controllable in a user's vicinity, discover the abstracted user interface of the targets and present it|in the
way preferred by the user and'their URC), and

d) they can|be used out«ef sight of the product they are controlling.

The URCs cpuld benallvisual, all tactile, or all verbal in nature (or any combination thereof), because this
International Btandard specifies the content of a target user interface independently from the form in whigh it is
presented. Thas, URCs could be desrgned that an mdrvrdual could talk to and through the URC the user
could have sp voice
recognltlon or voice control functlonallty themselves A person mlght therefore be able to say to thelr URC,
“Record channel 12 and show me ‘Law and Order”. Or they could lie in bed and say, “Set the alarm to 6:30
AM, start brewing the coffee at 6:00 AM, and now set the home security system to ‘active’ ”. Or, if one’s
spouse is already asleep, a person could pick up their PDA or any other compatible URC device and
accomplish these same tasks silently either by calling up control panels or by issuing the instructions in
writing. (The URC framework does not provide the natural language control, but would provide all of the
information and control necessary for control by a natural language processing URC.)

Note that, although a URC implementation can involve hardware, requirements on this hardware such as
safety and design requirements are not within the scope of ISO/IEC 24752.

A more detailed overview of the URC framework is provided as Annex A.

Vi © ISO/IEC 2008 — All rights reserved
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Information technology — User interfaces — Universal remote

console —

Part 1:
Framework

1

[da)

jcope

ISO/IEC 24752 is a multi-part International Standard to facilitate operation) of information and electronic

products through remote and alternative interfaces and intelligent agents.

This part of ISO/IEC 24752 defines a framework of components that combine to enable remote uger interfaces
and rémote control of network-accessible electronic devices and setvices through a universal remote console

(URC). It provides an overview of the URC framework and its components.

2 (Conformance

21 |URC
A confforming URC shall implement

e alleast one target-URC network link as specified in 5.5,

e tHe URC requirements as specified in Clause 5.

Table] 1 summarizes the requirements on URCs, as specified in detail in Clause 5.

Table 1 — Summary of URC requirements

Requfrement(*“A URC shall ...”) ee
subclause
Retrigve. documents from a target, including recognition of MIME types 52.3
Interpret a target description so that it can identify a target and open a control session with | 5.2.4
one of its sockets
Support an open session request to a target 5.3.2
Support a URC close session event to a target 5.3.5
Support an abort session event from a target 5.3.6
Track connection status information from the underlying network (TUN) 5.3.7
Synchronize values of socket variables 54.2
Request invocation of a socket command, including support for local parameters and | 5.4.3
command state updates

© ISO/IEC 2008 — All rights reserved
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Requirement (“A URC shall ...”) See
subclause
Receive and acknowledge notifications, including support for stacking notifications and their | 5.4.4
states
Synchronize actual indices of socket sets and elements 545
Support timeout variables and timeout constants 547
Provide at least one target-URC network link (see 8.2 for TUN requirements) 5.5.1
Support reception and updating of atomic resources at runtime for those socket elements | 5.5.2
that come with-atomicresources at runtime
Provide a corncrete user interface for a control session with a target’s socket 5.7
Implement the security and privacy functions available from the implemented TUNs 9.2

2.2 Target
A conforming|target shall implement:
e atleast ohe target-URC network link as specified in 6.7;

e atarget description, as specified in 6.1.4;

e one or mpre sockets that, when considered together, cover¢hefull functionality of the target, as spgcified

in 6.2;
e the targe{ resources required to conform in at least on€natural language (see 6.4.5); and
e the targef{ components and requirements as specified in Clause 6.

Alternatively,

a target's manufacturer may_ (provide the above documents separately as supplemental

resources, if [the target is a legacy productthat already provides the necessary communication and gontrol

functionality through a networking platform.(target-URC network).

Table 2 summarizes the requirements.on targets, as specified in detail in Clause 6.

Table 2 — Summary of target requirements

Requirement (“A targetshall ...”) See
subclause
Have an instancelidentifier 6.1.2
Provide a fetchymechanism for its documents to be retrieved by URI_including support for | 6 1 3
MIME types
Provide exactly one target description with references to all socket descriptions and resource | 6.1.4
sheets
Provide one or more user interface sockets that collectively provide access to all of the | 6.2.2
functionality provided by the built-in user interface of the target
Inside a target’s socket: 6.2.3
e The variables shall include all of the dynamic data on the target socket’s state a user
can perceive and/or manipulate
e The commands shall include all of the target functions that can be called explicitly or
implicitly by users

2 © ISO/IEC 2008 — All rights reserved
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Requirement (“A target shall ...”) See
subclause

Provide a user interface socket description for each of the target’s sockets 6.3

Provide the required target resources in at least one natural language: 6.4.5

e one grouping resource for every socket of the target

e label resources (textual)

Support an open session request from a URC 6.5.1
Support a suspend session request from a URC 6.5.2
Suppert a resume session request from a URC 615.3
Suppert a close session event from a URC 615.4
Send|an abort session event in case of user session abortion 6]5.5
Track| connection status information from the underlying TUN network 6/5.6
Send|a session forward event to the URC in case of session forwarding 615.7
Creatp and maintain a session between a socket and the URC after succéssful open session | 6/6.1
request

Indicdte to the URC the availability of socket elements at runtime 616.3
Synchpronize the socket variables between the socket and the URCs that participate in a joint | 66.5

sessipn with the socket

Suppeprt command invocation requests from a URC (incldding handling of local parameters) | 6/6.6
and slynchronization of command states

Support propagation of notification states to the) connected URCs, and acceptance of | 66.7
pertinent acknowledgments

Synchronize actual indices of socket sets and elements 616.8
Not rely on the URC doing the interpretation of socket element dependencies 616.9
616.10

Provigle general timeout variables and timeout variables for notify elements to represent user
response timeouts implemented

Provi&lie atomic resources at runtime for those socket elements that are marked to come with | 6/6.11
atomif resources at runtime

Provigle at least one target-URC network link (see 8.2 for TUN requirements) 617

3 ITormative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 24752-2, Information technology — User interfaces — Universal remote console — Part 2: User
interface socket description

ISO/IEC 24752-3, Information technology — User interfaces — Universal remote console — Part 3:
Presentation template

ISO/IEC 24752-4, Information technology — User interfaces — Universal remote console — Part 4: Target
description

© ISO/IEC 2008 — All rights reserved 3
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ISO/IEC 24752-5, Information technology — User interfaces — Universal remote console — Part 5: Resource
description

ISO/IEC 10646, Information technology — Universal Multiple-Octet Coded Character Set (UCS)

W3C Recommendation: Extensible Markup Language (XML) 1.0 (Third edition), 04 February 2004,
http://www.w3.0rg/TR/2004/REC-xm|-20040204/

4 Terms and definitions

For the purpgses or this document, the Tollowing terms and aerinitions apply.

41
atomic resouirce
resource that|is used as an atomic entity in the construction of a concrete user interface

EXAMPLE Atomic resources include label resources, help resources, access key resources ang, keyword resourcgs.

NOTE An| atomic resource may be of any form, including text, images, sounds, animations and video clips}{ See
ISO/IEC 24753-5.

411
supplemental atomic resource
supplemental resource that is used as an atomic entity in the construction of a concrete user interface

41.2
target atomi¢ resource
target resourge that is used as an atomic entity in the construction of a concrete user interface

4.2

command
socket elemgnt representing a core function thata user can request a target to perform that canrot be
achieved thrqugh the manipulation of the valugof a single variable

EXAMPLE 2| ‘reset’ or ‘submit’ operation

NOTE See ISO/IEC 24752-2.

4.3
command parameter
variable whoge value is used for the execution of a command

NOTE See ISO/IE€24752-2.

4.3.1
input parameter
variable whose value is read by the target before execution of a command, to affect the execution and its
result(s)

NOTE See ISO/IEC 24752-2.

4.3.2

output parameter

command result

variable whose value is updated by the target after execution of a command, to reflect a result of the
execution

NOTE See ISO/IEC 24752-2.

4 © ISO/IEC 2008 — All rights reserved
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4.3.3
input-output parameter
variable used as input and output parameter for the same command

NOTE See ISO/IEC 24752-2.
4.3.4
global parameter

reference from a command to a variable that serves as an input or output parameter for the command

NOTE See ISO/IEC 24752-2.

4.3.5
local [parameter
input pr output parameter that is attached to a command

NOTE See ISO/IEC 24752-2.

44
constant
elemgnt of a socket description representing fixed or constant informationthat is known before ryntime

EXAMPLE model number

NOTE See ISO/IEC 24752-2.

4.5
conngction
assodiation established between functional units for data transmission

[ANSDIT]

4.6
contgxt of use
use cpntext

users| tasks, equipment (hardware; software and materials), and the physical and social enyironments in
which a product is used

[ISO $241-11:1998]

4.7
control phase
time period during which a URC and a target initiate, maintain and terminate a control session between the
URC and a speeific target socket

4.8
device
physical device with a built-in user interface that can also be controlled electronically

EXAMPLES light switches, thermostats, home appliances, audio-visual equipment, vending machines and point-of-sale
devices

4.9
discovery
process by which a URC locates and connects to targets in its environment

410

discovery phase
time period during which a URC scans the environment for available targets and identifies their sockets

© ISO/IEC 2008 — All rights reserved 5
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4.11
element

fundamental logical unit of an XML document

412

extensible markup language

XML
meta-markup

NOTE

language that provides a format for describing structured data

XML has no fixed tag set or application semantics.

413

hierarchical
in a top-down
NOTE Se

4131

grouping reiource

ructure of user interface socket elements or user interface implementation descriptian ele
fashion that is provided externally to a socket description

e ISO/IEC 24752-5.

supplemental grouping resource

grouping resq

414

urce that is provided externally to the target, by resource services

interface generator

software that

NOTE In
resources and

4.15

notification
special state
EXAMPLE a

NOTE Se

4.16

generates a user interface for a target that is appropriate for a known context of use

the context of ISO/IEC 24752, interface generation is dypically based on the socket description,
presentation templates provided by the target

bf a target in which normal operation is:suspended

h exception state

e ISO/IEC 24752-2.

personal diglital assistant

PDA
pocket-sized
information

4.17
presentation
PreT

computer with\.communication capability, typically used to store an individual's pe

template

ments

htomic

sonal

XML docume
EXAMPLE ¢
NOTE

418

THthat contaims modatity=imdependent presentatiorminformmation for a userinterface socket

rouping and ordering of elements

It is expressed using the presentation template markup language (see ISO/IEC 24752-3).

presentation template markup language

PreTML

XML language for specification of presentation templates

NOTE

The language is specified in ISO/IEC 24752-3.

© ISO/IEC 2008 — All rights reserved
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4.19
resource

object that is used as an entity or to support decision making in the construction of a concrete user interface

EXAMPLE Resources include user interface implementation description, resource sheet, and any kind of atomic

resource such as label resources, help resources, access key resources and keyword resources.

NOTE See ISO/IEC 24752-5.

4.19.1
target resource
resource provided by a target

4.19.
supp|emental resource
resource made available externally to a target

4.19.
standard resource
resource in the format specified in ISO/IEC 24752-5

4.19.
access key resource

atomif resource that specifies a single character that can be “used in combination with a
mechpnism to move the focus to an element of an interface

NOTE] When an access key is bound to a command, entering-the access key will activate the comman
4.19.

help resource

atomif resource intended to be used to provide help to a user of a target

4.19.

keywprd resource

atomif resource that specifies a keyword pertaining to a referenced element

4.19.7

label resource

atomif resource used to lakel, .identify or present an element in a user interface

EXAMPLE The label “dohn F Kennedy International Airport” could be used to present the value “JFK”, or

“Destipation” could be,used to identify an input field where the user must enter a travel destination.

4.19.71
supp|ementallabel
label fesodrce made available externally to a target

URC-specific

he label

4.20
resource description
description of a resource in terms of its properties

NOTE A resource description is described in the Resource Description Framework (RDF)
ISO/IEC 24752-5.

format. See

4.21

Resource Description Framework

RDF

specification being developed by the W3C to provide an infrastructure to support metadata on the Internet and
WWW

NOTE See http://www.w3.org/RDF/.

© ISO/IEC 2008 — All rights reserved
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4.22

resource directory

hierarchical d

NOTE
subdirectories)

irectory of resources and resource services

, and may reference user interface implementation descriptions and resource services.

Resource directories may contain or reference resource sheets and other resource directories (as
Resource

directories facilitate the selection of appropriate resources and resource services for the URC. Each node in the resource
directory tree provides hereby a “scent” of the properties of its direct and indirect content. A resource directory description
is based on the Resource Description Framework (RDF). See ISO/IEC 24752-5.

4.23

resource service

service that p
beyond the tg

NOTE Se

4.24
resource sef
description of

rget resources
e ISO/IEC 24752-5.

vice description
and reference to a resource service

rers,

NOTE A Jresource service description is given in the Resource Description Framework (RDF) format.| See
ISO/IEC 24753-5.

4.25

resource she¢et

file or part of g file that contains atomic resource descriptions

NOTE A fesource sheet is described in the Resource Description Framework (RDF) format. See ISO/IEC 247p2-5.
4.26

resource-URC network

RUN

network conpecting the URC to sources of supplemental resources and user interface implementation
descriptions (UIIDs)

NOTE It may employ any networking and connection technologies.

4.27

service

functionality made available to a-Gser electronically

EXAMPLE ah airline reservation’service, currency translation services, weather forecasting, restaurant
recommendatipns, etc.

4.28

session

Control Session

period of cornrettionbetween—=a talyct'a socket-and—a—UREfor-thepurpose—of-user-operationof-the—socket

through a URC

4.28.1

shared sessions
sessions of one socket in which the socket element values are common or shared (across sessions) for

socket eleme

4.29
socket

nts with the same identifier

user interface socket
machine-operable access and control point for a target

NOTE Se

e ISO/IEC 24752-2.
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4.30

socket description

user interface socket description

specification that describes the functions and properties of a socket

NOTE A socket description is expressed in XML with the markup language specified in ISO/IEC 24752-2.

4.31
socket element
variable, constant, command or notify

NOTE—See ISOUEC 24752-2

4.31.1
dimensional socket element
homogenous set of values pertaining to a socket element

NOTE See ISO/IEC 24752-2.

4.32
socket element component

elemgnt component

one vplue out of a set of values for a dimensional socket element

NOTE See ISO/IEC 24752-2.

4.33
socket set
set
set cqmposed of socket elements and other sets

NOTE| See ISO/IEC 24752-2.

4.33.1
dimepsional socket set

repeating socket set

homogenous collection of setswith different indices

NOTE See ISO/IEC 24%52-2.

4.35

target description

TD

document containing information on a target that is necessary for discovery of and access to the target and its
sockets

NOTE There is one target description per target.
4.36

target instance identifier
identifier for a target instance that is unique among all targets with the same name
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4.37

target resource

resource that

4.38

is provided by a target in its local network environment

target-URC network

TUN

network connecting the target and the URC, which may employ any networking and connection technologies

NOTE Exam

ples of connection technologies include Ethernet, Bluetooth, and 802.11. Examples of networking

technologies include UPnP and Java/Jini.

4.39
target-URC 1
TUNL

link between
NOTE Each

EXAMPLES

4.40

etwork link
b target or a URC and the target-URC network
TUNL is specific to the particular networking and connection technologies that are Gsed.

a “UPnP on Bluetooth TUNL”, a “Jini on 802.11b TUNL”, or a “Jini on Bluetgoth TUNL”

universal remote console

URC
device or soff

NOTE Th

used to contrg
requirements.

4.41

user interfade

ul
means by wh

NOTE Th
actions the usq

4.42

ware through which the user accesses a target

b URC is capable of rendering a user interface for any, target. It is “universal” in the sense that it
| any target. It is assumed that users will choose@yURC capable of meeting their personal inte

ch a user interacts with a target

b interface includes information.displayed to the user, values the user can enter or manipulate, and a
r can instruct the target to take.

user interfade implementation description

uliD
description fg

NOTE Mg
particular class

r implementing a user interface to a target, based on the target’s socket

y take the form of a standard description of a user interface, or consist of executable code intende
of URC.

an be
action

| other

i for a

4.43
variable

socket element representing a value relevant to the target’s user interface that may be varied by the target or

the user

NOTE

10

See ISO/IEC 24752-2.
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5 Universal remote console (URC) requirements

5.1 General

A universal remote console (URC) is a device or software through which the user accesses a target. The
URC is “universal”’ in the sense that it can be used to control any compliant target. It presents interfaces for
compliant targets to the user and relays user actions to these targets. The URC may present the information
to the user in whatever form (visual, auditory, etc) works for the user, the URC, and the environment (e.qg.
driving, in a quiet environment, etc). This International Standard does not impose any requirements on which
form a user uses.

This $ection states the general requirements that shall be met by a compliant universal remo}e console, in
order|for targets to be discovered and chosen by the user of the URC, and for a control sessipn between a
URC pnd a target to be established, maintained and terminated. This document does nat\provide instructions
for implementing this International Standard on specific networking platforms.

5.2 Discovery management

5.21| General
Discovery management comprises functions that handle the discovery\of available targets and fheir sockets,

and presentation of this information to the user. The URC buildsyon the existing discovery| mechanisms
provided by the implemented target-URC network links (see 5.5)!

5.2.2| Support for target discovery
In thel discovery phase the URC discovers targets and.retrieves information about them through{ TUN specific

mechpnisms and interpretation of the target description (see 5.2.4). The International Standard does not
defing specific ways for the URC to present thisinformation to the user.

5.2.3| Retrieving documents from the target

5.2.31 General

The WRC shall be able to retfieve documents from a target through a TUN specific fetch mgchanism (cf.
6.1.2). The URC needs tq interpret URIs in order to retrieve the documents that the URIs reference. This
includes the resolution of focal URIs based on their context.

The WRC shall recognize the specified MIME types of target description (see ISO/IEC 24762-4), socket

descrjption (see ISO/IEC 24752-2), presentation template (see ISO/IEC 24752-3), resource [directory and
resource sheet(see ISO/IEC 24752-5).

5.2.3 , \Caching

For the purpose of caching, the URC may assume that a document provided by the target is stable over time if
it doesn't change its identifier (URI) and modification date. If two documents have the same identifier but
different modification dates the URC may assume that elements with identical identifiers remained
unchanged.

Document retrieval may happen in both the discovery and control phase.

5.2.4 Interpretation of the target description

Cross-platform information on a target is conveyed in the form of a target description (TD), according to
ISO/IEC 24752-4.

NOTE A TD is written in XML and is independent from any natural language.
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The URC is not required to interpret all information contained in a TD. However, the URC shall be able to
identify a target and open a control session with one of its sockets. This includes the discovery of a socket
description which is referenced from the TD.

5.2.5 Invocation of a target's locator function

A target's locator functions can be made available to the user if available on a target. A locator function is
described in the target description and invoked by a URC in a manner that is specific to the TUNL (see 5.5),

involving the

identifier of the locator element in the TD.

5.3 Session management

5.3.1 Gene

Session man
URC and a t3

5.3.2 URC

5.3.2.1

A URC shall
The open ses
for example t

Ggneral

ral

pgement comprises functions for opening, maintaining and closing control sessions betw
rget's socket.

bpen session request

Eupport an open session request to a target, identifying the socket by URI as specified in th

hrough a session forward request (see 6.5.7).

een a

e TD.

sion request may also contain an authorization code that the URC has received from the farget,

The target may accept or reject the open session request, or forward the URC to another socket (on the [same
or a different farget).

The open segsion request and the target's response arespecific to a particular TUN platform (see 8.2).

5.3.2.2 URC preferences

The URC ma3y indicate a set of preferences*(coded as string in UCS according to ISO/IEC 10646) with the
open session|request.

NOTE It |s intended to address the™area of preferences (and related vocabularies) in future versions pf this

International S

5.3.23 Ta

If the target a
provided by t

rget accepts request

andard.

ccepts therequest, the URC establishes a control session with the socket. A session ident|
ne target'which is to be used for further events on the session (see following sections).

53.24 Ta

Fgétrejects request

fier is

If the target rejects the request, the URC should inform the user in an appropriate way.

53.25 Ta

rget forwards request

If the target forwards the URC to another socket, the URC should send an open session request to the

specified targ

et and socket.

In general, a socket that the URC is forwarded to is specified by its name (URI), as given in the TD of the

socket's targ

et. In addition, TUN platforms may use specific forwarding mechanisms to expedit

forwarding process.

12

e the
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5.3.3 URC suspend session request

5.3.3.1 General

A URC may request that an active session with a target's socket be suspended. A suspended session may
be resumed later via the resume session request (see 5.3.4), if it hasn't timed out.

5.3.3.2 Suggested timeout

The URC may provide a suggested timeout together with the suspend session request.

5.3.33 Target response
The target responds to a suspend session request by either rejecting or granting the request. Upon granting,

the target will provide a tentative timeout value for the suspended session to the URCx, ‘HoweVer, the target
may 3t any time decide to drop the session, even before the tentative timeout occurs.

5.3.4| URC resume session request

5.3.41 General

A URC may request that a suspended session be resumed. The)URC shall transmit a sespion identifier
togetler with the request. The session to be resumed may haye.been suspended on the same|URC or on a
differ¢nt one. (Thus a session can be transferred from one URC-to another.)

5.3.42 Target response

The target responds to a resume session requestby either rejecting or granting the request. Upon granting,
the URC re-establishes a control session with the session's socket.

5.3.5| URC close session event

The URC shall support a Close Session event that is sent to a target's socket for the purpose of finishing the
contrgl phase.

NOTE The URC close session event is typically not the regular way of exiting an application. For cormpplex tasks the
built-in Ul of a target will likely.contain "exit" or "reset" cues (see 6.5.4.2).

5.3.6| Support forabort session event

The URC shall"support an abort session event from the target. Upon receiving this event the URC shall alert
the uger to the.aborted session in an appropriate way.

5.3.7| Established connection

During the control phase, the URC shall track connection status information from the underlying network
(TUN), so that it can determine whether it is still connected with a target, and react appropriately.

5.3.8 Support for session forwarding

A target may request the URC to open a session with another socket at any time of a control session. There
are two types of session forwarding: one that closes the old session (“destructive forward”) and one that keeps
the old session (“spawn forward”).

For session forwarding, the target sends a session forward event to the URC, identifying the type of the
forwarding, and containing the URI of the new target and identifier of the specific target socket the URC is
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forwarded to. The session forward event may also contain an authorization code for the URC to open the new
session.

On receipt of a session forward event the URC may send an open session request (see 5.3.2) to the socket
that was specified in the session forward event, including the identifier of the new socket, and an authorization
code, if given in the event. However, the URC may choose not to do so, in particular for the following
reasons: The specified socket may be unavailable on the target-URC network used to communicate with the
original socket, in which case the user shall be notified. Or the URC may conclude, with the aid of the user
and security negotiation software on the URC, that the new socket is not trusted.

For destructive session forwards, the URC may omit the close session event (see 5.3.3) if it has received an
abort session_event (an 858 ‘3) already from the target

5.4 Socket management

5.41 General

After a succdssful open session request by a URC, a session is created and maintained between a tdrget's
socket and the URC.

A URC may |have multiple sessions open at the same time if connected to_multiple sockets (on the [same
target or mulfple targets).

The socket npanagement on the URC comprises functions for synchronizing socket elements over the| TUN.
This include$ updating the socket in response to a user-initiateéd value change. This synchronigation
mechanism i$ implemented via the TUNL (see 5.5), which relies.on networking platform-specific mechahisms
for achieving [the synchronization.

This Internatjonal Standard builds upon a distributed ebject implementation provided by an undgrlying
networking lalyer (TUN). Implementers of this Internatiohal Standard may either use an existing (middlgware)
solution for a|distributed object model, or implement thieir own version.
The implemeptation of a synchronization mechanism for socket elements is specific to the TUN platform (8.2)
and beyond the scope of this document. Typieally, an event-based update mechanism is assumed, though

polling may &lso be employed. In the following subsections, the term "propagation” is used to include all
possible syndhronization mechanisms,

5.4.2 Synchronization of variables and calculation of variable values
5.421 Ggqgneral

Socket varialjles are specified in ISO/IEC 24752-2.

The values pf the) socket variables (except for stream types), and their components, if any, shall be
synchronized| with’the corresponding session on the URC.

NOTE For variables with stream types, the stream may or may not be managed by the socket.

NOTE A target may share a variable across multiple sessions (with multiple URCs). In general, a URC cannot
determine whether a variable is shared with other sessions or not. However, the ‘sharedSessions’ attribute of the
<socket> element in the target description may provide hints (see ISO/IEC 24752-4).

5.4.2.2 Acceptancel/rejection

If a value is changed on the URC (e.g. in response to a user's action) this change shall be propagated to the
socket on the target. The socket may accept or reject the change. If the change is accepted it is propagated
back to the URC (and all other connected URCs). If the change is rejected the socket notifies the URC about
the rejection. The URC shall update the variable value according to the socket's instructions.
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5.4.2.3 Only new values
A URC shall not propagate changes to the target where the old value is equal to the new value of a variable.

NOTE It is necessary to make it possible for the socket to reject a variable change from the URC. This is because of
network uncertainties (delays) and security reasons. Pertinent use cases include that the variable is not writeable at the
time of the change but the URC has not yet received a state change from the socket that would make the variable's write
dependency false. Or multiple URCs are changing one variable at the same time in which case it is up to the socket to
decide which value to accept.

5.4.2.4 Undefined values

A URC shall support information on undefined variable values which are specified @as| part of the
synchronization information from the target.

A URC shall not request that a variable’s value be set from undefined to a defined value:

As long as a socket element’s value is undefined, the URC should not present t0, the user any user interface
object that is mapped to the variable.

NOTE|1  Variable’s values may be undefined for various reasons. For exdmple, they may have failed to initialize
propefly. Or they may reflect features that are not available on a particular targetiinstance.

NOTE|2 In dependency expressions, an author can check whether“a-variable’s value is defined with the function
uis:hagDefinedValue(String id), see ISO/IEC 24752-2.

5.4.25 Regarding 'calculate’ attribute

The URC may or may not make use of a calculate attribute attached to a socket variable. If it makes use of i,
it canlimprove response times on the client. However, the URC shall not propagate a change t¢ the socket if
the change is triggered by the calculate attribute,

In any case, the target is responsible fofsupdating the value of the variable and propagate changes to the
conngcted URCs. In case of a conflict,.the target-provided value takes precedence over the cli¢nt-calculated
value

NOTH Nothing in the above should be construed as implying that 'synchronous' or blocking rgmote method
calls @re used to synchronize the values of socket variables between URC and target. The synchronization of

multigle socket variables may proceed concurrently and asynchronously, subject only to the target respecting
constfaints in the socket description and the URC respecting values returned from the target.

5.4.3| Command‘and synchronization of command state

5.4.3/1 General

Sockét eommands are specified in ISO/IEC 24752-2.

A URC shall support an invocation request on a socket command through TUN platform specific mechanisms,
by providing the identifier of the command element in the socket description.

NOTE Nothing in the above should be construed as implying that 'synchronous' or blocking remote method calls are
used to invoke commands on the target or to synchronize the states of socket commands between URC and target. The
synchronization of multiple socket commands may proceed concurrently and asynchronously, subject only to the target
respecting constraints in the socket description and the URC respecting state values returned from the target.

5.4.3.2 Acceptancelrejection

The request for execution may be rejected by the socket in which case the socket will notify the URC about
the rejection.
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5433 Lo

cal input parameters

On request for execution of a command with local input parameters the URC shall send to the target the

values of all
mechanism.

local input parameters that the command contains.

This happens in a TUN platform specific

No other synchronization of a command’s local input parameters to the target or from the target shall take

place.

NOTE

Global input parameters (references from a command to variables that serve as input parameters for the

command) are not conveyed to the target in this way. Instead, they are synchronized on value changes as specified for
variables (see 5.4.2).

5.4.3.4 Local output parameters

5.4.3.41 General

On return of & command with local output parameters the URC shall receive from the target the valueq of all
local output parameters that the command contains. This happens in a TUN platform‘specific mechanism.

No other synghronization of a command’s local output parameters to the targetor from the target shall take
place.

NOTE Glgbal output parameters (references from a command to variables.that serve as output parameters for the
command) are|not received from the target in this way. Instead, they are synchronized on value changes as specified for
variables (see p.4.2).

5.4.3.4.2 (Qoncurrency restriction

A command ¢f type uis:basicCommand or uis:timedCommand shall not be invoked multiple times unlegs the
previous exegution has returned and the previous results (values of output parameters) have been received.
NOTE Th|s restriction does not apply to commands of type uis:voidCommand which cannot have output orfinput-
output parameiers (see ISO/IEC 24752-2).

5.4.3.5 Cdmmand state

A command pf type uis:basicCommand or uis:timedCommand has a state which is synchronized only one-
way between|a socket and the connected URCs. A URC shall support updates from a target with regard to a
command’s dtate - only the targét can change the state of the command, and a URC shall not change the
state of the command.

The URC shpuld respect the meaning of command states, as defined in ISO/IEC 24752-2, and indigate a
command's sfate andtimeToComplete (when relevant) to the user.

5.4.3.6 timeTFoComplete

A command of type uis:timedCommand has a timeToComplete field that is only valid if the command state is
inProgress. timeToComplete is synchronized one-way between a socket and the connected URCs. A URC
shall support this synchronization. The value of timeToComplete is a hint from the target to the URC as to
how long the estimated time to complete is — no guarantee is provided by the target whatsoever. A URC shall
not change timeToComplete - only the target can change it.

5.4.3.7 Undefined command states

A URC shall support information on undefined command states which are specified as part of the
synchronization information from the target. This applies only to command types that allow for command state
information (uis:basicCommand, uis:timedCommand).
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As long as a command’s state is undefined, the URC should not present to the user any user interface object

that is mapped to the command.

NOTE In dependency expressions, an author can check whether a command’s state is defined wi
uis:hasDefinedValue(id), see ISO/IEC 24752-2.

5.4.4 Notification receipt and acknowledgment

5441 General

Socket notifications are specified in ISO/IEC 24752-2.

th the function

A UR( shall provide support for receiving and acknowledging notifications.

If a sgcket notification becomes active (triggered by the target's socket), a URC should present th
in an pppropriate way.

NOTE A target may share a notification across multiple sessions (with multiple URCs). In general,
determine whether a notification is shared with other sessions or not.

Explicit user acknowledgment

rget can require that a notification be explicitly acknowledged by the user (see ISO/
<expl|citAck> dependency). In this case, the URC should request the user to acknowledge th
Upon| the user's acknowledgment, the URC shall send a_Notification Acknowledge event f{
Howeyver, the URC shall not change the notification's state‘on its own, but rather wait until the tar
the nqtification (by setting its state back to "inactive").

EXAMPLE A URC requests a user to explicitly acknowledge a notification by providing a dialog box with 4
Pressing this button is an explicit acknowledgement.
5.44. Stacked notifications

A target may activate a notification ‘while another notification is already active. In this casq
notifigation takes priority over the first. The URC shall keep a stack of notifications with the m

ost recently activatedvnatification is always the one presented to the user. If the target i
tification the nextmnatification on the URC's stack becomes active again and is presented {
o the URC to ensure that the user doesn't accidentally dismiss a new notification if it is pre

the uger is responding to a previous notification.
NOTE] To_prevent misuse such as denial of service attacks, a URC can quit the control session with th
time, if the target is overloading the URC by notifications or other events. In this case the URC should sen

sessign event (see section 5.3.5) before aborting the session.

is to the user

a URC cannot

EC 24752-2,
e notification.
o the target.
et dismisses

n "OK" button.

, the second
ost recent on
| to the URC,
ctive, so that
activates the
o the user. It
sented just as

e target at any
d a URC close

5.4.5 Actual indices for dimensional socket sets/elements

The sets of actual index value combinations for every dimensional socket set and socket element, if any, shall
be synchronized between the socket and the URCs that participate in a joint session with the socket.

The URC may request to add or remove an actual index for a dimensional socket set or element. Since
indices are dealt with in a hierarchical fashion (“index path”), this request shall include all indices of the index
path which precede the set/element where a new index is requested to be added (or the actual index is
requested to be removed, respectively). The request may include proposed initial values for resulting new
socket element components, if a new index is requested to be added.
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The socket will either accept or reject the modification. If it accepts the modification this is propagated back to
the URC (and all other connected URCSs). If it rejects the request the socket notifies the URC about the
rejection.

A URC shall update its corresponding session upon receipt of a modification of the actual index values for a
dimensional socket set or element. In case of a new index being added the socket will provide initial values
for the resulting new element components, and all connected URCs shall initialize the new components’
values according to the socket's instructions.

5.4.6 Support for socket element dependencies

A URC may
It should proyide support for all other dependencies of variables, constants, commands and notifiCg
socket element dependencies are specified in ISO/IEC 24752-2.

ands.
tions.

n and
ocket
ent is

This includes|the interpretation of the dependency values (as XPath expressions) upon opening a sessio
whenever thgir value changes within a session. The URC should indicate to the usef~whether a s
element is refadable or writeable, and whether the set of actual indices for a dimensienal socket elem
modifiable, a¢cording to the current dependency values.

5.4.7 User fesponse timeouts

5471 Gdneral

A URC shall support timeout variables and timeout constants.

The following slow

performance.

requirements apply to timeouts generated by the‘target as a result of user inactivity o
These are referred to as 'user response timeouts'.

5.4.7.2 Timeout variables and constants

Values for u
variables and

ber response timeouts are negotiated“between a target and a URC by the means of timeout
constants, as defined by ISO/IEC24752-2 (‘timeout’ attribute for variables and constants).

Timeout variI
timeouts of t
timeout event.

bles and constants hold thesvalue of the timeout duration of one or multiple user response
e socket. They do not represent count-down timers indicating the remaining time to the next

5.4.7.3 Updating a timeout variable

The URC magy present thevalue of a timeout variable/constant to the user. The URC may update a tifneout

variable accd
synchronizati
means that a

rding to(an" internal user model or provide a mechanism for the user to set the value.
bn of-atimeout variable follows the rules for variable synchronization (see section 5.4.2).
URGC's update of a timeout variable may be rejected by the target.

The
This

NOTE Under this scheme, the URC can sometimes request longer timeouts in advance of the timeout actually
occurring, but the target has ultimate control of when a timeout period is up, and whether to offer the user the option of
requesting more time at the end of that period.

5.5 Target-URC network link on the URC

5.5.1 General

The target-URC network link (TUNL) on the URC is the link from the URC to the target-URC network. A URC
can support multiple TUNLs allowing it to function with different network technologies and platforms. Every
URC shall provide at least one TUNL. Each TUNL is specific to the particular networking and connection
technologies that are used. Examples would be a “UPnP on Bluetooth TUNL”, a “Jini on 802.11b TUNL”, etc.
See 8.2 for further details on target-URC networks.
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The specification of TUN platform specific techniques and mechanisms to implement this International
Standard on a particular platform is outside the scope of this International Standard.

5.5.2 Support for atomic resources provided by the target at runtime

The URC shall support reception and updating of atomic resources at runtime for those socket elements that
come with atomic resources at runtime (includesRes="true”, see ISO/IEC 24752-2).

Atomic resources of those socket elements may change at runtime.

5.6 Resource-URC network link (RUNL) on the URC

5.6.1| General

The resource-URC network link (RUNL) is the link from the URC to the resource-URE ‘networtk. The URC
may gontact one or more resource services through the RUNL in order to retrieve supplemental resources that
can bp used wherever needed.

NOTE Supplemental resources can be used wherever needed, such as: for gonstructing tailored usgr interfaces for
sessigns with sockets; for translating information on a target or socket into anather’ language; for displaying images for
discoered targets and sockets instead of their label; etc.

A RUNL is specific to the particular networking and connection techhologies that are used on the resource-
URC hetwork.

This International Standard does not specify any particular RUNL, nor does it specify how the YRC requests
resources from a resource service.

EXAMPLE Web service based technologies such as "SOAP over HTTP over TCP/IP".
5.6.2| Locating resource services

Resoyrce services provide supplemental® resources (beyond the target resources) for target| descriptions,
sockdt descriptions and user interface\implementation descriptions (UlIDs). A URC may employ|any resource
servide that is available on any network link (RUNL) of the URC.

A UR[L may use, but is not limitéd to, any of the following ways to locate a resource service:

a) The target description)includes a reference to a resource service, via the <ResSvcDesc> element in a TD,
as specified in ISO/NEC 24752-5.

b) The link to-alfesource service is hard-coded into the URC, or the URC retrieves it from a known server
gddress\TFypically the resource service would be maintained by the URC manufacturer.

c) There,are known public directory services for resource services, for example based on UDDI

5.7 User interface generation

5.7.1 General
Finally, a URC shall provide a concrete user interface for a control session with a target's socket, based on

the socket description and target resources, and optionally involving target-external resources (supplemental
resources).

5.7.2 Use of target resources and supplemental resources

The URC may use the target resources or use supplemental resources obtained from resource services (or
any combination of them). It may use a grouping resource or a user interface implementation description
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(UIID) obtained from the target or through the resource-URC network or any other source (e.g. a UIID
available on the URC). There are no limits regarding the possibilities of mixing and matching as long as the
target's socket is used as the vehicle for controlling the target.

5.7.3 Use of atomic resources

Labels and other atomic resources can be defined for a socket element and for a UIID element that binds to
the socket element. When basing a user interface on a UIID, the URC should give precedence to the atomic
resources defined for the UIID element, if it is specified. If no atomic resources are given for a UIID element,

the URC should use the appropriate atomic resources for the socket element that the UIID element binds to.

5.7.4 Prefe

As a genera
published by
preferences ¢

As a conseq
construction,

preferences |
preference to|

5.7.5 Abou

Nevertheless

this specificafion for what constitutes user preferences.

the session,
reasonable in
URC, for exa

5.7.6 Ordelfing of elements

A URC need
or UIID docu
given the limi

5.8 Security

See 9.2.

6 Target

t user preferences

rence for resources from target vendor

principle, the URC should construct a user interface which is as close to one designe
the target vendor as is practical given the limitations of the URC device and the”need
f the user.

lence, when the URC has multiple resources available to fill a single role.in the user int
such as multiple labels that all are applicable to the same socket element,/in the absence o
hdicating otherwise the resources provided by the target and targef\vendor should be us
those offered by third parties.

the URC still may elect to employ any applicable resolirces. There is no standard establis
This may'be an interactive input from the user

a setting made by the user during other sessions“performed with this same URC, or e
ference from the product class of the URC itself. YA consumer who elects to buy a speech

mple, can reasonably be assumed to prefer audio display of labels.

not construct a user interface that-preserves the ordering of elements within a socket desc

ations of the URC device and the needs and preferences of the user.

 and privacy requirements

components and requirements

6.1 Discovery management

i and
5 and

prface
f user
bed in

ned in
juring
ven a
butput

iption

ment, but it is recommended that target vendor's ordering be preserved as far as is practical

6.1.1

General

Discovery management comprises functions that handle the advertisement of available sockets to the network

and dissemination of their properties to interested URCs.

mechanisms

provided by the implemented target-URC network links.

The target builds on the existing discovery
In the discovery phase the targets

advertise themselves to URCs through platform-specific mechanisms and the distribution of the target

description.

20

© ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=571ca63f1425ca3aa4913f429351c99a

6.1.2

ISO/IEC 24752-1:2008(E)

Target instance identifier

A target shall have an instance identifier that is made available to the URCs through all of the target’s target-

URC

network links. The instance identifier shall be unique among all targets with the sam

ISO/IEC 24752-4).

NOTE

The target instance identifier is made available to the URC through TUN-specific ways (see 8.2

€ name (see

.2), and can be

referred to in atomic resource descriptions (see ISO/IEC 24752-5). However, target description and socket description are
supposed to be common for all instances of a product, and therefore do not bear references to target instances.

6.1.3

Support for document deployment

A target shall provide a TUN-specific fetch mechanism that allows a URC to retrieve the tafgd

sockdt descriptions and target resource sheets by URI.

auth
The
descr
resou

To f4
mech

Docu

6.1.4

This fetch mechanism may~optig
tication mechanisms for URC and/or target.

rget shall support the specified MIME types of target description (see ASO/IEC 247
ption (see ISO/IEC 24752-2), presentation template (see ISO/IEC 24752-3), resource
rce sheet (see ISO/IEC 24752-5).

cilitate performance improvements through URC-side cachingi/the target may sug

ment deployment shall be available in the discovery AND inithe control phase.

Target description

A target shall provide exactly one target description {TD), independent of the number of sock

provig

The t
the U
conta

NOTE
the dig
target

NOTE
which

NOTE|

es. The format of a target description is specified in ISO/IEC 24752-4.

brget description shall contain pointers to socket descriptions for all of its sockets (includi
RC may be forwarded to). It shall.also reference, through its resource directory, all req
ning the required target resources (see 6.4.4).

1 The target description is an, XML document that provides all information and references require
covery phase, allowing the URC.to discover, identify and understand a target and its socket(s). The
description is provided to the URC by the target in a TUN platform specific way.

2  The TD is writteh~in a TUN platform independent manner (except for platform-specific mapp
may be included).-An.example target description for a digital thermometer is provided in Annex C.1.

3  The TDSs-independent of natural languages. target atomic resources (see 6.4.2) and/or suppl

resources need tobe employed so that relevant parts of its content can be rendered to a user.

6.1.5

Locator functions

t description,
nally include

62-4), socket
directory and

port specific

Bnisms such as conditional document requests, based on the meodification date of the document.

bts the target

hg those that
ource sheets

d by a URC in
location of the

Ing information

bmental atomic

Locat

r Tunctions that are specitied In the target description can be InvokKed during the discove

y and control

phases by a URC in a manner that is specific to the TUN. The identifier of the <locator> element is used to
identify the specific locator function.

6.2 User interface socket

6.2.1

The user interface socket provides the actual access to and control of a functional unit of the target.

General

The

socket is used to operate the target from a universal remote console (URC) once a control session is initiated.
A socket exposes the functionality and state of a target in a machine-interpretable manner so that a URC can
access and operate it, thus providing access and control to the URC user.
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NOTE A Ul socket is independent of a TUN platform. At runtime, a Ul socket is connected to one ore more TUN
platforms through target-URC network links.

6.2.2 A target’s sockets
A target shall provide one or more user interface sockets (or short "sockets"). A socket is located on a target.

NOTE In an object-oriented implementation of a URC, the socket might be represented on the client side as a proxy
object. We recommend calling this object “socket mirror object”, to make a differentiation to the target-side master socket.

If a target has multiple sockets, each socket shall represent a functional unit of the target's functionality. In
order to acc i ' i i ion | ' i stract
fashion rathel than providing a specific format for the interface (e.g. a visual interface, a verbal interfage, an
interface optiized for a PDA, etc).

Collectively, the target's sockets shall provide access to all of the functionality provided by the’built-in user
interface of the target.

6.2.3 Sockeét elements

6.2.3.1 Ggneral
A socket confains variables, constants, commands and notifications.

a) The varipbles represent dynamic data related to the state of the user-target interaction. They shall
include 3ll of the dynamic data on the target socket's state.a.user can perceive and/or manipulat¢, and
may alsq include additional dynamic supporting data that is not presented to the user. Example varjables
include the volume of a television, or the current floor of an‘elevator. All variables have a value. A ftarget
may chahge the value of a variable at any time. A URC"may attempt to change the value of a varigble at
any timel but the target may accept or reject the change. Changes of a variable on one end (tarpet or
URC) ar¢ propagated to the other end immediately (two-way synchronization).

b) Constang elements represent fixed or constant'information known before runtime, such as a safety hotice
or model|number.

c) A command is a core function that\a-user can request a target (through its socket) to perform and that
cannot bg represented by a variable. The commands shall include all of the target functions that dan be
called explicitly or implicitly byzusers. Examples include the ‘search’ command of an airline reseryation
system dr the ‘seek’ command of a CD player.

d) The notifications are special states where normal operation is suspended, such as an exception |state.
Notificatipns are triggered by the target. Examples include an announcement made by a public address
system in an airport, ‘a clock alarm, or a response to invalid input for a field of a form. A natification|has a
state, whlich shall*be made available for inspection by the URC. Only the target (through its socket) can
update ttlle state of a notification; updates are propagated to the URC.

The socket is responsible for maintaining accurate value and state information for variables, commands and
notifications.

6.2.3.2  Multiple connected URCs

The socket may share variable values, and command and notification states among multiple connected
URCs, or maintain separate sets (sessions) for each URC. For shared elements, the socket shall propagate
the changes to all connected URCs.
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6.2.3.3  Multi-user and single-user targets

A multi-user target such as a television may maintain a socket that shares all variables for all connected
URCs. A single user target such as a currency conversion service may maintain a socket that has multiple
copies of the variable set, each for every connected URC. Other targets may adopt a mixed approach. For
example, an elevator with multiple URCs connected may have some shared variables (e.g. the position of
each elevator) and some URC-specific variables (e.g. the user's desired floor).

6.2.3.4 Synchronization

This International Standard builds on top of existing networking platforms rather than replacing them. It relies

on -I-llll“JI pidtfullll prb;ﬂb Wdyb Uf Dyl IbillUll;L;lly ti 1 bUb;\Ct btdtc IUUtVVCCII d tdlyci'b bUbi’\Ut d
URCs.
6.3 User interface socket description

6.3.1

General

The target manufacturer shall provide a user interface socket description for-each of the target’s

sockd
socke
built-i

NOTE
platfor

t description shall describe all of the information and control featdres represented in the
t description shall also specify all static information about the socket that is available to
h user interface, such as model numbers.

1 The user interface socket description is a specification, that ‘describes the elements of the sq
M independent way. It is designed to support every possible’URC class, including explorable user|

other yiser interface concepts, such as intelligent software agents:

The s
socke

in C.4.

NOTE
provid

6.4T

6.4.1

pcket description shall conform to ISO/IEC 247522, which defines an XML based languags
t descriptions for particular targets. An examplé socket description for a digital thermomet

2 For legacy products that have a TUNL by default (e.g. UPnP or Java/Jini), the manufacturer o
e a set of missing socket descriptions externally.

arget resources

Target grouping resources

Grouping resources, as'defined in ISO/IEC 24752-5, may be provided as part of resource sheets

Except for the grouping resource which shall be provided for conformance (see 6.4.4), ar

group

NOTE]
a top-

ing resourees may be provided by the target manufacturer.

Algrouping resource specifies a presentational structure of user interface socket elements or U

\d connected

sockets. The
socket. The
users of the

cket in a TUN
interfaces and

for providing
br is provided

f a target could

y number of

ID elements in

Hown-fashion, and is provided externally to a socket description. In a grouping resource individual

subgroups and

user ir

6.4.2

6.4.2.

terface eferments may occur muttipte-times (i differentparent groups):
Target atomic resources

1 General

A target may provide target atomic resources.

A target atomic resource is an atomic resource that is provided by a target through its support for document
deployment (see 6.1.2). As with other resources, target atomic resources may or may not be used by a URC,
and may be supplemented or replaced by appropriate supplemental resources from external sources.
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The target atomic resources are categorized into the following classes: labels, keywords, help and access
keys. For more information on atomic resources, refer to ISO/IEC 24752-5.

6.4.2.2 Labels

A label resource is any object that is used as a label entity in a concrete user interface. In general, label
resources may be textual, graphical, aural, or employ any other modality, including multiple modalities.

Except for the labels which shall be provided for conformance (see 6.4.4), any number of labels may be
provided by the target manufacturer.

6.4.2.3 K1ywords

Any number ¢f keyword resources may be provided by the target manufacturer.

6.42.4 Hep

Any number ¢f help resources may be provided by the target manufacturer.

6.4.2.5 Adgcess keys

Any number ¢f access key resources may be provided by the target manufaeturer.

6.4.2.6 Entities that target atomic resources apply to
Manufacturers may provide atomic resources (in one or more natdral languages) for the following entitieg:

e In theg target description: for the <target>, <location>,'<locator> and <socket> elements;

e In the socket description: for the root <uiSacket> element; for the <set> element; for <variable>,
<congtant>, <command> and <notification>-elements; and for types and enumerated values;

¢ In the resource sheet: for <Group> elements;

e For any UIID element that has an identifier.

6.4.2.7 Tafget atomic resources for'<location> element

For targets that have a physical~location, the content of the target atomic resources that referende the
<location> el¢gment of the targetydescription should be updated when the target is moved.

EXAMPLE hen a devic€e-is purchased and installed in a home/office/hotel, the label and help resources that refefence
the <location> element should be updated.

6.4.3 Targgtresource sheets

Target grouping resources and target atomic resources are specified in resource sheets, as defined in
ISO/IEC 24752-5. An example resource sheet for a digital thermometer is included in Annex C.4.

A target resource sheet should remain stable as much as possible. A target resource sheet may change
between sessions only if its identifier (URI) or its modification date is changed. If a target resource sheet has
multiple versions with the same identifier (but different modification dates), changed elements (grouping
resources and atomic resource descriptions) should have a new identifier assigned.
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6.4.4 Required target resources

6.4.4.1 General
The following label resources (see 6.4.3) shall be provided by the manufacturer of the target:

a) A grouping resource for every socket of the target which references all Ul socket elements but no
elements from any other socket or UIID

b) A text label for the <target> element in the target description.

NOTEt—Atext—tabetr—is—defimred—as—part—of —am —atomic —Tesource —descriptiom, —witt—a Tole value of
http://inyurc.org/ns/res#label, with a dc:type value of "Text" and a dc:format value of "text/xml" or "applicatipn/xml", and its
content being an unformatted character sequence , as defined in ISO/IEC 24752-5.

c) Altext label for every <socket> element in the target description.
NOTE|2  This would also be the text label for the <uiSocket> element of the socket description.
d) Altext label for every <locator> element in the target description.

e) Altext label for every <variable>, <constant>, <command> and <netify> element in the socklet description
br every socket.

—h

f)

text label for every type in the socket description for every socket if the type name is not human
nderstandable.

c >

g) Altext label for every enumerated value in the socket description for every socket if the enurerated value
i$ not human understandable.

h) Altext label for every <Group> element in the'required grouping resources (see a above).

NOTE|3  All resource sheets containing a_réquired target resource have to be referenced from the target description
and itg resource directory (see 6.1.4).

NOTE|4 In case of a socket elementbeing marked with includesRes="true” (see ISO/IEC 24752-2), ity label can only
be delivered by the target at runtimes* These labels are considered part of the required target resources @nd need to be
provided at runtime for conformance’(cf. 6.4.5).

NOTE|5 For legacy products that have a TUNL by default (e.g. UPnP or Java/Jini), the manufacturer of a target could
provide a set of required target resources externally, i.e. as external (supplemental) resource sheets.

6.442 Textual-and modality independent

In order to allow a variety of URC interfaces to be constructed (to match the environment, usgr constraints,
and device characteristics of the URC, as well as to support intelligent agents) the information ip the required
target—+e es—sha € and—moedality—independent hat—is—it—sha assume—that it will be
presented in visual or auditory form and does not make assumptions about the size of the display, presence of
a keyboard, etc.

6.4.5 Conformance in a natural language

A target shall conform in at least one natural language.

For ease of translation, a target should conform in at least one commonly used language.

A target conforms in a natural language if it provides at least one instance for each of the required target

resources (a complete set, as defined in 6.4.4) that is applicable for that natural language, with the labels
covering the target description and each of the target's sockets. If one of the target’'s sockets contain socket
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elements that come with atomic resources at runtime only (see ISO/IEC 24752-2, attribute ‘includesRes’ for
socket elements), these labels are considered part of the required target resources and need to be
accommodated for conformance in a natural language.

There is an exception for culture-specific sockets: If there is a subset of sockets so that each socket in this
subset provides access to the very same information and functions of the target, it is sufficient that the

required target resources in that natural language are provided for one of the sockets in the subset.

6.4.6 Target user interface implementation descriptions (UlIDs)

6.4.6.1

General

UlIDs are sp¢q
A UIID may
devices.

A target may
some of them

As with all Ul
and a UIID p4

NOTE un

cific descriptions for implementing an interface to a socket. They are described more fully
be provided in any form. This allows support for proprietary technologies on specific

provide multiple user interface implementation descriptions (UlIDs), called target UlIDs, pa
pertaining to the same socket.

IDs, a target UIID is always based on one or more sockets, i.e. any interaction between a

sses through a socket.

like the socket description, a UIID may or may not be used by a URC. A URC can decide to use an

provided exterpally to the target, or to generate a user interface directly from the-Socket description.

n7.9.
URC

ssibly

target

y UIID

A target UlID|may use target resources, or alternatively use equivalent information built into the target UIID or
pulled from syipplemental resources (see 7).

6.4.6.2 Target presentation templates

A presentatign template, or PreT, is a form of user\interface implementation description that is mofality-

independent,
a socket desq

NOTE1 Th
target that is ¢

operate the tafget. The hints are of an abstract nature, and are intended to apply to any delivery context.

primarily provi
presentation tg
ISO/IEC 24753

NOTE2 Th

6.5 Session

ription.

b purpose of a presentation template is to provide a URC with hints to help it to build a user interface
asy for a user unfamiliar with that target to navigate in order to discover the available functionali
Thes
de information on strugturing, grouping and linearization of the socket elements. Elements w
mplate may be referenced by target atomic resources and supplemental atomic resources as descr
-5. An example of-a-presentation template for a digital thermometer is given in Annex C.3.

b PreT is notrequired from the target manufacturer.

management

and whose format is defined ISO/IEC/24752-3. A PreT provides information on presentafion of

for the
ty and
B hints
thin a
bed in

t

6.5.1 Supp!
6.5.1.1

A target shall

An open session request from a URC contains the identifier (URI) of the requested socket.

ort-for URC open-sessionreques

General

support an open session request from a URC.

A target is

required to respond to a URC open session request in either one of the following ways: accept, reject, or
forward to another socket (see 6.5.7). The open session request and the target's response are specific to a
particular networking platform.
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6.5.1.2 Acceptance

If the target accepts the request, it shall provide sufficient information for the URC to open a session with the
socket. This shall include the provision of a session identifier. Each socket shall be connected to a TUNL that
supports the same TUN platform as the target uses for advertising its socket (discovery). If the target
advertises via multiple TUN platforms these shall be supported by every socket as well.

6.5.1.3 Forwarding

If the target forwards the URC to another socket (of the same or another target), it shall provide sufficient
information for the URC to request a session with the other socket. This includes the names (URIs) of the

targe
TUN

NOTE

dlluI bUb;\ct VV;I;L;;I ti 1c URC ib fUI vvalu'cd tU, dasS yiVUII ;II ti 1 TD Uf ti 1 dcbt;lldt;ull talgct
blatforms may use other forwarding mechanisms to expedite the forwarding process.

The way a target reacts to open session requests while there is already a session openr (with

determines whether it is able to handle multiple URCs at the same time. A parallel session on the socket 1

share

the socket state of the existing session. Typically, a TV would allow multiple sessions that sha

In addition,

another URC),
hay or may not
e socket state

valueg. Using the forward feature, an ATM may allow for one "operation" session, and multipte "waiting qugue" sessions.
6.5.2| Support for URC suspend session request
A tardet shall support a suspend session request from a URC. It responds to a URC suspend session request

(see s

6.5.3

A targ
(see s

6.5.4

ection 5.3.3) by either one of the following:
Reject request.

Grant request, and provide a tentative timeout‘value for the suspended session to th
target may take the value suggested by the URC, or any other timeout value. The ten
value shall indicate how long the target intends to keep the session alive. It is no guar
though; the target can drop the session atiahy time after the request.

Support for URC resume session fequest

et shall support a resume sessior’request from a URC. It responds to a URC resume se|
ection 5.3.4) by either one of-the following:

Reject request. This may be because the session has been dropped by the target
reasons.

e URC. The
fative timeout
hnteed value,

5sion request

or for other

Grant request,_and re-establish the suspended session with the URC. The session that is resumed

may havesbeén suspended on the requesting URC or on a different one.
transferfed-from one URC to another.)

(Thus a s¢g

Support for URC close session event

ssion can be

6.5.4.

1 General

A target shall support a close session event from a URC. It responds to a URC close session event by closing
the session immediately.

6.5.4.

For single user sockets (e.g. ATM): Any transaction already completed and confirmed or saved shall

not be undone. Incomplete transactions will be abandoned and not saved.

For multi-user sockets (e.g. TV): It is up to the socket how to react to a URC disconnect.

2 Exiting an application

The URC close session event should not be the regular way of exiting an application.
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For complex tasks the built-in user interface of the target will likely contain "exit" or "reset" cues. In this case
the user interface socket shall contain equivalent cues (using socket commands, variables or notifications) to

let the user quit the application in a proper way.

6.5.5 Abort session event

6.5.5.1

General

Sockets may at various times and for various reasons abort user sessions, that is to say terminate a session
without a user request or confirmation. In this case the target shall send an abort session event to the URC.

6.5.5.2 Cdnditions

Conditions fof aborting sessions may vary. However, socket designers should make sure that the-conditions

for aborting gessions do not impose a burden or barrier for people with disabilities or peopletin constrained

environmentq (see example ¢ below).

Particular conditions for aborting sessions may include:

a) Connection dropouts. In this case the URC may not even receive the abort session event because pf lost
connectipn.

b) Timeout for an expected user response. See 5.4.7 and 6.6.10.

c) User err¢r rate. Users with disabilities or in constrained environments (e.g. noisy, bumpy) may generate
a higher [error rate than the socket designer expects. Sessions’should not be aborted because of @ high
user errpr rate, except for security reasons such as repeated password failures in the user| login
procedure.

6.5.6 Estaljlished connection

6.5.6.1 Ggneral

During the gontrol phase, the target shall-track connection status information from the underlying| TUN

network, so that it can determine whether:it-is still connected with a URC.

6.5.6.2 Loss of connection

In case of a Ipss of connectionduring the control phase, it is up to the socket how to react, e.g. perfornming a

reset operatipn immediately,~or only after a certain timeout. Where reasonable, the socket should promipt the

user whether] or not they-want to resume their dialog, if the connection has been re-established within a

certain amount of time! In either case, the state of the socket shall be made clear to the user after re-

connecting.

6.5.7 Sessiom forwarding

6.5.7.1  General

A target may request the URC to open a session with another socket (of the same or a different target) at any

time of a co

ntrol session.

There are two types of session forwarding: one that closes the old session

(“destructive forward”) and one that keeps the old session (“spawn forward” or “sub-session request”). In the

second case,

28

the old and new sessions will end independently from each other.
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6.5.7.2 Indication of session forwarding in a socket description

If the execution of a socket command can trigger a session forwarding, the target should indicate so in the
socket description by including the “subSession” function in the postcondition of the command element (see
ISO/IEC 24752-2).

6.5.7.3 Session forward event

For session forwarding, the socket shall send a session forward event to the URC, identifying the type of the
forwarding, and containing the URI of the new target and identifier of the specific target socket the URC is
forwarded to. The session forward event may also contain an authorization code for the URC to open the new
Sessipm:

The new socket is not required to be available on the TUN used by the originating target.

6.5.74  After the session forward event

After the session forward event it is up to the URC, possibly aided by the user,\whether it follows the session
forwald request from the target. If the session forward event is followed, the URC will send an Qpen Session
request (see 5.3.2) to the target it is being forwarded to. The target should accept such an ppen session
request triggered by a session forward event, if occurring within a reasonable timeframe from eagh other.

The gocket cannot transfer the URC to a new session on its own.” However, in the case of |a destructive
forwald, the target may abort the old session by sending an abort session event to the URC (see|6.5.5).

6.5.7. Forwarding within the same target
For session forwarding within the same target, or.between targets that implement the samg target-URC
netwqrk link, the forward event to the URC may contain networking platform-specific parametefs to optimize
the transition between the sockets.

EXAMPLE The provision of a networking-specific target-socket identifier may obviate the time-consuming discovery
procegs for a new socket.

6.6 Socket management

6.6.1| General

After ja successful open session request by a URC, a session shall be created and maintaingd between a
sockdt and the URC.

6.6.2| Asocket’s sessions

A socket may have multiple sessions open at the same time if multiple URCs are participating in a joint control
session with the socket. It is up to the target and its socket whether the values of the socket elements are
shared between sessions or not. In fact, this may be different for different socket elements, and a shared
element may only be shared among a subset of connected URCs.

6.6.3 Indication of availability of socket elements at runtime

The target shall indicate to the URC through TUN-specific means which of the optional socket elements are
available for a particular session (cf. 8.2.5.2).

NOTE “Optional socket elements” are socket elements that have an ‘optional’ attribute with value “true” (see
ISO/IEC 24752-2).

© ISO/IEC 2008 — All rights reserved 29


https://iecnorm.com/api/?name=571ca63f1425ca3aa4913f429351c99a

ISO/IEC 24752-1:2008(E)

6.6.4 Synchronization mechanism

The socket management comprises functions for synchronizing socket elements with connected URCs. This
includes updating the socket in response to a user-initiated value change, and propagating changes to the

connected U

RCs. This synchronization mechanism is implemented via the TUNL, which relies on

platform specific mechanisms for achieving the synchronization.

NOTE 1
layer.
implement thei

NOTE 2

r own version.

TUN

The socket specification builds upon a distributed object implementation provided by the underlying TUN
Implementers of sockets may either use an existing (middleware) solution for a distributed object model, or

The implementation of a synchronization mechanism for socket elements is specific to the TUN platform and

beyond the sc
be employed.
mechanisms.

6.6.5 Varia

6.6.5.1
socket variab

The values
synchronized

NOTE Fo

6.6.5.2 Un

A target may
included in th

A target shall

NOTE Val
properly. Or th

6.6.5.3 UR

A URC thath
accept or rejg

bpe of this document. Typically, an event-based update mechanism is assumed, though polling m4
In the following subsections, the term "propagation" is used to include all possible synchron

ble and synchronization of variable values

Ggneral

es are specified in ISO/IEC 24752-2.

except for stream types) of the socket variables, and their~components, if any, sh
between the socket and the URCs that participate in a joint.seSsion with the socket.

[ variables with stream types, the stream may or may not be-thanaged by the socket.

defined values

at any time, set a variable’s value to be undefined. Information on undefined values sh
e synchronization information from the target to the URC.

ignore a URC’s request to set a variable’s value from undefined to a defined value.

riable’s values may be undefined for various reasons. For example, they may have failed to in
ey may reflect features that are ot available on a particular target instance.

C initiated value change

as a session with a-socket may request to change the value of a socket variable. The targe
ct changes given by connected URCs. If the URC's change is accepted the target shall re

by propagati

NOTE

y also
zation

il be

all be

itialize

t may
spond

g the new)value to all connected URCs that share the pertaining variable. If the change is
rejected, the farget shallynotify the URC from whom the change was requested.

It is necessary to make it possible for the socket to reject a variable change from the URC. This is becg

network uncerfainti€s (delays) and security reasons. Pertinent use cases include that the variable is not writeable

use of
at the

time of the change but the URT has not yet received a state change from the socket that would make the variable’
dependency false. Or multiple URCs are changing one variable at the same time in which case it is up to the socket to

decide which v

6.6.54 Ta

alue to accept.

rget initiated value update

s write

The target shall update the values of a socket’s variables and propagate them to the connected URCs. This
includes variables that have a calculate dependency in the socket description.

NOTE 1

the calculate attribute (see 5.4.2.4).

30

The socket will not receive value change requests from connected URCs that are based on the execution of
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NOTE 2  Nothing in the above should be construed as implying that 'synchronous' or blocking remote method calls are
used to synchronize the values of socket variables between URC and target. The synchronization of multiple socket
variables may proceed concurrently and asynchronously, subject only to the target respecting constraints in the socket
description and the URC respecting values returned from the target.

6.6.5.5 Multiple control sessions

The socket shall maintain separate sets of socket variable values for each control session, except for values
that are shared across sessions (e.g. the current temperature of an oven).

6.6.6 Command and synchronization of command state

6.6.6/1 General
A tardet shall support command invocation requests from a URC and synchronization of commaryd states.

Socké¢t commands are specified in ISO/IEC 24752-2.

6.6.62 Local input parameters
On receiving a URC'’s request for invocation of a command with local input parameters the target shall receive
from the URC the values of all local input parameters that the command contains. This happens in a TUN
platfofm specific mechanism.

No other synchronization of a command’s local input parameters to the URC or from the URC shall take place.

NOTE Global input parameters (references from a coammand to variables that serve as input pargmeters for the
commpand) are not conveyed to the target in this way. Instead, they are synchronized on value changes as specified for
variables (see 6.6.5).

6.6.63 Local output parameters

6.6.6.3.1 General

On cgnclusion of a command withiocal output parameters the target shall send to the URC thg values of all
local putput parameters that the gommand contains. This happens in a TUN platform specific mgchanism.

No other synchronizationtof'a command’s local output parameters to the URC or from the URC shall take
place

NOTE] Global-output parameters (references from a command to variables that serve as output pargmeters for the
commpnd) are potreceived from the target in this way. Instead, they are synchronized on value changes @s specified for
variables (see 6.6:5).

6.6.6.|4 Command state

A command of type uis:basicCommand or uis:timedCommand has a state which a target shall synchronize
only one-way from a socket to the connected URCs, and only at user interface initialization and upon
completion of command executions.

Only the target can change the state of the command, and shall ignore any propagated state change from a
URC.

The target shall respect the meanings of a command’s state values (as specified in ISO/IEC 24752-2) to
reflect the result of the previously invoked execution. The initial command state (before any execution
occurred) shall be “undefined”.
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Upon completion of execution, the target shall ensure that all modifications of the command’s local and global
output parameters are propagated to the URC before or together with the propagation of the command’s
completion and its new state.

6.6.6.5 Undefined command states

A target may, at any time, set a command’s state to be undefined. Information on undefined command states
shall be included in the synchronization information from the target to the URC. This applies only to command
types that allow for command state information (uis:basicCommand, uis:timedCommand).

NOTE Command states may be undefined for various reasons. For example, they may have failed to initialize

AL AL £l + £ fi that CP-YWPot] P~Y 2N | rhioul + C t3
properly. Or they-mayreflectfeaturesthatareretavailable-enapartedlartargetinstance-

6.6.6.6  Multiple control sessions
The socket shall maintain separate sets of socket command states for each control session.

NOTE The reason for not sharing a command’s state is that it reflects the result of the last execution of the command
as requested ffom a particular URC.

6.6.6.7 Cdgncurrency restriction

While a command of type uis:basicCommand or uis:timedCommand is ‘beihg processed on the target, the
target shall npt allow a second invocation of the same command. The target shall indicate this by holding the
command’s sfate to inProgress while executing it.

NOTE It 3hould not be assumed that 'synchronous' or blocking.remote method calls are used to invoke commnands
on the target gr to synchronize the states of socket commands between URC and target. The synchronization of multiple
socket commahds may proceed concurrently and asynchronously; subject only to the target respecting constraintg in the
socket descripfion and the URC respecting state values returned4rfom the target.

6.6.6.8 timmeToComplete

A command If type uis:timedCommand has a timeToComplete field that is only valid when the comman( is in
state inProgré¢ss. If in state inProgress, the\target shall periodically "count down" the value of timeToComplete
until the command switches to another'state. The value of timeToComplete is a hint from the target o the
URC as to hgw long the estimated time.to complete is — no guarantee is provided by the target whatsoeVer.

6.6.6.9 Request for command‘execution by URC

The target may or may not.execute a command (of any type) when requested so by a URC. A URC requests
command exégcution through TUN platform specific mechanisms, referencing the command by its identifigr.

If the target fejects;a command execution request, the target shall update the command’s state (if ahy) to
“failed” in th¢ pertaining session. Upon completion of a requested command execution, the targef shall

6.6.7 Notifications and acknowledgment reception

6.6.7.1 General

A target shall support propagation of notification states to the connected URCs, and acceptance of pertinent
acknowledgments.

Socket notifications are specified in ISO/IEC 24752-2.
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6.6.7.2 States

A notification may have one of the following states: inactive, active.

6.6.7.3  Multiple control sessions

The socket shall maintain separate notification states for each control session, except for notifications
signifying events that are relevant to all sessions (e.g. a fire alarm) and need not be explicitly acknowledged
by the users.

6.6.7.4

Explicit user acknowledgment

A not
time (¢
chang

The ¢

fication requires explicit user acknowledgement if its <explicitAck> dependency evaluates
f the notification being active (or stacked). The socket shall not change its state imany W
e the value of the <explicitAck> dependency while the natification is active (or stacked).

ocket shall accept an acknowledgement from the URC after the notificationbécomes active

to true at the
ay that would

. The socket

may act on this acknowledgement in any way (e.g. set the notification state_tox"inactive"), or fnay ignore it.

The
ackng

6.6.7

A sod
any u

6.6.7.
A soq

sessi
in rey|

6.6.8

The S
synch

The g

5

socket may resume operation (i.e. set the notification state to ‘linactive") without
wledgement, even where one is expected.

Propagation of notification state

ket shall propagate state information for socket notifications to the connected URC(s), an
bdates on notification states received from URCs.

6  Stacking of notifications

ket may activate a notification in a session’while another notification is already active

bn. In this case, the second notification takes priority over the first. The socket shall releas
brse order of their activation.

Actual indices for dimensionalsocket sets/elements

ets of actual index combinations for every dimensional socket set and socket element, if
ronized between the socket and the URCs that participate in a joint session with the socket

ocket may acceptrorreject a URC’s request to add or remove an actual index on a dimer]

eceipt of an

 shall ignore

in the same
b notifications

any, shall be

sional socket

set of element (see 5.4.5). If it accepts the request it shall propagate the modification to the JURC (and all
otherfconnected URES). If it rejects the request it shall notify the URC about the rejection.

In cage of the(socket accepting a new index, it shall provide initial values for the new element cpmponents to
the connected*URCs. Hereby the target may or may not adopt the URC’s proposed values, if included in the
request,

6.6.9 URC side interpretation of socket element dependencies

The socket shall not rely on the URC doing the interpretation of socket element dependencies.

element dependencies are specified in ISO/IEC 24752-2.

Socket

A URC may not correctly interpret the dependencies between socket elements, or the current socket state
may not be reflected correctly on the URC because of network delays or failures.
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6.6.10 User response timeouts

6.6.10.1

General

The following requirements apply to timeouts generated by the socket as a result of user inactivity or slow
performance. These are referred to as 'user response timeouts'. Timeouts prompted by real-time events, such

as the end of

an auction, are not subject to these requirements.

6.6.10.2 General timeout variable

A socket variable or constant of type xsd:duration may have the attribute timeout="true", indicating that this is

a timeout va
element, alth
range of allo
default value

NOTE Tin
timeouts of the

ue. All user response timeouts implemented by the target shall be represented by s

The URC (with or without explicit user input) can adjust the variable values as desired.

heout variables (or constants) hold the value for the timeout duration of one or mdltiple user res
socket. They do not represent count-down timers indicating the remaining time toithe next timeout e

6.6.10.3 Timeout variable for notify element

A notify eleent in the socket may have a subelement that is a variable or constant with att

timeout="true

", as described above. All notify elements that have a user, response timeout shall represe

timeout with
notification b

such an element. This element indicates the time allowed for the user to respond f

least 10 seconds.

When a us

opportunity t
dialog while t
task the user

EXAMPLE I
the fields of the
user returns to

NOTE In

may be requirg
they choose.

6.6.11 Provi

The target sh
atomic resou

uch an
bugh a single element may cover a number of actual timeouts. The variable should indice{e the
vable values for the timeout, and should be a variable that allows adjustment up te,&)timés the

ponse
ent.

ribute
ht the
o the

fore the target will dismiss it. The value shall be either<at least 10 seconds or adjustable up to at

response timeout is indicated by a notification, the notification should offer the useér the

request more time (by allowing the user te activate a command or set a variable thro
he notification is active). If the user requests:more time, the target shall return to the state
had reached prior to the timeout.

a user runs out of time while filling in a*ferm, receives a timeout notification, and requests more time,
the task.

some jurisdictions and for seme devices or services, user control of timeout or the ability to extend t
bd by law. This International Standard does not itself require this, but does enable targets to meef
Hing atomic resources at runtime

all provideyatomic resources at runtime for those socket elements that are marked to com
ces atruntime (includesRes="true”, see ISO/IEC 24752-2).

form that they had already filled in'should retain their values when the notification is dismissed and tipe

Ligh a
of the

then

meout
this if

B with

Atomic resou

rces’ of those socket elements may change at runtime which requires synchronization wi

th the

URC during a control session.

6.7 Target-

6.7.1

URC network link (TUNL) on the target

General

The target-URC network link on the target is the link from the target to the target-URC network. A target can
support multiple TUNLs allowing it to function with different network technologies and platforms. See 8.2 for
further details on target-URC networks.
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6.7.2 Requirement

Every target shall provide at least one TUNL.
connection technologies that are used.
EXAMPLES “UPnP on Bluetooth TUNL”, or “Jini on 802.11b TUNL”, etc.

NOTE
Standard on a particular TUN platform is outside the scope of this document.

6.8 Security and privacy requirements

Each TUNL is specific to the particular networking and

The specification of networking platform specific techniques and mechanisms to implement this International

See 9.3.

upplemental resources

7.1 General

Supplemental resources are any kind of information that is provided{externally to a target,
servides. Supplemental resources may supplement or replace the target resources, and may b
the target manufacturer, a URC manufacturer, or 3" parties. The &JRC can retrieve supplemer
for a $pecific target from any resource service.

Supplemental resources may be used by URCs in constructing a user interface. They may als
designing user interface implementation descriptions.in constructing UlIDs for particular U

ird party supplemental resources
Supplemental UlIDs can be prepared and distributed by third parties.

EXAMPLE Anyone could create an alternate\resource for a given product and make it available on the Int
some@ne who is interested could create a very user friendly interface (UIID) for a particularly popular home

that wpuld run on a PDA and make it available on the Internet. Anyone who wanted to could download the

in conhection with the product in someWwhat the same fashion as people can purchase universal remote con
them fo control appliances today.

7.3 Supplemental resources are optional

The 3gvailability of supplemental resources is not required for the use of a URC within the UR
Supplemental resources are optional, additional resources. It is also important to note tha
particular location that the supplemental resources shall be stored.

EXAMPLE( Supplemental resources could be stored on the manufacturer’'s website, on a common public

privatg orqroprietary sites. They could be stored at any other network-accessible location, and be retrieved
SerViC ordse-by-theUR " “v‘i-ii‘iii‘i ee-orCharge—o ey-Can1oe€ artdeatteaProaucts—tm

and sold by others

7.4 Format of supplemental resources

by resource
b provided by
tal resources

0 be used by
RC products.

ernet. Thus,
Stereo system
JIID and use it
rols and use

C framework.
t there is no

ite or on
by a resource

it are designed

Although supplemental resources may take any form and be proprietary or public, ISO/IEC 24752-3 and
ISO/IEC 24752-5 provide standard formats for supplemental resources to facilitate their use by URCs and
UIID builders.

Target and URC manufacturers are free to define additional forms of supplemental resources if these do not
conflict with the supplemental resource categories that are defined by ISO/IEC 24752-3 and ISO/IEC 24752-5.
In particular, target and URC manufacturers may use both standard and proprietary resources in specialized
URC-specific user interface implementation descriptions (UlIDs).
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7.5 Forms of resource services

In general, resource services providing supplemental resources can take a wide variety of forms.

include

on a device;

They

services providing any form of UIID, i.e. any user interface component that plugs into a target's socket;
services providing alternate labels, including images, animations, and sounds;
services providing semantic information for the functions of a target;

services which will translate an arbitrary set of labels from one language to another;
inference engines that can help to interpret ambiguous commands from a user into the matching control

meta-dat
thesauru
dictionari

natural Ia
translatio
icon libra
services
services
etc.

7.6 Supplern

Supplementa
defined in 1S(

A supplemen
may change

resource She
elements (grg

7.7 Supplern

Supplementa
services. Gr(

A URC may

7.8 Supplern

Supplementa
services.

Dases,
es;
S,

speech rg¢cognition engines;

hguage processing engines;

N services;

ries;

providing common control set (e.g. the basic play controls for a VCR or-CD), efc;
hvailable locally or remotely via network connection (either real time/or-downloadable);

hental resource sheets

grouping resources and supplemental atomic resources are specified in resource she¢
D/IEC 24752-5. An example resource sheet for a digital thermometer is included in Annex (

tal resource Sheet should remain stable as much as possible. A supplemental resource
between sessions only if its identifier (URI) eKits modification date is changed. If a supplen

ts, as
I.4.

sheet
hental

et has multiple versions with the same“identifier (but different modification dates), changed

uping resources and atomic resource descriptions) should have a new identifier assigned.

hental groupings

grouping resources are grouping resources that are provided externally to a target, by res
uping resources and their-format are specified in ISO/IEC 24752-5.

se supplemental grouping resources when constructing a user interface for a target’s socket.

nental atomic resources

atomic.resources are atomic resources that are provided externally to a target, by res

The following

ource

ource

752-5:

label, keywords, help and access key resources. According to ISO/IEC 24752-5, atomic resources, including
supplemental atomic resources, are described in resource sheets, using RDF syntax. For more information
on standardized atomic resources see ISO/IEC 24752-5.

7.9 Supplemental user interface implementation descriptions (UlIDs)

7.9.1 General

UlIDs are specific descriptions for implementing a user interface for a target, based on a target's socket. A
supplemental UIID is a UIID that is provided externally to a target, by resource services. Supplemental UlIDs
may be in the format specified by ISO/IEC 24752-3 (presentation template), or other public or proprietary
formats.
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EXAMPLE The manufacturer for a home audio-visual system might create UlIDs which were optimized to run on their
own special Remote Consoles, on popular PDAs (such as Palm or Pocket PC), or to run on laptops and personal
computers. These UlIDs could take the form of user interfaces described in a standard fashion or could contain
executable code intended to only run on a particular device (URC). Companies could choose to create some standard
generic UlIDs and some specific compiled UlIDs.

As with all UlIDs, a supplemental UIID is always based on one or more sockets, i.e. any interaction between a
target and a UlID passes through a socket.

A supplemental UIID may use supplemental resources, or alternatively use equivalent information built into
the supplemental UIID.

7.9.2| Supplemental presentation template

ISO/IEC 24752-3 defines the presentation template, an XML document that contains modality-independent
presentation information for a socket. A supplemental presentation template is a subtype of a [supplemental
UlID.

8 Networks

8.1 General

In order for the URC to communicate with the target, or to access and download target resourcgs, there shall
be some network connection between them. The network bétween the URC and the target can be the same
as the network with supplemental resources and resource services. But since the network to the
supplemental resources is not required and can be non-réal-time in nature (supplemental resoufces could be
downloaded to the URC for later use), the network with the target (which shall be real-time) is treated
separptely.

8.2 Target-URC network (TUN)

8.2.1| General

This |section describes requirements for the networking platform used for target-URC communication
appligable to both discovery and session management. This International Standard assumes underlying
netwqgrking layers (middleware) that provide discovery (and optionally localization) of tgrgets, object
distrijution and synchronization, programmatic control, and security. Rather than requiring any particular
devicg architecture the.lnternational Standard assumes the availability of these services in[ the network
functipnality, and states the requirements for them to be used as underlying TUN platform for mplementing
this Irfternational Standard.

The target and-the URC device can be connected using any of a variety of methods. They can :Eetwork using
any method,that supports the requirements for a TUN. Where a target and URC support different TUN
technplogies, a gateway may be used to create a seamless target-URC network between them.

EXAMPLE 1 Potential connectivity technologies include infrared, RF, wire line networks, Ethernet, Bluetooth, IrDA, and
802.11.

EXAMPLE 2 Potential networking technologies include Universal Plug and Play (UPnP), and Java/Jini.
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8.2.2 Unique instance identifier

The underlying network shall make available the targets’ instance identifiers (see 6.1.2) . If a target supports
multiple networks, its unique identifier shall be common across all networks.

8.2.3 Support for discovery

8.2.3.1 General

During the discovery phase, the underlying network shall provide information about available targets to a
URC. Available targets (services or devices) advertise themselves to the underlying TUN.

8.2.3.2 Scope of discovery

Discovery is Qisually restricted to a local environment, i.e. the immediate TUN. However, some ‘mechanigm for
discovering Igng distance targets may be needed for certain networking platforms.

At a minimur, if a target is available and its address is known, and that address igyaccessible through the

target-URC network, and any network authorization requirements are satisfied, it shall be possible to inifiate a
control sessign with the target.

8.2.4 Suppprt for document deployment

8.2.4.1 Fefch mechanism

A TUN shall support a fetch mechanism that allows a URE. to retrieve the target description, gocket
descriptions @nd target resources by URI. This fetch mechanism may include authentication mechanisims for
URC and/or tharget.

8.24.2 Scope of document deployment

Document deployment shall be available in the discovery AND in the control phase.

8.2.4.3 Tayget description
The underlying network shall have, support for providing information about targets, in particuldr the

transmission |of the target description, as described in ISO/IEC 24752-4. Discovery might happen in several
loops, i.e. nof all target properties/need to be available by a single request.

8.2.4.4 Target locator functions

The underlying network shall support invoking a target’s locator functions from a URC in the discovery or
control phasg.

8.2.5 Support for session management
This International Standard builds upon a distributed object implementation provided by an underlying TUN

layer. Implementers may either use an existing (middleware) solution for a distributed object model, or
implement their own version.

8.2.5.1 Transmission of documents

In the discovery phase, or at the beginning of a control session, the target provides the necessary information
for building a remote user interface via documents (see 6.2).
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8.2.5.2 Support for indication of available socket elements at runtime

The target-URC network shall convey a target’s indication of available socket elements at runtime for a
particular session (see 6.6.3).

8.2.5.3  Support for socket synchronization

The target’s state is described in its socket by a set of variables, command states and notification states.
When opening a session with a URC, the target transfers these values to the URC. When the target changes
state, this change shall be communicated to the URC. Similarly, when the state on the URC changes or a
target command is called from the URC, this shall be communicated to the target.

NOTE Events, polling or any other synchronization mechanism may be employed to facilitate the prapagation of state
changes from the target to the URC and vice versa.

8.2.5[4 Support for synchronization of atomic resources at runtime
The target-URC network shall provide a means of synchronizing atomic resources at runtime for those socket
elements that are marked to come with atomic resources at runtime (includesRes="true”, see ISPD/IEC 24752-
2).

Note that atomic resources of those socket elements may change at runtime which requires syhchronization
with the URC during a control session.

8.2.5/5 Ordering requirements for messages

The target-URC network shall deliver all messages generated by a URC to a target in the order|in which they
were penerated. Similarly, the order of messages fromya target to a URC shall be preserved.

8.2.5.6 Preservation of document content

The target-URC network shall transport the.documents in such a way that the exact content of egch document
is preperved.

8.2.5]7 Status of established-connection

During the control phase, the underlying network shall provide connection status information, sq that a target
and al URC can determine whether they are still connected, and react appropriately.

8.2.58 Connections to multiple URCs

The TJUN shauld support simultaneous independent connections from a target to multiple URCs.

8.2.6 | .Sécurity and privacy requirements

See 9.4.

8.3 Resource-URC network (RUN)

This International Standard does not specify any particular network link or technology be used as RUN. The
URC and the resources can be connected using any of a variety of networking methods. It is anticipated that
the link will usually be some type of TCP/IP networking technology that connects real-time or occasionally to
the Internet.

For security and privacy considerations see 9.4.
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9 Security and privacy considerations

9.1 General

Tasks performed through the URC-target dialog may have serious potential outcomes or involve sensitive
data whose disclosure to the wrong parties could seriously harm the interests of either the user or a target
service provider or target product vendor.

The processing of computing devices and the information sharing across data networks are subject to
compromise with more or less effort depending on the precautions taken.

A target has
has knowled
requirements

A URC, on t
appropriate tg
enable acces

EXAMPLE

9.2 URC co

A URC shall
interoperate

from the impl
of a user dial

NOTE UR
application levg

9.3 Target @

Target develq
a security an
through the U

Depending 9
implement pr|
as necessary
the target fun
the other doc

A relatively uniform population of dialog partners: individuals wielding URC devices. The
je of the outcomes of its functions and hence can reasonably assess security and'p
and implement protections appropriate to these requirements.

ne other hand, faces a more diverse population of dialog partners. The security require
different targets will vary considerably. A URC should therefore implement security functi
5 to high-security, and not just low-security, targets.

Example scenarios are provided in Annex B.

nsiderations

implement the security and privacy functions availaple from the implemented TUNSs in or
bppropriately with targets which elect to implement-these functions. Beyond what is ava
emented TUNSs, it is the responsibility of the target'to make access available to users with t

g.

Cs may implement key wallet or certificate management functions to expedite authentication
l. These functions, however, are outside the scope of this International Standard.

onsiderations

pers should review the tasks that can be performed with their product or service, and impl¢
d privacy strategy appropriate to the downside potential of inappropriate disclosure or g
RC support.

n the privacy. and authorization requirements appropriate to these tasks, the target s
, with privacy, authentication and authorization functions such as login implemented as

ctionality:~'This target functionality, per 6.2 above, shall be operable through a socket and
Limentation and operation requirements of this International Standard.
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Fivacy
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Her to
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9.4 Network considerations

Networks should provide security and privacy protections appropriate to the signal exposure of their physical
medium and context of use.
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Annex A
(informative)

Overview of the universal remote console framework

This International Standard specifies communications between a target that a user wishes to access and
operate, and a universal remote console (URC) that presents the user with a remote user interface through
which they can discover, select, access and operate the target. The URC is a device or software through
which the user accesses the target. It the URC Is software, it is typically hosted on the user's phlysical device,

tional Standard does not specify the network protocol to be used, and a target'or URC maly support any
r of appropriate connection protocols. These protocols are used to provide ‘discovery of targets, and to
establish and maintain control sessions between URCs and targets. targets land URCs accegs the target-
URC petwork through target-URC network links. Targets support discovery_by.providing essentipl information
in a tgrget description.

Each |target provides a user interface socket (or short "socket"), or_set)of sockets, through whigh a URC can
acceds part or all of the target's internal states and provide controliinputs to the target. For epch socket, a
targef provides a user interface socket description (or short "socket description”) which describeq the socket in
a machine interpretable manner. Additionally the target proyides resources that pertain to the yser interface
of the target, as viewed through that socket. The socket<description and resources are used the URC to
of the URC

phase. The
. The control
ol session. A

RC controlling
socket, each

ion of a user
may be very
echanism by
nd optimized
bd by a target

femplate. A
ket, and does

not agsume any particular class of URC.

Another type of resource is an atomic resource. An atomic resource is an object within a user interface that is
used as an atomic entity in the construction of a concrete user interface. Atomic resources include labels,
help text, access keys and keywords. An atomic resource may be of any form and modality, including text,
images, sounds, animations and video clips.

Socket descriptions and UlIDs are documents that are independent of any natural language. In order to
render their content to a user, atomic resources are provided (by the target and external to it) in the form of
resource sheets. A resource sheet is a file that contains descriptions of atomic resources (or "atomic resource
descriptions”).
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A grouping resource is a resource that defines a hierarchical structure for the elements of a socket or UIID.
Grouping resources are useful for constructing the layout and navigation mechanisms of a particular user
interface. Grouping resources are provided in resource sheets.

A URC may take advantage of resources from the target or from a resource service. These are referred to as
target resources and supplemental resources respectively. Supplemental resources can be used by a URC to
replace, to supplement, or to help interpret or translate, any resources provided by a target.

In general, resources for building user interfaces may be obtained from the target, stored on the URC, or
gathered from the Internet. A URC uses the target-URC network to retrieve target resources. It may use any
form of networking or other mechanism to access supplemental resources via a resource-URC network. This

International Standard does not annr*ify the mechanism hy which a URC accesses resources external to the
target.
Table A.1 — Overview of components, their functions and references to further information.

Component Purpose References to_clauses in this
document and to other
standards:

target-URC network network connecting the target and | 8.2

the URC
target-URC network link link between a target or a URCx| 5.5, 6.6.11

and the target-URC network

target description

information on a target<{that is
necessary for access to)the target
and its sockets

6.1.4, ISO/IEC 24752-4

(user interfacg) socket

machine-operable, aecess and control
point for a target

6.2

(user interfacg) socket description

specification that describes the
functions® and properties of a
socket

6.3, ISO/IEC 24752-2

resource

object that is used as an entity or
to support decision making in the
construction of a concrete user
interface

Table A.2, ISO/IEC 24752-5

target resourge resource provided by a target 6.4.2
supplemental resource resource made available externally | 7

to a target
resource-URC network network connecting the URC to | 8.3

sources of supplemental resources
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Table A.2 — Overview of resource types defined by this International standard and ISO/IEC 24752-5

Resource Type Purpose References to clauses in this
document and to other
standards

grouping resource hierarchical structure of user | 6.4.1,7.7, ISO/IEC 24752-5

interface elements
user interface implementation description for implementing a | 6.4.6,7.9
description (UIID) user interface to a target, based on
the target's socket

presentation template modality-independent presentation | 6.4.6.2, 7.9.2, ISONEC 24752-3
information for a socket
description; subtype of UIID

atomif resource atomic entity in the construction of | 6.4.2,7.8) ISO/IEC 24752-5
a concrete user interface (e.g.
label, help text, access key,
keyword, location)

resource sheet file containing descriptions- \.of | 6.4.2, 7.6, ISO/IEC 24752-5
atomic resources (atomic resoqurce
descriptions)

A.1 Major components of the URC framework

applidation. It illustrates both elements for which there are formats specified by the URC frg
elemgnts that can use these or other standard*or proprietary formats. This figure is provided as
map and is not intended to prescribe a patticular architecture. Any alternative architecture ma
provided the required functionality is implemented and standard format documents are providg
details for each component are provided in separate documents as referenced in the pertainin
this dpocument. See Table A.1 and Table A.2 for a summary of the purpose and reference to
descrjptions of the major components.

As shown in Figure A.1,-the' URC architecture can be thought of as comprising four major con
two networks.

a) The Universal'Remote Console (URC)
b) The Target
c) pplémental User Interface Implementation descriptions (UIIDs)

A.1 illustrates the major components of the URC framework within the broader context of the URC

mework, and
a conceptual
y be adopted
d. Technical
g sections of
the technical

nponents and

d) supplemental Resources

The two networks are

e Target-URC Network (TUN) - between the URC and the Target (required)

e Resource-URC Network (RUN) — between the URC and sources of supplemental Resources

© ISO/IEC 2008 — All rights reserved

43



https://iecnorm.com/api/?name=571ca63f1425ca3aa4913f429351c99a

ISO/IEC 24752-1:2008(E)

SUPPLEMENTAL RESOURCES

(Standard or Proprietary)
- Metadata Bases
- Translators (language, symbol, etc)
- Dictionaries (symbol sets, etc)
- Other

URC Standard Format Resources
- Supplemental Labels and Groupings
- Supplemental Keywords
- Supplemental Help

- Supplemental Access Keys
1 1

! Resource - URC Network I

---------L-------------------.

SUPPLEMENTAL UlIIDs

- Proprietary UlIDs
- Ad hoc format UlIDs

Supplemental Presentation Templates

URC TARGET (Device / Serlice)
USER|INTERFACE TARGET RESOURCES
VISUAL Resource Sheets
AUDITORY ; .
oo
Access Keys TARGET
Keywords FUNCTIONALITY
Functionajity
Device ¢r
Servicg

arget - URC

Network
TARGET-URE NETWORK LINK(S) [r— TARGET-URC NETWORK LINK(S)
witl DISCOVERY - Optional - with DISCOVER & SESSION MANAGEMENT
& SESSIQN MANAGEMENT Gateway(s) o
UPnP @GN I UPnP ON | UPnP ON .Net ON ngalq\nl ON
Ethernet 802.11 Firewire

Poweline Bluetooth

Figure A.1 — Overall structure and components of the URC framework
In Figure A.1} documents are represented as rectangles with rounded corners.

NOTE Fof screen reader users;“a long description of Figure A.1 is provided as follows:

The diagram ghows a "URC-(Universal Remote Console) which is connected to a "Target (Device/Service)" through a
"Target-URC Network," and "Optional Gateway(s)". The URC is also connected through the "Resource-URC Netwprk" to
two resource [clustersswhich are shown as clouds at the top of the diagram. The resource clouds are labeled
"SUPPLEMENITAL WIIDs" and "SUPPLEMENTAL RESOURCES (Standard or Proprietary)".

The "TARGET][ «is¢in the center of the diagram. It is made up of a red box representing the part of the Target |that is

d t th Lo pu | | '"TADRACT ELINOTIONALLITN. (- 'H Lt £ 4l I mY H o H AL
exposead 1o ORGC ANt a DoX1TANTC T T OING TTONALT Y (T thRCtonaitty- o tneoewceor-oervice

Inside the red box there is (from bottom to top):

e "TARGET-URC NETWORK LINK(S) with DISCOVERY AND SESSION MANAGEMENT", for example "Universal Plug
and Play (UPnP) ON Powerline", "UPnP ON Bluetooth", "UPnP ON Ethernet", ".NET ON 802.11", "Java/Jini ON

Firewire", ...

e "TARGET DESCRIPTION" (document)

e 1 ormore SOCKETS, each of which with a socket description (document)

e "TARGET RESOURCES". The "TARGET RESOURCES" include:

e "Resource Sheets" (documents) with one or more of the following: "Labels", “Groupings”, "Keywords", "Help",
"AccessKeys".

e "Presentation Templates" (documents) and

e "Other UlIDs (User Interface Implementation Description)” (documents).
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The URC is made up of (from bottom to top):

e "TARGET-URC NETWORK LINK(S) with DISCOVERY AND SESSION MANAGEMENT", connecting to the
"TARGET-URC NETWORK LINK(S)" of the Target side through the optional gateway(s).

e A "mirror of socket" that is connected to the "TARGET-URC NETWORK LINK(S)"

e An "INTERFACE GENERATOR" that feeds into the "USER INTERFACE" that may include "VISUAL", "AUDITORY"
and "TACTILE" presentation mechanisms.

The resource cloud "SUPPLEMENTAL UIIDs" provides non-V2 UlIDs to the URC:

e "Proprietary UlIDs"

e "Ad hoc format UlIDs"

"SUPPLEMENTAL UlIDs" also provides V2-standardized UlIDs to the URC:

° "Sunplamaental RPracantation Tamnlatac!
Jepprermertar eSO ermpetes

The rgsource cloud "SUPPLEMENTAL RESOURCES (Standard or Proprietary)" provides non-V2 resourceg to the URC:
. Nletadata Bases"
. Translators (language, symbol, etc.)"

. Dictionaries (symbol sets, etc.)"
o "OQther"

"SUPRLEMENTAL RESOURCES" also provides V2-standardized resources to the URC:
e "Supplemental Labels and Groupings"

Supplemental Keywords"
. Supplemental Help"

Supplemental Access Keys"

A.2 Essential components

Only 8 of the components shown in Figure A.1 are actially needed for a URC to function. The rgst are
optional. The three essential components are:

e The URC,
e The target, and

e The target-URC network

A.3 [Target URC synchronization

The URC framewerk assumes a fine-grained two-way synchronization of the target's state betwgen the target
and gny URC _that has a control session open with it. On the target side the sockets are rgsponsible for
propagating relevant changes to the connected URCs and to receive requests to change the target's state.

between a target and a connected URC The Var/ab/es are state vanables of the target and can typically be
changed by the URC. The Commands represent function calls on the target that can be invoked by the URC.
The Notifications propagate special target states in which normal operation is suspended on the target.

A.4 URC and component interaction
URCs can take many different forms. The following brief examples show how the components of this

International Standard interact. The different components of the URC framework and their interactions are
then described in more detail in the following sections.
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