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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other

international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. In the field of information technology, ISO and IEC have established a joint technic
ISO/IEC]TC 1.

al committee,

The pfocedures used to develop this document and those intended for its further ma
described in the ISO/IEC Directives, Part 1. In particular the different approval critef]
the different types of document should be noted. This document was drafted in@ccord
editor]al rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ntenance are
ia needed for
hnce with the

Attentjon is drawn to the possibility that some of the elements of this doGument may lﬁe the subject
|

of patgnt rights. ISO and IEC shall not be held responsible for identifying any or a
rights) Details of any patent rights identified during the development‘of the document

such patent
will be in the

Introduction and/or on the ISO list of patent declarations received (seewww.iso.org/patd

Any trpde name used in this document is information given fox the convenience of users
constifute an endorsement.

For arn explanation on the voluntary nature of standards, the meaning of ISO speci

nts).

and does not

ic terms and

expregsions related to conformity assessment, as well as information about ISO's adherence to the

World|Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see
URL: www.iso.org/iso/foreword.html.

This document was prepared by Technical’ Committee ISO/IEC JTC 1, Informatig
Subcommittee SC 27, IT Security techniques:

Any fepdback or questions on this docament should be directed to the user’s national stan
complé¢te listing of these bodies can be found at www.iso.org/members.html.

This third edition cancels and;replaces the second edition (ISO/IEC 27005:2011) wh
technifally revised. The main.changes from the previous edition are as follows:

— all direct references to the ISO/IEC 27001:2005 have been removed;

— clear informatign has been added that this document does not contain direct gu

the following

n technology,

dards body. A

ich has been

dance on the

infplementation of the ISMS requirements specified in ISO/IEC 27001 (see Introducti¢n);

— ISP/IEE27001:2005 has been removed from Clause 2;

— ISPAEC 27001 has been added to the Bibliography;

— Annex G and all references to it have been removed;

— editorial changes have been made accordingly.
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Introduction

This document provides guidelines for information security risk management in an organization.
However, this document does not provide any specific method for information security risk management.
It is up to the organization to define their approach to risk management, depending for example on
the scope of an information security management system (ISMS), context of risk management, or
industry sector. A number of existing methodologies can be used under the framework described in
this document to implement the requirements of an ISMS. This document is based on the asset, threat
and vulnerability risk identification method that is no longer required by ISO/IEC 27001. There are
some other approaches that can be used.

This documeift does not contain direct guidance on the implementation of the ISMS requirement} given
in ISO/IEC 27D01.

This documenjt is relevant to managers and staff concerned with information security risk management
within an orgpanization and, where appropriate, external parties supporting such actiyities.

vi © ISO/IEC 2018 - All rights reserved
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Information technology — Security techniques —
Information security risk management

1 Scope

This document provides guidelines for information security risk management.

This dpcument supports the general concepts speciiied In and 1s designe
satisfactory implementation of information security based on a risk management apprga

Knowledge of the concepts, models, processes and terminologies described in ISO/IEC 2]
[EC 27002 is important for a complete understanding of this document.

This document is applicable to all types of organizations (e.g. commer€ial enterpriseg
agencips, non-profit organizations) which intend to manage risks that cann compromise the
infornjation security.

2 Normative references

The following documents are referred to in the text in~stich a way that some or all of
constifutes requirements of this document. For dated references, only the edition cite
undate¢d references, the latest edition of the referenced document (including any amendmnj

27000, Information technology — Secuwity techniques — Information security
systems — Overview and vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27
followfng apply.

[SO and IEC maintain terminological databases for use in standardization at the following

— ISP Online browsing platform: available at https://www.iso.org/obp

— IE[ Electropedia: available at http://www.electropedia.org/

4 Structure of this document

1 to assist the
h.

7001 and ISO/

, government
brganization’s

their content
d applies. For
ents) applies.

management

000 and the

addresses:

activities.

The background information is provided in Clause 5.

rocess and its

A general overview of the information security risk management process is given in Clause 6.

All information security risk management activities as presented in Clause 6 are
described in the following clauses:

— context establishment in Clause 7;
— risk assessment in Clause 8;

— risk treatment in Clause 9;

© ISO/IEC 2018 - All rights reserved
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— risk acceptance in Clause 10;

— risk moni

risk communication in Clause 11;

toring and review in Clause 12.

Additional information for information security risk management activities is presented in the
annexes. The context establishment is supported by Annex A (Defining the scope and boundaries of
the information security risk management process). Identification and valuation of assets and impact
assessments are discussed in Annex B. Annex C gives examples of typical threats and Annex D discusses
vulnerabilities and methods for vulnerability assessment. Examples of information security risk
assessment approaches are presented in Annex E.

Constraints fq
All risk mana
Input: [dentif

Action: Descr

Implementati
be suitable in

Qutput: Ident

r risk modification are presented in Annex F.

es any required information to perform the activity.
bes the activity.

bn guidance: Provides guidance on performing the action. Somé.of this guidance n
all cases and so other ways of performing the action may bé more appropriate.

fies any information derived after performing the activity.

5 Background

A systematic
needs regard
management
and, in partic
address risks
risk managen

pproach to information security risk management is necessary to identify organiz
ing information security requirements_afd to create an effective information sg
system (ISMS). This approach should“be suitable for the organization’s envirg
ular, should be aligned with overall-enterprise risk management. Security efforts
in an effective and timely manner'where and when they are needed. Information s¢
hent should be an integral par®)of all information security management activiti

should be applied both to the implementation and the ongoing operation of an ISMS.

Information s
the external

implement th
the possible c
an acceptable

Information s

risks beir

ecurity risk management should be a continual process. The process should es

e recommendationsiand decisions. Risk management analyses what can happen an
pnsequences can be, before deciding what should be done and when, to reduce the
level.

ecurity risk management should contribute to the following:

g identified;

bement activities as presented from Clause 7 to Clause 12 are structured as follows:

ay not

htional
curity
nment
should
curity
ps and

tablish

ind internal context, assess the risks and treat the risks using a risk treatment plan to

d what
risk to

b o ccaca neaouancoac hiuicivnace o d+tbhao Llalilbood

f their

risks bei

OS3TITC S S ol CIICc ITIsCIriroot

occurrence;

the likelihood and consequences of these risks being communicated and understood;
priority order for risk treatment being established;

priority for actions to reduce risks occurring;

risk management status;

risks and

effectiveness of risk treatment monitoring;

the risk management process being monitored and reviewed regularly;

stakeholders being involved when risk management decisions are made and kept informed of the

© ISO/IEC 2018 - All rights reserved
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— information being captured to improve the risk management approach;
— managers and staff being educated about the risks and the actions taken to mitigate them.

The information security risk management process can be applied to the organization as a whole, any
discrete part of the organization (e.g. a department, a physical location, a service), any information
system, existing or planned or particular aspects of control (e.g. business continuity planning).

6 Overview of the information security risk management process

A high level view of the risk management process is specified in ISO 31000 and shown in Figure 1.
|

Y
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I B N
Z
S | 1 |
> | | =
= f=——=  RISKIDENTIFICATION |&~4— &
= | | =
2 | | &
z | ' | o
O | | Z
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< | | =
Z | | S
— | I =
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o=}
| |
= L J
3 l
(&)
- - RISK TREATMENT

Figure 1 — The risk management process

Figurel 2 shows how this document applies this risk management process.

The information security risk management process consists of context establishment ((lause 7), risk
assessment (Clause 8), risk treatment (Clause 9), risk acceptance (Clause 10), risk communication and
consultation (Clause 11), and risk monitoring and review (Clause 12).

© ISO/IEC 2018 - All rights reserved 3
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Figure 2 — Illustration of an information security risk management process
As Figure 2 illustrates) the information security risk management process can be iterative fpr risk
assessment ahd/orsrisk treatment activities. An iterative approach to conducting risk assessmgnt can
increase depth and/detail of the assessment at each iteration. The iterative approach provides p good

balance betwgenvminimizing the time and effort spent in identifying controls, while still ensuring that
high risks are appropriately assessed.

The context is established first. Then, a risk assessment is conducted. If this provides sufficient
information to effectively determine the actions required to modify the risks to an acceptable level,
then the task is complete and the risk treatment follows. If the information is insufficient, another
iteration of the risk assessment with revised context (e.g. risk evaluation criteria, risk acceptance
criteria or impact criteria) is conducted, possibly on limited parts of the total scope (see Figure 2, Risk
Decision Point 1).

The effectiveness of the risk treatment depends on the results of the risk assessment.
Note that risk treatment involves a cyclical process of:

— assessing a risk treatment;

4 © ISO/IEC 2018 - All rights reserved
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— deciding whether residual risk levels are acceptable;

— as

nerating a new risk treatment if risk levels are not acceptable; and

sessing the effectiveness of that treatment.

It is possible that the risk treatment does not immediately lead to an acceptable level of residual risk.
In this situation, another iteration of the risk assessment with changed context parameters (e.g. risk
assessment, risk acceptance or impact criteria), if necessary, can be required, followed by further risk
treatment (see Figure 2, Risk Decision Point 2).

The risk acceptance act1v1ty has to ensure re51dual rlsks are exp11c1tly accepted by the managers of

of controls is

sks and their
bn before the
incidents and
nature of the

contrd|ls in place to mitigate the risks and the areas of concern to the organization assist ify dealing with

incide
of the
docu

ISO/IE
the IS
can sa
impler]

The o
requir

— th
— th

q

—

— T
— i
— th
— as

q

—

— T

§k evaluation (8.4);

gk estimhation (see examples in E.2.1).

ts and unexpected events in the most effective manner. The‘detailed results of
nformation security risk management process and from thetwo risk decision po
ented.

27001 specifies that the controls implemented within the scope, boundaries 4
S need to be risk-based. The application of an information security risk managg
isfy this requirement. There are many approaches by which controls can be d
hent the risk treatment options chosen.

rganization should establish, implement; and maintain a procedure to ident
ements applicable to:

e selection of criteria for risk evaltiation (7.2.2), risk impact (7.2.3) and risk accept3

e definition of the scope and boundaries of information security risk management

k treatment of (9.1)and the implementation of risk reduction plans (9.2 and Annex
e monitoring, review and improvement of risk management (12.2);

set identifi€ation (B.1.3) and asset valuation (B.2.3); and

7 Context-establishment

pvery activity
nts should be

nd context of
ment process
etermined to

ify the legal

nce (7.2.4);
7.3 and A.2);

F);

7.1 General considerations

Input: All information about the organization relevant to the information security risk management
context establishment.

Action: The external and internal context for information security risk management should be
established, which involves setting the basic criteria necessary for information security risk
management (Z2), defining the scope and boundaries (7Z.3), and establishing an appropriate

organi

zation operating the information security risk management (7.4).

Implementation guidan

© ISO/IEC 2018 - All rights reserved
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It is essential to determine the purpose of the information security risk management as this affects the
overall process and the context establishment in particular. This purpose can be:

legal com
preparati

preparati

supporting an ISMS;

pliance and evidence of due diligence;
on of a business continuity plan;

on of an incident response plan; and

description of the information security requirements for a product, a service or a mechanism.

Implementati
discussed in 7}

Qutput: The
information s

7.2 Basicd

7.2.1 Risk

Depending or
The approach|

An appropriaf
such as: risk €

Additionally, {
— perform 1
define an

monitor d

monitor

7.2.2 Risk

Risk evaluatig

bn guidance for context establishment elements needed to support an ISMS is
.2, 7.3 and 7.4 below.

bpecification of basic criteria, the scope and boundaries, and the organization f
pcurity risk management process.

riteria

management approach

the scope and objectives of the risk management, different approaches can be a
can also be different for each iteration.

e risk management approach should be selected©r'developed that addresses basic g
valuation criteria, impact criteria, risk acceptance criteria.

he organization should assess whether negessary resources are available to:

isk assessment and establish a risk treatment plan;

 implement policies and procedures, including implementation of the controls selg
ontrols; and

he information security.risk management process.

bvaluation criteria

considering the followirng:

the stratd

the critic

gic value of the business information process;

urther

or the

pplied.

riteria

cted;

n criteria should be developed for evaluating the organization's information security risk

hlity“of the information assets involved;

operational and business importance of availability, confidentiality and integrity;

Additionally, risk evaluation criteria can be used to specify priorities for risk treatment.

7.2.3

NOTE ISO

Impact criteria

31000 uses a concept of “consequence criteria” instead of “impact criteria”.

stakeholders’ expectations and perceptions, and negative consequences for goodwill and reputation;

Impact criteria should be developed and specified in terms of the degree of damage or costs to the
organization caused by an information security event considering the following:

— level of classification of the impacted information asset;

© ISO/IEC 2018 - All rights reserved
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— breaches of information security (e.g. loss of confidentiality, integrity and availability);

— impaired operations (internal or third parties);

— loss of business and financial value;

— disruption of plans and deadlines;

— damage of reputation;

7.2.4

— ri

J— ri
to

— di

—  Ti{
b
w

Risk a
can be

Risk acceptance criteria

ganization should define its own scales for levels of risk acceptance. The'follow
ered during development:

¢k acceptance criteria can include multiple thresholds, with a desired target lev|

ovision for senior managers to accept risks above this level underdefined circumst

k acceptance criteria can be expressed as the ratio of estimated profit (or other bus
the estimated risk;

ferent risk acceptance criteria can apply to different classes of risk;

k acceptance criteria can include requirements for future additional treatment,
accepted if there is approval and commitment'to take action to reduce it to an ac
thin a defined time period.

ceptance criteria can differ accordingto’how long the risk is expected to exist
associated with a temporary or short-term activity. Risk acceptance criteria shd

considering the following:

— by

— fix
— S0

More i

7.3

siness criteria;

erations;

Chnology;

ance;

cial and humanitarian factors.

hformation can be found in Annex A.

bcope and boundaries

en depend on
ng should be
bl of risk, but

ances;

iness benefit)

b.g. a risk can

ceptable level

, e.g. the risk
uld be set up

The organization should define the scope and boundaries of information security risk management.

The scope of the information security risk management process needs to be defined to ensure that all
relevant assets are taken into account in the risk assessment. In addition, the boundaries need to be
identified to address those risks that can arise through these boundaries.

Information about the organization should be collected to determine the environment it operates in
and its relevance to the information security risk management process.

When defining the scope and boundaries, the organization should consider the following information:

— the organization's strategic business objectives, strategies and policies;

— Dbusiness processes;

© ISO/IEC 2018 - All rights reserved
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— the organization’s functions and structure;

— the organization's information security policy;

— the organization’s overall approach to risk management;

— information assets;

— locations

of the organization and their geographical characteristics;

— constraints affecting the organization;

— expectati

on of stakeholders;

— socio-cul
— interface
Additionally, {

Examples of t
or a defined p

Further infor

7.4 Organi

The organizat
set up and m3

— developn]

ural environment;
(i.e. information exchange with the environment).
he organization should provide justification for any exclusion from thé scope.

he risk management scope may be an IT application, IT infrastructure, a business p
art of an organization.

mation can be found in Annex A.

zation for information security risk management

ion and responsibilities for the information sec@irity risk management process shq
intained. The following are the main roles and.xesponsibilities of this organization

ent of the information security risk management process suitable for the organizat

— identification and analysis of the stakeholders;

— definition

— establish
as interf:
managen

— definition

— specificat

of roles and responsibilities of all'parties both internal and external to the organij

ment of the required relatiphships between the organization and stakeholders, 3
ices to the organization'sihigh-level risk management functions (e.g. operation
ent), as well as interfaces’to other relevant projects or activities;

of decision escalation paths;

ion of records to’be kept.

This organiz

ion should be approved by the appropriate managers of the organization.

8 Information security risk assessment

rocess,

uld be

ion;

ation;

1s well
hl risk

8.1 General description of information security risk assessment

Input: Basic criteria, the scope and boundaries, and the organization for the information security risk
management process being established.

Action: Risks should be identified, quantified or qualitatively described, and prioritized against risk

evaluation cri

teria and objectives relevant to the organization.

Implementation guidance:

A risk is a combination of the consequences that would follow from the occurrence of an unwanted
event and the likelihood of the occurrence of the event. Risk assessment quantifies or qualitatively
describes the risk and enables managers to prioritize risks according to their perceived seriousness or

other establis

8

hed criteria.
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Risk assessment consists of the following activities:
— riskidentification (8.2);

— risk analysis (8.3);

— risk evaluation (8.4).

Risk assessment determines the value of the information assets, identifies the applicable threats and
vulnerabilities that exist (or can exist), identifies the existing controls and their effect on the risk
identified, determines the potential consequences and, finally, prioritizes the derived risks and ranks
them against the risk evaluation criteria set in the context establishment.

Risk agsessment is often conducted in two (or more) iterations. First, a high level assessnjent is carried
out toidentify potentially high risks that warrant further assessment. The next iteratiqn can involve
further in-depth consideration of potentially high risks revealed in the initial jteration. Where this
provides insufficient information to assess the risk, then further detailed analyses afe conducted,
probalply on parts of the total scope, and possibly using a different method.

[t is up to the organization to select its own approach to risk assessmentbaséd on the objefctives and the
aim of|the risk assessment.

Discugsion on information security risk assessment approaches ganbe found in Annex E.

Output: A list of assessed risks prioritized according to risk evaluation criteria.
8.2 Riskidentification

8.2.1 | Introduction to risk identification

The pyrpose of risk identification is to determise what can happen to cause a potential lo$s, and to gain
insight into how, where and why the loss €an happen. The steps described in the following subclauses
should collect input data for the risk analysis activity.

Risk iflentification should include risks whether or not their source is under the dontrol of the
organization, even though the risk.source or cause is perhaps not evident.

NOTE Activities described’in subsequent subclauses can be conducted in a different order dgpending on the
methodology applied.

8.2.2 | Identificationof assets

Input: [Scope and 'boundaries for the risk assessment to be conducted, list of constituents|with owners,
locatiqn, funetion, etc.

Action| The assets within the established scope should be identified.

Implementation guidance:

An asset is anything that has value to the organization and which, therefore, requires protection. For
the identification of assets, it should be borne in mind that an information system consists of more than
hardware and software.

Asset identification should be performed at a suitable level of detail that provides sufficient information
for the risk assessment. The level of detail used on the asset identification influences the overall amount
of information collected during the risk assessment. The level can be refined in further iterations of the
risk assessment.

An asset owner should be identified for each asset, to provide responsibility and accountability for the
asset. The asset owner perhaps does not have property rights to the asset, but has responsibility for its

© ISO/IEC 2018 - All rights reserved 9
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production, development, maintenance, use and security as appropriate. The asset owner is often the
most suitable person to determine the asset’s value to the organization (see 8.3.2 for asset valuation).

The review boundary is the perimeter of assets of the organization defined to be managed by the

information s

ecurity risk management process.

More information on the identification and valuation of assets as related to information security can be
found in Annex B.

Output: A list of assets to be risk-managed, and a list of business processes related to assets and their

relevance.

8.2.3

Input: Inform
including exte

Identiification of threats

rnal threat catalogues.

Action: Threalts and their sources should be identified.

Implementati

A threat has {
organizationg
accidental an
outside the d
actions, phys
generic class
of work requi

Some threats
on which asssd

Input to the

bn guidance:

he potential to harm assets such as information, processes-and systems and, the
. Threats can be of natural or human origin, and can be gccidental or deliberate
1 deliberate threat sources should be identified. A threat-can arise from within
rganization. Threats should be identified generically and by type (e.g. unaut
cal damage, technical failures); then, where apprepriate, individual threats wit}
dentified. This means no threat is overlooked, including the unexpected, but the ¥
red is limited.

can affect more than one asset. In such cases, they can cause different impacts dep
ts are affected.

threat identification and estimatief of the likelihood of occurrence (see 8.3.3)

obtained frotmh the asset owners or users, from human resources staff, from facility manag

and informat
organizations
authorities. A

Internal expe
assessment. [
or business) t

on security specialists, physical security experts, legal department and other re
including legal bodies, . Wweather authorities, insurance companies and gover
kpects of environment dnd culture should also be considered when addressing thre

rience from incidents and past threat assessments should be considered in the g
can be worthwhile to consult other threat catalogues (maybe specific to an organ
b complete the list of generic threats, where relevant. Threat catalogues and statist

available fronmp industry bodies, governments, legal bodies, insurance companies, etc.

When using

hreat catalogues, or the results of earlier threat assessments, one should be awa

there is conti
systems cha

:

ual change of relevant threats, especially if the business environment or infori

nge.

Ho

htion on threats obtained from incident reviewing, asset owners, users and other s¢urces,

refore,
. Both
from
rized
in the
olume

ending

can be
ement
levant
nment
ats.

urrent
zation
ics are

e that
mation

More information on threat types can be found in Annex C.

Qutput: A list

8.24

Input: Docum

of threats with the identification of threat type and source.

Identification of existing controls

entation of controls, risk treatment implementation plans.

Action: Existing and planned controls should be identified.

Implementation guidance:

Identification of existing controls should be made to avoid unnecessary work or cost, e.g. in the
duplication of controls. In addition, while identifying the existing controls, a check should be made to

10
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ensure that the controls are working correctly — a reference to already existing ISMS audit reports
should limit the time expended in this task. If a control does not work as expected, this can cause
vulnerabilities. Consideration should be given to the situation where a selected control (or strategy)
fails in operation and, therefore, complementary controls are required to address the identified risk
effectively.

Controls that are planned to be implemented according to the risk treatment implementation plans
should be considered in the same way like those already implemented.

An existing or planned control can be identified as ineffective, or not sufficient, or not justified. If not
justified or not sufficient, the control should be checked to determine whether it should be removed,
replaced by another, more suitable control, or whether it should stay in place, for example, for cost
reasors.

For th¢ identification of existing or planned controls, the following activities can bg helpfpl:

— refiewing documents containing information about the controls (for example, risk treatment
inmplementation plans) if the processes of information security management are well documented
al] existing or planned controls and the status of their implementation should be available;

— chlecking with the people responsible for information security (e:g{/information securjty officer and
information system security officer, building manager or operations manager) and the users as to
which controls are really implemented for the information“process or information gystem under

cIsideration;

— conducting an on-site review of the physical controls,\comparing those implemented with the list
oflwhat controls should be there, and checking thésevimplemented as to whether they are working
cofrrectly and effectively;

— reiewing results of audits.

Output: A list of all existing and planned controls, their implementation and usage status.

8.2.5 | Identification of vulnerabilities
Input: [A list of known threats, listS)of assets and existing controls.

Actiont Vulnerabilities that can be exploited by threats to cause harm to assets or to thg organization
should be identified.

Implerentation guidance:

Vulnerabilities can-be identified in following areas:

— organization;

— prjocésses and procedures;

— management routines;

— personnel;

— physical environment;

— information system configuration;

— hardware, software or communications equipment;
— dependence on external parties.

The presence of a vulnerability does not cause harm in itself, as there needs to be a threat present to
exploit it. A vulnerability that has no corresponding threat may not require the implementation of a
control, but should be recognized and monitored for changes. It should be noted that an incorrectly
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implemented or malfunctioning control or control being used incorrectly can itself be a vulnerability. A
control can be effective or ineffective depending on the environment in which it operates. Conversely, a
threat that does not have a corresponding vulnerability may not result in a risk.

Vulnerabilities can be related to properties of the asset that can be used in a way, or for a purpose,
other than that intended when the asset was purchased or made. Vulnerabilities arising from different
sources need to be considered, for example, those intrinsic or extrinsic to the asset.

Examples of vulnerabilities and methods for vulnerability assessment can be found in Annex D.

Output: A list of vulnerabilities in relation to assets, threats and controls; a list of vulnerabilities that do
not relate to any identified threat for review.

8.2.6 ldentlification of consequences

Input: A list pf assets, a list of business processes, and a list of threats and vulnerabilities, [where
appropriate, fjelated to assets and their relevance.

Action: The cansequences that losses of confidentiality, integrity and availability may have on the|assets
should be identified.

Implementatipn guidance:

A consequende can be loss of effectiveness, adverse operating conditions, loss of business, reputation,
damage, etc.

This activity [identifies the damage or consequences to the/prganization that can be caused|by an
incident scengirio. An incident scenario is the description of\a threat exploiting a certain vulnerfability
or set of vulngrabilities in an information security incident:The impact of the incident scenarios is to be
determined cpnsidering impact criteria defined during@he context establishment activity. It car] affect
one or more gssets or part of an asset. Thus, assets“can have assigned values both for their financial
cost and becafise of the business consequences if they are damaged or compromised. Consequenges can
be of a temporary nature or permanent as in the'case of the destruction of an asset.

Organization§ should identify the operational consequences of incident scenarios in terms of (lput not
limited to):

— Investigafion and repair time;

— (work)tine lost;
— opportunfity lost;
— health an(d safetys

— financial fogst\of specific skills to repair the damage; and

— image reputatton and gooawtit:
Details on assessment of technical vulnerabilities can be found in B.3.

Output: A list of incident scenarios with their consequences related to assets and business processes.
8.3 Risk analysis

8.3.1 Risk analysis methodologies

Risk analysis can be undertaken in varying degrees of detail depending on the criticality of assets, extent
of vulnerabilities known, and prior incidents involving in the organization. A risk analysis methodology
can be qualitative or quantitative, or a combination of these, depending on the circumstances. In
practice, qualitative analysis is often used first to obtain a general indication of the level of risk and to
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reveal the major risks. Later, it can be necessary to undertake more specific or quantitative analysis
on the major risks because it is usually less complex and less expensive to perform qualitative than
quantitative analysis.

The form of analysis should be consistent with the risk evaluation criteria developed as part of

establishing the context.

Further details of analysis methodologies are described below:

a)

Qualitative risk analysis:

Qualitative risk analy51s uses a scale of quallfymg attrlbutes to describe the magnltude of potential

advantage of quahtatlve ana1y51s is its ease of understandlng by all relevant per<
ifadvantage is the dependence on subjective choice of the scale.

ese scales can be adapted or adjusted to suit the circumstances and different descr
ed for different risks. Qualitative risk analysis can be used:

as an initial screening activity to identify risks that require more détailed analys

where this kind of analysis is appropriate for decisions;

Q
b)

Quantitative risk analysis uses a scale with Aumerical values (rather than the desq
used in qualitative risk analysis) for both consequences and likelihood, using data f]
of[sources. The quality of the analysis depends on the accuracy and completeness of
values and the validity of the models used. Quantitative risk analysis, in most cases, U

in
ob
or
fa
as

T}

combined to provide-a level of risk will vary according to the type of risk and the purp

th
liK

8.3.2

Quantitative risk analysis:

alitative analysis should use factual information and data where available.

cident data, providing the advantage that it can be related directly to the inform
jectives and concerns of the organization. A disadvantage is the lack of such datd

Ctual, auditable data is netiavailable, thus creating an illusion of worth and accurs3
Sessment.

e way in which consequences and likelihood are expressed and the ways in w

e risk assessment output is to be used. The uncertainty and variability of both cong
elihood should be considered in the analysis and communicated effectively.

Assessment of consequences

es will occur.
onnel while a

iptions can be

is;

where the numerical data or resources are inadequate f6r’a quantitative risk anallysis.

riptive scales
rom a variety
the numerical
ses historical
htion security
on new risks

information security weaknesses. A disadvantage of the quantitative approach can occur where

cy of the risk

hich they are
ose for which
equences and

Input:

list of identified relevant incident scenarios, including identification of threats, v

Inerabilities,

affected assets, consequences to assets and business processes.

Action: The business impact on the organization that can result from possible or actual information
security incidents should be assessed, taking into account the consequences of a breach of information
security such as loss of confidentiality, integrity or availability of the assets.

Implementation guidance: After identifying all assets under review, values assigned to these assets
should be taken into account while assessing the consequences.

A business impact concept is used to measure consequences. The business impact value can be
expressed in qualitative and quantitative forms, but any method of assigning monetary value can
generally provide more information for decision making and, hence, facilitate a more efficient decision-
making process.
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Asset valuation begins with the classification of assets according to their criticality, in terms of their
importance to fulfilling the business objectives of the organization. Valuation is then determined using
two measures:

— the replacement value of the asset: the cost of recovery clean-up and replacing the information (if at
all possible);

— the business consequences of loss or compromise of the asset, such as the potential adverse business
and/or legal or regulatory consequences from the disclosure, modification, non-availability and/or
destruction of information, and other information assets.

This valuation can be determined from a business impact analysis. The value, determined by the

consequence

on the import

Asset valuati

or busitess; Ts usuatty significantty higher tham the simpte Teptacement tost, dep
ance of the asset to the organization in meeting its business objectives.

is a key factor in the impact assessment of an incident scenario, because|the i

ending

cident

n
can affect moT‘e than one asset (e.g. dependent assets), or only a part of an asset. Different thredts and

vulnerabilitiefs
Assessment of

Consequencey
events, or by {

Consequences

have different impacts on assets, such as a loss of confidentiality, integrity or avail
consequences is thus related to asset valuation based on the business'impact anal

or business impact can be determined by modelling the outceines of an event oj

pxtrapolation from experimental studies or past data.

can be expressed in terms of monetary, technical or human impact criteria, of

hbility.
ySis.

set of

other

criteria relev red to

specify conse

hnt to the organization. In some cases, more than ohe numerical value is requi
uences for different times, places, groups or situations.

Consequencey
likelihood an
approach.

in time and finance should be measured«with the same approach used for [threat
1 vulnerability. Consistency is to be maintained on the quantitative or the qualitative

More information both on asset valuation and impaet assessment can be found in Annex B.

of assessed consequences of an incident scenario expressed with respect to assdts and

.

Output: A list
impact criteri

8.3.3 Assessment of incident likelihood

Input: A list o
exploited vul
and planned ¢

Fidentified relevant.incident scenarios, including identification of threats, affected
herabilities and-consequences to assets and business processes. Also, lists of all e
ontrols, theig effectiveness, implementation and usage status.

hssets,
Kisting

Action: The likelihood-afithe incident scenarios should be assessed.

Implementatipn guidance:

After identifyling“the incident scenarios, it is necessary to assess the likelihood of each scenailio and
impact occurring, using qualitative or quantitative analysis techniques. This should take account of
how often the threats occur and how easily the vulnerabilities can be exploited, considering:

experience and applicable statistics for threat likelihood;

for deliberate threat sources: the motivation and capabilities, which change over time, and resources
available to possible attackers, as well as the perception of attractiveness and vulnerability of assets
for a possible attacker;

for accidental threat sources: geographical factors, e.g. proximity to chemical or petroleum plants,
the possibility of extreme weather conditions, and factors that can influence human errors and
equipment malfunction;

vulnerabilities, both individually and in aggregation;
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— existing controls and how effectively they reduce vulnerabilities.

For instance, an information system can have a vulnerability to the threats of masquerading of user
identity and misuse of resources. The vulnerability of masquerading of user identity can be high
because of lack of user authentication. On the other hand, the likelihood of misuse of resources can be
low, despite lack of user authentication, because ways to misuse resources are limited.

Depending on the need for accuracy, assets can be grouped, or it can be necessary to split assets into their
elements and relate the scenarios to the elements. For example, across geographical locations, the nature
of threats to the same types of assets can change, or the effectiveness of existing controls can vary.

Output: Likelihood of incident scenarios (quantitative or qualitative).

8.3.4 | Level of risk determination

Input: [A list of incident scenarios with their consequences related to assets and business processes and
their likelihood (quantitative or qualitative).

Actiont The level of risk should be determined for all relevant incident scenarios.

Implermentation guidance:

Risk ajnalysis assigns values to the likelihood and the consequences of a risk. These yalues can be
quantil?ative or qualitative. Risk analysis is based on assessed consequences and likelihood. Additionally,
it can|consider cost benefit, the concerns of stakeholdersj.and other variables, as agpropriate for
risk eyaluation. The estimated risk is a combination of-the likelihood of an incident sc¢nario and its
consequences.

Examples of different information security risk<analysis methods or approaches can be found in
Annex|E.

Outpuf: A list of risks with value levels assigned.

8.4 Risk evaluation
Input: [A list of risks with value levels assigned and risk evaluation criteria.

Action} Level of risks should be compared against risk evaluation criteria and risk acceptgnce criteria.

Implerhentation guidancet

The ngture of the decisions pertaining to risk evaluation and risk evaluation criteria used fo make those
decisigns, is decided when establishing the context. These decisions and the context should be revisited
in morje detailat’'this stage when more is known about the particular risks identified. To g¢valuate risks,
organizations should compare the estimated risks (using selected methods or approaches as discussed
in Annex£) with the risk evaluation criteria defined during the context establishment.

Risk evaluation criteria used to make decisions should be consistent with the defined external and
internal information security risk management context and take into account the objectives of the
organization and stakeholder views, etc. Decisions as taken in the risk evaluation activity are mainly
based on the acceptable level of risk. However, consequences, likelihood, and the degree of confidence
in the risk identification and analysis should be considered as well. Aggregation of multiple low or
medium risks can result in much higher overall risks and should be addressed accordingly.

Considerations should include:

— Information security properties: if one criterion is not relevant for the organization (e.g. loss of
confidentiality), then all risks impacting this criterion may not be relevant;
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— The importance of the business process or activity supported by a particular asset or set of assets: if
the process is determined to be of low importance, risks associated with it should be given a lower
consideration than risks that impact more important processes or activities;

Risk evaluation uses the understanding of risk obtained by risk analysis to make decisions about future
actions. Decisions should include:

— whether an activity should be undertaken;
— priorities for risk treatment considering estimated levels of risks.

Qutput: A list of risks prioritized according to risk evaluation criteria in relation to the incident
scenarios thatlead-to-thoserisks-

9 Information security risk treatment

9.1 Generdl description of risk treatment

Input: A list of risks prioritized according to risk evaluation criteria in relation tojthe incident scgnarios
that lead to tHose risks.

Action: Contrgls to reduce, retain, avoid, or share the risks should be selegted and a risk treatment plan
defined.

Implementatipn guidance:

There are foufr options available for risk treatment: risk medification (see 9.2), risk retention (s¢e 9.3),
risk avoidance (see 9.4) and risk sharing (see 9.5).

Figure 3 illugtrates the risk treatment activity within the information security risk management
process as pre¢sented in Figure 2.
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RISK ASSESSMENT
RESULTS

SATISFACTORY
ASSESSMENT

Risk decision point 1

e . 3
| Risk treatment |
| |
| |
: RISK TREATMENT OPTIONS :
| |
| | |
| |
| |
: RISK RISK RISK RISK :
| IMODIFICATION RETENTION AVOIDANEE SHARING | |
| | | | | |
| |
| |
| |
| |
} RESIDUAL RISKS }
| |
| |
[\, N _

Risk decision point 2

SATISFACTORY
TREATMENT

Figure 3 — The risk treatment activity

Risk tfeatment gptions should be selected based on the outcome of the risk assessment) the expected
cost for implementing these options and the expected benefits from these options.

When [largé reductions in risks can be obtained with relatively low expenditure, such options should
be implemented. Further options for improvements can be uneconomic and judgement needs to be
exercised as to whether they are justifiable.

In general, the adverse consequences of risks should be made as low as reasonably practicable and
irrespective of any absolute criteria. Managers should consider rare but severe risks. In such cases,
it can be necessary to implement controls that are not justifiable on strictly economic grounds (for
example, business continuity controls considered to cover specific high risks).

The four options for risk treatment are not mutually exclusive. Sometimes, the organization can benefit
substantially by a combination of options such as reducing the likelihood of risks, reducing their
consequences, and sharing or retaining any residual risks.

Some risk treatments can effectively address more than one risk (e.g. information security training
and awareness). A risk treatment plan should be defined which clearly identifies the priority ordering
in which individual risk treatments should be implemented and their timeframes. Priorities can
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be established using various techniques, including risk ranking and cost-benefit analysis. It is the
organization’s managers’ responsibility to decide the balance between the costs of implementing
controls and the budget assignment.

The identification of existing controls can determine that existing controls exceed current needs, in
terms of cost comparisons, including maintenance. If removing redundant or unnecessary controls
is considered (especially if the controls have high maintenance costs), information security and cost
factors should be taken into account. Since controls can influence each other, removing redundant
controls can reduce the overall security in place. In addition, it can be cheaper to leave redundant or
unnecessary controls in place than to remove them.

Risk treatment options should be considered taking into account:

how risk

s perceived by affected parties;

the most pppropriate ways to communicate to those parties.

uld be
ng the

The risk to or
implemented,
context estab

ganizations is failure to comply and treatment options to limit this pdssibility sha
All constraints - organizational, technical, structural, etc. - that arejidentified dur
ishment activity should be taken into account during the risk treatment.

Once the risk
update or re-
risk treatmer

treatment plan has been defined, residual risks need to be,determined. This invo

t. Should the residual risk still not meet the organizatien's risk acceptance cri

teration of the risk assessment, taking into account the expected effects of the prﬂ)

ves an
posed
eria, a

further iteratjon of risk treatment can be necessary before proceeding to risk acceptance.

Qutput: Risk { ation’s

managers.

reatment plan and residual risks subject to theacceptance decision of the organiz

9.2 Risk modification

Action: The l4
residual risk ¢

vel of risk should be managed by introducing, removing or altering controls so that the
an be reassessed as being acceptdble.

Implementatipn guidance:

ne risk

Appropriate gnd justified controls shiould be selected to meet the requirements identified by t
assessment apd risk treatment. This selection should also take account of cost and timeframe for
implementatipn of controls, or_technical, environmental and cultural aspects. It is often posdible to
lower the totdl cost of ownership of a system with properly selected information security controls.

In general, cpntrols canyprovide one or more of the following types of protection: corrpction,
elimination, preventjetf, impact minimization, deterrence, detection, recovery, monitoring and
awareness. Dpring.control selection, it is important to weigh the cost of acquisition, implemegtation,
administratign, operation, monitoring, and maintenance of the controls against the value of the|assets
being protectled<Furthermore, the return on investment in terms of risk reduction and poterjtial to
exploit new bUSINESS opp 4 tionally,
consideration should be given to specialized skills that can be needed to define and lmplement new
controls or modify existing ones.

ISO/IEC 27002 provides detailed information on controls.

There are many constraints that can affect the selection of controls. Technical constraints such as
performance requirements, manageability (operational support requirements) and compatibility
issues can hamper the use of certain controls or can induce human error either nullifying the control,
giving a false sense of security or even increasing the risk beyond not having the control (e.g. requiring
complex passwords without proper training, leading to users writing passwords down). Moreover,
it can be that a control affects performance. Managers should try to identify a solution that satisfies
performance requirements while guaranteeing sufficient information security. The result of this step is
a list of possible controls, with their cost, benefit, and priority of implementation.
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Various constraints should be taken into account when selecting controls and during implementation.

Typically, the following are considered:
— time constraints;

— financial constraints;

— technical constraints;

— operational constrains;

— cultural constraints;

— ethical constraints;
— environmental constraints;
— ealse of use;

— pdrsonnel constraints;

— copstraints for integrating new and existing controls.

9.3 isk retention

. The decision on retaining the risk without fufther action should be taken depe
ion.

entation guidance:
If the [evel of risk meets the risk acceptance criteria, there is no need for implement

contrdls and the risk can be retained.

9.4 Riskavoidance
Actionf The activity or condition that gives rise to the particular risk should be avoided.

Implerentation guidance:

When [the identified risks are considered too high, or the costs of implementing other 1
optionfs exceed the:benefits, a decision can be made to avoid the risk completely, by with
a planped or existing activity or set of activities, or changing the conditions under which
operatled. For'example, for risks caused by nature it can be most cost-effective alternative
move the ififormation processing facilities to a place where the risk does not exist or is un

nding on risk

ng additional

isk treatment
drawing from
the activity is
 to physically
der control.

9.5 Risksharing

Action: The risk should be shared with another party that can most effectively manage the particular

risk depending on risk evaluation.

Implementation guidance:

Risk sharing involves a decision to share certain risks with external parties. Risk shari
new risks or modify existing, identified risks. Therefore, additional risk treatment can be

ng can create
necessary.

Sharing can be done by an insurance that covers the consequences, or by sub-contracting a partner
whose role is to monitor the information system and take immediate actions to stop an attack before it

makes a defined level of damage.
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It should be noted that it can be possible to share the responsibility to manage risk but it is not normally
possible to share the liability of an impact. Customers usually attribute an adverse impact as being the
fault of the organization.

10 Information security risk acceptance

Input: Risk treatment plan and residual risk assessment subject to the acceptance decision of the
organization’s managers.

Action: The decision to accept the risks and responsibilities for the decision should be made and
formally recorded.

Implementatipn guidance:

Risk treatme
criteria (see
treatment pl

1t plans should describe how assessed risks are to be treated to meet risk acce
7.2). It is important for responsible managers to review and approye’ proposs
s and resulting residual risks, and record any conditions associated yith such apy

ptance
d risk
roval.

Risk acceptarice criteria can be more complex than just determining whether ornot a residual rigk falls

above or belof a single threshold.

riteria
jat it is
bcause
riteria
he risk
t meet
on the

In some case§, the level of residual risk does not meet risk acceptangecriteria because the g
being applied|do not take into account prevailing circumstances. For exarple, it can be argued t}
necessary to accept risks because the benefits accompanying the risks are very attractive, or b
the cost of risk modification is too high. Such circumstances-inidicate that risk acceptance ¢
are inadequate and should be revised if possible. However, it’isvhot always possible to revise t
acceptance criiteria in a timely manner. In such cases, decision-makers can accept risks that do ng

normal accep
risks and incl

Qutput: A list|
risk acceptan

ance criteria. If this is necessary, the decision-maker should explicitly comment
de a justification for the decision to overfide normal risk acceptance criteria.

Ce criteria.

of accepted risks with justification for those that do not meet the organization’s pormal

11 Informa

Input: All risk

Action: Information about risk'should be exchanged and/or shared between the decision-mak
other stakehdlders.

Implementati

Risk communication>is an activity to achieve agreement on how to manage risks by exchpnging
and/or sharipg/inférmation about risk between the decision-makers and other stakeholderfs. The
information ipcludes, but is not limited to the existence, nature, form, likelihood, severity, treatment,
and acceptability of risks.

tion security risk communication and consultation
information obtained.from the risk management activities (see Figure 2).

er and

n guidan

Effective communication among stakeholders is important since this can have a significant impact
on decisions to be made. Communication ensures that those responsible for implementing risk
management, and those with a vested interest understand the basis on which decisions are made and
why particular actions are required. Communication is bi-directional.

Perceptions of risk can vary due to differences in assumptions, concepts and the needs, issues and
concerns of stakeholders as they relate to risk or the issues under discussion. Stakeholders are likely
to make judgments on the acceptability of risk based on their perception of risk. This is especially
important to ensure that the stakeholders’ perceptions of risk, as well as their perceptions of benefits,
can be identified and documented and the underlying reasons clearly understood and addressed.
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Risk communication should be carried out in order to:

— provide assurance of the outcome of the organization’s risk management;

— collectrisk information;

— share the results from the risk assessment and present the risk treatment plan;

— avoid or reduce both occurrence and consequence of information security breaches due to the lack

of

— Su

mutual understanding among decision-makers and stakeholders;

pport decision making;

— ob
— ¢o
— gi
— inj

An or
emerg

The co

tain new information security knowledge;

ordinate with other parties and plan responses to reduce consequences of any_ inci
e decision-makers and stakeholders a sense of responsibility about risks;

prove awareness.

banization should develop risk communication plans for ndrnial operations a
bncy situations. Therefore, risk communication activity should be performed contij

ordination between major decision-makers and stakeholder's can be achieved by th

a cominittee where debate about risks, their prioritization afid appropriate treatment, aj

canta

ke place.

It is important to cooperate with the appropriate public relations or communications u

organi
comm

Outpu
and re

12 In

zation to coordinate all tasks related to risk.communication. This is crucial, in the
inication actions in response to particularincidents, for example.

: Continual understanding of the organization’s information security risk manags
Sults.

formation security risk-monitoring and review

12.1 Monitoring and review of risk factors

Input:
Action|
occury
atan e

Impler

All risk information obtained from the risk management activities (see Figure 2).

. Risks and:théir factors (i.e. value of assets, impacts, threats, vulnerabilities,
ence) shotild'be monitored and reviewed to identify any changes in the context of the
arly stage; and to maintain an overview of the complete risk picture.

hehtation guidance:

lent;

s well as for
nually.

e formation of
nd acceptance

hit within the
pvent of crisis

ment process

likelihood of
P organization

Risks are not static. Threats, vulnerabilities, likelihood or consequences can change abruptly without
any indication. Therefore, constant monitoring is necessary to detect these changes. This can be
supported by external services that provide information regarding new threats or vulnerabilities.

Organizations should ensure that the following are continually monitored:

— new assets that have been included in the risk management scope;

— necessary modification of asset values, e.g. due to changed business requirements;

— new threats that can be active both outside and inside the organization and that have not been
assessed;

— possibility that new or increased vulnerabilities can allow threats to exploit these new or changed
vulnerabilities;
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— identified vulnerabilities to determine those becoming exposed to new or re-emerging threats;

— increased impact or consequences of assessed threats, vulnerabilities and risks in aggregation

resulting in an unacceptable level of risk;

— information security incidents.

New threats, vulnerabilities or changes in likelihood or consequences can increase risks previously
assessed as low ones. Review of low and accepted risks should consider each risk separately, and all
such risks as an aggregate as well, to assess their potential accumulated impact. If risks do not fall into
the low or acceptable risk category, they should be treated using one or more of the options considered

in Clause 9.

Factors that alffect the likelihood and consequences of threats occurring can change, as can factolrs that

affect the suitability or cost of the various treatment options. Major changes affecting the grgan
should be reason for a more specific review. Therefore, the risk monitoring activities shouldbe re
regularly and|the selected options for risk treatment should be reviewed periodically.

The outcome pf risk monitoring activities can be input to other risk review activities. The organ
should review all risks regularly, and when major changes occur.

Output: Continual alignment of the management of risks with the organization’s business objg
and with riskjacceptance criteria.

12.2 Risk management monitoring, review and improvement
Input: All risif information obtained from the risk management activities (see Figure 2).

Action: The infformation security risk management process’should be continually monitored, rey
and improved as necessary and appropriate.

Implementatipn guidance:

Ongoing monlfitoring and review is necessary to ensure that the context, the outcome of t}
assessment ahd risk treatment, as well as, management plans, remain relevant and appropriate
circumstances.

The organization should make sure that the information security risk management process and 1
activities remlain appropriate in the present circumstances and are followed. Any agreed improveé
to the proces$ or actions nece§sary to improve compliance with the process should be notified
appropriate npjanagers to have.assurance that:

— no risk or risk elemfent’is overlooked or underestimated;

— the neceskary-actions are taken; and

zation
beated

zation

ctives,

riewed

e risk
to the

elated
ments
to the

— decisions|are’/made to provide a realistic risk understanding and ability to respond.

Additionally, the organization should regularly verify that the criteria used to measure the risk and its
elements are still valid and consistent with business objectives, strategies and policies. It should also
regularly verify that changes to the business context are taken into consideration adequately during
the information security risk management process. This monitoring and review activity should address

(but not be limited to):

— competition context;

— risk assessment approach;
— asset value and categories;

— impact criteria;
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— risk evaluation criteria;

— risk acceptance criteria;

— total cost of ownership;

— necessary resources.

The organization should ensure that risk assessment and risk treatment resources are continually
available to review risk, to address new or changed threats or vulnerabilities, and to advise management
accordingly.

Risk

anagement monitoring can result in modifyving or adding the approach, method

logy or tools

used d|
— ch
— ri{

— ai
in
— ob
in

Outpu

busing

epending on:
anges identified;
k assessment iteration;

m of the information security risk management process (e.g. business continuity
Cidents, compliance); and

formation process, its technical implementation, applicatien, connection to the Inte

- Continual relevance of the information security risk management process to the
ss objectives or updating the process.

resilience to

ject of the information security risk management process)\(e.g. organization, business unit,

rnet).

brganization’s
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Annex A
(informative)

Defining the scope and boundaries of the information security

A.1 Study

Evaluate the d
identity of an
organization.
(e.g. subcontr

The difficulty
Identifying it
achieving the

For example,
managers car

The organiza
why it exists

Its business:
enablesitto a
its culture.

Its mission: T
the services p

Its values: Va
business. This

risk management process

of the orgamization

rganization: The study of the organization recalls the characteristic elementsdefin
organization. This concerns the purpose, business, missions, values and stratégies
These should be identified together with the elements contributing to their develd
hcting).

I of this activity lies in understanding exactly how the organization is strud
real structure provides an understanding of the role and importance of each divi
organization's objectives.

indicate top managers' involvement in informationsecurity.

ion's main purpose: The main purpose of an ofganization can be defined as the
its field of activity, its market segment, etc.).

[he organization's business, defined by the techniques and know-how of its emp
ccomplish its missions. It is specific to the organization's field of activity and often ¢

he organization achieves its purpose by accomplishing its mission. To identify its mi
rovided and/or products manufactured should be identified in relation to the end ¢

flues are major principlesyor a well-defined code of conduct applied to the exerci
can concern the personnel, relations with outside agents (customers, etc.), the qu

products supplied or services previded.

For example,
missions incl
safety during

Structure of t

hn organization whose purpose is public service, whose business is transport and
de transporting children to and from school can have punctuality of the servi
transportasits values.

he organization: There are different types of structure.

ng the
of this
pment

tured.
Sion in

he fact that the information security manager reports to the top managers rather than IT

feason

oyees,
lefines

Ksions,
|Sers.

e of a

nlity of

whose
re and

Divisionall structure: each division is placed under the authority of a division manager resp¢nsible

for the strategic, administrative and operational decisions concerning his unit.

Functional structure: functional authority is exercised on the procedures, the nature of the work

and sometimes the decisions or planning (e.g. production, IT, human resources, marketing, etc.).

Remarks:

structure and vice-versa.

— thed

24

In any organizational structure, the following levels can be distinguished:

ecision-making level (definition of strategic orientations);

A division within an organization with divisional structure can be organized as a functional

An organization can be said to have a matrix structure if it has elements of both types of structure.
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the leadership level (coordination and management);

the operational level (production and support activities).

Organization chart: The organization's structure is represented schematically in an organization chart.
This representation should highlight the lines of reporting and delegation of authority, but should also
include other relationships, which, even if they are not based on any formal authority, are nevertheless

lines o

f information flow.

The organization’s strategy: This requires a formal expression of the organization's guiding principles.
The organization’s strategy determines the direction and development needed in order to benefit from

the iss

ues at stake and of the major changes it is planning.

A2

ist of the constraints affecting the organization

All the constraints affecting the organization and determining its informatiof) securif
should be taken into account. Their source can be within the organization,(in which caj;

contr
constrj

The on

over them) or outside the organization and, therefore, generally ‘non-negoti
pints (budget, personnel) and emergency constraints are among the most importa

ganization sets its objectives (concerning its business, behavigur, etc.) committing

path, possibly over a long period. It defines what it wants to béeome and the means th

impler]
and ki
form (
improj

These
applic
organi
securi
propog
forcei

hented. In specifying this path, the organization takes into account developments

f operating or development strategies with thesaim, for example, of cutting op
Fing quality of service, etc.

strategies probably include information anid-the information system (IS), which
ition. Consequently, characteristics concerning the identity, mission and str
zation are fundamental elements in the'analysis of the problem since the breach of
'y aspect can result in rethinking these strategic objectives. In addition, it is
als for information security requiréments remain consistent with the rules, uses
h the organization.

y orientation
e it has some
le. Resource
t ones.

it to a certain
at need to be
in techniques

Jow-how, the expressed wishes of users, customers; ete. This objective can be expressed in the

erating costs,

hssist in their
gies of the

e
:E. information

bssential that
and means in

ally decisions
Fision-making

The ligt of constraints includes butis not limited to:

— Canstraints of a political'nature: These can concern government administrations, publlic institutions
or[more generally any-0rganization that applies government decisions. They are usu
copncerning strategic.or operational orientation made by a government division or de
bddy and should be applied.

Far exampleithe computerization of invoices or administrative documents introducg

se

Cqg

curity preblems.

nstraints of a strategic nature: Constraints can arise from planned or possible ¢

or

iz ation'c cryiiatiirene A Aot ation Thay v avienccend 10 tha arganioatin
o o

s information

hanges to the

THZoto oot ot tuT Co— O O reTreatot— T 11Ty T e P T Co ST oI tIIC— O gutiizacrott

operational plans.

o)

strategic or

For example, international cooperation in the sharing of sensitive information can necessitate
agreements concerning secure exchange.

Cco

nstraints such as the distribution of sites over the entire territory or abroad.

Territorial constraints: The organization's structure and/or purpose can introduce specific

Examples include postal services, embassies, banks, subsidiaries of a large industrial group, etc.

Constraints arising from the economic and political climate: An organization's operation can be

profoundly changed by specific events such as strikes or national and international crises.

For example, some services should be able to continue even during a serious crisis.
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— Structural constraints: The nature of an organization's structure (divisional, functional or other)
can lead to a specificinformation security policy and security organization adapted to the structure.

For example, an international structure should be able to reconcile security requirements specific
to each country.

— Functional constraints: Functional constraints arise directly from the organization's general or
specific missions.

For example, an organization that operates around the clock should ensure its resources are
continuously available.

linked to:
availabili

Ly, etc.

For example, the entire personnel of a defence organization should have authorjization to

highly co

— Constrair
or setting

For exam

— Constrair
imposed

— Constrair
led to a s
controls.
many asp
opinions,

hfidential information.

tsarisingfromtheorganization's calendar: These constraints canpesultfromrestrud
up new policies imposing certain deadlines.

ple, the creation of a security division.

for aspects such as project planning, specifications,development and so on.

ts of a cultural nature: In some organizations;<work habits or the main busines
pecific “culture” within the organization, which can be incompatible with the sg
This culture is the personnel's general reference framework and can be determi
ects, including education, instruction, pfefessional experience, experience outsidg
philosophy, beliefs, social status, etc.

— Budgetarfy constraints: The recommended-security controls can sometimes have a very hig

While it
justificat

For exam
should n
therefore

s not always appropriate to base security investments on cost-effectiveness, ecq
on is generally required by the organization’s financial department.

t exceed the cost of the potential consequences of the risks. Top management
assess and take galeulated risks if they want to avoid excessive security costs.

A.3 List ofithe constraints affecting the scope

By identifying the censtraints, it is possible to list those that have an impact on the scope and dets
which ones stjll need appropriate action. They are added to, and can possibly amend, the organiz
constraints d¢termined above. The following paragraphs present a non-exhaustive list of possiblg

ey are
vation,

handle

turing

ts related to methods: Methods appropriate to the organization's know-how need to be

s have
curity
hed by
work,

h cost.
nomic

ple, in the private sectorand some public organizations, the total cost of security c¢ntrols

should

brmine
ation's

e types

of constraints.

Constraints arising from pre-existing processes

Application projects are not necessarily developed simultaneously. Some depend on pre-existing
processes. Even though a process can be broken down into sub-processes, the process is not necessarily

influenced by

Technical con

all the sub-processes of another process.

straints

Technical constraints, relating to infrastructure, generally arise from installed hardware and software,

and rooms or

sites housing the processes:

— files (requirements concerning organization, media management, management of access rules, etc.);
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physical architecture, etc.);

no

b

rms, security, etc.);

ilding infrastructure (requirements concerning civil engineering, construction,

general architecture (requirements concerning topology (centralised, distributed, client-server),

application software (requirements concerning specific software design, market standards, etc.);

package software (requirements concerning standards, level of evaluation, quality, compliance with

hardware (requirements concerning standards, quality, compliance with norms, etc.);

communication networks (requirements concerning coverage, standards, capacity, reliability, etc.);

high voltages,

lo

Finand

The implementation of security controls is often restricted by the budget thatthe org

comm
allocat

Envird

Envird
are im

Time d

The ti

upgra
was dg

Consti

Metho

development and so on.

Qrgan

Variou

Op

emergency plans,.degraded operation, etc.);

m

hu
fo

Je

v voltages, etc.).

ial constraints

t. However, the financial constraint should still to be the last to bé\ considered
ion for security can be negotiated on the basis of the security study.

nmental constraints

nmental constraints arise from the geographical or econoric environment in which
plemented: country, climate, natural risks, geographicalssituation, economic climatg

onstraints

Anization can
hs the budget

the processes
, etc.

e required for implementing security controls should be considered in relation td
the information system; if the implementation time is very long, the risks for wh
signed can have changed. Time is a determdining factor for selecting solutions and

aints related to methods

(s appropriate to the organization's know-how should be used for project planning, {

zational constrain
s constraints can follow from organizational requirements:

eration (requirements concerning lead-times, supply of services, surveillance

hintenance\(requirements for incident troubleshooting, preventive actions, rapid co

man nesources management (requirements concerning operator and user training
" Pasts such as system administrator or data administrator, etc.);

b

the ability to
h the control
iorities.

pecifications,

, monitoring,

‘rection, etc.);

qualification

administrative management (requirements concerning responsibilities, etc.);

engineering, acceptance plans, organization to be set up, etc.);

co
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ntracts, etc.).
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Annex B
(informative)

Identification and valuation of assets and impact assessment

B.1 Examples of asset identification

B.1.1 Genejral

To perform agset valuation, an organization first needs to identify its assets (at an appropriate level of
detail). Two kfinds of assets can be distinguished:

— the primdry assets:
— business processes and activities;
— information;
— the supparting assets (on which the primary elements of the scope rely) of all types:
— hardyare;
— software;
— netwprk;
— persqnnel;

— site;

— orgaLization's structure.

B.1.2 The identification of primary assets

To describe the scope more acgugately, this activity consists in identifying the primary assets (bysiness
processes anfl activities, information). This identification is carried out by a mixed work|group
representative of the proeess (managers, information systems specialists and users).

The primary pssets ate)usually the core processes and information of the activity in the scope| Other
primary assefs sucltas the organization's processes can also be considered, which are more appr¢priate

for drawing up an‘information security policy or a business continuity plan. Depending on the pyrpose,
some studies wwwmwmﬂﬂwmn such

cases, the study boundaries can be limited to the key elements of the scope.

Primary assets are of two types:
1) Business processes (or sub-processes) and activities, for example:

— processes whose loss or degradation make it impossible to carry out the mission of the
organization;

— processes that contain secret processes or processes involving proprietary technology;
— processes that, if modified, can greatly affect the accomplishment of the organization's mission;

— processes that are necessary for the organization to comply with the applicable contractual,
legal or regulatory requirements identified as per Clause 6;
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2) Information. More generally, primary information mainly comprises:

vital information for the exercise of the organization's mission or business;
personal information, as can be defined specifically in national laws regarding privacy;
strategicinformationrequired for achieving objectives determined by the strategic orientations;

high-cost information whose gathering, storage, processing and transmission require a long
time and/or involve a high acquisition cost.

Processes and information that are not identified as sensitive after this activity have no defined

classif

cation in the remainder of the study. This means that, even if such processes or information are

compr

HoweV
as sen

B.1.3

The sc¢
that a
inform

— H{

pmised, the organization can still accomplish the mission successfully.

bitive.

er, they often inherit controls implemented to protect the processes and information identified

List and description of supporting assets

ppe consists of assets that should be identified and described.These assets have yulnerabilities
e exploitable by threats aiming to impair the primary assets of the scope (pgrocesses and

ation). They are of various types:
rdware. The hardware type consists of all the physical¢elements supporting processes.

Data processing equipment (active): Automati€, information processing equipnjent including
the items required to operate independently.

Transportable equipment: Portable computér equipment.

EXAMPLE Laptop computer, Personal Digital Assistant (PDA).

Fixed equipment: Computer equiptment used on the organization's premises.
EXAMPLE Server, microcomptuter used as a workstation.

Processing peripheralssEquipment connected to a computer via a communicatign port (serial,
parallel link, etc.) for entering, conveying or transmitting data.

EXAMPLE Printer, ¥emovable disc drive.
Data medium;(passive): These are media for storing data or functions.

Electrenic medium: An information medium that can be connected to a computef or computer
network for data storage. Despite their compact size, these media can contain a lajrge amount of
ddta. They can be used with standard computing equipment.

EVAMDLLE I i aln W Yal .V il N

] TR | Llal i 1 4+
LATYIVIT LT IUPP)’ UIoe, GV INUIVI, UAdUCIN MP cartr lusl,’ ICINIUVAUIC TIAdTIU UIoC, TIICITIVUT _y I\\fy, da e-
Other media: Static, non-electronic media containing data.

EXAMPLE Paper, slide, transparency, documentation, fax.

— Software. Software consists of all the programmes contributing to the operation of a data
processing set.

Operating system: This includes all the programmes of a computer making up the operational
base from which all the other programmes (services or applications) are run. Itincludes a kernel
and basic functions or services. Depending on the architecture, an operating system may be
monolithic or made up of a micro-kernel and a set of system services. The main elements of the
operating system are all the equipment management services (CPU, memory, disc, and network
interfaces), task or process management services and user rights management services.

© ISO/IEC 2018 - All rights reserved 29


https://iecnorm.com/api/?name=29ff0fe0486bacaa5ef82216f5d29c29

ISO/IEC 27005:2018(E)

Service, maintenance or administration software: Software characterized by the fact that it
complements the operating system services and is not directly at the service of the users or
applications (even though it is usually essential or even indispensable for the global operation
of the information system).

Package software or standard software: Standard software or package software are complete
products commercialized as such (rather than one-off or specific developments) with medium,
release and maintenance. They provide services for users and applications, but are not
personalized or specific in the way that business applications are.

EXAMPLE Data base management software, electronic messaging software, groupware, directory
software, web server software, etc.

Busirness application:

— Standard business application: This is commercial software designed to give|users|direct
dccess to the services and functions they require from their information.§ystem ih their
grofessional context. There is a very wide, theoretically limitless, range‘of fields.

EXAMPLE Accounts software, machine tool control software, customer ,care” software, personnel
compgtency management software, administrative software, etc.

— 9pecific business application: This is software in which various/aspects (primarily suypport,
raintenance, upgrading, etc.) have been specifically developed to give users direct|access
tp the services and functions they require from their information system. There is|a very
wide, theoretically unlimited, range of fields.

EXAMPLE Invoice management of telecom operators' customers, real time monitoring application for
rockef launching.

— Network{The network type consists of all telecommiinications devices used to interconnect geveral

physically remote computers or elements of an information system.

Medipim and supports: Communicatiohs” and telecommunications media or equipmgnt are
charqcterized mainly by the physicaland technical characteristics of the equipment (pqint-to-
point} broadcast) and by the communication protocols (link or network - levels 2 and 3 of the
OSI 7Hayer model).

EXAMPLE Public Switching Telephone Network (PSTN), Ethernet, GigabitEthernet, AsymmetricDigital
Subsdriber Line (ADSL), wireless protocol specifications (e.g. WiFi 802.11), Bluetooth, FireWire.

Passilve or active relay: This sub-type includes all devices that are not the logical terminations
of cojmmunications (IS vision) but are intermediate or relay devices. Relays are characterized
by the supportednetwork communication protocols. In addition to the basic relay, they often
inclugle routing and/or filtering functions and services, employing communication switches
and rjoutérs'with filters. They can often be administrated remotely and are usually cappble of
generating logs.

EXAMPLE Bridge, router, hub, switch, automatic exchange.

Communication interface: The communication interfaces of the processing units are connected
to the processing units but are characterized by the media and supported protocols, by any
installed filtering, log or warning generation functions and their capacities and by the possibility
and requirement of remote administration.

EXAMPLE General Packet Radio Service (GPRS), Ethernet adaptor.

— Personnel. The personnel type consists of all the groups of people involved in the information system.

30

Decision-maker: Decision-makers are the owners of the primary assets (information and
functions) and the managers of the organization or specific project.

EXAMPLE Top management, project leader.
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Users: Users are the personnel who handle sensitive elements in the context of their activity
and who have a special responsibility in this respect. They can have special access rights to the
information system to carry out their everyday tasks.

EXAMPLE Human resources management, financial management, risk manager.

Operation/maintenance staff: These are the personnel in charge of operating and maintaining
the information system. They have special access rights to the information system to carry out
their everyday tasks.

EXAMPLE System administrator, data administrator, back-up, Help Desk, application deployment
operator, security officers.

— Sif
m

Developers: Developers are in charge of developing the organization's applicatiops. They have
access to part of the information system with high-level rights but do not take any action on the
production data.

EXAMPLE Business application developers.

e. The site type comprises all the places containing the scope or part afthe scope, and the physical
pans required for it to operate.

Location:

— External environment: This concerns all locations*in which the organizatipn's means of
security cannot be applied.

EXAMPLE Homes of the personnel, premises of@noether organization, environment dutside the site
(urban area, hazard area).

— Premises: This place is bounded by the organization's perimeter directly in coptact with the
outside. This can be a physical protective boundary obtained by creating physical barriers
or means of surveillance around\buildings.

EXAMPLE Establishment, buildings.

— Zone: A zone is formed by a physical protective boundary forming partitions within
the organization's\premises. It is obtained by creating physical barriers around the
organization's infermation processing infrastructures.

EXAMPLE Offices,téserved access zone, secure zone.
— Essential'services: All the services required for the organization's equipment to operate.
— ComMunication: Telecommunications services and equipment provided by ah operator.

EXAMPLE Telephone line, PABX, internal telephone networks.

=< Utilities:

©150/1

— Services and means (sources and wiring) required for providing power to information
technology equipment and peripherals.

EXAMPLE Low-voltage power supply, inverter, electrical circuit head-end.

— Water supply

— Waste disposal

— Services and means (equipment, control) for cooling and purifying the air.

EXAMPLE Chilled water pipes, air-conditioners.
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— Organization. The organization type describes the organizational framework, consisting of all the
personnel structures assigned to a task and the procedures controlling these structures.

— Authorities: These are organizations from which the studied organization derives its authority.
They can be legally affiliated or external. This imposes constraints on the studied organization
in terms of regulations, decisions and actions.

EXAMPLE Administrating body, Head office of an organization.

— Structure of the organization: This consists of the various branches of the organization,
including its cross-functional activities, under the control of its management.

EXAMPLE Human resources management, IT management, purchasing management, business unit
management, building safety service, fire service, audit management.

— Project or system organization: This concerns the organization set up for a specifie¢’prdject or
servire.

EXAMPLE New application development project, information system migration ptoject.

(]

— Subcxntractors/suppliers/manufacturers: These are organizations that providg the

organization with a service or resources and bound to it by contract.

EXAMPLE Facilities management company, outsourcing company, cansultancy companies.

B.2 Asset yaluation

B.2.1 Genejral

The next step|after asset identification is to agree on thésscale to be used and the criteria for asgigning
a particular lpcation on that scale to each asset, baséd on valuation. Because of the diversity of|assets
found within|most organizations, it is likely that-some assets that have a known monetary vplue is
valued in the [local unit of currency, while others-which have a more qualitative value can be asfsigned
a value ranging, for example, from “very low{to “very high”. The decision to use a quantitative sgale or
a qualitative $cale is really a matter of organizational preference, but should be relevant to the|assets
being valued.|Both valuation types can-beused for the same asset.

Typical termq used for the qualitative valuation of assets include words such as: negligible, very low,
low, medium, |high, very high, and-critical. The choice and range of terms suitable to an organizdtion is
strongly depegndent on an organization's needs for security, organizational size, and other organjzation
specific factors.

B.2.2 Criteria

The criteria ulsed,as'the basis for assigning a value to each asset should be written out in unambjguous
terms. This i oftén one of the most difficult aspects of asset valuation since the values of some|assets
may have to be subjectively determined and since many different individuals are likely to be making
the determination. Possible criteria used to determine an asset’s value include its original cost, its
replacement or re-creation cost or its value can be abstract, e.g. the value of an organization’s reputation.

Another basis for the valuation of assets is the costs incurred due to the loss of confidentiality, integrity
and availability as the result of an incident. Non-repudiation, accountability, authenticity and reliability
should also be considered, as appropriate. Such a valuation provides the important element dimensions
to asset value, in addition to replacement cost, based on estimates of the adverse business consequences
that would result from security incidents with an assumed set of circumstances. It is emphasized that
this approach accounts for consequences that are necessary to factor into the risk assessment.

Many assets can have several values assigned to them during the course of valuation. For example, a
business plan can be valued based on the labour expended to develop the plan, on the labour to input
the data, and on its value to a competitor. The assigned values are most likely to differ considerably.
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The assigned value can be the maximum of all possible values or the sum of some or all of the possible
values. In the final analysis, it should be carefully determined which value or values are assigned to an
asset since the final value assigned plays a role in the determination of the resources to be expended for
the protection of the asset.

B.2.3 Reduction to the common base

Ultimately, all asset valuations need to be reduced to a common base. This can be done with criteria
that can be used to assess the possible consequences resulting from a loss of confidentiality, integrity,
availability, non-repudiation, accountability, authenticity, or reliability of assets, such as:

— impairment of business performance;

— loss of goodwill/negative effect on reputation;
— brach associated with personal information;
— enldangerment of personal safety;

— adverse effects on law enforcement;

— breach of confidentiality;

— breach of public order;

— fingancial loss;

—

— dipruption to business activities; and
— enldangerment of environmental safety:.
Another approach to assess the consequences‘can be:
— inferruption of service: inability to provide the service;
— loss of customer confidence:
—| loss of credibility in thée\internal information system; and
— damage to reputation;
— dipruption of internal operation:
—|{ disruptiefiin the organization itself; and
—|{ addjtional internal cost;

— dipraption of a third party's operation:

— disruption in third parties transacting with the organization; and
— various types of injury;
— danger to personnel/user safety: danger for the organization's personnel and/or users;
— attack on users' private life;
— financial losses;
— financial costs for emergency or repair:
— in terms of personnel;

— in terms of equipment; and
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— in terms of studies, experts' reports;
loss of goods/funds/assets;

loss of customers, loss of suppliers;
judicial proceedings and penalties;

loss of a competitive advantage;

loss of technological/technical lead;

loss of effectiveness/trust;

loss of te¢hnical reputation;

weakening of negotiating capacity;

industria| crisis (strikes);

government crisis;

dismissal;

material

lamage.

These criterig are examples of issues to be considered for asset valuation. For carrying out valuati
organization peeds to select criteria relevant to its type of business and security requirements. T
mean that sorhe of the criteria listed above are not applicable, and that others can be added to the

bns, an
is can
list.

B.2.4 Scale

After establig
organization-
with regard t
granularity bj
organization
can be used 3

hing the criteria to be considered, the 6rganization should agree on a scale to b
wide. The first step is to decide onzthe number of levels to be used. There are n

0 the number of levels that are most appropriate. More levels provide a greater ltz

ut sometimes a too fine differentiation makes consistent assignments throughdg
difficult. Normally, any number of levels between 3 (e.g. low, medium, and high)
s long as it is consistent with the approach the organization is using for the wha

e used
rules
vel of
ut the
hnd 10
le risk

assessment process.

»n o«
]

should be asdessed accordingjto the criteria selected (e.g. for possible financial loss, they shquld be
given in mong¢tary values;.but for considerations such as endangerment of personal safety, m(()Letary
valuation canfbe compléxand may not be appropriate for all organizations). Finally, it is entirely up to the
organization fo decide-what is considered as being “low” or a “high” consequence. A consequenfe that
can be disastrous(for a small organization can be low or even negligible for a very large organization.

An organization can define its@wn limits for asset values, like “low”, “medium”, or “high”. Thesq limits

B.2.5 Dependencies

The more relevant and numerous the business processes supported by an asset, the greater the value
of this asset. Dependencies of assets on business processes and other assets should be identified as
well since this can influence the values of the assets. For example, the confidentiality of data should
be kept throughout its life-cycle, at all stages, including storage and processing, i.e. the security needs
of data storage and processing programmes should be directly related to the value representing the
confidentiality of the data stored and processed. Also, if a business process is relying on the integrity of
certain data being produced by a programme, the input data of this programme should be of appropriate
reliability. Moreover, the integrity of information is dependent on the hardware and software used
for its storage and processing. Also, the hardware is dependent on the power supply and possibly
air conditioning. Thus, information about dependencies assists in the identification of threats and
particularly vulnerabilities. Additionally, it helps to assure that the true value of the assets (through the
dependency relationships) is given to the assets, thereby indicating the appropriate level of protection.
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The values of assets on which other assets are dependent can be modified in the following way:

— ifthe values of the dependent assets (e.g. data) are lower or equal to the value of the asset considered

(e.

g. software), its value remains the same;

if the values of the dependent asset (e.g. data) is greater, then the value of the asset considered (e.g.

SO

ftware) should be increased according to:
the degree of dependency; and

the values of the other assets.

An organization can have some assets that are available more than once, like copies of software

progrd

this fact when doing the asset valuation. On one hand, these assets are overlooked.eas
care should be taken to identify all of them. On the other hand, they can be used fd redu
problejms.

B.2.6 | Output

The fipal output of this step is a list of assets and their values relative to disclosure

of confidentiality), modification (preservation of integrity, cauthenticity, non-rep
accout

replac

B.3

An infprmation security incident can impact mote.than one asset or only a part of an

is rela
betwe
either

conse(
Immediate (operational) impact is either direct or indirect.

1) Di

2)

a)
b)

q)

]

tability), non-availability and destruction (preservatioh~of availability and re
bment cost.

mpact assessment

fed to the degree of success of the incideft. As a consequence, there is an import
bn the asset value and the impact restilting from the incident. Impact is conside
hn immediate (operational) effect or-afuture (business) effect that includes financi
uences.

frect:
the financial replacement value of lost (part of) asset;
the cost of acquisition, configuration and installation of the new asset or back-up

the costof'suspended operations due to the incident until the service provided &
is restoned; and

impact results in an information security breach.

mmes or the same type of computer used in most of the offices. It is importaﬂlt to consider

ly. Therefore,
Ce availability

(preservation
idiation and
iability), and

asset. Impact
hnt difference
red as having
al and market

y the asset(s)

1
UIrcct.

opportunity cost (financial resources needed to replace or repair an asset would have been

used elsewhere);

the cost of interrupted operations;

potential misuse of information obtained through a security breach;
violation of statutory or regulatory obligations; and

violation of ethical codes of conduct.

As such, the first assessment (with no controls of any kind) estimates an impact as very close to the
(combination of the) concerned asset value(s). For any next iteration for this (these) asset(s), the impact
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is different (normally much lower) due to the presence and the effectiveness of the implemented
controls.
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Annex C
(informative)

Examples of typical threats

The following table gives examples of typical threats. The list can be used during the threat assessment
process. Threats can be deliberate, accidental or environmental (natural) and result, for example,
i i i i ist indi type where
D (deljberate), A (accidental), E (environmental) is relevant. D is used for all deliberateyfctions aimed

in da

ats are not in

at information assets, A is used for all human actions that can accidentally damage inforination assets,
and E fis used for all incidents that are not based on human actions. The groups.of thre
prioritly order.
Type Threats (]/\ Qrigin
Fire A DE
Water damage A, DE
. Pollution A DE
Physical damage - -
Major accident A DE
Destruction of equipment of\thedia A DE
Dust, corrosion, freezing A, DE
Climatic phenomenon E
Seismic phenomengn E
Natural events Volcanic phenofiienon E
Meteorological phenomenon E
Flood E
Failure of air-conditioning or water supply system A, D
Loss of essential services {Less of power supply A DE
. “JFailure of telecommunication equipment A, D
_ @ ’ Electromagnetic radiation A, DE
Dls‘.cur.bance due Thermal radiation A DE
radiation
\\ Electromagnetic pulses A, D E
A) : T :
OQ‘ Interception of compromising interference signals D
C)é Remote spying D
Eavesdropping D
\Q Theft of media or documents D
. Theft of equipment D
compromlse o Retrieval of recycled or discarded media D
information
Disclosure A, D
Data from untrustworthy sources A D
Tampering with hardware D
Tampering with software AD
Position detection D
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Type Threats Origin
Equipment failure A
Equipment malfunction A
Technical failures Saturation of the information system A,D
Software malfunction A
Breach of information system maintainability A D
Unauthorized use of equipment D
Fraudulent copying of software D
Unauthorized actions Use of counterfeit or copied software A,D
Corruption of data D
[llegal processing of data D
Error in use A
Abuse of rights A,D
Comprpmise of functions |Forging of rights D
Denial of actions D
Breach of personnel availability ADE

38 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=29ff0fe0486bacaa5ef82216f5d29c29

ISO/IEC 27005:2018(E)

Particular attention should be paid to human threat sources. These are specifically itemized in the

following table:
Origin of threat Motivation Possible consequences
Challenge — Hacking
Ego — Social engineering
Hacker, cracker Rebellion — System intrusion, break-ins
Status — Unauthorized system access
Money

Compyter criminal

Destruction-ofinformation
[llegal information disclosure
Monetary gain

Unauthorized data alteration

Computererime{e-g—eyher stalking)

T TSt

Fraudulentact (e.g. replay,

interception)

Information bribery
Spoofing

System intrusion

impersonation,

Terrorist

Blackmail
Destruction
Exploitation
Revenge
Political gain

Media coverage

Bomb/terrorism
Information warfare

System attack (e.g. dist

of service)

System penetration

System tampering

ributed denial

Indus{rial espionage
(Intelljgence,
compdnies, foreign
governiments, other
goverment
interests)

Competitive advantage

Economic espionage

Defence advantage
Political advantage
Economic exploitation
Information theft
Intrusion on personal pr
Social engineering
System penetration

Unauthorized system ac

classified, proprietary, and
gy-related information)

ivacy

cess (access to
/or technolo-
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malicious, neg

igent
&

Origin of threat Motivation Possible consequences

Curiosity — Assault on an employee
Ego — Blackmail
Intelligence — Browsing of proprietary information
Monetary gain — Computer abuse
Revenge — Fraud and theft

Insiders ) Unintentional errors and omissions (e.g. data|— Information bribery

([jli););rri}rllgea&fled' entry error, programming error) — Input of falsified, corrupted data

dishonest, or
terminated
employees)

Trojan horse)

Lok 4
TITCCTCCPTIUIT

Malicious code (e.g. virus, logic|bomb,

Sale of personal informiation
System bugs
System intrusion

System sabétage

Unauthorized system access

40
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Vulnerabilities and methods for vulnerability assessment

D.1 Examples of vulnerabilities

The following table gives examples for vulnerabilities in various security areas, includ

of thré
threat

cases ¢ther threats can exploit these vulnerabilities as well.

ats that can exploit these vulnerabilities. The lists can provide help during-the
5 and vulnerabilities, to determine relevant incident scenarios. It is empHhasized

ing examples
hssessment of
that in some

Types Examples of vulnerabilities Efi}\aﬁles of threats

lﬁsrzféiecirizagaintenance/ faulty installation of Breach of infformation system rhaintainability
Lack of periodic replacement schemes Destruction of equipment or npedia
Susceptibility to humidity, dust, soiling Dust, corrosion, freezing
Sensitivity to electromagnetic radiation Electromagnetic radiation

Hardware Lack of efficient configuration change contto) * | Error in use
Susceptibility to voltage variations Loss of power supply
Susceptibility to temperature variations Meteorological phenomenon
Unprotected storage Theft of media or documents
Lack of care at disposal Theft of media or documents
Uncontrolled copying Theft of media or documents
No or insufficient software testing Abuse of rights
Well-known flaws iti:the software Abuse of rights
No “logout” when'leaving the workstation Abuse of rights
E;(S)ggl-sirl-a(;;:use of storage media without Abuse of rights
Lack(ofjaudit trail Abuse of rights
Wraonhg allocation of access rights Abuse of rights

Software

Widely-distributed software

Corruption of data

Applying application programs to the wrong data
in terms of time

Corruption of data

Complicated userinterface
r

Errorinuse

Lack of documentation

Error in use

Incorrect parameter set up

Error in use

Incorrect dates

Error in use
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Types Examples of vulnerabilities Examples of threats

Lack of identification and authentication mech- . .
anisms like user authentication Forging of rights
Unprotected password tables Forging of rights
Poor password management Forging of rights
Unnecessary services enabled Illegal processing of data
Immature or new software Software malfunction
Unclear or incomplete specifications for developers | Software malfunction
Lack of effective change control Software malfunction
Hreontrotteddowmoadingamduseof software—TTamperinmg withrsoftware
Lack of back-up copies Tampering with software
:rall(cjkv\c’)ifnpd}g;iiscal protection of the building, doors Theft of media or documents
Failure to produce management reports Unauthorized use of equipnient
Lack of proof of sending or receiving a message |Denial of actions
Unprotected communication lines Eavesdropping
Unprotected sensitive traffic Eavesdropping
Poor joint cabling Failure of telecommunication equipm¢nt
Single point of failure Failure-ef telecommunication equipment

Network Lack of id_entification and authentication of sender Fdiaing of rights
and receiver
Insecure network architecture Remote spying
Transfer of passwords in clear Remote spying
igigii(gate network management (resilfence of Saturation of the information system
Unprotected public network connections Unauthorized use of equipment
Absence of personnel Breach of personnel availability
Inadequate recruitment procedures Destruction of equipment or media
Insufficient security training Errorin use
Incorrect use of software and hardware Errorin use

Personnel Error in use

Lack of security awareness

Lack of monitoring mechanisms

[llegal processing of data

Unsuperyised work by outside or cleaning staff

Theft of media or documents

Lack of policies for the correct use of telecommu-
nications media and messaging

Unauthorized use of equipment

Site

Inadequate or careless use of physical access

Destruction of equipment or media

controltobuildings and rooms
(=]

Location in an area susceptible to flood

Flood

Unstable power grid

Loss of power supply

Lack of physical protection of the building, doors
and windows

Theft of equipment

Lack of formal procedure for user registration
and de-registration

Abuse of rights

Lack of formal process for access right review
(supervision)

Abuse of rights

Lack or insufficient provisions (concerning security)
in contracts with customers and/or third parties

Abuse of rights

Lack of procedure of monitoring of information
processing facilities

Abuse of rights
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