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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document provides guidance on:

a) the management of an information security management system (ISMS) audit programme;
b) the conduct of internal and external ISMS audits in accordance with ISO/IEC 27001;

c) the competence and evaluation of ISMS auditors.

This document should be used in conjunction with the guidance contained in ISO 19011:2011.

This documeht follows the structure of ISO 19011:2011. Additional ISMS-specific guidance pn the
application of|{ISO 19011:2011 for ISMS audits is identified by the letters “IS”.

ISO 19011:2011 provides guidance on the management of audit programmes, the conduct of intefnal or
external audifs of management systems, as well as on the competence and evaluatiohof management
system auditqrs.

NOTE Forfccredited certification, auditor requirements are given in ISO/IEC 27006.

This document does not state requirements and is intended for all users,including small and m¢dium-
sized organizptions.

vi © ISO/IEC 2017 - All rights reserved
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Information technology — Security techniques —

Guidelines for information security management systems

auditing

1 Scope

This d . . . . . .
audit ]Erogramme, on conducting audits, and on the competence of ISMS auditors, in a

guidance contained in ISO 19011:2011.

This dpcument is applicable to those needing to understand or conduct internator extern
[SMS dr to manage an ISMS audit programme.

2 Normative references

The following documents are referred to in the text in such acway that some or all of]
constifutes requirements of this document. For dated references, only the edition cite
undated references, the latest edition of the referenced document (including any amendmnj

ISO 19P11:2011, Guidelines for auditing management systems

ISO/IHC 27000:2016, Information technology — Secusxity techniques — Information securit}
systems — Overview and vocabulary

ISO/IEC 27001:2013, Information technology.x— Security techniques — Information securit)
systems — Requirements

3 Terms and definitions

For the purposes of this dedument, the terms and definitions given in ISO 19(
ISO/IHC 27000 apply.

ISO and IEC maintainterminological databases for use in standardization at the following

— ISP Online browsing platform: available at http://www.iso.org/obp

— IE[ Electropedia: available at http://www.electropedia.org/

ystem (ISMS)
ldition to the

nl audits of an

their content
d applies. For
ents) applies.

¥ management

¥ management

11:2011 and

addresses:

4 Phsdinlesofauditi

The principles of auditing of ISO 19011:2011, Clause 4 apply.

5 Managing an audit programme

5.1 General

The guidelines of ISO 19011:2011, 5.1 apply. In addition, the following guidance applies.

© ISO/IEC 2017 - All rights reserved
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5.1.1 IS 5.1 General

An organization needing to conduct audits should establish the audit! programme, taking account of
the risks and opportunities determined when planning the ISMS.

5.2 Establishing the audit programme objectives

The guidelines of ISO 19011:2011, 5.2 apply. In addition, the following guidance applies.

5.2.1 IS 5.2 Establishing the audit programme objectives

ISMS_SpecifiC considerations for annrmining audit programine nh}'ar‘fivnc caninclude:

a) identified information security requirements;
b) requiremients of ISO/IEC 27001;

c) auditee’s [level of performance, as reflected in the occurrence of information/security events and
incidents|and effectiveness of the ISMS;

NOTE Further information about performance monitoring, measurement, analysis and evaluatjon can
be found ih ISO/IEC 27004.

d) risks and|opportunities determined when planning the ISMS of the auditee;
e) information security risks to the relevant parties, i.e. the audifee and audit client.
Examples of IEMS-specific audit programme objectives include:

— verificatipn of conformity with the relevant legal®and contractual requirements and| other
requiremgents and their security implications;

— obtaining and maintaining confidence in the #iSk management capability of the auditee;

— evaluating the effectiveness of the action$to address information security risks and opportynities.
5.3 Establishing the audit programme

5.3.1 Role and responsibilities of the person managing the audit programme

The guidelinefs of ISO 19011:2011, 5.3.1 apply.

5.3.2 Competence ©fithe person managing the audit programme

The guidelinefs of ISO 19011:2011, 5.3.2 apply.

5.3.3 Establishing the extent of the audit programme

The guidelines of ISO 19011:2011, 5.3.3 apply. In addition, the following guidance applies.

5.3.3.1 IS 5.3.3 Establishing the extent of the audit programme
The extent of an audit programme can vary and can be influenced by the following factors:
a) the size of the ISMS, including:

1) the total number of persons doing work under the organization's control and relationships
with interested parties and contractors that are relevant to the ISMS;

1) For the purpose of this document, the term “audit” refers to ISMS audits.

2 © ISO/IEC 2017 - All rights reserved
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the number of information systems;

the number of sites covered by the ISMS;

b) the complexity of the ISMS (including the number and criticality of processes and activities) taking
into account differences between sites within the ISMS scope;

c) the significance of the information security risks identified for the ISMS in relation to the business;

d) the significance of the risks and opportunities determined when planning the ISMS;

e) the importance of preserving the confidentiality, integrity and availability of information within
the scope of the ISMS:

f) thp complexity of the information systems to be audited, including complexity. olf information
tefhnology deployed;

g) thp number of similar sites.

Consideration should be given in the audit programme to setting prioritie's|that warrant
examihation based on the significance of information security risks\and business rec
respedt to the scope of the ISMS.

NOTE

on mu
Accred
only re

5.3.4

The gyidelines of ISO 19011:2011, 5.3.4 apply. In:addition, the following guidance applies.

5.3.4.1 IS 5.3.4 Identifying and evaluating audit programme risks

Audit programme risks can be additiefally associated with risks related to confidentiality

5.3.5

The gdidelines of ISO 19011:2011, 5.3.5 apply. In addition, the following guidance applies.

5.3.5.1

ti-site sampling can be found in ISO/IEC 27006 and mandatory document 1 from th
ftation Forum (IAF MD1, see Reference [12]). The information contained in ISO/IEC 2700¢
ates to certification audits.

Identifying and evaluating audit programine risks

Establishing procedures for the audit programme

IS 5.3.5 Establishing procedures for the audit programme

more detailed
juirements in

Further information about determining audit time can be found in ISO/IEC 27006. Furtijer information

b International
and IAF MD 1

requirements.

Measufres to ensure information security and confidentiality should be determinedl considering

audite

and contractual requirements.

5.3.6

bs and_other relevant party requirements. Other party requirements can include

relevant legal

Identifying audit programme resources

The guidelines of ISO 19011:2011, 5.3.6 apply. In addition, the following guidance applies.

5.3.6.1 IS 5.3.6 Identifying audit programme resources

In particular, for all significant risks applicable to the auditee and relevant to the audit programme
objectives, ISMS auditors should be allocated sufficient time to review the effectiveness of the actions
to address information security risks and ISMS related risks and opportunities.

©150/1
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5.4 Implementing the audit programme

5.4.1 General

The guideline

s of ISO 19011:2011, 5.4.1 apply

5.4.2 Defining the objectives, scope and criteria for an individual audit

The guidelines of SO 19011:2011, 5.4.2 apply. In addition, the following guidance applies.

5.4.2.1 IS 5.4.2 Defining the objectives, scope and criteria for an individual audit

The audit obj¢ctives can include the following:

a) evaluation of whether the ISMS adequately identifies and addresses informatien sg¢curity
requirements;

b) evaluatioh of the processes for the maintenance and effective improvement ofithe ISMS;

c) determinption of the extent of conformity of information security controls-with the requir¢ments
and procg¢dures of the ISMS.

The audit scope should take into account information security risks andxelevant risks and opportpnities

affecting the JSMS of relevant parties, i.e. the audit client and the auditee.

If ISMS is in the scope of the audit, then the audit team should vekify that the scope and boundarieg of the

ISMS of the auglitee are clearly defined based on internal and extefnal issues and the needs and expectations

of interested parties. The audit team should confirm that the'auditee addresses the requirements|stated

in ISO/IEC 27(001:2013, 4.3 within the scope of the ISMS, as relevant to the audit scope.

The following topics can be considered as audit\criteria and used as a reference against|which

conformity is[determined:

a) the inforgation security policy, information security objectives, policies and procedures alopted
by the auglitee;

b) legal and|contractual requirements and other requirements relevant to the auditee;

c) the auditee's information seeurity risk criteria, information security risk assessment procgss and
risk treatjment process;

d) the Statement of Applicability, the identification of any sector-specific or other necessary cqntrols,
justification for incliisions, whether they are implemented or not and the justification for exclusions
of controls of ISOZIEC 27001:2013, Annex A;

e) the defin1tion of controls to treat risks appropriately;

f) the methods and criteria for monitoring, measurement, analysis and evaluation of the information
security performance and the effectiveness of the ISMS;

g) information security requirements provided by a customer;

h) information security requirements applied by a supplier or outsourcer.

5.4.3 Selecting the audit methods

The guideline

s of ISO 19011:2011, 5.4.3 apply. In addition, the following guidance applies.

© ISO/IEC 2017 - All rights reserved
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5.4.3.1 IS 5.4.3 Selecting the audit methods
If ajoint auditis conducted, particular attention should be paid to the disclosure of information between

the relevant parties. Agreement on this should be reached with all interested parties before the audit
commences.

5.4.4 Selecting the audit team members

The guidelines of ISO 19011:2011, 5.4.4 apply. In addition, the following guidance applies.

5.4.4.1 IS 5.4.4 Selecting the audit team members

The co|mpetence of the overall audit team should include adequate knowledge and undétstanding of:
a) information security risk management sufficient to evaluate the methods usedby thg auditee;

b) information security and information security management sufficient to evaluate control
ddtermination, planning, implementation, maintenance and effectiveness of the ISMS

5.4.5 | Assigning responsibility for an individual audit to the audit feam leader

The gyidelines of ISO 19011:2011, 5.4.5 apply.

5.4.6 | Managing the audit programme outcome

The gdidelines of ISO 19011:2011, 5.4.6 apply.

5.4.7 | Managing and maintaining audit progranime records

The gyidelines of ISO 19011:2011, 5.4.7 apply.

5.5 Monitoring the audit programme

The gyidelines of ISO 19011:2011,5;5 apply.

5.6 Reviewing and improving the audit programme

The gyidelines of ISO 19011:2011, 5.6 apply.

6 Performing-an audit

6.1 General

The guidelines of ISO T9011:20171, 6.1 apply.
6.2 Initiating the audit

6.2.1 General
The guidelines of ISO 19011:2011, 6.2.1 apply.

6.2.2 Establishing initial contact with the auditee

The guidelines of ISO 19011:2011, 6.2.2 apply. In addition, the following guidance applies.

© ISO/IEC 2017 - All rights reserved 5
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6.2.2.1 IS 6.2.2 Establishing initial contact with the auditee

Where necessary, care should be taken to ensure that the auditors have obtained the nec

essary

security clearance to access documented information or other information required for audit activities

(including but not limited to confidential or sensitive information).

6.2.3 Determining the feasibility of the audit

The guidelines of ISO 19011:2011, 6.2.3 apply. In addition, the following guidance applies.

6.2.3.1 1S 6.2.3 Determining the feasibility of the audit

Before the audit commences, the auditee should be asked whether any ISMS audit evidence is unay|
for review by|the audit team, e.g. because the evidence contains personally identifiable informa
other confideptial/sensitive information. The person responsible for managing the audit|progi
should deterrhine whether the ISMS can be adequately audited in the absence of audit.evidence
conclusion is fhat it is not possible to adequately audit the ISMS without reviewing,the identifie
evidence, the|person responsible for managing the audit programme should advise the audits
the audit canmot take place until appropriate access arrangements are granted or alternative meg
achieve the afidit have been proposed to or by the auditee. If the audit proceéds, the audit plan
take into accqunt any access limitations.

6.3 Prepaiing audit activities

6.3.1 Perfarming document review in preparation for the audit

The guidelinefs of ISO 19011:2011, 6.3.1 apply.

6.3.2 Preparing the audit plan
The guidelines of ISO 19011:2011, 6.3.2 apply. In'addition, the following guidance applies.

6.3.2.1 IS 6.3.2 Preparing the audit plan

audit team njembers. The audit team'’s presence can influence information security and pre
source of addjfitional risk to the auditee’s information, e.g. confidential or sensitive records or 3
infrastructurg (e.g. accidental erasure, unauthorized disclosure of information, unintended altg
of information).

The audit te%[“ leader should be aware that risks to the auditee can result from the presence

6.3.3 Assighing work to the audit team

nilable
fion or
amme
. If the
1 audit
pe that
ans to
should

of the
sent a
ystem
ration

The guidelines.0fISO 19011:2011, 6.3.3 apply.

6.3.4 Preparing work documents

The guidelines of ISO 19011:2011, 6.3.4 apply. In addition, the following guidance applies.

6.3.4.1 IS 6.3.4 Preparing work documents

The audit team leader should ensure all audit work documents are classified appropriately and handled

in accordance with that classification.

6 © ISO/IEC 2017 - All rights reserved
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6.4 Conducting the audit activities

6.4.1

General

The guidelines of ISO 19011:2011, 6.4.1 apply.

6.4.2

Conducting the opening meeting

The guidelines of ISO 19011:2011, 6.4.2 apply.

6.4.3

Performing document review while conducting the audit

The gy

6.4.3.1

idelines of ISO 19011:2011, 6.4.3 apply. In addition, the following guidance applies.

IS 6.4.3 Performing document review while conducting the audit

[SMS auditors should verify that documented information as required by théaudit criteri

to the

hudit scope exists and conforms to the audit criteria requirements.

ISMS quditors should confirm that the determined controls within théscope of the audit
ults of the risk assessment and risk treatment process and can subsequently be fraced back to
the information security policy and objectives.

the re

NOTE
docum

6.4.4
The gy

6.4.5
The gy

6.4.6
The gy

6.4.6.1

Annex A provides guidance for ISMS auditing practige, including how to audit the ISMS
ented information.

Communicating during the audit

idelines of ISO 19011:2011, 6.4.4 apply.

Assigning roles and responsibilities of guides and observers

idelines of ISO 19011:2011, 6.4.5 apply.

Collecting and verifying information

idelines of ISO 1904.1:2011, 6.4.6 apply. In addition, the following guidance applies.

IS 6.4.6 Cellecting and verifying information

Possibje metheds to collect relevant information during the audit include:

a) re

view of documented information (including computer logs and configuration data)

b) wvi

h and relevant

are related to

using relevant

Lt f i forma i oot g Fo ol

TCOT T OT o ot pTrotCooTITS Ta CIIIerIcs,

c) observation of ISMS processes and related controls;

d) us

e of automated audit tools.

NOTE1 AnnexA provides guidance on how to audit the ISMS processes.

NOTE 2

ISO/IEC/PDTS 270082) provides additional guidance on how to assess information security controls.

ISMS audit team members should ensure appropriate handling of all information received from auditees
in accordance with the agreement among the audit client, audit team and the auditee.

2) Under preparation. Stage at the time of publication: ISO/IEC PDTS 27008:2017
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6.4.7 Generating audit findings

The guidelines of ISO 19011:2011, 6.4.7 apply.

6.4.8 Preparing audit conclusions

The guidelines of ISO 19011:2011, 6.4.8 apply.

6.4.9 Conducting the closing meeting

The guidelines of ISO 19011:2011, 6.4.9 apply.

6.5 Prepalling and distributing the audit report

6.5.1 Preparing the audit report

The guideline

6.5.1.1 1IS6

If any audit ¢
or sensitivity,
audit findings
of the evideng

6.5.2 Distr

The guideline

6.5.2.1 Dis

When distrib
be applied.

NOTE Wh

measure.

6.6 Compl

The guideline

6.7 Condu

s of [SO 19011:2011, 6.5.1 apply. In addition, the following guidance applies.

5.1 Preparing the audit report

vidence is not available to the audit team during the audit-for reasons of classif
the lead auditor should determine the extent to which this affects the confidence
and conclusion, and reflect on it in the audit report without compromising the sen;
e that was not available.

buting the audit report

s of [SO 19011:2011, 6.5.2 apply. In additidn, the following guidance applies.

ributing the audit report

iting the audit report, appropriate measures to ensure the report’s confidentially

bn using electronic means\for distribution, appropriate encryption of the audit reportisag

pting the audit
5 of [SO 19011:2011, 6.6 apply.

cting audit follow-up

cation
in the
itivity

should

ossible

nnnnnn

The guideline

7 Competence and evaluation of auditors

7.1 General

The guideline

s of IS0 19011:2011, 7.1 apply.
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7.2 Determining auditor competence to fulfil the needs of the audit programme
7.2.1 General

7.2.1.1 General

The guidelines of ISO 19011:2011, 7.2.1 apply. In addition, the following guidance applies.

7.2.1.2 1S7.2.1 General

In deciding the appropriate knowledge and skills of an ISMS auditor, the following should be considered:

a) colmplexity of the ISMS (e.g. criticality of information systems within the ISMS; rigk assessment
refults of the ISMS);

b) the type(s) of business performed within the ISMS scope;

c) extent and diversity of technology utilized in the implementation ofjthe various cpmponents of
the ISMS (such as the implemented controls, documented information and/or prgcess control,
tefhnological platforms and solutions involved, etc.);

d) previously demonstrated performance of the ISMS;
e) exltent of outsourcing and external party arrangements used within the ISMS scope;

f) the standards, legal requirements and other requiréments relevant to the audit progfamme.

7.2.2 | Personal behaviour

The gyidelines of ISO 19011:2011, 7.2.2 apply.
7.2.3 | Knowledge and skills

7.2.3.1 General
The gdidelines of ISO 19011:2011, 7.2.3.1 apply.

7.2.3.2 Generic knowledge and skills of management system auditors

The gyidelines of 1IS0-19011:2011, 7.2.3.2 apply.

7.2.3.3 Discipline and sector specific knowledge and skills of management system [auditors

The gyidelines of ISO 19011:2011, 7.2.3.3 apply. In addition, the guidelines of ISO 19011:2011, A.7 apply.

7.2.3.4 Generic knowledge and skills of an audit team leader

The guidelines of ISO 19011:2011, 7.2.3.4 apply.

7.2.3.5 Knowledge and skills for auditing management systems addressing multiple disciplines

The guidelines of ISO 19011:2011, 7.2.3.5 apply.
7.2.4 Achieving auditor competence

7.2.4.1 General

The guidelines of ISO 19011:2011, 7.2.4 apply. In addition, the following guidance applies.
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7.2.4.2 1S 7.2.4 Achieving auditor competence

ISMS auditors should have knowledge and skills in information technology and information security,
demonstrated for example through relevant certifications (e.g. accredited to ISO/IEC 17024). ISMS
auditors should also be able to understand the relevant business requirements. Individual ISMS
auditors work experience should also contribute to the development of their knowledge and skills in the
ISMS field.

NOTE Further information about certification for ISMS auditors can be found in ISO/IEC 27006.

7.2.5 Audit team leader

The guidelinefs of [SO 19011:2011, 7.2.5 apply.

7.3 Establishing the auditor evaluation criteria

The guidelinefs of [SO 19011:2011, 7.3 apply.

7.4 Selecting the appropriate auditor evaluation method

The guidelinefs of ISO 19011:2011, 7.4 apply.

7.5 Condufgting auditor evaluation

The guidelinefs of SO 19011:2011, 7.5 apply.

7.6 Maintdining and improving auditor competence

The guidelines of [ISO 19011:2011, 7.6 apply.

10 © ISO/IEC 2017 - All rights reserved
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Annex A
(informative)

Guidance for ISMS auditing practice

A.1 Overview

This ajnnex provides generic guidance on how to audit an ISMS, for which an organi

confor
of the
be use

NOTE

A2 |

A2.1

During
inform
means
accept

Metho
— in
— ob
— re
A.2.2
ISO/IE

and cofe definitionsidefined in Annex JC of ISO/IEC Directives, Part 1 and Consolidated ] T(

— Prd

functipn as a whole (often referred to as “a systems approach”) and deploys cross-refere

linkag
There

mance to ISO/IEC 27001. As this guidance is intended to apply to all such ISMS audit
Kize or nature of the organization involved, this guidance is generic. The guidance
d by auditors performing ISMS auditing, whether internal or external.

ISO/IEC 27003 gives guidance on implementing and operating an ISMS-according to IS

zeneral

Audit objectives, scope, criteria and audit eviderce

F audit activities, information relevant to the audit objectives, scope and crite
ation relating to interfaces between functions,activities and processes, should b

ed as audit evidence. Audit evidence leadingto-audit findings should be recorded.
ds of obtaining information include the.following:

[erviews;

servations;

view of documents, includihg records.

Strategy for auditing an ISMS

C 27001 applies'the high-level structure, identical subclause titles, identical text, cq

cedures specific to JTC 1. ISO/IEC 27001 defines a set of interdependent requ

a)

zation claims
b, irrespective
is intended to

D/IEC 27001.

ria, including
e obtained by

of appropriate sampling and should be verified. Only information that is verifigble should be

mmon terms,
1 Supplement
rements that
hcing to show

aresome ISO/IEC 27001:2013 subclauses that are closely linked and in practice

hre often best

dealt with at the same time in conducting the audit. See Table A.2 for examples.

Examples are 6.1.3 and 8.3 and 6.2,5.1,5.2,5.3,7.1, 7.4, 7.5, 9.1, 9.3 and 10.2 and it makes sense to audit
these subclauses with those linked and related subclauses.

ISO/IEC 27001:2013, 7.5 presents the requirements concerning documented information. As explained
in Table A.2, A.4.5, each time auditors examine an item of documented information, it offers the
opportunity to confirm conformity with the requirements of ISO/IEC 27001:2013, 7.5. The guidance on
how to do this is located in Table A.2, A.4.5. The requirements regarding documented information are
not repeated for each occurrence of "documented information” in the table.
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A.2.3 Audit and documented information
Audit activities can involve documented information, namely:
a) requirement statements of documented information in ISO/IEC 27001 can be used as audit criteria;
b) the following documented information can be audit evidence:
1) documented information required by ISO/IEC 27001:2013, 7.5.1 b);

2) documented information determined by the organization as being necessary for the
effectiveness of the ISMS of ISO/IEC 27001:2013, 7.5.1 ¢).

There can b¢ audit evidence other than A.2.3 b), which auditors will obtain through intgrview,
observations pnd review of documents, including records.

Detailed disciission of documented information concerning ISO/IEC 27001 can be found\in'A.3.

A.3 Guidance on ISO/IEC 27001 requirements for documented information

A.3.1 Ratidnale
Auditors shoyld take care when requesting documented information as_evidence of conformity.
There are:

a) 16 explic]t requirements for documented information, ircluding the Statement of Applicability, as
listed in Table A.1;

b) the remajning requirements are requirements for,which:

1) it would be reasonable to expect that evidence of conformance will be found in the pbove-
mentjoned documented information;

2) therqis no explicit or implicit requitément for documented information.

Table A.1 — Requireménts for documented information in ISO/IEC 27001

Requirement|for documented infermation concerning Reference in ISO/IEC 37001
Scope of the I§MS 4.3
Information s¢curity policy: 5.2
Information s¢curity risk'‘assessment process 6.1.2
Information s¢curity:risk treatment process 6.1.3
Statement of Applicability 6.1.3d)
Information seewrity-ebjeetives 62
Evidence of competence 7.2d)
Documented information determined by the organization as being necessary for 7.5.1b)
the effectiveness of the ISMS

Operational planning and control 8.1
Results of the information security risk assessments 8.2
Results of the information security risk treatment 8.3
Evidence of the monitoring and measurement results 9.1
Evidence of the audit programme(s) and the audit results 9.2 g)

12 © ISO/IEC 2017 - All rights reserved
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Table A.1 (continued)

Requirement for documented information concerning Reference in ISO/IEC 27001
Evidence of the results of management reviews 9.3

Evidence of the nature of the nonconformities and any subsequent actions taken 10.1 1)

Evidence of the results of any corrective action 10.1g)

NOTE

A.3.2

As an
to “re
preced
is ther

The definition of an audit states that it is a documented process and hence, an auditor can expect the
requirement of ISO/IEC 27001:2013, 9.2 to result in an audit process being documented.

Example of implicit requirement for documented information

example of A.3.1 b) 1), consider ISO/IEC 27001:2013, 6.1.2, which requirés
ain documented information about the information security risk assessment
ing requirements [ISO/IEC 27001:2013, 6.1.2 a) to e)] all concern that risk,assessm
efore reasonable to expect that evidence of conformance to these requirements w

prganizations
process”. The
ent process. It
11 be found in

the required documented information concerning the risk assessment procegs.

A.3.3 | Example where there is no explicit or implicit requirement for docume¢nted
information

Asang
infornj
Nevert
consti
to dete
(i.e. so
it can
it can

documn
the or
partic
and ri
41.1,i
ISMS,

infornj

xample of A.3.1b) 2), consider ISO/IEC 27001:2013, 4.1.1. There is no requirement foj documented
ation concerning external and internal issues. Auditors. should not therefore demand to see it.
heless, failure of the organization to demonstrate that it has determined these|issues would
ute a nonconformity against ISO/IEC 27001:2013;4)1.1. The onus, however, is on th¢ organization
rmine how it chooses to demonstrate conformatice. It can be that top management|can explain it
[meone knows); it can be that there are minutes of a meeting at which the subject was discussed;
be evidenced in documented information,that is under formal configuration mganagement or
be evidenced in some other way. Indeed, it is likely that evidence will be scattered across the
ented information of the ISMS. For example, the purpose of ISO/IEC 27001:2013, 4.1.1 is to assist
banization in understanding the cpfitext of its ISMS. That context prevails throughout the ISMS,
hlarly in the determination of scope and policy and in the performance of the rigk assessment
k treatment processes. If the organization has fulfilled the requirements of ISO/IEC 27001:2013,
F likely that its knowledge ofjexternal and internal issues will be used in these othgr areas of the
ts use will be consistefnityand there will likely be evidence of conformance in th¢ documented
ation concerning these other areas.

A4

The St
necess

[he Statement of Applicability

atement.of Applicability (SOA) is another area which requires care. The SOA shoyld contain all
ary controls, i.e. the controls that the organization has, as a result of its risk treagment process
[ISO/IEC 27001:2013, 6.1.3 c)], determined as being necessary for the modification of information
security‘xrisk in order to meet its risk acceptance criteria. All necessary controls are the prganization’s
OWN I'eqUiTeITeTItS:

Necessary controls can be ISO/IEC 27001:2013, Annex A controls, but they are not mandatory. They can
be controls taken from other standards (e.g. ISO/IEC 27017) or other sources, or they can have been
specially designed by the organization.

In some cases, the organization uses a control that is a variation of an Annex A control and excludes the
original Annex A control, the rationale for exclusion being that it has been replaced by the organization’s
variation of the control. Alternatively, the variation can incorporate the Annex A control and hence, it
would not be excluded.

Auditors should look for conformance with the organization’s specification of its necessary controls,
not with the specification given in Annex A. If the organization’s specification requires a documented
procedure, then this forms part of the organization’s conformance to ISO/IEC 27001:2013, 7.5.1 b).
If it does not, auditors should not demand to see it. Auditors should note, however, the requirement
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[ISO/IEC 27001:2013, 8.1)] that the organization should “keep documented information to the extent
necessary to have confidence that the processes have been carried out as planned”. Since 8.1 refers to
6.1, the organization’s risk treatments plan and therefore its necessary controls, are within the scope of
this requirement for documented information.

When auditing the selection of controls, it is better to audit against the information security risk
treatment plan(s) [as stated in ISO/IEC 27001:2013, 6.1.3 €)] rather than the individual necessary
controls as listed in the Statement of Applicability. This is because the information security risk
treatment plan(s) are likely to specify the interaction between necessary controls, which is a
consideration that can be missed if only the Statement of Applicability was used.

A.5 Other

The focus of |
(see Table A.1
information s
an organizati
scope of 1SO
being necess3
and as such, s

A.6 Notes

The required
query. Moreo
names to doc
security polic
entitled to cal
authority for

of ISO/IEC 27001:2013, 5.3 a) are the same, should know the relationship between the docun

information r

A.7 Guida
Table A.2 lists
— first rows

second rg

third row

documented Iniormation

SO/IEC 27001 is on results. Of the 16 explicit requirements for documented,infori
), only three concern specifications (the information security risk assessmeht’procg

on from having documented procedures. Such supporting documentation falls
[EC 27001:2013, 7.5.1 b) (documented information determined.bylthe organizaf
ry for the effectiveness of its ISMS). It thereby becomes a requirement of an organ
hould be within the scope of an audit.

ver, with the exception of the Statement of Applicability, ISO/IEC 27001 does n
iments. Thus, it is possible that the documented information concerning the infor}
y is not in a document or webpage called “Information Security Policy”. Organizatid
[ the information security policy something else. The person(s) with the responsibil
bnsuring that the information securityimanagement system conforms to the requirs

pquirements mandated by ISO/IE€27001 and their documented information.

hce for auditing an ISMS
the following information:
the number and hame of the corresponding ISO/IEC 27001 clause;

w: related-glauses (refer to A.2.2 for information on how to use this row);

: relevant’definitions of ISO/IEC 27000 for the corresponding ISO/IEC 27001 clausg;

nation
ss, the

pcurity risk treatment process and the audit programme). However, this\does not prevent

within
ion as
zation

nformation can be part of a webpage or presented®othe reader as the results of a database

bt give
mation
ns are
ty and
ments
nented

)

— fourth row¢,“Audit Evidence” possible sources for information on the correspti)nding
ISO/IEC 2766t—ctattse;
— fifth row: “Audit practice guide” guidance for auditing (refer to A.3);

auditing against the corresponding ISO/IEC 27001 clause.

14

sixth row: “Supporting documents” references to further documents which can be helpful for
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Table A.2 — Auditing guidelines for ISO/IEC 27001

A.1 Context of the organization (4)

A.1.1 Understanding the organization and its context (4.1)

Related ISO/IEC 27001
clauses

6.1,9.3

Relevant definitions of
ISO/IEC 27000

External context, information security, internal context, management system, or-
ganization

Audit evidence

Audit evidence can be obtained through documented information or other informa-

tion on:
a) the importantissues that can affect, either positively or negatively, the ISMS;
b) the organization;

c) the purpose of the organization;
d) the intended outcome of the ISMS.

Possible sources of the important issues can includé;

a) environmental characteristics or conditions velated to climate, pollytion, resource
availability, and biodiversity, and the effectthese conditions can have on the organi-
zation’s ability to achieve its objectives;

b) the external cultural, social, political, legal, regulatory, financial, technological,
economic, natural and competitive,context, whether international, natignal, regional
orlocal;

c) characteristics or conditions of the organization, such as organizatignal govern-
ance, information flows and’decision-making processes;

— organizational policies, objectives, and the strategies that are in| place to
achieve them;

— the organization's culture;
— standards, guidelines and models adopted by the organization;
— thelife cycle of the organization’s products and services;

—\.hformation systems, processes, science and technology underlying informa-
tionsecurity management;

d))“trends of audits and risk assessment.

Audit practice guide

Auditors should confirm that the organization:

a) has a high-level (e.g. strategic) understanding of the important issuefs that can
affect, either positively or negatively, the ISMS;

b) knows the external and internal issues that are relevant to its purpdse and that
affect its ability to achieve the intended outcome(s) of its ISMS.

NOTE 1 The requirementin 4.3 is to “consider the external and internal issues
referred to in 4.1”. An organization can take into consideration something that not
necessarily appears in the output.

Auditors should also confirm that the intended outcomes include preservation of the
confidentiality, integrity and availability of information by applying a risk manage-
ment process and that risks are adequately managed.

Auditors should also verify that the issues include the important topics for the organ-
ization, problems for debate and discussion, or changing circumstances and also be
verified that the knowledge gained is used to guide the organization's efforts to plan,
implement and operate the management system.
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Table A.2 (continued)

Supporting documents [ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
1S0 31000:2009, 5.3

ISO/IEC 27003:2017, 4.1

A.1.2 Understanding the needs and expectations of interested parties (4.2)

Related ISO/IEC 27001 |4.1,4.3

clauses

Relevant definitions of |Interested party

ISO/IEC 27000

Audit evidence Audit evidence can be obtained fhrnngh documented information or other informa-

tion about:
a) theinterested parties;

b) the needs and expectations of relevant interested parties that areapplicablg to
the ISMS and ISO/IEC 27001.

NOTE 2 Potential interested parties can include:

a) legal and regulatory authorities (local, regional, state/pfovincial, national of
international);

b) parent organizations;

c) customers;

d) trade and professional associations;
€) community groups;

f) non-governmental organizations;
g) suppliers;

h) neighbours;

i) members of the organization and others working on behalf of the organizati¢n;

j) information security experts.

NOTE 3 Interested party requirements can include:
a) laws;

b) permitsjlicenses or other forms of authorization;
c) ordetsissued by regulatory agencies;

d) judgments of courts or administrative tribunals;
e)-treaties, conventions and protocols;

f) relevantindustry codes and standards;

g) contracts which have been entered into;

h) agreements with community groups or non-governmental organizations;

i) agreements with public authorities and customers;

j) organizational requirements;

k) voluntary principles or codes of practice;

1) voluntary labelling or environmental commitments;

m) obligations arising under contractual arrangements with the organization;

n) information and communication exchange.
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Table A.2 (continued)

NOTE 4 Interested parties can have different interests, which can be wholly aligned,
partially aligned or opposed to the organization’s business objectives. An example of
where an interested party has interests that are opposed to the organization’s objec-

tives is the hacker. The hacker requires the organization to have weak security. The
organization should take account of this interested party requirement by having the

complete opposite, i.e. strong security.

Auditors should be aware that the ISMS considers all internal and external risk sourc-
es. Therefore, the organization’s understanding of interested parties that are opposed

to the organization and their requirements is highly relevant.

Audit |

practice guide

Auditors should coniirm that the organization has a nign-level (€.g. stra
standing of the needs and expectations of relevant interested parties th
ble to the ISMS and ISO/IEC 27001.

Auditors should verify that the organization has identified-the intereste
quirements that it decides to voluntarily adopt or enter inito-an agreemg
as well as the needs and expectations that are mandatory because they
incorporated into laws, regulations, permits and licenses by governmen
action. It is noted that not all interested party requirements are require
organization and some are not applicable to the grganization or relevan,
Some interested party needs (e.g. those of a hacker) will be contrary to

of the ISMS and the organization would béexpected to ensure through 3
information security controls that such needs and expectations are not

Auditors can also confirm that there are interested parties that perceiv
to be affected by the ISMS and ifthere are so, they make it known to the

Auditors can also verify that the organization uses the knowledge gaine
efforts to plan, implemenfand operate the ISMS.

egic) under-
at are applica-

d party re-

nt or contract,
have been

tal or court
ments of the

L to the ISMS.
he purpose
ppropriate
satisfied.

e themselves
organization.

d to guide its

Suppo

"ting documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Anne
ISO 31000:2009, 5:3
ISO/IEC 27003:2017, 4.2

k]C,]C.9

A1.3)

Determining the scope of the information security management system (4.3)

Relate
clause

d ISO/IEC 27001

]

4.1,4.2

Relevy
ISO/IH

nt definitions of
C 27000

Outsource

Audit

bvidence

Audit evidence can be obtained through documented information or ot
tion of:

— the scope of the organization’s management system (as defined by 4

— the scope of an organization’s certification, if applicable;

er informa-

3);

— the Statement of Applicability.

NOTE 5 The scope of an organization’s certification is not necessarily the same as
the scope of its ISMS. In general, the scope of certification will be confined to the ISMS

organization.

Audit practice guide

Auditors should confirm that the organization establishes the physical, informational,
legal and organizational boundaries to which the ISMS is applied, at its own will and
chooses to implement ISO/IEC 27001 within the entire organization or as a specific

unit or particular function(s) within an organization.
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Table A.2 (continued)

Auditors should verify that the organization’s understanding of its context (4.1), the
requirements of relevant interested parties (4.2) and interfaces and dependencies
between activities performed by the organization and those that are performed by
other organizations [4.3 c)], have been adequately considered when establishing the
scope of the ISMS.

Auditors should further confirm that the organization’s information security risk as-
sessment and risk treatment properly reflects its activities and extends to the bound-
aries of its activities as defined in the ISMS scope, to the extent applicable to the audit
scope. Auditors should verify that there is at least one Statement of Applicability per

scopeandthatallthe cantrals dotorminad in the rick managomaont nracace arg nclud_
¥ o ¥

ed in the Statement(s) of Applicability. These controls are the necessary contfolf re-

ferred to in ISO/IEC 27001:2013, 6.1.3 b) and are not necessarily ISO/IEC 270012013,
Annex A controls. They may include sector-specific controls and controls|that ate
designed by the organization or identified from any source.

Auditors should also confirm that interfaces with services or activities that are not
completely within the scope of the ISMS are addressed within the ISMS subject fo be
audited and are included in the organization’s informatiof,security risk assessment.
An example of such a situation is the sharing of facilities,(e:g. IT systems, databgses
and telecommunication systems or the outsourcing gf'a-business function) with{ other
organizations.

It should be verified that documentation of thé.scope is created and controlled in
accordance with the requirements of dociimented information (7.5).

Supporting documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
[SO 31000:2009, 5.3

ISO/IEC 27003:2017, 4.3

ISO/IEC 27006:2015, 8.2, 9.1:3:5 IS 9.1.3 Scope of certification
ISO/IEC 17021-1:2015, 8.2:2

A.1.4 Informdtion security management system (4.4)

Related ISO/IHC 27001
clauses

6.1.1,6.1.2,6.1.3,8.1,8.2,8.3

Relevant definfitions of
ISO/IEC 2700

Continual improvement, information security, management system

Audit evidencd

Auditievidence can be obtained through documented information or other inforjma-
tien\en the processes required to be established in ISO/IEC 27001, which includ:

&) processes for management system (ISO/IEC 27001:2013, 4.4);
b) operational planning and control processes, including outsourced processeq (8.1);

c) processes to address risks and opportunities when planning the ISMS, inclutlling
the information security risk assessment processes (6.1.2 and/or 8.1.2) and thelinfor-

mation security risk treatment processes (6.1.3 and/or 8.1.3);

d) processes to achieve information security objectives.

Audit practice guide

Auditors should confirm that the organization creates the “necessary but sufficient”
set of processes and controls that, together, form an effective management system in
conformance to ISO/IEC 27001 and establishes the ISMS of the set of those interrelat-
ed or interacting elements.

Auditors also should confirm that the organization, in its existing capacity, retains
authority, accountability and autonomy, to decide how it will fulfil the ISMS
requirements, including the level of detail and extent to which it will integrate the
ISMS

requirements into its business.
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Table A.2 (continued)

Supporting documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
[SO 31000:2009, 5.3
ISO/IEC 27003:2017, 4.4

A.2 Leadership (5)

A.2.1 Leadership and commitment (5.1)

Related ISO/IEC 27001
clauses

41,4.2,44,52,5.3,61.1,6.2,7.1,74,8.1,9.3,10.2

Relevant definitions of
1SO/IEC27000

Information security, top management

Audit ¢vidence

Audit evidence can be obtained through documented information or otler informa-
tion on:

a) the information security policy [ISO/IEC 27001:2013, 5.1 a)];
b) the information security objectives [5.1 a)];

c) the organization’s processes;

d) results of management reviews [5.1 c), e) and g)1;

e) evaluation of resource need;

f) communication of the importance of effective information security thanagement
and of conforming to the information security management system reqyiirements.

Evidence can also be obtained throughrinterviews with top management. The results
of management reviews can also firovide audit evidence with subclause} other than
5.1c¢), e) and g).

Audit practice guide

Auditors should confirm the visible support, involvement and commitmgnt of the
organization’s top managetient which is important to the successful implementation
of ISO/IEC 27001.

Auditors should atso verify that:
a) top management delegated tasks are identified;

b) top mahagement remains accountable for the satisfactory completign of activities
assignéd to the organization;

¢) ‘top'management ensures that the information security policy and objectives are es-
tablished and they are aligned with the strategic direction of the overall prganization;

d) top management communicates the importance of effective information security
management and of conforming to the ISMS requirements;

e) top management ensures that the ISMS achieves its intended outconje(s) by sup-

porting the implementation of all information security management prgcesses and in
particular, through requesting and reviewing reports on the status and|effectiveness
of the ISMS [see 5.3 b)];

TJ top management directs and supports people in the organization directly involved
with information security and the ISMS;

g) top management ensures the integration of the ISMS requirements into the organ-
ization’s processes;

h) top management ensures the availability of resources for having an effective ISMS;

i) top management assesses resource needs during management reviews and set
objectives for continual improvement and for monitoring effectiveness of planned
activities;

j) top management creates a culture and environment that encourages people to
work actively towards implementing the requirements of the ISMS and seeking to
achieve the information security objectives.
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Table A.2 (continued)

Supporting documents [ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
1SO 31000:2009, 4.2
ISO/IEC 27003:2017, 5.1

A.2.2 Policy (5.2)
Related ISO/IEC 27001 |6.2,7.4

clauses

Relevant definitions of |Information security, policy

ISO/IEC 27000

Audit evidencg Auditeviderce carbeobtatred-throughdocunrentedinfornmatiomrorothertrfonma-
tion on:
a) information security policy (5.1);
b) information security objectives [5.2 b) and 6.2].

Audit practice|guide Auditors should confirm that:

a) the information security policy specifies the high level organizational comnlit-
ments as required by ISO/IEC 27001, taking into account the.otganization’s purpose;

b) the information security policy is either used to frame"or build the informatjon
security objectives which the organization sets for itself; or are stated explicitly as
part of the information security policy;

c) documented information of the information security policy is created and cqn-
trolled in accordance with the requirements-of documented information (7.5);

d) the information security policy is communicated internally, in accordance wWith
the requirements of the communicationelause (7.4);

e) the information security policy also is made available to other interested pafties
as appropriate.

1>}
1

With the information security policy containing a commitment to satisfy applic
ble requirements, in partieular, relevant laws and regulations, the ISMS should pot
be considered out of cenformance so long as it results in the prompt detection ajpd
corrective action of'the system deficiencies that contributed to the instance(s) d
nonconformity,

Supporting documents |ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
IS0 31000:20009, 4.3.2

ISO/IEC;27003:2017, 5.2

A.2.3 Organizational roles, résponsibilities and authorities (5.3)

Related ISO/IHC 27001 %4, 9.2, 9.3

—

clauses

Relevant definfitions 6f |Information security, organization, top management

ISO/IEC 2700

Audit evidence Considering ISO/IEC 27001:2013, 7.5.1 b), audit evidence can be obtained through

documented information or other information on:
a) the organizational roles;

b) the job description of persons doing work under its control that can have impact
on the organization’s information security performance;

c) the implementation of internal audit programme and the audit results;

d) the ISMS scope and structure of the organization.

In addition, there can be further audit evidence obtained through documented infor-
mation or other information on the results of management reviews.
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Audit practice guide

Auditors should confirm through review of documented information and/or inter-
view that:

a) responsibilities and authorities for the implementation of the ISMS requirements
are assigned to relevant roles within the organization;

b) top management is accountable for these responsibilities and authorities being
assigned and communicated to the respective persons performing those roles;

c) theresponsibilities and authorities are communicated in accordance with the
requirements of the communication clause (7.4);

d) demonstration of conformance to the requirements of ISO/IEC 27001 is conducted

I accordance witil tne requirements or tne Iternal audIt (7.42],

e) performance reporting is conducted in accordance with the requirellnents of man-
agement review (9.3).

Auditors should verify that responsible individuals have suffi¢ient accegs to top man-
agement to keep management informed of the status and performance ¢f the ISMS.

NOTE 6 The role of ensuring that the management/system conforms to|the require-
ments of ISO/IEC 27001 can be assigned to an jndividual, shared by sevgral individu-
als or assigned to a team.

Suppo

"ting documents

ISO/IEC Directives Part 1 — ConsolidatedJTC 1 Supplement 2017, Annek JC, JC.9
[SO 31000:2009, 4.3.3
ISO/IEC 27003:2017, 5.3

A.3 Planning (6)
A.3.1 Actions to address risks and opportunities (6.1)
A.3.1.1 General (6.1.1)
Related ISO/IEC 27001 |4.1,4.2,8.1,9,10.2
clausep
Relevgnt definitions of |Information security, risk, risk management
ISO/IHC 27000
Audit ¢vidence Audit evidence can be obtained through documented information or otljer informa-
tion on:
a)wplanning for the ISMS [ISO/IEC 27001:2013, 6.1.1, 7.5.1 b) and 8.1)];
b)Y the information security risk assessment process (6.1.2);
c) the results of the information security risk assessments (8.2);
d) the information security risk treatment process (6.1.3);
e) the results of the information security risk treatment (8.3);
f) the results of monitoring and measurements (9.1);
g) the internal audit pmgmmmp(c) and the results of the internal audi (9,2);
h) the results of management reviews (9.3);
i) context of the organization (4);
j) information security objectives (6.2).
Audit practice guide Auditors should confirm that the planning:

a) isbeing performed at a level appropriate to establishing the ISMS;

b) includes the consideration of the issues relevant to the organization’s context
identified in (4.1) and the organization’s applicable requirements identified in (4.3) in
order to address any negative or positive consequence related to ISO/IEC 27001:2013,
6.1.1 a) to c);

c) has anticipated potential scenarios and consequences and as such being preven-
tive in addressing undesired effects before they occur;
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d) addresses the intended outcomes [6.1.1 a)] determined by the organization that
include preserving the confidentiality, integrity and availability of information by
applying a risk management process;

e) includes determining how to incorporate the actions deemed necessary or bene-
ficial into the ISMS, either through objective setting (6.2), operational control (8.1) or
other specific clauses of ISO/IEC 27001, e.g. resource provisions (7.1), competence (7.2),
information security risk assessment (8.2), information security risk treatment (8.3);

f) includes determining the mechanism for evaluating the effectiveness of the action
taken is also planned, and can include monitoring, measurement techniques (9.1),
internal audit (9.2) or management review (9.3).

Supporting do

cuments

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, }€.9
[SO 31000:2009, 5.3 to 5.7
ISO/IEC 27003:2017, 6.1.1

A.3.1.2 Inforn

nation security risk assessment (6.1.2)

Related ISO/IH
clauses

C27001

8.2

ISO/IEC 2700(

Relevant definfitions of

ISO/IEC 27000 availability, confidentiality, information security, integrity, risk ac-
ceptance, risk analysis, risk assessment, risk criteria, risk identification

Audit evidencd

Audit evidence can be obtained through documentedinformation or other inforjma-
tion on:

a) planning for the ISMS [ISO/IEC 27001:201%3; 6.1.1, 7.5.1 b) and 8.1)];

b) the information security risk assessméntprocess (6.1.2) and the results of ipfor-
mation security risk assessment (8.2).

Audit practice

guide

Auditors should confirm that an infornration security risk assessment:

a) identifies the security information risks associated with the ISMS;

b) consists of risk identification, risk analysis, and risk evaluation processes.

Risk criteria [ISO/IEC 27001:2013, 6.1.2 a)]

Auditors should confirtw'that the organization has established and maintains the risk
acceptance criteria-and the criteria for performing information security risk asgess-
ments.

Although«he organization is at liberty to consider whatever factors it deems rejevant
in estahblishing its risk criteria including risk acceptance criteria and the criterij for
performing information security risk assessments, auditors should assess that the
organization established its risk criteria including risk acceptance criteria and {ts
criteria for performing information security risk assessments based on informgd
decision.

It is reasonable to expect that the organization’s risk criteria are included in thg doc-

umented information rnn")vr]lnn' therisk accoccmaont nvnr'ncc 1£ nnf the I'\Yﬂ"]h"7 tlon

22

should be able to explaln to the auditors what they are At the very least they should
include the organizations’ risk acceptance criteria and the criteria for performing risk
assessments.

NOTE 7 ISO/IEC 27001:2013, 8.2 requires organizations to perform information
security risk assessments at planned intervals or when significant changes are
proposed or occur. Risk assessment can be performed on all the ISMS or on parts of it
(this last case can show when significant changes have impacts on parts of ISMS and
then a new partial risk assessment is required).

Consistency, validity and comparability of results [ISO/IEC 27001:2013, 6.1.2 b)]

Auditors should confirm that the results of risk assessments by the information secu-
rity risk assessment process are consistent, valid and comparable. This confirmation
can be performed by:
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— asking the organization why its own risk assessment results are consistent, valid

and comparable;

— sampling the documented information concerning results of information security

risk assessment.

For assessing consistency and reproducibility, auditors can verify if:
— similar risks in similar contexts have been similarly assessed;
— risks differently assessed have a rationale for such difference;

— the overall assessment results are unequivocally understandable.

For assessing comparability, auditors can verify:

— how the same risk has been evaluated in previous risk assessment and if it is un-

derstandable if it has changed;

— ifitis unequivocally understandable if a risk is higher ofilower than,

others.

Risk identification [ISO/IEC 27001:2013, 6.1.2 c)]

Auditors should confirm that the organization has identified the inform
risks associated with the loss of confidentiality, integrity and availabilit
tion within the scope of the ISMS.

ation security
y for informa-

NOTE 8 ISO/IEC 27001 does not require the'identification of risks by

t
cation of assets, threats and vulnerabijlities. Other methods of risk idenﬂification are

acceptable, such as identifying risks-thirough a consideration of events
quences.

It is reasonable to expect to find a description of the organization’s risk
process in its documented.iffformation concerning the risk assessment

below). Factors that the organization can have considered (but need not
ing its approach to risk'identification can include:

a) how risks are{qund, recognized and described;

b) the sources.of risk to be considered.

Furthef factors that the organization can have considered (but need not

a) thow risks can create, enhance, prevent, degrade, accelerate or delay
ment of the organization’s information security objectives; the risks ass
not pursuing an opportunity;

b) risks whether or not their source is under the control of the organiz
though the risk source or cause may not be evident;

c) examination of the knock-on effects of particular consequences, incl
and cumulative effects;

e identifi-

nd conse-

dentification
brocess (see
) in formulat-

) are:

the achieve-
ociated with
htion, even

1ding cascade

€ or cause

d) consideration of a wide range of consequences, even if the risk sourg

1 Y
IIIdy ITOU DC CVIUCIIL,

e) consideration of possible causes and scenarios that show what con
can occur;

f) consideration of all significant causes and consequences;

g) how a comprehensive list of risks can be generated.

NOTE 9 A discovery that large numbers of necessary controls have bee
ly omitted can be indicative of a weak risk identification process.

It should be confirmed on sampling, that all important information within the scope

of the ISMS is included in the risk assessment.
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Table A.2 (continued)

Auditors should verify that there are risks identified in the documented information
regarding the risk assessment results that are associated with the loss of confidenti-
ality, integrity and availability of information within scope of the ISMS. The organiza-
tion’s information security objectives can assist the auditors to identify information
security risks.

Auditors should also confirm that:
a) for each risk, the risk owner(s) have been identified;

b) each risk owner has the accountability and authority to manage their identified
risk(s).

Risk analysis [ISO/IEC 27001:2013, 6.1.2 d)]

Auditors should confirm that:

a) the organization comprehends the nature of identified risk and determines the
level of the risk, as risk analysis in the information security risk assessment prdcess;

b) the risk analysis provides an input to risk evaluation and todecisions on hoy
risks need to be treated and on the most appropriate risk treatnient, strategies pnd
methods.

Auditors should also confirm that the organization asassessed the potential c¢nse-
quences and likelihoods associated with the risksithat it identified in conformance to
ISO/IEC 27001:2013, 6.1.2 c) and has thereby determined the levels of risk.

It is reasonable to expect to find a description of the organization’s approach toJrisk

analysis in the documented informatioh.eoncerning the risk assessment proces$ and
the results will be in the documentedinformation regarding the risk assessmerjt
results (see below). Auditors shoul@refer to risk management policies, strategigs,
methods of the organization.

Risk analysis can be:

a) undertaken with varying degrees of detail, depending on the risk, the purpdse of
the analysis and theinformation, data and resources available;

b) qualitative/Semi-quantitative or quantitative or a combination of these, depgnd-
ing on the circumstances.

Risk evaluation [ISO/IEC 27001: 2013, 6.1.2 €)]

AuditorsShould confirm that the organization has compared the results of its risk
anadlysis with the information security risk acceptance criteria to determine th¢ ac-
ceptability of the identified risks.

Auditors should also confirm that results of the risk assessment(s) reveal as evidence
that the risk acceptance criteria have been properly applied and that identified pnd
analysed risks have been prioritized for treatment.

In more details, auditors should review that the risk evaluation:

a) assists in making decisions, based on the outcomes of risk analysis, about how
risks need treatment and the priority for treatment implementation;

b) involves comparing the level of risk found during the analysis process with the
information security risk criteria established when the context was considered.

Auditors should also assess that the decisions:
a) take account of the wider context of the risk;

b) consider the requirements of relevant interested parties, including legal, regulato-
ry and other requirements.

Documented information [ISO/IEC 27001:2013, 6.1.2 and 8.2]
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Auditors should confirm that documented information regarding the risk assessment
process exists.

It would be reasonable to expect that the documented information about the
information security risk assessment process will contain:

a) adefinition of the risk criteria including the risk acceptance criteria and the crite-
ria for performing information security risk assessments;

b) rationale for the consistency, validity and comparability of results;

c) adescription of the risk identification process (including the identification of risk

N
UWIICT 5],

d) adescription of the process for analysing the information security'rjsks (includ-
ing the assessment of potential consequences, realistic likelihood'and r¢sultant level
of risk);

e) adescription of the process for comparing the results with the risk driteria and
the prioritization of risks for risk treatment.

NOTE 10 The above-mentioned items each correspond to an ISO/IEC 27001 require-
ment, which is why it is reasonable for information-about them to be foynd in the
documented information regarding the risk assessment process.

Suppo

ting documents

ISO 31000:2009, 5.3, 5.4, 5.7
ISO/IEC 27003:2017,6.1.2, 8.2

A.3.1.8 Information security risk treatment (6.1.3)
Relatefd ISO/IEC 27001 [8.3, Annex A
clausep
Relevgnt definitions of |Control, control objective;documented information, information security, residual
ISO/IHC 27000 risk, risk assessment, risk criteria, risk owner, risk treatment
Audit ¢vidence Audit evidence can.be obtained through documented information or otijer informa-
tion on:
a) planning forthe ISMS;
b) the information security risk treatment process;
c) theresults of information security risk treatment;
dj..the Statement of Applicability.
Audit practice guide Information security risk treatment (ISO/IEC 27001:2013, 6.1.3)

Auditors should confirm that the organization modifies information sedurity risks as
an information security risk treatment process.

Auditors also should review that the information security risk treatmerjt involves:

a) selecting one or more options for modifying information security rigks, and imple-

e 4L dea loaal A | Aande] 4= 1
111Clllllls LITUST U}JLlUllb, VVIIIUIT }Jl UVIUCT Ul lllUull_y LIIT CUIILI UIS,

b) acyclical process of assessing the effectiveness of that treatment.

Select appropriate information security risk treatment options [ISO/
IEC 27001:2013, 6.1.3 a)]

Auditors should confirm that the documented information concerning the risk
treatment process contains a description of the method that the organization uses for
selecting appropriate information security risk treatment options. Auditors should
also confirm that this description corresponds to what the organization actually
performs.

Note that ISO/IEC 27000:2016, 2.79, Note 1 enumerates seven risk treatment options
and there is a note referencing ISO 31000 in ISO/IEC 27001:2013, 6.1.3 from which
they are derived.
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Table A.2 (continued)

Auditors should verify the consistency between the risk criteria and the risk treat-
ment plan. The organization should be able to explain the decisions that it has made
regarding risk treatment options even if they are not documented.

Auditors should review the organization's selected risk treatment options. Auditors
should also review the appropriateness of the selected risk treatment options.

Auditors should verify whether recent changes (e.g. new IT systems or business pro-
cesses) have been suitably incorporated in the risk assessment and the risk treatment
decisions.

Determine all necessary controls [ISO/IEC 27001:2013, 6.1.3 b)]

Auditors should confirm that the documented information concerning the risk
treatment process contains a description of the method that the organization uges for
determining necessary information security controls. Auditors should‘also confirm

that this description corresponds to what the organization actually does.

ity contains the necessary controls. The necessary contraels’do not need to be ISP/

IEC 27001, Annex A controls. They may be sector-specific\.Controls (as defined in the
sector specific standards, such as ISO/IEC 27011, ISQAEC 27017). They may als
be “custom controls”, as organizations can design¢their own or identified from gny
source [see ISO/IEC 27001:2013, 6.1.3 b)].

Itis arequirement [ISO/IEC 27001:2013, 6.1.3 d)] that the Statement of Applica'Fl-

=

All controls determined to implement the(pisk treatment options should be inclyded
in the Statement of Applicability. Moreover, any custom controls should be explicitly
defined as both in requirement and imiplementation.

Compare with Annex A [ISO/IE€27001:2013, 6.1.3 )]

Conformance with this requirement is evidenced through review of the Statemgnt of
Applicability as described-below.

Produce a Statement of Applicability [ISO/IEC 27001:2013, 6.1.3 d)]

Auditors should verify that the Statement of Applicability contains:

a) the necessarj.controls as determined by the process of applying ISO/IEC
27001:2013, 6.1.3 b) and c);

b) the justification for their inclusion (e.g. by reference to the risk treatment ogtions
where it i§ used);

c) whether the necessary controls are implemented or not;
d) a justification for all excluded Annex A controls (e.g.:

1) the control applies in the context of an activity that the organization doejs not
engage in;

2) the organization uses a custom control that obviates the need for an Anrlex A

s 1
€Ot or

3) the organization uses a custom control that serves the same purpose as the
Annex A control (see ISO/IEC 27003 for further information);

e) relevant sector-specific controls, which will either be designated as necessary
controls or treated in the same way as excluded Annex A controls.

Auditors should therefore confirm the consistency between the controls necessary to
realize selected risk treatment options and the Statement of Applicability.

Formulate a risk treatment plan [ISO/IEC 27001:2013, 6.1.3 e)]

Auditors should confirm that the documented information concerning the risk
treatment process contains a description of the method that the organization uses for
producing its risk treatment plan.
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Auditors should also confirm that the risk treatment plan is formulated from the out-
puts of ISO/IEC 27001:2013, 6.1.3 a) to ¢).

Auditors should confirm further that the information provided in the treatment plan
includes or links to:

a) the risk(s) that the plan addresses;
b) necessary control(s);

c) how the necessary controls are expected to modify the risk so that the risk accept-
ance criteria are met;

d) the risk owners;

NOTE 11 The risk owners are responsible for approving the riskjtreatment plan and
accepting the residual risk.

e) selected risk treatment option(s);
f) the implementation status of necessary controls;

g) the reasons for selection of treatment options,including expected|benefits to
be gained;

h) proposed actions including responsible individuals, timeframes and|schedule;
i) resource requirements including contirigencies;
j) performance measures and constraints;

k) reporting and monitoring.

Auditors should review that'the risk treatment plan takes into considerftion the ob-
jective setting and management processes of the organization and is dijcussed with
relevant interested parties.

Obtain risk ownerapproval [ISO/IEC 27001:2013, 6.1.3 f)]

Auditors should-¢onfirm that the organization
a) identifiessappropriate risk owners;
b) doduments the residual risks;

c) ‘ebtains the risk owners’ approval for the information security risk treatment plan
and acceptance of the residual risks.

Documented information

Auditors should confirm that documented information regarding the rigk treatment
process exists.

It would be reasonable to expect that the documented information about the informa-
tion security risk treatment process will contain descriptions of: ‘1

a) the method for selecting appropriate information security risk treatment options;
b) the method for determining necessary controls;

c) how ISO/IEC 27001:2013, Annex A is used to determine that necessary controls
have not been inadvertently overlooked;

d) how the SOA is produced;
e) how the risk treatment plan is produced;

f) how risk owners’ approval is obtained.

NOTE 12 There is no particular requirement for the content or format of an organi-
zation’s risk treatments plan.

Supporting documents

[SO 31000:2009, 5.5, 5.7
ISO/IEC 27003:2017,6.1.3, 8.3
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|150/1EC 27006

A.3.2 Information security objectives and planning to achieve them (6.2)

Related ISO/IEC 27001
clauses

5.1,5.2,71,73,74,75,9.1,9.3,10.2

Relevant definitions of
ISO/IEC 27000

Information security, objective

Audit evidence

Audit evidence can be obtained through documented information or other informa-
tion on information security objectives and plans to achieve them.

Audit practice guide

It is noted that there are linkages from information security objectives and planning

to achieve them (ISO/IEC 27001:2013, 6.2) to leadership and commitment (5,1) pnd
policy (5.2).

Auditors should confirm that:

a) information security objectives are established at relevant functions and leyels of
the organization;

b) information security objectives are specified in a way thatallows determingtion
of their fulfilment to be made;

c) objectives are measurable, if applicable (there can bejsituations when it may|not
be feasible to measure an information security objective);

d) the status and progress on information security objectives and plans to achjeve
them are periodically verified in accordance Wwith the requirements of monitorihg,

measurement, analysis and evaluation (9,4)\and updated as appropriate, consis{ent
with the requirements of continual improvement (10.2);

e) information security objectives and)plans to achieve them are communicatef in
accordance with the requirements®f the communication (7.4);

f) documented information of, the objectives is created and controlled in accorflance
with the requirements of docuimented information (7.5).

Auditors should also verify that:

a) the actions required to achieve the information security objectives (i.e. “what”)
and the associated-timeframe (i.e. “when”) are determined;

b) the assignment of responsibility for doing it (i.e. “who”) is established in accofdance
with the requirements of organization roles, responsibilities and authorities (5.3);

c) applieable information security requirements, and results from risk assessmgnt and
riskitreatment are taken into account in the objectives and planning to achieve them;

d)-any need for budgets, specialized skills, technology or infrastructure, for example,
to achieve the objectives are determined and provided in accordance with the rg-
quirements of resources (7.1);
He-

lysis

e) amechanism for evaluating the overall results of what was accomplished is
termined in accordance with the requirements of monitoring, measurement, an

and evaluation (9.1) and reported in accordance with management review (9.3).

Supporting documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
ISO/IEC 27003:2017, 6.2

A.4 Support (7)

A.4.1 Resources (7.1)

Related ISO/IEC 27001
clauses

5.1,6.2,7.2

Relevant definitions of
ISO/IEC 27000

Continual improvement, management system

Audit evidence

28

Audit evidence can be obtained through documented information or other informa-
tion on the resources that the organization needs to:
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a) establish and implement the ISMS (including its operations and controls);

b) maintain and continually improve the ISMS.

Resources can include:

a) people;

b) specialized skills or knowledge;

c) organizational infrastructure (e.g. buildings, communication lines, etc.);

d) technology;

€ ITIfOTTITation, Oter asSets associated WitiT ITTforatiornn arnd (formation processing

facilities;

f) money (e.g. cash, liquid securities and credit lines).

Audit |

practice guide

Auditors should confirm that the organization anticipates, determines gnd allocates

the resources needed for establishing and implementing the }SMS (inclyding its
operations and controls), as well as those needed for its-maintenance arjd continual
improvement.

Suppo

ting documents

[SO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annek JC, JC.9
1SO 31000:2009, 4.3.5

A4.2

Competence (7.2)

Relate
clause

d ISO/IEC 27001

b

5.3,7.1,7.5.1 Note,9.1d) and e), 9.2 €)

Relevd
ISO/1H

nt definitions of
C 27000

Competence, effectiveness

Audit

bvidence

Audit evidence can be obtajned through documented information or otljer
information on relevant;

a) organizational roles, responsibilities and authorities;

b) job descriptions;

c) required cefapetence;

d) records-of-education;

e) training programmes, courses and educational activities;
f) wecords of actions taken to acquire and retain the necessary competg¢nce;

g)) “evaluation of their effectiveness.

ISO/IEC 27001:2013, 7.2 broadens the scope of competence to persons who are not
members of the organization. The requirement specifies that they are “dloing work
under the control of the organization”. Examples can include subcontradtors and

volunteer workers.

AUditevidence requested fronT a third party stoutd be restricted toevidence of the
functions and activities performed for the ISMS organization

Audit practice guide

Auditors should confirm that the organization:

a) determines:

1) the persons doing work under its control that affects its information security
performance;

2) the knowledge and skills for the persons to achieve intended results;

3) the ability of the persons to apply the knowledge and skills to achieve intended

results;

b) ensures that these persons have the ability on the basis of appropriate education,

training, or experience;

c) where applicable, takes actions to acquire the necessary ability and evaluate the
effectiveness of the actions taken.
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Supporting documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
ISO/IEC 27003:2017, 7.2
ISO/IEC 27021:2017, Annex A

A.4.3 Awareness (7.3)

Related ISO/IEC 27001
clauses

5.1d),5.2,9.1,9.2,10.1,10.2

Relevant definitions of
ISO/IEC 27000

Conformity, effectiveness, performance, policy

Audit evidence

Audit evidence can be obtained fhrnngh documented information or other informa-

ISO/IEC 27000

tion on:
a) information security policy;
b) Information security objectives;
¢) information security performance;
d) nonconformity and corrective action;
e) organizational roles, responsibilities and authorities;
f) job descriptions;
g) awareness programmes and training material, where applicable.

Audit practice|guide Auditors should confirm that persons doing work:inder the organization’s contfol are
aware of:
a) the information security policy;
b) their contribution to the effectiveness of the ISMS, including the benefits of jm-
proved information security performarce;
c) the implications of not conformifig with the ISMS requirements.
Auditors should interview.an,appropriate number of persons as sampling to conjfirm
that they are aware of this\information.
Awareness of the poliey should not be taken to mean that it needs to be memorifed;
rather, persons-shotuld be aware of the key policy commitments, and their role ip
achieving them:
Auditors eanrfind information security awareness evidence also in awareness apd
training initiatives not dedicated to information security. These activities can b
closely related to the communication activities by top management [ISO 27001:2013,
54.d)'and 7.4].

Supporting douments,~ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9.
ISO/IEC 27003:2017, 7.3

A.4.4 Commupication (7.4)

Related ISO/IE€E27081+—5+5253;6292

clauses

Relevant definitions of |Policy

Audit evidence

30

Audit evidence can be obtained through documented information or other infor-
mation on

a) information security policy;

b) organizational roles, responsibilities and authorities;
c) the information security risk assessment process;

d) the information security risk treatment process;

e) information security objectives;

f) information that the processes have been carried out as planned;
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Table A.2 (continued)

g) the results of the information security risk assessments;
h) the results of the information security risk treatment;

i) performance of the ISMS;

j) results of audits;

k) results of management reviews.

Audit practice guide

Auditors should confirm that the organization's communication needs are identi-
fied, implemented and maintained effectively along the communication require-
ments of ISO/IEC 27001.

Examples of evidence can include
a) answers being documented in the minutes of a meeting, or
b) aformal communications plan, documented procedures and résults)or

c) interviews with people assigned to defined roles in ordetto demonsgrate that they
know, for communication relevant to their roles, on what,'when, whom o commu-
nicate, who have authorities for such communication-and’how it is the pfocesses by
which communication is affected.

Such evidence can be supplemented by:
a) information of communication on the*following:

1) importance of effective information security management and of fonforming to
the information security managemeént system requirements;

2) policy;

3) responsibilities and authorities;
4) performance of the SMS;

5) objectives;

6) contribution'te’the effectiveness of the ISMS, including the benefifs of improved
performance;

7) implications of not conforming with the ISMS requirements;
8) results of audits;
b) aformal communications plan, documented procedures and results

Auditors should verify that the organization has determined its needs f¢r communi-
cation related to the ISMS. For example, these can include transparency] appropriate-
ness, credibility, responsiveness, clarity and protection.

Communication can be verbal or written, one-way or two-way, internal pr external.

Suppofting-documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annek JC, JC.9.
1SO 31000:2009, 4.3.6, 4.3.7

ISO/IEC 27003:2017, 7.4

A.4.5 Documented information (7.5)

A.4.5.1 General (7.5.1)

Related ISO/IEC 27001
clauses

4.3,5.2¢),6.1.2,6.1.3,6.2,7.2d),8.1,8.2,8.3,9.1,9.2 g),9.3,and 10.1

Relevant definitions of
ISO/IEC 27000

Documented information

Audit evidence

Audit evidence can be obtained through documented information or other informa-
tion created, controlled and/or maintained in an ISMS, including:

a) scope of the management system;
b) policy;

c) objectives;
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Table A.2 (continued)

d) evidence of competence;

e) information of external origin necessary for the planning and operation of the
management system;

f) information security risk assessment process;
g) information security risk treatment process;
h) Statement of Applicability;

i) information necessary to have confidence that the processes and determined con-
trols have been carried out as planned;

_results of information security risk assessment:
3 ¥

k) results of information security risk treatment;

1) monitoring, measurement, analysis and evaluation results;

m) internal audit programme and evidence of its implementation;
n) internal audit results;

0) management review results;

p) nature of nonconformities and actions taken;

q) corrective action results.

Documented information, originally created for puirposes other than the fulfilment of
the requirements of ISO/IEC 27001, can be used.

Audit practice|guide

Auditors should confirm that the organization’s ISMS includes:
a) documented information required by ISO/IEC 27001;

b) documented information determined by the organization as being necessary|for
the effectiveness of the ISMS.

The phrase “documented information as evidence of ...” implies the former term| “re-
cord”.

Auditors should confifmr'that the organization determines what documented infor-
mation it needs beyond that which is explicitly required by ISO/IEC 27001 for the
effectiveness ofit$'ISMS. The factors it should take into account are listed in thg row
of audit evidence.

The terin Ydocumented information” refers to information that ISO/IEC 27001 deter-
mines.s necessary to control and maintain in any format or media (see 7.5.3).

The auditor should confirm that documented information is created and controlled in
accordance with the requirements of 7.5.2 and 7.5.3.

Supporting documents

ISO/IEC Directives Part 1 — Consolidated JTC 1 Supplement 2017, Annex JC, JC.9
IS0 31000:2009 57

ISO/IEC 27003:2017,7.5.1

A.4.5.2 Creating and updating (7.5.2)

Related ISO/IEC 27001
clauses

43,52¢€),6.1.2,61.3,6.2,7.2d),8.1,8.2,8.3,9.1,9.2 g),9.3,and 10.1

Relevant definitions of
ISO/IEC 27000

Documented information

Audit evidence

32

Audit evidence can be obtained through documented information or other informa-
tion on:

a) common attributes which allow clear and unique identification;
b) format and media used;

c) date of last review or update;
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