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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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Introduction

Trusted computing is a kind of security technology based on hardware trusted modules, which aims to
ensure that a computer behaves as expected. The trusted computing technology has been developing
fast since its establishment in the 1980s.

The emergence of cloud computing provides a new application scenario for trusted computing
technology. Trust can be established in VMs using a RoT on the physical machine and a virtualized RoT
in the VM and mechanism to bind them together to provide assurance they are on the same machine.
The trusted migration of a VM could use trusted computing to establish trust in the state of the source
and destination physical machines (including their VMM software) and components involved in the
migrafion process. In the cloud computing environment, a single physical RoT only pr¢vides limited
resourjces and computing efficacy, which is not enough for the large number of VMs gn one server.
To address this issue, virtualized RoTs are used. Using virtualization technologyto cieate multiple
virtualized RoTs on a single physical platform, providing a virtualized RoT for each'VM, combined with
cryptdgraphic technology to support secure and trusted migration of VMs, thereby buildling a trusted
cloud fomputing environment. The establishment procedure of virtualized, RoTs consists of multiple
steps, |and any security problem in any step diminishes the trustwerthiness of virtualized RoTs,
resulting in an inability to establish trust using the virtualized RoTs.

The gaal of the document is to provide a unified approach to virtualize RoTs based on hardware trusted
modulks.

© ISO/IEC 2021 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 27070:2021(E)

Information technology — Security techniques —
Requirements for establishing virtualized roots of trust

1 Scope

This document specifies requirements for establishing virtualized roots of trust.

2 Normative references

There pre no normative references in this document.

3 Teérms and definitions
For th¢ purposes of this document, the following terms and definitiods apply.
ISO and IEC maintain terminology databases for use in standardization at the following afldresses:

— ISP Online browsing platform: available at https://wwwdso.org/obp

— IE[ Electropedia: available at https://www.electr ia.or

3.1
attestption key
AK
particyilar type of trusted module (3.7) signing key that has a restriction on its use, in orgler to prevent
forgery

3.2
endorsement key
EK
key thiat is used in a processfor the issuance of attestation key (3.1) credentials and fo establish a
platfofm owner

3.3
integrjity measurement
procegs of calculating the hash value of the measured object using the cryptographic hash algorithm

3.4
root or trust
RoT
component that needs to always behave in the expected manner because its misbehaviour cannot be
detected

Note 1 to entry: The complete set of roots of trust has atleast the minimum set of functions to enable a description
of the platform characteristics that affect the trust of the platform.

[SOURCE: ISO/IEC 11889-1, 3.59, modified — The abbreviated term has been added.]

3.5

remote attestation

RA

process of evaluating integrity measurements generated using a root of trust (3.4) for measurement,
storage and reporting to establish trust in a platform remotely

© ISO/IEC 2021 - All rights reserved 1
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sensitive information
information is sensitive that the trusted module (3.7) does not allow access to the information without
proper authority

Note 1 to entry: An example of sensitive information in a trusted module is the private of an asymmetric key.

3.7

trusted module

™

module for trusted computing providing integrity measurement, integrity report, cryptographic
service, random number generation, secure storage functions and a set of platform configuration

registers

Note 1 to entry

3.8
virtual mach
VM
virtualized h4
accomplished

3.9

virtual trust
vI'M
component as
trusted modul

3.10

ine

pd module

e (3.7)

virtual platform configuration register

vPCR
one or more p

: There are several implementations of trusted module, such as TPM, TCM, etc.

latform configuration registers within a virtual trusted module (3.9)

rdware environment in which an operating system can execute, but whose functigns are
by sharing the resources of a real data processing system

sociated with a single virtual machine (3.8) that pfovides the functionality described in a

4 Symbols and abbreviated terms
BIOS basic input/output system

CPU cgntral processingunit

CRTM cgre root of trust-for measurement
GPT globally uniique identifier partition table
KEK key encryption key

MBR aster boot record

0S operating system

PCR platform configuration register
PCA privacy certificate authority

PI platform initialization

ROM read-only memory

SRK storage root key

TPM trusted platform module

2
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TCM trusted cryptography module

TSS trusted software stack

UEFI unified extensible firmware interface
VMM virtual machine monitor

vCRTM virtual core root of trust for measurement
vRTM virtual root of trust for measurement
vRTR Virtual root ol trust1or reportng

vRTS virtual root of trust for storage

vSRK virtual storage root key

WK work key

5 Functional view

d by trusted
and security

s of functions

5.1 OQverview
This dlause provides a neutral architectural view of{functional components require
computing activities in the cloud computing environmeént. It also presents the functiona
requirgments for key components.
Figurel 1 shows a framework of the required funetional components, where specific type
are grpuped into each layer.
VM Cloud OS Layer
GuestOS
Unified TSS-2 RA server
VM Layer
PCA
vTM instance RA client L
Baseline library
vTM manager Migration engine
Migration controller
YnifiedFS5+
VMM Layer
Power ™ CPU BIOS || e

©150/1

Hardware Layer

Figure 1 — Framework of functional components

EC 2021 - All rights reserved
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5.2 Hardware layer components

5.2.1 General

At the bottom of the architecture, the hardware layer that includes hardware resources and devices is
the base for building a trusted computing platform. This layer provides a RoT for the physical machine

that typically
NOTE The

offers trusted platform services for the VMM layer.

VMM layer is also known as the hypervisor layer.

This layer also includes the CRTM, the initial set of instructions executed for establishing a new chain of
trust for integrity measurement.

The hardwars

— power: P
control p
fails agai

— TM:Atru
to integr
values, k¢

The TM s
provide aj

— BIOS/UE]
providing

— CPU: The

The power, B
RoTs. Hence, {
5.2.3.

5.2.2 Funcl
A TM shall pr

— Supportt
and repot

— SupportK

 layer components include but are not limited to:

st a policy;
ty measurement, integrity reporting, generation of signature$/for measured in
y management, secure storage, identity verification, etc.;

hall support a root of trust for measurement, implement a root of trust for reporti
root of trust for storage. See TM standards for details:

runtime services to the 0S;

operating centre of the computing systemc

ional requirements of key components
pvide the following functions.

he integrity measurement, storing, generation of signatures for measured integrity
ting measured\wvalues for platform.

ey generdtion for use as signature keys.

— Support ¢

are not li1nit to-any specific sets of algorithms.

bwering the computer system for booting and running. The Trusted Mpedule (TM) can
bwer such that it can increase security by turning off the power if verification of the boot

sted module on a special co-processor or chip with capabilities that include but not limited

fegrity

hg and

FI: A firmware with capabilities of initializing<the’ platform, starting an OS loader and

0S/UEFI and CPU have no special furictional or security features to support virtyalized
his document only lists the functieftal and security requirements for the TM in 5.4.2 and

values

ryptographic algorithms, such as hash algorithm, encryption/decryption algorithm, but

— Protect integrity measurements in the PCR.

5.2.3 Security requirements of key components

A TM shall meet the following security requirements.

— Ensure the security of a TM itself.

— Ensure the security of confidential information, such as keys.

— Provide the secure storage area to store an SRK to ensure the security of the key information.

© ISO/IEC 2021 - All rights reserved
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5.3 VMM layer components

The VMM layer provides virtualization services to VMs and ensures that VMs can operate independently.

This layer also provides virtualized RoTs for VMs, which includes virtual vRTM, vRTR and vRTS.

The VMM layer components include but are not limited to:

— VMM: It virtualizes the underlying hardware platform to enable multiple VMs to run in isolated
environments and share the hardware resources;

— unified TSS-1: It provides a unified interface for upper layer applications to utilize TM functions

Wi
— VI
is
as

— VI
th

M manager: It establishes and maintains the binding list between each vI'M jrsta
responsible for creation, instantiation, deletion, start, stop and migrationfof-the
sociated with each VM;

M instance: It emulates a hardware TM. Each vTM instance imitates interfaces an
e TM;

— RA client: It retrieves and transmits the integrity evidence of hostvand VMM layer. It

th

— m
dy
\4\

The V
virtua
manag

5.3.1

5.3.1.1

AVvTM
— (Cn

— Es
in

— In

— In

e sensitive information during communication with RA server;

gration engine: It provides capabilities of package, serialization and protection for y

M instance is removed once it has been successfullyy migrated.

MM, unified TSS-1 and RA client have no, special functional or security featur

er, v[M instance and migration engine jn"5:3.1 and 5.3.2.
Functional requirements of key/components

vTM manager
manager shall provide thefollowing functions.
eate a new vI'M instance along with the new VM creation.

tablish a one-on-pne correspondence between a VM and a vT'M instance to ensure
stance only provides services for a dedicated VM.

stantiate d previous (saved) vI'M instance when the VM reboot.

tialize the vTM instance that is expected to be reset during VM reboot.

ce and VM. It
vIM instance

1 functions of

does not leak

TM state data

ring transmission. [t guarantees that only one vTM ifistance is active during transmlission and the

bs to support

ized RoTs. Hence, this document only lists\the functional and security requirements for vIM

that each vTM

— Maintain the non-volatile vI'M instance when power on/off or VM reboot.

— Delete the vTM instance once the associated VM has been removed or migrated.

— Protect the vTM instance confidentiality and integrity.

— Bind the vTM instance exclusively with a VM’s lifecycle until the VM is migrated to another platform.

5.3.1.2 vTM instance

AVvIM

instance shall provide the following functions.

— The vTM instance implementation shall be functionally compatible with the TM.

© ISO/IEC 2021 - All rights reserved
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The vTM instance implementation shall ensure that only the authorized VM associated with the
vTM instance has access to the vT'M instance’s external interfaces.

The vTM instance shall be designed in such a way that the VM is unable to directly access the internal
state of the vTM instance unless through its external interfaces.

vTM instances associated with different VMs shall have capabilities for independent updates, if
updatable.

5.3.1.3 Migration engine

A migration engine shall provide the following functions.

5.3.2 Security requirements of key components

5.3.2.1 vTM manager

A vTM managgr shall meet the followingsecurity requirements.

Listen for} a vTM migration notification from the migration controller.

Notify the vTM Manager that the vTM instance of a particular VM is to be migrated and the vTM
manager shall package up the vT'M state information.

Transfer § VT M state package to the destination platform over the network.

Transfer the received vTM state package to the vTM manager that residesatthe destination $ite for
instantiation.

Return syccessful completion status to the sender migration enginethat resides at the sourde site.

Notify th¢ vTM manager atthe source site, once a transferred vIM state package has been succefssfully
received by a destination platform.

Instruct the vTM Manager to delete the associated vTMinstance and notify the migration corjtroller
of migratjon completion.

Data encifyption keys within the vI'M manager should be protected by the TM.
Ensure tHe integrity of the vIM manager based on chain of trust.

Encrypt the content of the vT'M state prior to storing it on persistent storage to prevent secrefs from
being stolen or modified.

Decrypt the yT'M state when it leaves the persistent storage and verify its integrity prior| to re-
instantiatingitin the VM platform.

NOTE For example, the VvTM manager recalculate the hash value of the decrypted vTM state and
compare the recalculated hash value with the original hash value of vTM state to ensure the integrity of the
vIM state.

Provide an access control mechanism for the TM to prevent the vI'M instance from accessing any
sensitive information or restricted resources in the TM.

Provide a mechanism to authenticate the vT'M identity.

NOTE For example, the PCA verifies the virtual EK of a vTM before issuing the identity certificate.

© ISO/IEC 2021 - All rights reserved
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5.3.2.2 VvTM instance

A VvTM instance shall implement the TM security requirements and meet the following additional
security requirements.

— During the start-up and shut-down processes, the sensitive information within a vTM instance shall
be protected against tampering or leakage.

— When the vTM instance is no longer used, the data within the vTM instance shall be encrypted and
stored.

— During the operation of the vTM instance, an access control mechanlsm shall be provided to prevent

urya

withaoriza daccacca o +kn‘7]\/l state r‘r\-l-r\ and otharcancits nfao a1 toradintha
AT e e a€EeSSto-tie—v+ trataaheroter-seRsteve-Hroration-Storea e

vITM instance.

— En
— VI

—  Ge
vi

— W

as
5.3.2.3
A migt
— Pq

— P
pr

— Affter the completion of the migration,the migration engine shall free the memory use

\4\

54

At the
a com
includ

The V]
— VI

M instance failure should not prevent the VM running.

nerate keys to protect sensitive information following security bestpractices and
h a secure channel, such as HTTPS, TLS, etc.

hen deleting a vTM Instance after the associated VM instance has’been removed or
sociated cache entries and other residual data traces should be eliminated.

Migration engine
ation engine shall meet the following security requirements.
ovide encryption and decryption mechanismor vTM state.

ovide anti-rollback mechanism to prevent‘the vTM state from rolling back during
ocess.

M instance to avoid duplicate instance.

/M layer components

top layer of the architecture, the VM layer is the location where VMs reside. Each V|
artment isolated fiom each other. The resources for the VM layer are provided by t
ng virtualized ‘CPU, virtualized memory, virtualized devices and vT'M instances.

1 layer components include but are not limited to:

1: It provides a necessary environment for software execution, including an operati

a

plications;

sure that the VM can only access to the vTM instance through the trusted intexfacq.

transmit keys

migrated, the

the migration

d for any local

M operates in
he VMM layer,

g system and

— guest OS: The operating system that runs within the VM;

— unified TSS-2: It provides a unified interface for VMs to utilize vTM instance functions.

NOTE

TSS-1 is generally deployed in the host OS and provides an interface for the host to access a TM.

TSS-2 is generally deployed in the guest OS and provides an interface for the VM to access a vT M.

The VM, guest OS and unified TSS-2 have no special functional or security features to support
virtualized RoTs. Hence, this document does not list requirements for them.

©150/1
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5.5 Cloud OS layer components

5.5.1 General
The cloud OS layer components include but are not limited to:

— RA server: It sends a challenge to the RA client and receives measured values from the RA
then determines the trust of the VM layer, the VMM layer, and the hardware layer;

client,

— PCA: Itis a trusted third party that provides authentication services for interactions between the
RA server and the RA client. It provides capabilities of verifying the legitimacy of an AK from the RA
client, signing an AK certificate, issuing an AK certificate to the RA client and verifying the validity

of an AK ¢ertificate sent by the RA client to the RA server. Figure 2 shows the relationship)be
the PCA, RA client and RA server;

PCA

N 1. Challenge (

A

RA server ]

[ RA client

4. Return PCR signatube, nonce
and AK certificatée

Figure 2 — Relationship between the PCA, RA client and RA server
— baseline library: It provides capabilities of storing and maintaining some important data, 3
the integrity measurement results,baseline values, etc.;

— migration controller: It establishes a migration policy and instructs the migration engine to p
which opegrations.

The RA servdr, PCA and<baseline library have no special functional or security features to s
virtualized RoTs. Hencefthis document only lists the functional and security requirements for mig
controller in §.5.2 and-5.5.3.

5.5.2 Functional requirements of key components

tween

uch as

brform

ipport
ration

A migration controller shall provide the following functions.
— Determine the scenario when a vTM instance needs to be migrated to a new platform.
— Instruct the migration engine to initiate the migration.

— Listen for notification of a vTM instance migration completion.

5.5.3 Security requirements of key components
A migration controller shall meet the following security requirements.

— The migration controller shall be authenticated by an external entity to ensure that it is trus
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vironment that is remotely verifiable.

by an underlying TM to be moved to another platform.

SO

it can optionally enforce restrictions on where the migration is allowed to occur.

Ensure that migration controller is protected from network vulnerabilities and runs in an

The migration controller shall support polices allowing a vTM that is cryptographically protected

The migration controller shall have access to information about the trustworthiness of each system

6 Activity view
6.1 General
This dlause describes how the functional components defined in Clause 5 are~used

the espential trusted computing activities such as transitive trust, integrity(measure
attestation, data protection and vTM migration. These activities are required 'in the clo

envir
functi

6.2

6.2.1

Transi
and tr
which

In this

the hardware layer is measured, the chain_of*trust is extended to the VMM layer via n

ment supporting virtualized RoT. The logical relationship between\the activity
nal view is illustrated in this document (see Annex A).

[ransitive trust

General

Live trust is a process that the RoT is used to establish the trust of an initial execuf]
1st in that function is then used to establish the€rust of the hardware platform, O
extends a chain of trust to the entire computing system.

transitive trust activity, the CRTM measures the hardware layer as the star

to implement
ment, remote
id computing
view and the

able function,
S, application,

L point. After
heasuring the

compdnents of the VMM layer. After the VMM layer is measured, the chain of trust is ejtended to the
VM layer. The measured values of hardware layer and VMM layer are extended into PCRs within the
TM, and the measured values of VMxlayer are extended into vPCRs within the vTM. In this document,
the PAR definitions are presented\in Table 1. The vPCR definitions in the virtualization| environment
are sirpilar to the PCRs.
Table 1 — PCR definition
PCR index PCR usage

0 SRTM, BIOS, host platform extensions, embedded option ROMs and PI drivé¢rs

1 Host platform configuration

2 UEFI driver and application code

3 UEFI driver and application configuration and data

4 UEFI boot manager code (usually the MBR) and boot attempts

5 Boot manager code configuration and Data (for use by the boot manager code)

and GPT/partition table
6 Host platform manufacturer specific
7 Secure boot policy
8~15 Defined for use by the static OS
16 Debug
23 Application support

NOTE

Static OS is the operating system that is loaded during the initial boot sequence of the platform from
its platform reset.

© ISO/IEC 2021 - All rights reserved
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Figure 3 shows a general transitive trust activity to illustrate where measurements should be processed

as well as the

relationship between components.

VMM
la 2a 3a 4a S5a
CRTM » BIOS » Boot loader » OSkernel > » VM
~ \ P Config. file I
~N

p~. Y 3 7 4b — sb |

S \ s - |

Sa Vo - a——_ v
TM(PCR) vTM (vPCR)

This transitiv

transitivd

transitivd

transitive

6.2.2 Tran{

After the
the PCR.

The BIOS
The boot
The OS ke

6.2.3 Tran{
The VMM me

6.2.4 Tran{

The transitive
trust in host.

— Measure — —» Extension

Figure 3 — Flowchart of transitive trust activity
e trust activity consists of three steps:
trustin host;

trustin VMM;

trust in VM.

fitive trust in host

system is powered on, the CRTM measuresthe BIOS, and stores the measured resylt into

measures the boot loader, and stores.the measured result into the PCR.
loader measures the OS kernel, and*stores the measured result into the PCR.

rnel measures the VMM, and stores the measured result into the PCR.

jitive trust in VMM

isures the vIM manager and other files, and stores these measured results into PC

jitive trust in\VM

e trust-chain in VM is built based on the vTM instance, which is similar to the tra

NOTE Thej

vERTM implementation is out of scope.

RS.

hsitive

6.3

Integrity measurement

In integrity measurement activity, the CRTM first measures a component and then generates a
measurement event. A measurement event consists of measured values and event description. The
measured values are hash digests that represent the embedded data or program code in a component.
The measured values are stored in PCRs and the event description is stored in a measurement log.
Figure 4 shows the process of integrity measurement with two components.

10
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All PCRs are reset to their default initial condition on TM reset or TM restart. Other than reset, the only

way to change a PCR value is to extend it. The extend operation on a PCR is defined as:

PCR[n]« Hash(PCR[n-1]||digest)

where Hash() is a collision resist hash function defined in ISO/IEC 10118-3.

After extending, the PCR value is a unique for specific order and combination of digest values that were
extended. Once the one of measured values in the sequence is changed, the subsequent extended results
are changed. In particular, the measured value of the BIOS is stored in PCR[O0].

6.4 |

The re
The R/

Comporent t Compornent2
CRTM | la. Measure Code 4a. Measure Code
%
™ % G
126":?
lo
PCR
9’& Event 1 S Event 2
i ven ! EXtend ven
N Measured || Event
values description
Measurement Event \ | | Measured
log 3. Store descriptiott 6. Store values

Figure 4 — Flowchart of integrity measurement activity

Remote attestation

mote attestation activity iavoelves three major components: the RA server, RA cl
\ client running in the VMM is responsible for listening for an integrity challenge. After receiving

ient and PCA.

this integrity challenge from the RA server, the RA client executes the attestation prodess to ensure

that a
certifi

VM is running onatrusted environment. A trusted entity maintains an asset in
Cates to confirm the AK exists in a TM. The remote attestation activity is illustrated in Figure 5.

ventory of EK

1
RAclient : > RAserver
r' s
8
7
10
Measurement » Measurement log »
PCR Signature > Base”ne“brar\/
-~
6 AKgeneration |,
— 5 4
AK certificate >
% PCA
3

™

Figure 5 — Flowchart of remote attestation activity
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The general remote attestation activity process is as follows.

— The RA server sends a remote attestation request and a random value (nonce) to the RA client.

— TheRAC
— TheRACcl

ient requests the TM to generate a new AK.

ient sends the AK certificate request to the PCA.

— The PCA verifies the validity of the request and issues the AK certificate to the RA client.

— The RA client requests the TM to sign the PCR values and the nonce by using the private key in the
AK certificate, then sends the measurement log, signature and AK certificate to the RA server.

— The RA s¢g
PCA retu

— The RA s¢
PCR valug
PCR valug

— The RA s¢
baseline ¥

6.5 Datap

6.5.1 Gene

In the cloud
VM, which pr
encryption ar

In this subcla

— SRK/vSR
seed in th
system in

— KEK: A k{
of the SRI

— WK:Ake
TM/VTM.

NOTE
managed
efficiency

rver requests the PCA to verify the validity of the AK certificate sent by RA client; th
ns the verification result.

b according to the measurement log, finally compares the recalculated RCR value wj
 sent by the RA client to determine the integrity of host.

brver checks the integrity of the measurement log sent by the RA client by referring
ralues in the baseline library.

rotection

ral

omputing environment, the TM/vIM can pretect sensitive data stored in a host
pcesses the data in specific protection waysbased on a key management mechanis
d decryption operations are executed inside the TM/vTM.

1se, there are three typical keys as follows.

K: Akey is located at the bottom-of the key hierarchy and is generated by a storage p
e TM/VTM. It is used to encryptthe upper layer key to build a hierarchical key prof
TM/VTM.

y is used to encrypt the work key. It is also generated in the TM/vTM and it is the s
K/VSRK.

V is used to enctypt sensitive data. It can be generated in the TM/vTM or imported i
It is the sub=key of the KEK.

There can)be many WKs imported into the TM from an external source. If all of them are ¢
by the SRK of TM, the computational overhead of TM will be increased. In order to impr
of/data encryption and decryption, and to strengthen the security of key management,

en the

rver uses the public key in the AK certificate to obtain the PCR value, and recdlculafes the

ith the

to the

and a
m. The

[imary

ection

1b-key

nto the

lirectly
bve the
it adds

a middle 1

hyer‘for key management mechanism. To be specific, the WK is a symmetric key used to ¢

ncrypt

user data, and the KEK is an asymmetric key used to encrypt the WK by its public key. The private key of
KEK is encrypted by the SRK. The SRK cannot be used for encryption and signing other non-TM state data.

Data protection activity consists of two ways:

— data bind

ing;

— data sealing.

6.5.2 Data binding

Encrypt sensitive data (e.g. symmetric key) by using a TM/vTM internal key. The data binding is
illustrated in Figure 6.
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The general data binding process is shown as follows.
— The TM/vTM uses the SRK/vSRK to encrypt the KEK.
— The TM/vTM uses the KEK to encrypt the WK.

— The TM/vTM uses the WK to encrypt the sensitive data to generate the encrypted data.

5

A

y

SRK/VSRK

T™/vTM

Figure 6 — Flowchart'of data binding activity

6.5.3 | Data sealing

Encrypt sensitive data (e.g. symmetric key) by using the TM/vTM internal key and PCR vallues. Once the
computer status changes (e.g. software/firmware tampering), the sensitive data cannot pe decrypted.
The ddta sealing is illustrated inFigure 7.

The ddta sealing process is.shown as follows.
— The TM/VTM uses-the SRK/vSRK to encrypt the KEK.
— The TM/vTM.uses the KEK to encrypt the WK.

— TRhe TM/vIM binds the sensitive data and PCR value to use the WK to generate the encrypted data.
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o 1 /\ 5
Sensitive data > Asymmetric enirﬁtion/

A

Encrypted data

A 4

1 PCRvalue SRK/VvSRK

T™M/VTM

Figure 7 — Flowchart of data sealing activity

6.6 VvTM migration

When migratjng a VM from the source side to the destinatioit side, a number of steps are requjred to
migrate the gssociated vI'M instance. Source side and destination side should verify the measured
values of eacH side to establish trust, and the measured-values should be the values of total VMM layer.
It is critical that the sensitive data housed within the‘associated vTM are well protected during the
migration. THe vIM migration activity is illustrated in Figure 8 and these steps are initiated |by the
migration cotftroller.

Sourcesside ! Destination side

I Mutual
verification

Migratig
controllg

S

vTM manager || Migration engine

Migration engine vTM manager

_— - - - —_——— e e e e oo e e e e e e e e e - — -}

1. Make migration decision

» 2. Send migrationrequest |3, Requesta new
vIM instance

A 4

A 4

4. Return a new
5. Return new vTM VvTM instance
6. Requesta vTM instance creation message [

state package

A

"7 Return avTM | 8- Send encrypted 9. Pass the decrypted
» state package for initiating the new

A 4

vTM instance

A 4

10. Return the

e initiated vTM instance
12. Request to 11. Inform the initiation P

delete thevTM | SUCCESS
instance A

<

13. Inform the vTM migration
~completion

Figure 8 — Flowchart of vIiM migration activity
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