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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The procedures used to develop this document and those intended for its further maintenance

are dé¢scribed in the ISO/IEC Directives, Part 1. In particular, the different app

neede

accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.ise.org
www.jec.ch/members_experts/refdocs).

for the different types of document should be noted. This document’ w4

Foval criteria
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directives or

Attentjon is drawn to the possibility that some of the elements of this doGument may
of patent rights. ISO and IEC shall not be held responsible for identifying any or a
rights) Details of any patent rights identified during the development‘of the document
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nts) or the IEC

batent declarations received (see patents.iec.ch).

nde name used in this document is information given for the convenience of users
ute an endorsement.

explanation of the voluntary nature of staridards, the meaning of ISO specif
sions related to conformity assessment, as\well as information about ISO's
orld Trade Organization (WTO) principles in the Technical Barriers to Trag
so.org/iso/foreword.html. In the IEC, seeWwww.iec.ch/understanding-standards.

This
Subco
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body.
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ocument was prepared by Joint Technical Committee ISO/IEC JTC 1, Informati
mittee SC 27, Information security, cybersecurity and privacy protection.

A complete listing of.these bodies can be found at www.iso.org/memb
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ic terms and
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n technology,

edback or questions on this document should be directed to the user’s natiopal standards
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Introduction

Many functional processes and IT applications use personally identifiable information (PII), which is
subject to various compliance provisions relating to privacy. Thus, organizations need to ensure that
PII is not retained for longer than is necessary and that it is deleted at the appropriate time. This can
require organizations to fulfil the rights of PII principals, such as the right to obtain erasure (to be
forgotten). ISO/IEC 29100 defines principles of “data minimization” and “use, retention and disclosure
limitation” for PII, which can be enforced using deletion as a security control.

PII deletion requires a set of carefully designed, clear and easily understood deletion rules, embodying
appropriate retention periods that satisfy the demands of multiple stakeholders. These rules should

also conform [with requirements originating from codes of practice and other standards. Mechdnisms

are to be corti

ectly implemented and appropriately operated. In order to ensure the legally"compliant

deletion of PIl, the PII controller needs to develop policies and procedures for deletion thatjinclude a set
of rules and re¢sponsibilities for the processes involved. The chances of success for the dévelopmgnt and
implementatipn of these policies and processes can be improved if the PII controllerfses a recognized

approach to their design and implementation.

This document provides a framework for developing and establishing policies.dnd procedures|for PII
deletion that fan be implemented by an organization. This framework allowsfor consistent delgtion of

PII throughou

t an organization.

Vi
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Information security, cybersecurity and privacy
protection — Guidelines on personally identifiable
information deletion

1 Scope

This dpetrmentcontains guidchuca for C‘lcvclupiug arrd cota‘u}iahiug pulibico and pr ocedures for deletion
of perdonally identifiable information (PII) in organizations by specifying:

— alharmonized terminology for PII deletion;

— anapproach for defining deletion rules in an efficient way;

— adlescription of required documentation;

— a Iroad definition of roles, responsibilities and processes.

This dpcument is intended to be used by organizations where PIIis stored or processed.
This dpcument does not address:

— specific legal provision, as given by national law ot specified in contracts;

— splecific deletion rules for particular clusters of\PII that are defined by PII controllers for processing
PIf;

— ddletion mechanisms;
— reliability, security and suitability of\deletion mechanisms;

— splecific techniques for de-identification of data.

2 Normative references

The folllowing documents are referred to in the text in such a way that some or all of|their content
constifutes requirements of this document. For dated references, only the edition citefd applies. For
undated references; the latest edition of the referenced document (including any amendmnjents) applies.

ISO/IEC 29100:2011, Information technology — Security techniques — Privacy framework

3 Termsanddefimnitions

For the purposes of this document, the terms and definitions given in ISO/IEC 29100 and the following
apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

© ISO/IEC 2021 - All rights reserved 1
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31

cluster of personally identifiable information

cluster of PII

personally identifiable information which is processed for a consistent functional purpose

Note 1 to entry: Clusters of PII are described independently of the technical representation of data objects. On a
regular basis, the clusters of PII also include PII which is not stored electronically.

3.2
data object
element which contains personally identifiable information (PII)

EXAMPLE E‘rr\w\p]nﬁ af alaraante 1ol da £lac dociim b oo de A bbb ac Co ot Ao bjECtS
Excamples—of—elements—inechade—files —doctments —records—or—attributes—Conerete—data

include, for expmple, invoices, contracts, personal files, visitor lists, personnel planning sheets, photo$, voice

recordings, us¢r accounts, log entries and consent documents.

Note 1 to entry}: In the context of this document, data objects usually contain PII and can be combined with other
data objects infa cluster of PII (3.1). The individual data object can be of varying complexity.

3.3

deletion
process by which personally identifiable information (PII) is changed so that'it is no longer pregent or
recognizable aind usable and can only be reconstructed with excessive effart

: In this document the term deletion has the following synonyms: disposition mechanism, grasure,
destruction, dgdstruction of data storage media.

Note 2 to entry: In this document the term deletion refers to the élinlination of the bit patterns or comparable
practices, not gimply marking or moving the data to be hidden. As.a result, excessive effort for PII reconstfuction
is required, copsidering all the means likely to be used, e.g. available state-of-the-art technology, human and
technical resources, costs and time.

Note 3 to entrfy: For selecting the methods for deletiony a risk-based approach should be taken into account,
including sensifivity of PIl and potential use of forensictools. Required measures can change over time degending
on the state of the art of technology and other factors.

Note 4 to entry: PII can be also changed by applying an irreversible de-identification technique. Such datja often
fall out of the sfope of privacy legislation~Further guidance on a de-identification technique can be found|in ISO/
IEC 20889:2018B, Clause 11.

3.4
deletion clask
combination ¢f a standard deletion period (3.7) and an abstract starting point for the period run

Note 1 to entry: All clusters of personally identifiable information (PII) which are subject to the same deletion
period (3.6) and the same abstract starting point are combined in a deletion class. As opposed to the (specific)
deletion rule (3\5)forja cluster of PII (3.1), the (abstract) deletion class relates only to the abstract starting point
and not to a specifie’condition for the start of the period run (see also Clause 8).

3.5
deletion rule
combination of deletion period (3.6) and specific condition for the starting point of the period run

3.6
deletion period

time period after which a specific cluster of personally identifiable information (PII) (3.1) should be
deleted

Note 1 to entry: As a generic term, the deletion period comprises all deletion periods. This includes the standard
deletion periods (3.7) and the regular deletion periods (3.8), which form special groups. However, the term also
includes, for instance, the specific deletion periods for some clusters of PII or deletion periods in special cases.
For details, see Clause 7.

2 © ISO/IEC 2021 - All rights reserved
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Note 2 to entry: The deletion period for a cluster of PII extends beyond the end of the retention period (3.9), by at
least an amount commensurate with the time required to achieve deletion of the relevant data objects (3.2).

3.7
standard deletion period
unified deletion period for the personally identifiable information (PII) controller

Note 1 to entry: A standard deletion period is a deletion period (3.6) used for several clusters of PIl (3.1) to
standardize several deletion periods lying close to one another (see 7.1).

3.8
regular deletion period

; i o 1 S ] ifiable information
(PI1I) (3.1) should be roller

Note 1 fo entry: For the boundary conditions of period specifications, see 5.4.

3.9
retention period
time period within which the data objects (3.2) of the cluster of personally identifiable infprmation (PIIl)
(3.1) are required to be available in the PII controller’s organization Because of functionfl use or legal
retentjon obligations

Note 1 o entry: A specific cluster of PII typically has the same retentien‘period.
Note 2 fo entry: For the boundary conditions of period specifications, see 5.4 and Clause 7.

3.10
legal ffetention period
time pleriod within which the data objects (3.2) of-a cluster of personally identifiable information (PII)
(3.1) afe available in the PII controller’s organization as required by legal provisions

4 Symbols and abbreviated terms

CD compact disc

DVD digital versatile dise

IT information techhology

PII personally identifiable information
PDF portable document format

SD secure digital

USB universal serial bus

5 Framework for deletion

5.1 General

This document describes how an organization acting as PII controller can establish policies and
procedures for deletion of PII. For this, the PII controller should specify:

— which deletion rules apply to which PII;
— how the deletion is implemented using the deletion rules;

— how the deletion rules and the deletion measures are documented;

© ISO/IEC 2021 - All rights reserved 3
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who is responsible for the deletion rules, deletion processes and their documentation.

To establish deletion policies and procedures, the following steps are recommended:

allocate e

identify a

base deletion classes on the standard deletion periods identified;

ach cluster of PII to a deletion class;

nd document the deletion procedure.

select a minimum number of standard deletion periods which form the basis of deletion classes;

The PII controller should implement deletion mechanisms for each cluster of PII based on the established

policies and pfrocedures (see 10.3).

5.2 Constr]

The PII cont
organization
Where the or
implemented

Where compl
required for t
designing the

a) use, reter

aints

to demonstrate compliance with relevant legal, regulatory androther require
banization is performing the role of a PII processor, they should ensure deletion ru
in accordance with the relevant PII controller instructions.

ance and/or contractual requirements state that PIl should be' deleted when it is no

deletion processes:

tion and disclosure limitation;

b) data minjmization.

EXAMPLE
the financial y4

Compliance a
of PII are ret3
clusters of PII

5.3 Clustel

Clusters of P
purposes. Eag

EXAMPLE
itemized bill da

The same PII

ta are pgssible names of clusters of PII.

can be)part of more than one cluster of PIl because of two cases:

Foller should establish policies and procedures for deletion of PII{which enal

le the
Iments.
les are

longer

he defined purpose, the principles contained in ISO/IEC29100 should be considered when

The deletion rule for the cluster of PII named-"Accounting data” can be 10 years after thg end of
ar in which the accounting entry was made'in the balance sheet.

hd/or contractual requirements cahTequire special measures, particularly where clusters
hined only to fulfil retention obligations. In such cases, restricting the processing of the
concerned can be required:

's of PII

[ should be named-individually and unambiguously and according to their fun¢tional
h cluster of PlIshould be allocated one deletion rule (see 6.2).

For a teleedmmunications provider, customer data, location data, traffic data, billing ddta and

NOTE

clusters of Pt

L D e h - d
ILULILAIT UIICT U HTIUTT Udid UDJCLLS,

Some attributes, such as name or address, can occur in several data objects in the same or different

clusters of PII, e.g. in the customer master data, an invoice and a letter to the customer. Deletion is usually applied
on the data object as a whole (and not on single attributes within the data object).

EXAMPLE

copies of a data object can be part of different clusters of PII.

Assume an invoice documents materials and actions performed to repair an engine. Functional

processes can require that three copies of the document are stored in different clusters of PIl: “bookkeeping data”
(deleted 11 years after payment), “engine documentation file” to document the history and parts of the engine
(deleted 5 years after destruction of the engine) and “supplier file” to document the history of the relationship
and operations with the supplier (deleted 15 years after receiving the data object).

PII should not be deleted upon individual case decisions only, but in accordance with appropriate

deletion rules wherever possible. Therefore, the PII controller should develop deletion rules in

4 © ISO/IEC 2021 - All rights reserved
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accordance with their deletion policy. Every deletion rule should include a definition of the deletion

period

and when the deletion period begins (starting point).

5.4 Retention period and regular deletion period

54.1

Retention period

The period of time for which a cluster of PII is retained, based on its functional purposes (which
can include retention period complying with business requirements as well as legal and statutory
obligations), is its retention period. This time period includes the time period in which a cluster of PIl is
actively used in functional processes, in accordance with compliance and/or contractual purposes and

in accd

EXAMH

rdance with the organization's long-term storage requirements.

LE The legal retention obligations for clusters of PII include, for example, the provisi

for tradle letters and accounting documents. Functional purposes include, for example, gudranteg

and po

5.4.2

Cluste
approy

Legal
reachd
into ag
The cq
define
thatis

Each d
all sto
includ

Figure
The re
The ad
for pof

ential equipment recall actions.

Regular deletion period

rals have been obtained.

bbligations can allow for time flexibility to perform deletion after the retention pe
count the availability of technical solutions as wellyas the general organizational

 as the regular deletion period. The PII controller should estimate the maximur
acceptable for the deletion process.

eletion rule should be applied by deleting data objects within a cluster of PII in al
rage places. This should include the;deletion of data objects stored in physical do
bd is the deletion of clusters of PIL.processed by PII processors contracted by the PI

[1 shows an example of how.to derive a regular deletion period based on the life cyqd
tention period and regulardeletion period for the order starts with the formation o
tive use of the contractends with the receipt of payment. After that, the contract is
sible warranty cases and as a trade letter.

ons of tax laws
commitments

Fs of PII should not be deleted until the end of their defined.fetention period, unless specific

riod has been

d. This flexibility can be used to apply a process and‘mechanisms for deletion which may take

requirements.

mbination of the retention period and the maximum time period for the deletjon process is

h time period

| systems and
fuments. Also
controller.

le of an order.
 the contract.
still retained
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_—
. Acceptable
Order Changes, | D_ellv?ry, Payment delay
contract |, invoice g
1 of deletion
| ;
! I
- |
: N
[ eplreemtioperoa > |
| >
E—TTTTTTT—
: AL :
| R . /\IJ |
: Regular deletion period (for the’@ tract) >:
? & ’
Chospn starting point: ()\\ Lategt ti-me
End of order procedure/ S of defetion
clpse of contract \\
O

Figure 1 — Example of regular deletion @od for an order

NOTE In the example in Figure 1, the retention period \\he order is shorter than the regular deletion
period. Depending on which cluster of PIl is involved and its defined deletion period, the retention period pnd the
regular deletion period sometimes have nearly the same ation. The invoice and the booking of the ppyment
received are cdtegorized as separate clusters of PII and@erefore, have different deletion rules.
®

5.4.3 Allocation of clusters of PII \O

The allocatiof of clusters of PII to spec@s~ standard deletion periods should be based on compliance
and/or contrdctual requirements in ighment with business needs. The number of standard dpletion
periods should be as low as possible and should be the minimum required in order to meef these
requirements|and business ne(&or further information on standard deletion periods, see 7.1.

The PII contrgller should c rﬁiﬂer relevant legal, regulatory and/or contractual business requirg¢ments
giving specific deletion isions when defining regular deletion periods. These provisions cgn also
include guidelines for esign of the deletion processes.

charges is somgti imited by law.

EXAMPLE In tg:%ea of telecommunications, the retention of traffic data required for calculating usage

Further guidance for the allocation of regular deletion periods to clusters of PII can be found in Clause 7
and 8.3.

5.5 Archives and backup copies

Archives serve the purpose of keeping data available for extended periods of time. Data are transferred
into archives when they are no longer expected to be actively used but are still required to be retained
for permissible reasons. An archive can contain different clusters of PII with different deletion periods.
The relevant compliance and/or contractual requirements can require restriction of processing for
archived data.

The primary purpose of backup copies is the recovery of IT systems. Backup copies should not be used
as archives.

6 © ISO/IEC 2021 - All rights reserved
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The organization should clearly distinguish between backup copies and archives. PII contained in
archives should be subject to the same deletion rules of the respective clusters of PII and these rules
should be implemented in the archives concerned.

It is often impractical (or even impossible) to delete individual data objects within a backup copy, as
it would contradict the purpose of a backup. To fulfil their purpose, backup copies are required to be
available for only short periods of time. Using short deletion periods for the backup copies is a means of
conforming with the deletion provisions.

For the deletion of backup copies, individual time periods should be specified in the backup strategy
(see 9.3). These time periods should be in acceptable proportion to the regular deletion periods of the
various clusters of PII contained in the specific copy (see 7.4).

Durin% recovery of a system, PII which has exceeded the regular deletion periodscar be restored.
Therefore, restore processes should consider this possibility and describe how to delete such restored
PII (sep 9.1 and 9.4).

5.6 $tandard deletion periods, starting points, deletion rules and deletion classes

Beforg deletion rules can be defined for individual clusters of PII, considerable effort can ble required for
analysjis. It is appropriate to involve the person responsible for priyacy matters within th¢ organization
in the pssessment of the standard deletion periods, starting points;-deletion rules and delgtion classes.

The PIf controller should define and use standard deletion periods.
The starting points for the deletion periods may also begnouped (see 8.1).

EXAMRLE One such abstract starting point is the “callection of the data”; another is the “end pf procedure”.

The combination of a standard deletion period afd an abstract starting point forms a deletion class (see
8). Clusters of PII should be assigned to:the appropriate deletion class. For example, all clusters
hich are subject to the same deletjonperiod and the same starting point should e assigned to
e deletion class.

letion.of PII which is likely necessary for a claim or an anticipated or ongoing legal case.

hve PII deleted
plemented, for

In some jurisdictions, compliance requirements grant the PII principal a right to h
ifcert. “3-‘ et o+43 .- t € s o s—HOt3 vaery egHe Reea CG“
example because of overriding compliance retention requirements.

For these and similar special situations, deletion measures should also be determined. These can be
specified in the context of the processes and responsibilities for deletion of PII (see 9.7 and Clause 10).

Individual PII can only be deleted if the technical systems have a suitable function for deletion.
Therefore, the PII controller should ensure that such a function is required in system procurement or
system development processes if PII principals can require the deletion on a case-by-case basis. On the
other hand, there is nothing to prevent the use of available standard functions for rare individual cases
of such deletions, e.g. SQL instructions in databases.

NOTE 2 Under certain conditions, the PII controller has the option not to delete PII but to restrict the
processing of that PII.

© ISO/IEC 2021 - All rights reserved 7
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5.8 Documentation of policies and procedures

Policies and procedures for PII deletion should be documented. These documents should include

advice from d

ifferent entities within the organization, such as the person in charge in privacy matters,

functional users, developers and administrators.

Policies and p
inefficiencies,

rocedures can be integrated into existing documentation. To prevent inconsistencies and
duplication of policies and procedures should be avoided.

The deletion rules should be described without reference to the technology used for storage, control

and deletion.

EXAMPLE 1

technical aspe
or microfiche),
storage area nq
text file). The §
on “old media”

Technology-r¢
further inforn
individuals, e

EXAMPLE 2
performed. Th
through a man
verification or
need to delete

6 Clusters

6.1 Geners:

Sets of PII sh|
purposes and

— thelegal
the relevg
Pll relate
PII is only

Pll is of d

7 o O a

'ts, it is irrelevant on which media such data objects are stored (e.g. paper, hard disk, 't
in which location they are stored (e.g. locally on a laptop, in a central IT system database,
twork or paper file folders in an archive room) or which format is used (e.g. PDF, database record,
ame applies to a set of videos or audio tracks: it is irrelevant whether they are,stored digifally or
such as celluloid, cassette, vinyl record or compact disk.

e 9 for
lled by

blated requirements for implementation should be specified separately (see Claus
hation). Deletion rules should also be applied to manual processés'such as data hang
g. using paper-based documents or files in IT systems.

cess is
b taken
special
ing the

A job application is received on paper and stored in a fileZTuntil the application pro
e application is to be deleted following the appropriate deletion rule after a decision i
1al process. In other cases, Pll in files is stored manuallyn the file system, e.g. invoices for
handling. Handling of such data can be regulated by décumented work instructions, includ
he data manually.

5 of PII

1

puld be categorized according'to their functional purposes as clusters of PII. Different

thus, different clusters of Pll-can result, in particular, if:

basis for the PII collection’differs;

Int legal requirements contain different provisions for the use of PII;
5 to different Plprincipals;

used forpurposes pursued by different functional entities;

fferent sensitivity.

The PII contraller’ should define and document clusters of PII for the organization, |

Additional clusters of PII can be identified:

— when spe

— whenspe

cifying deletion classes and deletion rules for the clusters of PII already identified;

cifying or implementing requirements for implementation for specific sets of PIl in specific

IT systems or other processes.

NOTE 1

NOTE 2 PII
different locati
8

In some cases, it is an option to subdivide individual clusters of PII.

are structured differently (e.g. records in databases, files, paper documents) or are stored at
ons (e.g. tables of a database as well as in the files from which the PIIl was imported).
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EXAMPLE1 Examples of clusters of PII include accounting data, contract documents or system logs. The
cluster of PII “Accounting data” can include, for instance, the data object “Accounting record” (including the
details regarding creditor/debtor, payment date and due amount) as well as invoices and payment transactions
with banks.

Sometimes, the same information may be contained in different clusters of PII and different data
objects.

EXAMPLE 2 The cluster of PII “Logs” includes all records which are created for events in an IT system for
monitoring purposes. A uniform deletion period of 42 days starting from the day of recording is adequate for
logs because they are evaluated monthly. However, the PII controller wishes to be able to comprehend the status
of the IT system at the same time and uses data objects of the cluster of PII “System status documentation” in
order to ensure that. A small set of selected log records is also transferred into the system status documentation
becauskg it shows statuses and irregularities in system components, defects and successful repairs. An individual
deletioh rule is defined for the log records of the cluster of PII “System status documentation’} (e/g. 4 years after
recording), which also comprises the log records contained therein.

EXAMH
for exa
data o
deletio

LE3  Attributes like the name and the address of a PII principal are usually, part'of severjal data objects,

ple records of customer master data, invoices, communication letters or,setvice request tickets. These
jects are assigned to different clusters of PII. Each of the data objects is deleted applying the specific
h rule. In each case, the address attributes are handled together with tiie whole data object.

The allocation of data objects to clusters of PII should be specific tp-the organization.

EXAMRBLE 4

active
of seve
used a

For customer relations management, PIl and the data-objects that are needed d
Customer relationship and shortly afterwards are separatedfrom those for which retent
ral years apply. This distinction is often applicable to master data: the “supplementary

to crea

a cluster of PII for contact data of the active customer relationship. PII and the data o
e the customer account (which is required for technical reasons in order to conform wit

nly during the
ion obligations
aster data” is

Eects required

h the retention

unt number is
ds the account
e allocate them
r data includes

obligatjons) are allocated to the cluster of PII “Core master data”. In a bank, a customer’s acc
assigngd to the cluster of PII “Core master data”. On_the other hand, a mail order company nes
numbe} of a customer only as a bank connection, ferinstance for credit notes, and would therefor
to the ¢luster of PII “Supplementary master data’. For such a mail order company, the core mastg
the customer’s number, name and address.

6.2 ldentification

The dg¢finition of clusters of PH\is typically evident from their functional contexts. Each| cluster of PII

should have only one deletion rule.
The kdy steps for the definition of clusters of PII are:

— grpup data objectsinto individual clusters of PII to which the same legal basis applies|related to the

collection, use and retention;

— diyide a«¢luster of PIl into several clusters of PIl if retention provisions only apply to a ubset of them

arld if the regular deletion period would thereby be considerably extended.

tHprimcipat;

EXAMPLE 1

Contact data such as contact names, telephone numbers and e-mail addresses are stored,
for instance, for customers, employees of suppliers and service engineers of service providers. It is then
generally useful to distinguish between the clusters of PII ‘Supplementary master data of customers’,
‘Supplementary master data of suppliers’ and ‘Supplementary master data of service engineers’. These three
clusters of PIl would be allocated, for instance, to the deletion class ‘2 years after the end of the relationship
with the PII principal’. Other master data are stored for longer periods of time due to the obligation to
produce supporting documents. These are distinguished according to core master data of customers,
core master data of suppliers and master data of service partners. These three clusters of PII then fall into
another deletion class, for instance, '10 years after the end of the relationship with the PII principal’.

distinguish PII according to functional purpose;
NOTE1 The purpose for which the PIl is processed is useful in selecting a name for the cluster of PII.
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EXAMPLE 2 The cluster ‘supplementary master data’ of a customer contains a customer’s master data
record as data object. If a customer requires changes, then change requests are created and supplementary
master data updated. This data object (the specific change requests) is also assigned to the cluster
‘supplementary master data’ and deleted one year after the end of the customer relationship as per the
deletion rule of ‘supplementary master data’ cluster. In some cases, the organization finds it useful for
functional purposes to maintain other change requests (e.g. IT changes, requests on user access rights)
as another cluster ‘IT change requests’ and applies another deletion rule (e.g. 3 years after the date when
change requests were processed).

distinguish PII according to sensitivity of PII allocating PII of different sensitivity levels to different
clusters. The higher the sensitivity of the data, the shorter the acceptable delay for deletion should

be (see Figure 1).

NOTE 2
General D

Deletion rule
remaining filg

6.3 Docum

Each cluster g
for its control
technologies

clusters of PI
helpful in the
deletion rules

7 Specific

7.1 Stand4

The PII contrg
deletion perid
deletion and

Regular delet
controller shd

NOTE1 Leg
higher standarj

Where the r¢
should where|
should select

Examples of sensitive PII are given in ISO 29100:2011, 2.26 and 4.4.7. The European
ta Protection Regulation (GDPR), Article 9, defines such PII as ‘special categories of ddta’.[4

b should also be defined for unstructured data containing PlI, e.g. remaining e-m
s in various locations.

entation

f PIl and its deletion rule should be documented without reference to the technolog
(see 5.8). This allows its reuse without requiring modifications for different data
s well as in the event of a change to a technical systeni, The reasons for the alloc

and their respective period definitions should be.de¢umented. This can be esp|
long term in case of audits or change requests. The whole set of clusters of PII wit
defined by an organization can be called the deletion rules catalogue of this organi

ation of deletion periods

rd and regular deletion periods

ller should define standard delébion periods for the organization. The number of stz
ds should be as small as pogsible in order to facilitate the understanding of the poli
ave resources for all the-parties involved.

on periods should always be derived from the standard deletion periods. However,
uld choose the “nextiin line” standard deletion period.

hl requirements can limit the margin for the delay of deletion resulting from selecting t
d deletion period.

tention\period of a cluster of PII does not correspond to a standard deletion pe

%

[Union's

]

ails or

y used
orage
ion of
ecially
h their
zation.

indard
Cies on

the PII

e next

riod, it

ver possible be reassigned to the next in line standard deletion period. The PII controller
thésstandard deletion period where the difference from the legal retention pel’iod is
adequate and acceptable. at 1s not the case, then an additional standard deletion period should be
introduced or a specific regular deletion period not identical to a standard deletion period should be

defined.

NOTE 2  For the specification of its standard deletion periods, the PII controller can reuse definitions of
clusters of PII and deletion rules from other organizations if such are available and suitable.

NOTE 3  Experience shows that a useful number of standard deletion periods lies in the range between 5
and 10 with a suitable distribution (see Figure 2).

NOTE4 Limiting the standard deletion periods to as few as possible permits the simple derivation of deletion
rules and results into a clear, understandable set of deletion rules.
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If the retention period of a specific cluster of PII does not match one of the standard deletion periods,
then the PII controller should check whether or not:

— the retention period can be shortened by adjustments to the functional process in order to delete
after the next-shorter standard deletion period;

— to make full use of the next-shorter standard deletion period by carrying out the technical process
of the deletion at the end of that period (and not within a larger interval);

— to move the end of the retention period closer to the regular deletion period by choosing another
starting point for the deletion rule;

etion periods.

Count:

riods without
b into account
on.

elevant legal

the retention

— TRhe lack of specific legal provisions on deletion. In such cases, the deletion period car be set taking
info account the general concepts of data*minimization and data protection legislatio

e

7.3 S$tandard deletion period idéntification

Standqrd deletion periods shotld be derived from regular deletion periods, which are frequently
identiffied from PII used in core_processes of the PII controller.

Wherq several clusters-0f*PII have similar deletion periods, it is generally sufficient fo allocate an
appropriate standard-deletion period to those clusters of PIl, as recommended in 7.1.

NOTE 1 For each'standard deletion period there is at least one cluster of PII allocated.

To thig end, clusters of PII are identified in an iterative process, which are potential representatives for
deletidn clasges (see Clause 8). The regular deletion periods of these representatives shoyld be used for
the defistition of the deletion classes.

If all other clusters of PII can be allocated to the deletion classes thus obtained, then the process is
completed. If clusters of PII cannot be suitably allocated, then one or more additional representative
clusters should be selected to derive additional standard deletion periods and, consequently, deletion
classes are created.

EXAMPLE A telecommunications provider uses, for instance, the period for the deletion of connection data
for accounting purposes as a standard deletion period, while a motorway toll company uses the deletion period
for trip data as a standard deletion period.

In some cases, it can be necessary to add additional standard deletion periods, particularly where a
deletion period required is not defined, for example by legal and/or regulatory requirements. This is
particularly true where the use of PII is only regulated by general legal provisions which provide, for
example, only criteria for retention. Such criteria should be used to identify standard deletion periods,
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and, where appropriate, the identification of additional standard deletion periods to fill gaps in standard
deletion periods (see Figure 2).

Figure 2 shows an example of standard deletion periods from German legal regulations; one period is
specific for a telecommunication company.

NOTE 2  The specification of very long deletion periods for all clusters of PII is not a good practice. This is also
true for using long-term storage for undefined purposes (see 5.2). The freely selected standard deletion periods
are appropriately used in the policies for deletion to respect the principle of necessity for the assigned cluster of
PIl in an acceptable manner.

Imme- 42 1 year 4 years 7 years
diately days
BGB AO, HGB
(R (3 years) (10 years)

AO, HGB
(6 years)

Key
l:l fime period derived from general laws

fime period derived from the Telecommunications Act

Blank cells fime period freely selected
AO Fiscal Code

BGB Civil Code

HGB Commercial Codé

TKG [elecommunications Act
TMG lelemedia-Act

Figure 2 —Example of standard deletion periods derived from German legal regulatigns

7.4 Deletion period specifications for special situations

7.4.1 General

In operational practice, special situations can sometimes occur that cannot be handled by strictly
applying the deletion rule of a previously assigned cluster of PII. These situations need to be documented
and can consist of one or more situations discussed in 7.4.2 to 7.4.5.

7.4.2 Modification of data objects

In the context of processing, data objects of a cluster of PII can be modified and assigned to another
cluster of PII (e.g. by statistical aggregation, pseudonymization). If the modified data objects are used
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for another or a new purpose, then the new cluster of PII may be assigned to a different deletion period
or starting point.

7.4.3 Need to extend period of active use

PII can be required for longer periods of time than is specified by the assigned regular deletion period,
for example, because of a complaint case or a pending lawsuit. In such special cases, the PII controller
should allocate the PII concerned to another cluster of PII with an appropriately longer deletion period
if they determine that it is permitted.

NOTE1  Technically, there are several options for allocating PII to another cluster of PII with a longer deletion
period, e.g. by marking the data objects concerned or storing them in a different location or system.

EXAMRLE A cluster of PII which is needed for processing a complaint is called ‘Complaintdatp’. The deletion

rule fo
lawsuif

that PIl is read as follows: ‘One year after the end of the case handling’. The cluster.0f PI
is allocated to the cluster of PII ‘Dispute data’. The deletion rule also specifiesa‘petriod

refers fo the date of the judgement becoming final as the starting point.

Even i
allocat

NOTE 2

7.4.4

The re¢
situati
should

NOTE 1

NOTE }
investi

EXAME
adjustr
genera
for its ¢

The cl
of PII
durati

When F
ended

7.4.5

[ the purpose of processing of PII is changed, the deletion rule canj if required, |
ing the cluster of PII to another cluster of PII.

Legal constraints can restrict the changing of the purpose of processing of PII.

Suspension of the deletion

gular deletion can be suspended for only a limited period. The applicability of
pns (in particular, the identification of suitablée cases and the management of rej
be documented.

Legal constraints can limit suspension of deletion rules.

These situations include, for instance, program errors or erroneous cluster of
bation by government or enforcement-agency.

LE Requirements for error<handling processes are interpreted as ‘Since a releas
hent of IT systems generally has-a duration of 6 months, the deletion period for erroneous;
ly be extended by 12 monthsxThis provides for a margin sufficient to analyse the error and
limination’.

isters of PII concerned should be kept as small as possible. The presence of speq
hnd the measures-for usage limitation during the exception should be used as c

11 PII subjécted to the exceptional rule has been deleted. The measures by which th
should.be)monitored, documented and checked.

required for a
f one year and

e adapted by

these special
etitive cases)

PI1, legal hold,

e cycle for the
sets of PII can
take measures

ial categories
Fiteria for the

bn and permissibility of the suspension. The return to the regular mode of operation is completed

e exception is

Backup copies

Backup copies regularly contain data objects of different clusters of PIl whose regular deletion period
is about to be reached and which would therefore need to be deleted. To ensure backup copies can be
used for restore, they usually need to contain the complete image of data of a system. Deletion within a
backup copy often destroys the copy.

However, for the purposes of recovery after a potential disruptive incident, the backup copies are stored
for a certain period of time which usually exceeds the regular deletion period for some data objects for
a limited time period. Therefore, the deletion period of the backup copies should be aligned according
to the shortest deletion period and the sensitivity of the PII contained.

NOTE1 Legal constraints can limit the margin for data contained in backup copies exceeding the regular
deletion period.
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NOTE 2  Legal constraints can set out a deletion period for a cluster of PII including backup copies. In such
cases, the organizations can define a shorter regular deletion period for that cluster and use the remaining time
as storage period for backup copies which are overwritten immediately after that period.

NOTE3  The complexity of policies and procedures on deletion substantially increases if the deletion policy
requires the deletion of backup copies within the regular deletion periods of the clusters of PII.

In exceptional cases, for instance to carry out documented checks after a complicated disruptive
incident, longer retention periods of backup copies may be permitted.

Backup copies containing clusters of PII with a short regular deletion period should be overwritten
after a short time, e.g. a couple of weeks. Backup copies containing only clusters of PII with a long
regu]ar deletian pprind mav he stored for ]nngpr eg for 3 months In order to limitthe rnmplpyify, on]y

a few specific|deletion rules for the backup copies should be specified.

If necessary,
acceptable de
deletion perid

Every backup
deletion ruleq
rules. Thus, it

8 Deletio

the PII controller should review the backup and recovery strategies according
etion periods for the backup copies. This should include separating sets,of P1I of di
ds into different backup copies.

for backup copies may not fit into the catalogue with clusters of PII and their d
is recommended that deletion rules are defined in a backup policy (see 9.3).

h classes

8.1 Abstr

t starting points — abstract deletion rulés

A deletion rule consists of a deletion period and a specifi¢point at which the deletion period star

The starting point refers to a condition which occurs:in'the life cycle of PII. The specific conditiqg
be determinefl by reference to the point in time at.which the PII was collected or to a specific condition
during the lif¢ cycle of PII. Thus, an abstract starting point can be:

the colle

cycle of t

the end o

ion of the PII, where the deletion period starts at the time of collection of the PII;

the end dof a procedure, where the deletion period starts on completion of a procedure in f{

e PII;

f the relationship/with the PII principal, where the deletion period starts at the end

relationship with the Pll(principal.

NOTE1 The
type. However,

‘end of the“rélationship with the PII principal’ is, strictly speaking, a special case of the
since thé deletion period of several clusters of PII starts with the end of the relationship v

PII principal, this eventis defined as a separate abstract starting point.

NOTE2 PII

onftrollers frequently use the PII of different categories of PII principals, e.g. employees, cus

to the
fferent

copy typically contains data objects related to different clusters of PII. Therefofe, the

bletion

ts.

ns can

he life

of the

second
rith the

tomers

and contact pe

SONS ortne contracting orgdaniZ4ations. ror every category, tne end ol the relationsnip wit

principal’ refers to a different condition.

EXAMPLE

the PII

For a repair order, the starting point is ‘Handing-over of the repaired device to the customer’. For

accounting records and the accompanying accounting documents, the starting point is the ‘Completion of the
balance sheets’ in which the entries were taken into account. For the master data of a social network member, the
starting point is ‘The link sent in the confirmation e-mail after deregistration has been requested’.

A deletion rule which refers only to a deletion period and an abstract starting point is referred to as
an abstract deletion rule and builds a deletion class. To define a deletion rule for a cluster of PII in the
catalogue, a specific event is identified as the starting point.
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8.2 Matrix of deletion classes

Any of the possible combinations of standard deletion periods and abstract starting points defines a so-

called

deletion class.

Referring to the three abstract starting points described in 8.1, this results in three deletion classes per
standard deletion period.

It is convenient to represent the deletion classes in a matrix. Figure 3 shows an example of a matrix
of deletion classes according to the standard deletion periods from Figure 2 and the three abstract
starting points. This matrix can be used to assist the establishment of policies and procedures for
deletion. It has three functions:

— it

complexity, done by ‘sorting’ clusters of PII into the classes;

— it
hi

— it

Enteri
as som

also Figure 3). This enables a reduction in the complexity of the policies and procedures f

NOTE 1

asin Figure 2.

NOTE }
into th

gives a clear structure which helps to define a deletion rules catalogue wjith

hllows for the comparison of the rules by giving an overview, thus identifying incon
bh level of abstraction;

brovides a graphical overview of the deletion rules.

hg specific clusters of Pll into the matrix can demonstrate thatnotall deletion classe;
e combinations of standard deletion periods and abstract starting points can be ung

Some of the standard deletion periods shown in Figure 3 are derived from German le

The clusters of PII shown in Figure 3 are each\representative for all clusters of PIl w
b respective deletion class and contain all respective data objects, e.g. the cluster of PII ‘c

relatively low

sistencies at a

arerequired,
opulated (see
br deletion.

pal regulations

hich are sorted
bntracts’ keeps

all confracts and the cluster ‘Business letters’ contains all business letters.
Standard deletion periods
Immediately | 42 days 180 days 1year 4 years 7 years 12 years
From Connection
ol ollection data requiring
= . special
s @ analysis
=3
o0
2 o
- .
= Hrom end of jent Short-time Documen- Complaint Business Accounting
% | procedure eb-logs documen- tation on and letters data
t; tation; informal receivables
g operational communica- data
g logs tion
<
romrthe €ontracts— | Core master
end of the tary master data
relationship data

Key

]
]

time period derived from general laws (see Figure 2)

time period derived from German Telecommunications Act

Blank cells time period freely selected

Figure 3 — Example matrix of deletion classes for a telecommunications service provider
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8.3 Allocation of deletion classes and definition of deletion rules

Where possible, every cluster of PII should be allocated to a deletion class. If the retention period of a
cluster of PII does not correspond to a standard deletion period, it is allocated to a deletion class having
the next higher standard deletion period (see 7.1). If this is impractical, it should be checked whether
another standard deletion period is needed or whether to specify an additional, specific deletion period

(see 7.2).

NOTE 1

higher standard deletion period.

Legal requirements can limit the margin for the delay of deletion resulting from selecting the next

To define and document a deletion rule, a specific starting point according to the deletion class needs

to be identifig
the starting g
and triggered|

NOTE2 Leg
point. In some
combinations

9 Require

9.1 Geners:

Deletion rule
measures sho
processes. An
implementati
e.g. system ad

To make thd
documentatid
implementati

The PII contr
implementati

requirem
organizat

specificr
specificr

requirem

t-Thisstarting point reeds to be setected soas ot to unmecessarity detay tiredet
oint cannot be identified by automatic processes, a deletion process can also be e
by functional or IT operational processes (see also 9.2).

h] requirements can limit the margin for the delay of deletion resulting from selecting the g

cases in the life cycle of the data objects, alternative starting points can be‘\identified. D
f starting points and standard deletion periods can result in different delays of deletion.

ments for implementation

1

5 should be documented without reference to the“technology used (see 5.8). §
uld be defined in order to apply these deletion rales in information systems and in 1
y document which contains such specific measures is considered to be ‘requireme

ministrator handbooks or work instructiens for manual processes.

documentation specific for target* groups and to reduce its complexity, se
n should be produced for information systems, for manual processes and other asp

bn (see Figure 4).

bller should specify its policies for deletion, including where and how requireme
bn are to be stated. These/policies should include at least:

ents for implemefitation of deletion of PII, which should be used uniformly
ion independently-of the cluster of PII contained (e.g. backups, logs);

quirementsifor implementation for individual IT systems;
bquirements for implementation for manual processes;

ents for implementation (instructions) for PII processors.

tion. If
habled

tarting
fferent

pecific
hanual
nts for

bn’. The description of specific measures, may be integrated in existing documenitation,

parate
ects of

hts for

in the

An example of a documentation structure is shown in Figure 4.
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Deletion rules catalogue

- Clusters of PII with deletion rules

]
2
=
8
=]
£
L
a Instruction service
g IT changes ] Logs ] System n ] : ]
= provider x
S . Customer relationship ; :
‘E Individuals agreement ] Backup ] management ] Instrl;f)t\l/(i)crllesrelrwce ]
— A
5 JAL " - H ) p
E VVOTIN Allatl u\/tAUll xT ;Iullldll IcSuuItT
(9]
= —
= . .
g Work instruction n ]
e~
PII procegsing and other

Manual processes Organization-wideaspects System specific

servicp providers

Figure 4 — Example of documentation structure

It shoyld be taken into account that:

th

in
da

dy
lo

There

Somet

ere can be interactions and dependencies between the\clusters of PII in differen
stance between customer master data in a customer relationship management (
wnstream order handling and an accounting system that is operated largely indep

e to replication, sets of PII can be stored in multiple systems, e.g. e-mails on the e-I
tal e-mail archives or on mobile devices.

quirements for implementation of such sets of PIl should ensure that the PIl is delete

mes data objects of a cluster of PIlare stored as multiple copies on multiple syste

[ systems, for
CRM) system,
bndently;

mail server, in

] consistently.

ms. However,

the retention
e, be defined
hciple of data
zation. For decisions on/these shorter periods, functional requirements and requirements of
operation should be taken into account.

for su¢h data objects, it can be sufficient to store them after active use until the end of]
period on only one system. Therefore, a shorter deletion period can, where applicab

in the|requirements for implemeéntation for each system. This helps to satisfy the pri
minir;I
syste

NOTE 1

Backup copiges‘are not understood as data ‘stored on systems’ (see 9.3).

Requit the retention

obliga

The d{
entiret
be ap

ements forsimplementation documentation should include in which system
ions wilbe fulfilled.

pletion rules apply to different data objects. It is usually easier to delete a datg
y Every requirement for implementation should show clearly which deletion mech

1 R A L | e h b
HTU LU WITILIT Udtd UDJTULS.

object in its
anisms are to

Requirements for implementation should also include measures to deal with unstructured clusters of
PI], e.g. e-mails.

Requirements for implementation serve several functions during their life cycle. They can define
requirements for system development or procurement projects. For IT systems, they can document
the implemented deletion mechanisms. For their operation, the required configuration parameters
and values as well as, if necessary, additional boundary conditions and guidance for monitoring the
deletion mechanisms should be described. The organization, third parties or both should also be able
to determine whether or not deletion has been carried out. This generally requires proof. The type of
proof available should be specified in the requirements for implementation, e.g. by defining deletion
run log entries. The duration for which such proof should be retained should be defined in a deletion
rule. Requirements for implementation can also support audits as they provide reference information
for the audit conditions.
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The ‘requirements for implementation’ should document the following:

the deleti

the condi

such that

of PIl in
responsil]
the recor

in the cas
exceeded

NOTE2  Dury
identify and de

The deletion 1
security requ
can demonst
an available s

9.2 Condit

Organization;
implemented
PII, not all inf
circumstance|

EXAMPLE 1
related assessr]
person in char

EXAMPLE 2
take into accoy
deletion.

Requirements
conditions an

the specific information systems, sets of PII or both that apply;

the clusters of PII that are within its scope;

on rules that are used for which clusters of PII;

tions which initiate the start period as stated in the deletion rule;

the appropriate security processes are implemented);

the mechanisms that are used for the deletion processes (if required, the mechanisms need to be

where th¢ deletion mechanisms are configurable, the parameters thatare used with specifig.c

der to determine which PII is to be deleted;
ilities for starting and monitoring the mechanisms;
Hing of the execution of the deletion operations, e.g. in log entries;

e of data recovery, the specific measures that are required to delete PII that has a
its deletion period.

ing recovery processes, it can be necessary to implement deletion mechanisms, for exan
lete the PII that has exceeded its deletion period.

hechanisms specified in the requirements for implementation should take into acco
irements of the respective cluster of PII. Deletiemnxmechanisms should be selected
ate compliance with legal requirements. To this*end, the PII controller should ref
bcurity classification system.

jons for starting points outside IT systems

prefer to delete PII automatically. Automated deletion mechanisms should o
where they ensure that the conditions for deletion are met. However, for some clus
brmation required for implementing deletion is available within the systems. Unde
5, manual checks should beiearried out prior to deletion mechanisms being initiate

hent period has not yetiexpired. Thus, the respective deletion is only executed when approy
ve in the responsjble.department and not automated within the system.

Where a contract with an undefined end date is in operation, the deletion function will
nt the daté.at-which the end date is reached. Thus, manual intervention will be needed to

fer'implementation should document whether deletion runs are controlled by ey
d how these conditions are triggered.

usters

lready

hple, to

int the
which
erence

nly be
ters of
- these
1.

For instance, the legal retention period for taxation documentation might not expire when the

edbya

heed to
initiate

ternal

9.3 Requirements for implementation for organization-wide aspects

9.3.1 Gene

ral

Some implementation tasks of deletion do not depend on specific systems or clusters of PII. Result of
such tasks are called requirements for implementation for organization-wide aspects.

9.3.2 Backup

As backup copies contain mixed data and are generated for system recovery, deletion rules cannot be
applied within backup copies. Backup copies are not archives (see 5.4). Backup copies might need to be
retained for longer than the regular deletion period of some contained data objects (see 7.4).
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The retention of backup copies should be linked to the retention of the clusters of PII contained within
the backup copies. The retention of backup copies should be documented, for example in backup policy.

NOTE Legal requirements can limit the margin for the delay of deletion resulting from keeping data in
backup copies exceeding the regular deletion period. An option to reduce such delays is to subdivide the clusters
of PII to backups with different retention periods related to the clusters of PII contained.

In exceptional cases, backup copies containing PII can be generated for environments different
from the production one, for instance, for test or development environments. The requirements for
implementation should also apply to these environments. Such situations should be managed, for
example, by change management processes.

9.3.3 | Logs

If logs
by dif

contain PII, they should be allocated to the respective clusters of PII. Where specific PII is logged
ferent systems, deletion should be implemented while taking into accounht’organization-wide

requir

In som
entrie
of PII.

9.3.4

Some
middlg
of PII

ements. Individual clusters of PII can be specified for different types of16gs or log €

e cases, logs contain attributes related to a specific cluster of PIL |In such cases
in the log or at least the attributes should be deleted no later thah those of the o

Transmission systems

systems are used for transmission purposes only, for instance communicatid
ware components in service-oriented architeetures. After successful transmisg

trans
This

To den
should
clustet

9.3.5

Data s
legal r
a suitg
can be
it is dg

k!

ission systems for a short period of time for-validation or to handle errors, and
ort period of time should be such that regular deletion periods are not compromis

honstrate that transmission systemssare included in the deletion framework, the
maintain a list of transmission sy§tems. This list should link to the shortest dele
of PIl retained within those transmission systems.

Repair, dismantling and(disposal of systems and components

forage media can still‘contain PII if they are reused for new purposes or scrapped
pquirements can reguire the PII to be protected from misuse. Thus, secure deletid
ble measure before the data storage media can be reused. Alternatively, the data {
disposed of if itis ensured that the PII will be inaccessible during and after this prd
stroyed withthe security level required. This applies to all kinds of data storage 1

hard drives, USB,flash drives, mobile devices, SD cards, CDs and DVDs. It also applies to a

virtua

In ord

systemis.

pr o0 minimize the risk of misuse, the sets of PII contained in the data storage

be del

ntries.

the logs, the
riginal cluster

n servers or
sion, clusters

br metadata related to the cluster of PII that.has been transmitted may be retained within the

then deleted.
bd.

PII controller
tion rule of a

The relevant
n of the PII is
torage media
cess, and that
hedia, such as
[l instances of

media should

eted as soon as possible alter the dismantling oI the system. I'he deletion mecha

nisms should

be consistent for all systems within the organization. These mechanisms can already exist for other
reasons, for instance in order for a confidentiality classification to be implemented. In this case, the
aspects of the policies and procedures for deletion can be integrated.

It can be necessary to prove which data storage media were deleted and which were destroyed.
Supplementary to the requirements for implementation related to the ‘dismantling of systems’, it is
thus appropriate to keep an ‘inventory of the data storage media’ and to provide documentation of the
deletion or destruction processes.

9.3.6 Everyday business life

For the general office operation, deletion rules should be specified, for instance, for the handling of
documents from completed projects or for e-mails. These requirements for implementation should
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