INTERNATIONAL ISO/IEC
STANDARD 7816-3

Second edition
1997-12-15

- A

Information technology — Identification

cards — Integrated circuit(s)-cards wijth
contacts —

Part 3:
Electronic signals and transmission protocols

Technologies de I'information — Cartes d’identification — Cartes & circuit(s)
intégré(s) a contacts —

Partie 3: Signaux électroniques et protocoles de transmission

Reference number
i ¢ ISO/IEC 7816-3:1997(E)



https://iecnorm.com/api/?name=4acd9771bce14825d1337619ee99af44

ISO/IEC 7816-3:1997(E)

Conten‘ts Page
FOreWOrd ..o iii
It OAUCHION | iv
T SCOPE .. 1
2 Normative HeferenCeS ... 1
3 Terms and e INIIONS 1
4 Electrical characteristics

41  Generl ..o,
42  Operating conditions
43 Voltage and current values

5 Card operatjng procedure
5.1  Generpl overview ..
52 Activation ..................
53 Informjation exchange
54 Deactfvation

6 Answer-to-Reset ...
6.1  Generpl configuration
62  Parameter T ... 3 e e
6.3 Asynchronous character .....
64 Answer-to-Reset structure .
65  Contept of the global interface bytes ..z e 11
6.6 Modep Of OPEration .........c.ccooooviviiiiic N 13

7 Protocol anfl parameters selection

71 Gener

72 PPSpf .
73  Structpire and content of PPSrequest and reSponse ...........cocceveveveieveeiiieeeee 14
7.4  Succepsful PPS eXChangB™. ...........oco oo 15

8 Protocol TH0, half-dyplgx transmission of asynchronous characters .... 15
81 Scope
82 Chara
83  Struct]

9 Protocol TH1\half-duplex asynchronous transmission of blocks .......... 17

91  Scope and principles ...

92 Terms and definitions . 17
93 Character frame ....... .18
94 Block frame ............ .18
95 ProtoCOl PArAMELETS ..........o.ovieeeceeeeeeeee e 20
96 Character component operation at data link layer ..............cccoeeeviveieniieircs 21
9.7  Block component operation at data link 1ayer .............coccevieeiinirninieees 21

Annex A (informative) Scenarios for T=1

© ISO/IEC 1997

Al rights reserved. Unless otherwise specified, no part of this publication may be reproduced or
utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm, without permission in writing from the publisher.

ISONEC Copyright Office ® Case postale 56 ¢ CH-1211 Genéve 20  Switzerland

Printed in Switzerland


https://iecnorm.com/api/?name=4acd9771bce14825d1337619ee99af44

© ISO/IEC

ISO/IEC 7

816-3:1997(E)

Foreword

ISO (the International Organization for Standardization) and |EC (t
Electrotechnical Commission) form the specialized system
standardization. National bodies that are members of ISO or IEC p

he International
for worldwide
prticipate in the

development of International Standards.'through technical cofnmittees esta-

blished by the respective organization_to deal with particular fie
activity. ISO and IEC technical committees collaborate in fields of
Other international organizations, 'governmental and non-governm
with [SO and |EC, also take part in the work.

In the field of information technology, ISO and IEC have ests
technical committee,\SO/IEC JTC 1. Draft International Standards

ds of technical
mutual interest.
ental, in liaison

blished a joint
adopted by the

joint technical committee are circulated to national bodies for vofing. Publication

as an International Standard requires approval by at least 75 %
bodies casting'a vote.

International Standard ISO/IEC 7816-3 was prepared by J
Committee ISO/IEC JTC 1, Information technology, Subcon
Identification cards and related devices.

This second edition cancels and replaces the first edition (ISO/IE
which has been technically revised. It also incorporates Amendm
Amendment 2:1994.

ISO/IEC 7816 consists of the following parts, under the general
technology — Identification cards — Integrated circuit(s) cards wit
— Part 1: Physical characteristics

— Part 2: Dimensions and location of the contacts

of the national

oint Technical
mittee SC 17,

C 7816-3:1989),
ent 1:1992 and

itle Information
h contacts:

— Part 3: Electronic signals and transmission protocols

— Part 4: Interindustry commands for interchange

— Part 5: Numbering system and registration procedure for application

identifiers

— Part 6: Interindustry data elements

— Part 7: Interindustry commands for structured card query language

Annex A of this part of ISO/IEC 7816 is for information only.
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Introducti

ISO/IEC 7816 is
for integrated c
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on

a series of International Standards describing the parameters
rcuit(s) cards with contacts and the use of such cards for

international intgrchange.

The integrated dircuit(s) cards with contacts are identification cards intended
for information ¢xchange negotiated between the outside and the integrated

circuit within th

b card. During each information exchange, the card delivers

information (computation results, stored data) and/or modifies its content (data
storage, event memorization).

During the prepd
concerning rele
depend. Relevan
being Bull S.A.
comprehensive
or similar rights.

The patent hold
to enable the ap

ration of this International Standard, information was gathered
ant patents upon which application of this standard might
t patents were identified in France and USA, thg;patent holder
in each case. However, ISO cannot give\authoritative or
nformation about the evidence, validity or scope of the patents

br has stated that licenses will be granted in appropriate terms
plication of this part of ISO/IEC 7816, provided that those who

seek licenses agree to reciprocate.

Further informat]

BULL 9
BP 45

F 78430
FRANCH

on is available from

A.

Louveciennes
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Information technology — Identification cards
— Integrated circuit(s) cards with contacts —

Part 3:

Electronic signals and transmission protocols

1 Scoppe

This part of ISO/IEC 7816 specifies the power and signal
structures,| and information exchange between an
integrated tircuit(s) card and an interface device such as
a terminal.

It also covérs signal rates, voltage levels, current valués;
parity conjvention, operating procedure, transmission
mechanisnis and communication with the card.

It does n@t cover information and instruction content,
such as identification of issuers and users|.services and
limits, segurity features, journaling.«lahd instruction
definitions.

2 Normative references

The following standdrds contain provisions which, through
reference in this text,"constitute provisions of this part of
ISO/IEC 78[16., Atythe time of publication, the editions

indicated were’valid. All standards are subject to revision,
and parti s Mo agreements based on this part of

ISO 78166151987, Identification cards |— Integrated
circuit{s) cards with contacts — Part 1. Physical
characteristics.

1SO 7816-2:1988", Identification cards |— Integrated

circuit(s) cards with contacts — Part 2: [Dimensions and
location of the contacts.

ISO/IEC 7816-4:1995, Information technology — Identifi-
cation cards — Integrated circuit(s) cardd with contacts
— Part 4: Interindustry commands for intefchange.

3 Terms and definitions

The term "identification card” is defined iph ISO/IEC 7810.
For the purposes of this part of ISO/IEC 7B16, the follow-
ing definitions apply.

3.1 devices

3.1.1
interface device
terminal, communication device or machiTe to which the

card is electrically connected during operatjion

=

ISO/IEC 7816 are encouraged to investigate the possibility
of applying the most recent editions of the standards
listed below. Members of ISO and IEC maintain registers
of currently valid International Standards.

ISO 1177:1985, Information processing — Character
structure for start/stop and synchronous character
oriented transmission.

ISO/IEC 3309:1993, Information technology — Tele-

communications and information exchange between
systems — High-level data link control (HDLC) procedures
— Frame structure.

ISO/IEC 7810:1995,
characteristics.

Identification cards — Physical

Y Currently under revision.

3.1.2
operating card
card which can correctly carry out all its functions

3.2
etu (abbreviation for “elementary time unit”)
nominal duration of a moment on contact 1/O

3.3 resets

3.3.1
cold reset
first reset occurring after activation

3.3.2
warm reset
any reset which is not a cold reset
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For the purposes of this part of iISO/IEC 7816, the follow-
ing notations apply.

state H high state logic level
state L low state logic level
state Z mark or high state, as defined in ISO 1177
state A space or low state, as defined in ISO 1177

XY' hexadecimal notation, equal to XY to the base 16

© ISO/IEC

4.2 Operating conditions

4.2.1 Classes of operating conditions

This part of ISO/IEC 7816 defines two classes of operat-
ing conditions. Through contact VCC, the interface device
shall provide to the card the following nominal supply
voltage:

e 5V under class A,

4 Electrical characteristics

4.1 General

4.1.1 Electrical circuits

Contact assignments are specified in ISO 7816-2, sup-
porting at least fhe following electrical circuits.

GND ground, [reference voltage

VCC power dupply input

1/0 input orfoutput for serial data

CLK clock signal input

RST reset signal input

VPP progran|ming power input, optional use by the
card

4.1.2 Abbrevjations

For the purposefs of this clause, the following abbrevia-
tions apply.

Cin input cgpacitance

Cour output fapacitance

e 3 V under class B.

Consequently, cards and interface dewices shall work
either in class A only, or in class B only, .or in clgss A and
in class B, denoted as class AB later-on.

Class A cards shall operate with’ class A and |class AB
interface devices. Class AB cards shall opdrate with
class A, class B and class, AB interface devices, Class B
cards shall operate with\elass B and class AB| interface
devices; they shall e designed in such a way|that they
will not be damagédjyunder class A operating fonditions
(by definition, a< damaged card no longer opprates as
specified or contains corrupt data).

4.2.2 ‘Selection of the operating class

Figure 1 shows the decisions to be made by ar] interface
device in selecting the class of operating conditions to be
applied to a card. Decisions shown are baped upon
information implicit in the interface device, excgpt where
the word “card” is present.

When available in the interface device, the first| operating
conditions to be applied to the card shall be clags B.

Under class A operating conditions, a class B |card shall
not provide an Answer-to-Reset (see 6).

If the card does not provide an Answer-to-Reset, then the
interface device shall deactivate the card; after p delay of
at least 10 ms, the interface device shall ppply the
operating conditions of the next available class.

If the card provides an Answer-to-Reset witholit a class
indicator (see 6.5.6), then the interface device ghall apply
or maintain class A operating conditions when| available,
or deactivate the card.

lec current jat VCC

hu high leviel input carrent

he low level input'cUrrent

low high leVel’qutput current

loL low level output current

lpp current at VPP

t fall time, from 90 % to 10 % of signal amplitude
tr rise time, from 10 % to 90 % of signal amplitude

Ve voltage at VCC

Vin high level input voltage
Vi low level input voltage
Vou high level output voltage
Vou low level output voltage

Vep voltage at VPP

If the card provides an Answer-to-Reset with a class
indicator, and the interface device is applying a class of
operating conditions supported by the card, then normal
operation may continue.

If the Answer-to-Reset does not indicate the current class
of operating conditions, but another class supported by
the interface device, then the interface device shall
deactivate the card; after a delay of at least 10 ms, the
interface device shall apply the operating conditions of
that class.

NOTE — Some cards conforming to ISO/IEC 7816-3:1989 could be
damaged when operating under class B conditions and should be used
only in class A interface devices.


https://iecnorm.com/api/?name=4acd9771bce14825d1337619ee99af44

© ISO/IEC ISO/IEC 7816-3:1997(E)

Start with lowest
available voltage

Error handling

Apply next higher class
)
Delay
Answer is valid ? Card answers A
to reset ?
\/ De-activate

Card indicates
class ?

Current class

Anotherclass
is accepted ?

is available ?

Current class
isA ?

Continue
normal operation

Class A is
available ?

De-activate

De-activate

¢ Normal operation
Delay under class A

Figure 1 — Selection of thé class of operating conditions by the interface device

4.3 Voltage and current values

4.3.1 Measurement conventions

All measuréments are defined/with respect to contact GND and in an ambient temperature range from 09 C to 50° C. All

currents flgwing into thewcard are considered positive. All timings shall be measured with respect to [the appropriate
threshold Igvels as defifed in 4.3.2 to 4.3.6.

An electricgl circuit-is hot active when the voltage with respect to contact GND remains between 0 V and 04 V for currents
less than 1|mA flowing into the interface device.

4.3.2 VCC

This contact is used to provide the card with the power supply. In table 1, the current value is averaged over 1 ms. The
maximum current is defined for the card. The interface device shall be able to deliver this current within the range
specified for the voltage values and may deliver more.

Table 1 — Electrical characteristics of VCC under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Class A 4,5 5,5 v
Vee Class B 2,7 3,3
Class A, at maximum allowed frequency 60
lec Class B, at maximum allowed frequency 50 mA
When the clock is stopped (see 5.3.4) 0,5
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The power supply shall maintain the voltage value in the specified range despite transient power consumption as defined
in table 2.

Table 2 — Spikes on /¢

Class Maximum charge 2 Maximum duration Maximum variation ? of /..
A 20 nAs 400 ns 100 mA
B 10 nAs 400 ns 50 mA

2 The maximum charge is half the product of the maximum duration and the maximum variation.

b The maximum [variation is the difference in supply current with respect to the average value.

4.3.3 1/0

This contact is used as input {reception mode) or output (transmission mode). The information exehange through contact
I/0 uses the follpwing two logic states as defined in I1ISO 1177:

— state Z if the card and the interface device are in reception mode or if this state is imposed by the transmitter;
— state A if|this state is imposed by the transmitter.

When the two epds of the line are in reception mode, the line shall be at state Z (high’state). When the two epds are in
non-matched trahsmit mode, the logic state of the line may be indeterminate. DuUrng operation, the interface device and
the card shall ngt both be in transmit mode.

The interface dgvice shall be able to support the defined range of inplit Jcurrents when the input voltages gre in the
allowed range. The interface device shall present to the card an impedance such that it will not prevent the [card from
being able to ke¢p the output voltages in the defined range.

Table 3 — Electrical characteristics of /O under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vi 0,70 x V¢ Vee v
hu Viy -300 +20 LA
Vi 0 015 x Vce %
In Vi -1000 +20 LA
Vou External pull-up resistor: 20 kQ to V¢ 0,70 x Ve Ve \Yj
low Vo +20 LA
Vou lou=1mA?2 0 0,15 x Ve v

th b Cir= 30 pF; Cour = 30 pF 1 s
The voltage on |/ shall remainbetween - 0,3V and V.. + 0,3 V.
2 Interface devide implementations should not require the card to sink more than 500 pA.

4.3.4 CLK

This contact is used to provide the card with the clock signal. The actual value of the frequency of the clock signal is
designated by f. See 5.2 and 6.5.2 for the ranges of values of f.

The duty cycle of the clock signal shall be between 40 % and 60 % of the period during stable operation. When switching
the frequency from one value to another, care should be taken to ensure that no pulse is shorter than 40 % of the
shortest period allowed by the card as defined in table 7. No information shall be exchanged when switching the
frequency value. Two different times are recommended for switching the frequency value:

— immediately after the answer to reset, or

— immediately after a successful PPS exchange (see 7.4).
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Table 4 — Electrical characteristics of CLK under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Vi 0,70 x Ve Vee %
hy Viu -20 +100 pA
Vi 0 0,5 v
h ViL -100 +20 pA

t t C = 30 pF 9 % of period
The voltagg on CLK shall remain between —-0,3Vand V. + 03 V.

4.3.5 RS

This conta

T

Table 5 — Electrical characteristics of RST under normal operating conditions

bt is used to provide the card with the reset signal according to either 5.3.2 (cold“reset) or 5.3.3 (warm reset).

Symbol Conditions Minimum Maximum Unit
Vi 0,80 x (/¢ Vee \
im Viy =20 +150 A
Vi 0 012 x Ve %
e Vi -200 +20 A
tk M Cn =30 pF 1 us
The voltagq on RST shall remain between - 0,3V and Vi + 0,3 V.

4.3.6 VAP

Under clag

Under clas
write or td
programm
programm

ng state.

s B operating conditions, this contaet is reserved for future use.

Table 6 — Electrical characteristics of VPP under normal operating conditions

s A operating conditions, this\eontact may be used to provide the card with the programming ppwer required to
erase the internal non-volatile memory. Table 6 defines two activated states on contact VPP: pause state and
ng state. The interface device shall maintain contact VPP at pause state unless the c3ard requires the

Symbopl Conditions Minimum Maximum Unit
Vpp 0,95 X VCC 1,05 X VCC V
Iop Pause state 20 mA
Vep 0.975—P 4625 \%
lop Programming state ' ) mA

th a 200 us

NOTES

The power shall not exceed 1,5 W when averaged over any period of 1 s.

1 When needed, the card provides the interface device with the values P and | (see 6.5.4).
2 VPP state control, as specified in clauses 8 and 9, is only relevant under class A operating conditions.

@ The rate of change of the voltage on VPP value shall not exceed 2 V.us™.
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5 Card operating procedure

5.1 General overview

The electrical circuits shall not be activated until the
contacts of the card are mechanically connected to the
contacts of the interface device.

The interaction between the interface device and the card

© ISO/IEC

5.3 Information exchange

5.3.1 General

If the card supports the class of operating conditions,
then the card shall answer to any reset according to
clause 6. After completion of any answer to reset, the
interface device may initiate a warm reset of the card.
The answer to a warm reset may differ from the answer
to the previous, either cold or warm, reset. After

shall be condugted through the following consecutive
operations specified in the subsequent subclauses.

— Activation|of the electrical circuits by the interface
device.

— Informatidn exchange between the card and the
interface deyice always initiated by the card answer-
ing to the cdld reset.

— Deactivation of the electrical circuits by the inter-
face device.

The sequence ¢f deactivation of the electrical circuits
should be conclyded before the mechanical disconnection
between the cortacts of the card and the contacts of the
interface device,

5.2 Activation

In order to initlate an interaction with a mechanically
connected card,| the interface device shall activate the
electrical circuits|in the following order shown on figure\2.

— RST shall[be put to state L (see 4.3.5).

— VCC shall| be powered according to-the“operating
conditions sklected by the interface device: class A
or class B (3ee 4.3.2 and table 1).

—1/0 in thg interface device shall be put in reception
mode (see 4.3.3).

— Under class A, VPP shall be put to pause state (see
4.3.6). Under class By VPP is reserved for future use.

— CLK shall be(provided with a clock signal (see
4.3.4). At Jedst during the answer to reset, the
frequency flof\the clock signal shall lie in the range:

completion of any answer to reset Iindicdting the
negotiable mode (see 6.6), the interface~deyice may
initiate a PPS exchange as specified in clatse”’7.

The operating procedure of commands ‘depends on the
transmission protocol. The half-duplex transnfission of
asynchronous characters with the interface device as the
master is specified in clause 8\ The half-duplex gsynchro-
nous transmission of blocks™is specified in claus¢ 9. When
no transmission is expected from the card (g.g., after
completion of a command” and before initiating] the next
command), the interface device may even stop|[the clock
signal if the card supports clock stop.

NOTE — ISO/IEC (78164 specifies interindustry commandis for inter-
change. Otherlcommands are specified either in existing gtandards or
in additional’standards to be defined.

5.3.2" Cold reset

According to figure 2, the clock signal is applied|to CLK at
time Ta. The card shall set the /O line to state Z within
200 clock cycles of the clock signal (ta) being [applied to
CLK (time ta after Ta). The card is reset by npaintaining
RST at state L for at least 400 clock cycles (tb) after the
clock signal is applied to CLK (time tb after Ta).

o A A

i (3 te

77
1/0 /[mdefined y

® 1 to 5 MHz under class A or
® 1 to 4 MHz under class B.

By the end of the sequence of activation of the electrical
circuits (RST in state L, VCC powered, /O in reception
mode in the interface device, VPP at pause state when
operating under class A, CLK provided with a suitable and
stable clock signal), the card is ready for a cold reset
according to the timing specified in 5.3.2 and figure 2.

Ta Tb

-.— Answer
ta < 22 200 _p 200 g o 40000

f f f f
Figure 2 — Activation and cold reset

At time Tb, RST is put to state H. The answer on /O shall
begin between 400 and 40 000 clock cycles (tc) after the
rising edge of the signal on RST (time tc after Tbh).
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If the answer does not begin within 40 000 clock cycles
with RST at state H, the signal on RST shall be returned to
state L and the electrical circuits shall be deactivated by
the interface device according to 5.4.

NOTES

1 The internal state of the card is assumed not to be defined before
a cold reset. Therefore the design of the card has to avoid improper
operation.

ISO/IEC 7816-3:1997(E)

2 The intefface device may initiate a cold reset of the card at its
discretion at|any time.

5.3.3 Warm reset

According |to figure 3, the interface device initiates a
warm resgt by putting RST to state L for at least 400
clock cyclgs (time te) while VCC and CLK remain stable.

S0 =

indefined”
1/ 0_ undefined | I R WO

e Td - Answer
W MO MR, 0 g0

Figure 3 — Warm reset

At time Td, RST is put to staté M The answer on I/O shall
begin between 400 and 40(000 clock cycles (tf) after the
rising edgs

Previous

18)‘60 < tg

character Te T1

<._ Next
character

700
f

< th

Figure 4 — Clock stop

When the clock is.stopped (from time Te
shall be maintaingd either at state H or
state is indicated’by parameter X as defin

At time T#,the interface device restarts th
inforndation exchange on I/O may contind
70@ clock cycles (time th after TH.

5.4 Deactivation

When information exchange is concluded
unresponsive card, detection of card
interface device shall deactivate the elec
the following order shown on figure 5.

— RST shall be put to state L.

— CLK shall be put to state L (unles
already stopped at state L).

— VPP shall be deactivated (if it has b
— 1/O shall be put to state A.
— VCC shall be deactivated.

o time Tf), CLK
at state L; the
td in 6.5.5.

e clock and the
e after at least

br aborted (e.g.,
removal), the
trical circuits in

s the clock is

ben activated).

5.3.4 Clock stop

of the signal én RST (time tfafter Td).
If the ansyer does npt begin within 40 000 clock cycles VCC
with RST 3t state-H; the signal on RST shall be returned to i S
state L ang thé electrical circuits shall be deactivated by VPP
the interface\device according to 5.4. - -
RST
CLK
For cards supporting clock stop, when the interface
device expects no transmission from the card and when 1/0 ondehined
I/O has remained at state Z for at least 1860 clock Yy

cycles (time tg), then according to figure 4, the interface
device may stop the clock on CLK (at time Te).

Figure 5 — Deactivation
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6 Answer-to-Reset

6.1 General configuration

By definition, the Answer-to-Reset is the value of the
sequence of bytes sent by the card to the interface
device as the answer to a reset. On the 1/O circuit, each

© ISO/IEC

— T=b to T=13 are reserved for future use.

— T=14 refers to transmission protocols not standar-

dized by ISO/IEC JTC 1 SC 17.

— T=15 does not refer to a transmission protocol, but

only qualifies global interface bytes (see 6.4.3.2).

byte is conveyed in an asynchronous character. TS The Initial Character
Each successful |reset operation shall induce on /O an |
initial character TS followed by at most 32 characters in The Format Character:
the following ordé¢r shown on figure 6. T0 codes Y(1¥'and K
TO o Format character, mandatory l
A A A _ The Interface Characters
TA() TB() TC(i] TD() ..... Interface characters, optional TA(1) glébal
T1T2..TK . f.... Historical characters, optional | codes Fl and DI
TCK Check character, conditional TB(1) " global,
| codes Il and P11
e The initial | character sets up the convention to
decode every subsequent character. TC) . global,
e The formaf character announces the first interface l codes N
characters apd all the historical characters. TD(1)
. .codesY(2)and T
* The preserce of interface characters is indicated by I
a bit map teg¢hnique initiated by the format character.
TA(2)
e The preserice of historical characters is indicated by - global, "
a number coded in the format character. | codes specific made
e The presemce of the check character depends \on TB(2)
; h . global,
the value(s) pf parameter T in some interface bytes. I codes P12
For notation ‘simplicity, TO TA() ... T1 ... TCK'hereafter TC(2) specific
designate the bytes as well as the charagters™ in which - 5P
they are conveygd. l
TD(2) . codes Y(3)and T
6.2 Parametgr T I ‘ . .
TA(3) - TAG) TB() TCG) (i42)
Parameter T refers to a <ransmission protocol and/or - — specific after T15,
qualifies interface bytes, (n'gvery byte TD(i) (see 6.4.3.1), \ — global after T=[15.
TA(2) (see 6.5.7) or PP§Ox(see 7.3), the bits b4 to b1 code . '
a value of parameter(T, TD(i) codes Y(i+1)and T
— T=0 referstotheatfduptextranmsmmissomofasyT™
chronous characters specified in clause 8. T The Historical Characters
T (max. 15 characters)
— T=1 refers to the half-duplex asynchronous trans- E
mission of blocks specified in clause 9. T®
——T=2' and T=3 are reserved for future full-duplex |
operations. TCK The Check Character

— T=4 is reserved for an enhanced half-duplex trans-
mission of asynchronous characters.

Figure 6 — Configuration of the Answer-to-Reset
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6.3 Asynchronous character

During the answer to reset, the etu shall be equal to 372
clock cycles.

Vet = 372
etu_‘

i

See also 6.4.1 for an alternate measurement of the ety

ISO/IEC 7816-3:1997(E)

The receiver shall confirm m1 before 0,7 etu (in receiver

time). Then the receiver shall receive m2 at (1,510,2) etu,

m3 at (2,640,2) etu, ... m9 at (8 510,2) etu and m10 at
n ad

(9,540,2) etu. Character parity is che on the fly.

W, 0V, L) Cuu. i cu Ui

TP

NOTE — Such tolerances ensure that the signal measurement zones
are all distinct from the signal transition zones.

The delay between the leading edges of two consecutive

Arantaras all e laact PRI S Py

19 a4 f A
\,hdlachlb blldll ve at least 12 Utu, .e., LI]U auraton UI

one character, (10+0,2) etu, followed by a guardtime.

value and B.5.2 for its general expression.

6.3.2 Chiaracter frame
Before a ¢haracter, the circuit 1/O shall be at state Z.

According to figure 7, a character consists of ten conse-
cutive moments; each moment is either at state Z or at
state A.

— Thel| first moment m1 shall be at state A; this
momeht is the “start moment”.

— The] eight moments m2 to m9 convey a byte.

— The] last moment m10 shall ensure the character
parity;|it conveys the “parity bit".

Z__ ™1 n2m3m4m5 m6m7m8 mg m10 Next
- T T T T T 1 character
» N . %)
1/0 [&f fee— 8 moments —={=. Guardtime |gf

=t < =t

A I N T O l
0t tn  t10
i~ (N +0,2) ety —=—i

Figure 7 — Character frame

Within evdry character, if the state changes at the end of
moment nin, then the delay from*the character leading
edge to the mn trailing edge shalh be the following (see
figure 7).

tn =.(N£0,2) etu

The transmitter time_origin is the character leading edge.
When seafching fof.a)character, the receiver samples 1/O
periodically: the-S§ampling time shall be less than 0,2 etu.
The receiyer /time origin is the mean between the last
observatiop*of.state Z and the first observation of state A.

VVRhiTe Th guardtime, the card and the interface device shall
remain both in reception mode (in errorfree operation), so
that 1/O is maintained at state Z.

During the answer to reset, the delay between the leading
edges of two consecutive ,characters sgnt by the card
shall not exceed 9 600 etu)-.This maximum| value is named
“initial waiting time".

6.3.3 Error signal and character repetition

During the ‘answer to reset, the following procedure is
mandatopy.\for the cards offering the prdtocol T=0; it is
optional for the interface devices and for gther cards.

As/ shown in figure 8, when character pafity is incorrect,
the receiver shall transmit an error signall by putting the
1/O circuit to sate A at (10,56%0,2) etu in receiver time for
one etu minimum, two etu maximum. Then the receiver
shall expect a repetition of the character.

For detecting an error signal, the transmifter shall check
the state of the I/O circuit at (114+0,2) ety in transmitter
time, i.e., after the character leading edge|

— The correct reception is assumed iff the state is Z.

— The incorrect reception is assumed if the state is
A. After a delay of at least two etu after detection of
the error signal, the transmitter shall repeat the
character.

If no character repetition is provided by the card,

— the card ignores and shall not suffer damage from
the error signal coming from the interflace device;

— the interface device shall be able| to initiate the
repetition of the entire reset operation

a)- Without parity error
1 1 LI T 1 1 1 ] 1 I
Start By‘te(l) Parity | Guardtime | Start Byte(|+1 )
b)- With parity error Repetition
L 1 1 1 1 ] I | 1
Start Byte()) Parity Lol | | Start Byte(i)

Figure 8 — Character transmission and repetition diagram
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6.4 Answer-to-Reset structure

6.4.1 Initial character and coding convention

Figure 9 shows the initial character TS.

— The moments m1 to m4 define a synchronization
sequence with value of (2)AZZA.

— The moments m5 to m7 indicate inverse or direct
convention with values of AAA or ZZZ respectively.

© ISO/IEC

6.4.2 Format byte TO

According to figure 11, byte TO contains two parts.

— The bits b8 to b5 form Y(1); each bit equal to 1
indicates the presence of a further interface byte.

— The bits b4 to b1 form K which codes the number of
historical bytes from 0 to 15.

— The momer{ts m8 to m10 are equal to AAZ.

Z ml m2 m3 md m5 m6 m7 m8 m9 m10
' 722 '
20 |Allz Z|A} or AALZ (2
AAA l
A

Figure 9 — Initial character TS

NOTE — The synchfonization sequence allows the interface device to
determine the etu injitially used by the card. An alternate measurement
of etu is a third of tHe delay between the first two falling edges in TS.
Transmission and rpception mechanisms in the card (including the
tolerances described in 6.3.2 and 6.3.3) should be consistent with this
alternate definition ¢f etu.

TS sets up the cpnvention to code bytes in all subsequent
characters. The gonvention consists of

— the coding pf values 1 and 0 by states Z and A for
the nine moments m2 to m10,

— the bit signjficance for the eight moments m2 to m9.

Character parity |s correct when there is an even number
of bits set at 1 i) the nine moments m2 to m10.

TS has two possible values shown as characters of ten
moments at states Z or A and accordingto-the coding
convention, as blytes of eight bits with values’of 1 or 0.

— Character |(2)AZZAAAAAAZ sets\\up the inverse
convention where state A codes/Vvalue 1 and moment
m2 conveys the most significant, bit (msb first). When
decoded by inverse convention,” the conveyed byte is
equal to '3F'.

— Character | () AZZAZZZAAZ sets up the direct
convention where state Z codes value 1 and moment
m2 conveys fhe,least significant bit (Isb first). When
decoded by fliect convention, the conveyed byte is
equal to '3B".

b8 b7 | b6 | b5] b4 [ b3 | b2| b1l

msb Isb
- Y('] ) - K =

Y1) .o Indicator for the presence of interfacg bytes
TA(1) is present if bb=1.
TB(1) is present if b6=1;
TC(1) is present if b7=]1.
TD(1) is present if b8=1.

Ko Number of historical‘bytes, from 0 to 15

Figure11 — Coding of TO

6.4.3 Interface bytes TA(i) TB(i) TC(i) TD(i)

6.4.3y1 TDI(i)

According to figure 12, byte TD(i) contains two garts.

— The bits b8 to bs form Y(i+1); each bit gqual to 1
indicates the presence of a further interface Qyte.

— The bits b4 to b1 form a value of paramgter T as
defined in 6.2.

b8 | b7 | b6 | b5| b4 | b3 | bZ| b1

msb Isb
e Y(|+1 ) ————— T >
Y(i+1)..... Indicator for the presence of interface bytes

TA(i+1) is present if b5=1.
TB(i+1) is present if b6=1.
TC(i+1) is present if b7=1.
TD(i+1) is present if b8=1.

T Protocol reference and/or interface byte qualifig

=

Figure 10 shows the byte frame as used hereafter. The
byte consists of eight bits denoted as b8 to bl with
values of 1 or 0; b8 is the most significant bit (msb) and
b1 the least significant bit (Isb).

b8| b7 | b6 | bb| b4 | b3 | b2 | bl
msb Isb

Figure 10 — Byte frame

10

Figure 12 — Coding of TD(i)

Therefore TO conveys Y(1) and TD() conveys Y(i+1). In
the byte conveying Y(i), the bits b8 to b5 state whether
byte TA(i) for b5, byte TB(i) for b6, byte TC(i) for b7, byte
TD(i) for b8 are present or absent (depending on whether
the relevant bit is equal to 1 or 0) in this order after the
byte conveying Y(i).

If TD(i) is absent, the interface bytes TA(i+1), TB(i+1),
TC(i+1) and TD(i+1) are absent.
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If two or more values of parameter T are present in TD(1)
TD(2) ..., they shall be present in ascending numerical
order. If present, T=0 shall be first, T=15 shall be last.
The value T=15 is forbidden in TD(1).
The “first offered protocol” is defined as follows.

— If TD(1) is present, then the first offer is T.

— If TD(1) is absent, then the only offer is T=0.

ISO/IEC 7816-3:1997(E)

6.5 Content of the global interface bytes

6.5.1 General

This subclause specifies the content of the global inter-
face bytes. ISO/IEC JTC 1 SC 17 reserves for future use
all the global interface bytes not defined in this subclause
and all the unused values of the integers defined hereafter
in this subclause.

6.4.3.2 TA(i) TB(i) TC(i)

The interfdce bytes TA(i), TB(i) and TC(i) fori =1, 2, 3, ...
are either global or specific.

— Glopal interface bytes refer to parameters of the
integrgted circuit(s) within the card, see 6.5.

— Spdcific interface bytes refer to parameters of a
transmpission protocol offered by the card.

The interfhce bytes TA(1) TB(1) TC(1) TA(2) TB(2) are
global. The interface byte TC(2) is specific; it is defined
for T=0, sge 8.2. The interpretation of the interface bytes
TA() TB(i)| TC(i) for i > 2 depends on the value of para-
meter T inf TD(i-1).

— If T15, the bytes are protocol T specific.
— If TI=15, the bytes are global.

If more than three interface bytes TA(i) TB(i) TCli) vare
defined f¢r the same value of parameter T and\ are
present ir] the Answer-to-Reset, they shall be (present
subsequently after TD(i-1) TD() ... which all indicate the
same value T, therefore, they are umambiguously
identified s appearing after the first, the;second or the
nth occurrence of T in TD(i-1) for i > 2,

NOTE — The combination of parameter T with’ the bit map technique
allows to s¢nd only useful interface bytes-.and when needed, to use
default valugs for parameters correspénding to absent interface bytes.

6.4.4 Historical bytes\J1 T2 ... TK

The histofical bytés) designate general information, for
example, [the card~manufacturer, the chip inserted in the
card, the masked ROM in the chip, the state of the life of
the card. | ISQ/IEC 7816-4 specifies the content of the
historical bytes:

This subclause specifies the bytes “TA|1) TB(1) TC(1)
TA(2) TB(2) and TA(i) for i > 2 after the/firgt occurrence of
T=15 in TD(i-1). These bytes code\in’bingry the unsigned
positive integers Fl, DI, Il, PI1¢ON; P12, XI and Ul which
are either equal to or used; to~computg the values of
parameters F, D, N, P, |, X and' U presentg¢d hereafter.

— If present, such a ‘byte shall be int¢rpreted in order
to process corredtly any protocol.

— If such a bytevis absent, then when|needed, default
values shall be used for the relevant pprameters.
TA(1) codes (see 6.5.2)

—Fl, the reference to a clock rate conversion factor
over the bits b8 to b5, see table 7.

— DI, the reference to a baud rate adjustment factor
over the bits b4 to b1, see table 8.

TB(1) where b8 = 0 codes (see 6.5.4)

— I, the reference to the maximupm programming
current over the bits b7 b6, see table [9.

— PI1, the value of the programming poltage over the
bits b5 to b1.

NOTE — The interface device may ignore the bit b of TB(1).

TC(1) codes (see 6.5.3)

— N, the reference to compute the |extra guardtime
over the eight bits.

TA(2) is the specific mode byte (see 6.5.7 and 6.6).

TB(2) codes (see 6.5.4) an alternative to P11 using

™ PEAEHEARAHRAR-EL

If K is not null, then the Answer-to-Reset continues on K
historical bytes T1 T2 ... TK.

6.4.5 Check byte TCK

The value of byte TCK shall be such that the exclusive-
oring of all the bytes TO to TCK inclusive is null.

If only T=0 is indicated, possibly by default, byte TCK
shall be absent. If T=0 and T=15 are present and in all the
other cases, byte TCK shall be present.

RPi2—the—value—of-the—programmaing-Voltage over the

eight bits.
TAIli) after the first occurrence of T=15 in TD(i-1) for i > 2
codes (see 6.5.5 and 6.5.6)

— Xl, the reference to the clock stop indicator over the
bits b8 b7, see table 10.

— UI, the reference to the class indicator over the bits
b6 to b1, see table 11.

NOTE — Interface devices complying to ISO/IEC 7816-3:1989 normally
ignore TA(i) TB(i) TC(i) after T=15in TD(i-1) for i > 2 as interface bytes
specific of a protocol they do not support.

1
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6.5.2 Transmission factors F and D

Parameters F and D are respectively the clock rate
conversion factor and the baud rate adjustment factor.
The etu used on circuit 1/O depends upon the actual
values of transmission factors F and D. The etu shall be
equal to F/D clock cycles.

letw = 5 x T
eU——DXf

© ISO/IEC

— In the specific mode (see 6.6.2),

o if b5=0 in TA(2), Fi and Di shall apply immediately
after successful completion of the answer to reset;

o if b5=1 in TA(2), implicit values shall be used.

6.5.3 Extra guardtime N

Parameter N is the extra guardtime used to send charac-
ters from the interface device to the card o extra

The minimum value of the frequency f shall be 1 MHz.
The maximum value is given by table 7 as a function of
FI. The default maximum value is 5 MHz.

For computing tHe etu, the pair of factors F and D shall
take one of the fpllowing three pairs of values:

— Fi and Di, [the values indicated by the card in TA(1)
according to [tables 7 and 8; if TA(1) is absent, then Fi
and Di are se¢t at default values;

— Fd and Dd, the default values 372 and 1;

— Fn and Dn, the values negotiated by a successful
PPS exchange in the ranges Fd to Fi and Dd to Di.

During the answegr to reset, Fd and Dd shall apply. After
the answer to reset, the values of F and D depend upon
the mode of opefation (see 6.6).

— In the nedotiable mode (see 6.6.3), Fd and Dd shall
continue to |apply until a PPS exchange has been
successfully| completed (see 7.4). Immediately after
the successful PPS exchange, Fn and Dn shall apply:

Table 7 — Fi, indicated values of the clock rate conversion factor

guardtime is used to send characters from theicard to the
interface device. The default value is N = 0.

In the range 0 to 254, N indicates that before belng ready
to receive the next character, the,eard reqpires the
following delay from the leadingn@dge of the| previous
character (sent either by the,€ard or by the |interface
device).

12 etus# (Ox N?)

In the formula, Q shall~take either one of the twq values:

— F/D, i.e., the values used for computing the etu, if
T=15 is absent in the Answer-to-Reset;

— Fi/Bi if T=15 is present in the Answer-to-Reset.

N=255.indicates that, during the transmission | protocol,
the‘minimum delay between the leading edges of two
donsecutive characters is the same in both dir¢ctions of
transmission. The value of this minimum delay is

— 12 etu for T=0,
— 11 etu for T=1.

Fl 0000 0001 0010 0011 0100 0101 0110 0111
Fi 372 372 558 744 1116 1488 1860 RFU
f (max.) |MHz 4 5 6 8 12 16 20 —
RFU = Reserved for|Future Usg
Fl 1000 1001 1010 1011 1100 1101 1110 1M1
Fi RFU 512 768 1024 1536 2048 RFU RFU
f (max.) MHz — 5 7,5 10 15 20 -— —

Table 8 — Di, indicated values of the baud rate adjustment factor

DI 0000 0001 0010 0011 0100 0101 0110 0111
Di RFU 1 2 4 8 16 32 RFU
DI 1000 1001 1010 1011 1100 1101 1110 1111
Di 12 20 RFU RFU RFU RFU RFU RFU

12
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6.5.4 Programming parameters P and |

Parameters P and | are respectively the programming
voltage and the maximum programming current; they
define the programming state on contact VPP.

— Programming voltage: Vpp = P V.

— Maximum programming current: /pp = | mA.

ISO/IEC 7816-3:1997(E)

6.5.7 Specific mode byte TA(2)

TA(2) is the specific mode byte. According to figure 13, it
describes the relevant features of the specific mode of
operation of the card (see 6.6.2).

b8 b7 [ b6 | b5 b4 | b3| b2 | b1

In the range 5 to 25, PI1 gives the value P in volts. PI1=0 msb Isb
indicates that VPP is not electrically connected in the card < T —>
which infernally generates the programming power from , » ) ]

the powdr supplied on contact VCC. Any other value of b8........ Indicator of ability for changing the-made of operation

PI1 is rederved for future use.

In the rarnjge 50 to 250, PI2 gives the value P in decivolts.
Any othef value of PI2 is reserved for future use. If PI2 is
present, the value of PI1 should be ignored.

If T=15 |s absent in the Answer-to-Reset, the default
values arg P =5 and | =50. If T=15 is present, VPP is not
connectefl in the card unless TB(1) and/or TB(2) is
present.

Table 9 — Maximum programming current |

I 00 01 10 1"

I 25 50 RFU RFU

6.5.5 Clock stop indicator X

Parametef X indicates according to table 10 whether the
card supports clock stop (XI200) or not (XI=00) and, when
supported, which electrical state is preferred on"CLK when
the clock|is stopped. The default value is X'=“clock stop
not suppogrted”.

Table 10 — Clock stop indicator X
Xl 00 01 10 1

X | Ngt supported | State I-’| State H | No preference

6.5.6 Cl|ass indicator U

Parameter U lindicates the class(es) of operating condi-
tions accgptéd by the card. According to table 11, each

Capable to change if b8=0
Unable to change if b8=1

b7+6 ......RFU (00 when not used)

b5.......... Indicator of definitionlef parameters
Defined by the interfage-pytes if b5=0
Implicitly defined, not by the interface bytes|if b5=1

T Protocol tobg'used in the specific modg

Figure 13 — Coding of TA|2)

6.6-Modes of operation

6.6.1 General overview

After the answer to reset, the card is in qne of the follow-
ing two modes of operation:

— either the specific mode if TA(2) i present,

— or the negotiable mode if TA(2) is gpbsent.

Figure 14 shows selection and switching of modes of
operation of the card.

Warm reset

Specific mode

ATR : Specific mode

Cold PTS
_>| Answer to reszl Tmodifying

reset A \ F D

bit of Ul—represents—a—tass—of—operatng—conditions
defined in 4.2.1: b1 for class A, b2 for class B. The
default value is U = “only class A supported”.

Table 11 — Class indicator U
00 0001 00 0010

u

00 0011 | Any other value

U A only B only Aand B RFU

ATR : Negotiable mode

Warm reset

Negotiable mode

Figure 14 — Mode selection and switching

13
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6.6.2 Specific mode

In the specific mode, directly after the answer to reset,
the protocol indicated by TA(2) shall apply using for F and

D (see 6.5.7):

— either the values Fi and Di if b5=0 in TA(2),

— or implicit values if b5=1 in TA(2).

However, the interface device may initiate a warm reset
to invoke the negdfiable mode i the card.

NOTES

1 If a card sends

© ISO/IEC

arameters selection

~
O
-

Q

=
Q

('v)

=
[V

-

2
'IS

7.1 Generai

This clause specifies an explicit protocol and parameters
selection. This clause applies immediately after any
answer to reset indicating the negotiable mode.

The PPS requests and responses shal

TA(@) to an interface device not aware of the

existence of the spefific mode, then the card cannot rely on an
additional reset to swilch to the negotiable mode.

2 If aninterface dev|ce has detected a TA(2) byte, then the interface
device should not issu¢ a second reset before the answer to reset is

AAM.-\I,\»\ rasa

npieEey received of the card has

e L PR T |
timed out.

6.6.3 Negotiable mode

In the negotiable mode, an

as long as the fir

“implicit selection” is possible
5t byte sent by the interface device to

the card allows gn unambiguous distinction between a
PPS request and a command of the protocol.

— If no PPS rg¢quest is sent directly after the answer

to reset, then

the “first offered protocol” (see 6.4.3.1)

shall apply usihg Fd and Dd (see 6.5.2).

— For anothe

protocol offered by the card and/or

other values of parameters F and D in the ranges Fd

to Fi and Dd
PPS request

o Di, the interface device shall send a
ising Fd and Dd to switch from-the

negotiable mofe to the specific mode. Directly,after a

successful PHS exchange (see 7.4),

protocol shall

the ‘negotiated
bpply using Fn and Dn.

If the Answer-to-Reset offers only qne“protocol (T=0 to
14) and only Fd arld Dd, this protogol,shall start using Fd

and Dd immediat
quently, such a ca

An interface devi

“first offered protgcol”

switch from the

supported by the i

NOTES

bly after the answer to reset. Conse-
Fd need not,support PPS.

e which.sUpports neither PPS nor the
may either reset the card to try to
hegotiable mpde into a specific mode

| a
the same way as the Answer-to-Reset, i.e., afythe same
baud rate (therefore using Fd and Dd), accarding to the
convention set up by TS (see 6.4.1) and with)the [minimal
delay of 12 etu between the leading. édges [of two
consecutive characters. However if the interfage byte
TC(1) is present in the Answer-to'Reset with B value
different from ‘FF’, the additional.guardtime (sep 6.5.3)
shall be ensured. The delay between the leading gdges of
two consecutive characters of the PPS response $hall not
exceed the “initial waiting&ifme” (see 6.3.2).

7.2 PPS protocol

Only the intetface devices are perrﬁitted to start|the PPS
exchanges.

—The interface device shall send a PPS request to
thercard.

— If the card receives an erroneous PPS request, it
shall not send any response.

— If the card receives a correct PPS request| it shall
send a PPS response, if implemented, or the initial
waiting time will be exceeded.

— If the initial waiting time is exceeded, the
device shall either reset or reject the card.

— If the interface device receives an erronepus PPS
response, it shall either reset or reject the card.

interface

— If the PPS exchange is unsuccessful, then the
interface device shall either reset or reject thg card.

7.3 Structure and content of PPS request and
response

The PPS request and PPS response each consis{ of one

ar reject the card

1 Awarm reset issued in the negotiable mode may switch the card
into the specific mode.

2 1f T=0is present in a multi-protocol card, then T=0 is in the first
position in the Answer-to-Reset. Therefore, in negotiable mode, only
T=0 can be implicitly selected in such a card.

3 Ifeither T=00r T=

1 is offered with values Fi and Di different from

Fd and/or Dd, then the interface device may
¢ either select implicitly the protocol using Fd and Dd,
* or transmit a PPS request using Fd and Dd to negotiate other

values Fn et Dn.

14

initial byte PPSS, followed by a format byte PPS0, three
optional parameter bytes PPS1, PPS2, PPS3 and a check
byte PCK as the last byte (see figure 15).

PPSS identifies the PPS request or response and is equal
to 'FF".

PPSO indicates by the bits b5, b6, b7 equal to 1 the
presence of the optional bytes PPS1, PPS2, PPS3,
respectively. The bits b4 to b1 convey a value of
parameter T to propose a protocol. The bit b8 is reserved
for future use and shall be set to 0.

PPS1 allows the interface device to propose values of F
and D to the card. Coded in the same way as in TA(1),
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these values shall lie in the ranges Fd to Fi and Dd to Di
respectively. If an interface device does not send PPS1, it
proposes to continue with Fd and Dd. The card either
acknowledges both values by echoing PPS1 (then these
values become Fn and Dn) or does not send PPS1 to con-
tinue with Fd and Dd (then Fn is set to 372 and Dn to 1).

PPS2 and PPS3 are reserved for future use.

The value of PCK shall be such that the exclusive-oring of
all the bytes PPSS to PCK inclusive is null.

ISO/IEC 7816-3:1997(E)

8 Protocol T=0, half-duplex transmission
of asynchronous characters

8.1 Scope

This clause defines the structure and processing of com-
mands in a half-duplex transmission of asynchronous
characters. These commands are initiated by the inter-
face device This clause covers transmission control and

PPSS The Initial Character
PPSO The Format Character
The Parameter Characters

PPS1

[
PPS2

]
PPS3

I The Check Ch t

PCK e Chec aracter

Figure [15 — Structure of PPS request and response

7.4 Sugcessful PPS exchange

If the PPY response echoes exactly the PPS request, then
the PPS [exchange is successful, This is the most
common fase. However other«cases may occur.

A PPS ekchange is also_Jsuccessful when the PPS

response [s in the following conditions.
— PPSS_RResponse=PRPSS_Request.
— PPSO_Respornse:

e The| bits b1 to b4 shall be echoed.
e Th

rocaot + 0
—oC

bit b5 shall- be-sither echoed-orsette-0-

card specific control.

The protocol starts after either the aAswa
or a successful PPS exchangerfsee 7).

8.2 Character level

The character fratmé/is as defined for the
in 6.3, using the, ‘convention set up by T
into account-6:56.2 and 6.5.3 according
operation in6.6. The card and the interf
use the €error signal and character repeti
6.3.% '

Any“transition on VPP triggered by a pro
occur within 12 etu from the character leg

The specific interface byte TC(2) codes
WI over the eight bits; the null value is re
use. If no TC(2) appears in the Answer-td
default value is WI = 10. The interval bet
edge of any character sent by the card
edge of the previous character (sent eithg
by the interface device) shall not exceed
This maximum delay is named the “work

On the work waiting time overflow, VPP g
maintained at pause state.

8.3 Structure and processing of

8.3.1 General overview

r to reset (see 6)

answer to reset
b in 6.4.1, taking
to the mode of
ace device shall
fion according to

edure byte shall
ding edge.

the integer value
served for future
-Reset, then the
veen the leading
and the leading
r by the card or
D60 x WI x (Fi / f).
waiting time".

hall be set to or

commands

The interface device initiates every comn

hand by sending

If b5=1, PPS1_Response = PPS1_Request.
If b5=0, PPS1_Response is not present, meaning
that Fd and Dd shall be used.

® The bit b6 shall be either echoed or set to 0.
If b6=1, PPS2_Response = PPS2_Request.
If b6=0, PPS2_Response and PPS2_Request are
both absent.

® The bit b7 shall be either echoed or set to 0.
If b7=1, PPS3_Response = PPS3_Request.
If b7=0, PPS3_Response and PPS3_Request are
both absent.

Any other case of PPS exchange shall be interpreted as
unsuccessful.

a Tive-byte header which tells the card what to do. The
command processing continues with the transfer of a
variable number of data bytes in one direction under the
control of procedure bytes sent by the card.

It is assumed that the card and the interface device know
a priori the direction of transfer, in order to distinguish

— commands for incoming data transfers where the
data bytes enter the card while processing and

— commands for outgoing data transfers where the
data bytes leave the card while processing.

15
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8.3.2 Command header

The header is a s
INS, P1, P2, P3.

— CLA is an
reserved for P

equence of five bytes designated CLA,

instruction class.
PS (see 6.6.3).

The value 'FF' is

— INS is an instruction code in the instruction class.
The instruction code is valid only if the bits b8 to b5
are not equal to either '6' or '9".

—P1P2area

© ISO/IEC

8.3.3.3 Acknowledge bytes

ACK is used to control data transfer and VPP state (see

4.3.6, table 6 and 6.5.4).

— If exclusive-oring ACK and INS gives '00'
then VPP shall be set to or maintained at pause

— If exclusive-oring ACK and INS gives '01'

or 'FF',
state.
or 'FE',

then VPP shall be set to or maintained at programming

the instruction|code.

state.
Hthebisb8—tob2in ALK have—th rrr lue as
T Ko d T ) o av e—SanTe- a
reference {e.g., an address) completing those in INS, then all remaining data bytes, Bli) to D(n),
if any remain, shall be transferred subsequently.
— P3#0 codes|the number n of data bytes denoted as . .
! — If the bits b8 to b2 in ACK are complemeptary to
D(1) to Din) tobe transferred during the command. those in INS, then only the next data byte, D(i), if one

* In an oytgoing data transfer command, P3=0
introduces| a 266-byte data transfer from the card.
® In an intoming data transfer command, P3=0

introduces

no data transfer.

All remaining endoding possibilities for the header are

reserved for othe

parts of ISO/IEC 7816. After trans-

mitting the header], the interface device shall wait for a
character conveyirlg a procedure byte.

8.3.3 Procedure bytes

8.3.3.1 General

There are three ty,

bes of procedure bytes (see table 12).

— NULL is eqtial to '60".

—In ACK, thp bits b8 to b2 are all equal or_all
complementary to those of INS, apart from the values
'6X" and '9X".

— SW1 is equpl to '6X' or '9X', except fof '60".

At each procedurs

command by NU

byte, the card can«proceed with the
[ L or ACK, or canclude by an end

sequence SW1 SW2, or show its digapproval by becoming

unresponsive.

8.3.3.2 Null byt

NULL requests no
on data transfer. T

character conveying a procedure byte.

furfther action neither on VPP state nor
henihte ice i

e de ars on A @] a

remains, shall be transferred.

After these actions, the interface device shall w4
character conveying a procedure byte.

8.3.3.4 Status bytes

SW1 requests VPR\to be set to or maintained a
state. The interface device shall wait for a charac
veying a SW2\byte. There is no restriction on SW2

SW1 SW2 form the end sequence indicating t
statustat the end of the command. The normal ¢
indicated by SW1 SW2 = '9000'.

This part of ISO/IEC 7816 does not interpret the o
sequences where the bits b8 to bb of SW1 are
‘9"; their meaning relates to the application itself.

it for a

t pause
er con-
value.

he card

hding is

her end
bqual to

If the bits b8 to b5 are equal to '6', then the mepning of

SW1 is independent of the application. ISO/IE¢ JTC 1
SC 17 reserves for future use those values, apart from the
following five values.
'6E' The card does not support the instruction cldss.
'‘6D" The instruction code is not programmed or is{ invalid.
'6B' The reference is incorrect.
‘67" The length is incorrect.
‘6F' No precise diagnosis is given.

A pports the

instruction.

Table 12 — Procedure bytes

Byte Value Result on VPP Result on data transfer Then reception of
NULL ‘60’ No action No action A procedure byte
ACK INS Pause state All remaining data bytes A procedure byte
INS @ '01" Programming state All remaining data bytes A procedure byte
INS @ 'FF’ Pause state The next data byte A procedure byte
INS @ ‘'FE’ Programming state The next data byte A procedure byte
SWi1 ‘BX" (#'60'), '9X’ Pause state No action A SW2 byte

16
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9 Protocol T=1, half-duplex asynchronous
transmission of blocks

9.1 Scope and principles

This clause defines the structure and processing of com-
mands in an half-duplex asynchronous transmission of
blocks. The interface device and the card may initiate
these co } H+
control apd data transmission control such as flow
control, block chaining and error correction.

The protofol starts after either the answer to reset (see 6)
or a successful PPS exchange (see 7). The main charac-
teristics of the protocol are the following.

— The protocol starts with a first block sent by the
interfgce device; the protocol continues with alternat-
ing the right to send a block.

— A block is the smallest data unit which can be
exchanged. A block may be used to convey

* gpplication data transparent to the protocol,

® fransmission control data including transmission
erfor handling.

— The block structure allows to check the received
block [before processing the conveyed data.

The protofol applies the principle of layering of the, OSI
reference| model. A particular attention has minimized
interaction)s across boundaries. Three layers are défined.

— The physical layer transmits moments\arganized in
asyncpronous characters according 16/-9.3.

— The data link layer includes a (character component
and a|block component.

® The character component handles the block
idgntification (recogpizing the start and the end of
a block) and ensures-controls according to 9.6.

® The block component exchanges blocks accord-
ind to 9.7.

— The application layer processes commands, which
involves the-/exchange of at least one block or chain
of blopkshin each direction.

ISO/IEC 7816-3:1997(E)

9.2.1.2

receive ready block

block conveying the number of the expected I-block, used
as a positive or negative acknowledgment

9.2.1.3
supervisory block
block conveying transmission control information

9.2.2
error detection code

from an error
e prologue field

piiog
checking method applied to all bytes~in
and in the information field

9.2.3
field
one of the three componénts of the block, defined as
prologue field, informatien(field and epilogue field

9.2.3.1
prologue field
first field of ca\\block, conveying the |subfields: node
address byte,-protocol control byte and lehgth byte

9.2.3.2
information field
field~of a block, conveying data, generally| application data

9.2.3.3
epilogue field
final field of a block, conveying the error detection code

9.24
subfield
functional component of a field

9.2.4.1

node address byte
subfield of the prologue field, indicating |both destination
and source addresses of the block and controlling VPP
state

9.2.4.1.1

destination node address
portion of the subfield node address,| identifying the
intended receiver of the block

9.24.1.2

source node address
portion of the subfield node address,| identifying the
sender of the block

9.2 Terms and definitions

For the purposes of this clause, the following definitions
apply.

9.2.1

block

sequence of bytes comprising two or three fields defined
as prologue field, information field and epilogue field

9.2.1.1
information block

block whose primary purpose is to convey application
layer information

9.2.4.2

protocol control byte

subfield of the prologue field, containing transmission
control information

9.243

length byte

subfield of the prologue field, containing the number of
bytes transmitted in the information field of the block

9.25

transmission control

function used to control the data transmission between
the interface device and the card, including VPP state
control, block transmission with sequence control,
synchronization and recovery of transmission errors

17
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For the purposes of this clause, the following abbrevia-
tions apply.

BGT block guardtime
BWI block waiting time integer
BWT  block waiting time

CRC cyclic redundancy check

© ISO/IEC

9.4 Block frame

9.4.1 General

A block is a sequence of bytes: each byte is conveyed in
an asynchronous character. As shown in figure 16, a
block consists of the following fields.

— The prologue field is mandatory; it consists of a

node address byte, a protocol control byte and a
1

CWi character yatting—tirre-integet
CWT  character pvaiting time

DAD destinatiop node address

EDC error deteftion code

I-block informatiop block

IFS maximum(information field size
IFSC  IFS for the card

IFSD IFS for thg interface device
INF informatiop field

LEN length byt

1)

LRC longitudinal redundancy check
NAD node address byte

(ON]| open systgms interconnection
PCB protocol cpntrol byte

R-block receive repdy block

R receive repdy

SAD source nofe address

S-block supervisoty block

WTX  waiting time extension

9.3 Character frame

nath bt
ASZRIC 3R e ~A A en

— The information field is optional; it con§ists| of zero
to 254 bytes.

— The epilogue field is mandatory; fityconsistyd of one
or two bytes.

Prologue field Informatian field Epilogue fie

NAD| PCB | LEN INE EDC
1 byte | 1 byte |1 byte

Q.

0 t0\264 bytes 1 or 2 bytes (LRC pr CRC)

L— Data length —
Loy |

Error detection code

Figure 16 — Block frame

The protocol defines three types of blocks.

— An information block (l-block) is used to|convey
information for use by the application layer. In gddition,
it conveys a positive or negative acknowledgment.

— A receive ready block (R-block) is used to cpnvey a
positive or negative acknowledgment. Its infgrmation
field shall be absent.

— A supervisory block (S-block) is used to exchange
control information between the interface dev|ce and
the card. Its information field may be present Hepend-
ing on its controlling function.

NOTE — This separation allows the design of the protocol c¢ntrol and
the application portions of the device microcode to be [relatively
independent of one another.

9.4.2 Prologue field

The character frame is as defined for the answer to reset
in 6.3 (except for 6.3.3), using the convention set up by
TS in 6.4.1, taking into account 6.5.2 and 6.5.3 according
to the mode of operation in 6.6.

The error signal and character repetition according to
6.3.3 shall not be used, so that the minimum delay
between the leading edges of two consecutive characters
of a block may be reduced to 11 etu, according to the
interface byte TC(1) specified in 6.5.3.

Character parity allows to check a block in addition to the
error detection code (see 9.4.4 and 9.5.4).

18

9.4.2.1 Node address byte

NAD allows to identify the source and the intended desti-
nation of the block; it may be used to distinguish between
multiple logical connections when they coexist.

The bits b1 to b3 are the source node address SAD and
the bits b5 to b7 the destination node address DAD. The
bits b4 and b8 are used for VPP state control (see 9.6.1).

When the addressing is not used, the values of SAD and
DAD shall be set to 0. Any other value of NAD where SAD
and DAD are identical is reserved for future use.
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In the first block sent by the interface device, NAD shall
set up a logical connection by associating the addresses
SAD and DAD. Subsequent blocks in which NAD contains
the same pair of addresses SAD and DAD are associated
with the same logical connection. During information
exchange, other logical connections may be set up by
other pairs of addresses SAD and DAD.

NOTE — For example, blocks sent by the interface device with the
values x for SAD and y for DAD and blocks sent by the card with the
values y for SAD and x for DAD belong to a logical connection denoted
by (x, y), whereas blocks sent by the interface device with the values v

ISO/IEC 7816-3:1997(E)

O b7 | b6 | bs5] b4 | b3 | b2 | b1
msb Isb
B8 . 0 (PCB of I-blocks)
D7 o Send-sequence number, N(S)
BO ..o More-data bit, M-bit
b5b4-b302b1 ................ RFU

Figure 17 — Coding of I-block PCB

for SAD and'w for DAD and blocks sent by the card with the values w
for SAD and v for DAD belong to another logical connection (v, w).

9.4.2.2 Protocol control byte

PCB convpys information required to control transmission.
PCB definps whether a block is an I-block, an R-block or
an S-block.

— In the PCB of every I-block, the bit b8 is set to 0.
The bjts b7 b6 are used as shown in figure 17. The
bits bp to b1 are reserved for future use and shall be
set 10| O.

— In the PCB of every R-block, the bits b8 b7 are set
to 10.[The bits b6 to b1 are used as shown in figure
18.

— In the PCB of every S-block, the bits b8 b7 are set
to 11.|The bits b6 to b1 are used as shown in figure
19.

9.4.2.3 Length byte

LEN indigates the number of bytes present in the
informatiop field of the block (see also 9.5,2)

The coding for LEN shall be the following.

— Thg value ‘00’ indicates that the information field is
abse

— Any value from '01'(to)'FE' is the number of bytes
present in the information field, from 1 to 254.

— The value 'FE'SNs reserved for future use.

9.4.3 Information field

1 O | b6 | b5] b4 b3[| b2 | b1

msb Isb
b8H7 oo 10 (REB of R-blocks)
b6-b5b4-b3H2-b1

O-N(R)M0000........! Error-free

O-N(R}H0001 ...\ EDC or character parity errpr

O-N(R)}-0010 A0 Other errors
Any othenvalue of b6-b5-b4-b3-b2-b1 is RFU.

NOTE — The value of N(R) states whether the Riblock indicates an
erforor not. The bits b4 to b1 may optionally be eyaluated.

Figure 18 — Coding of R-block PCB

1 1 | b6 | b5 b4 | b3|| b2 | b1

msb Isb
b8H7 e 11 (PCB of S-blocks)
b6-b504-030b2-b1 ........... (b6 is the response bit)
000000 ............ RESYNCH request
100000............ RESYNCH response
000001 ............ IFS request
100001 ............ IFS response
000010............ ABORT request
100010............ ABORT response
000011 ............ WTX request
100011 ... WTX response
100100........... Error on VPP state

Any other value of b6-b5-b4-b3-b2-b1 is RFY.

The use of INF depends upon the block type.

— When present in an I-block, INF conveys appli-
cation information.

— INF shall be absent in an R-block.

— When present in an S-block, INF conveys non
application information.

* INF shall be present with a single byte in an
S-block adjusting IFS and WTX.

¢ INF shall be absent in an S-block signalling an
error on VPP state or managing chain abortion or
resynchronization.

Figure 19 — Coding of S-block PCB

9.4.4 Epilogue field
EDC conveys the error detection code of the block. The
protocol uses either a LRC or a CRC.

— The longitudinal redundancy check (LRC) consists
of one byte. Its value shall be such that the
exclusive-oring of all the bytes of the block is null.

— The cyclic redundancy check (CRC) consists of
two bytes. For its value, see ISO/IEC 3309.

19
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9.5 Protocol parameters

9.5.1 Specific interface bytes for T=1

If present in the Answer-to-Reset after the first occur-
rence of T=1 in TD(i-1) for i > 2, the specific interface
bytes TA(i) TB(i) TC(i) are used to set up the protocol
parameters at non-default values.

For notation simplicity, these three bytes are hereafter

© ISO/IEC

The bits b4 to b1 of the first TB(i) give CWI from 0 to 15.
The default value of CWI is 13. CWT is calculated from
CWI by the following formula.

CWT = (11 + 28W)) ety

Therefore the minimum value of CWT is 12 etu.

9.56.3.2 Block waiting time

named the first TAUWW_FTCF)—&ML&MJ%WL CRIES iTan CRIIES T delay betwpen the

9.5.2 Informatipn field sizes

9.5.2.1 IFS for the card

IFSC is the maximum length of information field of blocks

which can be recgived by the card. The initial value of
IFSC is set up by the first TA(i) with 32 as default value.

9.5.2.2 IFS for the interface device

IFSD is the maximum length of information field of blocks

which can be recdived by the interface device. The initial
value of IFSD is 32.

9.5.2.3 Coding for IFSC and IFSD

At the start of thg protocol, IFSC and IFSD are initialized.

During the protoc

I, IFSC and IFSD may be adjusted by

S(IFS request) and S(IFS response) where INF consists of

one byte named |
bytes IFS shall be

— The values
use.

— The values

NOTE — The block si
prologue, information
equal to IFS plus four

FS. In any case, the first TA() and the
coded as follows.

'00' and 'FF' are reserved for future

‘01" to 'FE' are the numbers. to 254.

pe is the total number of bytes present in the
bnd epilogue fields. The“maximum block size is
r five, depending upor the'length of the epilogue.

9.5.3 Waiting fimes

9.5.3.1 Charact

CWT is defined

pr waiting time

leading edge of the last character of the block recgived by
the card and the leading edge of the first chatactdr of the
next block sent by the card (see figure 21).“BWT]|is used
to detect an unresponsive card.

Last character of a block
sent by the interface device

First characte_r of a next blogk

sent by the card
|4 BGT < t<BWT _\IU:[I]:D:[[:[I
|

Figure 21 — Block waiting time
and block guardtime

The bits b8 to b5 of the first TB(i) give BWI from 0 to 9.
The values 10 to 15 are reserved for future Use. The
default value of BWI is 4. BWT is calculated from|BWI by
the following formula.

BWT =11 etu + 28W|X96OX§Z—2 s

9.5.3.3 Block guardtime

BGT is defined as the minimum delay between thg leading
edges of two consecutive characters sent in ppposite
directions. The value of BGT shall be 22 etu.

Consequently, the delay between the last charagter of a
block received by the card and the first charactgr of the
next block sent by the card shall be at least BGT but at
most BWT (see figure 21).

gs—theTaxmmurT defay betweenm the

leading edges of two consecutive characters in the block

(see figure 20).
NOTE — When there

is a potential error in the length, CWT may be

used to detect the end of a block.

Character

Next character

LT

U
B

L
N

t<CWT

Figure 20 — Character waiting time
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9.5.4 Error detection code
The bit b1 of the first TC(i) indicates the error detection
code to be used:

— CRCif b1=1;

— LRC (default value) if b1=0.

The bits b8 to b2 are reserved for future use and shall be
set to 0.
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9.6 Character component operation at data
link layer

9.6.1 VPP state control

VPP state (see 4.3.6, table 6 and 6.5.4) is managed by
the interface device under the control of NAD and PCB
characters sent by the card. Bits b8 and b4 of the NAD
byte shall be used as follows.

ISO/IEC 7816-3:1997(E)

9.7 Block component operation at data link
layer

9.7.1 Notations

The following notations are used in the descriptions of the
protocol.

|-blocks are denoted as follows.

b8=0, b440
VPP shalllbe set to or maintained at pause state.

b8=1, b440
VPP shall|be set to programming state until reception of
the PCB ¢haracter.

b8=0, b4=1
VPP shall|be set to programming state until reception of
another NAD character.

b8=1, b441
This coding is forbidden.

If a parity|error occurs on the NAD character, VPP shall be
set to or pnaintained at pause state.

If a timetout occurs, i.e., if the card fails to send an
expected|character within CWT or BWT, VPP shall be_sét
to or maiptained at pause state.

Any transjftion on VPP triggered by a character shall occur
within 12]|etu from the character leading edge,

9.6.2 Error-free operation

At the bepinning of the protocolf\the interface device has
the right| to send. When F=N\‘has been selected, the
interface |[device sends only blocks.

When either the cargyor'the interface device has sent a
block, it [switches~to. reception mode. When either the
card or the interface device has received the number of
bytes acqording to the length subfield, it assumes that it
has the r{ght to“’send.

I(N(S), M)
I-block where N(S) is the send-sequence
block and where M is the more-data bit (fee 39.7.2.2)

N,(S), Np(S)
send-sequence numbers of(J-blocks whegre indices a and
b distinguish sources A and\B

R-blocks are denoted as follows.

R(N(R))
R-block wherg N(R) is the number of the [expected I-block

S-blocks @re*denoted as follows.

S(RESYNCH request)
S-block requesting a resynchronization

S(RESYNCH response)
S-block acknowledging the resynchroniza

S(IFS request)
S-block offering a maximum size of the infformation field

on

S(IFS response)
S-block acknowledging IFS

S(ABORT request)
S-block requesting a chain abortion

S(ABORT response)
S-block acknowledging the chain abortion

S(WTX request)
S-block requesting a waiting time extensipn

S(WTX response)
S-block acknowledging the waiting time gxtension

S(Error on VPP state)
S-block informing the card of a VPP state|error

S(IFS...) and S(WTX...) contain INF,
defined by rules 3 and 4 in 9.7.2.3.

vhose coding is
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