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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with
Internationd
In the field
Draft Intern

Publication

Attention is
patent right

Internations
technology,
collaboratioj

This third e
revision.

ISO/IEC 95
Interconned

Part 1:
Part 2:
Part 3:
Part 4:
Part 5:

Part 6:

SO and 1EC, alSo [ake part in the Work.
| Standards are drafted in accordance with the rules given in the ISO/IEC Directives;/Part
of information technology, 1ISO and IEC have established a joint technical committee, |
ational Standards adopted by the joint technical committee are circulated. to\hational bog

as an International Standard requires approval by at least 75 % of the national bodies cag

drawn to the possibility that some of the elements of this part of JSO/IEC 9594 may be
5. 1ISO and IEC shall not be held responsible for identifying any or-all'such patent rights.

| Standard ISO/IEC 9594-8 was prepared by Joint Technical Committee ISO/IEC JTC
Subcommittee SC 6, Telecommunications and inférmation exchange between
n with ITU-T. The identical text is published as ITU-T ,Récommendation X.509.

dition cancels and replaces the second edition (ISO/IEC 9594-8:1995), of which it cons

D4 consists of the following parts, understhe general title Information technology — (
tion — The Directory :

Overview of concepts, models andyservices
Models

Abstract service definition

Procedures for distributed operation
Protocol specifications

Selected attribute types

3.

SO/IEC JTC 1.
ies for voting.
ting a vote.
the subject of

1, Information
systems, in

itutes a minor

Dpen Systems

Part 7:

Selected nhjnrf classes

Part 8:

Part 9:

Authentication framework

Replication

Part 10: Use of systems management for administration of the Directory

Annexes A and H form a normative part of this part of ISO/IEC 9594. Annexes B to G and | to K are for information

only.
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I ntroduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide directory services. A set of such
systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application-entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:

from different manufacturers:
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commonlyf
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under different managements;
of different levels of complexity; and
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ications have requirements for security to protect against threats to the.communication

known threats, together with the security services and mechanisms(that can be used tqg
described in Annex B. Virtually all security services are dependentupon the identities o
ng reliably known, i.e. authentication.

mmendation | International Standard defines a framework*for the provision of authentic
0 its users. These users include the Directory itself, as’rwell as other applications and s¢
ly be involved in meeting their needs for authenticatighyand other security services becau
N communicating parties can obtain authenticationtinformation of each other — knowledg
tication. The Directory is a natural place beecause it holds other information whi
ation and obtained prior to communication taking place. Obtaining the authenticatio
ommunication partner from the Directory is;With this approach, similar to obtaining an ad
h of the Directory for communications _purposes, it is expected that this authenticatior
d by a range of applications.

edition technically revises and efnhances, but does not replace, the second edition of tk
al Standard. Implementations.may still claim conformance to the second edition. Howeve
Jition will not be supported-{(i.e. reported defects will no longer be resolved). It is
ations conform to this thirdJedition as soon as possible.

bdition specifies versions 1 and 2 of the Directory protocols.

nd second editions also specified version 1. Most of the services and protocols specifi
o functiondnder version 1. When version 1 has been negotiated, differences between th
ols defined in the three editions are accommodated using the rules of extensibility defing
Rec. X5519 | ISO/IEC 9594-5. However, some enhanced services and protocols, e.g. Si
nless-all Directory entites involved in the operation have negotiated version 2.

bf information. Some
protect against them,
the communicating

htion services by the
rvices. The Directory
se it is a natural place
e which is the basis
ch is required for

n information of a
dress. Owing to the
framework will be

is Recommendation |
br, at some point, the
recommended that

bd in this edition are
P services and betwee
d in the 1997 edition
gned errors, will not

Implementors should note that a defect resolution process exists and that corrections may be applied to this
Recommendation | International Standard in the form of technical corrigenda. The identical corrections will be applied to
this Recommendation | International Standard in the form of an Implementor's Guide. A list of approved technical
corrigenda for this Recommendation | International Standard can be obtained from the Subcommittee secretariat.
Published technical corrigenda are available from your national standards organization. The Implementor’s Guide may
be obtained from the ITU Web site.

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all of the definitions associated with the authentication framework.

Annex B, which is not an integral part of this Recommendation | International Standard, describes security requirements.
Annex C, which is not an integral part of this Recommendation | International Standard, is an introduction to public key

cryptography.
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Annex D, which is not an integral part of this Recommendation | International Standard, describes the RSA public key
cryptosystem.
Annex E, which is not an integral part of this Recommendation | International Standard, describes hash functions.

Annex F, which is not an integral part of this Recommendation | International Standard, describes threats protected
against by the strong authentication method.

Annex G, whichis not anintegral part of this Recommendation | International Standard, describes data confidentiality.

Annex H, which is an integral part of this Recommendation | International Standard, defines object identifiers assigned
to authentication and encryption algorithms, in the absence of aformal register.

Annex |, which is not an integral part of this Recommendation | International Standard, contains a bibliography.

Annex J, which is not an integral part of this Recommendation | International Standard, contains examples.of the use of
certificatiop path constraints.

Annex K, which is not an integral part of this Recommendation | International Standard, lists the amendments$ and defect
reports thaf have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION -
THE DIRECTORY: AUTHENTICATION FRAMEWORK

SECTION 1 — GENERAL

1 Scope

This Recornmendation | International Standard:

specifies the form of authentication information held by the Directory;

describes how authentication information may be obtainedArem the Directory;

states the assumptions made about how authentication-information is formed and pladed in the Directory;

defines three ways in which applications mayy*use this authentication information to perform
authentication and describes how other securitysservices may be supported by authentication.

This Recgmmendation | International Standard describes two levels of authentication: simple adthentication, using a
password| as a verification of claimed identity; and strong authentication, involving credenlials formed using
cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only
strong authentication should be used as the basjs for providing secure services. It is not intended to establish this as a
general framework for authentication, but it-can be of general use for applications which consider these techniques
adequate.

Authentication (and other security setvices) can only be provided within the context of a defined s¢curity policy. It is a
matter for|users of an application to.define their own security policy which may be constrained by the services provided
by a standard.

It is a matter for standards—defining applications whish the authentication framework to specify the protocol
exchangeg which need‘to-be performed in order to achieve authentication based upon the authpntication information
obtained ffom the Directory. The protocol used by applications to obtain credentials from the Directory is the Directory
Access Protocol (RAP), specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

The strong authentication method specified in this Recommendation | International Standard is based upon public key
cryptosystems. It is a major advantage of such systems that user certificates may be held within the Directory as
attributes, and may be freely communicated within the Directory System and obtained by users of the Directory in the
same manner as other Directory information. The user certificates are assumed to be formed by ‘off-line’ means, and
may subsequently be placed in the Directory. The generation of user certificates is performed by some off-line
Certification Authority which is completely separate from the DSAs in the Directory. In particular, no special
requirements are placed upon Directory providers to store or communicate user certificates in a secure manner.

A brief introduction to public key cryptography can be found in Annex C.

In general, the authentication framework is not dependent on the use of a particular cryptographic algorithm, provided it
has the properties described in clause 7. Potentially a number of different algorithms may be used. However, two users
wishing to authenticate shall support the same cryptographic algorithm for authentication to be performed correctly.
Thus, within the context of a set of related applications, the choice of a single algorithm will serve to maximize the
community of users able to authenticate and communicate securely. One example of a public key cryptographic
algorithm can be found in Annex D.

ITU-T Rec. X.509 (1997 E) 1
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Similarly, two users wishing to authenticate shall support the same hash function (see 3.3.14) (used in forming
credentials and authentication tokens). Again, in principle, a number of alternative hash functions could be used, at the
cost of narrowing the communities of users able to authenticate. A brief introduction to hash functions can be found in
Annex E.

2 Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendatlons and Standards I|sted below. Members of IEC and ISO mai ntam reglsters of currently

valid Interna of currently
valid ITU-T Recommendatlons
21 Identical Recommendations | International Standards
-{ ITU-T Recommendation X.411 (1995) | ISO/IEC 10021-4:199%rmation technology - Message
Handling Systems (MHS): Message transfer system: Abstract service definition and prpcedures
- ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:19&fgrmation technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services
- ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:19&fGrmation technology — Open Systems
Interconnection — The Directory: Models
- ITU-T Recommendation X.511 (1997) | ISO/IEE 9594-3:19&fGrmation technology — Open Systems
Interconnection — The Directory: Abstract service definition.
-{ ITU-T Recommendation X.518 (1997).|-SO/IEC 9594-4:19@ftrmation technology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.
- ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:19&fGrmation technology — Open Systems
Interconnection — The Directory; Protocol specifications.
- ITU-T Recommendation.X;520 (1997) | ISO/IEC 9594-6:19&fGrmation technology — Open Systems
Interconnection — The Directory: Selected attribute types.
- ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:198farmation technology — Open Systems
Interconnection.= The Directory: Selected object classes.
- ITU-T Recommendation X.525 (1997) | ISO/IEC 9594-9:196ftrmation technology — Open Systems
Intercennéction — The Directory: Replication.
- ITU~T Recommendation X.530 (1997) | ISO/IEC 9594-10:198f6y mation technology — Open Systems
Interconnection — The Directory: Use of systems managemnt for administration of the Pirectory.
— CCITT Recommendation X.660 (1992) | ISO/IEC 9834-1:19%8rmation technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures
— ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:198fr mation technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.
— ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:198fr mation technology — Abstract Syntax
Notation One (ASN.1): Information object specification.
— ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:198foy mation technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.
— ITU-T Recommendation X.683 (1994) | ISO/IEC 8824-4:198fr mation technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.
2 ITU-T Rec. X.509 (1997 E)
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ITU-T Recommendation X.690 (1994) | ISO/IEC 8825-1:1%%fermation technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

ITU-T Recommendation X.680Cor. 2 | ISO/IEC 8825% Cor. 2.

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:198%rmation technology — Remote
Operations: Concepts, model and notation.

ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:19@%fgrmation technology — Remote
Operations: OSI realizations — Remote Operations Service Element (ROSE) service definition.

22 Paired Recommendations | I nternational Standards equivalent in technical content

CCITT Recommendation X.800 (19919ecurity Architecture for Open Systems Interconnection for
CCITT applications.

23 Qther references

3 Definitions

For the pUrposes of this Recommendation | International Standard, the following definitions apply.

31 @Sl Reference Model security ar chitecture definitions
The followiing terms are defined\in CCITT Rec. X.800 and 1SO 7498-2:

ISO 7498-2:1989|nformation processing systems — Open Systems Interconnectiof~ Basic Reference
Model — Part 2: Security Architecture

ISO/IEC 11770-1:1996lnformation technology — Security techniques—y-Key management — Part 1:
Framework.

POSTEL (J.B.), Internet Protocol, RFC 79iernet Activities Board; 1981.

CROCKER (D.H.), Standard for the Format of ARPA (nternet Text Messages, RFQnBZRget
Activities Board, 1982.

MOCKAPETRIS (P.), Domain Names — Implementation’and Specification, RFC IHi@5igt Activities
Board, 1987.

BERNERS-LEE (T.), Universal Resource Identifiers in WWW, RFC 168@ynet Activities Board,
1994.

a) asymmetric (encipherment);
k) authentication“exchange;
c) authentication information;
d) confidentiality;

€) {credentials;

fy— cryptograpny;

g) data origin authentication;
h) decipherment;

i) encipherment;

) key;

k) password;

1)

peer-entity authentication;

m) symmetric (encipherment).

1) Presently at the stage of draft.

ITU-T Rec. X.509 (1997 E) 3
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32 Directory model definitions
The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) attribute;
b) Directory Information Base;
c) Directory Information Tree;
d) Directory System Agent;

€) Directory User Agent;

f distinauished name:
J T

g entry;
h) object;
i root.
33 Authentication framewor k definitions

The follow|ng terms are defined in this Recommendation | International Standard:

331 attribute certificate: A set of attributes of a user together with some other information, rendered Uinforgeable
by the digifal signature created using the private key of the certification.authority which issued it.

332 authentication token (token): Information conveyed.during a strong authentication exchange, which can be
used to authenticate its sender.

333 user certificate; public key certificate; certificate: The public keys of a user, together with some other
informatiomn, rendered unforgeable by encipherment with the private key of the certification authority which igsued it.

334 QA-certificate: A certificate for ane CA issued by another CA.

335 certificate policy: A named.set of rules that indicates the applicability of a certificate to @ particular
community| and/or class of application with common security requirements. For example, a particular certif{cate policy
might indigate applicability of atype of certificate to the authentication of electronic data interchange transactions for the
trading of goods within a given,price range.

3.36 certificate user"An entity that needs to know, with certainty, the public key of another entity.

337 certificate-using system: An implementation of those functions defined in this Directory Specificafion that are
used by a certificate-user.

338 certification authority: An authority trusted by one or more users to create and assign certificates. Optionally
the certification authority may create the users’ keys.

339 certification path: An ordered sequence of certificates of objects in the DIT which, together with the public
key of the initial object in the path, can be processed to obtain that of the final object in the path.

3.3.10 CRL distribution paint: A directory entry or other distribution source for CRLs; a CRL distributed through a
CRL distribution point may contain revocation entries for only a subset of the full set of certificates issued by one CA or
may contain revocation entries for multiple CAs.

3.3.11 cryptographic system; cryptosystem: A collection of transformations from plain text into ciphertext and vice

versa, the particular transformation(s) to be used being selected by keys. The transformations are normally defined by a
mathematical algorithm.
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3312 ddta-CRL: A partial CRL indicating only changes since a prior CRL issue.
3.3.13 end entity: A certificate subject which usesits public key for purposes other than signing certificates.

3.3.14 hash function: A (mathematical) function which maps values from alarge (possibly very large) domain into a
smaller range. A "good" hash function is such that the results of applying the function to a (large) set of values in the
domain will be evenly distributed (and apparently at random) over the range.

3.3.15 key agreement: A method for negotiating a key value on-line without transferring the key, even in an
encrypted form, e.g. the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement
mechanisms).

3.3.16 oneway function: A (mathematical) function f which is easy to compute, but which for a general valuey in
the range, is computationally difficult to find a value x in the domain such that f(x) = y. There may be afew valuesy for
which finding X is not computationally difficult

3.3.17 policy mapping: Recognizing that, when a CA in one domain certifies a CA in another domain, g particular
certificate policy in the second domain may be considered by the authority of the first domain to belequivalent (but not
necessarilylidentical in all respects) to a particular certificate policy in the first domain.

3.3.18 publickey: (In a public key cryptosystem) that key of a user’s key pair which-is’publicly known.

3.3.19 private key; secret key (deprecated): (In a public key cryptosystem) that key of a user's key pair which is
known only by that user.

3.3.20 gmpleauthentication: Authentication by means of simple passweofd arrangements.

3.3.21 speurity policy: The set of rules laid down by the security authority governing the use|and provision of
security s¢rvices and facilities.

3.3.22 drong authentication: Authentication by means of Cryptographically derived credentials.

3.3.23 tfust: Generally, an entity can be said to "trust*;a second entity when it (the first entity) makes the assumption
that the s@cond entity will behave exactly as the firstientity expects. This trust may apply only for some specific function.
The key ro¢le of trust in the authentication framewark is to describe the relationship between an authenticating entity and
a certification authority; an authenticating entity.Shall be certain that it can trust the certification authority to breate on
valid and feliable certificates.

3.3.24 cprtificate serial number: Ancinteger value, unique within the issuing CA, which is [unambiguously
associated with a certificate issued By that CA.

4 Abbreviations

For the pUrposes of thissRecommendation | International Standard, the following abbreviations apply:
GA Certification Authority

gRL Certificate Revocation List

DIB Directory Information Base
DIT Directory Information Tree
DSA Directory System Agent
DUA Directory User Agent
PKCS Public Key Cryptosystem

5 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Presentation of ITU-T/ISO/IEC
common text" guidelines in the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, March 1993.
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The term "Directory Specification" (asin "this Directory Specification") shall be taken to mean this Recommendation |
International Standard. The term "Directory Specifications' shall be taken to mean al of the X.500-Series
Recommendations | |SO/IEC 9594.

This Directory Specification uses the term "1988 edition systems' to refer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition. This Directory Specification uses the term "1993 edition systems' to refer to systems
conforming to the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T
X.500 Recommendations and the | SO/IEC 9594:1995 edition. Systems conforming to this third edition of the Directory
Specifications are referred to as "1997 edition systems'.

This Directory Specification presents ASN.1 notation in the bold Times Roman, 9 point typeface. When ASN.1 types
and values are referenced in normal text, they are differentiated from normal text by presenting them in the bold Times

Roman, 9 ﬁoi nt typeface. The names of procedures, typically referenced when specifying the semantics of processing,
are differeftiated from normal text by displaying them in bold Helvetica. Access control permissions are gresented in
italicized Helvetica

If the items in a list are numbered (as opposed to using "—" or letters), then the items shall be ¢onsidered steps in a
procedure].

The notatipn used in this Directory Specification is defined in Table 1 below.

Table 1 — Notation

Notation Meaning
Xp Public key of auser X.
Xs Private key of X.
Xp[l] Encipherment of some information; l;\sing the public key of X.
Xql] Encipherment of | using the private key of X.
X{1} The signing of | by user X. It consists of | with an enciphered summary appended.
CA(X) A certification authority of user X.
CANX) (Where n>1): CA(CA(...n times...(X)))
Xq<«Xop The ceftificate of user Xissued by certification authority X

X1«Xop XXz A chain of certificates (can be of arbitrary length), where each item is the certificate for the
certification authority which produced the next. It is functionally equivalent to the following

certificate X«X,+1». For example, possession of A«B»B«C» provides the same g¢apability as
A«C», namely the ability to find out Cp given Ap.

Xqp e XX, The operation of unwrapping a certificate (or certificate chain) to extract a public key. It is a infix
operator, whose left operand is the public key of a certification authority, and whose right opgerand
is a certificate issied by that certification authority, The outcome is the public key of the user
whose certificate is the right operand. For example:

Ap * A«B» B«C»

denotes the operation of using the public key of A to obtain B’s public key, Bp, from its
certificate, followed by using Bp to unwrap C's certificate. The outcome of the operation|is the
public key of C, Cp.

A-B A certification path from A to B, formed of a chain of certificates, starting with CA(AKGP
and ending with CA(B)«B».

NOTE — In the table, the symbols X4,XX5, etc., occur in place of the names of users, while the symbol | occurs in|place
of arbitrary information.
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N 2 — SIMPLE AUTHENTICATION

6 Simple authentication procedure

Simple authentication is intended to provide local authorization based upon the distinguished name of a user, a
bilaterally agreed (optional) password, and a bilateral understanding of the means of using and handling this password
within a single domain. Utilization of simple authentication is primarily intended for local use only, i.e. for peer entity
authentication between one DUA and one DSA or between one DSA and one DSA. Simple authentication may be
achieved by several means:

a) the transfer of the user’s distinguished name and (optional) password in the clear (n

recipient for evaluation;

on-protected) to the

Where pas
should no
greater dd
one-way f

The genel

the transfer of the user’s distinguished name, password, and a random number and/
which are protected by applying a one-way function;

the transfer of the protected information described in b) together with @-randon
timestamp, all of which is protected by applying a one-way function.

NOTE 1 — There is no requirement that the one-way functions applied be different)

NOTE 2 — The signalling of procedures for protecting passwords may be, a matter for extensig
dation | International Standard.

swords are not protected, a minimal degree of security is providéehfor preventing unauthorize

bgrees of security. The algorithms to be used for the protection mechanism are typid
inctions that are very simple to implement.

al procedure for achieving simple authenticationissshown in Figure 1.

o
TISO3930-94/d01
o

Figure 1 — The unprotected simple authentication procedure

br a timestamp, all of

number and/or a

n to this Recommen-

l access. It

L be considered a basis for secure services. Protecting the user’s distinguished name and password provide:

ally non-enciphering

The following steps are involved:

1) anoriginating user A sends its distinguished name and password to arecipient user B;

2)

checked against that held as the UserPassword attribute within the directory entry for A
Compare operation of the Directory);

3) the Directory confirms (or denies) to B that the credentials are valid;

4) the success (or failure) of authentication may be conveyed to A.

B sends the purported distinguished name and password of A to the Directory, where the password is

(using the

The most basic form of simple authentication involves only step 1) and, after B has checked the distinguished name and
password, may include step 4).
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6.1 Generation of protected identifying information
Figure 2 illustrates two approaches by which protected identifying information may be generated. f1 and f2 are one-way

functions (either identical or different) and the timestamps and random numbers are optional and subject to bilateral
agreements.

A >
passwA R Protectedl
no—
1A >
q1A > Protected2
2 >
oA >
q2” >
TISO3940-94/d02
A User’s distinguished name
tA Timestamps
passw” Password of A
v Random numbers, optionally with a counter included

Figure 2 — Protected simple authentication

6.2 Hrocedurefor protected simple authentication

Figure 3 illustrates the procedure for protected simple authentication.

TISO3950-94/d03

Figure 3 — The protected simple authentication procedure

The following steps are involved (initially using f1 only):

1) An originating user, user A, sends its protected identifying information (Authenticatorl) to user B.
Protection is achieved by applying the one-way function (f1) of Figure 2, where the timestamp and/or
random number (when used) is used to minimize replay and to conceal the password.

The protection of A’s password is of the form:
Protectedl #1 (t1A, q1A, A, passwA)

The information conveyed to B is of the form:

Authenticatorl = t&, q1A, A, Protected1
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2) B verifiesthe protected identifying information offered by A by generating (using the distinguished name
and optional timestamp and/or random number provided by A, together with a local copy of A’s
password) a local protected copy of A’'s password (of the form Protectedl). B compares for equality the
purported identifying information (Protectedl) with the locally generated value.

3) B confirms or denies to A the verification of the protected identifying information.

The procedure can be modified to afford greater protection €siagdf2. The main differences are as follows:

1) A sends its additionally protected identifying information (Authenticator2) to B. Additional protection is
achieved by applying a further one-way functifih,as illustrated in Figure 2. The further protection is of
the form:

Protected2 $2 (t2*, q2*, Protected1)
The information conveyed to B is of the form:
Authenticator? = t4, 124 q1A, g7, A, Protected?

For comparison, B generates a local value of A’s additionally protected password_and compares it for
equality with that of Protected? [this is similar in principle to step 1) of 6.2].
2) B confirms or denies to A the verification of the protected identifying informatien.

NOTE — The procedures defined in these items are specified in terms of A and«B. As applied to the Directory
(specified in ITU-T Rec. X.511 | ISO/IEC 9594-3 and ITU-T Rec. X.518 | ISOHEC 9594-4), A could be a DUA
binding to a DSA, B; alternatively, A could be a DSA binding to another DSA, B.

6.3 User Password attribute type

A User Pagsword attribute type contains the password of an object. An attribtevalue for the user password is a string
specified by the object.

user Passwor d ATTRIBUTE ::= {
WITH|SYNTAX OCTET STRING (SIZEAD.,ub-user -passwor d))
EQUALITY MATCHING RULE octetStringMatch
ID id-at-user Password }

SECTION 3 — STRONG AUTHENTICATION

7 Basis of strong authentication

The approdch to strong authentication/taken in this Directory Specification makes use of the properties of ja family of
cryptographic systems, known as-Public key Cryptosystems (PKCS). These cryptosystems, also dgscribed as
asymmetri¢, involve a pair of keys,\ene private and one public, rather than a single key asin conventiona cryptographic
systems. Alnnex C gives a brief) introduction to these cryptosystems and the properties which make them useful in
authenticat{on. For a PKCS to.be usable in this authentication framework at this present time, it shall have the property
that both keys in the key<pair can be used for encipherment, with the private key being used to decipher if tha public key
was used, pnd the public'key being used to decipher if the private key was used. In other words, Xp ¢ Xg|= Xg* Xp,
where X /X s are encipherment/deci pherment functions using the public/private keys of user X.

NOTE + Alternative types of PKCS, i.e. ones which do not require the property of permutability and tHat can be supported
without |great’modification to this Directory Specification, are a possible future extension.

This authentication framework does not mandate a particular cryptosystem for use. It is intended that the framework
shall be applicable to any suitable public key cryptosystem, and shall thus support changes to the methods used as a
result of future advances in cryptography, mathematical techniques or computational capabilities. However, two users
wishing to authenticate shall support the same cryptographic agorithm for authentication to be performed correctly.
Thus, within the context of a set of related applications, the choice of a single algorithm shall serve to maximize the
community of users able to authenticate and communicate securely. One example of a cryptographic algorithm can be
found in Annex D.

Authentication relies on each user possessing a unique distinguished name. The alocation of distinguished names is the
responsibility of the Naming Authorities. Each user shall therefore trust the Naming Authorities not to issue duplicate
distinguished names.

Each user isidentified by its possession of its private key. A second user is able to determine if a communication partner
isin possession of the private key, and can use this to corroborate that the communication partner isin fact the user. The
validity of this corroboration depends on the private key remaining confidential to the user.
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For a user to determine that a communication partner is in possession of another user’s private key, it shall itself be in
possession of that user’s public key. Whilst obtaining the value of this public key from the user’s entry in the Directory

is straightforward, verifying its correctness is more problematic. There are many possible ways of doing this: clause 8
describes a process whereby a user’s public key can be checked by reference to the Directory. This process can only
operate if there is an unbroken chain of trusted points in the Directory between the users requiring to authenticate. Such
a chain can be constructed by identifying a common point of trust. This common point of trust shall be linked to each
user by an unbroken chain of trusted points.

8

Obtaining a user’s public key

In order for a user to trust the authentication procedure, it shall obtain the other user’s public key from a source that it
trusts. Such a source, called a Certification Authority (CA), uses the public key algorithm to certify the public key,
producing aertificate. The certificate, the form of which is specified later in this clause, has the following properties:

Because
latter to m

NOTE 1

relation

any user with access to the public key of the ceriification authority can recover the puU
certified;

no party other than the certification authority can modify the certificate without th
(certificates are unforgeable).

Certificates are unforgeable, they can be published by being placed in the-Directory, wi
pke special efforts to protect them.

— Although the CAs are unambiguously defined by a distinguished name in the DIT, this does not
Ship between the organization of the CAs and the DIT.

blic key which was

is being detected

thout the need for the

mply that there is any

A certification authority produces the certificate of a user by signing (see clause 9).a collection of informatiof, including

the user’s
about the
and might
the disting
produced

where V i
used to si
user A, H
certificate
informatio
not less tl
signature
type can H

Certificate

signat
issuer
validit
subjec
subjec
issuer |

versio
seriall{

distinguished name and public key, as well as an opiogaé idertifier containing additiona
user. The exact form of the unique identifier contents is unspecified here and left to the
be, for example, an object identifier, a certificate, a date, or some other form of certificati
uished name. Specifically, the certificate of a user\with distinguished name A and ur
by the certification authority with name CA and unique identifier UCA, has the following fo

CA<<A>> = CA{V,SN,AI,CA,UCA A,UA Ap,TA}

5 the version of the certificate, SN is the‘serial number of the certificate, Al is the identi
pn the certificate, UCA is the optional unique identifier of the CA, UA is the optional uni
indicates the period of validity of the“certificate, and consists of two dates, the first ar
is valid. The certificate validity period is the time interval during which the CA warrants
n about the status of the certificate, i.e. publish revocation data. Sinseadsumed to be chal
an 24 hours, it is expected, that systems would use Coordinated Universal Time as a rg
n the certificate can be checked for validity by any user with knowledge of CAp. The fq
e used to represent certificates:

SIGNED { SEQUENCE {
Version DEFAULT v1,
CertificateSerialNumber,
Algorithmldentifier,
Name,

Validity,

Name,
SubjectPublicK eyl nfo,

(0]

umber
re

y

RublicK eyl nfo

bateal dontifior
HrooeraertTer

[1]
L=

information
Certification authority
pn on the validity of
ique identifier UA,
rm:

fier of the algorithm
Hue identifier of the

d last on which the
hat it will maintain
nged in periods
ference time base. Th
llowing ASN.1 data

subjectUniquel dentifier [2]

H-RHCH-UniqueldenrtifieOPRPTHONAL
-- if present, version must be v2 or v3

IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version must be v2 or v3

extensions [3] Extensions OPTIONAL
-- If present, version must bev3 -- } }
Version = INTEGER { v1(0), v2(1), v3(2) }

CertificateSerialNumber
Algorithml dentifier

algorit
param
-- Définitio

= INTEGER

:= SEQUENCE {
hm ALGORITHM .&id ({SupportedAlgorithms}),
eters ALGORITHM .& Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }
n of the following information object set is deferred, perhaps to standardized

-- profiles or to protocol implementation conformance statements. The set isrequired to

-- gpecify a

10

table constraint on the parameters component of Algorithml dentifier
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Validity ;= SEQUENCE({
notBefore Time,
notAfter Time}

Subj ectPublicK eyl nfo 1= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicK ey BIT STRING }
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Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime}

Extensions ::= SEQUENCE OF Extension
Extension T SEQUENCET
extnld EXTENSION.&id ({ExtensionSet}),
critici BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

-- contains a DER encoding of a value of type & ExtnType
-- for the extension object identified by extnld -- }

ExtensionSgt EXTENSION := {..}

Before avalue of Timeis used in any comparison operation, e.g. as part of a matchingrule in a search, and if the syntax
of Time hag been chosen as the UTCTime type, the value of the two-digit year field)shall be rationalized into fa four-digit
year value psfollows:

If the 2-digit value is 00 through 49 inclusive, the value(Shall have 2000 added to it.

If the 2-digit value is 50 through 99 inclusive, the ¥alue shall have 1900 added to it.

NOTE 3 — The use ofseneralizedTime may prevent interworking, with implementations unaware of the posgibility of choosing
eitherUfCTime or GeneralizedTime. It is the responsibility of thesé specifying the domains in which certificates defined in this
Directoffy Specification will be used, e.g. profiling groups, as'to wheGé¢he alizedTime may be used. In no case shaliCTime

be used for representing dates beyond 2049.

The extenglons field allows addition of new fields tosthe structure without modification to the ASN.1 definition. An
extension fjeld consists of an extension identifier, a<fiticality flag, and a canonical encoding of adatavalue gf an ASN.1
type associjated with the identified extension. For those extensions where ordering of individual extensiong within the
SEQUENCE is significant, the specification of\those individual extensions shall include the rules for the significance of
the order therein. When an implementation processing a certificate does not recognize an extension, if the crificality flag
is FALSE, |it may ignore that extension. If>the criticality flag is TRUE, unrecognized extensions shall cause the structure
to be considered invalid, i.e. in a certificate, an unrecognized critical extension would cause validation of jJa signature
using that gertificate to fail.

If unknown elements appear (within the extension, and the extension is not marked critical, those unknown elgments shall
be ignored jaccording to the rules of extensiblity documented in 7.5.2.2in ITU-T Rec. X.519 | ISO/IEC 9594-5.

Specific edtensions may be defined in Recommendations | International Standards or by any organization Which has a
need. The [objectsidentifier which identifies an extension shall be defined in accordance with CCITT Rgc. X.660 |
ISO/IEC 9834+ 1:-Standard extensions for certificates are defined in clause 12.

EXTENSION ::= CLASS

{
&id OBJECT IDENTIFIER UNIQUE,
& ExtnType
}
WITH SYNTAX
{
SYNTAX & ExtnType
IDENTIFIED BY &id
}

NOTE 3 - In situations where a distinguished name might be reassigned to a different user by the Naming Authority, CAs can use
the unique identifier to distinguish between reused instances. However, if the same user is provided certificates byAsultiple C
it is recommended that the CAs coordinate on the assignment of unique identifiers as part of their user registration.procedures
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The directory entry of each user, A, who is participating in strong authentication, contains the certificate(s) of A. Such a
certificate is generated by a Certification Authority of A, which is an entity in the DIT. A Certification Authority of A,
which may not be unique, is denoted CA(A), or simply CA if A is understood. The public key of A can thus be
discovered by any user knowing the public key of CA. Discovering public keysisthus recursive.

If user A, trying to obtain the public key of user B, has already obtained the public key of CA(B), then the process is
complete. In order to enable A to obtain the public key of CA(B), the directory entry of each Certification Authority, X,
contains a number of certificates. These certificates are of two types. First, there are forward certificates of X generated
by other Certification Authorities. Second, there are reverse certificates generated by X itself which are the certified
public keys of other certification authorities. The existence of these certificates enables users to construct certification
paths from one point to another.

A list of certificates needed to allow a particular user to obtain the public key of another, is known as a certification
path. Each item in the list is a certificate of the certification authority of the next item in the list. A certification path
from A to B (denoted A — B):

starts with a certificate produced by CA(A), namely CA(AbxXor some entity X;

continues with further certificates &Ki*1»;

- ends with the certificate of B.

A certifica'ﬁion path logically forms an unbroken chain of trusted points in the Directéry’ Information Tree between two
users wishing to authenticate. The precise method employed by users A and B toebtain certificajion-pa&hsnd

B - A mdgy vary. One way to facilitate this is to arrange a hierarchy of CAs, which may or may nof coincide with all or
part of the DIT hierarchy. The benefit of this is that users who have CAs inthe hierarchy may establish a certification
path between them using the Directory without any prior information. In a@rder to allow for this, eagh CA may store one
certificate [and one reverse certificate designated as corresponding to its-superior CA.

Certificatels are held within directory entries as attributes of gpeCertificate, CACertificate andCrossCerificatePair.

These attribute types are known to the Directory. These attributes{can be operated on using the same protocol operations
as other attributes. The definition of these types can be found/in 3.3; the specification of these| attribute types is as
follows:

userCertifigate ATTRIBUTE = |
WITH|SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactM atch
ID id-at-user Certificate}
CACertificsje ATTRIBUTE n=
WITH|SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
1D id-at-cAcertificate}
crossCertificatePair ATTRIBUTE =
WITH|SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePair ExactMatch
ID id-at-crossCertificatePair }
CertificateRair = SEQUENCE {
forwarld [0] Certificate OPTIONAL,
rever [1] Certificate OPTIONAL

-- at least one of the pair shall be present -- }

te bears the name of
the Certification Authority which issued it. The following ASN.1 data types can be used to represent certificates and a
certification path:

Certificates = SEQUENCE {

user Certificate Certificate,

certificationPath Forwar dCertificationPath OPTIONAL }
CertificationPath 1= SEQUENCE {

user Certificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL }

In addition, the following ASN.1 data type can be used to represent the forward certification path. This component
contains the certification path which can point back to the originator.

Forwar dCertificationPath ;= SEQUENCE OF CrossCertificates
CrossCertificates ;= SET OF Certificate
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8.1 Optimization of the amount of information obtained from the Directory

In the general case, before users can mutually authenticate, the Directory shall supply the complete certification and
return certification paths. However, in practice, the amount of information which shall be obtained from the Directory
can be reduced for a particular instance of authentication by:

a) If the two users that want to authenticate are served by the same certification authority, then the
certification path becomes trivial, and the users unwrap each other’s certificates directly.

b) If the CAs of the users are arranged in a hierarchy, a user could store the public keys, certificates and
reverse certificates of all certification authorities between the user and the root of the DIT. Typically, this
would involve the user in knowing the public keys and certificates of only three or four certification
authorities. The user would then only require to obtain the certification paths from the common point of
trust.

c) _If a user frequently communicates with users certified by a particular other CA, that user could learn the
certification path to that CA and the return certification path from that CA, makingcit jnecessary only to
obtain the certificate of the other user itself from the Directory.

d) Certification authorities can cross-certify one another by bilateral agreement,-The reqult is to shorten the
certification path.

g) If two users have communicated before and have learned one anather's certificates, they are able to
authenticate without any recourse to the Directory.

In any cage, having learned each other’s certificates from the certification paty the users shall chéck the validity of the
received dertificates.
8.2 Hxample

Figure 4 iljustrates a hypothetical example of a DIT fragment,-where the CAs form a hierarchy. Bedides the information
shown at the CAs, we assume that each user knows the public key of its certification authority, and its own public and
private keys.

Uwys»
VU»

WeeX»
X«W»
X«Z»

Y«Z»
Z«Y»
Z«X»

| X«C» | X«A»

TTSO3960-977a0r

Figure 4 — CA hierarchy — A hypothetical example

If the CAs of the users are arranged in a hierarchy, A can acquire the following certificates from the Directory to
establish a certification path to B:

X«W>», W«V», V«Y», Y«Z», Z«B»

When A has obtained these certificates, it can unwrap the certification path in sequence to yield the contents of the
certificate of B, including Bp:

Bp = Xpe* X«W» W«VV» V«Y» Y«Z» Z«B»

ITU-T Rec. X.509 (1997 E) 13
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In general, A also has to acquire the following certificates from the Directory to establish the return certification path

fromB to A:

Z«Y», Y&V», VaW», W«X», X«A»

When B receives these certificates from A, it can unwrap the return certification path in sequence to yield the contents of
the certificate of A, including Ap:

Ap =Zpe Z«Y» Y«V» VaW» WeX» X«A»

Applying the optimizations of 8.1:
taking A and C, for example: both know Xp, so that A simply has to directly acquire the certificate of C.

a)

Unwrapping the certification path reduces to:

Cp = Xpe X«C»

In the more general* case, the Certification Authorities do not relate in a hierarchical manne
hypothetidal example in Figure 5, suppose a user D, certified by U, wishes to authenticate to user H
Directory entry~of user D shall hold the certificate U«Dx» and the entry of user E shall hold the certifig

and unwrapping the return certification path reduces to:

Ap = Xpe X«A»

assuming that A would thus know W«X», Wp, V«W», Vp, U«V», Up, ete;’ reducep the information

which A has to obtain from the Directory to form the certification path to:

V«Y», Y«Z», Z«B»

and the information which A has to obtain from the Directory to forn the return certificgtion path to:

Z«Y», Y&V»

assuming that A frequently communicates with users certified by Z, it can learn [in addition to the public
keys learned in b) above] V«Y», Y«V», Y«Z», and Z«Y>»: To communicate with B, it nged therefore only

obtain Z«B» from the Directory;

assuming that users certified by X and Z frequently communicate, then X«Z» wotld be held in the
directory entry for X, and vice versa (this is shown in Figure 4). If A wants to authentjcate to B, A need

only obtain:
X«Z», Z«B»
to form the certification path, and:
Z&X»
to form the return certification\path;

assuming users A and C'have communicated before and have learned one another’s
use each other’s public key directly, i.e.

Cp = Xpe X«C»
and
Ap = Xp e+ X«A»

\
\ \

W«V» |V N
U«V»

W«E»
TISO3970-94/d05

Figure 5 — Non-hierarchical certification path — An example
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Let V be a CA with whom CAs U and W have at some previous time exchanged public keys in a trusted way. As a
result, certificates U«V», V«U», W«V» and V«W» have been generated and stored in the Directory. Assume U«V» and
W«V» are stored in the entry of V, V«U» is stored in U’s entry, and V«W» is stored in W’s entry.

User D must find a certification path to E. Various strategies could be used. One such strategy would be to regard the
users and CAs as nodes, and the certificates as arcs in a directed graph. In these terms, D has to perform a search in th
graph to find a path from U to E, one such being U«V», V«W», W«E». When this path has been discovered, the reverse
path W«V», V«U», U«D» can also be constructed.

9 Digital signatures

This clause is not intended to specify a standard for digital signatures in general, but to specify the means by which the
tokens are signed in the Directory.

Informatiop (info) is signed by appending to it an enciphered summary of the information. The summary is produced by
means of p one-way hash function, while the enciphering is carried out using the private key.ofthe signer (see Figure 6).
Thus:

X{Info} = Info, Xs[h (Info)]

Private key i !  Public key

xs) S
el Xs[h(info)] ’ﬁ—é_’

:Compare

Info

Signer (X) Recipient
TISO3980-94/d06

Figure 6 — Digital signatures

NOTE 1 — The encipherment_using the private key ensures that the signature cannot be forged. The ong-way nature of the hash
function| ensures that false infermation, generated so as to have the same hash result (and thus signature), [cannetbe substitut

The recipignt of signed infermation verifies the signature by:

applying.the one-way hash function to the information;

- comparing the result with that obtained by deciphering the signature using the public Key of the signer.

This authantication framework does not mandate a single one-way hash function for use in signing llt is intended that the
framework shall be applicable to any suitable hash function, and shall thus support changes to the methods used as &
result of future advances in cryptography, mathematical techniques or computational capabilities. However, two users
wishing to authenticate shall support the same hash function for authentication to be performed correctly. Thus, within
the context of a set of related applications, the choice of a single function shall serve to maximize the community of
users able to authenticate and communicate securely.

The signed information includes indicators that identify the hashing algorithm and the encryption algorithm used to
compute the digital signature.

The encipherment of some data item may be described using the following ASN.1:

ENCRYPTED { ToBeEnciphered } = BIT STRING ( CONSTRAINED BY {

-- must be the result of applying an encipherment procedure --
-- to the BER-encoded octets of a value of -- ToBeEnciphered } )

ITU-T Rec. X.509 (1997 E) 15
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The value of the hit string is generated by taking the octets which form the complete encoding (using the ASN.1 Basic
Encoding Rules — ITU-T Rec. X.690 | SO/IEC 8825-1) of the value offtiBeEnciphered type and applying an
encipherment procedure to those octets.

NOTE 2 — The encryption procedure requires agreement on the algorithm to be applied, including any parameters of the algorithm
such as any necessary keys, initialization values, and padding instructions. It is the responsibility of the encryptioaspimcedu

specify the means by which synchronization of the sender and receiver of data is achieved, which may include information in the
bits to be transmitted.

NOTE 3 — The encryption procedure is required to take as input a string of octets and to generate a single string sf bits as it

NOTE 4 — Mechanisms for secure agreement on the encryption algorithm and its parameters by the sender and receiver of data are
outside the scope of this Directory Specification.

The signature of some dataitem is formed by encrypting a shortened or "hashed" transformation of the item, and may be
described by the following ASN.1:

ENCRYPTED-HASH { ToBeSigned} ::= BIT STRING ( CONSTRAINED BY {

-- mugt be the result of applying a hashing procedure to the DER-encoded octets --
-- of avalue of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- 1)

SIGNATURE { ToBeSigned } ::= SEQUENCE {
algorithmldentifier Algorithmldentifier,
encrypted ENCRYPTED-HASH { ToBeSigned }}

In the case|

SIGNED { ToBeSigned } ::= SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE { ToBeSigned }}

NOTE % — The encryption procedure requires the agreements listed in Note 2, and’also agreement as to W
are encfypted directly, or only after further encoding them as a BIT STRING using'the ASN.1 BasicEncodin

hether the hashed octets
O Rules.

where a signature must be appended to a data type, the following ASN.1 may be used to define the data type
resulting frpm applying a signature to the given data type.

In order t@ enable the validation of SIGNED and SIGNATURE types in a distributed environment, a distinguished

encoding i$ required. A distinguished encoding of a SIGNED or SIGNATURE data value shall be obtained I
the Basic Bncoding Rules defined in 1SO 8825, with thefollowing restrictions:

a thedefinite form of length encoding.shall be used, encoded in the minimum number of octets;
b) for string types, the constructed form of encoding shall not be used;

c) if thevaueof atypeisitsdefault value, it shall be absent;

d the components of a Set type shall be encoded in ascending order of their tag value;

g) the componentsofia Set-of type shall be encoded in ascending order of their octet value;

—h

if the valueof ‘aBoolean type is true, the encoding shall have its contents octet set to "FF" 1¢;

d each unused hits in the final octet of the encoding of a Bit String value, if there are any, shd
Zero;

by applying

il be set to

factor shall be zero.

I']) the’encoding of a Real type shall be such that bases 8, 10, and 16 shall not be used, and the bi Tary scaling

i) theencoding of aUTC time shall be as specified in ITU-T Rec. X.690/Cor. 2 | ISO/IEC 8825-1/Cor. 2;
j)  theencoding of a Generalized time shall be as specified in ITU-T Rec. X.690 | ISO/IEC 8825-1.

Generating a distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. The
Directory may be required to sign data or check the signature of data that contains unknown protocol extensions or
unknown attribute syntaxes. The Directory shall follow these rules:

16

— It shall preserve the encoding of received information whose abstract syntax it does
which it expects to subsequently sign;

— When signing data for sending, it shall send data whose syntax it fully knows wi

not fully know and

th a distinguished

encoding and any other data with its preserved encoding, and shall sign the actual encoding it sends;

— When checking signatures in received data, it shall check the signature against the
rather than its conversion of the received data to a distinguished encoding.

ITU-T Rec. X.509 (1997 E)
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10 Strong authentication procedures

10.1 Overview

: 1998 (E)

The basic approach to authentication has been outlined above, namely the corroboration of identity by demonstrating
possession of a private key. However, many authentication procedures employing this approach are possible. In general,
it isthe business of a specific application to determine the appropriate procedures, so asto meet the security policy of the
application. This clause describes three particular authentication procedures, which may be found useful across a range
of applications.

NOTE — This Directory Specification does not specify the procedures to the detail required for implementation. However,
additional Recommendations | International Standards could be envisaged which would do so, either in an application-specific or

in a gen

The three

eral-purpose way.

rocedures involve different numbers of exchanges of authentication information, and consequen

different types of assuranceto their participants. Specifically:

a

In each ca
path from
clause 7 4

The checH
used in 4
recommelr

For each
all of the d

tly provide

One-way authentication, described in 10.2, involves a single transfer of information,from ohe user (A)

intended for another (B), and establishes the following:
— theidentity of A, and that the authentication token actually was generated by A;

— the identity of B, and that the authentication token actually was ihtended to be ser

t to B;

— the integrity and "originality" (the property of not having<been sent two or mgre times) of the

authentication token being transferred.
The latter properties can also be established for arbitrary additional data accompa

Two-way authentication, described in 10.3, involves, ir’addition, a reply from B to A
addition, the following:

— that the authentication token generated in.the reply actually was generated by B
be sent to A,

— the integrity and originality of the authentication token sent in the reply;
—  (optionally) the mutual secrecy-of*part of the tokens.

Three-way authentication, described in 10.4, involves, in addition, a further transfg
establishes the same properties as the two-way authentication, but does so w
association timestamp checgking.

nying the transfer.

. It establishes, in

and was intended to

br from A to B. It
thout the need for

se where Strong Authentieation is to take place, A must obtain the public key of B, and the return certification

B to A, prior to anytexchange of information. This may involve access to the Directo
bove. Any such agcess is hot mentioned again in the description of the procedures below

ry, as described in

ing of timestamps as mentioned in the following subclauses only applies when either symchronized clocks are

local environment, or if clocks are logically synchronized by bilateral agreements.
ded that Coordinated Universal Time be used.

Df the_three authentication procedures described below, it is assumed that party A has g
ertificates in the certification path.

In any case, it is

hecked the validity of

10.2 One-way authentication

The following steps are involved, as depicted in Figure 7:

1
2

) A generates, a non-repeating number, which is used to detect replay attacks and to prevent forgery;

) A sends the following message to B:

B - A, AftA, A, B}

where £ is a timestamp.At consists of one or two dates: the generation time of the token (which is

optional) and the expiry date. Alternatively, if data origin authentication of "sgnData" is
the digital signature:

B - A, A{tA A, B, sgnData}

ITU-T Rec. X.509 (1997 E)
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3

In cases where information is to be conveyed which will subsequently be used as a private key (this
information is referred to as "encData" ):

B - A, A{tA, rA, B, sgnData, Bp[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g. to be a strong key for
whatever cryptosystem is used asindicated in the "sgnData" field of the token.

B carries out the following actions:

a) obtainsApfromB - A, checking that A’s certificate has not expired,;

b) verifies the signature, and thus the integrity of the signed information;

c) checks that B itself is the intended recipient;

d) checks that the timestamp is "current";

e) optionally, checks thaf‘rhas not been replayed. This could, for example, be achigved by hAving r

include a sequential part that is checked by a local implementation for its valde uniqueness.

rA is valid until the expiry date indicated Y. t* is always accompanied by,a Sequential part, which
indicates that A shall not repeat the token during the timerdnged therefore that checking of the

Two-way authentication

ng steps are involved;)as depicted in Figure 8:

value of A itself is not required.

In any case, it is reasonable for party B to store the sequential part together with|tim@stathp t
clear and together with the hashed part of the token during timefange t

TISO3990-94/d07

Figure 7= One-way authentication

asfor 10.2;
asfor 10:2:
as ford0.2;

B generates rB, a non-repeating number, used for similar purpose(s) to rA;

10.3

The follow|
1
2
3
5)

18

B sends the following authentication token to A:
B{tB, 1B, A, 1A}
where tB is a timestamp defined in the same way astA.
Alternatively, if data origin authentication of "sgnData" is to be provided by the digital signature:
B{tB, 1B, A, rA, sgnData}

In cases where information is to be conveyed which will subsequently be used as a private key (this
information is referred to as "encData" ):

B{tB, rB, A, rA sgnData, Ap[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g. to be a strong key for
whatever cryptosystem is used asindicated in the "sgnData" field of the token.

ITU-T Rec. X.509 (1997 E)
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6) A carries out the following actions:
a) verifiesthe signature, and thus the integrity of the signed information;
b) checksthat A isthe intended recipient;
c) checksthat the timestamp tB is "current";

d) optionally, checksthat rB has not been replayed [see 10.2, step 3, d)].

TISO4000-94/d08

Figure 8 — Two-way authentication

104 Three-way authentication

The follow|ng steps are involved, as depicted in Figure 9:

Asfor 10.3.

Asfor 10.3. Timestamp tA may be zero.

Asfor 10.3, except that the timestamp need not be checked.
Asfor 10.3.

Asfor 10.3. Timestamp tB may be zexo:

Asfor 10.3, except that the timéstamp need not be checked.

A checksthat the receivedr®isidentical to the rA which was sent.

(D\IO)U'I\%OOI\.)I—\

A sends the following authentication token to B:
A{rB,B}
9 B carriesout the following actions:
a) <checksthe signature and, thus, the integrity of the signed information;

b)- checks that the received rB isidentical to the rB which was sent by B.

TISO4010-94/d09

Figure 9 — Three-way authentication
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11 Management of keys and certificates

111 Generation of key pairs

The overall security management policy of an implementation shall define the lifecycle of key pairs, and is, thus, outside
the scope of the authentication framework. However, it is vital to the overall security that all private keys remain known
only to the user to whom they belong.

Key data is not easy for a human user to remember, so a suitable method for storing it in a convenient transportable

manner shall be employed. One possible mechanism would be to use a "Smart Card". This would hold the private and

(optionally) public keys of the user, the user’s certificate, and a copy of the certification authority’s public key. The use

of this card shall additionally be secured by, e.g. at least use of a Personal Identification Number (PIN), increasing the
security of the system by requiring the user to possess the card and to know how to access it. The exact method choser

for Stonng such rlaf::’ hn\l\lﬂ\lﬂl", IS hnynnrl the. scope of-this nlrnr\fnry Qpnmfmahnn

Three ways in which a user’s key pair may be produced are:

a) The user generates its own key pair — This method has the advantage that-a user’q private key is never
released to another entity, but requires a certain level of competence by the‘user as described in Annex D.

b) The key pair is generated by a third party — The third party shall reledase the private [key to the user in a
physically secure manner, then actively destroy all information relatingto the creation pf the key pair plus
the keys themselves. Suitable physical security measures shallKbe employed to ensufe that the third party
and the data operations are free from tampering.

c¢) The key pair is generated by the CA — This is a special case’of b), and the consideratipns there apply.

NOTE — The certification authority already exhibits trusted functionality with respect to the user,[and shall be subject
to the necessary physical security measures. This method has the advantage of not requiring sdcure data transfer to the
CA for certification.

The cryptogystem in use imposes particular (technical) constraintson key generation.

11.2 N anagement of certificates

A certificate associates the public key and unique distinguished name of the user it describes. Thus:
a acertification authority shall. be satisfied of the identity of a user before creating a certificate far it;

b) acertification authority shall not issue certificates for two users with the same name.

The produgtion of a certificate occurs off-line and shall not be performed with an automatic query/response mechanism.
The advantage of this certification is that because the private key of the certification authority, CAs, is ngver known
except in the isolated and physically secure CA, the CA private key may then only be learnt by an attack on CA itself,
making comnpromise unlikely:

It is imporfant that. the transfer of information to the certification authority is not compromised, and suitalple physical
security measures shall be taken. In this regard:

a) \Wwould be a serious breach of security if the CA issued a certificate for a user with a public Key that had
been tampered with.

b) If the means of generation of key pairs of 11.1 b) or of 11.1 c) is employed, the user’s private key must be
transferred to the user in a secure manner.

c) If the means of generation of key pairs of 11.1 a) or of H)1id employed, the user may use different
methods (on-line or off-line) to communicate its public key to the CA in a secure manner. On-line
methods may provide some additional flexibility for remote operations performed between the user and
the CA.

A certificate is a publicly available piece of information, and no specific security measures need to be employed with
respect to its transportation to the Directory. As it is produced by an off-line certification authority on behalf of a user
who shall be given a copy of it, the user need only store this information in its directory entry on a subsequent access to
the Directory. Alternatively, the CA could lodge the certificate for the user, in which case this agent shall be given
suitable access rights.
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Certificates shall have a lifetime associated with them, at the end of which they expire. In order to provide continuity of
service, the CA shall ensure timely availability of replacement certificates to supersede expired/expiring certificates.
Two related points are:

Validity of certificates may be designed so that each becomes valid at the time of expiry of its
predecessor, or an overlap may be allowed. The latter prevents the CA from having to install and

distribute a large number of certificates that may run out at the same expiration date.

Expired certificates will normally be removed from the Directory. It is a matter for the security policy and
responsibility of the CA to keep old certificates for a period of time if a non-repudiation of data service is

provided.

Certificates may be revoked prior to their expiration time, e.g. if the user’s private key is assumed to be compromised, or
the user is no longer to be certified by the CA, or if the CA'’s certificate is assumed to be compromised. Four related

points are:

The Tevocation of a USer certiicate or CA ceruiicate shall be made Known by 1N
certificate shall be made available, if appropriate. The CA may then inform the owng
about its revocation by some off-line procedure.

The CA shall maintain:

a) atimestamped list of the certificates it issued which have been revoked;

b) atimestamped list of revoked certificates of all CAs known to the-CA, certified by
Both certified lists shall exist, even if empty.

The maintenance of Directory entries affected by the CA’S_revocation lists is the rd
Directory and its users, acting in accordance with the seetrity policy. For example, th
its object entry by replacing the old certificate with-a new one. The latter shall
authenticate the user to the Directory.

The revocation lists ("black-lists") are ¢Oheld within entries as attriby
"CertificateRevocationList" and "AuthorityRevocationList". These attributes can be ope
same operations as other attributes. These‘attribute types are defined as follows:

e CA, and a new
or of the certificate

he CA.

sponsibility of the
e user may modify
then be used to

tes of types
rated on using the

certificateRevocationList ATTRIBUTE ::=.{{
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE (eertificatel istExactMatch
ID id-at-certificateRevocationList }
authorityRevocationList ATTRIBUTE ::= ({
WITH SYNTAX CertificatelList
EQUALITY MATCHING RULE certificateL istExactMatch
ID id-at-authorityRevocationList }
CertificateList n= SIGNED { SEQUENCE {
version Version OPTIONAL,
-- if present, version must be v2
signature Algorithml dentifier,
isster Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
user Certificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlExtensions [0] Extensions OPTIONAL }}

NOTE 1 — The checking of the entire list of certificates is a local matter. The list shall not be assumed to be in any pasicular ord
unless specific ordering rules have been specified by the issuing CA, e.g. in that CA’s policy.

NOTE 2 - If a non-repudiation of data service is dependent on keys provided by the CA, the service should ensure that all
relevant keys of the CA (revoked or expired) and the timestamped revocation lists are archived and certified by a current

authority.

NOTE 3 - If any extensions included irCartificateList are defined as critical, the version element ofGheificateList shall be

present. If no extensions defined as critical are included, the version element shall be absent. This may permit an implementat
that only supports version 1 CRLs to still use the CRL if in its examination oétbledCertificates sequence in the CRL, it does

not encounter an extension. An implementation that supports version 2 (or greater) CRLs may be able to optimize itsiprocessing
it can determine early in processing that no critical extensions are present in the CRL.

ITU-T Rec. X.509 (1997 E)
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NOTE 4 - When an implementation processing a certificate revocation list does not recognize a critical extension in the
crlEntryExtensions field, it shall assume that, at a minimum, the identified certificate has been revoked and is no longer valid and
performs additional actions concerning that revoked certificate as dictated by local policy. When an implementation does not
recognize a critical extension in theExtensions field, it shall assume that identified certificates have been revoked and are no
longer valid. However in the latter case, since the list may not be complete, certificates that have not been identifiggd as bei
revoked cannot be assumed to be valid. In this case, local policy shall dictate the action to be taken. In any casg loegl polic
dictate actions in addition to and/or stronger than those stated in this Specification.

NOTE 5 — If an extension affects the treatment of the list (e.g. multiple CRLs must be scanned to examine the entire list of
revoked certificates, or an entry may represent a range of certificates), then that extension shall be indicated aghgitical in
crlExtensions field regardless of where the extension is placed in the CRL. An extension indicated iBrthgExtensions field of

an entry shall be placed in that entry and shall affect only the certificate(s) specified in that entry.

NOTE 6 — Standard extensions for CRLs are defined in clause 12.

12 Certificate and CRL extensions

121

ntroduction

This clausg specifies extensions in the following areas:

a Key and policy information: These certificate and CRL extensions cenvey additional information about
the keysinvolved, including key identifiers for subject and issuer keys, indicators of intended ¢r restricted
key usage, and indicators of certificate policy.

) Subject and issuer attributes: These certificate and CRLextensions support aternative nameg, of various
name forms, for a certificate subject, a certificate issuer, or a CRL issuer. These extensiops can aso
convey additional attribute information about the cértificate subject, to assist a certificate uger in being
confident that the certificate subject is a particular.person or entity.

¢) Certification path constraints: These certificate extensions allow constraint specifications to pe included
in CA certificates, i.e. certificates for CAs‘¥ssued by other CAs, to facilitate the automated prpcessing of
certification paths when multiple certificate policies are involved. Multiple certificate policieq arise when
policies vary for different applications in an environment or when interoperation with external
environments occurs. The constraints may restrict the types of certificates that can be isgued by the
subject CA or that may occur.subsequently in a certification path.

d Basic CRL extensions: These CRL extensions allow a CRL to include indications of revocation reason, to
provide for temporary suspension of a certificate, and to include CRL-issue sequence numbgrs to allow
certificate users to.detect missing CRLs in a sequence from one CRL issuer.

e CRL distribution points and delta-CRLs: These certificate and CRL extensions allow the complete set of
revocation_information from one CA to be partitioned into separate CRLs and allow | revocation
information from multiple CAs to be combined in one CRL. These extensions also support the use of
partial CRL s indicating only changes since an earlier CRL issue.

In acertificate or CRL, an extension is flagged as being either critical or non-critical. If an extension is flagged critical
and a certificate-using system does not recognize the extension field type or does not implement the semantics of the
extension, then that system shall consider the certificate invalid. If an extension is flagged non-critical, a certificate-using
system that does not recognize or implement that extension type may process the remainder of the certificate ignoring
the extension. Extension type definitions in this Directory Specification indicate if the extension is always critical,
always non-critical, or if criticality can be decided by the certificate or CRL issuer. The reason for requiring some
extensions to be always non-critical is to allow certificate-using implementations which do not need to use such
extensions to omit support for them without jeopardizing the ability to interoperate with al certification authorities.

NOTE — A certificate-using system may require certain non-critical extensions to be present in a certificate in order for that
certificate to be considered acceptable. The need for inclusion of such extensions may be implied by local policy rules of the
certificate user or may be a CA policy rule indicated to the certificate-using system by inclusion of a particular cediityate
identifier in the certificate policies extension with that extension being flagged critical.
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For all certificate extensions, CRL extensions, and CRL entry extensions defined in this Directory Specification, there
shall be no more than one instance of each extension typein any certificate, CRL, or CRL entry, respectively.

This clause also defines matching rules to facilitate the selection of certificates or CRLs with specific characteristics
from multi-valued attributes holding multiple certificates or CRLs.

12.2

1221

Key and policy information

Requirements

The following requirements relate to key and policy information:

a) CA key pair updating can occur at regular intervals or in special circumstances. There is a need for a

certificate field to convey an identifier of the public key to be used to verify the certificate signature. A

chifi oot Holnolcaict o~ ack il CIE 1= HISSE -9 =PI 1 + A chifi oot forauali 1
UCILIIIUWC"UJIIH Q_yJLCIII CUT UoC OULIT TUCTIUTTCI O TTT IIIIuIIIU IS CUTNTUOUL Uy CUIurnmocatT 1N v Id&lng the
certificate issuer’s public key.

b) In general, a certificate subject has different public keys and, correspondingly, diffefent certificates for
different purposes, e.g. digital signature and encipherment key agreement. &-certificate field is needed to
assist a certificate user in selecting the correct certificate for a given subjeet for a particular purpose or to
allow a CA to stipulate that a certified key may only be used for a particular purpose.

c¢) Subject key pair updating can occur at regular intervals or in special Circumstances. There is a need for a
certificate field to convey an identifier to distinguish between different public keys forl the same subject
used at different points in time. A certificate-using system can\use such identifiers in|finding the correct
certificate.

d) The private key corresponding to a certified public key-is typically used over a differgnt period from the
validity of the public key. With digital signature keys, the usage period for the signjng private key is
typically shorter than that for the verifying publie'key. The validity period of the certificate indicates a
period for which the public key may be used, which is not necessarily the same as th¢ usage period of the
private key. In the event of a private key.compromise, the period of exposure cap be limited if the
signature verifier knows the legitimate use period for the private key. There is therefore a requirement to
be able to indicate the usage period of.the private key in a certificate.

€) Because certificates may be used;in environments where multiple certificate policies apply, provision
needs to be made for including céttificate policy information in certificates.

fl When cross-certifying from, one organization to another, it can sometimes be agreed that certain of the
two organizations’ policies,can be considered equivalent. A CA certificate needs to gllow the certificate
issuer to indicate that'one of its own certificate policies is equivalent to another certificate policy in the
subject CA’s domain. This is known as policy mapping.

d) A user of an encipherment or digital signature system which uses certificates defingd in this Directory
Specification needs to be able to determine in advance the algorithms supported by other users.

12.2.2 (ertificate and-CRL extension fields
The followiing extension fields are defined:

a)Authority key identifier;

b) Subject key identifier;

c) Keyusage;

d) Private key usage period;

e) Certificate palicies;

f)  Policy mappings.

These extension fields shall be used only as certificate extensions, except for authority key identifier which may also be
used as a CRL extension. Unless noted otherwise, these extensions may be used in both CA certificates and end-entity

certificates.

In addition, a Directory attribute is defined to support the selection of an algorithm for use when communicating with a
remote end entity using certificates as defined in this Directory Specification.

ITU-T Rec. X.509 (1997 E)
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12.2.2.1 Authority key identifier field

This field, which may be used as either a certificate extension or CRL extension, identifies the public key to be used to
verify the signature on this certificate or CRL. It enables distinct keys used by the same CA to be distinguished (e.g. as
key updating occurs). Thisfield is defined as follows:

authorityKeyldentifier EXTENSION ::={
SYNTAX AuthorityK eyl dentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber  [2] CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS {..., authorityCertlssuer PRESENT,

WITH

K eyl dentifi

The key m
for the kg

authorityCgrtSerialNumber component), or by both explicit key identifier and identification of a certificate fo

both forms|
shall be u
extension.

authorityCértlssuer component. (See 12.3.2.1 for details of the GeneralNamesitype.)

Certificatid
uniquely id

This exteng

12.2.2.2 S
Thisfield i

(e.g. askey updating occurs). Thisfield is defined-asfollows:

subjectK ey
SYNT

IDENTIFIED BY  id-ce-subjectKeyldentifier }

SubjectK ey

A key identifier shall beunique with respect to al key identifiers for the subject with which it is used. This ¢
always nort-critical.

12.2.2.3 Hey usagefield

Thisfield,

authorityCertSerraiNumber PRESENT S |
COMPONENTS {..., authorityCertlssuer ABSENT,
authorityCertSerialNumber ABSENT})

br 1:= OCTET STRING

by be identified by an explicit key identifier in the keyl dentifier component, by identification of
y (giving certificate issuer in the authorityCertissuer component and certificate serial nuni

of identification are used, then the certificate or CRL issuer shall ensurethey are consistent. A ke

An implementation which supports this extension is not required to-be able to process al name f

entifies asingle certificate.

ion is always non-critical.
ubject key identifier field
[dentifies the public key being certified..|t-enables distinct keys used by the same subject to be di

dentifier EXTENSION ::={

AX Subj ectK eyl dentifier

dentifier ::= Keyldentifier

Which indicates the purpose for which the certified public key is used, is defined as follows:

h certificate
ber in the
the key. If
by identifier

ique with respect to al key identifiers for the issuing authority for the certificate or CRL cortaining the

prms in the

n authorities shall assign certificate serial numbers such-thiat every (issuer, certificate serial nymber) pair

fferentiated

Extension is

keyUsage EXTENSION ::={
SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }

KeyUsage::=BIT STRING {
digitalSignature 0),
nonRepudiation 2,
keyEncipherment (2),
dataEncipher ment 3,
keyAgreement (4),
keyCertSign 5),
cRL Sign (6),
encipher Only @,
decipherOnly 8}
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Bitsin the KeyUsage type are as follows:

a) digitalSignature: For verifying digital signatures that have purposes other than those identified in b), f),
or g) below.
b) nonRepudiation: For verifying digital signatures used in providing a non-repudiation service which

protects against the signing entity falsely denying some action (excluding certificate or CRL
inf) or g) below).

¢) keyEncipherment: For enciphering keys or other security information, e.g. for key transport.

€) keyAgreement: For use as apublic key agreement key.

keyCertSign: For verifying a CA'’s signature on certificates.

The bitskeyCertSign is for use in CA-certificates only. KeyUsage is set tokeyCertSign and the bas

extension
may also
integrity o

This exten

If the extension is flagged critical, then the certificate shall\be used only for a purpose for which th

usage bit

If the extepsion if flagged non-critical, then it indicates the intended purpose or purposes of the key
finding the correct key/certificate of an entity that*has multiple keys/certificates. It is an advisory

imply that
for that pu

12224 H

This field
basic purg

extKeyUsag

SYNTAX SEQUENCE SIZE (1.MAX) OF KeyPurposeld

IDENT

KeyPurpos

cRL Sign: For verifying a CA’s signature on CRLs.

signing, as

dataEncipherment: For enciphering user data, but not keys or other security information asin c) above.

encipherOnly: Public key agreement key for use only in enciphering data when\usedepitlr eement

bit also set (meaning with other key usage bit set is undefined).

decipher Only: Public key agreement key for use only in deciphering data’when usele
bit also set (meaning with other key usage bit set is undefined).

is present in the same certificate, the value eftitemponent of thiat\extension shall be se]
use other of the defined key usage bitseyiusage, e.g.digitalSignature for providing authe
on-line administration transactions.

sion may, at the option of the certificate issuer, be eithet. critical or non-critical.

S set to one.

usage of the key is restricted to the purpose indicated. A bit set to zero indicates that th
rpose. If all bits are zero, it indicates the key is intended for some purpose other than thos

xtended key usage field

ndicates one or more purposes for which the certified public key may be used, in addition
oses indicated in the.Key usage extension field. This field is defined as follows:

e EXTENSION ::5{

| FIED By id-ce-extK eyUsage }

bl d ;:& @BJECT IDENTIFIER

WAt eement

c constraints
ROWE. CAs
htication and

b corresponding key

, and may be used in
field and does not
e key is not intended
e listed.

to or in place of the

Key purp
assigned i

kL afi P H 44 HA 2N a_ Ok + ol +if ot 1l EYT =W |
SCO |||ay T UTIITICU lJy Aal Iy UIuClIIIL(]I.IUII wWitnT A TICTU. UIJJC\JL TUTTIUNTCTO UoTU U IUCIII.IIy r\ey purposes Sha” be

n accordance with CCITT Rec. X.660 | ISO/IEC 9834-1.

This extension may, at the option of the certificate issuer, be either critical or non-critical.

If the extension is flagged critical, then the certificate shall be used only for one of the purposes indicated.

If the extension is flagged non-critical, then it indicates the intended purpose or purposes of the key, and may be used in
finding the correct key/certificate of an entity that has multiple keys/certificates. It is an advisory field and does not
imply that usage of the key is restricted by the certification authority to the purpose indicated. (Using applications may
nevertheless require that a particular purpose be indicated in order for the certificate to be acceptable to that application.)

If a certificate contains both a critical key usage field and a critical extended key usage field, then both fields shall be
processed independently and the certificate shall only be used for a purpose consistent with both fields. If there is no
purpose consistent with both fields, then the certificate shall not be used for any purpose.
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rivate key usage period field

Thisfield indicates the period of use of the private key corresponding to the certified public key. It is applicable only for
digital signature keys. Thisfield is defined as follows:

privateK eyUsagePeriod EXTENSION ::= {
SYNTAX PrivateK eyUsagePeriod
IDENTIFIED BY id-ce-privateK eyUsagePeriod }

PrivateK eyUsagePeriod ::= SEQUENCE {
notBefore [Q] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }
(WITH COMPONENTS {..., notBefore PRESENT} |

WITH

COMPONENTS {..., notAfter PRESENT})

The notBefpre component indicates the earTiest date and time at which the private key could be used for s

hing. If the

notBefore gomponent is not present, then no information is provided as to when the period of valid use of the|private key

commence$. The notAfter component indicates the latest date and time at which the private key,could
signing. If the notAfter component is not present, then no information is provided as to when thegpériod of

the private

This extengion is always non-critical.

NOTE 1
the cert]
for the

NOTE 3

compromise, up to the time of verification, then a valid certificate must still exist for the public key at verifig
certificgte(s) for a public key have expired, a signature verifier cannot rely_on compromises being notified vi

12226 Q

This field

qualifier in
application
certificateP

SYNT
IDENT

CertificateH

Policyl nfor
policy
policy

P

CertPolicyl

PolicyQuali
policy

key concludes.

— The period of valid use of the private key may be different from the certified yalidity of the publid
ficate validity period. With digital signature keys, the usage period for the Signing private key is typi
erifying public key.

— If the verifier of a digital signature wants to check that the kéy)has not been revoked, for

ertificate policiesfield

ists certificate policies, recognized by the issuing CA, that apply to the certificate, together wi
formation pertaining to these certificate policies. Fypicaly, different certificate policies will relate
5 which may use the certified key. Thisfield isidefined as follows:

pliciesEXTENSION ::={
AX CertificatePoliciesSyntax
[IFIED BY id-ce-certificatePolicies}

oliciesSyntax ::= SEQUENCE-SIZE (1..M AX) OF Policyl nformation

mation ::= SEQUENCE {

dentifier CertPolicyld;

Dualifiers SEQUENCE SIZE (1.MAX) OF
olicyQualifier Info OPTIONAL }

[ ::= OBJECT tDENTIFIER

fier | nfo-= SEQUENCE {
Dudlifierld  CERT-POLICY-QUALIFIER.&id

1e used for

alid use of

key as indicated by
Callyherottent

example due to key
atiokftiemthe
h CRLs.

th optional
to different

({SuppartedPaolicyQualifiers})

qualifi

er CERT-POLICY-QUALIFIER.& Qualifier
({SupportedPolicyQualifier si{ @policyQualifier | d})
OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ...}

A value of the Policylnformation type identifies and conveys quaifier information for one certificate policy. The
component policyl dentifier contains an identifier of a certificate policy and the component policyQualifiers contains

policy qual

ifier values for that el ement.

This extension may, at the option of the certificate issuer, be either critical or non-critical.

If the extension is flagged critical, it indicates that the certificate shall only be used for the purpose, and in accordance
with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require the
certificate-using system to process the qualifier value in a particular way.
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If the extension is flagged non-critical, use of this extension does not necessarily constrain use of the certificate to the
policies listed. However, a certificate user may require a particular policy to be present in order to use the certificate
(see 12.4.3). Policy qualifiers may, at the option of the certificate user, be processed or ignored.

Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object
identifiers used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with
CCITT Rec. X.660 | ISO/IEC 9834-1. The following ASN.1 object class is used in defining certificate policy qualifier

types:

CERT-POLICY-QUALIFIER ::= CLASS{

&id

OBJECT IDENTIFIER UNIQUE,

& Qualifier OPTIONAL }
WITH SYNTAX {
POLICY-QUALIFIER-ID &id

[QUA

|IFIER-TYPE & Qualifier] }

A definitio|

NOTE
applicat
ASN.1

elemen

12227 H

Thisfield,
user of acg
to a differg

policyM apy]
SYNT
IDENT

PolicyM apy]
issuer ]
subjec

Theissuerl
can be co
in the sub]

This exten

NOTE 1
and the
there m
implied

n of apolicy qualifier type shall include:
a statement of the semantics of the possible values; and

an indication of whether the qualifier identifier may appear in a certificate\policies ex
accompanying value and, if so, the implied semantics in such a case.

1 A qualifier may be specified as having any ASN.1 type. When the qualifier isJanticipated to be

ions that do not have ASN.1 decoding functions, it is recommended that th@Ctlpe STRING be s
DCTET STRING value can then convey a qualifier value encoded according,to any convention sp
defining organization.

olicy mappingsfield

brtification path containing this certificate, one of the issuér's certificate policies can be considg
Nt certificate policy used in the subject CA’s domain. This field is defined as follows:

ingsEXTENSION ::={

AX PolicyM appingsSyntax
I FIED BY id-ce-policyMappings}

ingsSyntax ::= SEQUENCE SIZE (1.MAX)OF SEQUENCE {
DomainPolicy CertPolicyld,
DomainPolicy CertPolicyld }

omainPolicy component indicates a certificate policy that is recognized in the issuing CA
hsidered equivalent to the certificate policy indicated sultfeetDomainPolicy component that
ect CA’s domain.

sion is always non-critical.

Canadian.government may have a policy chll8dTrade. While the two policies are distinctly identifi
ay be an.agreement between the two governments to accept certification paths extending crosg
by thesepolicies for relevant purposes.

NOTE 3
personn

= Pollcy mapplng |mp||es S|gn|f|cant admlnlstratlve overheads and the involvement of sunably di

ension without an

used primarily with
pecified. The
ecified by the policy

Wwhich shall be used in CA certificates only, allows a certificate issuer to indicate that, for the purposes of the

bred equivalent

s domain and that
S recognized

— An examplé:of*policy mapping is as follows: the U.S. government domain may have a policyCegédién Trade

bd and defined,
-border within the rules

igent and authorized

pbn policiesothan it is

apply pollcy mapping. In the above example |twould be preferable for the U.S., Canada, and Mexico to agree upon a common
policy for North American Trade.

NOTE 3 — It is anticipated that policy mapping will be practical only in limited environments in which policy statementyg are ve

simple.

12.2.2.8 Supported algorithmsattribute

A Directory attribute is defined to support the selection of an agorithm for use when communicating with a remote end
entity using certificates as defined in this Directory Specification. The following ASN.1 defines this (multi-valued)

attribute:

supportedA
WITH

Igorithms ATTRIBUTE ::={
SYNTAX SupportedAlgorithm

EQUALITY MATCHING RULE algorithmldentifierMatch
ID id-at-supportedAlgorithms}
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SupportedAlgorithm ::= SEQUENCE {

algorit

hmldentifier Algorithmldentifier,

intendedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies  [1] CertificatePoliciesSyntax OPTIONAL }

Each value of the multi-valued attribute shall have a distinct algorithmlidentifier value. The value of the intendedUsage
component provides an indication of the intended usage of the algorithm (see 12.2.2.3 for recognized uses). The value of
the intendedCertificatePolicies component identifies the certificate policies and, optionaly, certificate policy qualifiers

with which

the identified algorithm may be used.

12.3 Certificate subject and certificate issuer attributes

1231 Requirements

The fol low

a

1232 (

The follow|
3
b

C

These field

Certificates need to be usable by applications that employ a variety of name forms, includi
electronic mail names, Internet domain names, X.400 originator/recipient addresses,~and
names. It is therefore necessary to be able to securely associate multiple names of avariety of

with a certificate subject or a certificate or CRL issuer.

A certificate user may need to securely know certain identifying informatien_about a subject

postal address, position in a corporation, or a picture image may bed4equired. Such informat
conveniently represented as directory attributes, but these attributes” are not necessarily

distinguished name. A certificate field is therefore needed for conveying additional director
beyond those in the distinguished name.

ertificateand CRL extension fields
ng extension fields are defined:
Subject alternative name;
Issuer alternative name;

Subject directory attributes.

s shall be used only as certificate extensions, except for issuer aternative name which may also K

ng Internet
EDI party
name forms

in order to

have confidence that the subject is indeed the person or thing intended. For example, informatjion such as

on may be
bart of the
v attributes

e used as a

s bound by

CRL extension. As certificate extensions, they*may be present in CA certificates or end-entity certificates.
12.3.2.1 Subject alternative name figld
This field ¢ontains one or more alternative names, using any of a variety of name forms, for the entity that |
the CA to the certified public key.-This field is defined as follows:
subjectAltName EXTENSI QNv== {
SYNTRAX GeneralNames
IDENTIFIED BY-id-ce-subjectAltName }
GeneralNarnes : ;= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralNamme»= CHOICE {
otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] 1A5String,
dNSName [2] 1A5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResour cel dentifier [6] 1A5String,
iPAddress [71] OCTET STRING,
registeredi D [8] OBJECT IDENTIFIER}

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [1] DirectoryString {ub-name} }
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The valuesin the alternatives of the GeneralName type are names of various forms as follows:
— otherNameis a name of any form defined as an instance obfit¢ER-NAME information object class;
— rfc822Name is an Internet electronic mail address defined in accordance with Internet RFC 822;
— dNSName s an Internet domain name defined in accordance with Internet RFC 1035;
—  x400Addressis an O/R address defined in accordance with ITU-T Rec. X.411 | ISO/IEC 10021-4;
— directoryName is a directory name defined in accordance with ITU-T Rec. X.501 | ISO/IEC 9594-2;

— ediPartyName is a name of a form agreed between communicating Electronic Data Interchange partners;
thenameAssigner component identifies an authority that assigns unique values of namepantiiname
component;

— uniformResourceldentifier is a Uniform Resource Identifier for the World Wide Web defined in
accordance with Internet RFC 1630;

- iPAddress is an Internet Protocol address defined in accordance with Internet RFE 791, represented as a
binary string;

-{ registeredID is an identifier of any registered object assigned in accordanceswith CQITT Rec. X.660 |
ISO/IEC 9834-1.

For every [name form used in tBeneralName type, there shall be a name registration system that ensuiires that any name
used unambiguously identifies one entity to both certificate issuer and certificate users.

This extension may, at the option of the certificate issuer, be either critical or non-critical. An implementation which
supports this extension is not required to be able to process all name forms. If the extension is flagged critical, at least
one of thg name forms that is present shall be recognized and proecessed, otherwise the certificgte shall be considerec
invalid. Apart from the preceding restriction, a certificate-using, system is permitted to ignore pny name with an
unrecogniged or unsupported name form. It is recommended that{ provided the subject field of the|certificate contains a
directory jame that unambiguously identifies the subject, this/field be flagged non-critical.

NOTE 1| — Use of the YPE-IDENTIFIER class is described in Annexes A and C of ITU-T Rec. X.681 | ISO/IEC 8824-2.

NOTE 2 - If this extension field is present and is flagged criticakutbject field of the certificate may contain a rjull name (e.g. a
sequenge of zero relative distinguished names), in which case the subject is identified only by the name or names in this
extension.

12.3.2.2 |psuer alternative namefield

This field fontains one or more alternative names, using any of a variety of name forms, for the certificate or CRL
issuer. Thig field is defined as follows:

issuer AltName EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName}

This extengion may, at the.option of the certificate or CRL issuer, be either critical or non-critical. An implementation
which supports this extension is not required to be able to process al name forms. If the extension is flagged critical, at
least one of the nameforms that is present must be recognized and processed, otherwise the certificate or CRL shall be
considered|invalid--Apart from the preceding restriction, a certificate-using system is permitted to ignore any] name with
an unrecognized. or unsupported name form. It is recommended that, provided the issuer field of the certifigate or CRL
contains a glirectory name that unambiguously identifies the issuing authority, this field be flagged non-critica.

NOTE - If this extension field is present and is flagged criticalisther field of the certificate or CRL may contain a null name

(e.g. a sequence of zero relative distinguished names), in which case the issuer is identified only by the name or ames in thi
extension.

12.3.2.3 Subject directory attributesfield

This field conveys any desired Directory attribute values for the subject of the certificate. This field is defined as
follows:

subjectDirectoryAttributes EXTENSION ::={
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes}

AttributesSyntax ::= SEQUENCE SIZE (1.MAX) OF Attribute

This extension is always non-critical.
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1241 R

Certification path constraints

equirements

For certification path processing:

a)

End-entity certificates need to be distinguishable from CA certificates, to protect against end-entities

establishing themselves as CAs without authorization. It aso needs to be possible for a CA to limit the
length of a subsequent chain resulting from a certified subject CA, e.g. to no more than one more

certificate or no more than two more certificates.

b) A CA needsto be able to specify constraints which allow a certificate user to check that less-trusted CAs
in acertification path (i.e. CAs further down the certification path from the CA with whose public key the

certificate user starts) are not violating their trust by issuing certificates to subjects in an in

appropriate

name space. Adherence to these constraints needs to be automatically checkable by the certificate user.

NOTE + In any certificate-Using system, processing of a certification path requires an appropriate ley

Directo
statemgq
subverg

businegs risk. For.example:

a) processing internal to an appropriate cryptographic module may be required for public keys used
fupds transfer; whereas

Certificatronpathrprocessmyneedstohe-mptementabtemanmantomeatec—setf-contamed-mo
necessary to permit trusted hardware or software modules to be implemented whieh(y
certification path processing functions.

It should be possible to implement certification path processing without depending upo
interactions with the local user.

It should be possible to implement certification path processing without depending upon the ug
local databases of policy-description information. (Some trusted local infermation — an initia
at least — is needed for certification path processing but the/amount of such infg
minimized.)

Certification paths need to operate in environments in whieh multiple certificate polici
A CA needs to be able to stipulate which CAs in other domains it trusts and for which
through multiple policy domains needs to be supported:

Complete flexibility in trust models is required. A<strict hierarchical model which is adg
organization is not adequate when considering the needs of multiple intercon
Flexibility is required in selection of the first trusted CA in a certification path. In partig
possible to require that the certification path start in the local security domain of t
system.

Naming structures should not be constrained by the need to use names in certificates
structures considered natural fororganizations or geographical areas shall not need 3
accommodate certification authority requirements.

Certificate extension fieldstneed to be backward-compatible with the unconstraine
approach system as specified in earlier editions of this Recommendation | Internations

A CA needs to be able to inhibit use of policy mapping and to require explicit certificat
to be present in_ subsequent certificates in a certification path.

y Specification defines functions that may be used in implementations that are required to conforn
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Consequently, certification path processing functions should be suitable for implementation in hardware cryptographic
modules or cryptographic tokens as one option.

1242

Certificate extension fields

The following extension fields are defined:

a) Basic constraints;

b) Name constraints;

¢) Policy congtraints.

These extension fields shall be used only as certificate extensions. Name constraints and policy constraints shall be used
only in CA certificates, basic constraints may also be used in end-entity certificates. Examples of the use of these
extensions are given in Annex L.
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12.4.2.1 Basic constraintsfield

This field indicates if the subject may act as a CA, with the certified public key being used to verify certificate
signatures. If so, a certification path length constraint may also be specified. Thisfield is defined as follows:

basicConstraintsEXTENSION ::= {

SYNTAX BasicConstraintsSyntax

IDENTIFIED BY id-ce-basicConstraints}
BasicConstraintsSyntax ::= SEQUENCE {

cA BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }

The cA component indicates if the certified public key may be used to verify certificate signatures.

The pathLenConstraint component shall be present only if cA is set to true. It gives the maximum number of CA
certifi catespthat Tmay fottow thistertifrcate Tmarcertification path— Vaue Omdicates that the sobject of thistertifi cate may
issue certif|cates only to end-entities and not to further CAs. If no pathLenConstraint field appears in any-certificate of a
certificatiop path, there is no limit to the allowed length of the certification path.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged critical, otherwise an entity which is not authorized to be a CA may issue certificates and a certificate-using
system may unwittingly use such acertificate.

If this extension is present and is flagged critical, then:

- if the value ofcA is not set to true, then the certified public keyshall not be used to yerify a certificate
signature;

- if the value ofcA is set to true angdathLenConstraint is present, then the certificate-using system shall
check that the certification path being processed is consistent with the vahtkl@hConstraint.

NOTE 1 - If this extension is not present or is flagged non-critical{and is not recognized by a certificate-uging system, then that
system [should use other means to determine if the certified public’key may be used to verify certificate signptures.

NOTE 2 — To constrain a certificate subject to being only an-énd entity, i.e. not a CA, the issuer can inclyde this édeknsion f
containing only an emptgEQUENCE value.

12.4.2.2 Name constraintsfield

This field,|which shall be used only in a CA certificate, indicates a name space within which all subjedt names in
subsequent| certificates in a certification path must be located. Thisfield is defined as follows:

nameConstfaints EXTENSION ::={
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints}

NameConstraintsSyntax ::= SEQUENCE {
per miftedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GeneralSuljtrees::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GeneralSuljtree ::=SEQUENCE {

base GeneralName,
minimum [Q] BaseDistance DEFAULT 0,
maxi T 1] BaseDStance OPTTONAL S

BaseDistance ::= INTEGER (0..MAX)

If present, the permittedSubtrees and excludedSubtrees components each specify one or more naming subtrees, each
defined by the name of the root of the subtree and, optionally, within that subtree, an area that is bounded by upper
and/or lower levels. If permittedSubtrees is present, of all the certificates issued by the subject CA and subsequent CAs
in the certification path, only those certificates with subject names within these subtrees are acceptable. If
excludedSubtrees is present, any certificate issued by the subject CA or subsequent CAs in the certification path that has
a subject name within these subtrees is unacceptable. If both per mittedSubtrees and excludedSubtrees are present and the
name spaces overlap, the exclusion statement takes precedence.

Of the name forms available through the Gener alName type, only those name forms that have a well-defined hierarchical
structure may be used in these fields. The directoryName name form satisfies this requirement; when using this name
form a naming subtree corresponds to a DIT subtree. Conformant implementations are not required to recognize all
possible name forms. If the extension is flagged critical and a certificate-using implementation does not recognize a
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name form used in any base component, the certificate shall be handled as if an unrecognized critical extension had been
encountered. If the extension is flagged non-critical and a certificate-using implementation does not recognize a name
form used in any base component, then that subtree specification may be ignored. When a certificate subject has multiple
names of the same name form (including, in the case of the directoryName name form, the name in the subject field of
the certificate if non-null), then all such names shall be tested for consistency with a name constraint of that name form.

NOTE — When testing certificate subject names for consistency with a name constraint, names in non-critical subject alternative
name extensions should be processed, not ignored.

The minimum field specifies the upper bound of the area within the subtree. All names whose final name component is
above the level specified are not contained within the area. A value of minimum equal to zero (the default) corresponds
to the base, i.e. the top node of the subtree. For example, if minimum is set to one, then the naming subtree excludes the
base node but includes subordinate nodes.

The maX|mum f|eId specifies the Iower bound of the area within the subtree. All names whose last component is below
the level specifie e. the top of
the subtreg. An absent maximum component indicates thatt no Iower limit should be imposed on the areg within the
subtree. Fdr example, if maximum is set to one, then the naming subtree excludes all nodes except the-subtree base and
its immedi gte subordinates.

This extengion may, at the option of the certificate issuer, be either critical or non-critical. It isvécommendad that it be
flagged crifical, otherwise a certificate user may not check that subsequent certificates in a gertification path|are located
in the name space intended by the issuing CA.

If this extension is present and is flagged critical, then a certificate-using system shiall, check that the certification path
being procgssed is consistent with the value in this extension.

12.4.2.3 Holicy constraintsfield

This field gpecifies constraints which may require explicit certificate palicy identification or inhibit policy mapping for
the remai r;Ter of the certification path. Thisfield is defined as follows:

policyConsfraints EXTENSION ::={
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints}

PolicyCongfraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [O] SkipCerts OPTIONAL,
inhibigPolicyM apping [1] SkipCerts ORTIONAL }

SkipCerts:|= INTEGER (0.MAX)

If the requireExplicitPolicy component-is present, it indicates that, in al certificates starting from that issued by a
nominated [CA in the certification.path until the end of the certification path, it is necessary for the certificatd to contain,
in the certificate policies extension, an acceptable policy identifier. An acceptable policy identifier isthe idertifier of the
certificate policy required by_the user of the certification path or the identifier of a policy which has begn declared
equivalent fto it through policy mapping. The nominated CA is either the subject CA of the certificate containing this
extension (if the valug/of requireExplicitPolicy is 0) or a CA which is the subject of a subsequent certifjcate in the
certificatiop path (asindicated by a non-zero value).

If the inhibjtRdlicyM apping component is present, it indicates that, in all certificates starting from a nominatefl CA in the
certificatiop path until the end of the certification path, policy mapping is not permitted. The nominated CA {s either the
subject CA of the certificate containing this extension (if the value of inhibitPolicyMapping is 0) or a CA which is the
subject of a subsequent certificate in the certification path (asindicated by anon-zero value).

A value of type SkipCertsindicates the number of certificates in the certification path to skip before a constraint becomes
effective.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged critical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

12.4.3 Certification path processing procedure

Certification path processing is carried out in a system which needs to use the public key of a remote end entity, e.g. a
system which is verifying a digital signature generated by a remote entity. The certificate policies, basic constraints,
name constraints, and policy constraints extensions have been designed to facilitate automated, self-contained
implementation of certification path processing logic.
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Following is an outline of a procedure for validating certification paths. An implementation shall be functionally
equivalent to the external behaviour resulting from this procedure. The algorithm used by a particular implementation to
derive the correct output(s) from the given inputsis not standardized.

Theinputs to the certification path processing procedure are:
a) aset of certificates comprising a certification path;

b) a trusted public key value or key identifier (if the key is stored internally to the certification path
processing module), for use in verifying the first certificate in the certification path;

¢) aninitial-policy-set comprising one or more certificate policy identifiers, indicating that any one of these
policies would be acceptable to the certificate user for the purposes of certification path processing; this
input can also take the specia value any-policy;

d) an initial-explicit-policy indicator value, which indicates if an acceptable policy identifier needs to
explicitly appear in the certificate policies extension field of all certificatesin the path;

€g) an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbiglden in the

certification path; and

f]  the current date/time (if not available internally to the certification path processing modul€).

The valueg of c), d), and e) will depend upon the policy requirements of the user-application combination that needs to
use the certified end-entity public key.

The outputs of the procedure are:
a Anindication of success or failure of certification path validation.
b) If vdidation failed, a diagnostic code indicating the reason for faiure.

c) If validation was successful, a set of policies constrained by, the CAs in the certification path, together
with all quaifiers for these policies encountered in the certification path, or the specia valuelany-policy.
Unless any-policy is returned, the certificate user shall-enly use the certificate in accordance with one of
theidentified policies and shall process al qualifiersforthat policy present in the certification path.

d If vaidation was successful and c) returned the value any-policy, the set of al policy element qualifiers
encountered in the certification path.

e) Details of any policy mapping that occurrediin processing the certification path.
NOTE - If validation is successful, the certificate-using system may still choose not to use the cdfrtificate as a result of
values of policy qualifiers or other informayation in the certificate.

The procedure makes use of the following set of state variables:

a user-constrained-policy-set:~A” set of certificate policy identifiers comprising the policigs currently
considered acceptable tothe certificate user; this state variable can al so take the special value gny-policy.

) authority-constrained-policy-set: A set of certificate policy identifiers comprising the set [of policies
currently considered*acceptable to the CAs in the certification path; this state variable can also take the
special value any-policy.
c) permitted-subtrees: A set of subtree specifications defining subtrees within which all subjegt names in
subsequent-certificates in the certification path must fall, or may take the special value unboundled.

d excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtreg base name
and 'maximum and minimum level indicators) defining subtrees within which no subject|name in a
Subsequent certificate in the certification path may fall.

e) explicit-policy-indicator: Indicates if an acceptable policy needs to be explicitly identified in every
certificate,

f)  policy-mapping-inhibit-indicator: Indicates if policy mapping isinhibited.

g) pending-constraints: Details of explicit-policy and/or inhibit-policy-mapping constraints which have been
stipulated but are yet to take effect. There are two one-bit indicators called explicit-policy-pending and
policy-mapping-inhibit-pending together with, for each, an integer called skip-certificates which gives the
number of certificates yet to skip before the constraint takes effect.

The procedure involves an initialization step, followed by a series of certificate-processing steps. The initialization step
comprises:

a) initialize the user-constrained-policy-set variable to the value of initial-policy-set;
b) initialize the authority-constrained-policy-set variable to the value any-palicy;
C) initiaize the permitted-subtrees variable to unbounded,;
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d) initialize the excluded-subtrees variable to an empty set;

e) initialize the explicit-policy-indicator to the initial-explicit-policy value;

f) initialize the policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value;
g) initialize the two pending-constraints indicators to unset.

Each certificate is then processed in turn, starting with the certificate signed using the input trusted public key. The last
certificate is considered to be the end certificate; any other certificates are considered to be intermediate certificates.

The following checks are applied to a certificate:

a) Check that the signature verifies, that dates are valid, that the certificate subject and certificate issuer
names chain correctly, and that the certificate has not been revoked.

b) For an intermediate certificate, if the basic constraints extension field is present in the certificate, check
that the cA component is present and set to true. If the pathLenConstraint component is present, check that
the current certitfication path does not violate that constraint.

c) If explicit-policy-indicator is set and user-constrained-policy-set is not set to any-poligy;.chéck that the
certificate policies extension is present and that at least one member of user-constrainegl-policy-set
appearsin the certificate policies field.

d If the certificate policies extension is present and is flagged critical, compute” the intersegtion of the
policies in that extension and the authority-constrained-policy-set and putythe result as the| new value
of authority-constrained-policy-set. Check that the intersection of authority-constrained-policy-set and
user-constrained-policy-set is non-empty.

g) Check that the subject name is within the name-space given by thé value of permitted-subtrees and is not
within the name-space given by the value of excluded-subtrees:

If any of the above checks fails, the procedure terminates, returning a faildre indication and an appropriate réason code.
If none of the above checks fails on the end certificate, the procedure-tefminates, returning a success indicatippn together
with the sgt of policy identifiers from authority-constrained-policy<Setithe required policy element qualifiers|and details
of any polity mapping that may have occurred.

For an inteymediate certificate, the following constraint recording actions are then performed, in order to correctly set up
the state variables for the processing of the next certificaté:

g If the nameConstraints extension with.a\per mittedSubtrees component is present in the certifi¢ate, set the
permitted-subtrees state variable to\the intersection of its previous value and the value indigated in the
certificate extension.

) If the nameConstraints extension with an excludedSubtrees component is present in the certifi¢ate, set the
excluded-subtrees state variable to the union of its previous value and the value indicated in the certificate
extension.

c) If explicit-policy-indicator is not set:

— if the explicit-policy-pending indicator is set, decrement the correspondikig-certificates value
and, ifithis value becomes zero, edgtlicit-policy-indicator;

— if-the requireExplicitPolicy constraint is present in the certificate perform the fpllowing: for a
SkipCerts value of 0, seexplicit-policy-indicator; for any otherskipCerts value, set|thexplicit-
policy-pending indicator, and set the correspondidgp-certificates value to the lesser of the
SkipCerts value and the previouskip-certificates value (if theexplicit-policy-pending indicator was

alraadv. cat)
oty Sttt

d) If policy-mapping-inhibit-indicator is not set:

— process any policy mapping extension with respect to policies ims¢heonstrained-policy-set and
add appropriate policy identifiers to thser-constrained-policy-set;

—  process any policy mapping extension with respect to policies autherity-constrained-policy-set
and add appropriate policy identifiers to thehority-constrained-policy-set;

— if the policy-mapping-inhibit-pending indicator is set, decrement the correspondkig-certificates
value and, if this value becomes zero, septhiy-mapping-inhibit-indicator;

— if the inhibitPolicyMapping constraint is present in the certificate, perform the following: for a
SkipCerts value of 0, set thpolicy-mapping-inhibit-indicator; for any otherSkipCerts value, set the
policy-mapping-inhibit-pending indicator, and set the correspondisigp-certificates value to the
lesser of theskipCerts value and the previouwskip-certificates value (if thepolicy-mapping-inhibit-
pending indicator was already set).
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12.5 Basic CRL extensions

1251 Requirements

The following requirements relate to CRLs:

Certificate users need to be able to track all CRLs issued from a CRL issuer or CRL distribution point
(see 12.6) and be able to detect a missing CRL in the sequence. CRL sequence numbers are therefore

a)

b)

required.

Some CRL users may wish to respond differently to a revocation, depending upon the reason for the

revocation. There istherefore a requirement for a CRL entry to indicate the reason for revocati

on.

There is a requirement for a CA to be able to temporarily suspend validity of a certificate and

subsequently either revoke or reinstate it. Possible reasons for such an action include;

— desire to reduce liability for erroneous revocation when a revocation request is unauthenticated and

there IS Inadequate Information to determine whetner It 1s valid,

— other business needs, such as temporarily disabling the certificate of an entity
investigation.

A CRL contains, for each revoked certificate, the date when the CA posted the
information may be known as to when an actual or suspected keyCeompromise
information may be valuable to a certificate user. The revocation~date is insuffici

pending an audit or

revocation. Further
occurred, and this
ent to solve some

disputes because, assuming the worst, all signatures issued during ‘the validity period of the certificate

have to be considered invalid. However, it may be important for a user that a si
recognized as valid even though the key used to sign the message was compromis

gned document be
bd after the signature

was produced. To assist in solving this problem, a CRL entry’can include a second d¢late which indicates

when it was known or suspected that the private key was compromised.

125.2 (RL and CRL entry extension fields

The followiing extension fields are defined:

a

b
C
d

CRL number;

Reason code;

Hold instruction code;
Invalidity date.

The CRL pumber field shall be used only ‘as’a CRL extension field and the other fields shall be us¢d only as CRL entry
extension [fields.

12.5.2.1 {RL number field

This CRL |extension field copveys a monotonically increasing sequence number for each CRL issped by a given CRL

issuer thrg

issued prior to the one being processed were also seen and processed. This field is defined as follo

cRLNumbsg

EXTENSION-:={

SYNTAX CRLNumber
IDENTIFIEDBY id-ce-cRL Number }

CRLNumbeér

“&INTEGER (0.MAX)

ugh a given CA-directory attribute or CRL distribution point. It allows a CRL user to detect whether CRLs

WS:

This extension is always non-critical.

12.5.2.2 Reason codefield

This CRL entry extension field identifies a reason for the certificate revocation. The reason code may be used by
applications to decide, based on local policy, how to react to posted revocations. This field is defined as follows:

reasonCode EXTENSION ::={
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {
unspecified 0),
keyCompromise 2,
cACompromise ),
affiliationChanged 3,
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super seded (4),
cessationOfOperation 5),
certificateHold (6),
removeFromCRL 8}

The following reason code values indicate why a certificate was revoked:

— keyCompromise is used in revoking an end-entity certificate; it indicates that it is known
the subject's private key, or other aspects of the subject validated in the certificate, have been

compromised;

or suspected that

cACompromise is used in revoking a CA certificate; it indicates that it is known or suspected that the

subject’s private key, or other aspects of the subject validated in the certificate, have b

een compromised;

affiliationChanged indicates that the subject’'s name or other information in the certificate has been

modified but there is no cause to suspect that the private key has been compromised;

superseded Indicates that the certniicate has been superseded but there 1S no cause
private key has been compromised;

cessationOfOperation indicates that the certificate is no longer needed for the purpose
issued but there is no cause to suspect that the private key has been compromised.

A certificate may be placed on hold by issuing a CRL entry with a reason coedeifodateHold. The cer

notice ma
Once a hd

d

C

The remov:
should no
delta-CRL
certificateH

This exten

12523 H

This CRL
taken on 4
is defined

holdInstrug
SYNT
IDENT

Holdlnstru

This exten

Id has been issued, it may be handled in one of three ways:

it may remain on the CRL with no further action, causing uséersvto reject transaction
hold period; or,

it may be replaced by a (final) revocation for the same certificate, in which case the re|
the standard reasons for revocation, the revocation date shall be the date the certi
hold, and the optional instruction code extension field shall not appear; or,

it may be explicitly released and the entry removéd from the CRL.

bFromCRL reason code is for use with delta-CRLEs (see 12.6) only and indicates that an
W be removed owing to certificate expiration<r hold release. An entry with this reason ¢
s for which the corresponding base CRL contains an entry for the same certificat
old.

sion is always non-critical.

old instruction codefield

bncountering a held certificate. It is applicable only in an entry haséngfiaateHold reason co
as follows:

tionCode EXTENSION ::={
AX Hold[struction
[ FIED BY~id-ce-instructionCode }

ftion +=OBJECT IDENTIFIER

to suspect that the

for which it was

tificate hold

y include an optional hold instruction code to convey additional information-to certificate ysers (see 12.5.2.3).

s issued during the

ason shall be one of
ficate was placed on

existing CRL entry
ode shall be used in
e with reason code

entry extension field provides for inclusion of a registered instruction identifier to indicate the action to be

je. This field

siovis always non-critical. No standard hold instruction codes are defined in this Director

Specification.

NOTE — Examples of hold instructions might be "please communicate with the CA" or "repossess the user’s token".

125.2.4 Invalidity datefield

This CRL entry extension field indicates the date at which it is known or suspected that the private key was
compromised or that the certificate should otherwise be considered invalid. This date may be earlier than the revocation
datein the CRL entry, which is the date at which the CA processed the revocation. Thisfield is defined as follows:

invalidityDate EXTENSION ::={
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

This extension is always non-critical.

NOTE 1 —The date in this extension is not, by itself, sufficient for non-repudiation purposes. For example, this datedai@y be a
advised by the private key holder, and it is possible for such a person to fraudulently claim that a key was compromigerl some t
in the past, in order to repudiate a validly-generated signature.
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NOTE 2 — When a revocation is first posted by a CA in a CRL, the invalidity date may precede the date of issue of earlier CRLs.
The revocation date should not precede the date of issue of earlier CRLs.

12.6 CRL distribution pointsand delta-CRLs

1261 Requirements

As it is possible for revocation lists to become large and unwieldy, the ability to represent partial CRLS is required.
Different solutions are needed for two different types of implementations that process CRLs.

The first type of implementation is in individual workstations, possibly in an attached cryptographic token. These
implementations are likely to have limited, if any, trusted storage capacity. Therefore, the entire CRL must be examined
to determine if it is valid, and then to see if the certificate is valid. This processing could be lengthy if the CRL is long.
Partitioning of CRLs s required to eliminate this problem for these implementations.

The second type of implementation is on high performance servers where a large volume of messages is procgssed, e.g. a
transaction| processing server. In this environment, CRLSs are typically processed as a background task‘whete, after the
CRL is validated, the contents of the CRL are stored localy in a representation which expeditesitheir examination,
e.g. one bif for each certificate indicating if it has been revoked. This representation is held in trusted storagé. This type
of server Will typically require up-to-date CRLs for a large number of CAs. Since it aready has a list of| previously
revoked catificates, it only needs to retrieve alist of newly revoked certificates. This list{ealed a delta-CRL, will be
smaller and require fewer resources to retrieve and process than a complete CRL.

The follow]ng requirements therefore relate to CRL distribution points and delta-CRLs;

a In order to control CRL sizes, it needs to be possible to assign subsets of the set of al certifi¢ates issued
by one CA to different CRLs. This can be achieved by, associating every certificate wjith a CRL
distribution point which is either:

— a Directory entry whose CRL attribute will contain a revocation entry for that certificate, if it has
been revoked; or

— alocation such as an electronic mail address or Internet Uniform Resource Ident|fier from which the
applicable CRL can be obtained.

b) For performance reasons, it is desirable to reduce the number of CRLs that need o be checked when
validating multiple certficiates, e.g-a"certification path. This can be achieved by having one CRL issuer
sign and issue CRLs containing-fevocations from multiple CAs.

c¢) There is a requirement for ‘separate CRLs covering revoked CA certificates and |revoked end-entity
certificates. This facilitates: processing of certification paths as the CRL for revok¢d CA certificates
can be expected (o, be very short (usually empty). TaghorityRevocatiopList and

12.6.2

certificateRevocationL ist attributes have been specified for this purpose. However, for th
secure, it is necessary to have an indicator in a CRL identifying which list it is. Othe
substitution of one list for the other cannot be detected.

S separation to be
rwise, illegitimate

d) Provision_is.needed for a different CRL to exist for potential compromise situations (when there is a
significantrisk of private key misuse) than that including all routine binding terminatigns (when there is
no significant risk of private key misuse).

g) _Rrovision is also needed for partial CRLs (known as delta-CRLs) which only cpntain entries for
certificates that have been revoked since the issuance of a base CRL.

f)  While requirements a) through e) may lead to optional revocation mechanisms, every CA shall, as a

common fall-back approach, issue complete CRLs covering all certificates it issues.

Certificate extension fields

The CRL distribution points extension shall be used only as a certificate extension and may be used in both
CA certificates and end-entity certificates. This field identifies the CRL distribution point or points to which a certificate
user should refer to ascertain if the certificate has been revoked. A certificate user can obtain a CRL from an applicable
distribution point or it can obtain a current complete CRL from the CA directory entry. This field is defined as follows:

cRLDistributionPoints EXTENSION ::={

SYNTAX
IDENTIFIED BY

CRL DistPointsSyntax
id-ce-cRL DistributionPoints}

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
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DistributionPoint ::= SEQUENCE {

distributionPoint  [0] DistributionPointName OPTIONAL,
reasons [1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL }

DistributionPointName ::= CHOICE {
fullName [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName}

ReasonFlags::=BIT STRING {

unused 0),
keyCompromise (),
cACompromise 2),
affiliationChanged 3),
super seded (4),
cessationOfOperation (5),
certifi gateHote 61}

The distrifutionPoint component identifies the location from which the CRL can be obtained. If this\co
absent, theldistribution point name defaults to the CRL issuer name.

When the flullName aternative is used or when the default applies, the distribution point name may-have mu
forms. Thg same name, in at least one of its name forms, shall be present in the distributionPoint field of

mponent is

Itiple name
the issuing

distribution) point extension of the CRL. A certificate-using system is not required to be ablé.to process all name forms.
It may use|a distribution point provided at least one name form can be processed. If no, name forms for a gistribution

point can ke processed, a certificate-using system can still use the certificate provided requisite revocation
can be obfained from another source, e.g. another distribution point or the,€A's directory entry.

The nameRelativeToCRLIssuer component can be used only if the CRL distribution point is assigned
that is difectly subordinate to the directory name of the CRL issbier. In this caseantteelativeT
componerjt conveys the relative distinguished name with respect4o the CRL issuer directory name.

nformation

a directory name
DCRL I ssuer

The reasons component indicates the revocation reasons covered by this CRL.rHathes component is absent, the

correspon

ding CRL distribution point distributes a CRL which will contain an entry for this certificate if this certificate

has been [revoked, regardless of revocation reason. Otherwiseasing value indicates which revocatipn reasons are

covered by the corresponding CRL distribution point.

The cRLIs3uer component identifies the authority that issues and signs the CRL. If this component
issuer name defaults to the certificate issuer name.

This extepsion may, at the option of thé)certificate issuer, be either critical or non-critical.
interoperapility, it is recommended thatlit be flagged non-critical. If the CRL distribution point ¢
critical, the CA shall ensure that the.distribution points cover reason &egesmpromise and/or cAd
whichever is applicable.

is absent, the CRL

n the interests of
pxtension is made
ompromise

If this extension is flagged critical, then a certificate-using system shall not use the certificate without first retrieving

and checling a CRL from'onhe of the nominated distribution points covering, at a minimum
keyComprdmise (for an end-entity certificate) @ACompromise (for a CA certificate).

If this extension is flagged non-critical and a certificate-using system does not recognize the exte
that system should.only use the certificate if:

12.6.3

- it can acquire and check a complete CRL from the CA (that the latter CRL is completq
absence of an issuing distribution point extension field in the CRL);

— revocation checking is not required under local policy; or
— revocation checking is accomplished by other means.

the reason code

nsion field type, then

is indicated by the

NOTE - It is possible to have CRLs issued by more than one CRL issuer for the one certificate. Coordination of

these CRL issuers and the issuing CA is an aspect of CA policy.

CRL and CRL entry extension fields

Thefollowing CRL or CRL entry extension fields are defined:

a) Issuing distribution point;
b) Certificate issuer;
c¢) DeltaCRL indicator.

Issuing distribution point and delta CRL indicator shall be used only as CRL extensions. Certificate issuer shall be used
only asa CRL entry extension.
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12.6.3.1 Issuingdistribution point field

This CRL extension field identifies the CRL distribution point for this particular CRL, and indicates if the CRL is

limited to revocations for end-entity certificates only, for CA certificates only, or for a limited set of reasons only. The

CRL is signed by the CRL issuer’'s key — CRL distribution points do not have their own key pairs. However, for a CRL
distributed via the Directory, the CRL is stored in the entry of the CRL distribution point, which may not be the
directory entry of the CRL issuer. This field is defined as follows:

issuingDistributionPoint EXTENSION ::={
SYNTAX I ssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
distributionPoint [O] DistributionPointName OPTIONAL,
onlyContainsUser Certs [1] BOOLEAN DEFAULT FAL SE,
onlyContainsCACerts 21 BOQL EANDEEAULT EAL SE,
onlySgmeReasons [3] ReasonFlags OPTIONAL,
indiregtCRL [4] BOOLEAN DEFAULT FALSE}

The distributionPoint component contains the name of the distribution point in one or more-name fgrms. If this field is
absent, the CRL shall contain entries for all revoked unexpired certificates issued by the\CRL issuer.

If onlyContrinsUser Certs is true, the CRL only contains revocations for end-entity certificateslyiContainsCACerts is
true, the CRL only contains revocations for CA certificatesonlfSomeReasons isgpresent, the CRL pnly contains
revocatior]s for the identified reason or reasons, otherwise the CRL contains revocations for all reaspns.

If indirect@RL is true, then the CRL may contain revocation notifications from CAs other than the jssuer of the CRL.
The particular CA responsible for each entry is as indicated by the certificate issuer CRL entry extension in that entry or
in accordgnce with the defaulting rules described in 12.6.3.2. In such\a CRL, it is the responsibility pf the CRL issuer to
ensure thpt the CRL is complete in that it contains all revoeation entries, consisterniwibntainsUser Certs,
onlyContaifsCACerts, andonlySomeReasons indicators, from all CAS.that identify this CRL issuer in their|certificates.

For CRLY distributed via the Directory, the following rules regarding use of attributes apply. ;A CRL which has
onlyContaimsCACerts set shall be distributed via thathorityRevocationList attribute of the associated digtribution point
or, if no distribution point is identified, via thethorityRevetationList attribute of the CRL issuer entry.|Otherwise the
CRL shall be distributed via theertificateRevocationlist attribute of the associated distribution point or, if no
distribution point is identified, via thertificateRevoeationList attribute of the CA entry.

This extension is always critical. A certificate,user which does not understand this extension cannot|jassume that the CRL
contains § complete list of revoked certificates of the identified CA. CRLs not containing critic;l extensions must
contain al| current CRL entries for the issuing CA, including entries for all revoked user certificates gnd CA certificates.

NOTE 1 — The means by which revocation information is communicated by CAs to CRL issuers is beypnd the scope of this
Recommendation | International Standard.

NOTE 2 — If a CA issues, fremits own directory entry (i.e. not from a separately-named CRL distributiop point), a CRL with
onlyConfainsUser Certs Or onlyCentainsCACerts set, then the CA should ensure that all certificates covered by this CRL contain the
basicCorlstraints extension.

12.6.3.2 (ertificateisstuer field

This CRL ¢ntry extension identifies the certificate issuer associated with an entry in an indirect CRL, i.e. a CRL that has
the indir eciCRL. “indicator set |n its |ssumg distribution pomt extenson If this extension |s not present on the first entry
in an indirg ) PRL, if this
extension is not present, the cert|f|cate issuer for the entry is the same as that for the precedmg entry. This field is
defined as follows:

certificatel ssuer EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatel ssuer }

This extension is always critical. If an implementation ignored this extension it could not correctly attribute CRL entries
to certificates.

12.6.3.3 Delta CRL indicator field

This CRL extension field identifies a CRL as being adelta-CRL only. Thisfield is defined as follows:

deltaCRLIndicator EXTENSION ::={
SYNTAX BaseCRL Number
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IDENTIFIED BY id-ce-deltaCRL Indicator }

BaseCRL Number ::= CRLNumber

The value of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the starting point in the
generation of this delta-CRL, i.e. this delta-CRL contains the changes between the base CRL and the complete CRL
issued along with this delta-CRL. It is the decision of a CA as to whether to provide delta-CRLs. However, a delta-CRL
shall not be issued without a corresponding complete CRL being issued at the same time. The value of the CRL number,
as conveyed in the CRL number extension field (if present), shall be identical for both the delta-CRL and the
corresponding complete CRL.

The CRL user constructing a locally held CRL from delta-CRLs shall consider the constructed CRL incomplete and
unusableif both the following conditions are true:

— the value of theCRLNumber of the received delta-CRL is more than one greater

CRLNumber of the delta-CRL last processed; and

than that of the

the value ofBaseCRLNumber of the received delta-crl has changed from Blas=CRL Nun
delta-CRL last processed.

This exter)sion is always critical. A certificate user that does not understand the use of delta-CRLs
containing this extension, as the CRL may not be as complete as the user expects:“CRLs n
extension$ must contain all current CRL entries for the issuing CA, including entries for all revoked
CA certifidates.
NOTE + It is the decision of the CA as to whether or not to distribute the CRLs issuéd, between two base
may be|the policy of the CA to distribute base CRLs via CD-ROM and delta-CRLS~jd an on-line service

Although the CA had issued its CRL with the associated delta-CRL, it may be.the"CA’s policy that the u
current CRL by applying the delta-CRL to the base CRL held on the CD-ROM.

12.6.4 Attributetypefor delta-CRLs

The follow]ng attribute type is defined for holding adelta-CRL in a CA.directory entry:

deltaRevocationList ATTRIBUTE ::={
WITH SYNTAX  CertificateList
EQUALITY MATCHING RULE certificatelL istExactMatch

ID

12.7

d-at-deltaRevocationList }

NMatching rules

This Diregtory Specification defines matching rules for use with attributes of type Certificate, Cer
Certificatel{ist, and SupportedAlgorithm, respectively.

1271

(ertificate exact match

The certifitate exact match rule.compares for equality a presented value with an attribute value of type C
uniquely selects asingle certificate.

certificateExkactM atch MATCHTNG-RULE ::={
SYNTAX CertificateExactAssertion

ID

id=mr -certificateExactMatch }

CertificateBxactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name}

hber of the

should not use a CRL
ot containing critical
user certificates and

CRLs. For example, it
such as the Directory.
er shall construct the

tificatePair,

brtificate. It

This matching rule returns TRUE if the componentsin the attribute value match those in the presented value.

12.7.2

Certificate match

The certificate match rule compares a presented value with an attribute value of type Certificate. It selects one or more
certificates on the basis of various characteristics.

certificateMatch MATCHING-RULE ::={

SYNTAX CertificateAssertion
ID id-mr-certificateMatch }

CertificateAssertion ::= SEQUENCE {
serialNumber [O] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectK eyl dentifier [2] SubjectK eyl dentifier OPTIONAL,
authorityK eyl dentifier [3] AuthorityKeyldentifier OPTIONAL,
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certificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublickK eyAlgl D [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL }
AltNameType ::= CHOICE {
builtinNameForm ENUMERATED {
rfc822Name D,
dNSName ),
Xx400Address 3,
directoryName 4),
ediPartyName 5),
uniformResour cel dentifier (6),
iPAddress ),
registeredid 81,
otherNameForm  OBJECT IDENTIFIER}
CertPolicySet ::= SEQUENCE (1..MAX) OF CertPolicyld
This matching rule returns TRUE if all of the components that are present in thépresented value| match the
correspondjng components of the attribute value, as follows:

& serialNumber matches if the value of this component in the attribute.value equals that in the presented
value;

b) issuer matchesif the value of this component in the attribute value equals that in the presented yalue;

c) subjectKeyldentifier matches if the value of this componént in the stored attribute value equal$ that in the
presented value; there is no match if the stored attribute val ue contains no subject key identifief extension;

d authorityKeyldentifier matches if the value of this:.component in the stored attribute value equals that in
the presented value; there is no match if the Stored attribute value contains no authority key identifier
extension or if not all components in the presénted value are present in the stored attribute val ug;

g certificatevalid matchesif the presented valte falls within the validity period of the stored attrilpute value;

f) privateKeyValid matches if the presented value falls within the period indicated by the privat¢ key usage
period extension of the stored attribute value or if there is no private key usage period extesion in the
stored attribute value;

d subjectPublicKeyAlglD matehes if it is equal to the algorithm component of the algorithmlidentifier of the
subj ectPublicK eyl nformation component of the stored attribute value;

h) keyUsage matchesdif all of the bits set in the presented value are also set in the key usage extepsion in the
stored attribute value, or if there is no key usage extension in the stored attribute value;

i] subjectAltName matches if the stored attribute value contains the subject alternative name extension with
an AltNames component of the same name type as indicated in the presented value;

j policy~matches if al of the policy elements identified in one of the presented values are contained in the
set of policyElementids in any of the policylnformation values in the certificate policies extesion in the
stored attribute value; there is no match if there is no certificate policies extension in the storged attribute
ol

k) pathToName matches unless the certificate has a name constraints extension which inhibits the

construction of a certification path to the presented name value.

12.7.3  Certificate pair exact match

The certificate pair exact match rule compares for equality a presented value with an attribute value of type

CertificatePair

. It uniquely selects a single cross-certificate pair.

certificatePair ExactMatch MATCHING-RULE  ::= {

SYNTAX
ID

CertificatePair ExactAssertion
id-mr-certificatePair ExactM atch }

CertificatePair ExactAssertion ::= SEQUENCE {
forwardAssertion [0] CertificateExactAssertion OPTIONAL,
reverseAssertion  [1] CertificateExactAssertion OPTIONAL }
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(WITH COMPONENTS {..., forwardAssertion PRESENT} |
WITH COMPONENTS {..., reverseAssertion PRESENT} )

This matching rule returns TRUE if the components that are present in the forwardAssertion and reverseAssertion
components of the presented value match the corresponding components of the forward and reverse components,
respectively, in the stored attribute value.

12.7.4  Certificate pair match

The certificate pair match rule compares a presented value with an attribute value of type CertificatePair. It selects one or
more cross-certificate pairs on the basis of various characteristics of either the forward or reverse certificate of the pair.

certificatePairMatch MATCHING-RULE ::= {
SYNTAX CertificatePair Assertion
ID id-mr-certificatePairMatch }

CertificateHaTASSETION .= SEQUENCE{
forwaldAssertion [0] CertificateAssertion OPTIONAL,
reverspAssertion  [1] CertificateAssertion OPTIONAL }
(WITH COMPONENTS {..., forwardAssertion PRESENT} |
WITH COMPONENTS {..., reverseAssertion PRESENT} )

This matching rule returns TRUE if al of the components that are present in the forwar dAgsertion and reveseAssertion
components of the presented value match the corresponding components of the forward and reverse cpmponents,
respectively, in the stored attribute value, using the rules given in 12.7.2.

12.75 (ertificatelist exact match

The certificate list exact match rule compares for equality a presented“walue with an attribute valyie of type
Certificatellist. It uniquely selectsasingle CRL.

certificateLjstExactMatch MATCHING-RULE = {
SYNTAX CertificateListExactAssertion
ID id-mr-certificateL istExactMatch }
CertificatellistExactAssertion ::= SEQUENCE {
issuer Name,
thisUpdate Time,

distributionPoint  DistributionPointName OPTIONAL }

The rule returns TRUE if the components in\the stored attribute value match those in the presented v@ue. If the
distributionfPoint component is present, thenvit-must match in at least one name form.

12.7.6  (ertificatelist match

The certifigate list match rule compares a presented value with an attribute value of type CertificateList. It selects one or
more CRL$ on the basis of various characteristics.

certificateLjstMatch MAT.CHING-RULE ::={
SYNTAX CertificateL istAssertion

1D id-mecertificateListMatch }

Certificatel]istAssertion ::= SEQUENCE {
issuer Name OPTIONAL,
minCRCNUMDEr [0 CRCNUMDer OPTTONAL,
maxCRL Number [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName OPTIONAL }

The matching rule returns TRUE if all of the components that are present in the presented value match the corresponding
components of the stored attribute value, as follows:

a) issuer matchesif the value of this component in the attribute value equals that in the presented value;

b) minCRLNumber matchesif its valueis less than or equal to the value in the CRL number extension of the
stored attribute value; there is no match if the stored attribute value contains no CRL number extension;

¢) maxCRLNumber matchesif its value is greater than or equal to the value in the CRL number extension of
the stored attribute value; there is no match if the stored attribute value contains no CRL number
extension;
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d) reasonFlags matches if any of the bits that are set in the presented value are also
onlySomeReasons components of the issuing distribution point extension of the stored attribute value;

thereis no match if the stored attribute value contains no issuing distribution point extension;

set in the

€) dateAndTime matches if the value is equal to or later than the value in the thisUpdate component of the
stored attribute value and is earlier than the value in the nextUpdate component of the stored attribute
value; there is no match if the stored attribute value contains no nextUpdate component;

f) distributionPoint matches if the stored attribute value contains an issuing distribution point extension and

the value of this component in the presented value equals the corresponding value, in at least one name

form, in that extension.

12.7.7  Algorithm identifier match

The agorithm identifier match rule compares for equality a presented value with an attribute value of type
SupportedAlgorithm.

algorithmig
SYNT
ID

Therulerg

13 ¢

entifierMatch MATCHING-RULE =
A X Algorithmldentifier
id-mr-algorithmldentifierMatch }

urns TRUE if the presented value is equal to the algorithmidentifier component of the stored attrib

Dbtaining certified attributes

Users identities are bound to their public key certificates for authentication and identification purposes. Each

certificate

conveys the information necessary to perform certain cryptographi ¢functions. Certified attributed

with a suljject, such as clearances, may be conveyed in a separate structure, defined as an attribute

(Attributed

131 A

An attribut
attribute ¢
Certificatiq
duties will
should be
with the g

AttributeCq
AttributeCq

ertificate).

ttribute certificates

b certificate is a separate structure from a subject’s\X.509 public key certificate. A subject mg
ertificates associated with each of its public key certificates. There is no requiren
n Authority create both the public key certificate and attribute certificate(s) for a user; in

considered when defining local policy. Exchanges between a subject and the Certificat
bneration of attribute certificates,are outside the scope of this Recommendation | Internati
brtificate ::= SIGNED {AttributeCertificatel nfo}

brtificatel nfo ::= SEQUENCE{

version Version DEFAULT wd,

subjec
bj

S|
issuer

CHOICE {
pseCertificatel D ([0}~ I ssuer Serial, -- associated with a Public Key Certificate
ibjectName [1] GeneralNames}, -- associated with a name
GeneralNames, -- CAissuing the attribute certificate

signat

re Algorithmldentifier,

serialNumber. CertificateSerialNumber,
attrCgtValidityPeriod AttCertValidityPeriod,
attribytes SEQUENCE OF Attribute,

Ute value.

public key
associated
certificate

y have multiple
nent that the same
fact, separation of

frequently dictate otherwise. Howevef;sthe implications of performing multiple certificate path validations

on Authority dealing
bnal Standard.

. - . e ik BT A
Issuer tmrguero onrgueraentrirer-Or T TONAL,

extensions Extensions OPTIONAL }

| ssuer Serial
issuer
serial

;1= SEQUENCE {
GeneralNames,
CertificateSerialNumber,

issuerUID Uniquel dentifier OPTIONAL}

AttCertVali
notBef
notAft

dityPeriod ::= SEQUENCE {
oreTime GeneralizedTime,
erTime Generalized Time}

The version number differentiates between different versions of the attribute certificate. For this Recommendation |
International Standard, the version number shallibe

Within the subject field is conveyed the identity of the certificate’s subject, referenced either bserthi®lumber
associated with the subject's X.509 public key certificate or byutijectName.
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Theissuer isthe name of the Certification Authority who created the attribute certificate.
The serialNumber isthe serial number that uniquely identifies the attribute certificate.
The signature identifies the cryptographic algorithm used to digitally sign the attribute certificate.

The attCertValidityPeriod field conveys the time period during which the attribute certificate is considered valid,
expressed in Generalized Time format.

The attributes field contains any directory attribute (not restricted to attributes stored within a Directory system, but must
be recognized within the domain) concerning the subject.

The issuer Uniquel D uniquely identifies the issuer of the attribute certificate in those instances where the issuer name is
not sufficient.

The extensions field allows addition of new fields to the attribute certificate.

13.2 Attribute certificate attribute

An attribute certificate may be used to certify certain attribute values and bind them to either an X509 certificate or
directly to[a subject’s name.

attributeCe tificateAttribute ATTRIBUTE ::={

WITH[SYNTAX AttributeCertificate
EQUALITY MATCHING-RULE certificateExactMatch
ID id-at-attributeCertificate }

13.3  Attribute certificate matching rule

The attribute certificate matching rule compares a presented value-with an attribute valueAofriyp@Certificate.
This matching rule allows more complex matching tharedhéicateExactM atch.

attributeCegtificateMatch MATCHING-RULE ::= {
SYNTRAX AttributeCertificateAssertion

ID id-mr-attributeCertificateM atch }
AttributeCeértificateAssertion ::= SEQUENCE ({
subjec
[0] GQHOICE{
baseCertificatelD  [0] Jssuer Serial,
subjectName [1]\GeneralNames} OPTIONAL,
issuer [1] GeneralNames OPFIONAL,
attCertValidity[2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL}

-- Af least one component of\the sequence must be present

The matching rule returnsTRUE if all of the components that are present in the presented value mdtch the corresponding
componerts of the attribute value, as follows:

d) baseCertificatelD matches if it is equal to thesuer Serial component of the stored attribute yalue;

h) subjectName matches if the stored attribute value contains the name extension with the| same name type as
indicated in the presented value;

c) “issuer matches if the stored attribute value contains the name component of the same name type as
indicated in the presented value;

d) attCertValidity matches if it falls within the specified validity period of the stored attribute value.

e) for eachattType in the presented value, there is an attribute of that type present hatribates
component of the stored value.

134 Attribute certificate paths

A user may obtain one or more attribute certificates from one or more Certificate Authorities. Each attribute certificate
bears the name of the Certificate Authority which issued it. The following ASN.1 data type can be used to represent an
attribute certificate path:

AttributeCertificationPath ::= SEQUENCE {
attributeCertificate AttributeCertificate,
acPath SEQUENCE OF ACPathData OPTIONAL }
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ACPathData ::= SEQUENCE {
certificate [O] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL }

13.5 Attribute certificaterevocation list

Attribute certificates may be revoked prior to their expiration time if the attributes are no longer relevant. The attribute
certificates may be revoked without impacting the user’'s public key certificate. The revocation lists are held within
entries as an attribute of typétributeCertificateRevocationList. This attribute type is defined as follows:

attributeCertificateRevocationL ist ATTRIBUTE ::={
WITH SYNTAX  CertificateList
ID id-at-attributeCertificateRevocationL ist}

NOTE — All of the amendments used for Version 2 Certificate Revocation Lists are applicable to Attribute Certificate Revocation
Lists.
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This annex includes al of the ASN.1 type, value, and information object class definitions contained in this Directory

Annex A

Authentication framework in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

Specification, in the form of the two ASN.1 modules AuthenticationFramework and CertificateExtensions.

AuthenticationFramework {joint-iso-ccitt ds(5) module(1) authenticationFramework(7) 3}
DEFINITIPNST=

BEGIN

- EXPORTSAII --

-- The typgs and values defined in this module are exported for use in the other ASN.1 modules cofitained

-- within t:re Directory Specifications, and for the use of other applications which will use them te access
- Directol

y services. Other applications may use them for their own purposes, but this will fiet-constrain

-- extensiohs and modifications needed to maintain or improve the Directory service.

IMPORTS

id-at, infor mationFramework, upper Bounds, selectedAttributeTypes, basicAccessControl,
certifi¢ateExtensions

HROM Useful Definitions {joint-iso-ccitt ds(5) module(1) useful Definitions(0) 3}

Name(ATTRIBUTE

HROM Infor mationFramewor k infor mationFramework

ub-usgr-password

HROM UpperBounds upper Bounds

AuthenticationL evel

HROM BasicAccessControl basicAccessControl

Uniqugl dentifier, octetStringM atch

HROM SelectedAttributeTypes selectedAttributeTypes

certificateExactM atch, certificatePairExactM atch, certificatel istExactM atch
HROM CertificateExtensions cextifi¢ateExtensions ;

-- basic certificate definition

Certificate 1=« SIGNED { SEQUENCE {
versiol [O] Version DEFAULT vl,
serialr{umber CertificateSerialNumber,
signatlire Algorithml dentifier,
issuer Name,
validity Validity,
subjec Name,
subjectPublieK eyl nfo SubjectPublicK eyl nfo,
issuer Uniquel dentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,

-- if present, version must be v2 or v3

subjectUniquel dentifier [2] IMPLICIT Uniquel dentifier OPTIONAL

-- if present, version must be v2 or v3

extensions [3] Extensions OPTIONAL

-- If present, version must bev3 -- } }

Version 1= INTEGER { v1(0), v2(1), v3(2) }
CertificateSerialNumber = INTEGER
Algorithmldentifier ;= SEQUENCE {
algorithm ALGORITHM .&id ({SupportedAlgorithms}),
parameters ALGORITHM .& Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

Definition of the following information object set is deferred, perhaps to standardized
profiles or to protocol implementation conformance statements. The set isrequired to
specify a table constraint on the parameter s component of Algorithmldentifier.
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SupportedAlgorithms
Validity

notBefore,
Time

notAfter Time}

SubjectPublicK eyl nfo
algorithm
subjectPublicK ey

Time ::= CHOICE {
utcTime
generalizedTime

Extensions::= SEQUENCE OF Extension

-- For thog
-- specifi

ALGORITHM = {..}
= SEQUENCE {

= SEQUENCE {
Algorithmldentifier,
BIT STRING }

UTCTime,
GeneralizedTime}

NAIvidual extens ons within the sSeQuU

Extension :]= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),
critica BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
-- contains a DER encoding of a value of type & ExtnType
-- for the extension object identified by extnld -- }
ExtengionSet EXTENSION ::= { ..}

EXTENSIQN ::= CLASS{
&id OBJECT IDENTIFIER UNIQUE,

& ExtnType}
WITH SYNTAX {

SYNTAX

IDENTIFIED BY

& ExtnType
&id}

-- other certificate constructs

Certificateg
user Cértificate
certifi¢ationPath

::= SEQUENCE {
Certificate,
ForwardCertificationPathh OPTIONAL}

ForwardCgtificationPath ;= SEQUENCE Of CrossCertificates

CrossCertifjcates

CertificatiohPath
user Certificate
theCACertificates

CertificateRair
forward [O]
reversp [1]

;= SET OF Certificate

= SEQUENCE {
Certificate,
SEQUENCE OF CertificatePair OPTIONAL}

;= SEQUENCE {
Certificate OPTIONAL,
Certificate OPTIONAL
-- at least one of the pair shall be present -- }

-- Certificfite Revocation List (CRL)

STOnTCanT e
qtion of those individual extensions shall include the rules for the significance of the order therein

I SO/IEC 9594-8 : 1998 (E)

Certificatelist ;2= SIGNED { SEQUENCE {

versio Verson OPTTONAL,
-- if present, version must be v2

signature Algorithml dentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {

user Certificate

CertificateSerialNumber,

revocationDate Time,

crlEntryExtensions

crlExtensions
-- attribute certificate

Extensions OPTIONAL } OPTIONAL,
[0] ExtensionsOPTIONAL }}

AttributeCertificationPath ::= SEQUENCE {
attributeCertificate AttributeCertificate,

acPath

SEQUENCE OF ACPathData OPTIONAL }
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ACPathData ::= SEQUENCE {
certificate [O] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL }

attributeCertificate ATTRIBUTE ::={

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING-RULE attributeCertificateM atch
ID id-at-attributeCertificate }

AttributeCertificate ::= SIGNED {AttributeCertificatel nfo}

AttributeCertificatel nfo ::= SEQUENCE {
version Version DEFAULT vl,
subject CHOICE {
baseCertificatelD [0] IssuerSerial, -- associated with a Public Key Certificate

subjectName [1] GeneralNames}, -- associated with a name

issuer GeneralNames, -- CA issuing the attribute certificate

signatfire Algorithmldentifier,

serialNumber CertificateSerialNumber,

attCertValidityPeriod  AttCertValidityPeriod,

attribytes SEQUENCE OF Attribute,

issuer Uniquel D Uniquel dentifier OPTIONAL,

extens{ons Extensions OPTIONAL }
Issuer Serial ::= SEQUENCE {

issuer GeneralNames,

serial CertificateSerialNumber,

issuer YI1D Uniquel dentifier OPTIONAL}
AttCertValldityPeriod ::= SEQUENCE{

notBefloreTime GeneralizedTime,

notAfterTime GeneralizedTime}

attributeCetificateMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }

AttributeCértificateAssertion ::= SEQUENCE ({
subjec
[0] QHOICE{

baseCertificatelD [0] |ssuerSerial,

subjectName [1] Name} OPTIONAL,

issuer [1] NameOPTIONAL,

attCertValidity

[2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL}

-- At least pne component of the sequence must be present

-- attribute types --

user Passwoy d ATTRIBUTE ::= {
WITH| SYNTAX OCTET STRING (SIZE (0..ub-user-passwor d))
EQUALITY MATCHING RULE octetStringMatch
ID id-at-user Password }

user Certifigate ATTRIBUTE ::= {

WITH|SYNTAX  Certificate

EQUALITY MATCHING RULE certificateExactMatch
ID id-at-user Certificate}

cACertificate ATTRIBUTE ::= {
WITH SYNTAX  Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }

crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX  CertificatePair
EQUALITY MATCHING RULE certificatePair ExactMatch
ID id-at-crossCertificatePair }

authorityRevocationList ATTRIBUTE ::= {
WITH SYNTAX CertificatelList
EQUALITY MATCHING RULE certificateListExactM atch
ID id-at-authorityRevocationList }
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certificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX  CertificateList
EQUALITY MATCHING RULE certificateListExactM atch
ID id-at-certificateRevocationList }

attributeCertificateRevocationL ist ATTRIBUTE ::={
WITH SYNTAX CertificatelList
ID id-at-attributeCertificateRevocationList}
-- information object classes --

ALGORITHM ::= TYPE-IDENTIFIER
-- parameterized types --

ENCRYPTED-HASH { ToBeSigned}  ::= BIT STRING ( CONSTRAINED BY {
-- must be the result of applying a hashing procedure to the DER-encoded octets --
-- of avalue of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })

ENCRYPTED { ToBeEnciphered } = BIT STRING ( CONSTRAINED BY {
-- must be the result of applying an encipherment procedure --
-- to the BER-encoded octets of a value of -- ToBeEnciphered})

SIGNATURE { ToBeSigned } ::= SEQUENCE {

algorithmldentifier Algorithmldentifier,

encrypted ENCRYPTED-HASH { ToBeSigned }}
SIGNED { ToBeSigned } ::= SEQUENCE{

toBeSigned ToBeSigned,

COMPONENTS OF SIGNATURE { ToBeSigned }}
-- object identifier assignments --
id-at-user Password OBJECT IDENTIFIER = {id-at 35}
id-at-user Certificate OBJECT IDENTIFIER = {id:zat 36}
id-at-cAcertificate OBJECT IDENTIFIER = _fid:at 37}
id-at-authorityRevocationL ist OBJECT IDENTIFIER = {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER = {id-at 39}
id-at-crossCertificatePair OBJECT IDENTIFIER ‘= {id-at 40}
id-at-attribjiteCertificate OBJECT IDENTIFIER := {id-at 58}
END

-- Certificqte Extensions module

CertificateHxtensions {j oint-iso-ccitt ds(5) module(l) certificateExtensions(26) O}
DEFINITIQNSIMPLICIT TAGS::=
BEGIN

-- EXPORTSALL --

IMPORTS
id-at, id-ce, id-mr, infor mationFramework, authenticationFramework,

selectedAttributellypes, upper Bounds

HROM UsefulPefinitions {j oint-iso-ccitt ds(5) module(1)

useful Definitions(0) 3}

Name|RelativeDistinguishedName, ATTRIBUTE, Attribute,

MAT CHING-RULE FROM InformationFramework infor mationFramework

CertificateSerialNumber, CertificateList, Algorithmldentifier,

EXTENSION
FROM AuthenticationFramework authenticationFramework
DirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes
ub-name
FROM UpperBounds upper Bounds
ORAddress
FROM M T SAbstractService {joint-iso-ccitt mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1994 (0) } ;
-- Unless explicitly noted otherwise, there is no significance to the ordering
-- of components of a SEQUENCE OF construct in this Specification.
-- Key and policy information extensions --

authorityKeyldentifier EXTENSION ::={
SYNTAX AuthorityK eyl dentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }
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AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [O] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }

(WITH COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |
WITH COMPONENTS {..., authorityCertlssuer ABSENT,
authorityCertSerialNumber ABSENT} )

Keyldentifier ::= OCTET STRING

subjectKeyldentifier EXTENSION ::={
SYNTAX SubjectK eyl dentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjectK eyl dentifier ::= Keyldentifier

keyUsage EXTENSION ::={
SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }

KeyUsage:|=BIT STRING {
digitalSignature (0),
nonRepudiation ),
keyEncipherment  (2),
dataEncipherment (3),
keyAgreement (4),

keyCeftSign (5),
cRLSign (6),
encipherOnly (),
decipherOnly 8}

extKeyUsage EXTENSION ::={

Id ::= OBJECT IDENTIFIER

privateK eyUsagePeriod EXTENSION ::= {
SYNTAX PrivateK eyUsagePeriod
IDENTIFIED BY id-ce-privateK eyUsagePeriod}

PrivateK eylUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,

notAfter [1] GeneralizedTimeOPTIONAL }
(WITH COMPONENTS {...; notBefore PRESENT} |
WITH COMPONENTS {33, notAfter PRESENT} )

certificatePplicies EXTENSION 7= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY .id:ce-certificatePolicies }

CertificateRoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policyl nformation

Palicyl nforation-:= SEQUENCE {
policyldentifier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1.MAX) OF
PolicyQualifierInfo OPTIONAL }

CertPolicyld ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE {
policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.& Qualifier
({SupportedPolicyQualifier si{ @policyQualifier 1 d})
OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ...}

CERT-POLICY-QUALIFIER ::= CLASS{
&id OBJECT IDENTIFIER UNIQUE,
& Qualifier OPTIONAL }
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WITH SYNTAX {
POLICY-QUALIFIER-ID  &id
[QUALIFIER-TYPE & Qualifier] }

policyM appings EXTENSION ::={
SYNTAX PolicyM appingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyM appingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuer DomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }

supportedAlgorithms ATTRIBUTE ::={
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmldentifierMatch
ID id-at-supportedAlgorithms}

I SO/IEC 9594-8 : 1998 (E)

SupportedAlgorithm ::= SEQUENCE {

algorifhmldentifier Algorithmldentifier,
intendedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL }

-- Certificqte subject and certificate issuer attributes extensions --

subjectAltName EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName}

GeneralNarnes ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralNamne ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] 1A5String,

dNSName [2] 1A5String,

x4OOAPgress [3] ORAddress,

directgryName [4] Name,

ediPartyName [5] EDIPartyName,

unifor mResour cel dentifier [6] 1A5String,

iPAddfess [7] OCTET STRING;

registgredi D [8] OBJECT IDENTIFIER}

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyNeme ::= SEQUENCE {
nameAssigner [0] DirectoryString{ub-name} OPTIONAL,
partyName [1] DitectoryString {ub-name} }

issuer AltNgme EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName}

subjectDirectoryAttributes EXTENSION ::={
SYNTAX AttfibitesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes}

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute
-- Certifi certion path constraints extensions --

basicConstraints EXTENSION ::={
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints}

BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL }

nameConstraints EXTENSION ::={
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints}

NameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtreesOPTIONAL,
excludedSubtrees [1] GeneralSubtreesOPTIONAL }

GeneralSubtrees::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
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GeneralSubtree ::= SEQUENCE {

base GeneralName,
minimum [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0.MAX)

policyConstraints EXTENSION ::={
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints}

PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [O] SKkipCerts OPTIONAL,
inhibitPolicyM apping [1] SKkipCerts OPTIONAL }

SkipCerts::= INTEGER (0.MAX)

CertPolicySet—="SEQUENCE(IMAX)OF CertPotieytd
-- Basic CRL extensions --
CRLNumber EXTENSION ::={

SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumbg¢r ::= INTEGER (0..MAX)

reasonCodg EXTENSION ::={
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {

unspegified (0),
keyCompromise 2,
cACorpromise (2),
affiliaionChanged 3,
super seded 4),
cessationOfOperation  (5),
certificateHold (6),
removeFromCRL 8}

instructionCode EXTENSION ::={
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

Holdlnstrugtion ::= OBJECT IDENTIFIER

invalidityDate EXTENSION ::={
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invatidityDate }
-- CRL didribution points and delta-CRL extensions --

cRLDistribytionPoints EXSFENSION ::={
SYNTAX CRIDistPointsSyntax
IDENTIFIED BY./ id-ce-cRL DistributionPoints}

CRLDistPojntsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint

DistributionReirt———SEQUENCE{

distributionPoint  [0] DistributionPointName OPTIONAL,
reasons [1] ReasonFlags OPTIONAL,
cRL Issuer [2] GeneralNames OPTIONAL }

DistributionPointName ::= CHOICE {
fullName [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName}

ReasonFlags::= BIT STRING {

unused (0),
keyCompromise D,
caCompromise 2),
affiliationChanged 3),
super seded (4),
cessationOfOperation (5),
certificateHold 6)}
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issuingDistributionPoint EXTENSION ::={
SYNTAX I ssuingDistPointSyntax
IDENTIFIED BY  id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
distributionPaint [O] DistributionPointName OPTIONAL,
onlyContainsUser Certs [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE }

certificatel ssuer EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY  id-ce-certificatel ssuer }

deltaCRL Indicator EXTENSION ::={

SYNT X BaseCRtNumber
IDENTIFIED BY  id-ce-deltaCRLIndicator }
BaseCRL Npmber ::= CRLNumber
deltaRevocationList ATTRIBUTE ::={
WITH|SYNTAX  CertificateList
EQUALITY MATCHING RULE certificateListExactM atch
ID iq-at-deltaRevocationList }
-- Matching rules --
certificateExkactM atch MATCHING-RULE ::={
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }
CertificateHxactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name}
certificateMatch MATCHING-RULE ::={
SYNTAX CertificateAssertion
ID id-mr-certificateMatch }
CertificateAssertion ::= SEQUENCE {
serialNumber [O] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectK eyl dentifier [2] SubjectKeyldentifier OPTIONAL,
authorityK eyl dentifier [3] AuthorityK eyl dentifier OPTIONAL,
certifigateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicK eyAlgl D [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathTpName [10] Name OPTIONAL }
AltNameType ::=CHOICE {
builtinNameForm ENUMERATED {
rfc822Name (1),
dNSName ),
x400Addr ess 3,
directoryName (4),
ediPartyName 5),
uniformResour cel dentifier (6),
iPAddress ),
registeredld 8 1,
otherNameForm  OBJECT IDENTIFIER }
certificatePair ExactMatch MATCHING-RULE  ::= {
SYNTAX CertificatePair ExactAssertion
ID id-mr-certificatePair ExactM atch }

CertificatePair ExactAssertion ::= SEQUENCE {
forwardAssertion [0] CertificateExactAssertion OPTIONAL,
reverseAssertion  [1] CertificateExactAssertion OPTIONAL }

ITU-T Rec. X.509 (1997 E) 53


https://iecnorm.com/api/?name=7389df428068233467f3b9405315f266

| SO/IEC 9594-8 : 1998 (E)

(WITH COMPONENTS
WITH COMPONENTS

{..., forwardAssertion PRESENT} |
{..., reverseAssertion PRESENT} )

certificatePairMatch MATCHING-RULE ::= {
SYNTAX CertificatePair Assertion
ID id-mr-certificatePairMatch }

CertificatePair Assertion ::= SEQUENCE {
forwardAssertion [0] CertificateAssertion OPTIONAL,
reverseAssertion  [1] CertificateAssertion OPTIONAL }
(WITH COMPONENTS {..., forwardAssertion PRESENT} |
WITH COMPONENTS {..., reverseAssertion PRESENT} )

certificateListExactMatch MATCHING-RULE = {
SYNTAX CertificatelL istExactAssertion
ID id-mr-certificateListExactMatch }
CertificatellistExactAssertion ::= SEQUENCE {
issuer Name,
thisUpdate Time,

distrifutionPoint  DistributionPointName OPTIONAL }

certificateLjstMatch MATCHING-RULE ::={
SYNTAX CertificateListAssertion
ID id-mr-certificateListM atch }

CertificatelistAssertion ::= SEQUENCE {
issuer Name  OPTIONAL,
minCRLNumber  [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,

reasonFlags ReasonFlags OPTIONAL,

dateAndTime Time OPTIONAL,

distributionPoint  [2] DistributionPointName OPTIONAL }
algorithmldentifierMatch MATCHING-RULE = |

SYNTAX Algorithmldentifier

ID id-mr-algorithmldentifierMatch }

-- Object iflentifier assignments --

id-at-suppoftedAlgorithms
id-at-deltaRevocationList
id-ce-subjeqtDir ector yAttributes
id-ce-subjeqtK eyl dentifier
id-ce-keyUdage
id-ce-privateK eyUsagePeriod
id-ce-subjeqtAltName
id-ce-issuer AltName
id-ce-basicfonstraints
id-ce-cRL Number
id-ce-reasonfCode
id-ce-instrugctionCode
id-ce-invaliglityDate
id-ce-deltadRL I ndicator
id-ce-issuingDistributionPoint

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT.JDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-at 52}
{id-at 53}
{id-ce 9}

{id-ce 14}
{id-ce 15}
{id-ce 16}
{id-ce 17}
{id-ce 18}
{id-ce 19}
{id-ce 20}
{id-ce 21}
{id-ce 23}
{id-ce 24}
{id-ce 27}
{id-ce 28}

id-ce-cer tificatelssef————————OBJECTIDENHIER

id-ce-nameConstraints
id-ce-cRL DistributionPoints
id-ce-certificatePolicies
id-ce-policyM appings

-- deprecated
id-ce-authorityK eyl dentifier
id-ce-policyConstraints
id-ce-extK eyUsage
id-mr-certificateExactMatch
id-mr-certificateMatch
id-mr-certificatePair ExactM atch
id-mr-certificatePair M atch
id-mr-certificateListExactMatch
id-mr-certificateListM atch
id-mr-algorithmldentifier M atch

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER ::

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
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{id-ce 30}
{id-ce 31}
{id-ce 32}
{id-ce 33}
{id-ce 34}
{id-ce 35}
{id-ce 36}
{id-ce 37}
{id-mr 34}
{id-mr 35}
{id-mr 36}
{id-mr 37}
{id-mr 38}
{id-mr 39}
{id-mr 40}
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-- Thefollowing OBJECT IDENTIFIERS are not used by this Specification:;
-- {id-ce 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},

-- {id-ce 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},

-- {id-ce 22}, {id-ce 25}, {id-ce 26}

END

ITU-T Rec. X.509 (1997 E) 55


https://iecnorm.com/api/?name=7389df428068233467f3b9405315f266

| SO/IEC 9594-8 : 1998 (E)

Annex B

Security requirements?

(This annex does not form an integral part of this Recommendation | International Standard)

Many OSI applications, ITU-T-defined services and non-ITU-T-defined services will have requirements for security.
Such requirements derive from the need to protect the transfer of information from arange of potential threats.

B.1

Threats

Some commonly known threats are:

Higation is observed

B.2 g

In order to
by the auth

a

Ladantity s Lintar oot an
LA\ B9} I._y LRI \J\‘PL' I

for misuse.

Masquerade — The pretense by a user to be a different user in order to gain access
acquire additional privileges.

Replay — The recording and subsequent replay of a communication at some‘later date.
Data Interception — The observation of user data during a communication’by an unauth

Manipulation — The replacement, insertion, deletion or misordering-ef user data during
by an unauthorized user.

Repudiation — The denial by a user of having participated irCpart or all of a communicat

Denial of Service — The prevention or interruption of ascommunication or the delay
operations

NOTE 1 — This security threat is a more general oné\and depends on the individual applicat
of the unauthorized disruption and is therefore not'explicitly within the scope of the authentic

Mis-routing — The mis-routing of a communi¢cation path intended for one user to anothe
NOTE 2 — Mis-routing will naturally oceutsin OSI layers 1 through 3. Therefore mis-routin

to information or to

brized user.

a communication

on.
of time-critical

on or on the intention
Ation framework.

r.
p is outside of the

scope of the authentication framework. However, it may be possible to avoid the consequences of mis-routing by

using appropriate security services as provided within the authentication framework.

Traffic Analysis — The observation of information about a communication
(e.g. absence/presence, frequency, direction, sequence, type, amount, etc.).
NOTE 3 — Traffic analysis threats are naturally not restricted to a certain OSI layer. Therefg

generally outside the-scope of the authentication framework. However, traffic analysis can
against by generating-additional unintelligible traffic (traffic padding), using enciphered or rar]

ecurity services

protect against perceived threats, various security services need to be provided. Security services
entication framework are performed by means of the security mechanisms described in B.3:

Peer=entity authentication — This service provides corroboration that a user in a cg
communication is the one claimed. Two different peer entity authentication services m

between users

re Traffic analysis is
be partially protected
dom data.

hs provided

rtain instance of
ny be requested:

authentication).
— mutual authentication, where both users communicating authenticate each other.

When requesting a peer entity authentication service, the two users agree whether th
protected or not.

w@m&m_ﬂﬂ@ﬂmﬂmw ' ' icati i igi i icafti ipient entity

eir identities shall be

The peer entity authentication service is supported by the authentication framework. It can be used to

protect against masquerade and replay, concerning the users’ identities.

b) Access control — This service can be used to protect against the unauthorized use of resources. The access
control service is provided by the Directory or another application and is therefore not a concern of the

authentication framework.

2) For further information, see 1SO 7498-2.
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