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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
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Introduction

0.1 Purpose and overview

2020(E)

Open-edi is defined in ISO/IEC 14662 as "electronic data interchange among multiple autonomous
Persons to accomplish an explicit shared business goal according to Open-edi standards". Cloud computing
is defined in ISO/IEC 17788 as "a paradigm for enabling network access to a scalable and elastic pool of
shareable physical or virtual resources with self-service provisioning and administration on demand”. There
are many similarities and commonalities among the Open-edi reference model and cloud computing
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D/IEC 15944 is a multipart eBusiness standard which is based on and focuses on the BOV.pe

indards development involved in Open-edi and cloud computing.

e primary purpose of this document is to identify commonalities between:
the ISO/IEC 14662 Open-edi reference model (and related ISO/IEC 15944-series); and,
ISO/IEC 17789 (and related standards).

.2 Link to ISO/IEC 14662 and ISO/IEC 15944 perspectives
.2.1 ISO/IEC 14662 Open-edi reference model?)

e ISO/IEC 14662, Open-edi reference model states~the conceptual architecture nece
rying out electronic business transactions among@utonomous parties. That architecture
d describes the need to have two separate and related views of the business transaction.

e first is the business operational view (BOY). The second is the functional service vi
rure 1 (copied from ISO/IEC 14662) illustrates the Open-edi environment.
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Figure 1 — Open-edi environment

1)
20

The Memorandum of Understanding between ISO, IEC, ITU and UN/ECE (2000) concerning standardization in
the field of electronic business is based on this Model. See https:// www .unece .org/ fileadmin/ DAM/ oes/ MOU/

00/ 24March2000 _IEC _ISO _ITU .pdf.
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0.2.2 ISO/IEC 15944-1

ISO/IEC 15944-1 states the requirements of the BOV aspects of Open-edi in support of electronic
business transactions. They are required to be taken into account in the development of business
semantic descriptive techniques for modelling e-business transactions and components thereof as re-
useable business objects. They include:

— commercial frameworks and associated requirements;

— legal frameworks and associated requirements;

— publif policy requirements particularly which apply to individuals, i.e., are rights of individudls,
which are of a generic nature such as consumer protection, privacy protection, and accessibiljty
(see flurther in ISO/IEC 15944-5:2008, 6.3);

— requirements arising from the need to support cultural adaptability. This includes meeting
localization and multilingual requirements, (e.g., as may be required by a particularjurisdictional
domgdin or desired to provide a good, service and/or right in a particular market). One needs the
ability to distinguish, the specification of scenarios, scenario components, and-their semantics,|in
the cpntext of making commitments, between:

a) the use of unique, unambiguous and linguistically neutral identifiers (often as composjte
idlentifiers) at the information technology interface level amongthe IT systems of participation
plarties on the one hand; and, on the other,

b) their multiple human interface equivalent (HIE) expressiens in a presentation form approprigte

b the Persons involved in the making of the resulting commitments.

—

Figure 2 |(copied from ISO/IEC 15944-1) shows an intégrated view of these business operationpal
requirempnts.

vi © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=6f17d4631fee5d47b3de01e496b547ea

ISO/IEC TR 15944-14:2020(E)

Sources of requirements on the business operational view (BOV) aspects of Open-edi which
need to be integrated and/or taken into account in business transactions

4 N

Business transactions
(Open-edi based)
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Figure 2 — Integrated view of business operational requirements

In electronic business transactions, whether undertaken on a for profit or not-for-profit basis,
the key element is commitment exchange among Persons made through their decision-making
applications (DMAs) of their information technology systems (IT systems) accessibility (see further
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in ISO/IEC 14662:2010, 5.2) acting on behalf of Persons. Persons are the only entities able to make
commitments.

The business operational view (BOV) was therefore defined as:

"perspective of business transactions limited to those aspects regarding the making of business
decisions and commitments among Persons which are needed for the description of a business
transaction”.

[1SO/IEC 14662:2010, 3.3]

There ard three categories of Person as a role player in Open-edi, namely:
1) the Pgrson as individual,

2) the Pgrson as organization, and

3) the Pgrson as public administration?).

There ard also three basic (or primitive) roles of Persons in business transactions, namely: buyer, sel:fr,
and regulator. When modelling business transactions, jurisdictional domains prescribe their extermnal
constrainlts in the role of regulator and execute them as public administration.

0.3 Impertance of and role of terms and definitions

The ISO/IEC 15944 series sets out the processes for achieving a common understanding of the busingss
operational view (BOV) from commercial, legal, ICT, public policy'and cross-sectoral perspectives. If is
therefore|limportant to check and confirm that a common understanding in any one of these domainy is
also unambiguously understood as identical in the others:

This subglause is included in each part of the ISO/IE€ 15944 series to emphasize that harmonized
concepts pnd definitions (and assigned terms) in its;Parts are essential to the continuity of the overpll
standard

In order fo minimize ambiguity in the definitions and their associated terms, each definition and fits
associatefl term has been made available in at least one language other than English in the documgnt
in which {t is introduced. In this context, it is noted that [SO/IEC 15944-7 already also contains humjan
interface pquivalents (HIEs) in ISO Chinese, ISO French, and ISO Russian3).

0.4 Basqd on rules and guidelines

Open-edil|is based on rulesswhich are predefined and mutually agreed to. They are precise critefia
and agreed upon requinénrents of business transactions representing common business operatiomnal
practicesfand functional requirements.

These rules also(serve as a common set of understanding bridging the varied perspectives of the
commerclal framework, the legal framework, the information technology framework, standardizefs,
consumels, efe.

This document does not introduce any new rules or guidelines in addition to those that are already
found in the ISO/IEC 15944 series.

0.5 Use of Person, organization, individual and party in the context of business transaction and
commitment exchange

2) While publicadministration is one of the three distinct sub-types of Person, most of the rules in ISO/IEC 15944-1
applicable to organization also apply to public administration. In addition, an unincorporated seller is also deemed
to function as an organization. Consequently, the use of organization throughout this document also covers public
administration. Where it is necessary to bring forward rules, constraints, properties, etc., which apply specifically to
public administration, this is stated explicitly.

3) The designation ISO before a natural language refers to the use of that natural language in ISO standards.

viii © ISO/IEC 2020 - All rights reserved
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Throughout this document:

the use of Person with a capital "P" represents Person as a defined term, i.e., as the entity
Open-edi Party that carries the legal responsibility for making commitment(s);

2020(E)

within an

individual, organization, and public administration are defined terms representing the three

common sub-types of Person; and,

the use of the words person(s) and party (ies) without a capital "P" indicates their use in

a generic

context independent of Person, as a defined conceptin ISO/IEC 14662 and the ISO/IEC 15944 series.

NQ
0.

Th
ar

TE A party to a business transaction has the properties and behaviours of a Person.
b Organization and description of this document

is document identifies the key concepts of open-edi reference model and cloud ¢emputing
Chitecture relevant to each other by transforming them into concept models.

Following Clauses 0,1, 2, 3 and 4, which have a common approach and~similar conte

IS
op

D/IEC 15944 series, Clause 5 summarizes the Open-edi reference model together with the
erational view and functional service view.

Clause 7 provides concept models of both open-edi reference model and cloud computing

rhitecture with ORM2 notations.

Clause 8 analyses and discusses the relationship betwéenthe two models and gives a summar

mputing and roles of an agent acting on behalf of 4 seller, and that of a"third party acting o

deller in executing business transaction with a buyer.

Arnnex A is a consolidated list of the definitions\and their associated terms introduced in this

in

ISO English and ISO French. (For the complete set of ISO French (and ISO Russian and ISC

equivalents of the entries in Clause 3, see\JSO/IEC 15944-7.) As stated in the main body of this ¢

th
as

Ar
do

Ar

b issue of semantics and their importance of identifying the correct interpretation acro
pects is critical.

nex B identifies rules statedlin the other parts of the ISO/IEC 15944 series that are applica
cument.

eBusiness context.

Ar

>

I}

>

I

nex D gives abrief introduction to fact-based modelling.

nex E djscusses definitions of role in ISO/IEC 14662 and ISO/IEC 17789.
nex(F lists titles of all parts of the ISO/IEC 15944 series.

reference

nt in the
business

Clause 6 summarizes the cloud computing reference architecturedvith user view and functional view.

reference

y of cloud
behalf of

Hocument

Chinese)
ocument,
ks official

ble to this

nex C provides a mapping of key relevant cloud computing concepts and their definitions into an
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Information technology — Business operational view —

Part 14:
Open-edi reference model and cloud computing
architecture

1| Scope

This document:
—| examines the basic concepts that have been developed for both cloud compiiting and Open-edj;
—| identifies key Open-edi concepts relevant to cloud computing;
—| identifies key cloud computing concepts relevant to Open-edi;

—| compares Open-edi model and cloud computing architecturesand identifies mappings (similarities
in whole or in part) between them using formal semantie modelling techniques.

2 | Normative references

THhere are no normative references in this documerit.

3| Terms and definitions
Forr the purposes of this document, the;following terms and definitions apply.

ISP and IEC maintain terminological databases for use in standardization at the following addresses:

—| ISO Online browsing platform: available at https://www.iso.org/obp

—| IEC Electropedia: available at http://www.electropedia.org/

3.1
agent
Pefson (3.39)«acting for another Person in a clearly specified capacity in the context of & business
transaction(34)

Ngte 1 to entry: Excluded here are agents as "automatons" (or robots, bobots, etc.) In ISO/IEC 14662, "aytomatons"
ar¢ r€eognized and provided for but as part of the Functional Service View (FSV) where they are de1ined as an
"Iriforthation Processing Domain (IPD)"

[SOURCE: ISO/IEC 15944-1:2011, 3.1]

3.2

business

series of processes, each having a clearly understood purpose, involving more than Person (3.39),
realised through the exchange of information and directed towards some mutually agreed upon goal,
extending over a period of time

[SOURCE: ISO/IEC 14662:2010, 3.2]

© ISO/IEC 2020 - All rights reserved 1
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3.3

business operational view

BOV

perspective of business transactions (3.4) limited to those aspects regarding the making of business
(3.2) decisions and commitments (3.16) among Persons (3.39), which are needed for the description of a
business transaction

[SOURCE: ISO/IEC 14662:2010, 3.3]

3.4

businesstransaction
predefingd set of activities and/or processes of Persons (3.39) which is initiated by a Person|to
accompligh an explicitly shared business (3.2) goal and terminated upon recognition of one of thé agreed
conclusiops by all the involved Persons although some of the recognition might be implicit

[SOURCE{ISO/IEC 14662:2010, 3.4]

3.5

buyer
Person (3.39) who aims to get possession of a good, service, and/or right{through providing pn
acceptable equivalent value, usually in money, to the Person providing such,a good, service, and/or right

[SOURCE{ISO/IEC 15944-1:2011, 3.8]

3.6
cloud copputing
paradigm| for enabling network access to a scalable and elastic’pool of shareable physical or virtjial
resourceqd with self-service provisioning and administratiof on-demand

Note 1 to gntry: Examples of resources include servers, operating systems, networks, software, applications, gnd
storage equipment.

[SOURCE{ISO/IEC 17788:2014, 3.2.5]

3.7
cloud sernvice
one or mqre capabilities offered via cloud' computing (3.6) invoked using a defined interface

[SOURCE{ISO/IEC 17788:2014, 3.2.8]

3.8
cloud service broker
cloud servVice partner (3112) that negotiates relationships between cloud service customers (3.9) apnd
cloud serice providers-(3:13)

[SOURCE{ISO/IEC.17788:2014, 3.2.9]

3.9
cloud sernvicé customer
party (3.38) which is in a business relationship for the purpose of using cloud services (3.7)

Note 1 to entry: A business relationship does not necessarily imply financial agreements.
[SOURCE: ISO/IEC 17788:2014, 3.2.11]

3.10

cloud service customer data

class of data objects under the control (3.49), by legal or other reasons, of the cloud service customer
(3.9) that were input to the cloud services (3.7), or resulted from exercising the capabilities of the cloud
services by or on behalf of the cloud service customer via the published interface of the cloud services

Note 1 to entry: An example of legal controls is copyright.

2 © ISO/IEC 2020 - All rights reserved
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Note 2 to entry: It may be that the cloud service contains or operates on data that is not cloud service customer
data; this might be data made available by the cloud service providers, or obtained from another source, or it
might be publicly available data. However, any output data produced by the actions of the cloud service customer
using the capabilities of the cloud service on this data is likely to be cloud service customer data, following
the general principles of copyright, unless there are specific provisions in the cloud service agreement to the
contrary.

[SOURCE: ISO/IEC 17788:2014, 3.2.12]

3.11

cloud service derived data
clgss of data objects under cloud service provider (3.13) control that are derived as a result ofinpteraction
with the cloud services (3.7) by the cloud service customer (3.9)

Ngte 1 to entry: Cloud service derived data includes log data containing records of who used\th€ service, at what
times, which functions, types of data involved and so on. It can also include information‘about the fjumbers of
authorized users and their identities. It can also include any configuration or customjzation data, [where the
cldud service has such configuration and customization capabilities.

[SPURCE: ISO/IEC 17788:2014, 3.2.13]

3.12

cloud service partner
pdlrty (3.38) which is engaged in support of, or auxiliary to, activiti€s of either the cloud servicg provider
(3113) or the cloud service customer (3.9), or both

[SPURCE: ISO/IEC 17788:2014, 3.2.14]

3.13
cloud service provider
pdrty (3.38) which makes cloud services (3.7) available

[SPURCE: ISO/IEC 17788:2014, 3.2.15]

3.14

cloud service provider data
clgss of data objects, specific to the operation of the cloud services (3.7), under the control of [3.50) the
clqud service provider (3.13)

Ngte 1 to entry: Cloud servite provider data includes but is not limited to resource configuration andfutilization
information, cloud service specific virtual machine, storage and network resource allocations, overall data centre
copfiguration and utilization, physical and virtual resource failure rates, operational costs and so on.

[SPURCE: ISO/IEC.27788:2014, 3.2.16]

3.15

clpud service user
natural person, or entity acting on their behalf, associated with a cloud service customer (3.9)that uses
clqudservices (3.7)

Note 1 to entry: Examples of such entities include devices and applications.
[SOURCE: ISO/IEC 17788:2014, 3.2.17]

3.16

commitment

making or accepting of a right, obligation, liability or responsibility by a Person (3.39) that is capable of
enforcement in the jurisdictional domain in which the commitment is made

[SOURCE: ISO/IEC 14662:2010, 3.5]

© ISO/IEC 2020 - All rights reserved 3
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3.17

constraint
rule (3.45), explicitly stated, that prescribes, limits, governs or specifies any aspect of a business
transaction (3.4)

Note 1 to entry: Constraints are specified as rules forming part of components of Open-edi scenarios, i.e., as
scenario attributes, roles, and/or information bundles.

Note 2 to entry: For constraints to be registered for implementation in Open-edi they must have unique and
unambiguous identifiers.

Note 3 to gntry: A constraint may be agreed to among parties (condition of contract) and is therefore conside
an "internpl constraint”. Or a constraint may be imposed on parties (e.g., laws, regulations, etc.), and is theref

considere
[SOURCE;

3.18
data porf
ability to

Note 1 to

system su
do not ma
available t}
not be des

[SOURCE]{

3.19
decision
DMA

model of
(3.44) th
values co

to the othler Open-edi party(ies)

[SOURCE]{

3.20
decision
DMA inte

set of requirements that pérmit a decision-making application (3.19) to interact with the Open-

Support I
[SOURCE;
3.21

an "external constraint”.

[SO/IEC 15944-1:2011, 3.11]

ability

casily transfer data from one system to another without being required to re-enter data
entry: It is the ease of moving the data that is the essence here. This might'be achieved by the sou
bplying the data in exactly the format that is accepted by the target’ system. But even if the form

ch, the transformation between them may be simple and straightforward to achieve with commo

Cribed as "easy".

ISO/IEC 17788:2014, 3.2.21]

making application
that part of an Open-edi system (3.35)\which makes decisions corresponding to the role

t the Open-edi party (3.31) plays as well as the originating, receiving and managing d4
htained in the instantiated Information Bundles (3.25), and which is not required to be visil

ISO/IEC 14662:2010, 3.6]

making application interface
rface

ifrastructure(3.34)

ISO/IEG14662:2010, 3.7]

ed
re

‘ce
hts
nly

pols. On the other hand, a process of printing out the data and rekeying it for the target system coyild

(s)
ta
hle

Y

di

electroni

cdata interchange

EDI

automated exchange of any predefined and structured data for business (3.2) purposes among

informati

on systems of two or more Persons (3.39)

Note 1 to entry: This definition includes all categories of electronic business transactions.

[SOURCE:

ISO/IEC 14662:2010, 3.8]
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3.22

external constraint

constraint (3.17) which takes precedence over internal constraints in a business transaction (3.4), i.e. is
external to those agreed upon by the parties to a business transaction

Note 1 to entry: Normally, external constraints are created by law, regulation, orders, treaties, conventions or
similar instruments.

Note 2 to entry: Other sources of external constraints are those of a sectorial nature, those which pertain
to a particular jurisdictional domain or mutually agreed common business conventions (e.g.,, INCOTERMS,
exchanges, etc.).

Ngte 3 to entry: External constraints can apply to the nature of the good, service and/or right prdvided in a
bufiness transaction.

Ndte 4 to entry: External constraints can demand that a party to a business transaction megt specific
requirements of a particular role.

EXAMPLE 1 Only a qualified medical doctor may issue a prescription for a controled drug.
EXAMPLE 2 Only an accredited share dealer may place transactions on the®New York Stock Exchange.
EXAMPLE 3  Hazardous wastes may only be conveyed by a licensed enterprise.

Ngte 5 to entry: Where the Information Bundles (IBs), including theix\Semantic Components (SCs) ofja business
trgnsaction are also to form the whole of a business transaction (€.g;for legal or audit purposes), all donstraints
myst be recorded.

EXAMPLE 4  There may be a legal or audit requirement €e maintain the complete set of recorded ifjformation
peftaining to a business transaction, i.e., as the information bundles exchanged, as a "record".

Ndgte 6 to entry: A minimum external constraint _applicable to a business transaction often requifes one to
diffferentiate whether the Person that is a party to.a business transaction is an "individual", "organization”, or
"pyiblic administration”. For example, privacy ¢ights apply only to a Person as an "individual".

[SPURCE: ISO/IEC 15944-1:2011, 3.23)

spective of business transactions (3.4) limited to those information technology interoperability
aspects of information* technology systems (3.27) needed to support the execution of| Open-edi
nsactions (3.36)

[SPURCE: ISO/IEC-14662:2010, 3.10]

3.24

ingdividual
Peyson((3:39) who is a human being, i.e., a natural person, who acts as a distinct indivisible eptity or is
copsidered as such

[SOURCE: ISO/IEC 15944-1:2011, 3.28]

3.25

information bundle

1B

formal description of the semantics of the recorded information (3.41) to be exchanged by Open-edi
parties (3.31) playing roles (3.44) in an Open-edi scenario (3.32)

[SOURCE: ISO/IEC 14662:2010, 3.11]
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3.26

information processing domain

IPD

information technology system (3.27) which includes at least either a decision-making application (3.19)
and/or one of the components of an Open-edi support infrastructure (3.34)(or both), and acts/executes
on behalf of an Open-edi party (3.31)(either directly or under a delegated authority)

[SOURCE: ISO/IEC 14662:2010, 3.12]
3.27

informaien—&eeh-neleg—y—sﬁtem—
IT syste
set of onel or more computers, associated software, peripherals, terminals, human operations, physi¢al

processed, information transfer means, that form an autonomous whole, capable of performing
informatipn processing and/or information transfer

[SOURCE{ISO/IEC 14662:2010, 3.13]

3.28
interoperability
the ability of two or more systems or applications to exchange informatjen and to mutually use the
informatipn that has been exchanged

[SOURCE{ISO/IEC 17788:2014, 3.1.5]

3.29
jurisdictjonal domain
jurisdictipn, recognized in law as a distinct legal and/or fegulatory framework, which is a source|of
external qonstraints (3.22) on Persons (3.39), their behaviour and the making of commitments (3.16)
among Pesons including any aspect of a business transaction (3.4)

Note 1 to gntry: The pivot jurisdictional domain is a United Nations (UN) recognized member state. From a legal
and soverg¢ignty perspective they are considered "peer” entities. Each UN member state, (a.k.a. country) may
have sub-gdministrative divisions as recognized:jurisdictional domains, (e.g., provinces, territories, cantops,
lander, etc}), as decided by that UN member statg:

Note 2 to gntry: Jurisdictional domains can combine to form new jurisdictional domains, (e.g., through bilategal,
multilatergl and/or international treati€s):

EXAMPLE The European Union (EU), NAFTA, WTO, WCO, ICAO, WHO, Red Cross, the ISO, the IEC, the ITU, gtc.
Note 3 to gntry: Several levels and categories of jurisdictional domains may exist within a jurisdictional domajn.

Note 4 to gntry: A jurisdictional domain may impact aspects of the commitment(s) made as part of a busing¢ss
transactiop including’those pertaining to the making, selling, transfer of goods, services and/or rights (gnd
resulting [iabilitieg) Jand associated information. This is independent of whether such an interchange| of
commitmgnts is eenducted on a for-profit or not-for-profit basis and/or includes monetary values.

Note 5 to gntr¥y: Laws, regulations, directives, etc., issued by a jurisdictional domain and are considered as pafts
of that jurisdictiomatdonmaimand-are the primmary sources of EXterTal COMStTraints Ol DUSIESS transactiors:

[SOURCE: ISO/IEC ISO/IEC 15944-5:2008, 3.67, modified - Note 2 to entry and the EXAMPLE have been
separated.]

3.30

Open-edi

electronic data interchange (3.21) among multiple autonomous Persons (3.39) to accomplish an explicit
shared business (3.2) goal according to Open-edi standards (3.33)

[SOURCE: ISO/IEC 14662:2010, 3.14]
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3.31

Open-edi party

OeP

Person (3.39) that participates in Open-edi (3.30)

Note 1 to entry: Often referred to generically in this and other eBusiness standards (e.g. parts of the ISO/IEC 15944
multipart "eBusiness" standard) as "party" or "parties” for any entity modelled as a Person as playing a role in
Open-edi scenarios.

[SOURCE: ISO/IEC 14662:2010, 3.17]

3.82
Open-edi scenario
0¢S

formal specification of a class of business transactions (3.4) having the same business ((3:2) goall

[SPURCE: ISO/IEC 14662:2010, 3.18]

3.83
Open-edi standard
standard that complies with the Open-edi reference model

[SPURCE: ISO/IEC 14662:2010, 3.19]

3.34
Open-edi support infrastructure
0¢SI
m¢@del of the set of functional capabilities for Open<édi systems (3.35) which, when taken together
with the decision-making applications (3.19), allows Open-edi parties (3.31) to participate in] Open-edi
trgnsactions (3.36)

[SPURCE: ISO/IEC 14662:2010, 3.20]

3.85
O%en-edi system

information technology system (3.27) which enables an Open-edi party (3.31) to participate in) Open-edi

transactions (3.36)

[SPDURCE: ISO/IEC 14662:2010, 3.22]

3.86
Open-edi transaction
bufsiness transaction (3.4) that is in compliance with an Open-edi scenario (3.32)

[SPURCE: ISOAEC 14662:2010, 3.23]

3.87
organization
unjiquée framework of authority within which a person or persons act, or are designated to act, towards
some purpose

Note 1 to entry: The kinds of organizations covered by this document include the following examples:
EXAMPLE1 An organization incorporated under law.

EXAMPLE 2  An unincorporated organization or activity providing goods and/or services, including:
1) partnerships;

2) social or other non-profit organizations or similar bodies in which ownership or control is vested in a group
of individuals;

3) sole proprietorships;
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4) governmental bodies.

EXAMPLE

3  Groupings of the above types of organizations where there is a need to identify these

information interchange.

[SOURCE:

3.38
party

ISO/IEC 15944-1:2011, 3.44]

natural person or legal person, whether or not incorporated, or a group of either

in

[SOURCE:

3.39
Person
entity, i.e
commitm
action(s)

Note 1 to 4
terminolo

Note 2 to 4
to differen

Note 3 to
one to diff
administr

[SOURCE;

3.40
public ad

entity, i.q.

authorize
[SOURCE;

3.41

recorded
any infor
technolog

Note 1 to 4
versus "in

Note 2 to
definition.

Note 3 to

IDU/IEC 1/ /700:4U014, 5.1.6]

bnt(s) (3.16), assume and fulfil resulting obligation(s), and able to be held accountable for

by used in competent jurisdictions.

tiate it from its day-to-day use.

htion".

ISO/IEC 14662:2010, 3.24]

ministration

d to act on behalf of a regulator (3.42)

ISO/IEC 15944-1:2011, 3.54]

information
mation that is recorded on or in a medium irrespective of form, recording medium
y used, and in a manner allowing for storage and retrieval

ntry: This is a généric definition and is independent of any ontology (e.g., those of "facts" versus "da
ormation"” versus "intelligence" versus "knowledge", etc.).

entry: Through the use of the term "information", all attributes of this term are inherited in t

a natural or legal person, recognized by law as having legal rights and duties, able to make

its

ntry: Synonyms for "legal person” include "artificial person”, "body corporate”, etc., depending on the

ntry: Person is capitalized to indicate that it is being utilized as formally“defined in the standards and

bntry: Minimum and common external constraints applicablestoa business transaction often requjre
erentiate among three common sub-types of Person, namely~! individual”, "organization", and "public

, a Person (3.39), which is an organization (3.37) and has the added attribute of being

or

tall

his

eéntry: This definition covers: i) any form of recorded information, means of recording, and gny

medium on which Tnformation can be recorded; and ii) all types of recorded information including all data types,
instructions or software, databases, etc.

[SOURCE:
3.42

ISO/IEC 15944-1:2011, 3.56]

regulator
Person (3.39) who has authority to prescribe external constraints (3.22) which serve as principles,
policies or rules (3.45) governing or prescribing the behaviour of Persons involved in a business
transaction (3.4) as well as the provisioning of goods, services, and/or rights interchanged

[SOURCE:

ISO/IEC 15944-1:2011, 3.59]
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3.43

reversibility

process for cloud service customer (3.9) to retrieve their cloud service customer data (3.10) and
application artefacts and for the cloud service provider (3.13) to delete all cloud service customer data as
well as contractually specified cloud service derived data (3.11) after an agreed period

[SOURCE: ISO/IEC 17788:2014, 3.2.35]

{ an Open-

ng objects

Ngte 3 to entry: In Open-edi, rules formally specify the commitmient(s) and role(s) of the parties involved, and
the expected behaviour(s) of the parties involved as seen by, other parties involved in (electronid) business
trgnsactions. Such rules are applied to: a) content of the inforfmation flows in the form of precise and|computer-
prpcessable meaning, i.e. the semantics of data; and (bJ«the order and behaviour of the informdtion flows
thémselves.

Ngte 4 to entry: Rules must be clear and explicit enough to be understood by all parties to a business tjansaction.
Rulles also must be capable of being able to be specified using a formal description technique(s) (FDTs).

EXAMPLE A current and widely used FDT\s "unified modelling language (UML)".

Ngte 5 to entry: Specification of rules\in an Open-edi business transaction should be complianf with the
requirements of ISO/IEC 15944-3.

Pefson (3.39) who_aims to hand over voluntarily or in response to a demand, a good, servig¢e, and/or
right to another Person (3.39) and in return receives an acceptable equivalent value, usually fin money,

semantic component
SC

unit of recorded information (3.41) unambiguously defined in the context of the business (3.2) goal of the
business transaction (3.4)

Note 1 to entry: A SC may be atomic or composed of other SCs.

[SOURCE: ISO/IEC 14662:2010, 3.27]
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3.48

service level agreement

SLA

documented agreement between the service provider and customer that identifies services and
service targets

Note 1 to entry: A service level agreement can also be established between the service provider and a supplier, an
internal group or a customer acting as a supplier.

Note 2 to entry: A service level agreement can be included in a contract or another type of documented agreement.

[SOURCE{ISO/IEC 17788:2014, 3.1.7]

3.49

third panty

Person (3[39) besides the two primarily concerned in a business transaction (3.4) who is agent (3.1)|of
neither apd who fulfils a specified role (3.44) or function as mutually agreed to by the two primgry
Persons of as a result of external constraints (3.22)

Note 1 to |entry: It is understood that more than two Persons can at times be prinfary parties in a busingss
transactiop.

[SOURCE{ISO/IEC 15944-1:2011, 3.65]

3.50

under the control of

set of requirements on an organization (3.37), especially those 6f external constraint (3.22) nature, ile.,
privacy pfotection and related information law requirements; requiring full and complete information
life cycle [management (ILCM) of personal information a® sét(s) of recorded information (3.41) (SR[s)
related td the agreed upon goal of the instantiated business transaction (3.4), including state changes
to the corftent of the SRIs with respect to their creation/collection, recording processing, organizatiInn,
storage, [use, retrieval, disclosure, retrieval, .aggregation, dissemination, disposition (including
expungement), electronic data interchange (EDI) (3.21), etc., and in particular that of any and all state
changes ih the decision-making application (DMAs) (3.19) of the organization and any of its agents (311)
and/or thfrd parties (3.48) (as well as any other parties) to the business transaction

Note 1 to |entry: The fact that a Person responsible for the control of a SRI(s), especially SPI(s), delegates|or
contracts ¢ut physical custody of the SRI(s) to an agents or third party does not take away from the responsibillity
of that Peyson for ensuring ILCM nianagement aspects in support of privacy protection requirements remgin
fully supperted and executed.

Note 2 to gntry: If and where(a disposition or expungement of SPIs pertaining to a business transaction involyes
the transfgr of the related SPJs to another organization the applicable ILCM requirements of a privacy protectjon
nature corftinue to apply te‘the organization to which the SPIs are being transferred to.

[SOURCE{ISO/IEC 15944-12:2020, 3.142]

4 Abbreviated terms

CCRA cloud computing reference architecture

FBM Fact-based modelling

HIE human interface equivalent

ICT information communications technology

ILCM information life cycle management

10 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=6f17d4631fee5d47b3de01e496b547ea

ISO/IEC TR 15944-14:

ORM object-role modelling

SPI set of personal information

SRI set of recorded information

5 Brief summary of Open-edi reference model

5

.1 Open-edireference model overview

2020(E)

Open-edi is defined as electronic data interchange (EDI) among multiple autonomous P

ac

romplish an explicit shared business goal" according to Open-edi standards.The characte

which Open-edi is recognized and defined are:

actions based on following predefined rules;
commitment of the parties involved;
communications among parties are automated;
parties control and maintain their states;
parties act autonomously;

multiple simultaneous transactions can be supported:

THhe Open-edi reference model provides a reference,framework for the identification, dev
and coordination of Open-edi standards. This framework addresses two perspectives of
trgnsactions: the business operational view (BOV) captures the business users aspectg
(fynctional service view) FSV captures the information technology aspects.

Edch view of the Open-edi reference model'corresponds to standards. One set of standards 3
with the BOV in the Open-edi referencemodel addresses the business issues of Open-edi. Ano
standards associated with the FSV in‘the Open-edi reference model addresses information tg
(IT) issues.

Fij

5.

bure 1 (copied from ISO/IEC.14662) sets out the relationship between the model and these.

2 Business operational view

The BOV addresses the business requirements for inter-working among Open-edi parties,
demands on supporting IT products and services. These business requirements include

CO

hventionsyagreements and rules among organizations.

THe BOVkaddresses the aspects of:

a)
b)

prsons to
ristics by

elopment
business
and the

ssociated
her set of
tchnology

hs well as
business

thé semantics of business data in business transactions and associated data interchanges;

the rules for business transactions, including
— operational conventions,
— agreements, and

— mutual obligations, which apply to the business needs of Open-edi.

The BOV-related standards provide a specification of how to model the business and associated

re

quirements as an Open-edi scenario.
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Open-edi scenarios include the following components:
— roles;
— information bundle(s);

— scenario attribute(s).

5.3 Functional service view

Within the-ESVtheinteroperak addresses-the interactions veen-the [T systems supporting the
Open-edi|parties. Interoperability implies that two or more IT systems, conforming to the standayds
related t¢ the FSV, are able to co-operate and support the execution of business transactions/that
are in compliance with Open-edi scenarios. FSV-related standards address information technology
interoperpbility aspects which are generic to business transactions.

The FSV dddresses the supporting services meeting the mechanistic needs of Open-edi;
It focuses|on the information technology aspects of:

a) functional capabilities;

b) servife interfaces;

c) protdcols.

Such fungtional capabilities, service interfaces and protocols include:

— capalbility of initiating, operating and tracking the progress of Open-edi transactions;

— user application interface;

— transfer infrastructure interface;

— secuility mechanism handling;

— protdcols for interworking of information technology systems of different organizations;

— translation mechanisms.

to support the execution of.Open-edi transactions. In addition, it provides the basic concepts which
will alloyv the FSV-relatéd)standards to accommodate different configurations of organizatidns
and IT sylstems to provide these functional capabilities. For example, the FSV-related standards will
accommofdate the need\for Open-edi parties to delegate a part of the execution of Open-edi transactigns

support the

The concept of IPD is used in the implementation of Open-edi scenarios. An OeP may encompass all
the functional components (DMA and OeSI) into a single IPD or may delegate the provision of some
functional components of an IPS to different service providers. Different OePs may play the same role.
An OeP may play different roles of an Open-edi scenario. These roles may be played by the same IPD or
different IPDs of the OeP.

Figure 3 (copied from ISO/IEC 14662) shows a possible relationship among the functional components
of two sample Open-edi systems. The goal of these relationships is to support the interaction between
DMAs of the Open-edi parties. For this interaction, DMAs use, through their DMA interface, the services
of the OeSI.
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Although Figure 3 shows two Open-edi systems, the concept is extended to more than two Open-edi
systems.

The configuration of Open-edi systems may reflect the delegation of parts of OeSI to other Open-edi
parties. Whenever this situation occurs, an IPD will be configured with OeSI. This IPD will support
other IPD(s) within the same Open-edi system, and may be shared by different Open-edi systems.

DMA interface

IPD‘L/

[ < part of;
Q/
k part of

OeSI

=N
IPD

Open-edi system Opén-edi system

Figure 3 — Open-edi system relationships

6 | Brief summary of cloud computing reference architecture

6.1 Cloud computing overview

Clpud computing is a paradigm foer, enabling network access to a scalable and elastic pool of shareable
physical or virtual resources with self-service provisioning and administration on-demand. [The cloud
computing paradigm is composed of key characteristics, cloud computing roles and activitlies, cloud
capabilities types and cloud service categories, cloud deployment models and cloud computing cross
cufting aspects.

Kdy characteristies‘of cloud computing are:
—|{ broad network access;
—| measured service;

—| .multi-tenancy;

— on-demand self-service;
— rapid elasticity and scalability;
— resource pooling.

Within the context of cloud computing, it is often necessary to differentiate requirements and issues
for certain parties. These parties are entities that play roles (and sub-roles). Roles, in turn, are sets
of activities and activities themselves are implemented by components. All cloud computing related
activities can be categorized into three main groups: activities that use services, activities that provide
services and activities that support services. It is important to note that a party may play more than
one role at any given point in time and may only engage in a specific subset of activities of that role.
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The major roles of cloud computing are:

cloud service customer;

cloud service partner;

cloud service provider.

There are three different cloud capabilities types: application capabilities type, infrastructure
capabilities type, and platform capabilities type.

Represen

Cloud dey
sharing o

The cloud

Cross cut
implemer

Key cross

14

comn

ative cloud service categories are:

(unications as a service (CaaS);

compute as a service (CompaaS);

data

infra
netw
platfyg

softw

publi

btorage as a service (DSaaS);
structure as a service (IaaS);
brk as a service (NaaS);
rm as a service (PaaS);
are as a service (SaaS).

loyment models represent how cloud computing can be organized based on the control a
F physical or virtual resources.

deployment models include:

C cloud;

privage cloud;

comn

(unity cloud;

hybrid cloud.

audit
avails

govel

ting aspects are behavjouirs or capabilities which need to be coordinated across roles a
ted consistently in a cloud computing system.

cutting aspects inglude:
hbility;
bility;

nance;

inter

perabitity;

maintenance and versioning;

perfo

rmance;

portability;

prote

ction of PII;

regulatory;

resiliency;
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— reversibility;
— security;

— service levels and service level agreement.

6.2 Cloud computing reference architecture (CCRA)

The cloud computing reference architecture presented in ISO/IEC 17789 provides an architectural
framework that is effective for describing the cloud computing roles, sub-roles, cloud computing
acfivities, trosscutting aspects, as wettas the functiomatarchitectureamd-fumnctiomat tomponents of
cloud computing.

Clpud computing systems can be described using a viewpoint approach. Figure 4 (copied from
ISP/IEC 17789) shows the transition from the user view to the functional view*).

L \ 4 Multi-layfer N
~~al Functional (", Layer functions
component 4
\ N J
(=g )
( Funq{hﬂnal Layer
mponent
\ 8 — / Functional
\ ( \ component
Functional Layer
component
\?— AN J

( User view ) —> ( Functional view )

Figure 4 — Transition from the user view to the functional view

THe user view-addresses the following cloud computing concepts:

—| cloud tomputing activities;

—| “Yoles and sub-roles;

— parties;
— cloud services;
— cloud deployment models;

— cross-cutting aspects.

4)  Four distinct viewpoints are used in the CCRA. While details of the user view and functional view are addressed
within ISO/IEC 17789, the implementation and deployment views are related to technology and vendor-specific
cloud computing implementations and actual deployments, and are therefore out of the scope.
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ional view addresses the following cloud computing concepts:
ional components;
ional layers; and

-layer functions.

7 Semantic models of the Open-edi reference model and the cloud computing

architecture
In this drument, the FBM notation and methodology has been used as a description technique|to
define semantic models abstracted from the cloud computing and Open-edi standards (see Anthex D for
the introduction of FBM as a formal semantic modelling technique that this document uses te ‘compdre
and contrfast the cloud computing architecture with Open-edi reference model).
7.1 Open-edi reference model in FBM
This subclause describes Open-edi concepts and reference model with FBM netation and methodology.
Figure 5 represents the FBM model of the Open-edi reference model, exhibiting the main perspectiyes
of busine$s operational view and functional service view.
Open-edi
description
technique
ref model
if usiness transactions
Buginess aspects of I Sgsei;l y
busijess transactions I g
| 1 |
Perspective
| 1 |
Perspective — business aspects
- @ @ — support for national and
BusmgsD international law and regulation
conventigns — information technology generic
‘ standards, such as information
modelling standards
I — software engineering standards
( Agreements — data modelling standards
oV FSv — mfor.m.atlon technology standardk
Rujes aniong S, standards, specific to one sector
organizations — interconnection standards, such §s
message handling, file transfer,
transaction processing, network
management
L1 | L1 | — security standards
Related e ¢
standards < - Areas

Figure 5 — Open-edi reference model and basic concepts from ISO/IEC 14662

Figure 6 portrays the main concepts of the BOV as to how it addresses and defines business semantics
and uses the concept of an Information Bundle.
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Specification via

Mutual
obligations

Operational A
- . greements
considerations

Semantic
component

Describe
[ | relationship

rotocols

Service
ihterfaces

VY

nctional
abilities

Figure 6 — Open-edi business operational view and functional service view from ISO/IEC 14662

Figure 7 discusses Open-edi scenarios, theestablishing of profiles and functional capabilities for the BOV.

Built using

Open-edi
scenario*

Realized through

Support Edi transactio

Functional
capabilities

BOV
standards

Quality of
service

Sectoral
requirements
Legislative
requirements

Figure 7 — Open-edi scenarios, profiles and functional capabilities in BOV from ISO/IEC 14662
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Bundles, and scenario attributes.

Figure 9
limited td

execution
the IT cor

Role
characteristics
and measures

Open-edi
scenario

nformation bundle
characteristics

relating to roles, Information

component Formal description

and controls

Scenario attriblites
and constraints

Figure 8 — Open-edi scenarios and components in BOV from ISOAEC 14662

having specify

hddresses the functional service view that provides the perspéctive of business transactigns

text that is not the same as BOV functional capabilities:

those information technology interoperability aspects of IT\systems needed to support the
of Open-edi transactions. A word of caution: the FSV alsg-discusses functional capabilities

i

n
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FSV
standards*

— initiate

— operate

— track
Interface Component 1
standards specification /

Open-edi
transaction
progress

—_ Functional
capabilities ~
with P S~<o

— handling DMA r;quests

— negotiationof role playjng

— specification of Open-edli
configuration

— role interpreting and pijocessing

—mrake available info burfdle data

B eapture behaviour choife data

— security and audit services

— Open-edi transaction trjacking and
notification

— error reporting
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Figure 9 — Open-edi functional concepts and capabilities in FSV from ISO/IEC 14662

7.2 Cloud computing'architecture in FBM

THis subclause deséribes cloud computing concepts and architecture with FBM notdtion and
mé¢thodology.

Figure 10%) dépicts the main cloud computing concepts using FBM, along with examples, ds defined
in|ISO/IEC-17788. The concepts are defined in terms of the cloud services that are availablg¢ to cloud
sefvice eustomers and the cloud deployment models that describe how the computing infrajstructure
that délivers these services can be provided and shared by users.

[t IsTmteresting tomote thratthectoud COMIPULITE VULdbuldly arrdt COIICEPTS WETE dcvclupcd rior to an
agreed upon architecture. The architecture itself takes its basis from the approach used in the ISO open
distributed reference model by utilizing the user view and functional view.

The cloud paradigm is composed of key characteristics, roles and activities, service capabilities and
service categories, deployment models, and cross cutting aspects as shown. The concept relationships
generally appear in the cloud computing reference architecture.

5) Modelling labels in Figure 10 are not necessarily from ISO/IEC 17788. ISO/IEC 17788:2014, 6.3 identifies the
three main CC activity groups: activities that use services, activities that provide services and activities that support
services. 17788:2014, 6.5 describes hybrid cloud as "a cloud deployment model using at least two different cloud
deployment models", which implies that other cloud deployment models are non-hybrid.
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Commuhi

=]
9
S
=

capabllity

typ — CaaS (communication)
— Compaas (compute) — Database as a service
_ — Desktop as a service
— infrastructure DSaaS (data storage) — Email ar; a service
— plattbrm — laasS (infrastructure) y
p ! — Naa$ (network) — Identity as a service
— appljcation — Paas (platform) — Management as a\sérvice

A fact-based model (FBM) for the cloud computing reference architecture (CCRA) is shown
Figure 11p).

The CCRA focuses only on the user and fugctional views but does not address the implementati
and deplgyment views because there are-various and wider implementations for cloud computi}
The user [view is the ecosystem (or system context) including the parties, the roles, the sub-roles ajnd
the activties. The functional view is\the distribution of functions necessary for the support of cloEd
computin|

m o
) ol
S

— Multi-tenancy

— Resource pooling
— Rapid elasticity
— Rapid scalability
— Measured service

Has feature CC Characteristic

Cloud
deployment

CC activity
group

— On demand self service
— Broad network access

CCrole — Use service
— Provide.sevic

— Supportservid

Emerging
Related to — Saas (coftware)

— Security as arse¥vice

Figure 10 — FBM schema of cloud computingwvocabulary (ISO/IEC 17788)

activities.

1]

on
ng.

The fact-based models in this_paper represent the distillation and transforms as interpreted fr¢m

the Opentedi text and the"€€RA text. The purpose of the FBM grammar diagrams is being able

compare

relationships and constraints as opposed to comparing syntax based text paragraphs.

fhem using a formal methodology to represent the involved semantics represented by fad

to
ts,

6) X-layerisused as a modelling label in this figure to cover all the functional components that provide capabilities
that are used across multiple functional layers.
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Figure 11 — Cloud computing reférence architecture model from ISO/IEC 1778

8| Analysis of Open-edi and-¢loud computing

8.1 General discussion

Supports provide having
I
impacts involves | support
L 1 ¢ Functionality
Supports component Component
* L
{ [ d
T e Is of Cloud

2020(E)

— operating systems
— networking

— software
Resource — storage

equipment

— infrastructure
— platform
| — application

Cloud
capability

n-hybrid

Community

By transforming each of the Open-edi and cloud computing concepts, terminology and architectures

using fact-based modelling, it is possible to distill the salient object types, relationships and sq
business rules to enable a comparative analysis of the two architectures.

It jmmediatelybecomes apparent that, cloud computing uses the term "cloud service" so as
copfused with a "service" in Open-edi. Both the architectures address interoperability

Clpud computing is defined as a paradigm for enabling network access to a scalable and elas
shpreable physical or virtual resources with self-service provisioning and administration or-

IS'\IYT‘I" 17700 1O 147700

me of the

to not be

fic pool of
-demand.

[1LG 17700 auu IOU/ILG 17707 Pl UVIUC d DLcll Llllé l.)UlllL lUl uuuc1 DLallulllS Ul LllllCl CIIU

types of

interoperability and portability and leading to definition of facets, and relationships with activities and

roles, and capabilities types.

Open-edi addresses a focused interchange of Business-to-Business limited set of Open-edi tra
based on established scenarios.

nsactions

Both documents involve Party and Roles - albeit in a different sense. Roles in Open-edi are buyer and

seller, whereas in cloud computing the role includes other actors.

Both documents use controls and measures - cloud computing calls these as service level agreements,

whereas Open-edi declares these as Open-edi scenario components.
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These are just a few examples of items that appear not to be not in sync between the two sets of
documents. Cloud computing has distinctly identified the various roles of the various providers,
brokers, auditors and users of the cloud services and has a wide platform of seamless expandability
across platforms, software, infrastructure etc. Open-edi includes protocols and limited bi-directional
roles of buyer and seller.

Cloud computing stays away from the physical implementation and deployment area, whereas Open-
edi includes the FSV as addressing the physical aspects of interchange.

8.2 Summary of cloud computing and roles of an agent or a third party and a seller in
executing business transactions

When ISQ/IEC 14662 was first published (1997), the concepts and use of value-added networks\(VANs)
as well a§ outsourcing were well known and in use by many organizations using EDI to copduct their
business fransactions. Today, in the context of the extensive and widespread use of the,internet apd
world wide web (www) in support of ICT services, the concept and use of cloud computing has repladed
that of VANSs.

Open-edi|refers to electronic data interchange among multiple autonomous_Rersons to accomplish
an explicitly shared business goal. This is also a key characteristic of cloud ‘cemputing. As such, cloud
computinig is (should be) viewed as an Open-edi activity.

A key aspect of the Open-edi reference model is the introduction @hd provision for two modelling
perspectives of a business transaction; namely:

— the bfisiness operational view (BOV); and
— the functional services view (FSV) (see ISO/IEC 1466232010, Clause 4).

The ISO/]EC 15944 series focuses on the business gperational view (BOV) of business transactions.
ISO/IEC 15944-1 took into account that both the buyer and the seller often engaged another organization
to assist in the completion of a business transaction, i.e., as either in the role of an agent or the role df a
third party.

b) makduse of an agent or third party or both.

—e

With respect to the engagement of a third party in a business transaction, it is already stated|in
ISO/IEC 15944-1:201116.2.5, that a third party is not an agent of either the buyer or seller but is one
who fulfils a specifi¢xole or function in the execution of a business transaction as mutually agreed to by
the two primary. Persons or as a result of applicable external constraints.

One current ‘\approach to offering supporting ICT-based services to an organization (or public
administyatien) as a seller in a business transaction is now known as cloud computing.

A seller or a buyer in conducting (electronic) business transactions is free, on the whole”), to decide
whether or not either wants to conduct these based solely on the use of their own IT systems or delegate
part of their role to an agent or a third party (further information can be found in ISO/IEC 15944-1:2011,
6.2.4 through 6.2.6). These two concepts have been defined as follows:

agent

Person acting for another Person in a clearly specified capacity in the context of a business
transaction

7)  The use of the phrase “on the whole” recognizes the fact that the nature of the good, service or right, or both,
which is the goal of a business transaction may a) require the involvement of the added role of a regulator; b) require
the involvement of a specified type of third party; c) not allow for the use of an agent or a third party.
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Excluded here are agents as "automata" (or robots, bobots, etc.). In ISO/IEC 14662 "automata" are

recognized and provided for but as part of the functional services (FSV) where they are defined as an information
processing domain (IPD).

NOTE 2

third party

Person besides the two primary parties to a business transaction who is an agent of neither and
who fulfils a specified role or function as mutually agreed to by the two primary Persons or as a result

of external constraints®

Itis understood that more than two Persons can at times be primary parties in a business transaction.

TH
de]
bal
bu

Ur
clg
Ar

e ISO/IEC 15944 series takes a rule-based approach which means that any constraints are’i
fined and explicitly stated in the form of rules (enumerated along with guidelines as peed bg
sed on existing applicable ISO/IEC standards, the rules which apply to the use of cleud’comy
siness transaction are summarized in Annex B.

derstanding of eBusiness rules in a cloud computing architecture requires@inapping of ke
ud computing concepts and their definitions into an eBusiness context;and the mapping i
nex C.

dentified,
). As such
utingina

y relevant
S given in

8)

Examples of external constraints are legal and regulatory requirements, which take precedence

constraints on a business transaction.
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Annex A
(informative)

Consolidated list of terms and definitions with cultural
adaptability: ISO English and ISO French language equivalency

A.1 General

This docyment maximizes the use of existing standards where and whenever possible including relevz

nt

and appli¢able existing terms and definitions. These are presented in Clause 3. This annex.contains only

those new concepts and their definitions introduced in this document, i.e. as ISO English<and ISO Fren
language HIEs.

ISO/IEC 1)5944-7:2009, Annex E already contains the consolidated ISO English-and ISO French langua
equivalents for all the other concepts and definitions found in Clause 3. ISO/IEC 15944-7 also contai
ISO Russipn and ISO Chinese langue HIEs for all the concepts and their definitions.

A.2 1SQ English and ISO French

This docyment recognizes that the use of English and Freneh as natural languages is not uniform
harmoniZzed globally. (Other examples include use of Arabi¢, German, Portuguese, Russian, Spani
etc., as natural languages in various jurisdictional domains).

Consequently, the terms "ISO English" and "ISO French” are used here to indicate the ISO's specializ

ch

ge
ns

or
5h,

ed

use of English and French as natural languages in¢he specific context of international standardizatign,

i.e,, as a "$pecial language".

A.3 Cultural adaptability and quality control

ISO/IEC |TC 1 has "cultural adaptability” as the third strategic direction which all standar

development work should support! The two other existing strategic directions are "portability” apd

"interopefability”. Not all ISO/IEC JTC 1 standards are being provided in more than one language
addition tjo "ISO English,").

This anngx supports cultural adaptability by ensuring that if a document is developed in one ISO/I

ds

in

EC

official lapguage only,at the minimum the terms and definitions are made available in more than one

out hidden ambiguities in the source language. Often it is only in the translation that ambiguities in
the meaning, i.e., semantics, of the term/definition are discovered.

Enhances the widespread adoption and use of standards worldwide, especially by users of this
document who include those in various industry sectors, within a legal perspective, policymakers
and consumer representatives, other standards developers, IT hardware and service providers, etc.

A.4 Organization of Annex A — Consolidated list in matrix form

The terms and definitions are organized in matrix form in alphabetical order (English language). The

columns in the matrix are as follows:
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Table A.1 — Columns in Table A.2

Col. No. Use

IT-interface - identification

1 eBusiness vocabulary ID (as assigned in ISO/IEC 15944-7)2

2 Source. International standard referenced or that of this document itself.
Human interface equivalent (HIE) components

3 ISO English language - term

4 Gender of 1ISQ English language termP

5 ISO English language - definition

6 ISO French language - term¢

7 Gender of the ISO French language termb

8 ISO French language - definition

a | eBusiness Vocabulary IDs are assigned in ISO/IEC 15944-7 based on the next available D sequential number.

b | The codes representing gender of terms in natural languages are those found in ISO/FEG’15944-5:2008, 6.2)6, and ISO/
IEC 15944-5: 2008, Table 1: — ISO English, in Column 4, the gender code = "99" since the English language do¢s not have
gender in its grammar; and — ISO French, in Column 7, the gender codes are 01 = mdsculine, 02 = feminine and ()3 = neuter.

¢ | The use of French language equivalents, required in Column (8) means that these also serve as inputs irffto ISO/IEC
15944-7:2009, Annex D.

The primary reason for organizing the columns in this ordéris to facilitate the addition of gquivalent
terms/definitions in other languages as added sets of paiked columns, e.g., Spanish, Japanesg, German,
Ryssian and Chinese (see ISO/IEC 15944-7).

A5 List of added terms and definitions with cultural adaptability: ISO English
d ISO French

le A.2 contains entries for those definitions and terms found in Clause 3 which are ngw to the
exjsting ISO/IEC 14662 and ISO/IEC 15944 series. This is because ISO/IEC 15944-7 already cqntains all
the concept/definitions and associated terms found in ISO/IEC 14662 and the ISO/IEC 15944 geries and
h their ISO English, ISO FrenehISO Russian and ISO Chinese equivalents.
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Table A.2 — List of added terms and definitions with cultural adaptability of: ISO English and
ISO French language equivalency

IT-Interface

Human interface equivalent (HIE) components

Identification ISO English ISO French
eBus. | Source Term G Definition Term G Definition
vocab. | ref.ID
ID
1) (2) (3) ) (5) (6) (7) (8
D329 ﬁSC/IEC L}Uud ’)9 }Jal ddislll fUl Clldb}ills illfUl 1uati\.1uc 02 Pal adisluc lJUul halui
17788: computing network access to a en nuage liter I'acces réseau\ayin
2014, scalable and elastic pool groupement souple d
3.2.5 of shareable physical or ressources physique
virtual resources with ou virtuellesspartage
self- ables ayee dispositio
service provisioning de libre*
and administration service et administrg-
on-demand tion' a la demande
Note 1 to entry: Exam- Note: Exemples de rep-
ples of resources include sources: serveurs, Sys-
servers, operating temes d’exploitation,
systems, networks, soft- logiciels, applicationg,
ware, applications, and et équipement de
storage equipment. stockage.
D330 [SO/IEC |cloud 99 |one or more capabilities |service 01 une ou plusieurs capdc-
17788: service offered via cloud com-  |infonuagique ités offertes a travers
2014, puting invoked using a l'informatique en nuage
3.2.8 defined interface invoquée en utilisant
une interface définie
D331 [SO/IEC |cloud 99 |cloud service partner courtier 01 partenaire de service
17788: service that negotiatesrela- de service infonuagique qui négo-
2014, broker tionships between cloud |infonuagique cie les relations entrg
3.2.9 service tustomers and les clients de service
cloud.service providers infonuagique et les
fournisseurs de servicp
infonuagique
D332 [SO/IEC |cloud 99 ,tParty which is in a busi- |client 01 Partie qui est en une
17788: service ness relationship for the |de service relation d’affaires daps
2014, customer: purpose of using cloud |infonuagique le but d’utiliser des
3.2.11 services services infonuagiquep
Note 1 to entry: A busi- Note: Une relation d’qf-
ness relationship does faires n'implique pas
not necessarily imply nécessairement des
financial agreements. accords financiers.

26
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Table A.2 (continued)

IT-Interface

Human interface equivalent (HIE) components

tomer that were input
to the cloud services, or
resulted from exercis-
ing the capabilities of
the cloud services by or
on behalf of the cloud
service customer via the
published interface of
the cloud services

Note 1 to entry: An ex-
ample of legal controls
is copyright.

Note 2 to entry: It may,
be that the cloud sérvice
contains or operates on
data that is not'cloud
service customer data;
this might be data made
availahle by the cloud
seryicé providers, or
obtained from another
source, or it might be
publicly available data.
However, any output
data produced by the
actions of the cloud
service customer using
the capabilities of the
cloud service on this
data is likely to be cloud
service customer data,
following the general
principles of copyright,
unless there are specific
provisions in the cloud
service ngrr—\pmpnf to

Identification ISO English ISO French
eBus. Source Term G Definition Term G Definition
vocab. ref. ID
ID
(1) (2) (3) 4) (5) (6) (7) (8)
D333 ISO/IEC |cloud 99 |class of data objects donnée 02 classe d’'objets de don-
17799- service under the rnnf'rn” hy de client de nées caousle rontrﬁle'
2014, customer legal or other reasons, |service légal ou autrg, du client
3.2.12 data of the cloud service cus- |infonuagique de servijee infonuagique,

qui onf été entrés dans
les Services inffonu-
agiques, ou r4sultant
de I'exercice dles
capacités des|services
infonuagiqueg par le
(ouau nom dyi) client
de service infonuagique
a travers l'interface
publiée des s¢rvices
infonuagiqueg

Note 1: Le drgit d’au-
teur est un ejemple de
contrdle 1égal.

Note 2: Il se geut que le
service infonpiagique
contienne oulexploite
des données fui ne
sont pas des flonnées
de client de sg¢rvice
infonuagiquej ce peut
étre des données
rendues disppnibles
par les fournjsseurs de
service infonhagique,
ou obtenues ¢'une
autre source,|ou ce
peut étre des|données
disponibles publique-
ment. Cependant, toute
donnée de softie pro-
duite par les actions
du client de sprvice
infonuagique|uti-
lisant les capgcités du
service infanlhiagique

the contrary.

pour cette donnée,

est probablement une
donnée de client de
service infonuagique,
suivant les principes
généraux du droit
d’auteur, a moins qu'il
n'y ait des dispositions
spécifiques contraires
dans l'accord de ser-
vice infonuagique.
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Table A.2 (continued)

IT-Interface Human interface equivalent (HIE) components
Identification ISO English ISO French
eBus. Source Term G Definition Term G Definition
vocab. | ref.ID
ID
1) (2) (3) 4) (5) (6) (7) (8
D334 ISO/IEC |cloud 99 |class of data objects donnée 02 classe d’'objets de don-
17799 service under cloud service dérivée de née-sousle coantrdle du
2014, derived provider control that are |service fournisseur de seryice
3.2.13 data derived as a result of in- |infonuagique infonuagique, qui senf
teraction with the cloud dérivés du résultat d¢
services by the cloud I'interactiotpavec les
service customer services infonuagiquep
Note 1 to entry: Cloud par Ig d".?m de servic
service derived data infonyagique
includes log data con- Note: Les données
taining records of who dérivées de service
used the service, at what infonuagique inclueng
times, which functions, les données stockées
types of data involved contenant les fichiers
and so on. It can also in- des utilisateurs du
clude information about service, I'horaire, les
the numbers of author- fonctions, les types de
ized users and their données concernées,
identities. It can also in- etc. Elles peuvent augsi
clude any configuratiofy inclure de I'informa-
or customization data tion sur le nombre
where the cloud setvice d’utilisateurs autorisgs
has such configuration et leur identité, toute)
and customization capa- donnée de configu-
bilities. ration ou de person-
nalisation, selon les
possibilités du servide
infonuagique.
D335 [SO/IEC |cloud 99 |party which is engaged |partenaire 01 partie engagée dans le
17788: service in support of, or auxilia- |de service soutien d’ (ou auxilia
2014, partner ry to, activities of either |infonuagique ire a des) activités du
3.2.14 the cloud service provid- fournisseur de service|
er or the cloud service infonuagique ou du
customer, or both client de service infonji-
agique, ou des deux
D336 [SO/IEC ~f¢cloud 99 |party which makes cloud |fournisseur 01 partie qui rend dis-
17788: service services available de service ponibles des services
2014, provider infonuagique infonuagiques
3.2{15
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Table A.2 (continued)

IT-Interface

Human interface equivalent (HIE) components

Identification ISO English ISO French
eBus. | Source Term G Definition Term G Definition
vocab. | ref.ID
ID
1) (2) (3) () (5) (6) (7) (€]
D337 ISO/IEC |cloud 99 |class of data objects, donnée 02 classe d’'objets de don-
17799 service shecifictathe anoeration lde fournisseur ndée cpérifiqi é l'ex-
2014, provider of the cloud services, de service ploitation deg services
3.2.16 data under the control of the |infonuagique infonuagiqueg sous le
cloud service provider controledu feurnisseur
Note 1 to entry: Cloud de sexvice infonuagique
service provider data Note: les donpées de
includes but is not fournisseur de service
limited to resource infonuagiquelincluent
configuration and (mais ne sonf{pas lim-
utilization information, itées a) la corlfigura-
cloud service specific tion des ressgurces et
virtual machine, storage I'information|sur 'uti-
and network resource lisation, la mfchine
allocations, overall data virtuelle spé¢ifique
centre configuration au service infonu-
and utilization, physical agique, les allocations
and virtual resourge de stockage gt de
failure rates, ressources rdseau, la
operational costs dnd configuration) et I'uti-
So on. lisation globgles du
centre de dornées, les
taux de défaillance des
ressources plysiques
et virtuelles,Ies frais
d’exploitation, etc.
D338 ISO/IEC |cloud 997 |natural person, or entity |utilisateur 01 personne natjurelle
17788: service acting on their behalf, |de service ou entité agigsant en
2014, user associated with a cloud |infonuagique son nom, ass¢ciée a un
3.2.17 service customerthat client de service infonu-
uses cloud services agique qui utllise des
Note 1 to entry: Ex- services infonuagiques
amples of such entities Note: Les dispositifs
include devices and et les applications en
applications. sont un exemple.
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Table A.2 (continued)

IT-Interface

Human interface equivalent (HIE) components

Identification ISO English ISO French
eBus. | Source Term G Definition Term G Definition
vocab. | ref.ID
ID
(1) (2) 3) (“) (5) (6) (7) (8
D339 ISO/IEC |data ability to easily transfer |portabilté 02 capacité de trans-
17799 pnrfnhi]ify datafrom one sustemto lde donnée férer facilement des
2014, another without being données d’un systeme
3.2.21 required to re-enter data a un autre sans-ayvoirfa
Note 1 to entry: It is the réentrer des fipmées
ease of moving the data Note: L'iniportant
that is the essence here. ici est la,facilité de
This might be achieved déplacer des donnéeg.
by the source system Léssysteme source
supplying the data in peut réaliser cela
exactly the format that en fournissant les
is accepted by the target données dans exacte
system. But even if the ment le méme format
formats do not match, accepté par le systénje
the transformation cible. Mais méme si lgs
between them may be formats ne sont pas
simple and straightfor- identiques, la transfojr-
ward to achieve with mation entre eux peyt
commonly available étre simple et droite
tools. On the other hand, grace a des outils com-
a process of printingout munément disponi-
the data and rekeying bles. En revanche, I'ith-
it for the target System pression des données
could not be described et leur retranscriptign
as "easy". dans le systéme cible
ne sont pas forcémenit
« faciles ».
D340 [SO/IEC |interopera- the ability of two or interopérabilté|02 capacité de deux ou de
17788: bility more systems or ap- plusieurs systémes of1
2014, plications to exchange applications d’échang-
3.1.5 information and to er de I'information
mutually use the infor- et d’utiliser mutuel-
mation that has been lement I'information
exchanged échangée
D341 [SO/IEC |patty natural person or legal |partie 02 personne naturelle opt
17788: person, whether or not personne légale, incof-
2014, incorporated, or a group porée ou non, ou un
3.1,6 of either groupe de l'une d’ellefs
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Table A.2 (continued)

IT-Interface

Human interface equivalent (HIE) components

Identification ISO English ISO French
eBus. | Source Term G Definition Term G Definition
vocab. | ref.ID
ID
1) (2) (3) () (5) (6) (7) (€]
D342 ISO/IEC |reversibil- |99 |process for cloud service |réversibilité 02 processus pour un
17799 ify customertoretriove client-de-service infonu-
2014, their cloud service agique de récupérer
3.2.35 customer data and ap- ses données dg client de
plication artefacts and servide|infondagique et
for the cloud service pro- artéfacts d’application,
vider to delete all cloud et pour le foulnisseur
service customer data de service infonuagique
as well as contractually de supprimei| toutes
specified cloud service les données de¢ client de
derived data after an service infondagique,
agreed period ainsi que les glonnées
dérivées de seyvice
infonuagique ppécifiées
par contrat aprés une
période convgnue
D343 ISO/IEC |service 99 |documented agreement, |accord de 01 accord documenté
17788: level between the service niveau de entre le fournjisseur de
2014, agree- provider and customer |service service et le dlient, qui
3.1.7 ment(SLA) that identifies services identifie les services et
and service targets les cibles de dervice
Note 1 to.entry: A Note 1: Un acford de
servicelével agreement niveau de serjvice peut
can also be established aussi étre étgbli entre
between the service le fournisseuf de ser-
provider and a supplier, vice et un prgstataire,
an internal group or a un groupe inferne ou
customer acting as a un client agissant a
supplier. titre de prestptaire.
Note 2 to entry: A ser- Note 2: Un agcord
vice level agreement can de niveau de|service
be included in a contract peut étre inclus dans
or another type of docu- un contrat oyt un
mented agreement. autre type dfccord
documenté.
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Co

Annex B
(informative)

nsolidated set of key rules in the ISO/IEC 15944 series of
particular relevance to cloud computing architecture

B.1 Ge

This anne
relevantt
guideline
matrixes.

In the ISO
from a by
to be ablg
policy nat
the buyey
privacy p

B.2 Ke

With resj
ISO/IEC 1
fulfils a s]
two prim

One cury
administ1

B.3 Or;

The rules
numeric d
listed in 1

heral

ure apply, (e.g., consumer protection, privacy protection, individual accessibility, etc.). Whg

Fotection requirements apply.

y rules pertaining to external constrainfsrelevant to cloud computing

pect to the engagement of a third party in ‘a-business transaction, it is already stated

hry Persons or as a result of applicable\external constraints.
ation) as a seller in a businessdransaction is now known as cloud computing.
ranization of Table'B.2 in matrix form

rder in which they are presented in the ISO/IEC 15944 series. The columns in the matrix g
able B.1

Table B.1 — Columns in Table B.2

x provides a consolidated selection of rules in the ISO/IEC 15944 series which are particulafly
p cloud computing architecture. These are presented in Table B.2. Only the rulesand associatled
5 are presented. For related text, see the relevant clauses in the documents|identified in the

IEC 15944 series, all the requirements are stated in the form of rules;These rules are statied
siness operational view (BOV), i.e., as the "whats" (and not the ‘how to"), and are designed
to support general applicable legal and regulatory requirements-as well as those of a public

re

in a business transaction is an individual, this involves \'personal information" and thus

in

5944-1:2011, 6.2.5 that a third party is notan agent of either the buyer or seller but is one who
pecific role or function in the execution.of'a business transaction as mutually agreed to by the

ent approach to offering supporting ICT-based services to an organization (or public

and associated references are presented in matrix form. The rules are presented in the

re

Column Use

1 Numberof partimrtS6AEC 5944 sertes:

2 Number of rule as per part in ISO/IEC 15944 series referenced in Annex B.

3 Clause ID in ISO/IEC 15944-1 of which the rule is part.

4 Rule statement as per ISO/IEC 15944.
NOTE Only text of the rule and associated guidelines is presented in this column. For associated
requirements and text see the relevant clauses in the document identified.
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B.4 Consolidated list of rules in ISO/IEC 15944 pertaining to external constraints
relevant to cloud computing architecture

NOTE

In the rules in Table B.2, terms representing concepts (given in bold) are those which are directly

relevant to this document and are found in Clause 3. For those which are not, but are directly relevant to
other parts of the ISO/IEC 15944 series, their definitions are found in Clause 3 of that document, as well as in
ISO/IEC 15944-7.

Table B.2 — Consolidated lists of rules and associated guidelines

Part of
15944
series

Rule no.

Clause 1D

Rule statement

M

(2)

(3)

4)

29

6.2.5

Rights or obligations arising from commitments in a-business
transaction shall be fulfilled either directly by the.Person as the
end entity or by an agent acting on its behalf.

30

6.2.5

The ability to delegate a role to an agent shall*be explicitly stated;

and if constraints must be satisfied beforé such delegation can t
place, they shall be explicitly stated.

1

ke

31

6.2.5

Where delegation of a role cannottake place this shall be expliciffly

stated.

32

6.2.5

A business transaction takésplace primarily between two Per
i.e., a buyer and a seller. Other Persons, i.e., third parties, may
specified role(s) or functiens(s) on mutual agreement of the two
primary Persons, oras.a result of external constraints.

ns,
Ifil

33

6.2.6

External constraints exist on the provisioning of goods and sery

and the behaviour of Persons as players in business transactions

including thoSeprovided via electronic commerce.

ices

52

7.2

It is necessary to specify whether or not any of the commitment
among the primary parties involved in a business transaction,
i.e, the'seller and buyer, can be delegated to an agent and/or

a third party.

12

094

10.1

Fhe rules governing the delegation to an agent and/or third par
by either the seller, buyer and/or regulator of any aspect of the

commitment exchange(s) among parties to a business transact
as stated in ISO/IEC 15944-1:2011, Clause 6.2.6 apply.

Ly

ion

12

095

10.1

Any delegation by a seller, a buyer and/or regulator of any aspe
of the instantiation of a business transaction to an agent or
third party shall include identification of applicable ILCM requir
and in particular applicable personal information requirements.

Ct

bments,

Where the delegation by a seller or regulator of any aspect of the

instantiation of a business transaction involves an individual 3j
buyer, the organization or public administration in its role as

h

S
h seller
vith

(or aregulator) shall ensure that such delegation is conformant {

12

096

10.1

1 Ll ry
appPTICapDTCCXATCTIT

of the location of the buyer, as an individual:

a) pertaining to whether or not the specific role or sub-role(s)

can be delegated in the first place depending on the good, service

and/or right being provided; and,

b) ifso, also ensure that the individual provides explicit and

informed consent with respect to such a delegation by the seller

to an agent or third party.
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Table B.2 (continued)

Partof |Ruleno.| ClauseID Rule statement
15944
series

(1) (2) (3) (4)

Irrespective of the location of the SRIs/SPIs pertaining to a business
transaction and the use of agents and/or third parties, the

12 097 10.1 organization that is the seller is and remains solely and uniquely
responsible for ensuring privacy protection for personal information

. A T 1 . I ong .
HICTUUIIl g dII dSSOUIdICU TLUNM TTUYUIT CITIICIILS.

Where a seller uses an agent, the seller shall ensure that before
interchanging any personal information (PI) with an agent (and its
IT system), the seller ensures that the agent (and its IT systems)
support applicable privacy protection requirements.

Guideline 098G1:

Prior to an organization delegating part (or all) of the instdntiation of a
business transaction to an agent via EDI, the organization should obtain
(written) assurance of the "agent’s compliance with{rivacy protection
requirements and particularly in the DMAs in the IT systems of the agent.
This includes the agent having a designated privacy protection officer
(PPO) and a personal information controller[PIC).

12 098 10.2

Where a state change occurs to persgnal information pertaining to a
business transaction, and the sellerhas interchanged such personal
12 099 10.2 information to its agent(s), the seller shall notify the agent of such

a state change(s) and the agent'shall acknowledge receipt of the same
and verify that it has made-the same state change in its IT systems.

Where a seller uses an agent and interchanges personal

information pertaining'to a business transaction, the seller

shall ensure that thesagent in its IT Systems supports applicable records
retention and disposal scheduling of that personal information.

Guideline 100G1:

A seller canensure that records retention and disposal requirements
pertaining to personal information of a seller in a business transaction
are-muaintained by its agent(s) through the use of state changes.

12 100 10.2

Atthe completion of a business transaction, where the buyer is an
individual and the seller does not dispose of all related SPIs but
instead transfer those SPIs to an archive for added temporal or
permanent retention, the seller shall inform the individual of the same
along with (new) access and use provisions which may apply, and where
applicable the name and coordinates of the agent, i.e., another party.

12 101 102

Where a seller uses a third party, the seller shall ensure that before
interchanging any personal information with a third party (and its
IT System), the seller ensures that the agent (and its IT systems)
support applicable privacy protection requirements.

12 102 10.3

Where a state change occurs to personal information pertaining

to a business transaction, and the seller has interchanged such
personal information to its third party (ies), the seller shall notify
the agent of such a state change(s) and the third party shall
acknowledge receipt of the same and verify that it has made the same
state change in its IT systems.

12 103 10.3
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