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Foreword

ISO (the International Organization for Standardization) and [IEC (the
International  Electrotechnical Commission) form the specialized system for
worldwide standardization. National bodies that are members of ISO or IEC participate in
the development of International Standards through technical committees established by
the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work. In the field of information technology, ISO and IEC have established
a joint technical committee, ISO/IEC JTC 1.

The| procedures used to develop this document and those intended for itshfufrther
maimtenance are described in the ISO/IEC Directives, Part 1. In particular the\diffgrent
appfoval criteria needed for the different types of document should beCnoted. [This
docyiment was drafted in accordance with the editorial rules of the
ISOJIEC Directives, Part 2 (see www.iso.org/directives).

Attenption is drawn to the possibility that some of the elements of this document may be
the pubject of patent rights. ISO and IEC shall not be held responsible for identifying any or
all quch patent rights. Details of any patent rights identified during the development of the
docyiment will be in the Introduction and/or on,-\the ISO Ilist of patent
declarations received (see www.iso.org/patents).

Any|trade name used in this document is information<{given for the convenience of usérs
and|does not constitute an endorsement.

For [an explanation on the meaning of ISO.specific terms and expressions related to
conformity assessment, as well as information about ISO's adherence to the WTO

pringiples in the Technical Barriers to Trade (TBT), see the following URL: Foreworfl —

Supplementary information.

Thig corrected version of ISO/IECTR 19759:2015 incorporates the following correctiong:
- corrupted paragraphs of text-within the document have been replaced.
ISO[IEC TR 19759 was\prepared by the IEEE Computer Society and was adopted, under a

spe¢ial “fast-track-‘procedure”, by Joint Technical Committee ISO/IEC JTQ 1,
Infofmation technology, in parallel with its approval by national bodies of ISO and IEC.
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The purpose of the Guide to the Software Engineering Body of Knowledge is to provide a consensually validated
characterization of the bounds of the software engineering discipline and to provide a topical access to the Body of
Knowledge supporting that discipline. The Body of Knowledge is subdivided into fifteen software engineering
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FOREWORD

Every profession is based on a body of knowl-

defined in a concise manner. In cases where no
formality exists, the body of knowledge is “gen-
erally recognized” by practitioners and may
be codified in a variety of ways for a variety of
different uses. But in many cases, a guide to a
body of knowledge is formally documented, usu-
ally in a form that permits it to be used for such
purposes as development and accreditation of
academic and training programs, certification of
specialists, or professional licensing. Generally,
a professional society or similar body maintains
stewardship of the formal definition of a body of
knowledge.

During the past forty-five years, software engi-
neering has evolved from a conference catch-
phrase into an engineering profession, character-
ized by 1) a professional society, 2) standards that
specify generally accepted professional practices,
3) a code of ethics, 4) conference proceedings,
5) textbooks, 6) curriculum guidelinestand cur-
ricula, 7) accreditation criteria and“accredited
degree programs, 8) certificationsand licensing,
and 9) this Guide to the Body,of*Knowledge.

In this Guide to the Software Engineering Body
of Knowledge, the IEEE Gomputer Society pres-
ents a revised and updated version of the body of
knowledge formerly documented as SWEBOK
2004; this revis¢drand updated version is denoted
SWEBOK ¥ 3:This work is in partial fulfillment
of the [Soeiety’s responsibility to promote the
advancement of both theory and practice for the
profession of software engineering.

It should be noted that this Guide does not
present the entire the body of knowledge for soft-

In 1958, John Tukey, the world-renowned stat-
istictan—commedthetermsofbrare—Thetermsqft-
ware engineering was used in the title of a NATO
conference held in Germany in 1968. The IEEE
Computer Society first published its Tramsactidns
on Software Engineering in 19724and a comniit-
tee for developing software ~engineering stgn-
dards was established within"the' IEEE Compufer
Society in 1976.
In 1990, planning.was begun for an interfa-
tional standard to provide an overall view of sqft-
ware engineering\Fhe standard was completed| in
1995 with designation ISO/IEC 12207 and givlen
the title of Standard for Software Life Cycle Pjo-
cesses. The IEEE version of 12207 was published
in 1996 and provided a major foundation for (Lhe
body of knowledge captured in SWEBOK 20
The current version of 12207 is designated |as
ISO/IEC 12207:2008 and IEEE 12207-2008] it
provides the basis for this SWEBOK V3.
This Guide to the Software Engineering Bddy
of Knowledge is presented to you, the reader,|as
a mechanism for acquiring the knowledge yjou
need in your lifelong carcer development af a
software engineering professional.

Dick Fairley, Chair
Sofitware and Systems Engineering Commitfee
IEEE Computer Socigty

Don Shafer, Vice Presid¢nt
Professional Activities Boqrd
IEEE Computer Socigty

ware engineering but rather serves as a guide to
the body of knowledge that has been developed
over more than four decades. The software engi-
neering body of knowledge is constantly evolv-
ing. Nevertheless, this Guide constitutes a valu-
able characterization of the software engineering
profession.

xvii
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FOREWORD TO THE 2004 EDITION

In this Guide, the IEEE Computer Society estab-

standards. These workshops involved practitio-

Lishes—for—the—frst—tine—a-baselne—forthe-body
of knowledge for the field of software engineer-
ing, and the work partially fulfills the Society’s
responsibility to promote the advancement of
both theory and practice in this field. In so doing,
the Society has been guided by the experience
of disciplines with longer histories but was not
bound either by their problems or their solutions.

It should be noted that the Guide does not pur-
port to define the body of knowledge but rather to
serve as a compendium and guide to the body of
knowledge that has been developing and evolv-
ing over the past four decades. Furthermore,
this body of knowledge is not static. The Guide
must, necessarily, develop and evolve as software
engineering matures. It nevertheless constitutes
a valuable element of the software engineering
infrastructure.

In 1958, John Tukey, the world-renowned stat-
istician, coined the term software. The tetnisofi-
ware engineering was used in the title efa NATO
conference held in Germany in 1968~The IEEE
Computer Society first published-its Transactions
on Software Engineering in 1972. The committee
established within the IEEE "Computer Society
for developing softwate yéngineering standards
was founded in 1976.

The first holistic*view of software engineer-
ing to emerge-frem the IEEE Computer Society
resulted from.an effort led by Fletcher Buckley
to develop\EEE standard 730 for software qual-
ity aSstrance, which was completed in 1979.
The-purpose of IEEE Std. 730 was to provide
uniform, minimum acceptable requirements for
preparation and content of software quality assur-

ners-sharina-theH-experiences—with-existingstan-
dards. The workshops also held sessions on‘plgn-
ning for future standards, including one ifivolving
measures and metrics for software lenginepr-
ing products and processes. Thepldnning also
resulted in IEEE Std. 1002, Taxenomy of Softwqre
Engineering Standards (1986), which providedl a
new, holistic view of software engineering. Tlhe
standard describes the form and content of a sqft-
ware engineering standards taxonomy. It explajns
the various typéshof software engineering stgn-
dards, their functional and external relationships,
and the role of various functions participating|in
the software life cycle.

1184990, planning for an international stgn-
dard/with an overall view was begun. The plgn-
ning focused on reconciling the software proc¢ss
views from IEEE Std. 1074 and the revised US
DoD standard 2167A. The revision was evenfu-
ally published as DoD Std. 498. The international
standard was completed in 1995 with desiglla-
tion, ISO/IEC 12207, and given the title of Stqn-
dard for Software Life Cycle Processes. Std. SO/
IEC 12207 provided a major point of departyre
for the body of knowledge captured in this bogk.

It was the IEEE Computer Society Board|of
Governors’ approval of the motion put forwgrd
in May 1993 by Fletcher Buckley which resulfed
in the writing of this book. The Association for
Computing Machinery (ACM) Council approyed
arelated motion in August 1993. The two motigns
led to a joint committee under the leadership|of
Mario Barbacci and Stuart Zweben who served|as
cochairs. The mission statement of the joint com-
mittee was “To establish the appropriate sets|s)

ance plans. This standard was influential in com-
pleting the developing standards in the following
topics: configuration management, software test-
ing, software requirements, software design, and
software verification and validation.

During the period 1981-1985, the IEEE Com-
puter Society held a series of workshops con-
cerning the application of software engineering

Xix
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of criteria and norms for professional practice of
software engineering upon which industrial deci-
sions, professional certification, and educational
curricula can be based.” The steering committee
organized task forces in the following areas:

1. Define Required Body of Knowledge and
Recommended Practices.
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2. Define Ethics and Professional Standards.
3. Define Educational Curricula for undergradu-
ate, graduate, and continuing education.

This book supplies the first component: required
body of knowledge and recommend practices.

ISO/IEC TR 19759:2016(E)

It is hoped that readers will find this book use-
ful in guiding them toward the knowledge and
resources they need in their lifelong career devel-
opment as software engineering professionals.

The book is dedicated to Fletcher Buckley in
recognition of his commitment to promoting soft-

are-enaineetinaaca nrafaccianal dicad and
Vo < S-a-Pro+esst

Fhe—code—oi—ethics—and—professionalpractice
for software engineering was completed in 1998
and approved by both the ACM Council and the
IEEE Computer Society Board of Governors. It
hap been adopted by numerous corporations and
other organizations and is included in several
re¢ent textbooks.

The educational curriculum for undergraduates
is peing completed by a joint effort of the IEEE
Cqmputer Society and the ACM and is expected
to|be completed in 2004.

Every profession is based on a body of knowl-
edege and recommended practices, although they
ar¢ not always defined in a precise manner. In
mgny cases, these are formally documented, usu-
ally in a form that permits them to be used for
sufh purposes as accreditation of academic pro-
grims, development of education and training
prpgrams, certification of specialists, or profes-
signal licensing. Generally, a professional society
or|related body maintains custody of such a for-
mal definition. In cases where no such formality
exjsts, the body of knowledge and recommended
prictices are “generally recognized” by-practitio-
nefs and may be codified in a variéty of ways for
different uses.

—

pline
HEHeeH & P Har-eiSeiprie-ahe

his excellence as a software engineering practi-
tioner in radar applications.

Leonard L. Tripp, IEEE Fellow 2003
Chair, Professional Practices Committee, IEEE
Computer Society (2001-2003)

Chair, Joint IEEE Computer Society and ACM
Steering Commit{ee‘for the Establishment of
Software Engineering.as a Profession (1998—1999)

Chair, Software Engineering Standards Committee,
IEEE Computer Society (1992—1998)
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MOTIONS REGARDING THE APPROVAL
OF SWEBOK GUIDE V3.0

vember 2013 with the following question: “Do you approve this manuscript of the SWEBOK Guide,
3.0 to move forward to formatting and publication?”
The results of this ballot were 259 Yes votes and 5 No votes.

The following motion was unanimously adopted by the Professional Activities Board of the AEEE Com-
puter Society in December 2013:

The Professional Activities Board of the IEEE Computer Society finds that the Guide to the Soft-
ware Engineering Body of Knowledge Version 3.0 has been successfully completed; and endorses
the Guide to the Software Engineering Body of Knowledge Version 3.0Nand commends it to the
IEEE Computer Society Board of Governors for their approval.

The following motion was adopted by the IEEE Computer Society Board of Governors in December 2013:

TH
pr

TH

MOVED, that the Board of Governors of the IEEE Computer Society approves Version 3.0 of the
Guide to the Software Engineering Body of Knowledge  and authorizes the Chair of the Profes-
sional Activities Board to proceed with printing.

MOTIONS REGARDING THE APPROVAL
OF SWEBOQK GUIDE 2004 VERSION

e following motion was unanimously adopted by the Industrial Advisory Board of the SWEBOK Guide
bject in February 2004

The Industrialddvisory Board finds that the Software Engineering Body of Knowledge project ini-
tiated in 1998\has been successfully completed; and endorses the 2004 Version of the Guide to the
SWEBQKand commends it to the IEEE Computer Society Board of Governors for their approval.

e following motion was adopted by the IEEE Computer Society Board of Governors in February 2004:

MOVED, that the Board of Governors of the IEEE Computer Society approves the 2004 Edition of
the Guide to the Software Engineering Body of Knowledge and authorizes the Chair of the Profes-
sional Practices Committee to proceed with printing.

Please also note that the 2004 edition of the Guide to the Software Engineering Body of Knowledge
was submitted by the IEEE Computer Society to ISO/IEC without any change and was recognized as
Technical Report ISO/IEC TR 19759:2005.
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INTRODUCTION TO THE GUIDE

Publication of the 2004 version of this Guide to the
Sofiware Engineering Body of Knowledge (SWE-
BOK 2004) was a major milestone in establishing
software engineering as a recognized engineering
discipline. The goal in developing this update to
SWEBOK is to improve the currency, readability,
consistency, and usability of the Guide.

All knowledge areas (KAs) have been updated
to reflect changes in software engineering since
publication of SWEBOK 2004. Four new foun-
dation KAs and a Software Engineering Profes-
sional Practices KA have been added. The Soft-
ware Engineering Tools and Methods KA has
been revised as Software Engineering Models
and Methods. Software engineering tools is now
a topic in each of the KAs. Three appendices pro-
vide the specifications for the KA description, an
annotated set of relevant standards for-gach KA,
and a listing of the references cited inthe Guide.

This Guide, written under the-auspices of the
Professional Activities Board, of'the IEEE Com-
puter Society, represents afiext step in the evolu-
tion of the software engingering profession.

WHAT IS SOETWARE ENGINEERING?

ISO/IEC/IEEE Systems and Software Engineering
Vocabulary. (SEVOCAB) defines software engi-
neerifig)as “the application of a systematic, disci-
plined, quantifiable approach to the development,
operation, and maintenance of software; that is, the
application of engineering to software).””!

KA Knowledge Area
. . literature. The purpose of the Guide is to describe
SWEBQK Software Englneerlng BOdy Of the nartion oftho Rody of K oosulodao that 10 gon_
the-portion-ofthe Body-ofKnowledge-thatis-gen
Knowledge

erally accepted, to organize that portion,,dnd|to
provide topical access to it.

The Guide to the Software Engineering Bddy
of Knowledge (SWEBOK Guide) yas’established
with the following five objectives:

1.To promote a consistent view of softwgre
engineering worldwide
2.To specify the'seope of, and clarify the pldce
of software engineering with respect to otler
disciplinés_such as computer science, prpj-
ect management, computer engineering, and
mathematics
3.%Po characterize the contents of the softwgre
engineering discipline
4.To provide a topical access to the Software
Engineering Body of Knowledge
5.To provide a foundation for curriculym
development and for individual certification
and licensing material

The first of these objectives, a consistent world-
wide view of software engineering, was supporfed
by a development process which engaged approfi-
mately 150 reviewers from 33 countries. M¢re
information regarding the development process dan
be found on the website (www.swebok.org). Pro-
fessional and learned societies and public agencfes
involved in software engineering were contacted,
made aware of this project to update SWEBOK, gnd
invited to participate in the review process. KA efi-
tors were recruited from North America, the Pacific
Rim, and Europe. Presentations on the project were
made at various international venues.

WHAT ARE THE OBJECTIVES OF THE
SWEBOK GUIDE?

The Guide should not be confused with the Body
of Knowledge itself, which exists in the published

1 See www.computer.org/sevocab.

XXXi

The second of the objectives, the desire to
specify the scope of software engineering, moti-
vates the fundamental organization of the Guide.
The material that is recognized as being within
this discipline is organized into the fifteen KAs
listed in Table I.1. Each of these KAs is treated in
a chapter in this Guide.

© ISO/IEC 2016 — All rights reserved
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Table 1.1. The 15 SWEBOK KAs
Software Requirements

Software Design

Software Construction

Software Testing

HIERARCHICAL ORGANIZATION

The organization of the KA chapters supports the
third of the project’s objectives—a characteriza-
tion of the contents of software engineering. The
detailed specifications provided by the project’s

Lo L\ SR
Itwdal T IVIallllTCIIaicT

oftware Configuration Management

oftware Engineering Management

oftware Engineering Process

oftware Engineering Models and Methods

oftware Quality

oftware Engineering Professional Practice

oftware Engineering Economics

omputing Foundations

lathematical Foundations

M2 1O 1IN

ngineering Foundations

[n specifying scope, it is also important to iden-
tify the disciplines that intersect with software
engineering. To this end, SWEBOK V3 also rec-
ogizes seven related disciplines, listed in Table
1.2. Software engineers should, of course, have
knowledge of material from these disciplisies
(and the KA descriptions in this Guide maynake
reference to them). It is not, however, an objec-
tife of the SWEBOK Guide to characterize the
knjowledge of the related disciplings:

Table 1.2. Related Disciplines

omputer Engineering

omputer Science

q
C
(eneral Management
Mathematics
P
q

roject-Management

uality Management

editorial-tean—to—the—associate—editors—regarding
the contents of the KA descriptions can be found
in Appendix A.

The Guide uses a hierarchical organizationito
decompose each KA into a set of topics wath'rec-
ognizable labels. A two (sometime ¢three) level
breakdown provides a reasonable"way to find
topics of interest. The Guide tfeats the selected
topics in a manner compatible with major schools
of thought and with breakdewns generally found
in industry and in software engineering literature
and standards. The-breakdowns of topics do not
presume particuldrapplication domains, business
uses, management philosophies, development
methods, ahd so forth. The extent of each topic’s
description/is only that needed to understand the
generally accepted nature of the topics and for
thexreader to successfully find reference material;
the Body of Knowledge is found in the reference
materials themselves, not in the Guide.

REFERENCE MATERIAL AND MATRIX

To provide topical access to the knowledge—the
fourth of the project’s objectives—the Guide
identifies authoritative reference material for
each KA. Appendix C provides a Consolidated
Reference List for the Guide. Each KA includes
relevant references from the Consolidated Refer-
ence List and also includes a matrix relating the
reference material to the included topics.

It should be noted that the Guide does not
attempt to be comprehensive in its citations.
Much material that is both suitable and excellent
is not referenced. Material included in the Con-

ystems Engineering

The relevant elements of computer science
and mathematics are presented in the Computing
Foundations and Mathematical Foundations KAs
of the Guide (Chapters 13 and 14).

© ISO/IEC 2016 — All rights reserved

solidated Reference List provides coverage of the
topics described.

DEPTH OF TREATMENT

To achieve the SWEBOK fifth objective—pro-
viding a foundation for curriculum development,
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certification, and licensing, the criterion of gen-
erally accepted knowledge has been applied, to
be distinguished from advanced and research
knowledge (on the grounds of maturity) and from
specialized knowledge (on the grounds of gener-

comes from the Project Management Institute:
“Generally recognized means the knowledge
and practices described are applicable to most
projects most of the time, and there is consensus
about their value and usefulness.”

However, the terms “generally accepted” or
“generally recognized” do not imply that the des-
ignated knowledge should be uniformly applied
to all software engineering endeavors—each proj-
ect’s needs determine that—but it does imply that
competent, capable software engineers should
be equipped with this knowledge for potential
application. More precisely, generally accepted
knowledge should be included in the study mate-
rial for the software engineering licensing exami-
nation that graduates would take after gaining
four years of work experience. Although this ctix
terion is specific to the US style of education@nd
does not necessarily apply to other countrics, we
deem it useful.

STRUCTURE OF THE KA DESCRIPTIONS

The KA descriptions are structured as follows.

In the introduction, a(brief definition of the KA
and an overview of.its.scope and of its relation-
ship with other KAs‘are presented.

2 A Guide'te,the Project Management Body of
Knowledge,>5th ed., Project Management Institute,

2013;(Www.pmi.org.
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The breakdown of topics in each KA consti-
tutes the core the KA description, describing
the decomposition of the KA into subareas, top-
ics, and sub-topics. For each topic or subtopic, a
short description is given, along with one or more
references.
considered to constitute the best presentation|of
the knowledge relative to the topic. A matrix'lirfks
the topics to the reference material.

The last part of each KA description is the list
of recommended references and (optionally) fjir-
ther readings. Relevant standards for each KA are
presented in Appendix B fthe Guide.

APPENDIX A. KA'DESCRIPTION
SPECIFICATIONS

Appendix A describes the specifications provided
by the editorial team to the associate editors for
the_‘content, recommended references, format,
and,style of the KA descriptions.

APPENDIX B. ALLOCATION OF STAN-
DARDS TO KAS

Appendix B is an annotated list of the relevgnt
standards, mostly from the IEEE and the ISO, for
each of the KAs of the SWEBOK Guide.

APPENDIX C. CONSOLIDATED
REFERENCE LIST

Appendix C contains the consolidated list of r¢c-
ommended references cited in the KAs (thgse
references are marked with an asterisk (*) in the
text).
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CHAPTER 1

SOFTWARE REQUIREMENTS

ACRONYMS
CIA Confidentiality, Integrity, and
Availability
DAG Directed Acyclic Graph
FSM Functional Size Measurement
INCOSE Internatlgnal Council on Systems
Engineering
UML Unified Modeling Language
SysML | Systems Modeling Language
INTRODUCTION

The Software Requirements knowledge area (KA)
is concerned with the elicitation, analysisyspeci-
fication, and validation of software reqiitrements
as well as the management of requiréments dur-
ing the whole life cycle of the seftware product.
It is widely acknowledged amongst researchers
and industry practitioners.that software projects
are critically vulnerablé when the requirements-
related activities arg poorly performed.

Software requitements express the needs and
constraints placed on a software product that
contribute to.the solution of some real-world
problent;

The term “requirements engineering” is widely
ysed-in the field to denote the systematic handling
of requirements. For reasons of consistency, the
term “engineering” will not be used in this KA

does not imply, however, that a software.enginger
could not perform the function.

A risk inherent in the propesed breakdown| is
that a waterfall-like process ‘may be inferred. [To
guard against this, topic 25 Requirements Procegs,
is designed to provide.a high-level overview of the
requirements process-by setting out the resourges
and constraints undér which the process operafes
and which aet\to/configure it.

An alternate¢ decomposition could use a prad-
uct-based, structure (system requirements, sqft-
waré/requirements, prototypes, use cases, and
sg on). The process-based breakdown reflefts
the fact that the requirements process, if it is|to
be successful, must be considered as a proc¢ss
involving complex, tightly coupled activitjes
(both sequential and concurrent), rather than ap a
discrete, one-off activity performed at the outpet
of a software development project.

The Software Requirements KA is relafed
closely to the Software Design, Software Testing,
Software Maintenance, Software Configuration
Management, Software Engineering Manage-
ment, Software Engineering Process, Softwgre
Engineering Models and Methods, and Softwgre
Quality KAs.

BREAKDOWN OF TOPICS FOR
SOFTWARE REQUIREMENTS

The breakdown of topics for the Softwgre
Requirements KA is shown in Figure 1.1.

other than for software engineering per se.

For the same reason, “requirements engineer,”
a term which appears in some of the literature,
will not be used either. Instead, the term “software
engineer” or, in some specific cases, “require-
ments specialist” will be used, the latter where
the role in question is usually performed by an
individual other than a software engineer. This

© ISO/IEC 2016 — All rights reserved

1. Software Requirements Fundamentals
[1*, c4, c4sl, c10sl, c10s4] [2%, cl, c6, cl2]

1.1. Definition of a Software Requirement

At its most basic, a software requirement is a
property that must be exhibited by something in
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Software
Requirements

I

ftw: . . .
Software Requirements Requirements Requirements

Practical Software

Requi t Requi t i
Requirements equirements || Requirements

nd Software
Requirements

orfler to solve some problem in the real world. It
mgy aim to automate part of a task for someon¢
to [support the business processes of an organiza-
tign, to correct shortcomings of existing software,
orfto control a device—to name just a few of the
mgny problems for which software solutions are
possible. The ways in which usets,_business pro-
cepses, and devices function aré typically complex.
By extension, therefore, the requirements on par-
ticular software are typically a complex combina-
tign from various people’at different levels of an
organization, and who are in one way or another
inyolved or cofinected with this feature from the
enfvironmenf in Which the software will operate.

An essential property of all software require-
m¢nts is-that they be verifiable as an individual
feature” as a functional requirement or at the

r Requirements r I . . N
quiremen Process Elicitation Analysis v Considerations
Fundamentals Tools
efinition of a Reaui . System Requirements Il?r;live Nature
q i the
> Poftware (> Process Models o > . > Definition . | of the
2equircment Sources Classification Document Reviews Requirements
Process
N roduct and Lyp A Elicitation Conceptual s ]S{ys‘e_m L s Prototypi Change
rocess rocess Actors Techniques Modeling equirements rototyping Management
Requirements Specification
. Architectural
Functional and . Software )
> Nonfunctional Process Support Design and L» Requirements MOqEI . Requirements
. and Management Requirements Specificati Validation Attributes,
Requirements - pecification
Allocation
Emergent Process Quality Requirements Accey R
™ Properties and Improvement Negotiation > Tests 7 Tracifig
Juantifiable Formal Measuring
Requirements Analysis Requirements
ystem
L. Requirements

Figure 1.1. Breakdown of Topics for the Seftware Requirements KA

tequirements can be verified within available
resource constraints.

Requirements have other attributes in addi-
tion to behavioral properties. Common examples
include a priority rating to enable tradeoffs in
the face of finite resources and a status value to
enable project progress to be monitored. Typi-
cally, software requirements are uniquely identi-
fied so that they can be subjected to software con-
figuration management over the entire life cycle
of the feature and of the software.

1.2. Product and Process Requirements
A product requirement is a need or constraint on

the software to be developed (for example, “The
software shall verify that a student meets all pre-

system level as a nonfunctional requirement. It
may be difficult or costly to verify certain soft-
ware requirements. For example, verification
of the throughput requirement on a call center
may necessitate the development of simulation
software. Software requirements, software test-
ing, and quality personnel must ensure that the

requisites before he or she registers for a course™).
A process requirement is essentially a con-
straint on the development of the software (for
example, “The software shall be developed using
a RUP process”).
Some software requirements generate implicit
process requirements. The choice of verification

© ISO/IEC 2016 — All rights reserved
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technique is one example. Another might be the
use of particularly rigorous analysis techniques
(such as formal specification methods) to reduce
faults that can lead to inadequate reliability. Pro-
cess requirements may also be imposed directly
by the development organization, their customer,

Software Requirements 1-3

depend for their interpretation on subjective
judgment (“the software shall be reliable”; “the
software shall be user-friendly”). This is par-
ticularly important for nonfunctional require-
ments. Two examples of quantified requirements
are the following: a call center’s software must

orathird narty ool a0 o cafoty rognlator
of-a-trireparty-SHeasa-Satety-Fregurator:

1.3. Functional and Nonfunctional Requirements

Functional requirements describe the functions
that the software is to execute; for example, for-
matting some text or modulating a signal. They
are sometimes known as capabilities or features.
A functional requirement can also be described
as one for which a finite set of test steps can be
written to validate its behavior.

Nonfunctional requirements are the ones that
act to constrain the solution. Nonfunctional
requirements are sometimes known as constraints
or quality requirements. They can be further clas-
sified according to whether they are performance
requirements, maintainability = requirements,
safety requirements, reliability requirements;
security requirements, interoperability require-
ments or one of many other types of software
requirements (see Models and Quality Character-
istics in the Software Quality KA).

1.4. Emergent Properties

Some requirements represent emergent proper-
ties of software—that is, requirements that can-
not be addressed-by*a single component but that
depend on how-all the software components
interoperate, The throughput requirement for a
call centerswould, for example, depend on how
the t€léphone system, information system, and
thetoperators all interacted under actual operat-
ing conditions. Emergent properties are crucially
dependent on the system architecture.

Herease—the-centers—throushput-by—20%:—and a
system shall have a probability of generating a
fatal error during any hour of operatiofizof l¢ss
than 1 * 107%. The throughput requirement is at a
very high level and will need to béaised to derfve
a number of detailed requirements. The reliabil-
ity requirement will tightly Censtrain the syst¢gm
architecture.

1.6. System Requirements and Software
Requirements

In this topie,<*system” means

an interacting combination of elements
to accomplish a defined objective. Thesg
include hardware, software, firmware
people, information, techniques, facilities
services, and other support elements,

as defined by the International Council on Sd[ft-
ware and Systems Engineering (INCOSE) [3].

System requirements are the requirements for
the system as a whole. In a system containing
software components, sofiware requirements gre
derived from system requirements.

This KA defines “user requirements” in| a
restricted way, as the requirements of the sys-
tem’s customers or end users. System requife-
ments, by contrast, encompass user requiremer|ts,
requirements of other stakeholders (such as regu-
latory authorities), and requirements without |Jan
identifiable human source.

2. Requirements Process

1.5. Quantifiable Requirements

Software requirements should be stated as clearly
and as unambiguously as possible, and, where
appropriate, quantitatively. It is important to
avoid vague and unverifiable requirements that

© ISO/IEC 2016 — All rights reserved

[1%, c4s4] [2*, c1-4, c6, 22, c23]

This section introduces the software requirements
process, orienting the remaining five topics and
showing how the requirements process dovetails
with the overall software engineering process.
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2.1. Process Models

The objective of this topic is to provide an under-
standing that the requirements process

* is not a discrete front-end activity of the soft-
at the beginning of a project that continues to
be refined throughout the life cycle;

b identifies software requirements as configu-
ration items and manages them using the
same software configuration management
practices as other products of the software
life cycle processes;

b needs to be adapted to the organization and
project context.

[n particular, the topic is concerned with how
th¢ activities of elicitation, analysis, specifica-
tign, and validation are configured for different
types of projects and constraints. The topic also
in¢ludes activities that provide input into the
reguirements process, such as marketing and fea-
sibility studies.

[
Q

2.3. Process Actors

THis topic introduces the roles of the people;who
pafticipate in the requirements process.Lhis pro-
ceps is fundamentally interdisciplinary, and the
requirements specialist needs to.mediate between
th¢ domain of the stakeholder and that of soft-
wire engineering. There ar¢ often many people
inyolved besides the reguirements specialist, each
offwhom has a stake-ip-the software. The stake-
hollders will vary across projects, but will always
in¢lude users/eperators and customers (who need
not be the sanie).

[ypicalexamples of software stakeholders
in¢lude\(but are not restricted to) the following:

ISO/IEC TR 19759:2016(E)

marketing people are often needed to estab-
lish what the market needs and to act as
proxy customers.

» Regulators: Many application domains, such
as banking and public transport, are regu-
lated. Software in these domains must com-

authorities.

 Software engineers: These individuals haye
a legitimate interest in profiting from devel-
oping the software by, for example{reusing
components in or from other products. If,
in this scenario, a customer '0f “a particu-
lar product has specific jequirements that
compromise the potentials for component
reuse, the software engineers must carefully
weigh their own_stake against those of the
customer. Specific requirements, particu-
larly constgaints; may have major impact on
project costor delivery because they either
fit wellcor poorly with the skill set of the
engiheers. Important tradeoffs among such
requirements should be identified.

It will not be possible to perfectly satisfy the
requirements of every stakeholder, and it is the
software engineer’s job to negotiate tradeoffs that
are both acceptable to the principal stakeholders
and within budgetary, technical, regulatory, and
other constraints. A prerequisite for this is that all
the stakeholders be identified, the nature of their
“stake” analyzed, and their requirements elicited.

2.3. Process Support and Management

This section introduces the project management
resources required and consumed by the require-
ments process. It establishes the context for the
first topic (Initiation and Scope Definition) of the
Software Engineering Management KA. Its prin-
cipal purpose is to make the link between the pro-

 Users: This group comprises those who will
operate the software. It is often a heteroge-
neous group involving people with different
roles and requirements.

* Customers: This group comprises those who
have commissioned the software or who rep-
resent the software’s target market.

* Market analysts: A mass-market product
will not have a commissioning customer, so

cess activities identified in 2.1 and the issues of
cost, human resources, training, and tools.

2.4. Process Quality and Improvement
This topic is concerned with the assessment of
the quality and improvement of the requirements

process. Its purpose is to emphasize the key role
the requirements process plays in terms of the

© ISO/IEC 2016 — All rights reserved
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cost and timeliness of a software product and of
the customer’s satisfaction with it. It will help to
orient the requirements process with quality stan-
dards and process improvement models for soft-
ware and systems. Process quality and improve-

ment is closely related to both the Software
it WA ed X o

KA, comprising

e requirements process coverage by process
improvement standards and models;

e requirements  process measures  and
benchmarking;

 improvement planning and implementation;

* security/CIA  improvement/planning and
implementation.

3. Requirements Elicitation
[1*, c4s5] [2*, ¢5, ¢6, c9]

Requirements elicitation is concerned with the
origins of software requirements and how the
software engineer can collect them. It is the first
stage in building an understanding of the problem
the software is required to solve. It is fundangen-
tally a human activity and is where the stakehold-
ers are identified and relationships established
between the development team and thé’customer.
It is variously termed “requirements capture,”
“requirements discovery,” . and “requirements
acquisition.”

One of the fundamental principles of a good
requirements elicitation process is that of effec-
tive communication* between the various stake-
holders. Thisscommunication continues through
the entire tSoftware Development Life Cycle
(SDLC) process with different stakeholders at
diffefent” points in time. Before development
begins, requirements specialists may form the
conduit for this communication. They must medi-
ate between the domain of the software users (and

Software Requirements 1-5

to ensure the customer’s most important business
needs are satisfied first. This minimizes the risk
of requirements specialists spending time elicit-
ing requirements that are of low importance, or
those that turn out to be no longer relevant when
the software is delivered. On the other hand, the
deseription—nustbe——sealable—and extensible to
accept further requirements not expressed imythe
first formal lists and compatible with the(previqus
ones as contemplated in recursive methods.

3.1. Requirements Sources

Requirements have manyiseurces in typical sqft-
ware, and it is essential that all potential sourges
be identified and evaluated. This topic is designed
to promote awareness of the various sources [of
software requitements and of the frameworks for
managing them. The main points covered are|as
follows;

» Goals. The term “goal” (sometimes called
“business concern” or “critical success fic-
tor”) refers to the overall, high-level obj¢c-
tives of the software. Goals provide the mqti-
vation for the software but are often vagug¢ly
formulated. Software engineers need to pay
particular attention to assessing the value
(relative to priority) and cost of goals. A f¢a-
sibility study is a relatively low-cost way|of
doing this.

* Domain knowledge. The software enginger
needs to acquire or have available knowl-
edge about the application domain. Domgin
knowledge provides the background agaipst
which all elicited requirements knowledge
must be set in order to understand it. It’s

a good practice to emulate an ontologi¢al

approach in the knowledge domain. Reja-

tions between relevant concepts within the
application domain should be identified.

other stakeholders) and the technical world of the
software engineer. A set of internally consistent
models at different levels of abstraction facilitate
communications between software users/stake-
holders and software engineers.

A critical element of requirements elicitation is
informing the project scope. This involves provid-
ing a description of the software being specified
and its purpose and prioritizing the deliverables
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 Stakeholders (see section 2.2, Process
Actors). Much software has proved unsat-
isfactory because it has stressed the require-
ments of one group of stakeholders at the
expense of others. Hence, the delivered
software is difficult to use, or subverts the
cultural or political structures of the cus-
tomer organization. The software engineer
needs to identify, represent, and manage
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the “viewpoints” of many different types of
stakeholders.

» Business rules. These are statements that
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define or constrain some aspect of the struc-
ture or the behavior of the business itself. “A
student cannot register in next semester’s

fees” would be an example of a business rule
that would be a requirement source for a uni-
versity’s course-registration software.

b The operational environment. Requirements
will be derived from the environment in
which the software will be executed. These
may be, for example, timing constraints
in real-time software or performance con-
straints in a business environment. These
must be sought out actively because they can
greatly affect software feasibility and cost as
well as restrict design choices.

b The organizational environment. Software
is often required to support a business pro-
cess, the selection of which may be condi-
tioned by the structure, culture, and internal
politics of the organization. The software
engineer needs to be sensitive to these since,
in general, new software should not force
unplanned change on the business processt

.}. Elicitation Techniques

ice the requirements sources have been iden-
ed, the software engineer(can start eliciting
juirements information (from them. Note that
juirements are seldent* elicited ready-made.
ther, the software-engineer elicits information
m which he ot she formulates requirements.
is topic concenfrates on techniques for getting
man stakehplders to articulate requirements-
evantiftformation. It is a very difficult task and
software engineer needs to be sensitized to the
t thdt (for example) users may have difficulty
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has yet to be obtained from end users. The impor-
tance of planning, verification, and validation in
requirements elicitation cannot be overstated. A
number of techniques exist for requirements elici-
tation; the principal ones are these:

ntoriio nteriio o ctal-abaolda

“traditional” means of eliciting requirements,

It is important to understand the advantages

and limitations of interviews and how -they

should be conducted.

* Scenarios. Scenarios provide (a \valuable
means for providing context to, the elicita-
tion of user requirements.<{Fhey allow the
software engineer to provide a framework
for questions about user-tasks by permitting
“what if” and “hownis this done” questions
to be asked. The.most common type of sce-
nario is the use“case description. There is a
link here tostopic 4.2 (Conceptual Modeling)
becauge’scenario notations such as use case
diagrams are common in modeling software.

* Prototypes. This technique is a valuable tool
for clarifying ambiguous requirements. They
can act in a similar way to scenarios by pro-
viding users with a context within which they
can better understand what information they
need to provide. There is a wide range of
prototyping techniques—from paper mock-
ups of screen designs to beta-test versions of
software products—and a strong overlap of
their separate uses for requirements elicita-
tion and for requirements validation (see
section 6.2, Prototyping). Low fidelity proto-
types are often preferred to avoid stakeholder
“anchoring” on minor, incidental character-
istics of a higher quality prototype that can
limit design flexibility in unintended ways.

* Facilitated meetings. The purpose of these
meetings is to try to achieve a summative

effect, whereby a group of people can bring

describing their tasks, may leave important infor-
mation unstated, or may be unwilling or unable to
cooperate. It is particularly important to understand
that elicitation is not a passive activity and that,
even if cooperative and articulate stakeholders are
available, the software engineer has to work hard

to

elicit the right information. Many business or

technical requirements are tacit or in feedback that

more insight into their software require-
ments than by working individually. They
can brainstorm and refine ideas that may be
difficult to bring to the surface using inter-
views. Another advantage is that conflicting
requirements surface early on in a way that
lets the stakeholders recognize where these
occur. When it works well, this technique

© ISO/IEC 2016 — All rights reserved
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may result in a richer and more consistent
set of requirements than might otherwise
be achievable. However, meetings need to
be handled carefully (hence the need for a
facilitator) to prevent a situation in which
the critical abilities of the team are eroded

Software Requirements

4. Requirements Analysis

1-7

[1*, c4sl, c4s5, cl10s4, c12s5]
[2%, ¢7, cl1, c12, c17]

This topic is concerned with the process of ana-

lyzing requirements to

by—srouptoyalty—erin—which—requirements
reflecting the concerns of a few outspoken
(and perhaps senior) people that are favored
to the detriment of others.

Observation. The importance of software
context within the organizational environ-
ment has led to the adaptation of observa-
tional techniques such as ethnography for
requirements elicitation. Software engineers
learn about user tasks by immersing them-
selves in the environment and observing how
users perform their tasks by interacting with
each other and with software tools and other
resources. These techniques are relatively
expensive but also instructive because they
illustrate that many user tasks and business
processes are too subtle and complex for
their actors to describe easily.

e User stories. This technique is commgnly
used in adaptive methods (see Agile<Meth-
ods in the Software Engineering:*Models
and Methods KA) and refers texshort, high-
level descriptions of requived functionality
expressed in customer ternis. A typical user
story has the form: As'a <role>, I want
<goal/desire> so (that <benefit>." A user
story is intended to.contain just enough infor-
mation so thatithe developers can produce a
reasonable \estimate of the effort to imple-
ment ity The aim is to avoid some of the waste
thatoften happens in projects where detailed
requirements are gathered early but become
invalid before the work begins. Before a user
story is implemented, an appropriate accep-
tance procedure must be written by the cus-

e detect and resolve conflicts betwg
requirements;

« discover the bounds of the software.and h
it must interact with its orgdnizational 4
operational environment;

* eclaborate system requiretnents to derive sg

ware requirements.

The traditional yjew of requirements analy
has been that it be.réduced to conceptual mod}
ing using one\of a number of analysis metho
such as the structured analysis method. Wh

cn

51S
cl-
s,
ile

conceptual modeling is important, we include the

classification of requirements to help inform tr3
eoffs between requirements (requirements cl
sification) and the process of establishing thg
tradeoffs (requirements negotiation).

Care must be taken to describe requireme
precisely enough to enable the requirements
be validated, their implementation to be verifi
and their costs to be estimated.

4.1. Requirements Classification

Requirements can be classified on a number
dimensions. Examples include the following:

* Whether the requirement is functional

d-

of

or

nonfunctional (see section 1.3, Functiomhal

and Nonfunctional Requirements).
* Whether the requirement is derived from g
or more high-level requirements or an em
gent property (see section 1.4, Emerg

ne
Pr-
Ent

Properties), or is being imposed directly

on

tomer to determine whether the goals of the
user story have been fulfilled.

Other techniques. A range of other techniques
for supporting the elicitation of requirements
information exist and range from analyzing
competitors’ products to applying data min-
ing techniques to using sources of domain
knowledge or customer request databases.
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the software by a stakeholder or some other

source.

* Whether the requirement is on the product
or the process (see section 1.2, Product and
Process Requirements). Requirements on the
process can constrain the choice of contrac-

tor, the software engineering process to

be

adopted, or the standards to be adhered to.
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 The requirement priority. The higher the pri-
ority, the more essential the requirement is
for meeting the overall goals of the software.
Often classified on a fixed-point scale such
as mandatory, highly desirable, desirable,
or optional, the priority often has to be bal-

implementation.
b The scope of the requirement. Scope refers
to the extent to which a requirement affects
the software and software components.
Some requirements, particularly certain
nonfunctional ones, have a global scope in
that their satisfaction cannot be allocated to
a discrete component. Hence, a requirement
with global scope may strongly affect the
software architecture and the design of many
components, whereas one with a narrow
scope may offer a number of design choices
and have little impact on the satisfaction of
other requirements.

Volatility/stability. Some requirements will
change during the life cycle of the soft-
ware—and even during the development
process itself. It is useful if some estimate
of the likelihood that a requirement will
change can be made. For example, in a baiik-
ing application, requirements for funefions
to calculate and credit interest to_customers’
accounts are likely to be more stable than a
requirement to support a parficular kind of
tax-free account. The foriner reflects a fun-
damental feature of thg banking domain (that
accounts can earn-interest), while the latter
may be rendered rebsolete by a change to
government legislation. Flagging potentially
volatile requirements can help the software
enginegr establish a design that is more toler-
ant of-change.

Dther classifications may be appropriate,

ISO/IEC TR 19759:2016(E)

4.2. Conceptual Modeling

The development of models of a real-world
problem is key to software requirements analy-
sis. Their purpose is to aid in understanding the
situation in which the problem occurs, as well as

comprise models of entities from the problem
domain, configured to reflect their real-world
relationships and dependencies. This topiclAs
closely related to the Software Engineerigg Mod-
els and Methods KA.

Several kinds of models can be, developed.
These include use case diagram$/data flow mod-
els, state models, goal-based medels, user inter-
actions, object models, data’models, and many
others. Many of these modéling notations are part
of the Unified Modéling Language (UML). Use
case diagrams, for-€xample, are routinely used
to depict scenarios where the boundary separates
the actors_(users or systems in the external envi-
ronmept)\from the internal behavior where each
use case depicts a functionality of the system.

The factors that influence the choice of model-
ing notation include these:

* The nature of the problem. Some types of
software demand that certain aspects be ana-
lyzed particularly rigorously. For example,
state and parametric models, which are part
of SysML [4], are likely to be more impor-
tant for real-time software than for informa-
tion systems, while it would usually be the
opposite for object and activity models.

» The expertise of the software engineer. It is
often more productive to adopt a modeling
notation or method with which the software
engineer has experience.

» The process requirements of the customer
(see section 1.2, Product and Process
Requirements). Customers may impose their

depending upon the organization’s normal prac-
tice and the application itself.

There is a strong overlap between requirements
classification and requirements attributes (see
section 7.3, Requirements Attributes).

favored notation or method or prohibit any
with which they are unfamiliar. This factor
can conflict with the previous factor.

Note that, in almost all cases, it is useful to start
by building a model of the software context. The
software context provides a connection between
the intended software and its external environment.

© ISO/IEC 2016 — All rights reserved
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This is crucial to understanding the software’s con-
text in its operational environment and to identify-
ing its interfaces with the environment.

This subtopic does not seek to “teach” a particu-
lar modeling style or notation but rather provides
guidance on the purpose and intent of modeling.

4.3. Architectural Design and Requirements
Allocation

At some point, the solution architecture must
be derived. Architectural design is the point at
which the requirements process overlaps with
software or systems design and illustrates how
impossible it is to cleanly decouple the two tasks.
This topic is closely related to Software Structure
and Architecture in the Software Design KA. In
many cases, the software engineer acts as soft-
ware architect because the process of analyzing
and elaborating the requirements demands that
the architecture/design components that will be
responsible for satisfying the requirements be
identified. This is requirements allocation—the
assignment to architecture components respofi~
sible for satisfying the requirements.

Allocation is important to permit detailedsanal-
ysis of requirements. Hence, for example; once a
set of requirements has been allocated’to a com-
ponent, the individual requirements can be further
analyzed to discover further requirements on how
the component needs to inteéract with other com-
ponents in order to satisfy the allocated require-
ments. In large projects, allocation stimulates a
new round of apalysis for each subsystem. As an
example, requirements for a particular braking
performance for a car (braking distance, safety in
poor driving conditions, smoothness of applica-
tion, pédal pressure required, and so on) may be
allocated to the braking hardware (mechanical
and hydraulic assemblies) and an antilock braking
System (ABS). Only when a requirement for an

Software Requirements 1-9

4.4. Requirements Negotiation

Another term commonly used for this subtopic
is “conflict resolution.” This concerns resolv-
ing problems with requirements where conflicts
occur between two stakeholders requiring mutu-

— allvincompatiblefeatures, betweenrequirements

and resources, or between functional and‘ngn-
functional requirements, for example.(ln ‘most
cases, it is unwise for the software_engineer|to
make a unilateral decision, so it WeComes necgs-
sary to consult with the stakehelder(s) to reach a
consensus on an appropriate tradeoff. It is offen
important, for contractualreasons, that such degi-
sions be traceable back to the customer. We hqve
classified this as a’seftware requirements analy-
sis topic because‘problems emerge as the resplt
of analysis. However, a strong case can also |be
made for,considering it a requirements validation
topic (se® topic 6, Requirements Validation).

Reéquirements prioritization is necessary, ot
only/as a means to filter important requirements,
but also in order to resolve conflicts and plan for
staged deliveries, which means making complex
decisions that require detailed domain knowledge
and good estimation skills. However, it is offen
difficult to get real information that can act|as
a basis for such decisions. In addition, requife-
ments often depend on each other, and prigri-
ties are relative. In practice, software enginegrs
perform requirements prioritization frequently
without knowing about all the requiremerts.
Requirements prioritization may follow a copst-
value approach that involves an analysis fr¢m
the stakeholders defining in a scale the benefits
or the aggregated value that the implemenfa-
tion of the requirement brings them, versus the
penalties of not having implemented a particufar
requirement. It also involves an analysis fr¢m
the software engineers estimating in a scale the
cost of implementing each requirement, relatjve

antilock braking system has been identified, and
the requirements allocated to it, can the capabili-
ties of the ABS, the braking hardware, and emer-
gent properties (such as car weight) be used to
identify the detailed ABS software requirements.

Architectural design is closely identified with
conceptual modeling (see section 4.2, Conceptual
Modeling).
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to other requirements. Another requirements pri-
oritization approach called the analytic hierarchy
process involves comparing all unique pairs of
requirements to determine which of the two is of
higher priority, and to what extent.
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4.5. Formal Analysis

Formal analysis concerns not only topic 4, but
also sections 5.3 and 6.3. This topic is also related
to Formal Methods in the Software Engineering
Models and Methods Knowledge Area.

application domains, particularly those of high-
infegrity systems. The formal expression of
requirements requires a language with formally
defined semantics. The use of a formal analysis
for requirements expression has two benefits.
Fifst, it enables requirements expressed in the
lafpguage to be specified precisely and unambigu-
ously, thus (in principle) avoiding the potential
fof misinterpretation. Secondly, requirements can
be| reasoned over, permitting desired properties
of|the specified software to be proven. Formal
regsoning requires tool support to be practicable
for anything other than trivial systems, and tools
geperally fall into two types: theorem provers or
m¢del checkers. In neither case can proof be fully
aufomated, and the level of competence in formal
regsoning needed in order to use the tools restricts
th¢ wider application of formal analysis.

Most formal analysis is focused on relatively
lafe stages of requirements analysis. It is gener-
ally counterproductive to apply formalization
unttil the business goals and user requirements
hajve come into sharp focus through mieans such
as|those described elsewhere in séction 4. How-
evgr, once the requirements Have stabilized and
hajve been elaborated to specify concrete proper-
tigs of the software, it-may be beneficial to for-
mglize at least the cpitical requirements. This per-
mits static validation that the software specified
by the requirements does indeed have the proper-
tigs (for exdniple, absence of deadlock) that the
cuktomeryusers, and software engineer expect it
to [have:

[¢]
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a document that can be systematically reviewed,
evaluated, and approved. For complex systems,
particularly those involving substantial nonsoft-
ware components, as many as three different
types of documents are produced: system defini-
tion, system requirements, and software require-

third of these is required. All three documents are
described here, with the understanding that they;
may be combined as appropriate. A description.of
systems engineering can be found in the/Related
Disciplines of Software Engineering~chapter of
this Guide.

5.1. System Definition Docyment

This document (sometimes known as the user
requirements document or concept of operations
document) records~the system requirements. It
defines the highylevel system requirements from
the domain¢perspective. Its readership includes
representatives of the system users/customers
(marketing may play these roles for market-
driven software), so its content must be couched
in terms of the domain. The document lists the
system requirements along with background
information about the overall objectives for the
system, its target environment, and a statement of
the constraints, assumptions, and nonfunctional
requirements. It may include conceptual models
designed to illustrate the system context, usage
scenarios, and the principal domain entities, as
well as workflows.

5.2. System Requirements Specification

Developers of systems with substantial software
and nonsoftware components—a modern air-
liner, for example—often separate the descrip-
tion of system requirements from the description
of software requirements. In this view, system

5. Requirements Specification
[1*, c4s2, c4s3, c12s2-5] [2%, c10]

For most engineering professions, the term “spec-
ification” refers to the assignment of numerical
values or limits to a product’s design goals. In
software engineering, “software requirements
specification” typically refers to the production of

requirements are specified, the software require-
ments are derived from the system requirements,
and then the requirements for the software com-
ponents are specified. Strictly speaking, system
requirements specification is a systems engineer-
ing activity and falls outside the scope of this
Guide.

© ISO/IEC 2016 — All rights reserved
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5.3. Software Requirements Specification

Software requirements specification establishes
the basis for agreement between customers and
contractors or suppliers (in market-driven proj-

to do.

Software requirements specification permits
a rigorous assessment of requirements before
design can begin and reduces later redesign. It
should also provide a realistic basis for estimat-
ing product costs, risks, and schedules.

Organizations can also use a software require-
ments specification document as the basis for
developing effective verification and validation
plans.

Software requirements specification provides
an informed basis for transferring a software prod-
uct to new users or software platforms. Finally, it
can provide a basis for software enhancement.

Software requirements are often written in
natural language, but, in software requiremerits
specification, this may be supplemented by (for-
mal or semiformal descriptions. Selection of
appropriate notations permits particulaf require-
ments and aspects of the software arehitecture to
be described more precisely andsconcisely than
natural language. The general tule is that nota-
tions should be used that allow the requirements
to be described as precisely as possible. This is
particularly crucial for safety-critical, regulatory,
and certain othertypes of dependable software.
However, the~choice of notation is often con-
strained bytthe training, skills, and preferences of
the document’s authors and readers.

A (mumber of quality indicators have been
developed that can be used to relate the quality
ofsoftware requirements specification to other
project variables such as cost, acceptance, per-

Software Requirements 1-11

6. Requirements Validation
[1% c4s6] [2%, c13, cl15]

The requirements documents may be subject to val-
idation and verification procedures. The require-
ments may be validated to ensure that the software

i ; i it is
also important to verify that a requirements ‘dog¢u-
ment conforms to company standards afid that it
is understandable, consistent, and cemplete. |In
cases where documented compaiy- standards |or
terminology are inconsistent with ‘widely accepfed
standards, a mapping between. the two should |be
agreed on and appended tothe document.

Formal notations offer'the important advantdge
of permitting the lasttwo properties to be proyen
(in a restricted _seuse, at least). Different stalte-
holders, including representatives of the custonjer
and developet, should review the document(s).
Requirements documents are subject to the same
configuration management practices as the otler
deliverables of the software life cycle processps.
When practical, the individual requirements gre
also subject to configuration management, genpr-
ally using a requirements management tool (§ee
topic 8, Software Requirements Tools).

It is normal to explicitly schedule one or mgre
points in the requirements process where the
requirements are validated. The aim is to pick jup
any problems before resources are committed|to
addressing the requirements. Requirements vli-
dation is concerned with the process of examjn-
ing the requirements document to ensure thaf it
defines the right software (that is, the software
that the users expect).

6.1. Requirements Reviews

Perhaps the most common means of validation
is by inspection or reviews of the requirements
document(s). A group of reviewers is assigrnjed

formance, schedule, and reproducibility. Quality
indicators for individual software requirements
specification statements include imperatives,
directives, weak phrases, options, and continu-
ances. Indicators for the entire software require-
ments specification document include size, read-
ability, specification, depth, and text structure.
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a brief to look for errors, mistaken assumptions,
lack of clarity, and deviation from standard prac-
tice. The composition of the group that conducts
the review is important (at least one represen-
tative of the customer should be included for a
customer-driven project, for example), and it may
help to provide guidance on what to look for in
the form of checklists.
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Reviews may be constituted on completion of
the system definition document, the system spec-
ification document, the software requirements
specification document, the baseline specifica-
tion for a new release, or at any other step in the
process.

ISO/IEC TR 19759:2016(E)

domain, exchange data. If formal analysis nota-
tions are used, it is possible to use formal reason-
ing to prove specification properties. This topic is
closely related to the Software Engineering Mod-
els and Methods KA.

6.4 Aecoptanco Toctc
T CEePHaice—1ests

6.. Prototyping

Prptotyping is commonly a means for validating
th¢ software engineer’s interpretation of the soft-
wqre requirements, as well as for eliciting new
requirements. As with elicitation, there is a range
of|prototyping techniques and a number of points
in[the process where prototype validation may
be| appropriate. The advantage of prototypes is
thgt they can make it easier to interpret the soft-
wdre engineer’s assumptions and, where needed,
giye useful feedback on why they are wrong. For
expmple, the dynamic behavior of a user inter-
fage can be better understood through an ani-
mgted prototype than through textual description
or|graphical models. The volatility of a require-
m¢nt that is defined after prototyping has been
dojne is extremely low because there is agreement
befween the stakeholder and the software engi*
nepr—therefore, for safety-critical and crucial
fegtures prototyping would really help. Theré-are
aldo disadvantages, however. These inelude the
dapger of users’ attention being distracted from
th¢ core underlying functionality by cosmetic
isques or quality problems with the prototype. For
this reason, some advocate prototypes that avoid
software, such as flip-chart-based mockups. Pro-
tofypes may be costly~to develop. However, if
th¢y avoid the wastage of resources caused by
tryfing to satigfy\erroneous requirements, their
copt can be more easily justified. Early proto-
types mady-eontain aspects of the final solution.
Prptotypes may be evolutionary as opposed to
thjowaway.

[¢]

T

An essential property of a software requirement
is that it should be possible to validate that the
finished product satisfies it. Requirements’ that
cannot be validated are really just “wishes.” An
important task is therefore planning\hiow to ver-
ify each requirement. In most<cases, designing
acceptance tests does this for how end-users typi-
cally conduct business using-the system.

Identifying and deSighing acceptance tests
may be difficult for‘nonfunctional requirements
(see section 1.3,“Fuanctional and Nonfunctional
Requirements)~Fo be validated, they must first
be analyzedsand decomposed to the point where
they canybe’expressed quantitatively.

Additional information can be found in Accep-
tance/Qualification/Conformance Testing in the
Software Testing KA.

7. Practical Considerations
[1*, c4sl, c4s4, c4s6, c4sT]
[2%*, c3, c12, cl4, cl6, c18-21]

The first level of topic decomposition pre-
sented in this KA may seem to describe a linear
sequence of activities. This is a simplified view
of the process.

The requirements process spans the whole
software life cycle. Change management and the
maintenance of the requirements in a state that
accurately mirrors the software to be built, or that
has been built, are key to the success of the soft-
ware engineering process.

Not every organization has a culture of docu-

6.3. Model Validation

It is typically necessary to validate the quality of
the models developed during analysis. For exam-
ple, in object models, it is useful to perform a
static analysis to verify that communication paths
exist between objects that, in the stakeholders’

menting and managing requirements. It is com-
mon in dynamic start-up companies, driven by a
strong “product vision” and limited resources, to
view requirements documentation as unnecessary
overhead. Most often, however, as these compa-
nies expand, as their customer base grows, and
as their product starts to evolve, they discover
that they need to recover the requirements that
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motivated product features in order to assess the
impact of proposed changes. Hence, requirements
documentation and change management are key
to the success of any requirements process.

7.1. Iterative Nature of the Requirements

Software Requirements 1-13

proceeds. This often leads to the revision of
requirements late in the life cycle. Perhaps the
most crucial point in understanding software
requirements is that a significant proportion of
the requirements will change. This is sometimes

There is general pressure in the software indus-
try for ever shorter development cycles, and this
is particularly pronounced in highly competitive,
market-driven sectors. Moreover, most projects
are constrained in some way by their environment,
and many are upgrades to, or revisions of, exist-
ing software where the architecture is a given. In
practice, therefore, it is almost always impractical
to implement the requirements process as a linear,
deterministic process in which software require-
ments are elicited from the stakeholders, base-
lined, allocated, and handed over to the software
development team. It is certainly a myth that the
requirements for large software projects are ever
perfectly understood or perfectly specified.

Instead, requirements typically iterate towards
a level of quality and detail that is sufficient;to
permit design and procurement decisions. to be
made. In some projects, this may resilt in the
requirements being baselined before’ all their
properties are fully understood. Fhis risks expen-
sive rework if problems emerge-late in the soft-
ware engineering process{_However, software
engineers are necessarily j)constrained by project
management plans and. must therefore take steps
to ensure that the-*quality” of the requirements is
as high as pogsible given the available resources.
They should,. for example, make explicit any
assumptions that underpin the requirements as
well as'any known problems.

For software products that are developed iter-
atively, a project team may baseline only those
fequirements needed for the current iteration. The

imposed by the authorities, or the market inpto
which software must sell. Whatevei-the cause, if is
important to recognize the ineyitability of change
and take steps to mitigate its"effects. Change has
to be managed by ensuring/that proposed changes
go through a defined review and approval pro-
cess and by applying-careful requirements trgc-
ing, impact analysis, and software configuration
management- (s¢e the Software Configuratijon
Management-KA). Hence, the requirements pfo-
cess is mot merely a front-end task in softwgre
deyélopment, but spans the whole software life
eyele. In a typical project, the software requife-
ments activities evolve over time from elicitation
to change management. A combination of tgp-
down analysis and design methods and bottom-
up implementation and refactoring methods that
meet in the middle could provide the best of bgth
worlds. However, this is difficult to achieve|in
practice, as it depends heavily upon the maturjty
and expertise of the software engineers.

7.2. Change Management

Change management is central to the manageme¢nt
of requirements. This topic describes the role|of
change management, the procedures that need|to
be in place, and the analysis that should be applied
to proposed changes. It has strong links to the Sqft-
ware Configuration Management KA.

7.3. Requirements Attributes

requirements specialist can continue to develop
requirements for future iterations, while develop-
ers proceed with design and construction of the
current iteration. This approach provides custom-
ers with business value quickly, while minimiz-
ing the cost of rework.

In almost all cases, requirements understanding
continues to evolve as design and development

© ISO/IEC 2016 — All rights reserved

Requirements should consist not only of a speci-
fication of what is required, but also of ancillary
information, which helps manage and interpret
the requirements. Requirements attributes must
be defined, recorded, and updated as the soft-
ware under development or maintenance evolves.
This should include the various classification
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dimensions of the requirement (see section 4.1,
Requirements Classification) and the verification
method or relevant acceptance test plan section.
It may also include additional information, such
as a summary rationale for each requirement, the
source of each requirement, and a change history.

ISO/IEC TR 19759:2016(E)

7.5. Measuring Requirements

As a practical matter, it is typically useful to have
some concept of the “volume” of the require-
ments for a particular software product. This
number is useful in evaluating the “size” of a

Thesnoestimportantreaut ente atteibhato oy
e-HRestHRpertaitFeqtirernents—attiottes—How

evgr, is an identifier that allows the requirements
to [be uniquely and unambiguously identified.

7.4. Requirements Tracing

Rdquirements tracing is concerned with recover-
ing the source of requirements and predicting the
effects of requirements. Tracing is fundamental
to performing impact analysis when requirements
chpnge. A requirement should be traceable back-
ward to the requirements and stakeholders that
m¢tivated it (from a software requirement back
to the system requirement(s) that it helps satisfy,
fof example). Conversely, a requirement should
be]| traceable forward into the requirements and
depign entities that satisfy it (for example, from
a $ystem requirement into the software require-
mg¢nts that have been elaborated from it, and on
info the code modules that implement it, or the
tedt cases related to that code and even a given
segtion on the user manual which describes-the
acfual functionality) and into the testease that
verifies it.

The requirements tracing for.a typical proj-
ecf will form a complex directed acyclic graph
(DAG) (see Graphs in the Computing Founda-
tigns KA) of requirements;*Maintaining an up-to-
dafe graph or traceability’matrix is an activity that
myst be considered .during the whole life cycle
offa product. If the traceability information is not
updated as ¢hanges in the requirements continue
to [happef;-the traceability information becomes
unjreliable for impact analysis.

chance in requirenents—inestimatine the costof
change-inrequirementsestimatin athe-cost-of
a development or maintenance task, or simply for,
use as the denominator in other measurements:
Functional size measurement (FSM) is a_tech-
nique for evaluating the size of a body®f func-
tional requirements.

Additional information on size ‘measurement
and standards will be found in the’Software Engi-
neering Process KA.

8. Software Requirements Tools

Tools for dealing'with software requirements fall
broadly into twe" categories: tools for modeling
and tools formanaging requirements.

Requiremients management tools typically sup-
port.a range of activities—including documenta-
tion, tracing, and change management—and have
had a significant impact on practice. Indeed, trac-
ing and change management are really only prac-
ticable if supported by a tool. Since requirements
management is fundamental to good require-
ments practice, many organizations have invested
in requirements management tools, although
many more manage their requirements in more
ad hoc and generally less satisfactory ways (e.g.,
using spreadsheets).

© ISO/IEC 2016 — All rights reserved
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1.2. Product and Process Requirements c4sl O,\\ Jcl, co
1.3. Functional and Nonfunctional Requirements cd4sl - N cl2
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2.1. Process Models Ii\\v c4s4 c3
2.2. Process Actors AQ T cl, c2,c4, c6
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3.2. Elicitation Techniques n$ c4s5 c6
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4.2. Conceptual Model\'ulg\)b c4s5 cll
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6.1. Requirements Reviews c4s6 cl5
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6.3. Model Validation c4s6 cl5
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71 Practical Considerations

7.1. Iterative Nature of the Requirements Process cds4 c3, cl6 nQ
7.2. Change Management c4s7 cl8, c}D) v
7.3. Requirements Attributes c4sl cl A’QQ
7.4. Requirements Tracing R '\I:JZ)O
7.5. Measuring Requirements c4s6 ,(<<‘ cl8

8| Software Requirements Tools Ne K c21

© ISO/IEC 2016 — All rights reserved


https://iecnorm.com/api/?name=c2223ec7ac8eaa29774b66524c76221b

ISO/IEC TR 19759:2016(E)

FURTHER READINGS
I. Alexander and L. Beus-Dukic, Discovering

Requirements [5].

An easily digestible and practically oriented
book on software requrrements this is perhaps

elements of software requrrements fit together It
is full of practical advice on (for example) how
to identify the various system stakeholders and
how to evaluate alternative solutions. Its cover-
age is exemplary and serves as a useful reference
for key techniques such as use case modeling and
requirements prioritization.

C. Potts, K. Takahashi, and A. Antén, “Inquiry-
Based Requirements Analysis” [6].

This paper is an easily digested account of work
that has proven to be very influential in the devel-
opment of requirements handling. It describes
how and why the elaboration of requirements
cannot be a linear process by which the analyst
simply transcribes and reformulates requiremerits
elicited from the customer. The role of scenatios
is described in a way that helps to define their use
in discovering and describing requireménts.

Software Requirements 1-17

A. van Lamsweerde, Requirements
Engineering: From System Goals to UML
Models to Software Specifications [7].

Serves as a good 1ntroduct10n to requirements

book for the KAOS goal orrented requirghents
modelling language. Explains why godl™modgl-
ling is useful and shows how it can integrate wjth
mainstream modelling techniquessing UML.

O. Gotel and A. Finkelstein, “An Analysis of the
Requirements Traceability Problem” [8].

This paper is a classie’ reference work on a Key
element of requirements management. Based jon
empirical studies, it sets out the reasons for and
the barriers, t0 the effective tracing of requife-
ments. It1s essential reading for an understanding
of why requirements tracing is an essential efe-
ment of an effective software process.

N. Maiden and C. Ncube, “Acquiring COTS
Software Selection Requirements™ [9].

This paper is significant because it recogniges
explicitly that software products often integrate
third-party components. It offers insights into the
problems of selecting off-the-shelf software|to
satisfy requirements: there is usually a mismatg¢h.
This challenges some of the assumptions undpr-
pinning much of traditional requirements hgn-
dling, which tends to assume custom software

=
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CHAPTER 2

SOFTWARE DESIGN

ACRONYMS
ADL Architecture Description
Language
CBD Component-Based Design
CRC Class Responsibility Collaborator
DFD Data Flow Diagram
ERD Entity Relationship Diagram
IDL Interface Description Language
MVC Model View Controller
00 Object-Oriented
PDL Program Design Language
INTRODUCTION

Design is defined as both “the process of defin-
ing the architecture, componentssinterfaces, and
other characteristics of a systeny or component™
and “the result of [that] proé¢ess™ [1]. Viewed as a
process, software desigf is the software engineer-
ing life cycle activity ‘in which software require-
ments are analyzed:in order to produce a descrip-
tion of the softwate’s internal structure that will
serve as the.basis for its construction. A software
design (the result) describes the software archi-
tectufey—that is, how software is decomposed

We can also examine and evaluate- alternat{ve
solutions and tradeoffs. Finally, y€-can use the
resulting models to plan subsequent developm¢nt
activities, such as system verification and valida-
tion, in addition to usingthém as inputs and as
starting point of construction and testing.

In a standard list\of software life cycle pf
cesses, such as_that\in ISO/IEC/IEEE Std. 122
Sofitware Life-Cy¢le Processes [2], software dest
consists of two activities that fit between softw:
requirements analysis and software construction:

» Software architectural design (sometin
called high-level design): develops top-ley
structure and organization of the softw
and identifies the various components.

» Software detailed design: specifies eg
component in sufficient detail to facilitate
construction.

es
el
\re

ch
S

=

This Software Design knowledge area (K]
does not discuss every topic that includes the
word “design.” In Tom DeMarco’s terminoligy
[3], the topics discussed in this KA deal mainly
with D-design (decomposition design), the gpal
of which is to map software into compongnt
pieces. However, because of its importance |in
the field of software architecture, we will also
address FP-design (family pattern design), the

A)

and-organized into components—and the inter- goal of which is to establish exploitable com-
faces between those components. It should also  monalities in a family of software products. This
describe the components at a level of detail that KA does not address I-design (invention desigh),

enables their construction.

Software design plays an important role in
developing software: during software design,
software engineers produce various models
that form a kind of blueprint of the solution to
be implemented. We can analyze and evaluate
these models to determine whether or not they
will allow us to fulfill the various requirements.

© ISO/IEC 2016 — All rights reserved
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which is usually performed during the software
requirements process with the goal of conceptu-
alizing and specifying software to satisfy discov-
ered needs and requirements, since this topic is
considered to be part of the requirements process
(see the Software Requirements KA).

This Software Design KA is related specifi-
cally to the Software Requirements, Software
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Software Design

[
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Fundamentals

Key Issues in
Software Design

Software
| Structure and

User Interface
Design

Software Design
r Quality Analysis

Software Design
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|-oncepts N . o Attributes Static Vi trategies
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4 ) Quality Behavioral O
ontext of Control and Architectural User Interface Analysis and Descriptions Function-Oriented
™ $oftware Design [ Handling of Styles Design Issues > Evaluati prions [ (Structured)
Events valuation (Dynamic View) Design
Techniques
si The Design of : .
oftware Design -
> g > Data Persistence ~ —» Design Patterns » User Interaction L Measures Object-Oriented

Design

Data Structure-
Centéred Design

Component-Based
Design (CBD)

Presentation Internationalization

Metaphors and

> Security Conceptual Models

Cqnstruction, Software Engineering Manage*
m¢nt, Software Engineering Models and Meth-
ods, Software Quality, and Computing Feounda-
tigns KAs.

BREAKDOWN OF TOPICS FOR
SOFTWARE DESIGN

THe breakdown of topics for the Software Design
KA is shown in Figure:2/1.

1. Software Design Fundamentals
THe consepts, notions, and terminology intro-

duced here form an underlying basis for under-
stqndirfe the role and scope of software design.

=

—» Other Methods

Figure 2.1. Breakdown of Topics for'the Software Design KA

understanding the limits of design. A number of
other notions and concepts are also of interest in
understanding design in its general sense: goals,
constraints, alternatives, representations, and
solutions (see Problem Solving Techniques in the
Computing Foundations KA).

1.2. Context of Software Design
[4%, c3]

Software design is an important part of the soft-
ware development process. To understand the
role of software design, we must see how it fits
in the software development life cycle. Thus, it
is important to understand the major characteris-
tics of software requirements analysis, software

1.1. General Design Concepts
[4%, cl]

In the general sense, design can be viewed as a
form of problem solving. For example, the con-
cept of a wicked problem—a problem with no
definitive solution—is interesting in terms of

design, software construction, software testing,
and software maintenance.

1.3. Software Design Process
[4%, 2]

Software design is generally considered a two-
step process:

© ISO/IEC 2016 — All rights reserved
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* Architectural design (also referred to as high-
level design and top-level design) describes
how software is organized into components.

¢ Detailed design describes the desired behav-
ior of these components.

Software Design 2-3

software is divided into a number of smaller
named components having well-defined
interfaces that describe component interac-
tions. Usually the goal is to place different
functionalities and responsibilities in differ-
ent components.

The-output-ofthese—two—processes—s—a—setof
models and artifacts that record the major deci-
sions that have been taken, along with an explana-
tion of the rationale for each nontrivial decision.
By recording the rationale, long-term maintain-

ability of the software product is enhanced.

1.4. Software Design Principles
[4%] [5*, c6, c7, c21] [6%, cl, c8, 9]

A principle is “a comprehensive and fundamen-
tal law, doctrine, or assumption” [7]. Software
design principles are key notions that provide
the basis for many different software design
approaches and concepts. Software design princi-
ples include abstraction; coupling and cohesion;
decomposition and modularization; encapsula-
tion/information hiding; separation of interface
and implementation; sufficiency, completengss,
and primitiveness; and separation of concerns.

* Abstraction is “a view of an\ebject that
focuses on the informatiopy relevant to a
particular purpose and.ignores the remain-
der of the information® 1] (see Abstraction
in the Computing (Foundations KA). In the
context of software design, two key abstrac-
tion mechaniSms are parameterization and
specification” Abstraction by parameteriza-
tion abstracts from the details of data repre-
sentations by representing the data as named
parameters. Abstraction by specification
feads to three major kinds of abstraction:
procedural abstraction, data abstraction, and
control (iteration) abstraction.

s LEncapsilation-ard-infornationhidinereans
grouping and packaging the internal detdils
of an abstraction and making those\detdils
inaccessible to external entities,

» Separation of interface and ituplémentatifn.
Separating interface and, ‘implementation
involves defining a component by specify-
ing a public interfaceéAknown to the clienjts)
that is separate from the details of how the
component is re¢alized (see encapsulation and
information\hiding above).

o Sufficiency, tompleteness, and primitivenéss.
Achjewing sufficiency and completengss
mean$ ensuring that a software compong¢nt
captures all the important characteristics|of
an abstraction and nothing more. Primitiye-
ness means the design should be based jon
patterns that are easy to implement.

» Separation of concerns. A concern is [an
“area of interest with respect to a software
design” [8]. A design concern is an area|of
design that is relevant to one or more ofl|its
stakeholders. Each architecture view franjes
one or more concerns. Separating concefns
by views allows interested stakeholders [to
focus on a few things at a time and offer§ a
means of managing complexity [9].

2. Key Issues in Software Design

A number of key issues must be dealt with when
designing software. Some are quality concefns
that all software must address—for examplle,
performance, security, reliability, usability, dtc.
Another important issue is how to decompoke,

» Coupling and Cohesion. Coupling is defined
as “a measure of the interdependence among
modules in a computer program,” whereas
cohesion is defined as “a measure of the
strength of association of the elements within
a module” [1].

* Decomposition and modularization. Decom-
posing and modularizing means that large

© ISO/IEC 2016 — All rights reserved

organize, and package software components.
This is so fundamental that all design approaches
address it in one way or another (see section 1.4,
Software Design Principles, and topic 7, Soft-
ware Design Strategies and Methods). In contrast,
other issues “deal with some aspect of software’s
behavior that is not in the application domain,
but which addresses some of the supporting
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domains” [10]. Such issues, which often crosscut
the system’s functionality, have been referred to
as aspects, which “tend not to be units of soft-
ware’s functional decomposition, but rather to be
properties that affect the performance or seman-
tics of the components in systemic ways” [11].

ISO/IEC TR 19759:2016(E)

2.6. Interaction and Presentation
[5%, c16]

This design issue is concerned with how to struc-
ture and organize interactions with users as well
as the presentation of information (for example,

A mumber—of-these—kev—erosseuttinaissues—are
1111111 o+t ese—Ke oSSR E—ISSHes—afF

digcussed in the following sections (presented in
alphabetical order).

—_—

2.]. Concurrency
[5%*, c18]

Dg¢sign for concurrency is concerned with decom-
posing software into processes, tasks, and threads
anfd dealing with related issues of efficiency,
at¢micity, synchronization, and scheduling.

2.2. Control and Handling of Events
[5%, c21]

THis design issue is concerned with how to
organize data and control flow as well as how
to[handle reactive and temporal events through
vafious mechanisms such as implicit invocation
anfd call-backs.

2.3. Data Persistence
[12%, 9]

THis design issue is concerned with how to han-
dl¢ long-lived data.

2.4. Distribution of Components
[5%*, c18]

THis design issue is concerned with how to dis-
tripute the software across the hardware (includ-
ing computer hardware and network hardware),
how the”components communicate, and how
middleware can be used to deal with heteroge-

separation—ofpresentation—and—business—logie
using the Model-View-Controller approach),
Note that this topic does not specify user interface
details, which is the task of user interface design

(see topic 4, User Interface Design).

2.7. Security
[5%*,6125c18] [13*, c4]

Design for security is concerned with how to pre-
vent unauthorized dis¢lestre, creation, change,
deletion, or denial-of access to information and
other resources, Itis‘also concerned with how to
tolerate securityyrelated attacks or violations by
limiting damage, continuing service, speeding
repair and tecovery, and failing and recovering
securely: Access control is a fundamental con-
céptoof security, and one should also ensure the
proper use of cryptology.

3. Software Structure and Architecture

In its strict sense, a software architecture is
“the set of structures needed to reason about
the system, which comprise software elements,
relations among them, and properties of both”
[14*]. During the mid-1990s, however, soft-
ware architecture started to emerge as a broader
discipline that involved the study of software
structures and architectures in a more generic
way. This gave rise to a number of interesting
concepts about software design at different lev-
els of abstraction. Some of these concepts can
be useful during the architectural design (for
example, architectural styles) as well as during

neous software.

2.5. Error and Exception Handling and Fault
Tolerance
[5%, c18]

This design issue is concerned with how to pre-
vent, tolerate, and process errors and deal with
exceptional conditions.

the detailed design (for example, design pat-
terns). These design concepts can also be used
to design families of programs (also known as
product lines). Interestingly, most of these con-
cepts can be seen as attempts to describe, and
thus reuse, design knowledge.
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3.1. Architectural Structures and Viewpoints
[14* cl]

Different high-level facets of a software design
can be described and documented. These facets
are often called views: “A view represents a partial

acnant of 0 cnftgaro arobitontiieo that chosge oo
aspect-o+r—a-—Sottware—arenttectire—+that-51ews—5pe
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patterns describing the high-level organization
of software, other design patterns can be used
to describe details at a lower level. These lower
level design patterns include the following:

 Creational patterns (for example, builder,

foctary nrototuno cinglaton)
Fy—pFot H

cific properties of a software system” [14*]. Views
pertain to distinct issues associated with software
design—for example, the logical view (satisfying
the functional requirements) vs. the process view
(concurrency issues) vs. the physical view (distri-
bution issues) vs. the development view (how the
design is broken down into implementation units
with explicit representation of the dependencies
among the units). Various authors use different
terminologies—Ilike behavioral vs. functional vs.
structural vs. data modeling views. In summary, a
software design is a multifaceted artifact produced
by the design process and generally composed of
relatively independent and orthogonal views.

3.2. Architectural Styles
[14* cl, c2, c3, c4, o5

An architectural style is “a specialization*of ele-
ment and relation types, together witlita set of
constraints on how they can be used*[14*]. An
architectural style can thus be seen as providing
the software’s high-level organization. Various
authors have identified a.mimber of major archi-
tectural styles:

 General stryctures (for example, layers, pipes
and filters; blackboard)

* Distributed systems (for example, client-
sever; three-tiers, broker)

* Interactivesystems(forexample, Model-View-
€ontroller, Presentation-Abstraction-Control)

¢ Adaptable systems (for example, microker-
nel, reflection)

TTret T PSS oS TeT

 Structural patterns (for example, adapter,
bridge, composite, decorator, fagade, fly-
weight, proxy)
 Behavioral patterns (for example; command,
interpreter, iterator, mediator, memeno,
observer, state, strategy, template, visitor)

3.4. Architecture Design Decisions
[5%, ¢6]

Architectural \design is a creative process. Dfir-
ing the design process, software designers hqve
to make a‘number of fundamental decisions that
profoundly affect the software and the develqp-
ment process. It is useful to think of the archi-
tectural design process from a decision-making
perspective rather than from an activity persp¢c-
tive. Often, the impact on quality attributes and
tradeoffs among competing quality attributes gre
the basis for design decisions.

3.5. Families of Programs and Frameworks
[5%, ¢6, ¢7, cl6]

One approach to providing for reuse of softwjre
designs and components is to design families|of
programs, also known as software product lins.
This can be done by identifying the commonalitjes
among members of such families and by designing
reusable and customizable components to accoyint
for the variability among family members.

In object-oriented (OO) programming, a Key
related notion is that of a framework: a partiafly
completed software system that can be extended

* Others (for example, batch, interpreters, pro-
cess control, rule-based).

3.3. Design Patterns
[15% ¢3, c4, c5]

Succinctly described, a pattern is “a common
solution to a common problem in a given context”
[16]. While architectural styles can be viewed as

© ISO/IEC 2016 — All rights reserved

by appropriately instantiating specific extensions
(such as plug-ins).

4. User Interface Design

User interface design is an essential part of the
software design process. User interface design
should ensure that interaction between the human
and the machine provides for effective operation
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and control of the machine. For software to
achieve its full potential, the user interface should
be designed to match the skills, experience, and
expectations of its anticipated users.

4.1. General User Interface Design Principles

ISO/IEC TR 19759:2016(E)

and presentation for the software, the background
and experience of the software users, and the
available devices.

4.3.

The Design of User Interaction Modalities
[5%, c29-web] [17%, 2]

[S% 020 el [17% o011
== W-eOT =1

b Learnability. The software should be easy to
learn so that the user can rapidly start work-
ing with the software.

b User familiarity. The interface should use
terms and concepts drawn from the experi-
ences of the people who will use the software.
b Consistency. The interface should be consis-
tent so that comparable operations are acti-
vated in the same way.

b Minimal surprise. The behavior of software
should not surprise users.

Recoverability. The interface should provide
mechanisms allowing users to recover from
errors.

b User guidance. The interface should give
meaningful feedback when errors occur and
provide context-related help to users.

b User diversity. The interface should pro*
vide appropriate interaction mechanisins
for diverse types of users and for users.with
different capabilities (blind, poorseyesight,
deaf, colorblind, etc.).

4.2. User Interface Design Issues
[5%, c29-web] [17%, c2]

Uder interface desigmsheuld solve two key issues:

b How should-"the user interact with the
software?

b Howsshould information from the software
be presented to the user?

User interaction involves issuing commands and
providing associated data to the software. User
interaction styles can be classified into the fol-
lowing primary styles:

4.4.

Question-answer. The interactien” is essen-
tially restricted to a single{question-answer
exchange between the user'and the software.
The user issues a question to the software,
and the software _retifns the answer to the
question.

Direct manipulation. Users interact with
objects ony‘the computer screen. Direct
maniptlation often includes a pointing
device/(such as a mouse, trackball, or a fin-
gerton touch screens) that manipulates an
object and invokes actions that specify what
is to be done with that object.

Menu selection. The user selects a command
from a menu list of commands.

Form fill-in. The user fills in the fields of a
form. Sometimes fields include menus, in
which case the form has action buttons for
the user to initiate action.

Command language. The user issues a com-
mand and provides related parameters to
direct the software what to do.

Natural language. The user issues a com-
mand in natural language. That is, the natural
language is a front end to a command lan-
guage and is parsed and translated into soft-
ware commands.

The Design of Information Presentation

User interface design must integrate user
interaction and information presentation. User
interface design should consider a compromise
between the most appropriate styles of interaction

1 Chapter 29 is a web-based chapter available
at http://ifs.host.cs.st-andrews.ac.uk/Books/SE9/

WebChapters/.

[5%, c29-web] [17%, c2]

Information presentation may be textual or graphi-
cal in nature. A good design keeps the information
presentation separate from the information itself.
The MVC (Model-View-Controller) approach is
an effective way to keep information presentation
separating from the information being presented.

© ISO/IEC 2016 — All rights reserved
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Software engineers also consider software
response time and feedback in the design of infor-
mation presentation. Response time is generally
measured from the point at which a user executes
a certain control action until the software responds
with a response. An indication of progress is desir-

s

input while processing is being completed.
Abstract visualizations can be used when large
amounts of information are to be presented.
According to the style of information presenta-
tion, designers can also use color to enhance the
interface. There are several important guidelines:

* Limit the number of colors used.

 Use color change to show the change of soft-
ware status.

 Use color-coding to support the user’s task.

» Use color-coding in a thoughtful and consis-
tent way.

» Use colors to facilitate access for people
with color blindness or color deficiency
(e.g., use the change of color saturation and
color brightness, try to avoid blue and¢red
combinations).

e Don’t depend on color alone td;‘*convey
important information to users with different
capabilities (blindness, poor-eyesight, color-
blindness, etc.).

4.5. User Interface Design Process
[5%, c29-web] [17%, c2]

User interfage )désign is an iterative process;
interface prototypes are often used to determine
the features, organization, and look of the soft-
ware(user interface. This process includes three
cofe-activities:

o User analysis. In this phase, the designer ana-

Software Design 2-7

4.6. Localization and Internationalization
[17%, ¢8, ¢9]

User interface design often needs to consider inter-
nationalization and localization, which are means
of adapting software to the different languages,

eal d ere a¥a he = a c-
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ments of a target market. Internationalization'isythe
process of designing a software applicationh,so that
it can be adapted to various languages and regigns
without major engineering changgs. Localization
is the process of adapting internationalized sqft-
ware for a specific region or'language by adding
locale-specific compongfits~and translating the
text. Localization and internationalization shoyild
consider factors such-ds symbols, numbers, cpr-
rency, time, and measurement units.

4.7. Metagphors and Conceptual Models
[17*, ¢5]

UYser interface designers can use metaphors and
conceptual models to set up mappings between the
software and some reference system known to the
users in the real world, which can help the userg to
more readily learn and use the interface. For exam-
ple, the operation “delete file” can be made int a
metaphor using the icon of a trash can.

When designing a user interface, software enfgi-
neers should be careful to not use more than dne
metaphor for each concept. Metaphors also prgs-
ent potential problems with respect to internatign-
alization, since not all metaphors are meaningful
or are applied in the same way within all culturgs.

5. Software Design Quality Analysis and
Evaluation

This section includes a number of quality anpl-
ysis and evaluation topics that are specificafly
related to software design. (See also the Software

lyzes the users’ tasks, the working environ-
ment, other software, and how users interact
with other people.

* Software prototyping. Developing prototype
software help users to guide the evolution of
the interface.

* Interface evaluation. Designers can observe
users’ experiences with the evolving interface.

© ISO/IEC 2016 — All rights reserved

Quality KA.)

5.1. Quality Attributes
[4%, c4]

Various attributes contribute to the quality of
a software design, including various “-ilities”
(maintainability, portability, testability, usability)
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and “-nesses” (correctness, robustness). There is
an interesting distinction between quality attri-
butes discernible at runtime (for example, per-
formance, security, availability, functionality,
usability), those not discernible at runtime (for
example, modifiability, portability, reusability,

infrinsic qualities (for example, conceptual integ-
rity, correctness, completeness). (See also the
Sqftware Quality KA.)

5.2. Quality Analysis and Evaluation Techniques
[4%, c4] [5*, c24]

Vgrious tools and techniques can help in analyz-
ing and evaluating software design quality.

b Software design reviews: informal and for-
malized techniques to determine the quality
of design artifacts (for example, architecture
reviews, design reviews, and inspections;
scenario-based techniques; requirements
tracing). Software design reviews can also
evaluate security. Aids for installation, oper-
ation, and usage (for example, manuals and
help files) can be reviewed.

b Static analysis: formal or semiformal statie

(nonexecutable) analysis that can be\used

to evaluate a design (for example, fault-

tree analysis or automated cross-checking).

Design vulnerability analysis{(for example,

static analysis for security weaknesses) can

be performed if security is a concern. Formal
design analysis uses:mathematical models
that allow designetsto predicate the behavior
and validate the performance of the software
instead of‘having to rely entirely on testing.

Formal(design analysis can be used to detect

residual specification and design errors (per-

haps-caused by imprecision, ambiguity, and
sometimes other kinds of mistakes). (See

ISO/IEC TR 19759:2016(E)

5.3. Measures
[4%, c4] [5%*, c24]

Measures can be used to assess or to quanti-
tatively estimate various aspects of a software
design; for example, size, structure, or quality.

These measures are classified in two broad
categories:

* Function-based (structured) design mea-
sures: measures obtained by analyzing func-
tional decomposition; genctally represented
using a structure chart (sometimes called a
hierarchical diagramy onwhich various mea-
sures can be computed.

* Object-oriented 'design measures: the design
structure is typically represented as a class
diagram, gn'which various measures can be
compuitéd. Measures on the properties of the
internal content of each class can also be
computed.

6. Software Design Notations

Many notations exist to represent software design
artifacts. Some are used to describe the structural
organization of a design, others to represent soft-
ware behavior. Certain notations are used mostly
during architectural design and others mainly
during detailed design, although some nota-
tions can be used for both purposes. In addition,
some notations are used mostly in the context of
specific design methods (see topic 7, Software
Design Strategies and Methods). Please note that
software design is often accomplished using mul-
tiple notations. Here, they are categorized into
notations for describing the structural (static)
view vs. the behavioral (dynamic) view.

also the Software Engineering Models and
Methods KA.)

 Simulation and prototyping: dynamic tech-
niques to evaluate a design (for example,
performance simulation or feasibility
prototypes).

6.1. Structural Descriptions (Static View)
[4%, c7] [5%, c6, c7] [6*, c4, c5, c6, cT7]
[12%, ¢7] [14%, cT7]

The following notations, mostly but not always

graphical, describe and represent the structural
aspects of a software design—that is, they are

© ISO/IEC 2016 — All rights reserved
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used to describe the major components and how
they are interconnected (static view):

 Architecture description languages (ADLs):
textual, often formal, languages used to
describe software architecture in terms of

sent a set of classes (and objects) and their
interrelationships.

* Component diagrams: used to represent a
set of components (“physical and replace-
able part[s] of a system that [conform] to
and [provide] the realization of a set of inter-
faces” [18]) and their interrelationships.

* Class responsibility collaborator cards
(CRCs): used to denote the names of compo-
nents (class), their responsibilities, and their
collaborating components’ names.

* Deployment diagrams: used to represent a
set of (physical) nodes and their interrela-
tionships, and, thus, to model the physical
aspects of software.

* Entity-relationship diagrams (ERDs): used
to represent conceptual models of data stored
in information repositories.

o Interface description languagesS¥(IDLs):
programming-like languages used to define
the interfaces (names and types of exported
operations) of software components.

* Structure charts: used.todescribe the calling
structure of progrdms"(which modules call,
and are called by, which other modules).

6.2. Behavional Pescriptions (Dynamic View)
[4*,€7,C13] [5*, c6, c7] [6%, c4, 5, c6, 7]
[14%*, c8]

The—following notations and languages, some
graphical and some textual, are used to describe
the dynamic behavior of software systems and

Software Design 2-9

 Activity diagrams: used to show control flow

from activity to activity. Can be used to rep-
resent concurrent activities.

¢ Communication diagrams: used to show

the interactions that occur among a group
of objects; emphasis is on the objects, their
inks—and—themessacses—they—exchangeon

those links.

* Data flow diagrams (DFDs): used(to show

data flow among elements. A data/flow dja-
gram provides “a description based on modl-
ing the flow of informatiop-around a netwqrk
of operational elements)\with each elem¢nt
making use of or modifying the information
flowing into that element” [4*]. Data flops
(and therefore data flow diagrams) can |be
used for security analysis, as they offer id¢n-
tification efpossible paths for attack and djis-
closure.ef confidential information.
Decision tables and diagrams: used to r¢p-
tésent complex combinations of conditigns
and actions.
Flowcharts: used to represent the flow [of
control and the associated actions to |be
performed.
Sequence diagrams: used to show the intpr-
actions among a group of objects, wjth
emphasis on the time ordering of messages
passed between objects.
State transition and state chart diagrams:
used to show the control flow from state|to
state and how the behavior of a compon¢nt
changes based on its current state in a state
machine.
Formal specification languages: textual lgn-
guages that use basic notions from mafh-
ematics (for example, logic, set, sequen¢e)
to rigorously and abstractly define software
component interfaces and behavior, often|in
terms of pre- and postconditions. (See also
the Software Engineering Models and Meth-

components. Many of these notations are use-
ful mostly, but not exclusively, during detailed
design. Moreover, behavioral descriptions can
include a rationale for design decision such as
how a design will meet security requirements.

© ISO/IEC 2016 — All rights reserved

ods KA.)

* Pseudo code and program design languages

(PDLs): structured programming-like lan-
guages used to describe, generally at the
detailed design stage, the behavior of a pro-
cedure or method.
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7. Software Design Strategies and Methods

There exist various general strategies to help
guide the design process. In contrast with general
strategies, methods are more specific in that they
generally provide a set of notations to be used

ith-the method—a deserintion—-of the srocess—to
w e-method—a—deseription process—

ISO/IEC TR 19759:2016(E)

design of the mid-1980s (noun = object; verb
= method; adjective = attribute), where inheri-
tance and polymorphism play a key role, to the
field of component-based design, where metain-
formation can be defined and accessed (through
reflection, for example). Although OO design’s

roote ctony frora tho ~nnoont L dato abhotea ot oo
Foot5—Stein—+ < Heept-o+adta—asstractohs

belused when following the method, and a set of
gulidelines for using the method. Such methods
ar¢ useful as a common framework for teams of
software engineers. (See also the Software Engi-
nepring Models and Methods KA).

7.1. General Strategies
[4%, c8, c9, c10] [12*, c7]

Sqme often-cited examples of general strategies
uspful in the design process include the divide-
anfd-conquer and stepwise refinement strategies,
top-down vs. bottom-up strategies, and strategies
making use of heuristics, use of patterns and pat-
tefn languages, and use of an iterative and incre-
mé¢ntal approach.

7.». Function-Oriented (Structured) Design
[4%*, c13]

THis is one of the classical methods of software
depign, where decomposition centers on-identify-
ing the major software functions and ‘then elab-
orfiting and refining them in a hierarchical top-
down manner. Structured design is generally used
affer structured analysis, thus.producing (among
other things) data flow~diagrams and associated
process descriptions.Researchers have proposed
vafious strategies\(for example, transformation
anplysis, transagtion analysis) and heuristics (for
expmple, fafi-in/fan-out, scope of effect vs. scope
of|control)-to transform a DFD into a software
ar¢hitecture generally represented as a structure
chirt.

—

responsibility-driven design has been proposed
as an alternative approach to OO design.

7.4. Data Structure-Centered Design
[4%)cl4, cl15]

Data structure-centered design starts from the data
structures a program manipulates rather than from
the function it performs,/ The software engineer
first describes the input\and output data structures
and then develops the_program’s control structure
based on these data’structure diagrams. Various
heuristics haverbeen proposed to deal with special
cases—for‘example, when there is a mismatch
betweemthe input and output structures.

7\ Eomponent-Based Design (CBD)
[4%, c17]

A software component is an independent unit,
having well-defined interfaces and dependen-
cies that can be composed and deployed inde-
pendently. Component-based design addresses
issues related to providing, developing, and
integrating such components in order to improve
reuse. Reused and off-the-shelf software com-
ponents should meet the same security require-
ments as new software. Trust management is
a design concern; components treated as hav-
ing a certain degree of trustworthiness should
not depend on less trustworthy components or
services.

7.6. Other Methods

7.3. Object-Oriented Design
[4%, cl6]

Numerous software design methods based
on objects have been proposed. The field has
evolved from the early object-oriented (OO)

[5%, cl9, c21]

Other interesting approaches also exist (see the
Software Engineering Models and Methods
KA). Iterative and adaptive methods imple-
ment software increments and reduce emphasis
on rigorous software requirement and design.

© ISO/IEC 2016 — All rights reserved
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Aspect-oriented design is a method by which
software is constructed using aspects to imple-
ment the crosscutting concerns and extensions
that are identified during the software require-
ments process. Service-oriented architecture is
a way to build distributed software using web

vices from different providers because standard
protocols (such as HTTP, HTTPS, SOAP) have
been designed to support service communication
and service information exchange.

Software Design 2-11

8. Software Design Tools
[14%*, c10, Appendix A]

Software design tools can be used to support the
creation of the software design artifacts during
the software development process. They can sup-

* to translate the requirements modeh intd a
design representation;
* to provide support for représenting fuc-
tional components and theit interface(s);
* to implement heuristiCs, “refinement and
partitioning;
* to provide guidelines for quality assessmeft.

© ISO/IEC 2016 — All rights reserved
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FURTHER READINGS

Roger Pressman, Software Engineering: A
Practitioner’s Approach (Seventh Edition)
[19].
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CHAPTER 3

SOFTWARE CONSTRUCTION

ACRONYMS
AP Application Programming
Interface
COTS Commercial Off-the-Shelf
GUI Graphical User Interface
IDE Integrated Development
Environment
OMG Object Management Group
POSIX Portable Operating System
Interface
TDD Test-Driven Development
UML Unified Modeling Language
INTRODUCTION

The term software construction refers to the
detailed creation of working software through a
combination of coding, verification, unit testing,
integration testing, and debfigging.

The Software Construction knowledge area
(KA) is linked to all the other KAs, but it is most
strongly linked to_Seftware Design and Software
Testing because the software construction process
involves significant software design and testing.
The process uses the design output and provides an
input(toytesting (“design” and “testing” in this case
referting to the activities, not the KAs). Boundar-
les’ between design, construction, and testing (if
any) will vary depending on the software life cycle

Thus, the Software Construction KA is clos¢ly
linked to the Software Testing K A(as-well.

Software construction typieally produces the
highest number of configuration items that nded
to be managed in a software-project (source filps,
documentation, test cases, and so on). Thus';ljhe
Software Construgtion’ KA is also closely lined
to the Software Configuration Management KA.

While software quality is important in all the
KAs, codenis“the ultimate deliverable of a sqft-
ware project, and thus the Software Quality KA is
closely linked to the Software Construction KA.

Since software construction requires knowledge
of algorithms and of coding practices, it is clos¢ly
related to the Computing Foundations KA, which
is concerned with the computer science foundla-
tions that support the design and construction|of
software products. It is also related to project mgn-
agement, insofar as the management of constriic-
tion can present considerable challenges.

BREAKDOWN OF TOPICS FOR
SOFTWARE CONSTRUCTION

Figure 3.1 gives a graphical representation of the
top-level decomposition of the breakdown for the
Software Construction KA.

1. Software Construction Fundamentals

Software construction fundamentals include

processes that are used in a project.

Although some detailed design may be per-
formed prior to construction, much design work
is performed during the construction activity.
Thus, the Software Construction KA is closely
linked to the Software Design KA.

Throughout construction, software engineers
both unit test and integration test their work.

3-1
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* minimizing complexity

* anticipating change

* constructing for verification
* reuse

« standards in construction.

The first four concepts apply to design as well
as to construction. The following sections define
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Figure 3.1. Breakdown of Topics for the Software Construction KA

© ISO/IEC 2016 — All rights reserved



https://iecnorm.com/api/?name=c2223ec7ac8eaa29774b66524c76221b

ISO/IEC TR 19759:2016(E)

these concepts and describe how they apply to
construction.

1.1. Minimizing Complexity
[1%]

Software Construction 3-3

independent testing and operational activities.
Specific techniques that support constructing for
verification include following coding standards to
support code reviews and unit testing, organizing
code to support automated testing, and restrict-
ing the use of complex or hard-to-understand lan-

Meost-people-aretimited—in—ther—abiity—te-hold
complex structures and information in their
working memories, especially over long peri-
ods of time. This proves to be a major factor
influencing how people convey intent to com-
puters and leads to one of the strongest drives
in software construction: minimizing complex-
ity. The need to reduce complexity applies to
essentially every aspect of software construction
and is particularly critical to testing of software
constructions.

In software construction, reduced complexity
is achieved through emphasizing code creation
that is simple and readable rather than clever. It
is accomplished through making use of standards
(see section 1.5, Standards in Construction),
modular design (see section 3.1, Construction
Design), and numerous other specific techniques
(see section 3.3, Coding). It is also supported’by
construction-focused quality techniques (s€g sec-
tion 3.7, Construction Quality).

1.2. Anticipating Change
[1%]

Most software will change over time, and the
anticipation of change drives many aspects of
software construction; changes in the environ-
ments in which seftware operates also affect soft-
ware in diverse ways.

Antigipating change helps software engineers
build(extensible software, which means they can
enhance a software product without disrupting
the'underlying structure.

Anticipating change is supported by many spe-

auaae ctruotiroc arann g ~thoro
Shage-StruetiresaHoRE-otaers:

1.4. Reuse
(2*]

Reuse refers to using existing-assets in solving
different problems. In software Construction, typ-
ical assets that are reused.unelude libraries, mqd-
ules, components, source code, and commerdial
off-the-shelf (COPS)-assets. Reuse is best pric-
ticed systematically; according to a well-defingd,
repeatable process. Systematic reuse can enable
significant\seftware productivity, quality, and
cost improvements.

Réuse has two closely related facets: “constryic-
tignfor reuse” and “construction with reuse.” The
former means to create reusable software assdts,
while the latter means to reuse software assets{in
the construction of a new solution. Reuse offen
transcends the boundary of projects, which medns
reused assets can be constructed in other projefts
or organizations.

1.5. Standards in Construction

Applying external or internal development stgn-
dards during construction helps achieve a prpj-
ect’s objectives for efficiency, quality, and cdst.
Specifically, the choices of allowable program-
ming language subsets and usage standards gre
important aids in achieving higher security.

Standards that directly affect construction
issues include

cific techniques (see section 3.3, Coding).

1.3. Constructing for Verification
[1%]

Constructing for verification means building
software in such a way that faults can be read-
ily found by the software engineers writing the
software as well as by the testers and users during

© ISO/IEC 2016 — All rights reserved

« communication methods (for example, stan-
dards for document formats and contents)

» programming languages (for example, lan-
guage standards for languages like Java and
C++)

* coding standards (for example, standards for
naming conventions, layout, and indentation)

* platforms (for example, interface standards
for operating system calls)
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* tools (for example, diagrammatic standards
for notations like UML (Unified Modeling
Language)).

Use of external standards. Construction
depends on the use of external standards for con-
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the Software Management and Software Process
KAs).

Consequently, what is considered to be “con-
struction” depends to some degree on the life
cycle model used. In general, software con-
struction is mostly coding and debugging, but

stiuetiontanguages-construction-toolstechnical
inferfaces, and interactions between the Software
Cqnstruction KA and other KAs. Standards come
frgm numerous sources, including hardware and
software interface specifications (such as the
Object Management Group (OMQG)) and interna-
tignal organizations (such as the IEEE or ISO).
[Use of internal standards. Standards may also
be| created on an organizational basis at the cor-
porate level or for use on specific projects. These
stagndards support coordination of group activi-
tigs, minimizing complexity, anticipating change,
anfd constructing for verification.

=
Q

2.[Managing Construction

2.1. Construction in Life Cycle Models
[1%]

Nuymerous models have been created to develop
software; some emphasize construction mare
thgn others.

ome models are more linear from~the con-
strjuction point of view—such as the waterfall and
staged-delivery life cycle models(These models
trdat construction as an activity that occurs only
affer significant prerequisite work has been com-
pl¢ted—including detailed requirements work,
extensive design works”and detailed planning.
THe more linear approaches tend to emphasize
th¢ activities that-precede construction (require-
m¢nts and désign) and to create more distinct sep-
arjtions.between activities. In these models, the
maincmphasis of construction may be coding.
Dthet _models _are more _iterative—such as

it-also—involves—construction—planning —detailed
Halso—ivolves—econstraction a—detatled
design, unit testing, integration testing, and other,
activities.

2.2. Construction Planning

(1]

The choice of construction method-is a key aspect
of the construction-planning activity. The choice
of construction method~ affects the extent to
which construction prérequisites are performed,
the order in which-they are performed, and the
degree to which they'should be completed before
construction work begins.

The appfeach to construction affects the proj-
ect teamys.ability to reduce complexity, anticipate
change,“and construct for verification. Each of
thigse-objectives may also be addressed at the pro-
cess, requirements, and design levels—but they
will be influenced by the choice of construction
method.

Construction planning also defines the order
in which components are created and integrated,
the integration strategy (for example, phased or
incremental integration), the software quality
management processes, the allocation of task
assignments to specific software engineers, and
other tasks, according to the chosen method.

2.3. Construction Measurement

(1]

Numerous construction activities and artifacts can
be measured—including code developed, code
modified, code reused, code destroyed, code com-

evolutionary prototyping and agile develop-
ment. These approaches tend to treat construc-
tion as an activity that occurs concurrently with
other software development activities (including
requirements, design, and planning) or that over-
laps them. These approaches tend to mix design,
coding, and testing activities, and they often treat
the combination of activities as construction (see

plexity, code inspection statistics, fault-fix and
fault-find rates, effort, and scheduling. These mea-
surements can be useful for purposes of managing
construction, ensuring quality during construction,
and improving the construction process, among
other uses (see the Software Engineering Process
KA for more on measurement).

© ISO/IEC 2016 — Al rights reserved
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3. Practical Considerations

Construction is an activity in which the software
engineer has to deal with sometimes chaotic and
changing real-world constraints, and he or she
must do so precisely. Due to the influence of real-

practical considerations than some other KAs,
and software engineering is perhaps most craft-
like in the construction activities.

cOHS S-CORSHHEHS S o+e-a el

3.1. Construction Design

[1%]

Some projects allocate considerable design activ-
ity to construction, while others allocate design
to a phase explicitly focused on design. Regard-
less of the exact allocation, some detailed design
work will occur at the construction level, and that
design work tends to be dictated by constraints
imposed by the real-world problem that is being
addressed by the software.

Just as construction workers building a physi-
cal structure must make small-scale modificax
tions to account for unanticipated gaps in¢the
builder’s plans, software construction workers
must make modifications on a smaller’or larger
scale to flesh out details of the software design
during construction.

The details of the design activity at the construc-
tion level are essentially thé same as described in
the Software Design KA, but they are applied on
a smaller scale of algorithms, data structures, and
interfaces.

3.2. Construction Languages
[1%]
Construction languages include all forms of
communication by which a human can specify an
executable problem solution to a problem. Con-
Struction languages and their implementations

Software Construction 3-5

installations. The text-based configuration files
used in both the Windows and Unix operating
systems are examples of this, and the menu-style
selection lists of some program generators consti-
tute another example of a configuration language.

Toolkit languages are used to build applica-

more complex than configuration languagps.
Toolkit languages may be explicitly- defined |as
application programming languagés,er the appli-
cations may simply be implied\by a toolkit’s pet
of interfaces.

Scripting languages are/coemmonly used kirjds
of application programniing languages. In soie
scripting languages, ‘seripts are called batch files
Or macros.

Programming)languages are the most flexible
type of construction languages. They also contjin
the leastyamount of information about specific
applieation areas and development processeg—
therefore, they require the most training and skill
to use effectively. The choice of programming lan-
guage can have a large effect on the likelihood|of
vulnerabilities being introduced during coding—
for example, uncritical usage of C and C++ gre
questionable choices from a security viewpoint,

There are three general kinds of notation uged
for programming languages, namely

¢ linguistic (e.g., C/C++, Java)
* formal (e.g., Event-B)
* visual (e.g., MatLab).

Linguistic notations are distinguished in ppr-
ticular by the use of textual strings to repres¢nt
complex software constructions. The combina-
tion of textual strings into patterns may hav¢ a
sentence-like syntax. Properly used, each sych
string should have a strong semantic connotation
providing an immediate intuitive understanding

(for example, compilers) can affect software
quality attributes of performance, reliability, por-
tability, and so forth. They can be serious con-
tributors to security vulnerabilities.

The simplest type of construction language
is a configuration language, in which software
engineers choose from a limited set of pre-
defined options to create new or custom software

© ISO/IEC 2016 — All rights reserved

of what will happen when the software construc-
tion is executed.

Formal notations rely less on intuitive, every-
day meanings of words and text strings and more
on definitions backed up by precise, unambigu-
ous, and formal (or mathematical) definitions.
Formal construction notations and formal meth-
ods are at the semantic base of most forms of
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system programming notations, where accuracy,
time behavior, and testability are more important
than ease of mapping into natural language. For-
mal constructions also use precisely defined ways
of combining symbols that avoid the ambiguity
of many natural language constructions.
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3.4. Construction Testing

(1]

Construction involves two forms of testing,
which are often performed by the software engi-
neer who wrote the code:

Uiswat-notations—rely—rachtess—on—the-textaal
notations of linguistic and formal construction
anf instead rely on direct visual interpretation
anfd placement of visual entities that represent the
uniderlying software. Visual construction tends to
be| somewhat limited by the difficulty of making
cpmplex” statements using only the arrange-
m¢nt of icons on a display. However, these icons
cah be powerful tools in cases where the primary
prpgramming task is simply to build and “adjust”
a [visual interface to a program, the detailed
behavior of which has an underlying definition.

3.3. Coding
[1%]

THe following considerations apply to the soft-
wdre construction coding activity:

b Techniques for creating understandable
source code, including naming conventions
and source code layout;

b Use of classes, enumerated types, fariables,
named constants, and other similar-entities;

b Use of control structures;

b Handling of error condifions—both antici-
pated and exceptional,(input of bad data, for
example);

b Prevention of gode<level security breaches
(buffer overflows or array index bounds, for
example);

b Resourceusage via use of exclusion mecha-

nispas—and discipline in accessing serially

reusable resources (including threads and
database locks);

* Unit testing
* Integration testing.

The purpose of construction testing is to-feduce
the gap between the time when faultsare inserted
into the code and the time when those faults are
detected, thereby reducing the<gest incurred to
fix them. In some instances, test cases are writ-
ten after code has been written. In other instances,
test cases may be created\before code is written.

Construction testing typically involves a
subset of the ydmieus types of testing, which
are described n“the Software Testing KA. For
instance, construction testing does not typically
includersystem testing, alpha testing, beta testing,
stress.testing, configuration testing, usability test-
ing, o1 other more specialized kinds of testing.

Two standards have been published on the topic
of construction testing: IEEE Standard 829-1998,
IEEFE Standard for Software Test Documentation,
and IEEE Standard 1008-1987, IEEE Standard
for Software Unit Testing.

(See sections 2.1.1., Unit Testing, and 2.1.2.,
Integration Testing, in the Software Testing KA
for more specialized reference material.)

3.5. Construction for Reuse
[2%]

Construction for reuse creates software that has
the potential to be reused in the future for the
present project or other projects taking a broad-
based, multisystem perspective. Construction for
reuse is usually based on variability analysis and

* Source code organization (into state-
ments, routines, classes, packages, or other
structures);

* Code documentation;

* Code tuning,

design. To avoid the problem of code clones, it
is desired to encapsulate reusable code fragments
into well-structured libraries or components.

The tasks related to software construction for
reuse during coding and testing are as follows:

© ISO/IEC 2016 — All rights reserved
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e Variability implementation with mecha-
nisms such as parameterization, conditional
compilation, design patterns, and so forth.

* Variability encapsulation to make the soft-
ware assets easy to configure and customize.

* Testing the variability provided by the reus-

Software Construction 3-7

* unit testing and integration testing (see sec-
tion 3.4, Construction Testing)

* test-first development (see section 2.2 in the
Software Testing KA)

* use of assertions and defensive programming

* debugging

able-sofbware-assets:
* Description and publication of reusable soft-
ware assets.

3.6. Construction with Reuse
[2%]

Construction with reuse means to create new
software with the reuse of existing software
assets. The most popular method of reuse is to
reuse code from the libraries provided by the lan-
guage, platform, tools being used, or an organiza-
tional repository. Asides from these, the applica-
tions developed today widely make use of many
open-source libraries. Reused and off-the-shelf
software often have the same—or better—quality
requirements as newly developed software (for
example, security level).

The tasks related to software construction with
reuse during coding and testing are as follows:

e The selection of the reusableunits, data-
bases, test procedures, or testdata.

* The evaluation of code or test reusability.

* The integration of reuSable software assets
into the current software.

* The reporting of reuse information on new
code, test pregedures, or test data.

3.7. Construction Quality

[1%]

In“addition to faults resulting from requirements
and design, faults introduced during construction
Can result in serious quality problems—for exam-

2 1ncnactionc
Hspeetions
* technical reviews, including security=gri-
ented reviews (see section 2.3.2 in(the ‘Sqft-
ware Quality KA)
* static analysis (see section 2.37ef the Sd[ft-
ware Quality KA)

The specific techniqué.or techniques selecfed
depend on the nature.of the software being cqn-
structed as well ag’on-the skillset of the software
engineers performing the construction actiyi-
ties. Programmers should know good practiges
and common-vulnerabilities—for example, fr¢m
widely qgcognized lists about common vulnpr-
abilities. Automated static analysis of code for
security weaknesses is available for several com-
mon programming languages and can be used|in
security-critical projects.

Construction quality activities are differerti-
ated from other quality activities by their focps.
Construction quality activities focus on code and
artifacts that are closely related to code—suych
as detailed design—as opposed to other artifafts
that are less directly connected to the code, sych
as requirements, high-level designs, and plans

3.8. Integration
[}*]

A key activity during construction is the integfa-
tion of individually constructed routines, classgs,
components, and subsystems into a single sys-
tem. In addition, a particular software syst¢m
may need to be integrated with other software|or
hardware systems.

ple, security vulnerabilities. This includes not
only faults in security functionality but also faults
elsewhere that allow bypassing of this functional-
ity and other security weaknesses or violations.
Numerous techniques exist to ensure the qual-
ity of code as it is constructed. The primary tech-
niques used for construction quality include

© ISO/IEC 2016 — All rights reserved

Concerns related to construction integration
include planning the sequence in which compo-
nents will be integrated, identifying what hard-
ware is needed, creating scaffolding to support
interim versions of the software, determining
the degree of testing and quality work performed
on components before they are integrated, and
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determining points in the project at which interim
versions of the software are tested.

Programs can be integrated by means of either
the phased or the incremental approach. Phased
integration, also called “big bang” integration,
entails delaying the integration of component
sofbware-parts—unti-al-partsintendedforrelease
inf version are complete. Incremental integration
is thought to offer many advantages over the tra-
difional phased integration—for example, easier
erfor location, improved progress monitoring,
eaflier product delivery, and improved customer
refations. In incremental integration, the develop-
ery write and test a program in small pieces and
th¢n combine the pieces one at a time. Additional
teqt infrastructure, such as stubs, drivers, and
mgck objects, are usually needed to enable incre-
m¢ntal integration. By building and integrating
onfe unit at a time (for example, a class or compo-
nept), the construction process can provide early
fe¢dback to developers and customers. Other
adjvantages of incremental integration include
eapier error location, improved progress monitor-
ing, more fully tested units, and so forth.

4.|Construction Technologies

4.1. API Design and Use
[3*]

A1 application programming interface (API) is the
sef of signatures that are exported and available to
th¢ users of a library or a framework to write their
applications. Besides signatures, an API should
alyays include statements about the program’s
effects and/or behayiors (i.e., its semantics).

API designeshould try to make the API easy
to|learn and ' memorize, lead to readable code, be
hafd to misuse, be easy to extend, be complete,
anfd gnaintain backward compatibility. As the
APIs\dsually outlast their implementations for

ISO/IEC TR 19759:2016(E)

4.2. Object-Oriented Runtime Issues
[1%]

Object-oriented languages support a series of
runtime mechanisms including polymorphism
and reflection. These runtime mechanisms

oriented programs. Polymorphism is the ability,
of a language to support general operations withs
out knowing until runtime what kind of concrete
objects the software will include. Becduse the
program does not know the exact types of the
objects in advance, the exact behaviour is deter-
mined at runtime (called dynamie-binding).

Reflection is the ability ofa pregram to observe
and modify its own structure-and behavior at run-
time. Reflection allows\ thspection of classes,
interfaces, fields, and_methods at runtime with-
out knowing theit\names at compile time. It also
allows instantiation at runtime of new objects and
invocation‘ef methods using parameterized class
and methed names.

43 Parameterization and Generics
[4%]

Parameterized types, also known as generics
(Ada, Eiffel) and templates (C++), enable the
definition of a type or class without specifying all
the other types it uses. The unspecified types are
supplied as parameters at the point of use. Param-
eterized types provide a third way (in addition to
class inheritance and object composition) to com-
pose behaviors in object-oriented software.

4.4. Assertions, Design by Contract, and Defensive
Programming

[1%]

An assertion is an executable predicate that’s
placed in a program—usually a routine or macro—

a widely used library or framework, it is desired
that the API be straightforward and kept stable to
facilitate the development and maintenance of the
client applications.

API use involves the processes of select-
ing, learning, testing, integrating, and possibly
extending APIs provided by a library or frame-
work (see section 3.6, Construction with Reuse).

that allows runtime checks of the program. Asser-
tions are especially useful in high-reliability pro-
grams. They enable programmers to more quickly
flush out mismatched interface assumptions, errors
that creep in when code is modified, and so on.
Assertions are normally compiled into the code at
development time and are later compiled out of the
code so that they don’t degrade the performance.

© ISO/IEC 2016 — All rights reserved
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Design by contract is a development approach
in which preconditions and postconditions are
included for each routine. When preconditions
and postconditions are used, each routine or
class is said to form a contract with the rest of
the program. Furthermore, a contract provides a

Brecicesnecifecationofthe comantioc of 0 »otino
preectse-sp HOH-0+ 5S4 +S5-0+a+FoHt:
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or containing their effects if recovery is not pos-
sible. The most common fault tolerance strategies
include backing up and retrying, using auxiliary
code, using voting algorithms, and replacing an
erroneous value with a phony value that will have
a benign effect.

oTrroTr TS Tortre TS

and thus helps the understanding of its behavior.
Design by contract is thought to improve the
quality of software construction.

Defensive programming means to protect a
routine from being broken by invalid inputs.
Common ways to handle invalid inputs include
checking the values of all the input parameters
and deciding how to handle bad inputs. Asser-
tions are often used in defensive programming to
check input values.

4.5. Error Handling, Exception Handling, and
Fault Tolerance

[1%]

The way that errors are handled affects software’s
ability to meet requirements related to corrects
ness, robustness, and other nonfunctional aftri-
butes. Assertions are sometimes used to<check
for errors. Other error handling technigugs—such
as returning a neutral value, substituting the next
piece of valid data, logging a warning message,
returning an error code, or shutting down the soft-
ware—are also used.

Exceptions are used to detect and process
errors or exceptional events. The basic structure
of an exception-is;that a routine uses throw to
throw a detected-exception and an exception han-
dling blockwwill catch the exception in a try-catch
block. Phetry-catch block may process the erro-
neou§ condition in the routine or it may return
control to the calling routine. Exception handling
policies should be carefully designed follow-
ing common principles such as including in the

4.6. Executable Models
[3*]

Executable models abstract away/the details [of
specific programming languages, and decisigns
about the organization of the'software. Differ¢nt
from traditional softwarelmedels, a specification
built in an executable modeling language like
xUML (executable,' UML) can be deployed |in
various softwarg ‘environments without change.
An executable=model compiler (transformer) dan
turn an exéeutable model into an implementation
using a setof decisions about the target hardwgre
and Ssoftware environment. Thus, constructing
executable models can be regarded as a way|of
constructing executable software.

Executable models are one foundation suppdrt-
ing the Model-Driven Architecture (MDA) initja-
tive of the Object Management Group (OMG). An
executable model is a way to completely specjfy
a Platform Independent Model (PIM); a PIM| is
a model of a solution to a problem that does fot
rely on any implementation technologies. THen
a Platform Specific Model (PSM), which i a
model that contains the details of the implem¢n-
tation, can be produced by weaving together the
PIM and the platform on which it relies.

4.7. State-Based and Table-Driven Constructidn
Techniques

(11

State-based programming, or automata-baged
programming, is a programming technology

exception message all information that led to the
exception, avoiding empty catch blocks, knowing
the exceptions the library code throws, perhaps
building a centralized exception reporter, and
standardizing the program’s use of exceptions.
Fault tolerance is a collection of techniques
that increase software reliability by detecting
errors and then recovering from them if possible

© ISO/IEC 2016 — All rights reserved

using finite state machines to describe program
behaviours. The transition graphs of a state
machine are used in all stages of software devel-
opment (specification, implementation, debug-
ging, and documentation). The main idea is to
construct computer programs the same way the
automation of technological processes is done.
State-based programming is usually combined


https://iecnorm.com/api/?name=c2223ec7ac8eaa29774b66524c76221b

3-10 SWEBOK® Guide V3.0

with object-oriented programming, forming a
new composite approach called state-based,
object-oriented programming.

A table-driven method is a schema that uses
tables to look up information rather than using
logic statements (such as if and case). Used in

ISO/IEC TR 19759:2016(E)

programmer-defined variables that populate the
tree. After building the parse tree, the program
uses it as input to the computational processes.

4.10. Concurrency Primitives
[7%]

appropriate—eireuinstances;—table-driven—ecode
is [simpler than complicated logic and easier to
m¢dify. When using table-driven methods, the
prpgrammer addresses two issues: what informa-
tign to store in the table or tables, and how to effi-

cigntly access information in the table.

4.§. Runtime Configuration and
Infernationalization

[1%]

Td achieve more flexibility, a program is often
cohstructed to support late binding time of its vari-
ables. Runtime configuration is a technique that
bipds variable values and program settings when
th¢ program is running, usually by updating and
regding configuration files in a just-in-time mode.

[nternationalization is the technical activ-
ity| of preparing a program, usually interactive
software, to support multiple locales. The corre*
sppnding activity, localization, is the activity'of
m¢difying a program to support a specifi¢\local
lajguage. Interactive software may coptain doz-
enp or hundreds of prompts, status.displays, help
m¢ssages, error messages, and so on: The design
an{d construction processes should accommodate
stifing and character-set issues including which
chpracter set is to be usc¢d;*what kinds of strings
ar¢ used, how to pmajntain the strings without
chpnging the codeyand translating the strings into
different languages with minimal impact on the
processing ¢ode and the user interface.

4.9. Grammar-Based Input Processing

[1%] [6*]

A synchronization primitive is a programming
abstraction provided by a programming language
or the operating system that facilitates concur-
rency and synchronization. Well-known{eoncur-
rency primitives include semaphores;, monitors,
and mutexes.

A semaphore is a protected vduiable or abstract
data type that provides a simple but useful abstrac-
tion for controlling access to-a common resource
by multiple processes onthreads in a concurrent
programming environnient.

A monitor is aiabstract data type that presents
a set of programimer-defined operations that are
executed with mutual exclusion. A monitor con-
tains the,declaration of shared variables and pro-
cedures or functions that operate on those vari-
ables:” The monitor construct ensures that only
one process at a time is active within the monitor.

A mutex (mutual exclusion) is a synchroniza-
tion primitive that grants exclusive access to a
shared resource by only one process or thread at
a time.

4.11. Middleware
[3*] [6%]

Middleware is a broad classification for soft-
ware that provides services above the operating
system layer yet below the application program
layer. Middleware can provide runtime contain-
ers for software components to provide message
passing, persistence, and a transparent location
across a network. Middleware can be viewed as
a connector between the components that use the

Grammar-based input processing involves syntax
analysis, or parsing, of the input token stream. It
involves the creation of a data structure (called a
parse tree or syntax tree) representing the input
data. The inorder traversal of the parse tree usu-
ally gives the expression just parsed. The parser
checks the symbol table for the presence of

middleware. Modern message-oriented middle-
ware usually provides an Enterprise Service Bus
(ESB), which supports service-oriented interac-
tion and communication between multiple soft-
ware applications.

© ISO/IEC 2016 — All rights reserved
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4.12. Construction Methods for Distributed
Software
[7%]

A distributed system is a collection of physically
separate, possibly heterogeneous computer sys-

access to the various resources that the system
maintains. Construction of distributed software is
distinguished from traditional software construc-
tion by issues such as parallelism, communica-
tion, and fault tolerance.

Distributed programming typically falls into one
of several basic architectural categories: client-
server, 3-tier architecture, n-tier architecture, dis-
tributed objects, loose coupling, or tight coupling
(see section 14.3 of the Computing Foundations
KA and section 3.2 of the Software Design KA).

4.13. Constructing Heterogeneous Systems
(6]

Heterogeneous systems consist of a variety of
specialized computational units of different typés;
such as Digital Signal Processors (DSPs), micro-
controllers, and peripheral processors.*Fhese
computational units are independently -Controlled
and communicate with one another»“*Embedded
systems are typically heterogenceus systems.

The design of heterogengous systems may
require the combination of several specification
languages in order to (design different parts of
the system—in other” words, hardware/software
codesign. The keyiissues include multilanguage
validation, cosimulation, and interfacing.

During the .Hardware/software codesign, soft-
ware deyelopment and virtual hardware devel-
opmeént) proceed concurrently through stepwise
decomposition. The hardware part is usually
simulated in field programmable gate arrays
(FPGAs) or application-specific integrated cir-

Software Construction 3-11

algorithm selection—influences an execution
speed and size. Performance analysis is the inves-
tigation of a program’s behavior using informa-
tion gathered as the program executes, with the
goal of identifying possible hot spots in the pro-

= apee at
the code level, is the practice of modifying corrgct
code in ways that make it run more efficiently.
Code tuning usually involves only small-scale
changes that affect a single class, & single routife,
or, more commonly, a few lines‘\of code. A rich
set of code tuning techniques'is available, inclyd-
ing those for tuning logic‘expressions, loops, djta
transformations, expressions, and routines. Using
a low-level language-is another common te¢h-
nique for improving’some hot spots in a program.

4.15. Platform Standards
[6*] [1*]

Platform standards enable programmers |to
develop portable applications that can be eXe-
cuted in compatible environments withgut
changes. Platform standards usually involvq a
set of standard services and APIs that comppt-
ible platform implementations must implemepnt.
Typical examples of platform standards are Jqva
2 Platform Enterprise Edition (J2EE) and the
POSIX standard for operating systems (Portable
Operating System Interface), which represents
a set of standards implemented primarily for
UNIX-based operating systems.

4.16. Test-First Programming
(1

Test-first programming (also known as Test-
Driven Development—TDD) is a popular devgl-
opment style in which test cases are written prjor
to writing any code. Test-first programming dan

cuits (ASICs). The software part is translated into
a low-level programming language.

4.14. Performance Analysis and Tuning
[1%]

Code efficiency—determined by architecture,
detailed design decisions, and data-structure and

© ISO/IEC 2016 — All rights reserved

usually detect defects earlier and correct them
more easily than traditional programming styles.
Furthermore, writing test cases first forces pro-
grammers to think about requirements and design
before coding, thus exposing requirements and
design problems sooner.
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Software Construction Tools

5.1. Development Environments
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[1%]

nsive facilities to programmers for software
nstruction by integrating a set of development
bls. The choices of development environments
h affect the efficiency and quality of software
nstruction.

[n additional to basic code editing functions,
bdern IDEs often offer other features like com-
ation and error detection from within the edi-
[, integration with source code control, build/
t/debugging tools, compressed or outline
bws of programs, automated code transforms,
d support for refactoring.

P. GUI Builders
[1%]

GUI (Graphical User Interface) builder is a
ftware development tool that enables the devel-
er to create and maintain GUIs in a WYSI*
YG (what you see is what you get) modeSA
JI builder usually includes a visual \editor
I the developer to design forms and-windows
d manage the layout of the widgets by drag-
hg, dropping, and parameter setting. Some GUI
ilders can automatically generate the source
de corresponding to thewisual GUI design.

Because current GUlapplications usually fol-
v the event-drivenrstyle (in which the flow of
b program is determined by events and event
ndling), GU] ‘builder tools usually provide
de gencration assistants, which automate the
hst repetitive tasks required for event handling.
e supporting code connects widgets with the
toeifig and incoming events that trigeer the

ISO/IEC TR 19759:2016(E)

5.3. Unit Testing Tools

[1%] [2*]

Unit testing verifies the functioning of software
modules in isolation from other software elements
that are separately testable (for example, classes,

testing environment. With unit testing tools afid
frameworks, the developer can code criteria into
the test to verify the unit’s correctness undetvari-
ous data sets. Each individual test is implemented
as an object, and a test runner runs all,of the tests.
During the test execution, thosé failed test cases
will be automatically flagged and reported.

5.4. Profiling, Performancé Analysis, and
Slicing Tools

(1]

Performange analysis tools are usually used to
supportyeode tuning. The most common per-
formance analysis tools are profiling tools. An
execution profiling tool monitors the code while
it, runs and records how many times each state-
ment is executed or how much time the program
spends on each statement or execution path. Pro-
filing the code while it is running gives insight
into how the program works, where the hot spots
are, and where the developers should focus the
code tuning efforts.

Program slicing involves computation of the
set of program statements (i.e., the program slice)
that may affect the values of specified variables
at some point of interest, which is referred to as
a slicing criterion. Program slicing can be used
for locating the source of errors, program under-
standing, and optimization analysis. Program
slicing tools compute program slices for various
programming languages using static or dynamic
analysis methods.

functions providing the application logic.

Some modern IDEs provide integrated GUI

builders or GUI builder plug-ins. There are also
many standalone GUI builders.

© ISO/IEC 2016 — All rights reserved
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FURTHER READINGS

IEEFE Std. 1517-2010 Standard for Information
Technology—System and Software Life
Cycle Processes—Reuse Processes, IEEE,
2010 [8].
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CHAPTER 4

SOFTWARE TESTING

ACRONYMS
API Application Program Interface
TDD Test-Driven Development
TTCN3 Testlpg and Test Control Notation
Version 3
XP Extreme Programming
INTRODUCTION

Software testing consists of the dynamic verifica-
tion that a program provides expected behaviors
on a finite set of test cases, suitably selected from
the usually infinite execution domain.

In the above definition, italicized words Cor-
respond to key issues in describing the Software
Testing knowledge area (KA):

e Dynamic: This term means that testing
always implies executing ‘the program on
selected inputs. To.beprecise, the input
value alone is not always sufficient to spec-
ify a test, since,a' complex, nondeterministic
system mighfireact to the same input with
differentbehaviors, depending on the system
state. Im this KA, however, the term “input”
will’be'maintained, with the implied conven-
tion “that its meaning also includes a speci-
fied input state in those cases for which it
is important. Static techniques are different
from and complementary to dynamic testing.

execute. This is why, in practice,-aleompl
set of tests can generally be ¢ptisidered i1
nite, and testing is condueted on a subset
all possible tests, which 1s\determined by r
and prioritization ctiteria. Testing alwg
implies a tradeoff between limited resourd
and scheduleson-the one hand and inheren|
unlimited testréquirements on the other.

» Selected:\The many proposed test teq
niques\differ essentially in how the test f
is selected, and software engineers must
aware that different selection criteria m
yield vastly different degrees of effectiy
ness. How to identify the most suital
selection criterion under given conditions
a complex problem; in practice, risk analy)|
techniques and software engineering exp
tise are applied.

» Expected: It must be possible, although 1
always easy, to decide whether the obsery
outcomes of program testing are acceptable
or not; otherwise, the testing effort is uge-
less. The observed behavior may be checked
against user needs (commonly referred |to
as testing for validation), against a spefi-
fication (testing for verification), or, ppr-
haps, against the anticipated behavior fr¢m
implicit requirements or expectations (gee
Acceptance Tests in the Software Requife-
ments KA).

cr-

ot
ed

In recent years, the view of software testing

Static techniques are covered in the Software
Quality KA. It is worth noting that terminol-
ogy is not uniform among different commu-
nities and some use the term “testing” also in
reference to static techniques.

* Finite: Even in simple programs, so many test
cases are theoretically possible that exhaus-
tive testing could require months or years to

© ISO/IEC 2016 — All rights reserved

has matured into a constructive one. Testing is
no longer seen as an activity that starts only after
the coding phase is complete with the limited
purpose of detecting failures. Software testing
is, or should be, pervasive throughout the entire
development and maintenance life cycle. Indeed,
planning for software testing should start with the
early stages of the software requirements process,


https://iecnorm.com/api/?name=c2223ec7ac8eaa29774b66524c76221b

4-2 SWEBOK® Guide V3.0

ISO/IEC TR 19759:2016(E)

Software Testing

_| Software Testing

Test-Related _| Software Testing

Usage-Based
Techniques

Model-Based,
Techniques

3 on the Nature of
the Application

Selecting and
L5 Combining
Techniques

and test plafisiand procedures should be system-
atically and*continuously developed—and possi-
bly refined—as software development proceeds.
THeseest planning and test designing activities

Techniques Based

- N - Test Levels ] Test Techniques g 1 Test Process =
Fumdamrentats TS Foots
Based on the Evaluati
o valuation
Testing The Target of Soft.ware’ of the Practical Testing Topl
| Related the Test > Engineer’s P Considerations Suppdit
Terminology Intuition and Urodgrar;.l R
Experience nder Test
. Input Domain- Evaluation of .
> Key Issues ?bjfcnves of —> Based > the Tests Ly Test gz;eéorles o
esting Techniques Performed Activities
Rela?lonshlp of Code-Based
L Testing to Other .
oo Techniques
Activities
Fault-Based
Techniques

Figure 4.1. Breakdown of Topics for the Software Testing KA

and quality attributes of the software and also
for identifying faults in those cases where error
prevention has not been effective. It is perhaps
obvious but worth recognizing that software can

provide useful input for software designers and
help to highlight potential weaknesses, such as
design oversights/contradictions, or omissions/
ambiguities in the documentation.

For many organizations, the approach to soft-
ware quality is one of prevention: it is obviously
much better to prevent problems than to correct
them. Testing can be seen, then, as a means for
providing information about the functionality

still contain faults, even after completion of an
extensive testing activity. Software failures expe-
rienced after delivery are addressed by corrective
maintenance. Software maintenance topics are
covered in the Software Maintenance KA.

In the Software Quality KA (see Software Qual-
ity Management Techniques), software quality
management techniques are notably categorized
into static techniques (no code execution) and

© ISO/IEC 2016 — All rights reserved
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dynamic techniques (code execution). Both cat-
egories are useful. This KA focuses on dynamic
techniques.

Software testing is also related to software
construction (see Construction Testing in the
Software Construction KA). In particular, unit

and 1ntograting tocting aro dotioatoly ralatod 0
teLFato £—afre—+ tery—Feratea—+t

Software Testing 4-3

1. Software Testing Fundamentals
1.1. Testing-Related Terminology

1.1.1. Definitions of Testing and Related

Terminology
[k ol o021 2% r\8]
Ls o K H]

oIt TH—tOU Tt THerrrrer

software construction, if not part of it.

BREAKDOWN OF TOPICS FOR
SOFTWARE TESTING

The breakdown of topics for the Software Test-
ing KA is shown in Figure 4.1. A more detailed
breakdown is provided in the Matrix of Topics
vs. Reference Material at the end of this KA.

The first topic describes Software Testing Fun-
damentals. It covers the basic definitions in the
field of software testing, the basic terminology
and key issues, and software testing’s relation-
ship with other activities.

The second topic, Test Levels, consists of two
(orthogonal) subtopics: the first subtopic lists the
levels in which the testing of large software ¢s
traditionally subdivided, and the second subtgpic
considers testing for specific conditions ot prop-
erties and is referred to as Objectives of Testing.
Not all types of testing apply to every software
product, nor has every possible type been listed.

The test target and test objective together
determine how the test seti§_identified, both with
regard to its consistenCy+—how much testing is
enough for achieving the stated objective—and
to its compositions—which test cases should
be selected for-achieving the stated objective
(although usually “for achieving the stated objec-
tive” remains implicit and only the first part of the
two_ifalicized questions above is posed). Criteria
foraddressing the first question are referred to as
test adequacy criteria, while those addressing the
Second question are the test selection criteria.

Definitions of testing and testing-relat¢d, terrpi-
nology are provided in the cited referénces and
summarized as follows.

1.1.2. Faults vs. Failures
[1%, c1s5] [2%, c|1]

Many terms are used-in the software engineering
literature to describe’a malfunction: notably faylt,
failure, and, error, among others. This terminpl-
ogy is precigely defined in [3, c2]. It is essentfial
to clearlyydistinguish between the cause of a mpl-
function (for which the term fault will be uded
here) and an undesired effect observed in the sys-
tem’s delivered service (which will be called a
failure). Indeed there may well be faults in the
software that never manifest themselves as fgil-
ures (see Theoretical and Practical Limitatigns
of Testing in section 1.2, Key Issues). Thus test-
ing can reveal failures, but it is the faults that dan
and must be removed [3]. The more generic tefm
defect can be used to refer to either a fault of a
failure, when the distinction is not important [3].

However, it should be recognized that the cayse
of a failure cannot always be unequivocally id¢n-
tified. No theoretical criteria exist to definitivgly
determine, in general, the fault that caused [an
observed failure. It might be said that it was the
fault that had to be modified to remove the failufe,
but other modifications might have worked jhst
as well. To avoid ambiguity, one could refer|to
Jailure-causing inputs instead of faults—that [is,
those sets of inputs that cause a failure to appehr.

Several Test Techniques have been developed
in the past few decades, and new ones are still
being proposed. Generally accepted techniques
are covered in the third topic.

Test-Related Measures are dealt with in the
fourth topic, while the issues relative to Test Pro-
cess are covered in the fifth. Finally, Software
Testing Tools are presented in topic six.

© ISO/IEC 2016 — All rights reserved

1.2. Key Issues

1.2.1. Test Selection Criteria / Test Adequacy
Criteria (Stopping Rules)
[1*, clsl4, c6s6, c1257]

A test selection criterion is a means of selecting
test cases or determining that a set of test cases
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is sufficient for a specified purpose. Test ade-
quacy criteria can be used to decide when suf-
ficient testing will be, or has been accomplished
[4] (see Termination in section 5.1, Practical
Considerations).

lesting

[1%, cll1s4, c13s11]

Tdsting effectiveness is determined by analyzing
a det of program executions. Selection of tests to
belexecuted can be guided by different objectives:
it {s only in light of the objective pursued that the
effectiveness of the test set can be evaluated.

—

/.2.3. Testing for Defect Discovery
[1%, cls14]

In|testing for defect discovery, a successful test
is pne that causes the system to fail. This is quite
different from testing to demonstrate that the
software meets its specifications or other desired
prpperties, in which case testing is successful if
no failures are observed under realistic test cases
anf test environments.

/.2.4. The Oracle Problem
[1*, c1s9, c9s7]

A1 oracle is any human or mechanical agent that
depides whether a program (behaved correctly
infa given test and accordingly results in a ver-
di¢t of “pass” or “fail.~TFhere exist many differ-
enf kinds of oracles;~for’ example, unambiguous
requirements speeifications, behavioral models,
anfd code annatations. Automation of mechanized
orficles can bedifficult and expensive.

.23Theoretical and Practical Limitations of
esling

ISO/IEC TR 19759:2016(E)

in this regard is the Dijkstra aphorism that “pro-
gram testing can be used to show the presence of
bugs, but never to show their absence” [5]. The
obvious reason for this is that complete testing is
not feasible in realistic software. Because of this,
testing must be driven based on risk [6, part 1]

1.2.6. The Problem of Infeasible Paths
[1%,.¢487]

Infeasible paths are control flow paths-that cannot
be exercised by any input data. Theyare a signifi-
cant problem in path-based testing, particularly
in automated derivation of test inputs to exercise
control flow paths.

1.2.7. Testability,
[1%, c17s2]

The term _“software testability” has two related
but different meanings: on the one hand, it refers
to the ease with which a given test coverage
critepion can be satisfied; on the other hand, it
i5, defined as the likelihood, possibly measured
statistically, that a set of test cases will expose
a failure if the software is faulty. Both meanings
are important.

1.3. Relationship of Testing to Other Activities

Software testing is related to, but different from,
static software quality management techniques,
proofs of correctness, debugging, and program
construction. However, it is informative to con-
sider testing from the point of view of software
quality analysts and of certifiers.

» Testing vs. Static Software Quality Man-
agement Techniques (see Software Quality
Management Techniques in the Software

[1*, c257]

Testing theory warns against ascribing an unjusti-
fied level of confidence to a series of successful
tests. Unfortunately, most established results of
testing theory are negative ones, in that they state
what testing can never achieve as opposed to what
is actually achieved. The most famous quotation

Quality KA [1*, c12]).

» Testing vs. Correctness Proofs and Formal
Verification (see the Software Engineering
Models and Methods KA [1%*, c17s2]).

» Testing vs. Debugging (see Construction
Testing in the Software Construction KA
and Debugging Tools and Techniques in the
Computing Foundations KA [1*, ¢3s6]).

© ISO/IEC 2016 — All rights reserved
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* Testing vs. Program Construction (see Con-
struction Testing in the Software Construc-
tion KA [1%*, ¢3s2]).

2. Test Levels

Softaare tocting 1o yonallyy pmarformoad ot £
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functional threads. Integration testing is often an
ongoing activity at each stage of development
during which software engineers abstract away
lower-level perspectives and concentrate on the
perspectives of the level at which they are inte-
grating. For other than small, simple software,

1ncerarmaontal tntogratiog tocting ofratonioc gro 1
H+ HesraHonteSHRE-SHatestesafre+H

ent [evels throughout the development and main-
tenance processes. Levels can be distinguished
based on the object of testing, which is called
the target, or on the purpose, which is called the
objective (of the test level).

2.1. The Target of the Test
[1%, c1s13] [2%, c8sl]

The target of the test can vary: a single module, a
group of such modules (related by purpose, use,
behavior, or structure), or an entire system. Three
test stages can be distinguished: unit, integra-
tion, and system. These three test stages do not
imply any process model, nor is any one of them
assumed to be more important than the other two.

2.1.1. Unit Testing
[1%, c3] 2%, c8]

Unit testing verifies the functioning\in isolation
of software elements that are separately testable.
Depending on the context, thése could be the
individual subprograms or{a"larger component
made of highly cohesive units. Typically, unit
testing occurs with access to the code being tested
and with the suppottof debugging tools. The pro-
grammers who wrote the code typically, but not
always, conduct unit testing.

2 12y Integration Testing
[1%, ¢7] [2%, c8]

Integration testing is the process of verifying the

-
nerermentalintes o strates u

ally preferred to putting all of the compodnents
together at once—which is often called" “big
bang” testing.

2.1.3. System Testing
[1%, 8] [2% ¢8]

System testing is concerned with testing the
behavior of an entire-system. Effective unit and
integration testing, will have identified many|of
the software. defects. System testing is usuafly
considered\appropriate for assessing the ngn-
functional*system requirements—such as se¢u-
rity,“speed, accuracy, and reliability (see Furpc-
tignal and Non-Functional Requirements in the
Software Requirements KA and Software Quhpl-
ity Requirements in the Software Quality KA).
External interfaces to other applications, utilitips,
hardware devices, or the operating environments
are also usually evaluated at this level.

2.2. Objectives of Testing
[1%, c1$7]

Testing is conducted in view of specific obj¢c-
tives, which are stated more or less explicitly
and with varying degrees of precision. Stating
the objectives of testing in precise, quantitat{ve
terms supports measurement and control of the
test process.

Testing can be aimed at verifying different prgp-
erties. Test cases can be designed to check that
the functional specifications are correctly impje-
mented, which is variously referred to in the Jit-

interactions among software components. Clas-
sical integration testing strategies, such as top-
down and bottom-up, are often used with hierar-
chically structured software.

Modern, systematic integration strategies are
typically architecture-driven, which involves
incrementally integrating the software com-
ponents or subsystems based on identified

© ISO/IEC 2016 — All rights reserved

erature as conformance testing, correctness test-
ing, or functional testing. However, several other
nonfunctional properties may be tested as well—
including performance, reliability, and usabil-
ity, among many others (see Models and Quality
Characteristics in the Software Quality KA).
Other important objectives for testing include
but are not limited to reliability measurement,
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identification of security vulnerabilities, usability
evaluation, and software acceptance, for which
different approaches would be taken. Note that,
in general, the test objectives vary with the test
target; different purposes are addressed at differ-
ent levels of testing.

offen cited in the literature. Note that some kinds
of|testing are more appropriate for custom-made
software packages—installation testing, for
expmple—and others for consumer products, like
befa testing.

D.2.1. Acceptance / Qualification Testing
[1*, c1s7] [2%*, c8s4]

Agceptance / qualification testing determines
wliether a system satisfies its acceptance criteria,
uspally by checking desired system behaviors
agpinst the customer’s requirements. The cus-
tomer or a customer’s representative thus speci-
figs or directly undertakes activities to check
thgt their requirements have been met, or in the
cape of a consumer product, that the organization
hap satisfied the stated requirements for the tar-
get market. This testing activity may or may not
inyolve the developers of the system.

D.2.2. Installation Testing
[1*, ¢12s2]

Often, after completion of systemand acceptance
tedting, the software is vetified upon installation
in [the target environmenti Installation testing can
be| viewed as system jtesting conducted in the
operational envirenment of hardware configura-
tigns and other)operational constraints. Installa-
tign proceddrés'may also be verified.

[
lolle)

D. 2:35Alpha and Beta Testing
[1*, ¢c13s7, c16s6] [2*, c8s4]

ISO/IEC TR 19759:2016(E)

2.2.4. Reliability Achievement and Evaluation
[1%, c15] [2%, c15s2]

Testing improves reliability by identifying and
correcting faults. In addition, statistical measures
of reliability can be derived by randomly generat-

Usage-Based Techniques). The latter approach(is
called operational testing. Using reliability growth
models, both objectives can be pursued¢tegether
[3] (see Life Test, Reliability Evaluatien in section
4.1, Evaluation of the Program undet~I€st).

2.2.5. Regression Testing
[1%, c8sl1, c13s3]

According to [7], regression testing is the “selec-
tive retesting of a\system or component to verify
that modifications have not caused unintended
effects andvthat the system or component still
complies\with its specified requirements.” In
practice; the approach is to show that software
still_passes previously passed tests in a test suite
(in fact, it is also sometimes referred to as nonre-
gression testing). For incremental development,
the purpose of regression testing is to show that
software behavior is unchanged by incremen-
tal changes to the software, except insofar as it
should. In some cases, a tradeoff must be made
between the assurance given by regression testing
every time a change is made and the resources
required to perform the regression tests, which
can be quite time consuming due to the large
number of tests that may be executed. Regression
testing involves selecting, minimizing, and/or
prioritizing a subset of the test cases in an exist-
ing test suite [8]. Regression testing can be con-
ducted at each of the test levels described in sec-
tion 2.1, The Target of the Test, and may apply to
functional and nonfunctional testing.

Before software is released, it is sometimes given
to a small, selected group of potential users for
trial use (alpha testing) and/or to a larger set of
representative users (beta testing). These users
report problems with the product. Alpha and beta
testing are often uncontrolled and are not always
referred to in a test plan.

2.2.6. Performance Testing
[1*, c8s6]

Performance testing verifies that the software
meets the specified performance requirements
and assesses performance characteristics—for
instance, capacity and response time.

© ISO/IEC 2016 — All rights reserved
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2.2.7. Security Testing
[1*, c8s3] [2*, cl1s4]

Security testing is focused on the verification that
the software is protected from external attacks. In
particular, security testing verifies the confiden-

frality dotogeity and agailobality of tho oyctopmac
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2.2.12. Configuration Testing
[1*, c8s5]

In cases where software is built to serve different
users, configuration testing verifies the software
under different specified configurations.

llllll TCO STt y 5ottt Ty

and its data. Usually, security testing includes
verification against misuse and abuse of the soft-
ware or system (negative testing).

2.2.8. Stress Testing
[1*, c8s8]

Stress testing exercises software at the maximum
design load, as well as beyond it, with the goal
of determining the behavioral limits, and to test
defense mechanisms in critical systems.

2.2.9. Back-to-Back Testing
(7]

IEEE/ISO/IEC Standard 24765 defines back-to-
back testing as “testing in which two or mote
variants of a program are executed with the same
inputs, the outputs are compared, and ertors are
analyzed in case of discrepancies.”

2.2.10. Recovery Testing
[1*, c14s2]

Recovery testing is airhed at verifying software
restart capabilities after a system crash or other
“disaster.”

2.2.11. Interface Testing
[2%, ¢851.3] [9%, c4s4.5]

Interface defects are common in complex sys-
fems. Interface testing aims at verifying whether
the components interface correctly to provide the

2.2.13. Usability and Human Computer Intel-
action Testing
[10%*, ¢6]

The main task of usability andshuman compufer
interaction testing is to evaluate how easy it| is
for end users to learn andte-use the software.|In
general, it may involye testing the software func-
tions that supportsuser tasks, documentation that
aids users, and thewability of the system to recoyer
from user egrorsAsee User Interface Design in the
Software Design KA).

3. Test Techniques

One of the aims of testing is to detect as many
failures as possible. Many techniques have bden
developed to do this [6, part 4]. These techniqyes
attempt to “break” a program by being as sys-
tematic as possible in identifying inputs that will
produce representative program behaviors; for
instance, by considering subclasses of the input
domain, scenarios, states, and data flows.
The classification of testing techniques pre-
sented here is based on how tests are generatgd:
from the software engineer’s intuition and exppe-
rience, the specifications, the code structure, the
real or imagined faults to be discovered, predicl
usage, models, or the nature of the applicatign.
One category deals with the combined use of tyvo
or more techniques.
Sometimes these techniques are classified [as
white-box (also called glass-box), if the tests are
based on information about how the software has

correct exchange of data and control informa-
tion. Usually the test cases are generated from
the interface specification. A specific objective of
interface testing is to simulate the use of APIs by
end-user applications. This involves the genera-
tion of parameters of the API calls, the setting of
external environment conditions, and the defini-
tion of internal data that affect the API.

© ISO/IEC 2016 — Al rights reserved

been designed or coded, or as black-box if the test
cases rely only on the input/output behavior of
the software. The following list includes those
testing techniques that are commonly used, but
some practitioners rely on some of the techniques
more than others.
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3.1. Based on the Sofiware Engineer s Intuition
and Experience

3.1.1. Ad Hoc

Perhaps the most widely practiced technique is

ad hoetectina- tacte ara daorivod roliing on tho
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instead of considering all possible combinations.
Pairwise testing belongs to combinatorial testing,
which in general also includes higher-level com-
binations than pairs: these techniques are referred
to as t-wise, whereby every possible combination
of ¢ input variables is considered.

software engineer’s skill, intuition, and experi-
enge with similar programs. Ad hoc testing can
be|useful for identifying tests cases that not easily
gepherated by more formalized techniques.

5.1.2. Exploratory Testing

Exploratory testing is defined as simultaneous
legrning, test design, and test execution [6, part
1]{ that is, the tests are not defined in advance
infan established test plan, but are dynamically
depigned, executed, and modified. The effective-
neps of exploratory testing relies on the software
engineer’s knowledge, which can be derived
frgm various sources: observed product behavior
during testing, familiarity with the application,
th¢ platform, the failure process, the type of pos-
sijle faults and failures, the risk associated with a
pafticular product, and so on.

—

3.2. Input Domain-Based Techniques

5.2. 1. Equivalence Partitioning
[1*, c9s4]

Eduivalence partitioning involves partitioning the
input domain into a collection of subsets (or equiv-
algnt classes) based on a-specified criterion or rela-
tign. This criterion, Or relation may be different
computationalresults, a relation based on control
flgw or datd flow, or a distinction made between
valid inputs-that are accepted and processed by the
syptem and invalid inputs, such as out of range val-
uep, that are not accepted and should generate an

jamdy

3.2.3. Boundary-Value Analysis
[1*, c955

Test cases are chosen on or near the boundaries of
the input domain of variables, with the\underly-
ing rationale that many faults tend to.concentrate
near the extreme values of inputs./An extension of
this technique is robustness.testing, wherein test
cases are also chosen outside-the input domain of
variables to test programtobustness in processing
unexpected or erroneous inputs.

3.2.4. Randagm™Testing
[1*, c9s7]

Tests\are generated purely at random (not to be
confused with statistical testing from the opera-
tional profile, as described in Operational Profile
in section 3.5). This form of testing falls under the
heading of input domain testing since the input
domain must be known in order to be able to pick
random points within it. Random testing provides
a relatively simple approach for test automation;
recently, enhanced forms of random testing have
been proposed in which the random input sam-
pling is directed by other input selection criteria
[11]. Fuzz testing or fuzzing is a special form of
random testing aimed at breaking the software; it
is most often used for security testing.

3.3. Code-Based Techniques

3.3.1. Control Flow-Based Criteria
[1*, c4]

error message or initiate error processing. A repre-
sentative set of tests (sometimes only one) is usu-
ally taken from each equivalency class.

3.2.2. Pairwise Testing
[1*, c9s3]

Test cases are derived by combining interesting
values for every pair of a set of input variables

Control flow-based coverage criteria are aimed
at covering all the statements, blocks of state-
ments, or specified combinations of statements
in a program. The strongest of the control flow-
based criteria is path testing, which aims to
execute all entry-to-exit control flow paths in a
program’s control flow graph. Since exhaustive
path testing is generally not feasible because of

© ISO/IEC 2016 — All rights reserved
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loops, other less stringent criteria focus on cov-
erage of paths that limit loop iterations such as
statement coverage, branch coverage, and con-
dition/decision testing. The adequacy of such
tests is measured in percentages; for example,
when all branches have been executed at least

been achieved.

3.3.2. Data Flow-Based Criteria
[1%, ¢5]

In data flow-based testing, the control flow graph
is annotated with information about how the
program variables are defined, used, and killed
(undefined). The strongest criterion, all defini-
tion-use paths, requires that, for each variable,
every control flow path segment from a defini-
tion of that variable to a use of that definition is
executed. In order to reduce the number of paths
required, weaker strategies such as all-definitions
and all-uses are employed.

3.3.3. Reference Models for Code-Based
Testing
fL%, c4]

Although not a technique in itself)the control
structure of a program can be graphically rep-
resented using a flow graph,to-visualize code-
based testing techniques.(A™ flow graph is a
directed graph, the nodesjyand arcs of which cor-
respond to program elements (see Graphs and
Trees in the Mathematical Foundations KA).
For instance,mqgdes may represent statements or
uninterrupted.sequences of statements, and arcs
may represent the transfer of control between
nodes.

34, Fault-Based Techniques

[1%, cls14]

Software Testing 4-9

3.4.1. Error Guessing
[1*, c9s8]

In error guessing, test cases are specifically
designed by software engineers who try to antici-
pate the most plausible faults in a given program.

A—psood-source—of—information he—historyof
software engineer’s expertise.

3.4.2. Mutation Testing

either tests are randomly generated until eno
mutants have been killed, or tests are specifica
designed to kill surviving mutants. In the latter
case, mutation testing can also be categorized|as
a code-based technique. The underlying assunjp-
tion of mutation testing, the coupling effdct,
is that by looking for simple syntactic faults,
more complex but real faults will be found. Hor
the technique to be effective, a large number|of
mutants must be automatically generated and
executed in a systematic way [12].

3.5. Usage-Based Techniques

3.5.1. Operational Profile
[1*, c15§5]

In testing for reliability evaluation (also called

With different degrees of formalization, fault-
based testing techniques devise test cases spe-
cifically aimed at revealing categories of likely
or predefined faults. To better focus the test case
generation or selection, a fault model can be
introduced that classifies the different types of
faults.

© ISO/IEC 2016 — Al rights reserved

operational testing), the test environment repro-
duces the operational environment of the soft-
ware, or the operational profile, as closely as
possible. The goal is to infer from the observed
test results the future reliability of the software
when in actual use. To do this, inputs are assigned
probabilities, or profiles, according to their fre-
quency of occurrence in actual operation. Opera-
tional profiles can be used during system testing
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to guide derivation of test cases that will assess
the achievement of reliability objectives and
exercise relative usage and criticality of different
functions similar to what will be encountered in
the operational environment [3].

ISO/IEC TR 19759:2016(E)

(roughly, outputs). Test cases are systematically
derived by considering every possible combina-
tion of conditions and their corresponding resul-
tant actions. A related technique is cause-effect
graphing [1%*, c13s6].

362 Einite-State Machines

Oy T aTTO—TTCtT oty

[10%*, c5, ¢7]

Ufdability principles can provide guidelines for dis-
coering problems in the design of the user inter-
fage [10*, c1s4] (see User Interface Design in the
Sqftware Design KA). Specialized heuristics, also
cafled usability inspection methods, are applied
fof the systematic observation of system usage
under controlled conditions in order to deter-
mine how well people can use the system and its
inferfaces. Usability heuristics include cognitive
wilkthroughs, claims analysis, field observations,
thinking aloud, and even indirect approaches such
as[user questionnaires and interviews.

o

3.6. Model-Based Testing Techniques

A model in this context is an abstract (formal)
representation of the software under test or of
its| software requirements (see Modeling in-the
Sqftware Engineering Models and Methods\KA).
Mpdel-based testing is used to validate\require-
m¢nts, check their consistency, and generate test
capes focused on the behavioral @spects of the
software. The key componerits jof model-based
qting are [13]: the notatien used to represent the
mgdel of the software oriits requirements; work-
flgw models or simitar-models; the test strategy
or|algorithm used\ fof test case generation; the
supporting infrastructure for the test execution;
and the evdluation of test results compared to
expectedresults. Due to the complexity of the
te¢hniques, model-based testing approaches
ar¢ oftén used in conjunction with test automa-

=
[¢]

Ty

[1%, ¢10]

By modeling a program as a finite state machine,
tests can be selected in order to cover the states
and transitions.

3.6.3. Formal Specifications
[1%yc10s11] [2%, c15]

Stating the specificationsvin a formal language
(see Formal Methods_ih the Software Engineer-
ing Models and Methods KA) permits automatic
derivation of functional test cases, and, at the
same time\provides an oracle for checking test
results,

TTFCN3 (Testing and Test Control Notation
vérsion 3) is a language developed for writing test
cases. The notation was conceived for the specific
needs of testing telecommunication systems, so it
is particularly suitable for testing complex com-
munication protocols.

3.6.4. Workflow Models
[2%*, ¢8s3.2, c19s3.1]

Workflow models specify a sequence of activi-
ties performed by humans and/or software appli-
cations, usually represented through graphical
notations. Each sequence of actions constitutes
one workflow (also called a scenario). Both typi-
cal and alternate workflows should be tested [6,
part 4]. A special focus on the roles in a work-
flow specification is targeted in business process
testing.

tion harnesses. Model-based testing techniques
include the following.

3.6.1. Decision Tables
[1*, c9s6]

Decision tables represent logical relationships
between conditions (roughly, inputs) and actions

3.7. Techniques Based on the Nature of the
Application

The above techniques apply to all kinds of soft-
ware. Additional techniques for test derivation
and execution are based on the nature of the soft-
ware being tested; for example,

© ISO/IEC 2016 — All rights reserved
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* object-oriented software

» component-based software
* web-based software

¢ concurrent programs

* protocol-based software

* real-time systems
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at every decision point. To avoid such misun-
derstandings, a clear distinction should be made
between test-related measures that provide an
evaluation of the program under test, based on
the observed test outputs, and the measures that
evaluate the thoroughness of the test set. (See

————satety-eritical-systems

 service-oriented software
 open-source software
¢ embedded software

3.8. Selecting and Combining Techniques

3.8.1. Combining Functional and Structural
[1%, c9]

Model-based and code-based test techniques
are often contrasted as functional vs. structural
testing. These two approaches to test selection
are not to be seen as alternatives but rather as
complements; in fact, they use different sources
of information and have been shown to high-
light different kinds of problems. They could be
used in combination, depending on budgetaty:
considerations.

3.8.2. Deterministic vs. Random
[1*, ¢9s6]

Test cases can be selected in a deterministic way,
according to one of many._ techniques, or ran-
domly drawn from sore)distribution of inputs,
such as is usually done.in reliability testing. Sev-
eral analytical and;empirical comparisons have
been conducted-to analyze the conditions that
make one approach more effective than the other.

4. TeSt-Related Measures

Sometimes testing techniques are confused with
festing objectives. Testing techniques can be

Seftware-EngineerinsMeastrement—-the-Sqft-
ware Engineering Management KA for infornpa-
tion on measurement programs. See Seftwgre
Process and Product Measurement_in (the Sd[ft-
ware Engineering Process KA fordnfermation jon
measures.)

Measurement is usually considered fundamgn-
tal to quality analysis. Méasurement may also [be
used to optimize the planning and execution |of
the tests. Test management can use several diffpr-
ent process medsur€s to monitor progress. (See
section 5.1,-Practical Considerations, for a djs-
cussion of measures of the testing process useful
for management purposes.)

4k Evaluation of the Program Under Test

4.1.1. Program Measurements That Aid in
Planning and Designing Tests
[9%, c]1]

Measures based on software size (for example,
source lines of code or functional size; see M¢a-
suring Requirements in the Software Requife-
ments KA) or on program structure can be uged
to guide testing. Structural measures also inclyde
measurements that determine the frequency wjth
which modules call one another.

4.1.2. Fault Types, Classification, and
Statistics
[9%, ¢4]

The testing literature is rich in classifications and
taxonomies of faults. To make testing more eff¢c-

viewed as aids that help to ensure the achieve-
ment of test objectives [6, part 4]. For instance,
branch coverage is a popular testing technique.
Achieving a specified branch coverage measure
(e.g., 95% branch coverage) should not be the
objective of testing per se: it is a way of improv-
ing the chances of finding failures by attempting
to systematically exercise every program branch

© ISO/IEC 2016 — All rights reserved

tive, it is important to know which types of faults
may be found in the software under test and the
relative frequency with which these faults have
occurred in the past. This information can be use-
ful in making quality predictions as well as in
process improvement (see Defect Characteriza-
tion in the Software Quality KA).
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4.1.3. Fault Density
[1%, c13s4] [9%, c4]

A program under test can be evaluated by counting
discovered faults as the ratio between the number
of faults found and the size of the program.

ISO/IEC TR 19759:2016(E)

4.2.2. Fault Seeding
[1*, ¢2s5] [9%, c6]

In fault seeding, some faults are artificially intro-
duced into a program before testing. When the
tests are executed, some of these seeded faults will

d.1.4. Life Test, Reliability Evaluation
[1%, c15] [9%, c3]

A | statistical estimate of software reliability,
wliich can be obtained by observing reliabil-
ity] achieved, can be used to evaluate a software
propduct and decide whether or not testing can be
stgpped (see section 2.2, Reliability Achievement
an(d Evaluation).

4.1.5. Reliability Growth Models
[1%, c15] [9%, c8]

Rdliability growth models provide a prediction of
reliability based on failures. They assume, in gen-
ergl, that when the faults that caused the observed
faflures have been fixed (although some models
aldo accept imperfect fixes), the estimated prod-
ucl’s reliability exhibits, on average, an increasing
trgnd. There are many published reliability growith
m¢dels. Notably, these models are divided‘into
Jfallure-count and time-between-failure mpedels.

4.2. Evaluation of the Tests Perforined

4.2.1. Coverage / Thoroughness Measures
[9%, cl1]

Several test adequacy criteria require that the test
capes systematically exercise a set of elements
id¢ntified in( the program or in the specifications
(sge topics3dy Test Techniques). To evaluate the
thoroughness of the executed tests, software engi-
neprsv€an_monitor the elements covered so that

uuuuuu

were already there. In theory, depending on which
and how many of the artificial faults are discavy
ered, testing effectiveness can be evaluated and the
remaining number of genuine faults can{bg/esti-
mated. In practice, statisticians question, the dis-
tribution and representativeness of'seeded faults
relative to genuine faults and the§mall sample size
on which any extrapolations.are‘based. Some also
argue that this technique should be used with great
care since inserting faults¥into software involves
the obvious risk of leaving them there.

4.2.3. Mutation Score
[1*, c3s5]

In mutation testing (see Mutation Testing in sec-
tion 3.4, Fault-Based Techniques), the ratio of
killed mutants to the total number of generated
mutants can be a measure of the effectiveness of
the executed test set.

4.2.4. Comparison and Relative Effectiveness
of Different Techniques

Several studies have been conducted to com-
pare the relative effectiveness of different testing
techniques. It is important to be precise as to the
property against which the techniques are being
assessed; what, for instance, is the exact meaning
given to the term “effectiveness”? Possible inter-
pretations include the number of tests needed to
find the first failure, the ratio of the number of
faults found through testing to all the faults found
during and after testing, and how much reliabil-

they can dynamically measure the ratio between
covered elements and the total number. For exam-
ple, it is possible to measure the percentage of
branches covered in the program flow graph or the
percentage of functional requirements exercised
among those listed in the specifications document.
Code-based adequacy criteria require appropriate
instrumentation of the program under test.

ity was improved. Analytical and empirical com-
parisons between different techniques have been
conducted according to each of the notions of
effectiveness specified above.

5. Test Process

Testing concepts, strategies, techniques, and mea-
sures need to be integrated into a defined and
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controlled process. The test process supports test-
ing activities and provides guidance to testers and
testing teams, from test planning to test output
evaluation, in such a way as to provide assurance
that the test objectives will be met in a cost-effec-
tive way.
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the test item. Test documentation should be pro-
duced and continually updated to the same level
of quality as other types of documentation in
software engineering. Test documentation should
also be under the control of software configura-
tion management (see the Software Configuration

ManagementkArMoreovertest-doctmentation

5.1. Practical Considerations

5.1.1. Attitudes / Egoless Programming
[1*c16] [9%, c15]

An important element of successful testing is a
collaborative attitude towards testing and quality
assurance activities. Managers have a key role in
fostering a generally favorable reception towards
failure discovery and correction during software
development and maintenance; for instance, by
overcoming the mindset of individual code own-
ership among programmers and by promoting a
collaborative environment with team responsibil-
ity for anomalies in the code.

5.1.2. Test Guides
[1%, c12s1] [9%, cISsl]

The testing phases can be guided byiivarious
aims—for example, risk-based testitfg uses the
product risks to prioritize and foeus the test strat-
egy, and scenario-based testing defines test cases
based on specified software(scenarios.

5.1.3. Test Process Management
[1%, c12] [9%, cl15]

Test activitics Conducted at different levels (see
topic 2,Aiest Levels) must be organized—together
with people, tools, policies, and measures—into a
well=defined process that is an integral part of the
life cycle.

includes work products that can provide materjial
for user manuals and user training.

5.1.5. Test-Driven Development
[1*, cls]6]

Test-driven development{IPD) originated as dne
of the core XP (extreme ‘programming) practi¢es
and consists of writing unit tests prior to writing
the code to be tested (see Agile Methods in the
Software Engineering Models and Method K4\).
In this wayy, FDD develops the test cases as a spir-
rogate for*a software requirements specification
doctment rather than as an independent chgck
that the software has correctly implemented the
requirements. Rather than a testing strategy, TIDD
is a practice that requires software developers|to
define and maintain unit tests; it thus can ajso
have a positive impact on elaborating user negds
and software requirements specifications.

5.1.6. Internal vs. Independent Test Team
[1%, cl6]

Formalizing the testing process may also involve
formalizing the organization of the testing team.
The testing team can be composed of interpal
members (that is, on the project team, involved|or
not in software construction), of external membgrs
(in the hope of bringing an unbiased, independ¢nt
perspective), or of both internal and external mem-
bers. Considerations of cost, schedule, maturjity
levels of the involved organizations, and criticaljity
of the application can guide the decision. T

5.1.4. Test Documentation and Work Products
[1*, ¢8s12] [9%, c4s5]

Documentation is an integral part of the formaliza-
tion of the test process [6, part 3]. Test documents
may include, among others, the test plan, test
design specification, test procedure specification,
test case specification, test log, and test incident
report. The software under test is documented as
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5.1.7. Cost/Effort Estimation and Test Process
Measures
[1*, c18s3] [9%*, c557]

Several measures related to the resources spent
on testing, as well as to the relative fault-finding
effectiveness of the various test phases, are used
by managers to control and improve the testing
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process. These test measures may cover such
aspects as number of test cases specified, num-
ber of test cases executed, number of test cases
passed, and number of test cases failed, among
others.
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5.2. Test Activities

As shown in the following description, successful
management of test activities strongly depends
on the software configuration management pro-
cess (see the Software Configuration Manage-

yi¢ld different levels of confidence in product
reliability.

5. 1.8. Termination
[9%*, c10s4]

A |decision must be made as to how much test-
ing is enough and when a test stage can be termi-
nafed. Thoroughness measures, such as achieved
cofde coverage or functional coverage, as well as
esfimates of fault density or of operational reli-
abjlity, provide useful support but are not suffi-
cignt in themselves. The decision also involve$
copsiderations about the costs and risks incurfed
by| possible remaining failures, as opposed’ to
th¢ costs incurred by continuing to testAsec Test
Seflection Criteria / Test Adequacy Criteria in
seftion 1.2, Key Issues).

5.1.9. Test Reuse and Test Patterns
[9%*, c2s5]

Td carry out testing.or maintenance in an orga-
nized and costegffective way, the means used to
tedt each pdrt)of the software should be reused
syptematically. A repository of test materials
shpuld*bé under the control of software con-
figuration management so that changes to soft-

5.2.1. Planning
[1*, c12s1, c1288]

Like all other aspects of project management,
testing activities must be planned. K€y aspects
of test planning include coordifiation of person-
nel, availability of test facilities and equipment,
creation and maintenance’of.all test-related docu-
mentation, and planning“for possible undesir-
able outcomes. If more than one baseline of the
software is being'mdintained, then a major plan-
ning consideration is the time and effort needed
to ensure_thdt the test environment is set to the
proper,epnfiguration.

5.2.2. Test-Case Generation
[1*, c12s1, ¢12s3]

Generation of test cases is based on the level of
testing to be performed and the particular testing
techniques. Test cases should be under the con-
trol of software configuration management and
include the expected results for each test.

5.2.3. Test Environment Development
[1*, c1256]

The environment used for testing should be com-
patible with the other adopted software engi-
neering tools. It should facilitate development
and control of test cases, as well as logging and
recovery of expected results, scripts, and other
testing materials.

ware requirements or design can be reflected in
changes to the tests conducted.

The test solutions adopted for testing some
application types under certain circumstances,
with the motivations behind the decisions taken,
form a test pattern that can itself be documented
for later reuse in similar projects.

5.2.4. Execution
[1*, c12s7]

Execution of tests should embody a basic prin-
ciple of scientific experimentation: everything
done during testing should be performed and
documented clearly enough that another person
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could replicate the results. Hence, testing should
be performed in accordance with documented
procedures using a clearly defined version of the
software under test.

5.2.5. Test Results Evaluation
[0 _15]
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the software. Defect tracking information is used
to determine what aspects of software testing
and other processes need improvement and how
effective previous approaches have been.

6. Software Testing Tools

5

The results of testing should be evaluated to
determine whether or not the testing has been
successful. In most cases, “successful” means
that the software performed as expected and did
not have any major unexpected outcomes. Not
all unexpected outcomes are necessarily faults
but are sometime determined to be simply noise.
Before a fault can be removed, an analysis and
debugging effort is needed to isolate, identify,
and describe it. When test results are particularly
important, a formal review board may be con-
vened to evaluate them.

5.2.6. Problem Reporting / Test Log
[1*, c13s9]

Testing activities can be entered into a testing
log to identify when a test was conducted; who
performed the test, what software configuration
was used, and other relevant identification infor-
mation. Unexpected or incorrect-test results can
be recorded in a problem reporting system, the
data for which forms the basis for later debug-
ging and fixing the problems that were observed
as failures during ¢esting. Also, anomalies not
classified as fauyltsieould be documented in case
they later tunm out to be more serious than first
thought. Test reports are also inputs to the change
management request process (see Software Con-
figuratioph Control in the Software Configuration
Management KA).

5.2.7. Defect Tracking

6.1. Testing Tool Support
[1*, c12s11]Y9%, ¢5]

Testing requires many labor-inten$iye tasks, ryn-
ning numerous program executions, and handling
a great amount of information. Appropriate topls
can alleviate the burden ofclerical, tedious opeta-
tions and make them. less error-prone. Sophigti-
cated tools can suppert test design and test cgse
generation, making'it more effective.

6.1.1. Seteeting Tools
[1% cl2s]1]

Ghidance to managers and testers on how to selgct
testing tools that will be most useful to their orga-
nization and processes is a very important topic,
as tool selection greatly affects testing efficienjcy
and effectiveness. Tool selection de