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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity. ISO and IEC technical
committees collaborate in fields of mutual interest. Other international organizations, governmental and non-
governmental, in liaison with I1SO and IEC, also take part in the work. In the field of information technology, 1ISO

and |EC-have-astablished ajointtechnicalcommittee 1SOUECITC L.

Interpational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Pprt 2.

The main task of the joint technical committee is to prepare International Standards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies:-for voting. Rublication as
an International Standard requires approval by at least 75 % of the national bodies casting a vote.

In ex¢eptional circumstances, when the joint technical committee has collected data of a different kind from
that Which is normally published as an International Standard (“state-ef the art”, for example), it may decide to
publish a Technical Report. A Technical Report is entirely informativein nature and shall be subject to review
every five years in the same manner as an International Standard.

Atterftion is drawn to the possibility that some of the elements of this document may be the subjgct of patent
rightd4. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC TR 24772, was prepared by Joint Technical:Committee ISO/IEC JTC 1, Information technoldgy,
Subcpmmittee SC 22, Programming languages, their environments and system software interfacey.
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Introduction

All programming languages contain constructs that are incompletely specified, exhibit undefined behaviour,

are implementation-dependent, or are difficult to use correctly. The use of those constructs may therefore

give rise to vulnerabilities, as a result of which, software programs can execute differently than intended by

the writer. In

some cases, these vulnerabilities can compromise the safety of a system or be exploited by

attackers to compromise the security or privacy of a system.

This Technical

Report is intended to provide guidance spanning multiple programming languages, so that

application d
software writ
used by devel
that could lea
anticipated pr

It should be n
complete list g
Any such repo
sufficient proj

ej:elopers will be better able to avoid the programming constructs that lead to vulnerabilitiés

n in their chosen language and their attendant consequences. This guidance can alsobe
bpers to select source code evaluation tools that can discover and eliminate some, constructs
i to vulnerabilities in their software or to select a programming language that avoids
bblems.

pted that this Technical Report is inherently incomplete. It is not possible‘to provide a

f programming language vulnerabilities because new weaknesses are discovered continually.

rt can only describe those that have been found, characterized{and determined to have
ability and consequence.

Lo focus its limited resources, the working group developing this report decided to defer
e treatment of several subject areas until future editiohs of the report. These subject areas

-oriented language features (although some simple issues related to inheritance are

bed in 6.43 Inheritance [RIP])

Fical analysis (although some simpleiitems regarding the use of floating point are described i
ating-point Arithmetic [PLF])

anguage operability

in

=)

Furthermore,
comprehensiV
include:
e Objec
descri
e Nume
6.5 FId
e Inter-|
XVi
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Technical Report ISO/IEC TR 2477

2:2013(E)

Information Technology — Programming Languages — Guidance to avoiding

vulnerabilities in programming languages through language selection and

use

1. Scop

This Techhical Report specifies software programming language vulnerabilities to be avoided in-the d¢
of systemps where assured behaviour is required for security, safety, mission-critical and business-critiq

In genera

Vulnerabi

2. Normative references

The follov

referencef, only the edition cited applies. For undated references, the latest edition of the referenced

(including

ISO 8000(
sciences d

ISO/IEC 2882-1:1993, Information technology —Yocabulary — Part 1: Fundamental terms

3. Tern

3.1 Ter

For the pdirposes of this document, the terms and definitions given in ISO/IEC 2382-1 and the followin

Other ter

3.1.1 Communication

3.1.1.1

, this guidance is applicable to the software developed, reviewed, or maintaingd for any app|

ities are described in a generic manner that is applicable to a broad rangé.ef programming |

ing referenced documents are indispensable for the application of this document. For date

any amendments) applies.

—2:2009, Quantities and units — Part 2: Mathematical signs and symbols to be use in the na
nd technology

ns and definitions, symbols and conventions

ms and definitions

ms are defingéd\where they appear in italic type.

velopment
al software.
lication.

hnguages.

)
document

fural

g apply.

protocol

set of rules and supporting structures for the interaction of threads

Note 1: A protocol can be tightly embedded and rely upon data in memory and hardware to control

interaction of threads or can be applied to more loosely coupled arrangements, such as message

communication spanning networks and computer systems.
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3.1.1.2

stateless protocol

communication or cooperation between threads where no state is preserved in the protocol itself (example HTTP
or direct access to a shared resource)

Note 1: Since most interaction between threads requires that state be preserved, the cooperating threads
must use values of the resources(s) themselves or add additional communication exchanges to maintain
state. Stateless protocols require that the application provide explicit resource protection and locking
mechanisms to guarantee the correct creation, view, access to, modification of, and destruction of the

resourck — for example, the state needed for correct handling of the resource.

3.1.2 Execution model
3.1.2.1
thread
sequential sfream of execution

Note 1:|Although the term thread is used here and the context portrayed.isithat of shared-memory threads
executing as part of a process, everything documented applies equally to)other variants of concurrepcy such
as interfupt handlers being enabled by a process, processes being created on the same system using
operating system routines, or processes created as a result of distributed messages sent over a network. The
mitigatipn approaches will be similar to those listed in the rélevant vulnerability descriptions, but th

D

implicafions for standardization would be dependent onthow much language support is provided forf the
programming of the concurrent system.

3.1.2.2
thread activation
creation and setup of a thread up to the point-where the thread begins execution

Note 1:|A thread may depend upon:one or more other threads to define its access to other objects tp be
accessed and to determine its duration.

3.1.2.3
activated thread
thread that {s created.and then begins execution as a result of thread activation

3.1.24
activating thijead
thread that exists first and makes the library calls or contains the language syntax that causes the activated thread
to be activated

Note 1: The activating thread may or may not wait for the activated thread to finish activation and may or
may not check for errors if the activation fails. The activating thread may or may not be permitted to
terminate until after the activated thread terminates.
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3.1.2.5

static thread activation

creation and initiation of a thread by program initiation, an operating system or runtime kernel, or by another
thread as part of a declarative part of the thread before it begins execution

Note 1: In static activation, a static analysis can determine exactly how many threads will be created and how
much resource, in terms of memory, processors, cpu cycles, priority ranges and inter-thread communication
structures, will be needed by the executing program before the program begins.

3.1.2.6
dynamic thread activation
creation gdnd initiation of a thread by another thread (including the main program) as an executable, r¢peatable
command, statement or subprogram call

3.1.2.7
thread allort
request t@ stop and shut down a thread immediately

Note|1: The request is asynchronous if from another thread, or synchronous if from the thread itgelf. The
effect of the abort request (such as whether it is treated as an exception) and its immediacy (that|is, how long
the thread may continue to execute before it is shut down)depend on language-specific rules. Immediate
shutdown minimizes latency but may leave shared data‘structures in a corrupted state.

3.1.2.8
terminatipn-directing thread
thread (indluding the OS) that requests the abortion-ef*one or more threads

3.1.2.9
thread tefmination
completign and orderly shutdown ‘ef’a thread, where the thread is permitted to make data objects copsistent,
release any acquired resources,’and notify any dependent threads that it is terminating

Note [L: There are a;number of steps in the termination of a thread as listed below, but depending|lupon the
multithreading model, some of these steps may be combined, may be explicitly programmed, or may be
missing:

o| thejtermination of programmed execution of the thread, including termination of any syrjchronous

communication;

e the finalization of the local objects of the thread;

e waiting for any threads that may depend on the thread to terminate;

e finalization of any state associated with dependent threads;

e notification that finalization is complete, including possible notification of the activating task;

e removal and cleanup of thread control blocks and any state accessible by the thread or by other
threads in outer scopes.
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terminated thread
thread that has been halted from any further execution

3.1.2.11

master thread
thread which must wait for a terminated thread before it can take further execution steps (including termination

of itself)

3.1.2.12
process
single execu

Note 1:

Process
process

3.1.3 Pro
3.1.3.1

Ltion of a program, or portion of an application

Processes do not normally share a common memory space, but often share

processor,
network,

operating system,

filing system,
environment variables, or
other resources.

bs are usually started and stopped by an operatihg system and may or may not interact with
s, A process may contain multiple threads.

perties

software quglity

degree tow
the charactsd

3.1.3.2
predictable
property of

3.1.4 Safe
3.1.4.1

hich software implements theé requirements described by its specification and the degree to
ristics of a software product fulfill its requirements

pxecution

ty

other

which

he program stch that all possible executions have results that can be predicted from the solirce code

safety hazard
potential source of harm

Note 1: IEC 61508-4: defines a “Hazard” as a “potential source of harm”, where “harm” is “physical injury or
damage to the health of people either directly or indirectly as a result of damage to property or to the
environment”. Some derived standards, such as UK Defence Standard 00-56, broaden the definition of
“harm” to include material and environmental damage (not just harm to people caused by property and

environ

mental damage).
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safety-critical software

software for applications where failure can cause very serious consequences such as human injury or death

Note 1: [EC 61508-4: defines “Safety-related software” as “software that is used to implement safety
functions in a safety-related system. Notwithstanding that in some domains a distinction is made between
safety-related (can lead to any harm) and safety-critical (life threatening), this Technical Report uses the term
safety-critical for all vulnerabilities that can result in safety hazards.

3.1.5 Viilnerabilities

3.1.5.1

applicatign vulnerability
security vulnerability or safety hazard, or defect

3.1.5.2

language [vulnerability

property (of a programming language) that can contribute to, or that is strongly-correlated with, appli¢ation

vulnerabilities in programs written in that language
Note|1: The term "property" can mean the presence or the absénce of a specific feature, used singly or in
combination. As an example of the absence of a feature, encapsulation (control of where names ¢an be
refergnced from) is generally considered beneficial sincevitwiarrows the interface between modulgs and can
help prevent data corruption. The absence of encapsulation from a programming language can thus be

regarded as a vulnerability. Note that a property together with its complement can both be cons

langyage vulnerabilities. For example, automatic'storage reclamation (garbage collection) can be

vulne
the a

bsence of automatic storage reclamation can also be a vulnerability since programmers can

free 4torage prematurely, resulting in"dangling references.

3.1.5.3

security vulnerability

weakness

be exploi

in an information(system, system security procedures, internal controls, or implementation
ed or triggered by a threat

3.2 Symbols and conventions

3.2.1 Symbols

dered
a

rability since it can interfere with timespredictability and result in a safety hazard. On the other hand,

mistakenly

that could

For the purposes of this document, the symbols given in ISO 80000-2 apply. Other symbols are defined where
they appear in this document.

3.2.2 Conventions

Programming language tokens and syntactic tokens appear in courier font.
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4. Basic concepts

4.1 Purpose of this Technical Report

This Technical Report specifies software programming language vulnerabilities to be avoided in the development

of systems where assured behaviour is required for security, safety, mission critical and business critical software.

In general, this guidance is applicable to the software developed, reviewed, or maintained for any application.

This Technical Report does not address software engineering and management issues such as how to design and

implement
improvemer

While this T
among the
level design
rather than

The body of
overview of
specific lang

4.2 Inten

The intende
execution of
system and
intended.

Developers
risks associa
address the
coding guidsg

It should nof
critical appli
hosted appli
common vu

rograms, use configuration management tools, use managerial processes, and perform prog
t. Furthermore, the specification of properties and applications to be assured are notreatg

pchnical Report does not discuss specification or design issues, there is recognition that bourn
arious activities are not clear-cut. This Technical Report seeks to avoid the debate about wh

toding issues.

this Technical Report provides users of programming languages.with’a language-independer
potential vulnerabilities in their usage. Annexes describe how-the general observations app
uages.

led audience

 audience for this Technical Report are thosewho are concerned with assuring the predicta
the software of their system; that is, those"who are developing, qualifying, or maintaining a
heed to avoid language constructs that could cause the software to execute in a manner oth

pf applications that have clearsafety, security or mission-criticality are expected to be aware
ted with their code and ceuld use this Technical Report to ensure that their development pr
ssues presented by the chosen programming languages, for example by subsetting or provig
lines.

be assumed, however, that other developers can ignore this Technical Report. A weakness
cation mayprovide the route by which an attacker gains control of a system or otherwise dig
cations-that are critical. Itis hoped that all developers would use this Technical Report to en

nefabilities are removed or at least minimized from all applications.

ess
d.

daries
ere low-

ends and implementation begins by treating selected issues that some might consider desig issues

(i

y to

ble
software
br than

of the
hctices

ing

in a non-
rupts co-
sure that

Specific audiences for this International Technical Report include developers, maintainers and regulators of:

busi

com

Mission-critical applications that must avoid loss or damage to property or finance.

ness.

plex, expensive and extended calculation.

Safety-critical applications that might cause loss of life, human injury, or damage to the environment.
Security-critical applications that must ensure properties of confidentiality, integrity, and availability.

Business-critical applications where correct operation is essential to the successful operation of the

Scientific, modeling and simulation applications which require high confidence in the results of possibly
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4.3 How to use this document

This Technical Report gathers descriptions of programming language vulnerabilities, as well as selected
application vulnerabilities, which have occurred in the past and are likely to occur again. Each vulnerability and its
possible mitigations are described in the body of the report in a language-independent manner, though
illustrative examples may be language specific. In addition, annexes for particular languages describe the
vulnerabilities and their mitigations in a manner specific to the language.

Because new vulnerabilities are always being discovered, it is anticipated that this Technical Report will be revised
and newiescriptions added. For that reason, a scheme that is distinct from sub-clause numbering hap been
adopted to identify the vulnerability descriptions. Each description has been assigned an arbitrarily’'ganerated,
unique thyee-letter code. These codes should be used in preference to sub-clause numbers when refefencing
descriptigns because they will not change as additional descriptions are added to future €ditions of thjs Technical

Report.

The main [part of this Technical Report contains descriptions that are intended to be language-indeperjdent to the
greatest gossible extent. Annexes apply the generic guidance to particular programming languages.

This Techhical Report has been written with several possible usages in tind:

Programmers familiar with the vulnerabilities of a specific language can reference the guide fqr more
geéneric descriptions and their manifestations in less familiar languages.

Tool vendors can use the three-letter codes as a suecinct way to “profile” the selection of vulnerabilities
considered by their tools.
rldividual organizations may wish to write their own coding standards intended to reduce the|number of
vlilnerabilities in their software products.\The guide can assist in the selection of vulnerabilitigs to be
afldressed in those standards and theselection of coding guidelines to be enforced.

e QOrganizations or individuals selecting a language for use in a project may want to consider the
viilnerabilities inherent in various candidate languages.

e Sgientists, engineers, econemists, statisticians, or others who write computer programs as todls of their

chosen craft can read:ithis document to become more familiar with the issues that may affect their work.

The descrfptions include suggestions for ways of avoiding the vulnerabilities. Some are simply the avdidance of
particular{coding constructs, but others may involve increased review or other verification and validat|on
methods.| Source. code checking tools can be used to automatically enforce some coding rules and staphdards.

Clause 2 provides Normative references, and Clause 3 provides Terms, definitions, symbols and conveptions.

Clause 4 provides the basic concepts used for this Technical Report.

Clause 5, Vulnerability Issues, provides rationale for this Technical Report and explains how many of the
vulnerabilities occur.

Clause 6, Programming Language Vulnerabilities, provides language-independent descriptions of vulnerabilities in
programming languages that can lead to application vulnerabilities. Each description provides:

e asummary of the vulnerability,
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tech

characteristics of languages where the vulnerability may be found,
typical mechanisms of failure,

niques that programmers can use to avoid the vulnerability, and

ways that language designers can modify language specifications in the future to help programmers

mitigate the vulnerability.

Clause 7, Application Vulnerabilities, provides descriptions of selected application vulnerabilities which have been

found and exploited in a number of applications and which have well known mitigation techniques, and which

result from

esign decisions made by coders in the absence of suitable language library routines or othe

mechanismg

® asu

typi

Clause 8, Ne|
language an

Annex A, Vu
hierarchical

Annex B, La
annexes tha
how they ar

Additional a
and describeg
language, w
standard for

5 Vulnen

5.1 Predi

There are m
stakeholder

techniques that programmers can use to avoid the vulnerability.

. For these vulnerabilities, each description provides:

mmary of the vulnerability,
fal mechanisms of failure, and

w Vulnerabilities, provides new vulnerabilities that have not yet had corresponding programpming

nex text developed.

nerability Taxonomy and List, is a categorization of the vulnetabilities of this report in the form of a

putline and a list of the vulnerabilities arranged in alphabetic order by their three letter codd.

hguage Specific Vulnerability Template, is a template‘for the writing of programming language specific
I explain how the vulnerabilities from clause 6 are.realized in that programming language (of show

b absent), and how they might be mitigated in’language-specific terms.

nnexes, each named for a particular programming language, list the vulnerabilities of Clause$ 6 and 7
how each vulnerability appears in the’specific language and how it may be mitigated in that
henever possible. All of the language-dependent descriptions assume that the user adheresfto the

the language as listed in the sub-clause of each annex.

ability issues
ctable execution

bny reasons why software might not execute as expected by its developers, its users or othef
f others.

This Technics

. Reasons include incorrect specifications, configuration management errors and a myriad o

Repo me

execution of the code less predictable.

Predictable execution is a property of a program such that all possible executions have results that can be

predicted from examination of the source code. Achieving predictability is complicated by that fact that software

may be used:

on unanticipated platforms (for example, ported to a different processor)
in unanticipated ways (as usage patterns change),
in unanticipated contexts (for example, software reuse and system-of-system integrations), and
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e by unanticipated users (for example, those seeking to exploit and penetrate a software system).

Furthermore, today’s ubiquitous connectivity of software systems virtually guarantees that most software will be
attacked—either because it is a target for penetration or because it offers a springboard for penetration of other

software. Accordingly, today’s programmers must take additional care to ensure predictable execution despite

the new ¢

hallenges.

Software vulnerabilities are unwanted characteristics of software that may allow software to execute in ways that

are unexpected. Programmers introduce vulnerabilities into software by using language features that are

inherentl
reduces W
new vulng
carefully 3

This Tech
propertie
vulnerabi
programn
place incq
the attack
in the fac
the applig
does set 3
programn

The prima
doneinC
additiona
weakness
have stor
programn
format.

In additio
can decre

unpredictable in the variable circumstances outlined above or by using features in a manne
hat predictability they could offer. Of course, complete predictability is an ideal (partieularl
brabilities are often discovered through experience), but any programmer can improve predi
voiding the introduction of known vulnerabilities into code.

hical Report focuses on a particular class of vulnerabilities, language vulnerabifities. These a
b of programming languages that can contribute to (or are strongly corrélated with) applicat
ities—security weaknesses, safety hazards, or defects. An example’may clarify the relations
her’s use of a string copying function that does not check length-may be exploited by an atta
rrect return values on the program stack, hence passing control of the execution to code prq
er. The string copying function is the language vulnerability-and the resulting weakness of t
e of the stack attack is the application vulnerability. The programming language vulnerabilit
ation vulnerability. The language vulnerability can‘be‘avoided by using a string copying func
ppropriate bounds on the length of the string.to\be copied. By using a bounded copy functi
ner improves the predictability of the code’s@xecution.

ause 6. Each description explains haw an application vulnerability can result. In Clause 7, a
application vulnerabilities are described. These are selected because they are associated wj
es even if they do not directly result from language vulnerabilities. For example, a programn
pd a password in plain text{see 7.20 Insufficiently Protected Credentials [XYM]) because the

hing language did nat'provide a suitable library function for storing the password in a non-re

h to considering the individual vulnerabilities, it is instructive to consider the sources of uncg
pse the predictability of software. These sources are briefly considered in the remainder of

5.2 Sou|

r that
because
Ctability by

e
on

hip. The
Cker to
vided by
e program
enables
fion that

bn the

ry purpose of this Technical Report is to:survey common programming language vulnerabiliffies; this is

few
th language
ner might

roverable

rtainty that
his clause.

|rces of unpredictability in language specification

5.2.1 Incomplete or evolving specification

The design and specification of a programming language involves considerations that are very different from the

use of the language in programming. Language specifiers often need to maintain compatibility with older

versions of the language—even to the extent of retaining inherently vulnerable features. Sometimes the

semantics of new or complex features aren’t completely known, especially when used in combination with other

features.
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5.2.2 Undefined behaviour

It's simply not possible for the specifier of a programming language to describe every possible behaviour. For

example, the result of using a variable to which no value has been assigned is left undefined by many languages.

In such cases, a program might do anything—including crashing with no diagnostic or executing with wrong data,

leading to incorrect results.

5.2.3 Unspecified behaviour

The behaviopur of some features may be incompletely defined. The language implementer would have/o
from a finitg set of choices, but the choice may not be apparent to the programmer. In such cases, differ
compilers may lead to different results.

5.2.4 Implementation-defined behaviour

choose
bnt

In some casgs, the results of execution may depend upon characteristics of the compiler that was used, fhe

processor u
principle, on
is sometime
lead to prob
are used.

5.2.5 Diff]

Some langug
semantics (ff
deeply nestsg
behaviour W

comparison).

5.2.6 Inadequate language support

No languagsg
freedom to
supplement
reducing the

on which the software is executed, or the other systems with which. the software has interfj

5 difficult to obtain. Furthermore, dependence on a specificimplementation-defined behavi
ems when a different processor or compiler is used—sometimes if different compiler switcH

jcult features

ge features may be difficult to understand‘or to use appropriately, either due to complicate
br example, floating point in numerical-analysis applications) or human limitations (for exam
d program constructs or expressions). Sometimes simple typing errors can lead to major ch

“u_n

ithout a diagnostic (for exampléestyping for assignment when one really intended “==" fg

is suitable for every possible application. Furthermore, programmers sometimes do not ha
elect the language that is most suitable for the task at hand. In many cases, libraries must b
the fungtionality of the language. Then, the library itself becomes a potential source of unce
predictability of execution.

ces. In

e could predict the execution with sufficient knowledge of the implementation, but such kngpwledge

bur will
settings

o

pl
Anges in

€,

r

e the
b used to
rtainty

5.3 Sourc

es of unpredictability im fanguage usage

5.3.1 Porting and interoperation

When a program is recompiled using a different compiler, recompiled using different switches, executed with

different libraries, executed on a different platform, or even interfaced with different systemes, its behaviour will

change. Changes result from different choices for unspecified and implementation-defined behaviour,

differences in library function, and differences in underlying hardware and operating system support. The
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problem is far worse if the original programmer chose to use implementation-dependent extensions to the

language rather than staying with the standardized language.

5.3.2 Compiler selection and usage

Nearly all software has bugs and compilers are no exception. They should be carefully selected from trusted
sources and qualified prior to use. Perhaps less obvious, though, is the use of compiler switches. Different switch

settings can result in differences in generated code. A careful selection of settings can improve the predictability
of code, for example, a setting that causes the flagging of any usage of an implementation-defined behaviour.

6. Programming Language Vulnerabilities

6.1 General

This clausg provides language-independent descriptions of vulnerabilities in programming languages t

to applic

e alsummary of the vulnerability,
e claracteristics of languages where the vulnerability may be found,

° ty

o tdg

o W

n
Descriptiq
of this Te
cited in th
Examples

e compilers written to implement some specification other than the standard,

=

c

6.2 Ter

The folloy
used in ex

ion vulnerabilities. Each description provides:

pical mechanisms of failure,

chniques that programmers can use to avoid the valnerability, and
ays that language designers can modify language'specifications in the future to help progran
itigate the vulnerability.

ns of how vulnerabilities are manifested\in particular programming languages are provided
e annex. Clearly, programs couldchave different vulnerabilities in a non-standard implement

of non-standard implementations include:

be of non-standard vendor extensions to the language, and
e of compiler switches providing alternative semantics.

minology

ing descriptions are written in a language-independent manner except when specific langua
amples. The annexes may be consulted for language specific descriptions.

hat can lead

hmers

N annexes

thnical Report. In each case, the behaviour of the language is assumed to be as specified by §he standard

htion.

ges are

This clause will, in general, use the terminology that is most natural to the description of each individual

vulnerabil

ity. Hence terminology may differ from description to description.
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6.3 Type System [IHN]

6.3.1 Description of application vulnerability

When data values are converted from one data type to another, even when done intentionally, unexpected

results can occur.

6.3.2 Cross reference

JSF AV Rules

~148-and-183

MISRA C 20(
MISRA C++ 2
CERT C guids
Ada Quality

6.3.3 Mec

The type of
applied. The
collection of
program is s

Every progra
expression i
it does not.
with runtim

In practical ferms, nearly every language falls short of being strongly typed (in an ideal sense) because of

inclusion of
language ha
safety may

Sometimes i
example, co

float
integ

a

4:6.1,6.2,6.3,10.1, and 10.5

008: 3-9-2, 5-0-3 to 5-0-14

blines: DCLO7-C, DCL11-C, DCL35-C, EXPO5-C and EXP32-C
and Style Guide: 3.4

hanism of failure

h data object informs the compiler how values should be represented’and which operations
type system of a language is the set of rules used by the language to structure and organize
types. Any attempt to manipulate data objects with inappropriate operations is a type error
hid to be type safe (or type secure) if it can be demonstrated that it has no type errors [27].

mming language has some sort of type system. A'language is statically typed if the type of 4

known at compile time. The type system is saidito be strong if it guarantees type safety an
There are strongly typed languages that arenot statically typed because they enforce type s
b checks [27].

mechanisms to bypass type safety in particular circumstances. For that reason and because
5 a different type system, this-description will focus on taking advantage of whatever feature
e available in the chosen‘tanguage.

It is appropriate for 3 data value to be converted from one type to another compatible one. H
nsider the follewing program fragment, written in no specific language:

ay
Sl
b <F,1;

may be
its

very
l weak if
hfety

the
pvery
s for type

or

The variable "1" is of integer type. It must be converted to the float type before it can be added to the data value.

An implicit conversion, as shown, is called coercion. If, on the other hand, the conversion must be explicit, for

example, "a

a + float (i)",thenthe conversion is called a cast.

Type equivalence is the strictest form of type compatibility; two types are equivalent if they are compatible

without using coercion or casting. Type equivalence is usually characterized in terms of name type equivalence—

two variables have the same type if they are declared in the same declaration or declarations that use the same

type name—or structure type equivalence—two variables have the same type if they have identical structures.

12
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There are variations of these approaches and most languages use different combinations of them [28]. Therefore,

a programmer skilled in one language may very well code inadvertent type errors when using a different

language

It is desirable for a program to be type safe because the application of operations to operands of an inappropriate

type may produce unexpected results. In addition, the presence of type errors can reduce the effectiveness of
static analysis for other problems. Searching for type errors is a valuable exercise because their presence often
reveals design errors as well as coding errors. Many languages check for type errors—some at compile-time,

others at run-time. Obviously, compile-time checking is more valuable because it can catch errors that are not

executed

Making tHe most use of the type system of a language is useful in two ways. First, data conversions al

the risk o
while the

a longer representation to a type with a shorter representation risks the loss of sigrificant digits. This
produce {

fromaty

can be pa
size. (It should be noted that similar surprises can occur when an application is retargeted to a machin

different

Second, a|programmer can use the type system to increase the‘probability of catching design errors o

blunders.

typ¢ Celsius is new Float;
type¢ Fahrenheit is new Float;

The declafation makes it impossible to add-a value of type Celsius to a value of type Fahrenheit withot
conversiop.

6.3.4 Applicable language characteristics

This vulngrability is intended.to be applicable to languages with the following characteristics:

L]
—

6.3.5 Ayoiding the vulnerability or mitigating its effects

Software

anguages that\support multiple types and allow conversions between types.

by a particular set of test cases.

;[e with a longer representation to a type with a shorter representation risks the loss of preci

epresentations of numeric values.)

For example, the following Ada fragment declares'two distinct floating-point types:

Wways bear

{ changing the value. For example, a conversion from integer to float risks the los$'of’significgdnt digits
inverse conversion risks the loss of any fractional value. Conversion of an integer value fron} a type with

Can

articularly puzzling results if the value is used to index an array. Conyersion of a floating-point value

sion. This

ticularly severe in computations where the number of calculatiohs increases as a power of §he problem

e with

coding

t explicit

fevetopers tanmavoid the vatnerabitity ormitigate its it effectsimthe fottowing ways:

e Take advantage of any facility offered by the programming language to declare distinct types and use any

mechanism provided by the language processor and related tools to check for or enforce type
compatibility.

e Use available language and tools facilities to preclude or detect the occurrence of coercion. If it is not

p

ossible, use human review to assist in searching for coercions.

e Avoid casting data values except when there is no alternative. Document such occurrences so that the

justification is made available to maintainers.
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e Use the most restricted data type that suffices to accomplish the job. For example, use an enumeration
type to select from a limited set of choices (such as, a switch statement or the discriminant of a union

type) rather than a more general type, such as integer. This will make it possible for tooling to check if all

poss

ible choices have been covered.

e Treat every compiler, tool, or run-time diagnostic concerning type compatibility as a serious issue. Do not
resolve the problem by modifying the code by inserting an explicit cast, without further analysis; instead
examine the underlying design to determine if the type error is a symptom of a deeper problem.

e Never ignore instances of coercion; if the conversion is necessary, change it to a cast and document the

ratig
e Ana
as a

6.3.6 Imp

In future stahdardization activities, the following items should be considered:

e Language specifiers should standardize on a common, uniform terminglogy to describe their typ
so that programmers experienced in other languages can reliably learn the type system of a lang
is ngw to them.

e Proyide a mechanism for selecting data types with sufficient capability for the problem at hand.

e Proyide a way for the computation to determine the limits of the data types actually selected.

e Language implementers should consider providing campiler switches or other tools to provide th
posdible degree of checking for type errors.

6.4 Bit Regpresentations [STR]
6.4.1 Desgription of application vulnerability

Interfacing v
computer w
be made as
of miscalcul
integrity. Th
given, or inf

6.4.2 Cro

ixiliary variables, partial results and final results.

Lo } H H
Ndic TUT Usc Uy Illdllltdllltlb.

lications for standardization

Vith hardware, other systems-and protocols often requires access to one or more bits in a sin
brd, or access to bit fields that may cross computer words for the machine in question. Mist
o what bits are to ke accessed because of the “endianness” of the processor (see below) or
htions. Access t0 those specific bits may affect surrounding bits in ways that compromise thg
is can resultsin'the wrong information being read from hardware, incorrect data or comman
brmation’being mangled, which can result in arbitrary effects on components attached to thg

ss.reference

vze the problem to be solved to learn the magnitudes and/or the precisions of the quantitie$ needed

P systems
Lage that

e highest

sle

bkes can
because
ir

s being
P system.

JSF AV Rules 147, 154 and 155

MISRA C 2004: 3.5, 6.4, 6.5, and 12.7

MISRA C++ 2008: 5-0-21, 5-2-4 to 5-2-9, and 9-5-1

CERT C guidelines: EXP38-C, INTOO-C, INTO7-C, INT12-C, INT13-C, and INT14-C

Ada Quality

14

and Style Guide: 7.6.1 through 7.6.9, and 7.3.1
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6.4.3 Mechanism of failure

Computer languages frequently provide a variety of sizes for integer variables. Languages may support short,
integer, long, and even big integers. Interfacing with protocols, device drivers, embedded systems, low level
graphics or other external constructs may require each bit or set of bits to have a particular meaning. Those bit
sets may or may not coincide with the sizes supported by a particular language implementation. When they do
not, it is common practice to pack all of the bits into one word. Masking and shifting of the word using powers of

two to pick out individual bits or using sums of pow
28=2°+2%+
Knowledg

Problems
can arise
storage o

Packing o

level prog

4

e of the underlying bit storage is usually not necessary to accomplish simple extractions suc
can arise when programmers mix their techniques to reference the bits or output thebits.

dering of the bits may not be what the programmer expects.

f bits in an integer is not inherently problematic. However, an understanding of the intricaci

store them right-to-left. The kind of storage can cause problems when interfacing with external devic

expect th

external d

may inad

extension
Alternativ

manipula
bits must
endian or

6.4.4 Al

This vulndg

—

q

6.4.5 Ay

Software

A

b bits in the opposite order. One problem arises when assumptions are made when interfaci

is being performed when right shifting causing the-sign bit to be extended into other fields

little-endian format.

bplicable language characteristics

gdnguages that allowsbit-manipulations.

oiding the vulnerability or mitigating its effects

Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

ny‘a@ssumption about bit ordering should be explicitly documented.

lvhen programmers mix arithmetic and logical operations to reference the bits or,0utput the

ramming must be known. Some computers or other devices store the bits left-to-right whilg
onstructs and the ordering of the bits or words are not the.same as the receiving entity. Pro
ertently use the sign bit in a bit field and then may not’be-aware that an arithmetic shift (sig
ely, a left shift can cause the sign bit to be one. Bit manipulations can also be problematic W

ions are done on binary encoded records that'span multiple words. The storage and orderin
be considered when doing bit-wise operations across multiple words as bytes may be stored

rability description is intended to be applicable to languages with the following characteristi

ers of 2 to pick out subsets of bits (for example, using

as these.
Problems
bits. The

bs of bit
others

bs that

hg with
srammers
n

hen the
g of the
in big-

T

he way bit ordering is done on the host system and on the systems with which the bit manip

be interfaced should be understood.

Bit fields should be used in languages that support them.
Bit operators should not be used on signed operands.
Localize and document the code associated with explicit manipulation of bits and bit fields.

6.4.6 Implications for standardization

In future standardization activities, the following items should be considered:
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For languages that are commonly used for bit manipulations, an API (Application Programming Interface)

for bit manipulations that is independent of word size and machine instruction set should be defined and

stan

6.5 Floati

dardized.

ng-point Arithmetic [PLF]

6.5.1 Description of application vulnerability

Most real numbers cannot be represented exactly in a computer. To represent real numbers, most computers

use IEC 6059
point numbg
representati
Regardless g
number usin

than are avdilable for representation. Therefore it should be assumed that a floating“point number is on

approximati
a conversiorn
to the idiosy

Many algori
common reg
domain, or f
which algori

6.5.2 Cro

JSF AV Rules
MISRA C 20(
MISRA C++ 2
CERT C guidjg
Ada Quality

6.5.3 Mec

Floating-poi
value of 1/3
represented

9 [7], or the US equivalent ANSI/IEEE Std 754 [35]. Furthermore the bit representation fona
br can vary from compiler to compiler and on different platforms, however, relying on apart
on can cause problems when a different compiler is used or the code is reused on another p
f the representation, many real numbers can only be approximated since representing the r
g a binary representation may well require an endlessly repeating string of bits’or more bing

bn, even though it may be an extremely good one. Floating-point representation of a real ny
to floating-point can cause surprising results and unexpected conséquences to those unacc
ncrasies of floating-point arithmetic.

hms that use floating point can have anomalous behaviounhwhen used with certain values. T
ults are erroneous results or algorithms that never terminate for certain segments of the nu
pr isolated values. Those without training or experiénce in numerical analysis may not be ay
thms, or, for a particular algorithm, of which domain values should be the focus of attention

5s reference

- 146, 147, 184, 197, and 202
4:1.5,12.12,13.3,and 13.4

008: 0-4-3, 3-9-3, and 6-2-2

lines: FLPOO-C, FPO1-C, FLP02-C and FLP30-C
and Style Guide: 5.5:6:and 7.2.1 through 7.2.8

hanism of failure

ht numbers are generally only an approximation of the actual value. Expressed in base 10 w
is 0.333333... The same type of situation occurs in the binary world, but the numbers that c
with a limited number of digits in base 10, such as 1/10=0.1 become endlessly repeating seq

floating-
cular
atform.
pal

ry digits
ly an
mber or
istomed

he most
meric
are of

brid, the
hn be
uences

in the binary world. So 1/10 represented as a binary number is:

0.0001100110011001100110011001100110011001100110011...

Which is 0¥1/2 + 0*1/4 + 0*1/8 + 1*¥*1/16 + 1*1/32 + 0*1/64... and no matter how many digits are used, the
representation will still only be an approximation of 1/10. Therefore when adding 1/10 ten times, the final result

may or may

not be exactly 1.

Accumulating floating point values through the repeated addition of values, particularly relatively small values,

can provide unexpected results. Using an accumulated value to terminate a loop can result in an unexpected

16
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number of iterations. Rounding and truncation can cause tests of floating-point numbers against other values to

yield unexpected results. Another cause of floating point errors is reliance upon comparisons of floating point

values or the comparison of a floating point value with zero. Tests of equality or inequality can vary due to

rounding or truncation errors, which may propagate far from the operation of origin. Even comparisons of
constants may fail when a different rounding mode was employed by the compiler and by the application.
Differences in magnitudes of floating-point numbers can result in no change of a very large floating-point number

when a relatively small number is added to or subtracted from it.

Manipulating bits in floating-point numbers is also very implementation dependent. Typically special

represe
is inhere
platform.
represent
of arithm

ly problematic, especially when a new compiler is introduced or the code is reused ofanot
The uncertainties arising from floating-point can be divided into uncertainty aboutthé actu

as loop infdices).

6.5.4 Applicable language characteristics

This vulne

All languages with floating-point variables can be subjectto rounding or truncation errors.

6.5.5 Ayoiding the vulnerability or mitigating its effects

Software

Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

Dp not use a floating-point expression.itva Boolean test for equality. Instead, use coding that

hough” difference can besa'very large number.
ke library functions with known numerical characteristics whenever possible.
hless the use of fleating-point is simple, an expert in numerical analysis should check the sta

void the use of'a floating-point variable as a loop counter. If it is necessary to use a floating-

e

U

U

agcuracy of the algorithm employed.

A

a$ a loop.control, use inequality to determine the loop control (that is, <, <=, > or >=).
U

hderstand the floating-point format used to represent the floating-point numbers. This will

spme/tnderstanding of the underlying idiosyncrasies of floating-point arithmetic.

ation of a given value (such as, big-endian or little-endian) and the uncertainty arising from {
ptic operations (for example, the accumulation of errors when imprecise floating-point value

rability description is intended to be applicable to languagesWwith the following characteristi

the difference between the two values to determine whether the difference is acceptably sm4
s¢ that two values can be considered equal. Note that if the two values are very large, the “sn

nj:tions are specified for positive and negative zero and infinity. Relying on a particular bit re:tresentation

er
Bl bit

he rounding
s are used

determines
Il enough
nall

bility and

boint value

brovide

Manipulating the bit representation of a floating-point number should not be done except with built-in

language operators and functions that are designed to extract the mantissa and exponent.
Do not use floating-point for exact values such as monetary amounts. Use floating-point only
necessary such as for fundamentally inexact values such as measurements.

Consider the use of decimal floating-point facilities when available.

6.5.6 Implications for standardization

In future standardization activities, the following items should be considered:
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adhering completely to the standard. Examples of standardization that should be considered:

Languages that do not already adhere to or only adhere to a subset of IEC 60559 [7] should consider

o Cshould consider requiring IEC 60559 for floating-point arithmetic, rather than providing it as an
option, as is the case in ISO/IEC 9899:2011[4].
o Java should consider fully adhering to IEC 60559 instead of a subset.

equality of two floating point values.

Fa¥l

Languages should consider providing a means to generate diagnostics for code that attempts to test

Languages should consider standardizing their data type to ISO/IEC 10967-1:1994 and ISO/IEC 10967-

2:2

6.6 Enum

6.6.1 Des

Ul.

erator Issues [CCB]

cription of application vulnerability

Enumerations are a finite list of named entities that contain a fixed mapping from a sét of names to a set

integral valu
there are no
underlying r

Most langua
these mechzg
may not be

only, then th

For arrays in
if those indg

Most of thes
restrictions
Without suc
being difficu

6.6.2 Cro

JSF AV Rule:
MISRA C 20(
MISRA C++ 2

les (called the representation) and an order between the members of the set. In some languz:
other operations available except order, equality, first, last, previeds; and next; in others th
bpresentation operators are available, such as integer “+” and-“<’and bit-wise operations.

ges that provide enumeration types also provide mechanisms to set non-default representa
nisms do not enforce whole-type operations and check\for conflicts then some members of
broperly specified or may have the wrong mappings. If the value-setting mechanisms are po
ere is a risk that improper counts or changes imrelative order will result in an incorrect map

dexed by enumerations with non-default'representations, there is a risk of structures with h
xes can be manipulated numerically, there is a risk of out-of-bound accesses of these arrays

e errors can be readily detected by static analysis tools with appropriate coding standards,
ind annotations. Similarly mismatches in enumeration value specification can be detected s
h rules, errors in the use of )enumeration types are computationally hard to detect statically
It to detect by humanireview.

5s reference

145
4:92and 9.3
008:-8-5-3

of
ges
e full

ions. If
the set
Kitional
Ding.

ples, and

Fatically.
hs well as

CERT C guidelines: INT09-C
Holzmann rule 6
Ada Quality and Style Guide: 3.4.2

6.6.3 Mechanism of failure

As a program is developed and maintained the list of items in an enumeration often changes in three basic ways:

new elements are added to the list; order between the members of the set often changes; and representation

(the map of values of the items) change. Expressions that depend on the full set or specific relationships between
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elements of the set can create value errors that could result in wrong results or in unbounded behaviours if used
as array indices.

Improperly mapped representations can result in some enumeration values being unreachable, or may create
“holes” in the representation where values that cannot be defined are propagated.

If arrays are indexed by enumerations containing non-default representations, some implementations may leave
space for values that are unreachable using the enumeration, with a possibility of unnecessarily large memory
allocations or a way to pass information undetected (hidden channel).

When emLmerators are set and initialized explicitly and the language permits incomplete initializers, tI|1en changes
to the order of enumerators or the addition or deletion of enumerators can result in the wrongvalueg being
assigned ¢r default values being assigned improperly. Subsequent indexing can result in invalid accesges and
possibly Unbounded behaviours.

6.6.4 Applicable language Characteristics

This vulndrability description is intended to be applicable to languages with:the following characteristics:

[ ]
—

anguages that permit incomplete mappings between enumerator specification and value ass|gnment, or
that provide a positional-only mapping require additional static analysis tools and annotationq to help
identify the complete mapping of every literal to its valuée.

[}
—

anguages that provide a trivial mapping to a type.such as integer require additional static anglysis tools
tq prevent mixed type errors. They also cannot¢prevent invalid values from being placed into yariables of
sdich enumerator types. For example:

¢num Directions {back, forward, stop};
¢num Directions a = forward, b = stop, ¢ = a + b;

rl this example, c may have ayalue not defined by the enumeration, and any further use as that

ehumeration will lead to efroheous results.
e Some languages provide no enumeration capability, leaving it to the programmer to define named
constants to represént'the values and ranges.

6.6.5 Ayoiding the'vulnerability or mitigating its effects

Software Heveldpers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Uk
or bit maps, and that detect enumeration definition expressions that are incomplete or incorrect. For

as integers

languages with a complete enumeration abstraction this is the compiler.

6.6.6 Implications for standardization

In future standardization activities, the following items should be considered:

e Languages that currently permit arithmetic and logical operations on enumeration types could provide a
mechanism to ban such operations program-wide.
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definitions and initialization expressions could provide a mechanism to enforce such matching.

6.7 Numeric Conversion Errors [FLC]

6.7.1 Description of application vulnerability

Certain cont

aVar

exts in various languages may require exact matches with respect to types [32]:

Oo LOILT

Languages that provide automatic defaults or that do not enforce static matching between enumerator

value
foo(a

Type-conver
values such
distinct but
(for examplg
compatible

Numeric con
original valu
the original
result in alo

Type-conver
bounds-erro

6.7.2 Cro

CWE:

192. Int]
MISRA C 20(
MISRA C++ 2
CERT C guidjg

6.7.3 Mec

Numeric corf

=
ALl t./J_
| + value?2

rgl, arg2, arg3, argl)

14

sion seeks to follow these exact match rules while allowing programmers some-“flexibility in
bs: structurally-equivalent types in a name-equivalent language, types whosg value ranges n
ntersect (for example, subranges), and distinct types with sensible/meaningful correspondin
, integers and floats). Explicit conversions are called type casts. An implicit type-conversion
put not necessarily equivalent types is called type coercion.

versions can lead to a loss of data, if the target representatien.is not capable of representing
e. For example, converting from an integer type to a smaller integer type can result in trunc
alue cannot be represented in the smaller size and converting a floating point to an integer
5s of precision or an out-of-range value.

sion errors can lead to erroneous data being-generated, algorithms that fail to terminate, ar
rs, or arbitrary program execution.

5s reference

pger Coercion Error

4:10.1-10.6, 11.3-11+5, and 12.9

008: 2-13-3, 5-0-3, 5-0-4, 5-0-5, 5-0-6, 5-0-7, 5-0-8, 5-0-9, 5-0-10, 5-2-5, 5-2-9, and 5-3-2
blines: FLP34-C, INT02-C, INT08-C, INT31-C, and INT35-C

hanism of failure

vérsion errors results in data integrity issues, but they may also result in a number of safety

Ising

hay be

g values
between

y the
htion if
can

ay

and

security vulnerabilities.

When the conversion results in no change in representation but a change in value for the new type, this may

result in a value that is not expressible in the new type, or that has a dramatically different order or meaning.

One such situation is the change of sign between the origin and destination (negative -> positive or positive ->

negative), which changes the relative order of members of the two types and could result in memory access

failures if the values are used in address calculations.
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Vulnerabilities typically occur when appropriate range checking is not performed, and unanticipated values are

encountered. These can result in safety issues, for example, when the Ariane 5 launcher failure occurred due to

an improperly handled conversion error resulting in the processor being shutdown [29].

Conversion errors can also result in security issues. An attacker may input a particular numeric value to exploit a

flaw in the program logic. The resulting erroneous value may then be used as an array index, a loop iterator, a

length, a size, state data, or in some other security-critical manner. For example, a truncated integer value may

be used to allocate memory, while the actual length is used to copy information to the newly allocated memory,

resulting in a buffer overflow [30].

Numeric {
In some ¢
execution

ype-conversion errors often lead to undefined states of execution resulting in infinite loops

of arbitrary code. Integer type-conversion errors result in an incorrect value being stored fo

variable im question.

6.7.4 A

This vulne
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pplicable language characteristics

rability description is intended to be applicable to languages with\the following characteristi

gdnguages that perform implicit type-conversion (coercion).

eakly typed languages that do not strictly enforce type-rules.

gnguages that support logical, arithmetic, or circular shifts on integer values.
gdnguages that do not generate exceptions on problématic conversions.

roiding the vulnerability or mitigating its effects
Hevelopers can avoid the vulnerability-ot'mitigate its ill effects in the following ways:

ne first line of defense against intéger vulnerabilities should be range checking, either explici
rough strong typing. All integer values originating from a source that is not trusted should b
r correctness. However, it is difficult to guarantee that multiple input variables cannot be m
cause an error to oceurin some operation somewhere in a program [30].

h alternative or ancillary approach is to protect each operation. However, because of the lan
integer operations that are susceptible to these problems and the number of checks requir
event or détect exceptional conditions, this approach can be prohibitively labor intensive an
implement.
language that generates exceptions on erroneous data conversions might be chosen. Desig

a

br crashes.

hses, integer type-conversion errors can lead to exploitable buffer overflow conditions,resulting in the

I the

Lly or
e validated
hnipulated

ge number
bd to

d expensive

h objects

hd\program flow such that multiple or complex casts are unnecessary. Ensure that any data

[ype casting

that you must use is entirely understood to reduce the plausibility of error in use.

e The use of static analysis can often identify whether or not unacceptable numeric conversions will occur.

Verifiably in-range operations are often preferable to treating out of range values as an error condition because

the handling of these errors has been repeatedly shown to cause denial-of-service problems in actual

applications. Faced with a numeric conversion error, the underlying computer system may do one of two things:

(a) signal some sort of error condition, or (b) produce a numeric value that is within the range of representable

values on that system. The latter semantics may be preferable in some situations in that it allows the computation
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to proceed, thus avoiding a denial-of-service attack. However, it raises the question of what numeric result to
return to the user.

A recent innovation from ISO/IEC TR 24731-1 [13] that has been added to the C standard 9899:2011 [4] is the
definition of the rsize t type for the C programming language. Extremely large object sizes are frequently a
sign that an object’s size was calculated incorrectly. For example, negative numbers appear as very large positive
numbers when converted to an unsigned type like size t.Also, some implementations do not support objects
as large as the maximum value that can be represented by type size t. For these reasons, it is sometimes

beneficial to restrict the range of object sizes to detect programming errors. For implementations targeting
machines W'fh |:rgn address spaces, itis recaommendedthat RST7E MAY ho defined as the smaller of fhe size of

the largest gbject supported or (SIZE MAX >> 1), even if this limit is smaller than the size of some’l bgitimate,
but very large, objects. Implementations targeting machines with small address spaces may wish to.define
RSIZE MAKas SIZE MAX, which means that there is no object size that is considered a runtime-consfraint
violation.

6.7.6 Implications for standardization
In future stahdardization activities, the following items should be considered:

e Languages should consider providing means similar to the ISO/IEC-9899:2011 [4] definition of rqize t
typq for C to restrict object sizes so as to expose programming errors.
e lLanguages should consider making all type-conversions explicit’or at least generating warnings for implicit
conyersions where loss of data might occur.

6.8 String Termination [CJM]

6.8.1 Desgription of application vulnerability

Some programming languages use a terminatign character to indicate the end of a string. Relying on the
occurrence ¢f the string termination character without verification can lead to either exploitation or unekpected
behaviour.

6.8.2 Cross reference

CWE:
170. Improper NullFermination
CERT C guid¢lines:STR03-C, STR31-C, STR32-C, and STR36-C

6.8.3 Medhanism of failure

String termination errors occur when the termination character is solely relied upon to stop processing on the
string and the termination character is not present. Continued processing on the string can cause an error or
potentially be exploited as a buffer overflow. This may occur as a result of a programmer making an assumption
that a string that is passed as input or generated by a library contains a string termination character when it does
not.
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Programmers may forget to allocate space for the string termination character and expect to be able to store an n

length character string in an array that is n characters long. Doing so may work in some instances depending on

what is stored after the array in memory, but it may fail or be exploited at some point.

6.8.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e languages that use a termination character to indicate the end of a string.

e Lgnpuages thatdonotdo boumds thetking Whenm actcessing a string or array.

6.8.5 Ayoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following Ways:
e Dp not rely solely on the string termination character.
e Upe library calls that do not rely on string termination characters such as strncpy instead of

(s

6.8.6 Implications for standardization

In future

6.9 Buffer Boundary Violation (Buffer'‘Overflow) [HCB]

6.9.1D

A buffer Joundary violation arises When, due to unchecked array indexing or unchecked array copying
outside the buffer is accessed. {Usually boundary violations describe the situation where such storage

written.
modified

beyond erher end of the buffer data, accessing before the beginning or beyond the end of the buffer

equally p

6.9.2 CII'OSS reference

CWE:
120.
122.
124,
129.
131.
787.
805.

he standard C library.

E
e Checking bounds when an array or string is accessed.
S

tandardization activities, the following items should be considered:
iminating library calls that make assumptions about(string termination characters.

becifying a string construct that does not need a string termination character.

escription of applicationvulnerability

ssible,.dangerous and maliciously exploitable.

Depending on where the buffer is located, logically unrelated portions of the stack or the hea
maliciously or.unintentionally. Usually, buffer boundary violations are accesses to contiguou

strcpyin

storage
is then

p could be
s memory
Hata is

Buffer copy without Checking Size of Input (‘Classic Buffer Overflow’)
Heap-based Buffer Overflow

Boundary Beginning Violation (‘Buffer Underwrite’)

Unchecked Array Indexing

Incorrect Calculation of Buffer Size

Out-of-bounds Write

Buffer Access with Incorrect Length Value
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JSF AV Rule:

15 and 25

MISRA C 2004: 21.1
MISRA C++ 2008: 5-0-15 to 5-0-18
CERT C guidelines: ARR30-C, ARR32-C, ARR33-C, ARR38-C, MEM35-C and STR31-C

6.9.3 Mechanism of failure

The program statements that cause buffer boundary violations are often difficult to find.

There are s
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e lang

by nfeans of an-index or by pointer?).

erat Rimdsof fattures{imatt tasesanmexception may be raised i theaccessed tocation s outy
ted range of the run-time environment):

hd access will return a value that has no relationship to the intended value, such as, [the valu
her variable or uninitialized storage.

ite access will not result in the intended value being updated and may result in the value of
lated object (that happens to exist at the given storage location) being/modified, including t
ibility of changes in external devices resulting from the memory-location being hardware-mz:
n an array has been allocated storage on the stack an out-of‘bounds write access may modi
nal runtime housekeeping information (for example, a function's return address) which mig
bgram’s control flow.

hadvertent or malicious overwrite of function pointers'that may be in memory, causing then

ters, the run-time will usually store pointerso functions in memory. For example, object m
ct-oriented languages are generally implemented using function pointers in a data structure

e arbitrary code execution; this vulnerability may be used to subvert any security service.
licable language characteristics

bility description is intended to be applicable to languages with the following characteristics:

uages that do net'detect and prevent an array being accessed outside of its declared bound

uages that do not automatically allocate storage when accessing an array element for which
not dlready been allocated.

de of

1

b of

ut-of-bounds read access may be used to obtain information that is intendedito be confidenttial.

hn
he

pped.
[y
ht change

to point

h unexpected location or the attacker's code. Even in applications that do not explicitly use function

pthods in
or

Ctures that are kept in memory. The consequence of a buffer boundary violation can be targeted to

b (either

storage

e lang
has
e lang

uages that provide bounds checking but permit the check to be suppressed.

e languages that allow a copy or move operation without an automatic length check ensuring that source

and target locations are of at least the same size. The destination target can be larger than the source

bein

g copied.

1 Using the physical memory address to access the memory location.
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6.9.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use of implementation-provided functionality to automatically check array element accesses and prevent

out-of-bounds accesses.
e Use of static analysis to verify that all array accesses are within the permitted bounds. Such analysis may
require that source code contain certain kinds of information, such as, that the bounds of all declared

ar

rays be explicitly specified, or that pre- and post-conditions be specified.

o Sa
a

Some guidleline documents recommend only using variables having an unsigned data type‘wheéen index
array, on the basis that an unsigned data type can never be negative. This recommengdation simply co

indexing U
rather thg
index can
reference

nity checks should be performed on all calculated expressions used as an array index or for,pointer

ithmetic.

nderflow to an indexing overflow because the value of the variable will wrap to a large posit

ing an
hverts an

ive value

n a negative one. Also some languages support arrays whose lower bound is greater than z¢ro, so an

be positive and be less than the lower bound. Some languages support zero-sized arrays, sd
to a location within such an array is invalid.

any

In the past the implementation of array bound checking has sometimes incurred what has been consiglered to be

a high rurltime overhead (often because unnecessary checks wer€ performed). It is now practical for 1
to perform sophisticated analysis that significantly reduces the rfuntime overhead (because runtime ch
only madé when it cannot be shown statically that no bound violations can occur).

6.9.6 Implications for standardization

In future

o |3
o |3

o |3
(oF

(]
—

q

W

parameters to ensure that no buffer overrun can occur.

performanceyeasons.
dnguages.that use pointer types should consider specifying a standardized feature for a point

tandardization activities, the following items should be considered:

nguages should provide safe‘depying of arrays as built-in operation.

ranslators
ecks are

nguages should consideronly providing array copy routines in libraries that perform checks jon the

nguages should perform automatic bounds checking on accesses to array elements, unless {
n statically determine that the check is unnecessary. This capability may need to be optiond

ould enable array bounds checking.

he compiler
[ for

er type that

6.10 Unchecked Array Indexing [XYZ]

6.10.1 Description of application vulnerability

Unchecked array indexing occurs when a value is used as an index into an array without checking that it falls

within the acceptable index range.
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6.10.2 Cross reference

CWE:
129. Un

checked Array Indexing

676. Use of Potentially Dangerous Function

JSF AV Rules

:164 and 15

MISRA C 2004: 21.1
MISRA C++ 2008: 5-0-15 to 5-0-18

CERT C guid

lines: ARR30-C_ARR32-C_ARR33-C_and ARR3R-C

Ada Quality

6.10.3 Mg

A single faul
buffer overf
overflows c3
overflows" 3
for any num
consequenc

and Style Guide: 5.5.1, 5.5.2, 7.6.7, and 7.6.8

rchanism of failure

I could allow both an overflow and underflow of the array index. An index overflow exploit might use
ow techniques, but this can often be exploited without having to providet’large inputs." Arrfay index
n also trigger out-of-bounds read operations, or operations on the wrong objects; that is, "buffer

re not always the result. Unchecked array indexing, depending on.itS/instantiation, can be rgsponsible
ber of related issues. Most prominent of these possible flaws.is the buffer overflow conditign, with

ps ranging from denial of service, and data corruption, to arbitrary code execution. The mos

common sityiation leading to unchecked array indexing is the use of loep index variables as buffer indexgs. If the

end conditig
buffer overf
return value
can resultin
values are o
system migh
may be poss

Language im
diagnostic.

notification.
bounds of th
detected by

n for the loop is subject to a flaw, the index can grow, or shrink unbounded, therefore causi

ow or underflow. Another common situation leading to this condition is the use of a functign's

or the resulting value of a calculation directly<as’an index in to a buffer. Unchecked array irjdexing
the corruption of relevant memory and perhaps instructions, lead to the program halting, if|the
Litside of the valid memory area. If the.memory corrupted is data, rather than instructions,
t continue to function with improperwalues. If the corrupted memory can be effectively controlled, it
ible to execute arbitrary code, as‘with a standard buffer overflow.

plementations might or might not statically detect out of bound access and generate a compile-time
de a

lte the
cked and

the impleméntation while the latter is not. The information needed to detect the violation might or

A\t runtime the implementation might or might not detect the out-of-bound access and prov
The notification might be treatable by the program or it might not be. Accesses might viola
e entire array or violate the bounds of a particular index. It is possible that the former is che|

might not b¢ available'depending on the context of use. (For example, passing an array to a subroutine Via a
pointer might deprive the subroutine of information regarding the size of the array.)
Aside from tuulldo bhcbl\;lls, SQUTTTC :OIIBUGSCJ hOVC VVOYJ \Jf rJI Utc\-t;lls GSO;IIJt Uut Uf bUUIIdJ ALl T OoO0TO. cOme

languages automatically extend the bounds of an array to accommodate accesses that might otherwise have been

beyond the bounds. However, this may or may not match the programmer's intent and can mask errors. Some

languages provide for whole array operations that may obviate the need to access individual elements thus

preventing unchecked array accesses.

6.10.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

26
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e Languages that do not automatically bounds check array accesses.
e languages that do not automatically extend the bounds of an array to accommodate array accesses.

6.10.5 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
¢ Include sanity checks to ensure the validity of any values used as index variables.

e The choice could be made to use a language that is not susceptible to these issues.
e When available, use whole array operations whenever possible.

6.10.6 Implications for standardization
In future $tandardization activities, the following items should be considered:

e Languages should consider providing compiler switches or other tools to checkithe size and bqunds of
afrays and their extents that are statically determinable.
e lLanguages should consider providing whole array operations that may'obviate the need to acdess
ndividual elements.

e Languages should consider the capability to generate exceptionsor automatically extend the hounds of
ah array to accommodate accesses that might otherwise have been beyond the bounds.

6.11 Unchecked Array Copying [XYW]

6.11.1 Description of application vulnerability

A buffer dverflow occurs when some number of bytes (or other units of storage) is copied from one bdiffer to
another and the amount being copied is greater-than is allocated for the destination buffer.

6.11.2 Cross reference

CWE:
121. ptack-based Buffer Qverflow

JSF AV Rule: 15

MISRA C 2004: 21.1

MISRA C++ 2008: 5=0~15 to 5-0-18

CERT C gdidelings:*ARR33-C and STR31-C

Ada QuaILi1[y and Style Guide: 7.6.7 and 7.6.8

6.11.3 Mechanism of failure

Many languages and some third party libraries provide functions that efficiently copy the contents of one area of
storage to another area of storage. Most of these libraries do not perform any checks to ensure that the copied
from/to storage area is large enough to accommodate the amount of data being copied.

The arguments to these library functions include the addresses of the contents of the two storage areas and the
number of bytes (or some other measure) to copy. Passing the appropriate combination of incorrect start
addresses or number of bytes to copy makes it possible to read or write outside of the storage allocated to the
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source/desti

nation area. When passed incorrect parameters the library function performs one or more

unchecked array index accesses, as described in 6.10 Unchecked Array Indexing [XYZ].

6.11.4 Applicable language characteristics

This vulnera

6.11.5 Av
Software de

Only
(per

expilessions prior to calling the Standard library function to ensure that no-buffer overrun will oc

Use
t
info

no

post
6.11.6 Im

In future sta

e lang
no b
L)

Lang

6.12 Poin

6.12.1 De

The code pr
for the data
data pointer
defined to b

bility description is intended to be applicable to languages with the following characteristics:

Languages that contain standard library functions for performing bulk copying of storage areas.

The same range of languages having the characteristics listed in 6.10 Unchecked Array Indexing [XYZ].

oiding the vulnerability or mitigating its effects

velopers can avoid the vulnerability or mitigate its ill effects in the following ways:

use library functions that perform checks on the arguments to ensure no buffer overrun c

static analysis to verify that the appropriate library functions are only called with arguments
result in a buffer overrun. Such analysis may require that source ¢ode contain certain kinds
'mation, for example, that the bounds of all declared arrays be explicitly specified, or that pr
-conditions be specified as annotations or language constructs.

plications for standardization
hdardization activities, the following items should be considered:

uages should consider only providinglibraries that perform checks on the parameters to en
uffer overrun can occur.
uages should consider providing-full array assignment.

ter Casting and Pointer Type Changes [HFC]

scription of application vulnerability

pduced for,access via a data or function pointer requires that the type of the pointer is appra
or function being accessed. Otherwise undefined behaviour can occur. Specifically, “access
" is defined to be “fetch or store indirectly through that pointer” and “access via a function
e\{fnvocation indirectly through that pointer.” The detailed requirements for what is meant

a
haps by writing a wrapper for the Standard provided functions). Perform‘checks on the arg\]‘ment

occur

Cur.
that do
f
p- and

ure that

priate
via a
ointer” is
by the

“appropriate” type may vary among languages.

Even if the type of the pointer is appropriate for the access, erroneous pointer operations can still cause a fault.

6.12.2 Cross reference

CWE:

136. Type Errors

188. Re

28

liance on Data/Memory Layout
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es: 182 and 183

MISRA C2004:11.1,11.2,11.3,11.4,and 11.5
MISRA C++ 2008: 5-2-2 to 5-2-9

CERT Cgu
Hatton 13

idelines: INT11-C and EXP36-A
: Pointer casts

Ada Quality and Style Guide: 7.6.7 and 7.6.8

6.12.3 Mechanism of failure

If a pointe
be broker
suitable t
modificat
such as fy
This can n
been mar

6.12.4 Applicable language characteristics

This vulng

O O

6.12.5 Avoiding the vulnerability or mitigating its effects

Software

T
e A
F

[
e O
t6

=

6.12.6 }

In future

r's type is not appropriate for the data or function being accessed, data can be corruptedror

pe definition, large portions of memory can be maliciously or accidentally modified, orread.
on of data objects will generally lead to value faults of the application. Modification of code
nction pointers or internal data structures for the support of object-orientation can affect cd
hake the code susceptible to targeted attacks by causing invocation via a pointer-to-function
ipulated to point to an attacker’s malicious code.

binters (and/or references) can be converted to different pointer types.
binters to functions can be converted to pointers.to data.

Hevelopers can avoid the vulnerability’or mitigate its ill effects in the following ways:

eat the compiler’s pointer-conversion warnings as serious errors.

Hopt programming guidelines (preferably augmented by static analysis) that restrict pointer
br example, consider the rujes itemized above from JSF AV [15], CERT C [11], Hatton [18], or
2].

ther means of assurance might include proofs of correctness, analysis with tools, verification
chniques, or other methods.

mplications for standardization

tandardization activities, the following items should be considered:

24772:2013

privacy can

by inappropriate read or write operation using the indirection provided by the pointervalug¢. With a

Such
elements
ntrol flow.
that has

rability description is intended to be applicable to languages with the following characteristigs:

conversions.
MISRA C

e lLanguages should consider creating a mode that provides a runtime check of the validity of all accessed

objects before the object is read, written or executed.

6.13 Pointer Arithmetic [RVG]

6.13.1 Description of application vulnerability

Using pointer arithmetic incorrectly can result in addressing arbitrary locations, which in turn can cause a program

to behave in unexpected ways.
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6.13.2 Cross reference

JSF AV Rule:

215

MISRA C 2004: 17.1,17.2,17.3,and 17.4
MISRA C++ 2008: 5-0-15 to 5-0-18
CERT C guidelines: EXP08-C

6.13.3 Mechanism of failure

Pointer aritH

Add
Arbi
Add

6.13.4 Ap

This vulnera

Lang

6.13.5 Ay,

Software de

e Avo

Pref

e Limi
6.13.6 Im

[None]

6.14 Null

6.14.1 De

A null-pointe
memory loc

metic used Iincorrectly can produce:

ressing arbitrary memory locations, including buffer underflow and overflow.

krary code execution.

ressing memory outside the range of the program.
plicable language characteristics

bility description is intended to be applicable to languages with the following characteristics:

uages that allow pointer arithmetic.

oiding the vulnerability or mitigating its effects

velopers can avoid the vulnerability or mitigate its.ilt effects in the following ways:

d using pointer arithmetic for accessing anything except composite types.
er indexing for accessing array elements rather than using pointer arithmetic.

I pointer arithmetic calculations to the'addition and subtraction of integers.

plications for standardization

Pointer Dereference [XYH]

scriptionef application vulnerability

br dereference takes place when a pointer with a value of NULL is used as though it pointed
htion,“This is a special case of accessing storage via an invalid pointer.

to a valid

6.14.2 Cross reference

CWE:

476. NULL Pointer Dereference

JSF AV Rule

174

CERT C guidelines: EXP34-C

Ada Quality

30

and Style Guide: 5.4.5
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6.14.3 Mechanism of failure

When a pointer with a value of NULL is used as though it pointed to a valid memory location, then a null-pointer
dereference is said to take place. This can result in a segmentation fault, unhandled exception, or accessing
unanticipated memory locations.

6.14.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

[}
—

anguages that permit the use of pointers and that do not check the validity of the locatioh bging
agcessed prior to the access.

[}
—

anguages that allow the use of a NULL pointer.
6.14.5 Avoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

[ ]
o]

bfore dereferencing a pointer, ensure it is not equal to NULL.
6.14.6 Implications for standardization
In future $tandardization activities, the following items should be considered:

e Allanguage feature that would check a pointer.yvalue for NULL before performing an access should be
considered.

6.15 Dangling Reference to Heap [XYK]

6.15.1 Description of application vulnerability

A dangling reference is a reference to an object whose lifetime has ended due to explicit deallocation pr the stack
frame in which the object resided has been freed due to exiting the dynamic scope. The memory for he object
may be rdused; thereforej.any access through the dangling reference may affect an apparently arbitrafy location
of memoly, corrupting'data or code.

This descliptionseconcerns the former case, dangling references to the heap. The description of dangling
referencep to-stack frames is [DCM]. In many languages references are called pointers; the issues are identical.

A notable special case of using a dangling reference is calling a deallocator, for example, free (), twice onthe
same pointer value. Such a “Double Free” may corrupt internal data structures of the heap administration,
leading to faulty application behaviour (such as infinite loops within the allocator, returning the same memory
repeatedly as the result of distinct subsequent allocations, or deallocating memory legitimately allocated to
another request since the first free () call, to name but a few), or it may have no adverse effects at all.

Memory corruption through the use of a dangling reference is among the most difficult of errors to locate.
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With sufficient knowledge about the heap management scheme (often provided by the OS (Operating System) or
run-time system), use of dangling references is an exploitable vulnerability, since the dangling reference provides

a method with which to read and modify valid data in the designated memory locations after freed memory has

been re-allocated by subsequent allocations.

6.15.2 Cross reference

CWE:

415. Double Free (Note that Double Free (415) is a special case of Use After Free (416))

416. Us
MISRA C 20(
MISRA C++ 2
CERT C guids
Ada Quality

6.15.3 Me

The lifetime
for it. An ob]
its lifetime, 1
object residi
pointer becq
called dangl

The use of d

ranging fronp the corruption of valid data to the execution of arbitrary code, depending on the instantiat

timing of the
of the freed

Ing at this memory location (as does leaving the dynami€ scope of a declared variable). The \

b After Free

4:17.1-6

008: 0-3-1, 7-5-1, 7-5-2, 7-5-3, and 18-4-1
lines: MEMO1-C, MEM30-C, and MEM31.C
and Style Guide: 5.4.5, 7.3.3, and 7.6.6

tchanism of failure

of an object is the portion of program execution during which storage is guaranteed to be rg
ect exists and retains its last-stored value throughout its lifetime. If an object is referred to g
he behaviour is undefined. Explicit deallocation of heap-allocated storage ends the lifetime

mes indeterminate when the object it points to reaches the end of its lifetime. Such pointer|
ng references.

angling references to previously freed memory can have any number of adverse consequendg

deallocation causing all remaining-copies of the reference to become dangling, of the syste
memory, and of the subsequent usage of a dangling reference.

served
utside of
of the
alue of a
5 are

es —
on and
M's reuse

Like memory leaks and errors due to double de-allocation, the use of dangling references has two commpn and
sometimes qverlapping causes:
e An drror condition or other exceptional circumstances that unexpectedly cause an object to becgme
undefined.
e Developer canfusion over which part of the program is responsible for freeing the memory.
If a pointer Yo greviously freed memory is used, it is possible that the referenced memory has been reallgcated.
Therefore, asstgrmentust otigtratpot 3 ofchaneine attre-of-an atecvariable.

This induces unexpected behaviour in the affected program. If the newly allocated data happens to hold a class

description, in an object-oriented language for example, various function pointers may be scattered within the

heap data. If one of these function pointers is overwritten with an address of malicious code, execution of

arbitrary code can be achieved.

6.15.4 Applicable language characteristics

This vulnera

32

bility description is intended to be applicable to languages with the following characteristics:

© I1SO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

e Languages that permit the use of pointers and that permit explicit deallocation by the developer or
provide for alternative means to reallocate memory still pointed to by some pointer value.

e Languages that permit definitions of constructs that can be parameterized without enforcing the
consistency of the use of parameter at compile time.

6.15.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o UFean implementation that checks whether a pointer is used that designates a memory locatjon that has
arready been freed.

o Uke a coding style that does not permit deallocation.
rl complicated error conditions, be sure that clean-up routines respect the state af allocation properly. If
the language is object-oriented, ensure that object destructors delete each chunk of memory pnly once.
hsuring that all pointers are set to NULL once the memory they point to have been freed can be an
effective strategy. The utilization of multiple or complex data structures may lower the usefulness of this

m

sffrategy.
e Upe a static analysis tool that is capable of detecting some situations when a pointer is used after the

sforage it refers to is no longer a pointer to valid memory location.
e Allocating and freeing memory in different modules andlevels of abstraction burdens the programmer

wiith tracking the lifetime of that block of memory. This may cause confusion regarding whenland if a
block of memory has been allocated or freed, leading'to programming defects such as double{free
vlilnerabilities, accessing freed memory, or dereférencing NULL pointers or pointers that are hot
infitialized. To avoid these situations, it is reecommended that memory be allocated and freed at the same

dvel of abstraction, and ideally in the same code module.

6.15.6 Implications for standardization

In future $tandardization activities, the following items should be considered:

mplementations of the free function could tolerate multiple frees on the same reference/poipter or frees

of memory that was-never allocated.
e Language specifiers should design generics in such a way that any attempt to instantiate a generic with
constructs-that do not provide the required capabilities results in a compile-time error.
br properties that cannot be checked at compile time, language specifiers should provide an pssertion
nechanism for checking properties at run-time. It should be possible to inhibit assertion chedking if

(]
-

e fiLiCllLy ib d CUTICCTTT.
e Astorage allocation interface should be provided that will allow the called function to set the pointer
used to NULL after the referenced storage is deallocated.
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6.16 Arithmetic Wrap-around Error [FIF]

6.16.1 De

scription of application vulnerability

Wrap-around errors can occur whenever a value is incremented past the maximum or decremented past the

minimum va

lue representable in its type and, depending upon

whether the type is signed or unsigned,
the specification of the language semantics and/or

e imp

"wraps arou
Multiplicatid

hd" to an unexpected value. This vulnerability is related to 6.17 Using Shift Operations, fer

ementation choices,

n and Division [PIK]?.

6.16.2 Cr

CWE:
128
190
JSF AV Rules
MISRA C 20(
MISRA C++ 2
CERT C guids

6.16.3 Mg

Due to how
representab
common prg
underflow, ¢

Wrap-aroun
for a long tir
bounds violz
code.

It should be

pss reference

Wrap-around Error

Integer Overflow or Wraparound

: 164 and 15

4:10.1t0 10.6,12.8 and 12.11

008: 2-13-3, 5-0-3 to 5-0-10, and 5-19-1
blines: INT30-C, INT32-C, and INT34-C

tchanism of failure

Arithmetic is performed by computers;if a variable’s value is increased past the maximum va
e in its type, the system may fajlte provide an overflow indication to the program. One of t
cessor behaviour is to “wrap“/to a very large negative value, or set a condition flag for overf
r saturate at the largest representable value.

d often generates an-Uhexpected negative value; this unexpected value may cause a loop to
he (because thestermination condition requires a value greater than some positive value) or
tion. A wrap=around can sometimes trigger buffer overflows that can be used to execute ark

noted that the precise consequences of wrap-around differ depending on:

lue
he most
ow or

continue
BN array
itrary

Whether the type is signed or unsigned.
Whether the type is a modulus type.
Whether the type’s range is violated by exceeding the maximum representable value or falling short of

the minimum representable value.

The
Impl

semantics of the language specification.
ementation decisions.

2 This description is derived from Wrap-Around Error [XYY], which appeared in Edition 1 of this international technical report.
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However, in all cases, the resulting problem is that the value yielded by the computation may be unexpected.
6.16.4 Applicable language characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that do not trigger an exception condition when a wrap-around error occurs.

6.16.5 Avoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

. ptermine applicable upper and lower bounds for the range of all variables and use language mechanisms

D
of static analysis to determine that values are confined to the proper range.
A

. halyze the software using static analysis looking for unexpected consequencesief‘arithmetic pperations.

6.16.6 Implications for standardization
In future $tandardization activities, the following items should be considered:
e Language standards developers should consider providing facilities to specify either an error, & saturated

lue, or a modulo result when numeric overflow occurs. Ideally, the selection among these dlternatives
CJ;uId be made by the programmer.

<

6.17 Using Shift Operations for Multiplication and Division [PIK]
6.17.1 Description of application vulnerability

Using shifft operations as a surrogate for multiply or divide may produce an unexpected value when thg sign bit is
changed ¢r when value bits are lost. Thismtlnerability is related to 6.16 Arithmetic Wrap-around Errof [FIF]3.

6.17.2 Cross reference

CWE:

[EE

P8. Wrap-around-Error

=

D0. Integer Overflow or Wraparound

JSF AV Rules: 164 and 15

MISRA C 2004; 101 to 10.6, 12.8 and 12.11

MISRA C++ 2008: 2-13-3, 5-0-3 to 5-0-10, and 5-19-1

st NS AT o LinlTaa -~
CERTC g TUCTITICS. TINTOU=C, TINTOZ=C, dlITU TINTOS=C

6.17.3 Mechanism of failure

Shift operations intended to produce results equivalent to multiplication or division fail to produce correct results
if the shift operation affects the sign bit or shifts significant bits from the value.

3 This description is derived from Wrap-Around Error [XYY], which appeared in Edition 1 of this international technical report.
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Such errors often generate an unexpected negative value; this unexpected value may cause a loop to continue for
a long time (because the termination condition requires a value greater than some positive value) or an array
bounds violation. The error can sometimes trigger buffer overflows that can be used to execute arbitrary code.

6.17.4 Applicable language characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:

e languages that permit logical shift operations on variables of arithmetic type.

6.17.5 Avoiding the vulnerability or mitigating its effects
Software deyelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Det¢rmine applicable upper and lower bounds for the range of all variables and use<language megchanisms
or sfatic analysis to determine that values are confined to the proper range.

e Analyze the software using static analysis looking for unexpected consequences of shift operatiops.

e Avold using shift operations as a surrogate for multiplication and division:~-Most compilers will uge the
corrpct operation in the appropriate fashion when it is applicable.

6.17.6 Implications for standardization
In future stahdardization activities, the following items should be considered:

e Notproviding logical shifting on arithmetic values orflagging it for reviewers.

6.18 Sign|Extension Error [XZI]

6.18.1 Description of application vulnerability
Extending a kigned variable that holds a negative value may produce an incorrect result.
6.18.2 Crpss reference

CWE:
194. Ingorrect Sign Extension

MISRA C++ 3008: 5-0-4

CERT C guid¢lines:INT13-C

. .
6 18 3 Ml chanicm of failaro
. . CCIraAI IS orrammuar

Converting a signed data type to a larger data type or pointer can cause unexpected behaviour due to the
extension of the sign bit. A negative data element that is extended with an unsigned extension algorithm will
produce an incorrect result. For instance, this can occur when a signed character is converted to a type short or a
signed integer (32-bit) is converted to an integer type long (64-bit). Sign extension errors can lead to buffer
overflows and other memory based problems. This can occur unexpectedly when moving software designed and
tested on a 32-bit architecture to a 64-bit architecture computer.
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6.18.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Languages that are weakly typed due to their lack of enforcement of type classifications and interactions.
e lLanguages that explicitly or implicitly allow applying unsigned extension operations to signed entities or
vice-versa.

6.18.5 Avoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

ke a sign extension library, standard function, or appropriate language-specific coding methqds to

U

extend signed values.
Uke static analysis tools to help locate situations in which the conversion of yvariables might hgve
u

hintended consequences.
6.18.6 Implications for standardization
In future $tandardization activities, the following items should be considered:

e Language definitions should define implicit and explicit-cénversions in a way that prevents alt¢ration of
the mathematical value beyond traditional rounding-ules.

6.19 Choice of Clear Names [NAI]

6.19.1 Description of application vulnerability

Humans sometimes choose similar or identical names for objects, types, aggregates of types, subprogfams and
modules.|They tend to use characteristics that are specific to the native language of the software devgloper to
aid in this|effort, such as use of mixed-casing, underscores and periods, or use of plural and singular fgrms to

support the separation of itemswith similar names. Similarly, development conventions sometimes use casing
for differgntiation (for example, all uppercase for constants).

Human cqgnitive prohlems occur when different (but similar) objects, subprograms, types, or constants differ in
name so ljttle that human reviewers are unlikely to distinguish between them, or when the system mgps such
entities tq a single entity.

Conventions suctras the use of tapitatization, and-smgutar/pturatdistinctions may work i smattand medium

projects, but there are a number of significant issues to be considered:

e large projects often have mixed languages and such conventions are often language-specific.

e Many implementations support identifiers that contain international character sets and some language
character sets have different notions of casing and plurality.

e Different word-forms tend to be language and dialect specific, such as a pidgin, and may be meaningless
to humans that speak other dialects.
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An important general issue is the choice of names that differ from each other negligibly (in human terms), for

example by differing by only underscores, (none,

|I1II’ IIOII and

"), plurals ("s"), visually similar characters (such

mnonnon
’

"0"), or underscores/dashes (

as "I" and

). [There is also an issue where identifiers appear distinct to a

human but identical to the computer, such as FOO, Foo, and foo in some computer languages.] Character sets

extended with diacritical marks and non-Latin characters may offer additional problems. Some languages or their

implementations may pay attention to only the first n characters of an identifier.

The problems described above are different from overloading or overriding where the same name is used

intentionally (and documented) to access closely linked sets of subprograms. This is also different than using

reserved nafnes which can lead to a conflict with the reserved use and the use of which may or may not

detected at

Name confu
intended, or
execute som

Although m@st such mistakes are unintentional, it is plausible that such usages ean.be intentional, if mas

surreptitiou
6.19.2 Cr

JSF AV Rules
MISRA C 20(
CERT C guids
Ada Quality

6.19.3 M¢

Calls to the
result in uni

cognition limitations may cause humans to misunderstand, and therefore may be missed in human revie

6.19.4 Ap

This vulnera

Lang
pack

compile time.

Kion can lead to the application executing different code or accessing different objects than {
than the reviewers understood. This can lead to outright errors, or leave inplace code that
etime in the future with unacceptable consequences.

behaviour is a goal.
pss reference

: 48-56

4:1.4

blines: DCLO2-C

hnd Style Guide: 3.2

tchanism of Failure

vrong subprogram or references to the wrong data element (that was missed by human revi
ntended behaviour. Language’processors will not make a mistake in name translation, but h

plicable language characteristics
bility description is intended to be applicable to languages with the following characteristics:

uageswwith relatively flat name spaces will be more susceptible. Systems with modules, clas
ages can use qualification to disambiguate names that originate from different parents.

De

he writer
may

ing

ew) can
iman
WS.

Ses,

Lan

uages that provide preconditions, post conditions, invaritances and assertions or reaundant

coding of

subprogram signatures help to ensure that the subprograms in the module will behave as expected, but

don

othing if different subprograms are called.

differing case, while others do.

6.19.5 Av

oiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

38
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© I1SO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR

24772:2013

e Implementers can create coding standards that provide meaningful guidance on name selection and use.

Good language specific guidelines could eliminate most problems.

e Use static analysis tools to show the target of calls and accesses and to produce alphabetical lists of

names. Human review can then often spot the names that are sorted at an unexpected location or which

look almost identical to an adjacent name in the list.

e Use static tools (often the compiler) to detect declarations that are unused.

e Use languages with a requirement to declare names before use or use available tool or compiler options

to

enforce such a requirement.

6.19.6 Implications for standardization

In future

(]
—

q

6.20 D¢

6.20.1 Description of application vulnerability

A variable
because 4
incomplet

This vulndg

6.20.2 Cross reference

CWE:

563. Unused Variable
MISRA C+H+ 2008: 0-1-4 and 0-1-6

CERT Cg(y
See also §

gnguages that do not require declarations of names should consider providing ah option that
mpose that requirement.

tandardization activities, the following items should be considered:

ad Store [WXQ]

's value is assigned but never subsequently used, eith€rbecause the variable is not referenc
second value is assigned before the first is used. This‘may suggest that the design has been
ely or inaccurately implemented, for example, avalue has been created and then ‘“forgotten

rability is very similar to 6.21 Unused Varidable [YZS].

idelines: MSC13-C
.21 Unused Variable [YZS]

6.20.3 Mechanism of failure

A variable

as a dead

is.assigned a value but this is never subsequently used. Such an assignment is then generall

does

bd again, or

about’.

referred to

stare

A dead store may be indicative of careless programming or of a design or coding error; as either the use of the

value was forgotten (almost certainly an error) or the assignment was performed even though it was not needed
(at best inefficient). Dead stores may also arise as the result of mistyping the name of a variable, if the mistyped

name matches the name of a variable in an enclosing scope.

There are legitimate uses for apparent dead stores. For example, the value of the variable might be intended to
be read by another execution thread or an external device. In such cases, though, the variable should be marked

© ISO/IEC 2013 — All rights reserved

39


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 2

4772:2013

as volatile. Common compiler optimization techniques will remove apparent dead stores if the variables are not

marked as volatile, hence causing incorrect execution.

A dead store

is justifiable if, for example:

keep the generation process simple and uniform.

assigned a value.

6.20.4 Ap

This vulnera

Any
6.20.5 Ay

Software de

Use
thern
If va
vola
Avo

6.20.6 Im

In future sta
[ ]

Lang

6.21 Unu

6.21.1 De

An unused V]
that the des

bility description is intended to be applicable to languages with the following characteristics

oiding the vulnerability or mitigating its effects

e

hdardization activities, the following items should be considered:

plicable language characteristics

programming language that provides assignment.

velopers can avoid the vulnerability or mitigate its ill effects in the'\following ways:

static analysis to identify any dead stores in the program, and ensure that there is a justificaf
n.
iables are intended to be accessed by other execution threads or external devices, mark the

d declaring variables of compatible types in nested scopes with similar names.

plications for standardization

uages should consider providing optional warning messages for dead store.
sed Variable [YZS]

scription-of application vulnerability

ariable-isone that is declared but neither read nor written in the program. This type of error
gn’has been incompletely or inaccurately implemented.

The code has been automatically generated, where it is commonplace to find dead stores introduced to

The code is initializing a sparse data set, where all members are cleared, and then selected values

ion for

m as

suggests

Unused variables by themselves are innocuous, but they may provide memory space that attackers could use in

combination with other techniques.

This vulnera

bility is similar to 6.20 Dead Store [WXQ] if the variable is initialized but never used.

6.21.2 Cross reference

CWE:
563. Un

40
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idelines: MSC13-C

See also 6.20 Dead Store [WXQ]

6.21.3 Mechanism of failure

24772:2013

A variable is declared, but never used. The existence of an unused variable may indicate a design or coding error.

Because compilers routinely diagnose unused local variables, their presence may be an indication that compiler

warnings

While unt
exploit ot

6.21.4 Applicable language characteristics

This vulne

[}
—

q

6.21.5 Avoiding the vulnerability or mitigating its effects

Software

[}
m

6.21.6}

In future

o L3
6.221d
6.22.11

When dis
operate 0

gdnguages that provide variable declarations.

Te either suppressed or are bemgignored:

sed variables are innocuous, they may provide available memory space to be used by,attaclers to

her vulnerabilities.

rability description is intended to be applicable to languages with the-following characteristi

Hevelopers can avoid the vulnerability or mitigate its\ilVeffects in the following ways:
hable detection of unused variables in the compiler.

mplications for standardization

tandardization activities, the following items should be considered:

nguages should consider requiring mandatory diagnostics for unused variables.

entifier Name Reuse [YOW]

Description of application vulnerability

inct entities are defined in nested scopes using the same name it is possible that program lo
n an.entity other than the one intended.

CS:

gic will

When it i

not clearwhich identifier is used the nrogram could behave inwavs that were not nredicte
T ol ¥ P

by reading

the source code. This can be found by testing, but circumstances can arise (such as the values of the same-named

objects being mostly the same) where harmful consequences occur. This weakness can also lead to vulnerabilities

such as hidden channels where humans believe that important objects are being rewritten or overwritten when in

fact other objects are being manipulated.

For example, the innermost definition is deleted from the source, the program will continue to compile without a

diagnostic being issued (but execution can produce unexpected results).
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6.22.2 Cross reference

JSF AV Rules

:120 and 135-9

MISRA C 2004:5.2,5.5, 5.6, 5.7, 20.1, 20.2

MISRA C++ 2008: 2-10-2, 2-10-3, 2-10-4, 2-10-5, 2-10-6, 17-0-1, 17-0-2, and 17-0-3
CERT C guidelines: DCLO1-C and DCL32-C

Ada Quality and Style Guide: 5.6.1 and 5.7.1

6.22.3 Mechanism of failure

Many languz:
mechanism

For instance

int s
{
in
in

}

an identifier

If either the
source is md
the definitio
diagnostic tq

is deleted byt the reference to it in thesnested scope is not deleted, then no diagnostic will be issued (be

reference re

In some casq
whose comr]
example, in

exter
exter

ges support the concept of scope. One of the ideas behind the concept of scope is to provid
For the independent definition of identifiers that may share the same name.

in the following code fragment:

bme_ var;

L €t var;

L some var; /* definition in nested scope *(/

yaxr
ne var

3;
= 2;

called some var has been defined in different'scopes.

definition of some var or t var that 6ccurs in the nested scope is deleted (for example,
dified) it is necessary to delete all otherreferences to the identifier’s scope. If a developer ¢
h of t var but fails to delete the statement that references it, then most languages require
be issued (such as reference toundefined variable). However, if the nested definition of s

solves to the definition.in‘the outer scope).

s non-unique identifiers in the same scope can also be introduced through the use of identit
non substringexceeds the length of characters the implementation considers to be distinct.
the following-code fragment:

N iptiglobal symbol definition lookup table a[l100];
n.nt global symbol definition lookup table b[100];

ea

When the
eletes

a
me_var
Cause the

iers
For

the external identifiers are not unique on implementations where only the first 31 characters are significant. This

situation only occurs in languages that allow multiple declarations of the same identifier (other languages require

a diagnostic

message to be issued).

A related problem exists in languages that allow overloading or overriding of keywords or standard library

function identifiers. Such overloading can lead to confusion about which entity is intended to be referenced.
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Definitions for new identifiers should not use a name that is already visible within the scope containing the new
definition. Alternately, utilize language-specific facilities that check for and prevent inadvertent overloading of

names should be used.
6.22.4 Applicable language characteristics
This vulnerability is intended to be applicable to languages with the following characteristics:

e languages that allow the same name to be used for identifiers defined in nested scopes.

o Llnguages WRHEre unique names can be transtormed INto NoN-unique Names as part of the nofmal tool
chain.

6.22.5 Avoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the followihgways:

hsure that a definition of an entity does not occur in a scope where adifferent entity with thg same
hme is accessible and can be used in the same context. A language=$pecific project coding cgnvention
c3dn be used to ensure that such errors are detectable with static'analysis.
hsure that a definition of an entity does not occur in a scope Where a different entity with thg same

hme is accessible and has a type that permits it to occur jnat least one context where the fir$t entity can

[ ]
> m

E

n

ofcur.
e Upe language features, if any, which explicitly mark.definitions of entities that are intended to|hide other
definitions.

Develop or use tools that identify name collisions or reuse when truncated versions of names fause
conflicts.
e Ensure that all identifiers differ withinsthe number of characters considered to be significant by the
mplementations that are likely to\be used, and document all assumptions.

6.22.6 Implications for standardization
In future $tandardization activities, the following items should be considered:

e lLanguages shauld‘require mandatory diagnostics for variables with the same name in nested 4copes.
e lLanguagesshiould require mandatory diagnostics for variable names that exceed the length thiat the
mplementation considers unique.
e Languages should consider requiring mandatory diagnostics for overloading or overriding of keywords or

standard library tunction identitiers.

6.23 Namespace Issues [B]JL]

6.23.1 Description of Application Vulnerability

If a language provides separate, non-hierarchical namespaces, a user-controlled ordering of namespaces, and a
means to make names declared in these name spaces directly visible to an application, the potential of
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unintentional and possible disastrous change in application behaviour can arise, when names are added to a

namespace during maintenance.

Namespaces include constructs like packages, modules, libraries, classes or any other means of grouping

declarations

for import into other program units.

6.23.2 Cross references

MISRA C++ 2008: 7-3-1, 7-3-3, 7-3-5, 14-5-1, and 16-0-2

6.23.3 M

The failure i
provides the
no obvious i

usage, for amp example.

Use N1, N2;
. X
The semanti

Later, during
recompilatig
example.

Some langug
among nam
of the use of
program chg
of N1 would

It does not n
example is

If a languagg
extended to

pchanism of Failure

best illustrated by an example. Namespace N1 provides the name A but not B; Namespace
name B but not A. The application wishes to use A from N1 and B from N2. At'this point, t
ksues. The application chooses (or needs to) import the namespaces to obtain-names for dir

— presumed to make all names in N1 and N2 directly visible

A +

B;
cs of the above example are intuitive and unambiguous.

maintenance, the name B is added to N1. The change to the namespace usually implies a

ges try to disambiguate the above sitiation by stating preference rules in case of such ambi
bs provided by different name spaces. If, in the above example, N1 is preferred over N2, the
B changes silently, presuming.that no typing error arises. Consequently the semantics of th
nge silently and assuredly-uhintentionally, since the implementer of N1 cannot assume that
prefer to take any declaration of B from N1 rather than its previous namespace.

hatter what the preference rules actually are, as long as the namespaces are mutable. The a
asily extended by adding A to N2 to show a symmetric error situation for a different precede

supports-overloading of subprograms, the notion of “same name” used in the above examp
mean not only the same name, but also the same signature of the subprogram. For vulnera

N2
nere are
pct

n of dependent units. At this point, two declarations of B are applicable for the use of B in the above

b Uity
meaning
e

all users

bove
nce rule.

leis
bilities

associated W

ith'overloading and overriding, see 6.22 Identifier Name Reuse [YOW]. In the context of nan

nespaces,

however, adding signature matching to the name binding process, merely extends the described problem from

simple names to full signatures, but does not alter the mechanism or quality of the described vulnerability. In

particular, overloading does not introduce more ambiguity for binding to declarations in different name spaces.

This vulnerability not only creates unintentional errors. It also can be exploited maliciously, if the source of the

application and of the namespaces is known to the aggressor and one of the namespaces is mutable by the

attacker.
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6.23.4 Applicable Language Characteristics

The vulnerability is applicable to languages with the following characteristics:

e lLanguages that support non-hierarchical separate name-spaces, have means to import all names of a
namespace “wholesale” for direct use, and have preference rules to choose among multiple imported
direct homographs. All three conditions need to be satisfied for the vulnerability to arise.

6.23.5 Avoiding the Vulnerability or Mitigating its Effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Ayoiding “wholesale” import directives
e Uping only selective “single name” import directives or using fully qualified namgs\(in both cades,
p

ovided that the language offers the respective capabilities)
6.23.6 Implications for Standardization
In future $tandardization activities, the following items should be considéred:

e Languages should not have preference rules among mutable,namespaces. Ambiguities should|be invalid
and avoidable by the user, for example, by using names.gualified by their originating namespdce.

6.24 Injtialization of Variables [LAV]
6.24.1 Description of application vulnerability

Reading g variable that has not been assigned.advalue appropriate to its type can cause unpredictable pxecution in
the block[that uses the value of the variable; and has the potential to export bad values to callers, or chuse out-of-
bounds memory accesses.

Uninitialifed variable usage is frequently not detected until after testing and often when the code in question is
delivered|and in use, becauseshappenstance will provide variables with adequate values (such as defaylt data
settings of accidental leftrover values) until some other change exposes the defect.

Variables[that are declared during module construction (by a class constructor, instantiation, or elaboration) may
have alteffnate paths that can read values before they are set. This can happen in straight sequential dode but is
more preyalent when concurrency or co-routines are present, with the same impacts described above.

Another vulnerability occurs when compound objects are initialized incompletely, as can happen when objects
are incrementally built, or fields are added under maintenance.

When possible and supported by the language, whole-structure initialization is preferable to field-by-field
initialization statements, and named association is preferable to positional, as it facilitates human review and is
less susceptible to failures under maintenance. For classes, the declaration and initialization may occur in
separate modules. In such cases it must be possible to show that every field that needs an initial value receives
that value, and to document ones that do not require initial values.
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6.24.2 Cross reference

CWE:

457. Use of Uninitialized Variable

JSF AV Rules

: 71, 143, and 147

MISRA C 2004: 9.1, 9.2, and 9.3
MISRA C++ 2008: 8-5-1
CERT C guidelines: DCL14-C and EXP33-C

Ada Quality

nd Q’r\/lp Guide:- 596

6.24.3 M¢

Uninitialized
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behaviour.

Uninitialized
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6.24.5 Av
Software de

The
care

tchanism of failure

cause unbounded branches in conditionals or unbounded loop executions, or'could simply ¢
ations and results.

ecial case of pointers or access types. When such a type contains ndllvalues, a bound violati
ception can result. When such a type contains plausible but meanihgless values, random da
hn collect erroneous data or can destroy data that is in use by-another part of the program;

s an access to a subprogram with a plausible (but wrong) yalue, then either a bad instruction
I a transfer to an unknown code fragment can occur,~All of these scenarios can result in und

variables are difficult to identify and use for.attackers, but can be arbitrarily dangerous in sg

plicable language characteristics

bility description is intended to-be applicable to languages with the following characteristics:
uages that permit variablés to be read before they are assigned.

oiding the vulnerability or mitigating its effects

velopers cap-avoid the vulnerability or mitigate its ill effects in the following ways:

cenetal problem of showing that all objects are initialized is intractable; hence developers m

fully/structure programs to show that all variables are set before first read on every path thr

objects may have invalid values, valid but wrong values, or valid and dangerous\values. Wrong

ause

pn and
[ta reads
vhen
trap
efined

fety

ust

bughout

the subprogram. Where objects are visible from many modules, it is difficult to determine where the first

read occurs, and identify a module that must set the value before that read. When concurrency,

interrupts and coroutines are present, it becomes especially imperative to identify where early

initialization occurs and to show that the correct order is set via program structure, not by timing, OS

precedence, or chance.

The simplest method is to initialize each object at elaboration time, or immediately after subprogram

execution commences and before any branches. If the subprogram must commence with conditional

statements, then the programmer is responsible to show that every variable declared and not initialized
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earlier is initialized on each branch. However, the initial value must be a sensible value for the logic of the

program. So-called "junk initialization", for example, setting every variable to zero, prevents the use of

tools to detect otherwise uninitialized variables.

Applications can consider defining or reserving fields or portions of the object to only be set when fully

initialized. However, this approach has the effect of setting the variable to possibly mistaken values while

defeating the use of static analysis to find the uninitialized variables.

It should be possible to use static analysis tools to show that all objects are set before use in certain

specific cases, but as the general problem is intractable, programmers should keep initialization

algotrithmssimptesothattheycanbeanatyzed————————————————————————————————————

W
st

In future

wn

g

— o

q

e

—

q

6.25 Of
6.25.11

hen declaring and initializing the object together, if the language does not require that the-g
atically verify that the declarative structure and the initialization structure match, usg|static

ols to help detect any mismatches.

hen setting compound objects, if the language provides mechanisms to set allleomponents {
ose in preference to a sequence of initializations as this helps coverage amalysis; otherwise |
brform such coverage analysis and document the initialization. Do not perform partial initial
hless there is no choice, and document any deviations from 100% iditialization.

here default assignments of multiple components are performgd,\explicit declaration of the
hmes and/or ranges helps static analysis and identification of.component changes during ma
bme languages have named assignments that can be used®o build reviewable assignment st
at can be analyzed by the language processor for completeness. Languages with positional

hly can use comments and secondary tools to help show correct assignment.

mplications for standardization

tandardization activities, the following:items should be considered:

bme languages have ways to detérmine if modules and regions are elaborated and initialized
ise exceptions if this does not occur. Languages that do not could consider adding such cap
nguages could consider Setting aside fields in all objects to identify if initialization has occur
pecially for security and‘safety domains.

gdnguages that do_not support whole-object initialization could consider adding this capability.

erator Precedence/Order of Evaluation [JCW]

Deseription of application vulnerability

ompiler
pnalysis

ogether, use
se tools that
zations

component
ntenance.
uctures
hotation

and to
hbilities.
ed,

Each lang
operators

Odge provides Tutes of precedence and associativity, foreachexpression thatoperands bimd

. These rules are also known as “grouping” or “binding”.

o which

Experience and experimental evidence shows that developers can have incorrect beliefs about the relative

precedence of many binary operators. See, Developer beliefs about binary operator precedence. C Vu, 18(4):14-

21, Augus

t 2006

6.25.2 Cross reference

JSF AV Ru

les: 204 and 213
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MISRA C2004:12.1,12.2,12.5,12.6,13.2,19.10, 19.12, and 19.13
MISRA C++ 2008: 4-5-1, 4-5-2, 4-5-3, 5-0-1, 5-0-2, 5-2-1, 5-3-1, 16-0-6, 16-3-1, and 16-3-2
CERT C guidelines: EXP0O0O-C

Ada Quality

and Style Guide: 7.1.8 and 7.1.9

6.25.3 Mechanism of failure

In C and C++, the bitwise operators (bitwise logical and bitwise shift) are sometimes thought of by the

programmer having similar precedence to arithmetic operations, so just as one might correctly write “x - 1 ==

0” (“x minu
anded-with

as “computs

constant) ze

Examples frq
absence of g

produce “a

6.25.4 Ap

This vulnera

rem

6.25.5 Av
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item
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Bres
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| is equal to zero”, whereas the operator precedence rules of C and C++ actually bind the ex
1==0, producing ‘false’ interpreted as zero, then bitwise-and the result with x”, producing
o, contrary to the programmer’s intent.

m an opposite extreme can be found in programs written in APL, which s hoteworthy for th
ny distinctions of precedence. One commonly made mistake is to write “a * b + c”, inte

plicable language characteristics

bility description is intended to be applicable to languages with the following characteristics

uages whose precedence and associativity rules<are sufficiently complex that developers do
ember them.

oiding the vulnerability or mitigating its effects

velopers can avoid the vulnerability or mitigate its ill effects in the following ways:

bt programming guidelines\(preferably augmented by static analysis). For example, consider
ized above from JSF AV.[15], CERT C [11] or MISRA C [12].
parentheses around:binary operator combinations that are known to be a source of error (fq
nple, mixed arithmetic/bitwise and bitwise/relational operator combinations).

k up complextexpressions and use temporary variables to make the order clearer.

plications for standardization

imes b plus ¢”, whereas APL’s uniform right-to-left associativity preduces “b plus c, times 4".

b one is equal to zero”), a programmer might erroneously write “x & 1 == 0”, mentally t}iuinking “x

bression

(a

e
ending to

”

not

the rules

r\dardization activities, the following items should be considered:

Language definitions should avoid providing precedence or a particular associativity for operators that are

not typically ordered with respect to one another in arithmetic, and instead require full parenthesization

to avoid misinterpretation.
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6.26 Side-effects and Order of Evaluation [SAM]

6.26.1 Description of application vulnerability

Some programming languages allow subexpressions to cause side-effects (such as assignment, increment, or
decrement). For example, some programming languages permit such side-effects, and if, within one expression
(suchas “i = v[i++]"), two or more side-effects modify the same object, undefined behaviour results.

Some languages allow subexpressions to be evaluated in an unspecified ordering, or even removed during

optimizat|on. If these subexpressions contain side-effects, then the value of the full expression cansbg dependent
upon the prder of evaluation. Furthermore, the objects that are modified by the side-effects camrecejve values
that are dependent upon the order of evaluation.

If a progrgm contains these unspecified or undefined behaviours, testing the program ahd'seeing that|it yields the
expected results may give the false impression that the expression will always yieldthe"expected result.

6.26.2 Cross reference

JSF AV Rules: 157, 158, 166, 204, 204.1, and 213
MISRA C 2004: 12.1-12.5

MISRA C++ 2008: 5-0-1

CERT C gdidelines: EXP10-C, EXP30-C

Ada Quality and Style Guide: 7.1.8 and 7.1.9

6.26.3 Mechanism of failure

When suhexpressions with side effects are usedwithin an expression, the unspecified order of evaluation can
result in 4 program producing different results on different platforms, or even at different times on thg same
platform.| For example, consider

a =|f(b) + g(b);

where f gnd g both modifylb) If £ (b) is evaluated first, then the b used as a parameter to g (b) majy be a
different yalue than if gn(I0Y is performed first. Likewise, if g (b) is performed first, £ (lb) may be called with a
different value of b.

Other examples of unspecified order, or even undefined behaviour, can be manifested, such as

L AY !
TL/ T T

a =LF ——s
or
ali++] = b[i++];

Parentheses around expressions can assist in removing ambiguity about grouping, but the issues regarding side-
effects and order of evaluation are not changed by the presence of parentheses; consider

Jo= 144+ * di44;
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where even if parentheses are placed around the i++ subexpressions, undefined behaviour still remains. (All
examples use the syntax of C or Java for brevity; the effects can be created in any language that allows functions
with side-effects in the places where C allows the increment operations.)

The unpredictable nature of the calculation means that the program cannot be tested adequately to any degree
of confidence. A knowledgeable attacker can take advantage of this characteristic to manipulate data values
triggering execution that was not anticipated by the developer.

6.26.4 Applicable language characteristics

This vulnerapility description is intended to be applicable to languages with the following characteristics

Languages that permit expressions to contain subexpressions with side effects.

Languages whose subexpressions are computed in an unspecified ordering.

6.26.5 Avpiding the vulnerability or mitigating its effects

Software deyelopers can avoid the vulnerability or mitigate its ill effects in the-fgllowing ways:

Malde use of one or more programming guidelines which (a) prohibit these unspecified or undefiped
beh

clau

hviours, and (b) can be enforced by static analysis. (See JSF)AV and MISRA rules in Cross refe
e [SAM])
h expressions simple. Complicated code is prone.toerror and difficult to maintain.

Fence

Kee

6.26.6 Implications for standardization

In future stapdardization activities, the following items should be considered:

Ind
miti

. bveloping new or revised languages, give consideration to language features that will elimindte or

bate this vulnerability, such.as pure functions.

6.27 Likelly Incorrect Expression [KOA]

6.27.1 Description of@application vulnerability

Certain expr
not contrary
effectively is
an if expre

essions are‘symptomatic of what is likely to be a mistake made by the programmer. The sta
to theslanguage standard, but is unlikely to be intended. The statement may have no effect
a‘aull’ statement or may introduce an unintended side-effect. A common example is the us¢

ement is
and
b of =in

ssion in C where the programmer meant to do an equality test using the == operator. Uther

easily

confused operators in C are the logical operators such as & & for the bitwise operator &, or vice versa. It is valid

and possible that the programmer intended to do an assignment within the i £ expression, but due to this being a

common error, a programmer doing so would be using a poor programming practice. A less likely occurrence, but

still possible is the substitution of == for = in what is supposed to be an assignment statement, but which

effectively becomes a null statement. These mistakes may survive testing only to manifest themselves in

deployed co
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de where they may be maliciously exploited.
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6.27.2 Cross reference

CWE:

480. Use of Incorrect Operator

481. Assigning instead of Comparing

482. Comparing instead of Assigning

570. Expression is Always False

571. Expression is Always True
JSF AV Rules: 160 and 166
MISRA C 2004:12.3,12.4,12.13,13.1, 13.7,and 14.2
MISRA C++2008: 0-1-9, 5-0-1, 6-2-1, and 6-5-2
CERT C gdidelines: MSC02-C and MSC03-C

6.27.3 Mechanism of failure

Some of the failures are simply a case of programmer carelessness. Substitution of = instead of == inja Boolean
test is eagy to do and most C and C++ programmers have made this mistake.at.one time or another. Qther
instances|can be the result of intricacies of the language definition that specifies what part of an exprgssion must
be evaluafed. For instance, having an assignment expression in a Boolean statement is likely making gn
assumptign that the complete expression will be executed in all eases. However, this is not always the case as
sometimgs the truth-value of the Boolean expression can be determined after only executing some pqrtion of the
expressioh. For instance:

if ((a == Db) |l (c = (d-1)))

Should (a==b) be determined to be true, then there is no need for the subexpression (c=(d-1)) to be
executed fand as such, the assignment (c= (d=¥) ) will not occur.

Embeddinjg expressions in other expressions can yield unexpected results. Increment and decrement pperators
(++ and H-) can also yield unexpected results when mixed into a complex expression.

Incorrectly calculated results €anh lead to a wide variety of erroneous program execution
6.27.4 Applicable language characteristics
This vulngrability.description is intended to be applicable to languages with the following characteristifgs:

o Alllanguages are susceptible to likely incorrect expressions.

6.27.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Simplify expressions.

e Do not use assignment expressions as function parameters. Sometimes the assignment may not be
executed as expected. Instead, perform the assignment before the function call.

e Do not perform assignments within a Boolean expression. This is likely unintended, but if it is not, then
move the assignment outside of the Boolean expression for clarity and robustness.
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flow to change. These should be annotated through comments and made obvious that they are
intentionally no-ops with a stated reason. If possible, such reliance on null statements should be avoided.
In general, except for those rare instances, all statements should either have a side effect or cause control
flow to change.

6.27.6 Implications for standardization

In future sta

ndardization activities, the following items should be considered:

On some rare occasions, some statements intentionally do not have side effects and do not cause control

Lang
stat
thos
the
Lang
Lang
Lang

:,of

Java

6.28 Dea

6.28.1 De

Dead and Dg
there is no ¢

Dead and Dg
security issu
dead code if

Also covered

Dead and Dg
by [YZS].

1 and Deactivated Code [XYQ]

pll path that leads to it (for example, asfunction that is never called), or the path is semantica
infeasible (for example, its execution depends.on the state of a conditional that can never be achieved).

e

0SS reference

uages should consider providing warnings for statements that are unlikely to be right sucha
bments without side effects. A null (no-op) statement may need to be added to the languag

anguage will reduce confusion as to why a statement with no side effects is présent in code.
uages should consider not allowing assignments used as function parameters.
uages should consider not allowing assignments within a Boolean expression.
uage definitions should avoid situations where easily confused symbeols (such as = and ==, g

!=and /=) are valid in the same context. For example, = is ndt generally valid in an i f sta
because it does not normally return a boolean value.

scription of application vulnerability

activated code is code that exists in the executable, but which can never be executed, eithe

activated code may be undesirable because it may indicate the possibility of a coding error.
is also possible if a “jumpJtarget” is injected. Many safety standards prohibit dead code be
not traceable to a requirement.

in this vulnerability is code which is believed to be dead, but which is inadvertently execute

activated-code is considered separately from the description of Unused Variable, which is p

6.28.2 Cr

S
p for

e rare instances where an intentional null statement is needed. Having a null statement as part of

r ; and
ement in

 because
y

A
cause

[oN

ovided

CWE:

561. Dead Code
570. Expression is Always False

571. Expression is Always True

JSF AV Rules:

127 and 186

MISRA C 2004: 2.4 and 14.1

MISRA C++ 2
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008: 0-1-1 to 0-1-10, 2-7-2, and 2-7-3
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DO-178B defines Dead and Deactivated code as:
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e Dead code — Executable object code (or data) which cannot be executed (code) or used (data) in an
operational configuration of the target computer environment and is not traceable to a system or

S(

[ ]
o o O

S
e

Dead cod
path to th
semanticd

fun bis

Compilers
programn

The prese
example:

D
C
e D
C
C

o (C

pactivated code — Executable object code (or data) which by design is either (a) not interided

i1nteger i = 0;
1f (1 == 0)

ode is-Still accepted by the language translator to reduce opportunities for errors whenitis r

£ H 4
Iwdarc TcyuirT<iimciie.

ecuted (code) or used (data), for example, a part of a previously developed software ¢ompg
only executed (code) or used (data) in certain configurations of the target computer’environ
ample, code that is enabled by a hardware pin selection or software programimed options.

b is code that exists in an application, but which can never be executed €ither because there
e code (for example, a function that is never called) or because the execution path to the co

lly infeasible, as in

then fun al();
else fun b();

dead code, as only fun_a can ever be executed.

that optimize sometimes generate andithen remove dead code, including code placed therg
her. The deadness of code can also.depend on the linking of separately compiled modules.

nce of dead code is not in itself-an error. There may also be legitimate reasons for its preser

pfensive code, only executed as the result of a hardware failure.
pbde that is part of a-library not required in this application.
agnostic code\not executed in the operational environment.

bde‘that is made available so that it can be executed manually via a debugger

to be
nent, or (b)
ment, for

is no call
He is

by the

ce, for

pde thatdsstemporarily deactivated but may be needed soon. This may occur as a way to make sure the

bactivated.

Such code may be referred to as “deactivated”. That is, dead code that is there by intent.

There is a secondary consideration for dead code in languages that permit overloading of functions and other
constructs that use complex name resolution strategies. The developer may believe that some code is not going
to be used (deactivated), but its existence in the program means that it appears in the namespace, and may be
selected as the best match for some use that was intended to be of an overloading function. That is, although the
developer believes it is never going to be used, in practice it is used in preference to the intended function.
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However, it may be the case that because of some other error, the code is rendered unreachable. Therefore, any
dead code should be reviewed and documented.

6.28.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e languages that allow code to exist in the executable that can never be executed.

6.28.5 Avoiding the vulnerability or mitigating itseffects
Software deyelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Theldeveloper should endeavor to remove dead code from an application unless its/presence sefves a
purgose.

e When a developer identifies code that is dead because a conditional consistently evaluates to thp same
valu, this could be indicative of an earlier bug or it could be indicative ofsinadequate path coverpge in the
test|regimen. Additional investigation may be needed to ascertain whythe same value is occurring.

e Theldeveloper should identify any dead code in the application, and.provide a justification (if only to
themselves) as to why it is there.

e Theldeveloper should also ensure that any code that was expected to be unused is actually documented
as dpad code.

o Theldeveloper should apply standard branch coverage.measurement tools and ensure by 100% doverage
that|all branches are neither dead nor deactivated.

e Theldeveloper should use analysis tools to identify unreachable code.

6.28.6 Implications for standardization
[None]

6.29 Switch Statements and Static Analysis [CLL]

6.29.1 Description of application vulnerability

Many programming lafguages provide a construct, such as a C-like switch statement, that chooses amlong
multiple altgrnative:eontrol flows based upon the evaluated result of an expression. The use of such constructs
may introduceapplication vulnerabilities if not all possible cases appear within the switch or if control

unexpectediy-fHowsfrom-one-alternative to-another
6.29.2 Cross reference

JSF AV Rules: 148, 193, 194, 195, and 196
MISRA C 2004: 15.2, 15.3, and 15.5

MISRA C++ 2008: 6-4-3, 6-4-5, 6-4-6, and 6-4-8
CERT C guidelines: MSC01-C

Ada Quality and Style Guide: 5.6.1 and 5.6.10

54 © ISO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

6.29.3 Mechanism of failure

The fundamental challenge when using a switch statement is to make sure that all possible cases are, in fact,
treated correctly.

6.29.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

. L . ' . ' . . ong
aIernative control flows based on the evaluation of an expression.

anguages that do not require full coverage of a switch statement.
anguages that provide a default case (choice) in a switch statement.

L] [ ]
-

6.29.5 Avoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

[ ]
o]

hse the switch choice upon the value of an expression that has a-small number of potential vplues that
cdn be statically enumerated. In languages that provide them, a.variable of an enumerated type is to be
pteferred because a possible set of values is known statically:ahd is small in number (as compared, for
example, to the value set of an integer variable). Where/it is’practical to statically enumerate the
s\yitched type, it is preferable to omit the default case; because the static analysis is simplified and
because maintainers can better understand the intent of the original programmer. When ong must
sWitch based upon the value of an instance of semge other type, it is necessary to have a defaut case,
pteferably to be regarded as a serious error cendition.
Ayoid “flowing through” from one case to another. Even if correctly implemented, it is difficult for
rgviewers and maintainers to distinguisi-whether the construct was intended or is an error oflomission?.
In cases where flow-through is necessary and intended, an explicitly coded branch may be preferable to
clearly mark the intent. Providing.eeamments regarding intention can be helpful to reviewers gnd
maintainers.
e Perform static analysis to determine if all cases are, in fact, covered by the code. (Note that the use of a
default case can hamper the effectiveness of static analysis since the tool cannot determine iflomitted
alternatives were or-were not intended for default treatment.)
e Other means of nditigation include manual review, bounds testing, tool analysis, verification tdchniques,
and proofs of correctness.

6.29.6 Implications for standardization

In future $tandardization activities, the following items should be considered:

e Language specifications could require compilers to ensure that a complete set of alternatives is provided
in cases where the value set of the switch variable can be statically determined.

4 Using multiple labels on individual alternatives is not a violation of this recommendation, though.
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arcation of Control Flow [EO]]

scription of application vulnerability

Some programming languages explicitly mark the end of an i £ statement or a loop, whereas other languages

mark only the end of a block of statements. Languages of the latter category are prone to oversights by the

programmer, causing unintended sequences of control flow.

6.30.2 Cross reference

JSF AV Rules
MISRA C 20(
MISRA C++ 2
Hatton 18: @
Ada Quality

6.30.3 Mg

Programme
software mg
outside of it
programme
unexpected

6.30.4 Ap
This vulnera

Lang
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6.30.5 Ay

Software de

Ado
prog

: 59 and 192

4:14.8,14.9, 14.10, and 19.5

008: 6-3-1, 6-4-1, 6-4-2, 6-4-3, 6-4-8, 6-5-1, 6-5-6, 6-6-1 to 6-6-5, and16-0-2
ontrol flow — i f structure

and Style Guide: 3, 5.6.1 through 5.6.10

tchanism of failure

s may rely on indentation to determine inclusion of statements within constructs. Testing o
y not reveal that statements that appear to be included in-a.construct (due to formatting) ad

bility description is intended to be applicable to languages with the following characteristics:

uages that contain loops and-conditional statements that are not explicitly terminated by ar
truct.

oiding the vulnerability or mitigating its effects

velopers cansavoid the vulnerability or mitigate its ill effects in the following ways:

bt a canvention for marking the closing of a construct that can be checked by a tool, to ensu
ramistructure is apparent.

f the
tually lay

to

because of the absence of a terminator. Moreover, fora nested i f-then-else statement the
may be confused about which i f statement contfgls'the e1se part directly. This can lead
results.

plicable language characteristics

"

end”

e that

Ado

bt\programming guidelines (preferably augmented by static analysis). For example, consider

the rules

itemized above from JSF AV, MISRA C, MISRA C++ or Hatton.

tech

Other means of assurance might include proofs of correctness, analysis with tools, verification

niques, or other methods.

them.

Include a final else statement at the end of 1 f-...-.else-1f constructs to avoid confusion.
Always enclose the body of statements of an 1 f, while, for, do, or other statements potentially

Pretty-printers and syntax-aware editors may be helpful in finding such problems, but sometimes disguise

introducing a block of code in braces (“{ }"”) or other demarcation indicators appropriate to the language
used.
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6.30.6 Implications for standardization
In future standardization activities, the following items should be considered:

e Specifiers of languages should consider adding a mode that strictly enforces compound conditional and
looping constructs with explicit termination, such as “end 1if” or a closing bracket.

e Specifiers of languages might consider explicit termination of loops and conditional statements.

e Specifiers might consider features to terminate named loops and conditionals and determine if the
structure as named matches the structure as inferred.

6.31 Lojop Control Variables [TEX]

6.31.1 Description of application vulnerability

Many languages support a looping construct whose number of iterations is controlled by the value of p loop
control vdriable. Looping constructs provide a method of specifying an initial value.for this loop contrgl variable, a
test that ferminates the loop and the quantity by which it should be decremeénted or incremented on gach loop
iteration.

In some Ignguages it is possible to modify the value of the loop contral variable within the body of the|loop.
Experiende shows that such value modifications are sometimes éverlooked by readers of the source cpde,
resulting in faults being introduced.

6.31.2 Cross reference

JSF AV Rule: 201
MISRA C 2004: 13.6
MISRA C+t+ 2008: 6-5-1 to 6-5-6

6.31.3 Mechanism of failure

Readers df source code often‘make assumptions about what has been written. A common assumptiop is that a
loop contfol variable is ngt modified in the body of the loop. A programmer may write incorrect code|based on
this assumption.

6.31.4 Applicable language characteristics

This vulngrability description is intended to be applicable to languages with the following characteristics:

e Languages that permit a loop control variable to be modified in the body of its associated loop.
6.31.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Not modifying a loop control variable in the body of its associated loop body.
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Some languages, such as C and C++ do not explicitly specify which of the variables appearing in a loop

header is the control variable for the loop. MISRA C [12] and MISRA C++ [16] have proposed algorithms
for deducing which, if any, of these variables is the loop control variable in the programming languages C

and C++ (these algorithms could also be applied to other languages that support a C-like for-loop).

6.31.6 Implications for standardization

In future standardization activities, the following items should be considered:

Lang
modg
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scription of application vulnerability

ses an incorrect maximum or minimum value that is 1 more or 1 less(than the correct value.
s from one of a number of situations where the bounds as understeed by the developer diffg
uch as:

usion between the need for < and <= or > and >=in a/test.
usion as to the index range of an algorithm, such asfbeginning an algorithm at 1 when the u
Cture is indexed from 0; beginning an algorithm at.0'when the underlying structure is indexe
ome other start point); or using the length of astructure as its bound instead of the sentinel
ng to allow for storage of a sentinel value,’stich as the NULL string terminator that is used in
C++ programming languages.

arise from mistakes in mapping the design into a particular language, in moving between la
veen languages where all arrays start at 0 and other languages where arrays start at 1), and
Hata between languages with different default array bounds.

0 can arise in algorithms where relationships exist between components, and the existence
e changes the conditions of the test.

e of this pdssible flaw can also be a serious security hole as it can permit someone to surrep

t be
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br from
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hguages
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df a

itiously

nused loeation (such as 0 or the last element) that can be used for undocumented features ¢r hidden

6.32.2 Cross reference

CWE:

193. Off-by-one Error

6.32.3 Mechanism of failure

An off-by-one error could lead to:
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e an out-of bounds access to an array (buffer overflow),
e incomplete comparisons or calculation mistakes,

e aread from the wrong memory location, or

e anincorrect conditional.

Such incorrect accesses can cause cascading errors or references to invalid locations, resulting in potentially
unbounded behaviour.

Off-by-one errors are not often exploited in attacks because they are difficult to identify and exploit externally,
but the cdscading errors and boundary-condition errors can be severe.

6.32.4 Applicable language characteristics

As this vu|nerability arises because of an algorithmic error by the developer, it can in principle arise infany
language;|however, it is most likely to occur when:

e The language relies on the developer having implicit knowledge of structure start and end ind|ces (for
example, knowing whether arrays start at 0 or 1 — or indeed some other value).
W

. here the language relies upon explicit bounds values to terminate variable length arrays.

6.32.5 Avoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Alsystematic development process, use of development/analysis tools and thorough testing afte all
cdmmon ways of preventing errors, and in thiscase, off-by-one errors.
) here references are being made to structure indices and the languages provide ways to spegify the
hole structure or the starting and ending indices explicitly (for example, Ada provides xxx'First and
xxx'Last for each dimension), these-should be used always. Where the language doesn't provife these,
constants can be declared and.used in preference to numeric literals.
o  Where the language doesn’t.encapsulate variable length arrays, encapsulation should be provjided
through library objects and-a' coding standard developed that requires such arrays to only be ysed via
those library objects, so'the developer does not need to be explicitly concerned with managing bounds
values.

6.32.6 Implications for standardization

In future $tandardization activities, the following items should be considered:

angliages should provide encapsulations for arrays that:

o Prevent the need for the developer to be concerned with explicit bounds values.
o Provide the developer with symbolic access to the array start, end and iterators.
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6.33 Structured Programming [EWD]

6.33.1 Description of application vulnerability

Programs that have a convoluted control structure are likely to be more difficult to be human readable, less

understandable, harder to maintain, more difficult to modify, harder to statically analyze, more difficult to match

the allocation and release of resources, and more likely to be incorrect.

6.33.2 Cross reference
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MISRA C++ 2
CERT C guids
Ada Quality

6.33.3 Mg

Lack of strud

Mer
e Erro
e Desi

e Sou

6.33.4 Ap

This vulnera

e lang
Lang
Lang

Lang

6.33.5 Ay,

Use only thg
program flo

: 20, 113, 189, 190, and 191
4:14.4,14.5, and 20.7

008: 6-6-1, 6-6-2, 6-6-3, and 17-0-5
blines: SIG32-C

and Style Guide: 3, 4, 5.4, 5.6, and 5.7

tchanism of failure

tured programming can lead to:

nory or resource leaks.

r-prone maintenance.

on that is difficult or impossible to validate.

ce code that is difficult or impossible to statically analyze.

plicable language characteristics
bility description is intended to be.applicable to languages with the following characteristics:

uages that allow leaving aoop without consideration for the loop control.

uages that allow local jumps (goto statement).

uages that allow nontlocal jumps (setjmp/longjmp in the C programming language).
uages that suppoft multiple entry and exit points from a function, procedure, subroutine or

oiding the vulnerability or mitigating its effects

se features of the programming language that enforce a logical structure on the program. T
v follows a simple hierarchical model that employs looping constructs such as for, repeat

method.

, do, and

while.

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

Avoi
Avoi
Avoi
Avoi
Avoi
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d using language features such as goto.

d using language features such as continue and break in the middle of loops.
d using language features that transfer control of the program flow via a jump.

d multiple exit points to a function/procedure/method/subroutine.

d multiple entry points to a function/procedure/method/subroutine.
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6.33.6 Implications for standardization

In future standardization activities, the following items should be considered:

e Languages should support and favor structured programming through their constructs to the extent

possible.

6.34 Passing Parameters and Return Values [CS]]

6.34.1 Pescriptiomof apphicationvalnmerabitity ————————————————————————

Nearly every procedural language provides some method of process abstraction permitting deCompodition of the

flow of cgntrol into routines, functions, subprograms, or methods. (For the purpose of this\description, the term
subprogram will be used.) To have any effect on the computation, the subprogram must.change datajvisible to
the calling program. It can do this by changing the value of a non-local variable, changing the value of p
parameter, or, in the case of a function, providing a return value. Because differént languages use different
mechanisms with different semantics for passing parameters, a programmer/using an unfamiliar langyage may

obtain unpxpected results.

6.34.2 Cross reference

JSF AV Ru
MISRA C 2
MISRA CH
CERTCg

Ada Quali

es: 116, 117, and 118

004:16.1, 16.2, 16.3, 16.4, 16.5, 16.6, 16.7, and~16.9
+2008: 0-3-2, 7-1-2, 8-4-1, 8-4-2, 8-4-3, and 8-4-4
idelines: EXP12-C and DCL33-C

y and Style Guide: 5.2 and 8.3

6.34.3 Mechanism of failure
ast is so

The mechlanisms for parameter passing include: call by reference, call by copy, and call by name. The

specialize

In call by
the subpr|
program.

d and supported by so few programming languages that it will not be treated in this descript

eference, the calling program passes the addresses of the arguments to the called subprogr

on.

hbm. When

pgram references the corresponding formal parameter, it is actually sharing data with the cdlling

If the subptogram changes a formal parameter, then the corresponding actual argument is

hlso

changed. |If the-actual argument is an expression or a constant, then the address of a temporary locat|on is

passed to|thé subprogram; this may be an error in some languages.

In call by copy, the called subprogram does not share data with the calling program. Instead, formal parameters
act as local variables. Values are passed between the actual arguments and the formal parameters by copying.
Some languages may control changes to formal parameters based on labels such as in, out, or inout. There
are three cases to consider: call by value for in parameters; call by result for out parameters and function return
values; and call by value-result for inout parameters. For call by value, the calling program evaluates the actual
arguments and copies the result to the corresponding formal parameters that are then treated as local variables
by the subprogram. For call by result, the values of the locals corresponding to formal parameters are copied to

© ISO/IEC 2013 — All rights reserved 61


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

the corresponding actual arguments. For call by value-result, the values are copied in from the actual arguments
at the beginning of the subprogram's execution and back out to the actual arguments at its termination.

The obvious disadvantage of call by copy is that extra copy operations are needed and execution time is required
to produce the copies. Particularly if parameters represent sizable objects, such as large arrays, the cost of call by

copy can be

high. For this reason, many languages also provide the call by reference mechanism. The

disadvantage of call by reference is that the calling program cannot be assured that the subprogram hasn't

changed data that was intended to be unchanged. For example, if an array is passed by reference to a

subprogram intended to sum its elements, the subprogram could also change the values of one or more elements

of the array,

of actual arguments with modes—such as in, out, or inout or by constant pointers.

Another pro
argument is
assuming th
subprogram
x. Aliasing ¢
non-local ob
aliasing and

Some langugd
to synthesiz
scalar valueg
by referencs

However, some languages enforce the subprogram's access to the shared data based onrth

the same as another actual argument or that two arguments overlap in storage: A subprogr
b two formal parameters to be distinct, may treat them inappropriately.  For example, if one
to swap two values using the exclusive-or method, then a call to swap (%, x) will zero the
hn also occur between arguments and non-local objects. For example, if a subprogram modi
ject as a side-effect of its execution, referencing that object by @ formal parameter will resul
possibly, unintended results.

ges provide only simple mechanisms for passing data-tg subprograms, leaving it to the prog
b appropriate mechanisms. Often, the only available mechanism is to use call by copy to pas
or pointer values containing addresses of data.structures. Of course, the latter amounts to

blem with call by reference is unintended aliasing. It is possible that the address of one actuz

b labeling

I
am,
codes a
alue of
ffies a
L in

ammer
5 small
using call

with no checking by the language processor?;In such cases, subprograms can pass back poinfters to

anything whiatsoever, including data that is corrupted or absent.
Some languages use call by copy for small objects, such as scalars, and call by reference for large objects) such as
arrays. The thoice of mechanism may even be’implementation-defined. Because the two mechanisms groduce

different reg

An additionz
caller expecf
uninitialized
initialization
not make an
failure to ini

ults in the presence of aliasifg, it is very important to avoid aliasing.

s as an output fromithe subprogram. In the case of call by reference, the result may be an
variable in the calling program. In the case of call by copy, the result may be that a legitimat
value provided by the caller is overwritten by an uninitialized value because the called prog
assignment to the parameter. This error may be difficult to detect through review because
Lialize is hidden in the subprogram.

| problem may occurif the called subprogram fails to assign a value to a formal parameter that the

3]
am did
the

An additional complication with subprograms occurs when one or more of the arguments are expressions. In such

cases, the evaluation of one argument might have side-effects that result in a change to the value of another or

unintended aliasing. Implementation choices regarding order of evaluation could affect the result of the
computation. This particular problem is described in Side-effects and Order of Evaluation clause [SAM].

6.34.4 Applicable language characteristics

This vulnera

62

bility description is intended to be applicable to languages with the following characteristics:
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Languages that provide mechanisms for defining subprograms where the data passes between the calling

program and the subprogram via parameters and return values. This includes methods in many popular

object-oriented languages.

6.34.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

W
W
o
W
Y

6.34.6 1
In future

p
th

6.35 D3

6.35.11

Many lan
the applid
languageq
paramete

hen a choice of mechanisms is available, pass small simple objects using call by copy.

hen a choice of mechanisms is available and the computational cost of copying is tolerable,
bjects using call by copy.

hen the choice of language or the computational cost of copying forbids using eallby copy, f
feguards to prevent aliasing:

o Minimize side-effects of subprograms on non-local objects; when side-effects are cod
that the affected non-local objects are not passed as parameters_ using call by referen
o To avoid unintentional aliasing, avoid using expressions or furctions as actual argume

assign the result of the expression to a temporary local and pass the local.
Utilize tools or other forms of analysis to ensure that non-obvious instances of aliasing
Perform reviews or analysis to determine that called’subprograms fulfill their respons
assign values to all output parameters.

mplications for standardization
tandardization activities, the following items should be considered:

ogramming language specificationscould provide labels—such as in, out, and inout—th
e subprogram’s access to its formal parameters, and enforce the access.

ngling References to Stack Frames [DCM]

Description of application vulnerability

uages allow'treating the address of a local variable as a value stored in other variables. Exan
ation of the'address operator in C or C++, or of the ‘Access or ‘Address attributes in Ada. In s
, thisfacility is also used to model the call-by-reference mechanism by passing the address g
r-y-value. An obvious safety requirement is that the stored address shall not be used after

Use available mechanisms to label parameters as constants or with modes like in, out, or inout.

pass larger

hen take

bd, ensure
e.
nts; instead

are absent.
bilities to

at control

hples are
ome

f the actual
the lifetime

of the local variable has expired. This situation can be described as a “dangling reference to the stack”.

6.35.2 Cross reference

CWE:

562. Return of Stack Variable Address

JSF AV Ru

le: 173

MISRA C 2004: 17.6 and 21.1

MISRA C+

+2008: 0-3-1, 7-5-1, 7-5-2, and 7-5-3
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CERT C guidelines: EXP35-C and DCL30-C

Ada Quality

and Style Guide: 7.6.7, 7.6.8, and 10.7.6

6.35.3 Mechanism of failure

The consequences of dangling references to the stack come in two variants: a deterministically predictable

variant, which therefore can be exploited, and an intermittent, non-deterministic variant, which is next to

impossible to elicit during testing. The following code sample illustrates the two variants; the behaviour is not

language-sp

struc
typed
array
array

{

str
ptr
ret

str
arr
ptr
sec

secret

The risk of v
Arr. Thefa
altered by o
systematic e
Thus, this vy
corrupted b

the general
designated ¢

The risk of v

ecific:
C s { ..}
pf struct s array type[1000];
| type* ptr;
| type* F ()
ict s Arr[10007];
= &Arr; // Risk of variant 1;
hrn &Arr; // Risk of variant 2;
ict s secret;
by type* ptr2;
= FO);
et = (*ptr2) [10]; // Fault of variant 2
= (*ptr) [10]; // Fault of vaxiant 1
briant 1 is the assignment of the address,0of Arr to a pointer variable that survives the lifetinhe of
ult is the subsequent use of the dangling reference to the stack, which references memory s|nce
her calls and possibly validly owned by other routines. As part of a call-back, the fault allowp
xamination of portions of the.stack contents without triggering an array-bounds-checking viplation.
Inerability is easily exploitable. As a fault, the effects can be most astounding, as memory géts
completely unrelated code portions. (A life-time check as part of pointer assignment can pfevent
the risk. In many cases, such as-tRe situations above, the check is statically decidable by a compiler. However, for
tase, a dynamicicheck is needed to ensure that the copied pointer value lives no longer than|the
bject.)
briant2-is7an idiom “seen in the wild” to return the address of a local variable to avoid an expensive
 on the

copy of afu
ill-founded 4

ction-result, as long as it is consumed before the next routine call occurs. The idiom is base

assumption is false, however, if an interrupt occurs and interrupt handling employs a strategy called “stack
stealing”, which is, using the current stack to satisfy its memory requirements. Thus, the value of Arr can be
overwritten before it can be retrieved after the call on F. As this fault will only occur if the interrupt arrives after

the call has returned but before the returned result is consumed, the fault is highly intermittent and next to

impossible to re-create during testing. Thus, it is unlikely to be exploitable, but also exceedingly hard to find by

testing. It can begin to occur after a completely unrelated interrupt handler has been coded or altered. Only

static analysis can relatively easily detect the danger (unless the code combines it with risks of variant 1). Some
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compilers issue warnings for this situation; such warnings need to be heeded, and some forms of static analysis
are effective in identifying such problems.

6.35.4 Applicable language characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:

e The address of a local entity (or formal parameter) of a routine can be obtained and stored in a variable
or can be returned by this routine as a result.
fetime of

the designated entity.
6.35.5 Avoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following/ways:

Dp not use the address of locally declared entities as storable, assignable or returnable value (except
where idioms of the language make it unavoidable).

Where unavoidable, ensure that the lifetime of the variable containing the address is completely enclosed
by the lifetime of the designated object.

e Npver return the address of a local variable as the result.of a’function call.

6.35.6 Implications for standardization

In future $tandardization activities, the following item&’should be considered:
Dp not provide means to obtain the address of a locally declared entity as a storable value; or
Define implicit checks to implement the assurance of enclosed lifetime expressed in sub-clause 5 of this

vlilnerability. Note that, in many cases, the check is statically decidable, for example, when th¢ address of
allocal entity is taken as part.ef-a return statement or expression.

6.36 Subprogram Signature Mismatch [OTR]

6.36.1 Description of application vulnerability

If a subprpgram is'called with a different number of parameters than it expects, or with parameters of| different
types than it expects, then the results will be incorrect. Depending on the language, the operating enyironment,
and the implementation, the error might be as benign as a diagnostic message or as extreme as a program

continuing to execute with a corrupted stack. The possibility of a corrupted stack provides opportunities for
penetration.

6.36.2 Cross reference

CWE:
628. Function Call with Incorrectly Specified Arguments
686. Function Call with Incorrect Argument Type
683. Function Call with Incorrect Order of Arguments
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JSF AV Rule:

108

MISRA C 2004: 8.1, 8.2, 8.3, 16.1, 16.3, 16.4, 16.5, and 16.6
MISRA C++ 2008: 0-3-2, 3-2-1, 3-2-2, 3-2-3, 3-2-4, 3-3-1, 3-9-1, 8-3-1, 8-4-1, and 8-4-2
CERT C guidelines: DCL31-C, and DCL35-C

6.36.3 Mechanism of failure

When a subprogram is called, the actual arguments of the call are pushed on to the execution stack. When the

subprogram terminates, the formal parameters are popped off the stack. If the number and type of the actual

arguments do not match the number and type of the formal parameters, then depending upon the callin

mechanism

be corrupted. Stack corruption can lead to unpredictable execution of the program and can provide opp

for executio

The compila
parameters

subprogram|signature) in both number and type. (In some cases, programmers_should observe a set of
conventions|to ensure that this is true.) However, when the call is being made to an externally compiled

subprogram

additional stleps to ensure a match between the expectations of the caller and the called subprogram.

6.36.4 Applicable language characteristics

This vulnera

e Lan
arg

¢ Implementations that permit prografms to call subprograms that have been externally compiled
a means to check for a matching-subprogram signature), subprograms in object code libraries, a

sub
6.36.5 A

Software de

e Tak

Lised by the language translator, the push and the pop will not be consistent and, if so,the st

n of unintended or malicious code.

Lkion systems for many languages and implementations can check to ensure that the list of ag
bhnd any expected return match the declared set of formal parameters.and return value (the

an object-code library, or a module compiled in a different {anguage, the programmer must

bility description is intended to be applicable-to'languages with the following characteristics:

buages that do not require their implementations to ensure that the number and types of ac

ments are equal to the number and'types of the formal parameters.

brograms compiled in otherlanguages.
piding the vulnerability or mitigating its effects

elopers cansavoeid the vulnerability or mitigate its ill effects in the following ways:

I
ack will

prtunities

tual

take

tual

without
nd any

advantage of any mechanism provided by the language to ensure that subprogram signatufes

enforcing a match for any instance of a subprogram call.
e Tak
sub

e advantage of any language or implementation feature that would guarantee matching the
program signature in linking to other languages or to separately compiled modules.

e Intensively review subprogram calls where the match is not guaranteed by tooling.

e Ens

ure that only a trusted source is used when using non-standard imported modules.

6.36.6 Implications for standardization

In future sta

66

ndardization activities, the following items should be considered:

d of

© I1SO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR

24772:2013

e Language specifiers could ensure that the signatures of subprograms match within a single compilation

unit and could provide features for asserting and checking the match with externally compiled

subprograms.

6.37 Recursion [GDL]

6.37.1 Description of application vulnerability

Recursion is an elegant mathematical mechanism for defining the values of some functions. It is tempting to

write codg that mirrors the mathematics. However, the use of recursion in a computer can have a prg
effect on the consumption of finite resources, leading to denial of service.

6.37.2 (

CWE:
674.
JSF AV Ru
MISRA C 2
MISRA CH
CERTCg
Ada Quali

6.37.3 Mechanism of failure

Recursion
definition
recursive
straightfo
Each invo
variables.

resulting In the program terminating.

In calcula
not true v
example,
attemptin

Cross reference

ncontrolled Recursion
e: 119

004: 16.2

+2008: 7-5-4

idelines: MEMO05-C

y and Style Guide: 5.6.6

provides for the economical definition of:some mathematical functions. However, econom

function using recursive subprograms-because the expression in the programming language
rward and easy to understand. *Hewever, the impact on finite computing resources can be pj
ration of a recursive subprogfam may result in the creation of a new stack frame, complete
If stack space is limited and the calculation of some values will lead to an exhaustion of resd

ing the values of mathematical functions the use of recursion in a program is usually obviou
hen considering computer operations generally, especially when processing error condition
finalization of a computing context after treating an error condition might result in recursion
g to(recover resources by closing a file after an error was encountered in closing the same fi

found

cal

and economical calculation are two different subjects. It is tempting to calculate the value ¢f a

s
rofound.
vith local
urces

5, but this is
5. For
(such as
e).

ces but

Although

such’situations may have other problems, they typically do not result in exhaustion of resou

may otherwise result in a denial of service.

6.37.4 Applicable language characteristics

This vulnerability description is intended to be applicable to languages with the following characteristics:

e Any language that permits the recursive invocation of subprograms.
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6.37.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

Min

imize the use of recursion.

Converting recursive calculations to the corresponding iterative calculation. In principle, any recursive

calculation can be remodeled as an iterative calculation which will have a smaller impact on some

computing resources but which may be harder for a human to comprehend. The cost to human

und

recu

It should be

form of recursion known as tail-recursion. In this case, the impact on computing economylis reduced. W
using such a

6.37.6 Im

[None]

6.38 Ignored Error Status and Unhandled Exceptions{OYB]

6.38.1 De

Unpredicted

functioning
written by t
remedial ac
handled.

6.38.2 Cr

CWE:

754. Im
JSF AV Rules
MISRA C 20(

MISRA C++
CERT C guid

In c3

erstanding must be weighed against the practical limits of computing resource.

ses where the depth of recursion can be shown to be statically bounded by a tolerable num
rsion may be acceptable, but should be documented for the use of maintainers.

noted that some languages or implementations provide special (more economigal) treatmen

language, tail recursion may be preferred to an iterative calculation.

plications for standardization

scription of application vulnerability

faults and exceptional situations arise during’the execution of code, preventing the intende
bf the code. They are detected and reperted by the language implementation or by explicit
!

e user. Different strategies and langlidge constructs are used to report such errors and to t:
on. Serious vulnerabilities arise Wwhen detected errors are reported but ignored or not prop,

pSs reference

broper Check.for Unusual or Exceptional Conditions
- 115 and-208

4:16.40

008:15-3-2 and 19-3-1

4

ber, then

tof a
hen

ode
ke
erly

ctimesDEto9-C, ERROO-C,andERRO2=C

6.38.3 Mechanism of failure

The fundamental mechanism of failure is that the program does not react to a detected error or reacts

inappropria

tely to it. Execution may continue outside the envelope provided by its specification, making

additional errors or serious malfunction of the software likely. Alternatively, execution may terminate. The

mechanism

68

can be easily exploited to perform denial-of-service attacks.

© I1SO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR

24772:2013

The specific mechanism of failure depends on the error reporting and handling scheme provided by a language or

applied id

iomatically by its users.

In languages that expect routines to report errors via status variables, return codes, or thread-local error

indicators, the error indications need to be checked after each call. As these frequent checks cost execution time

and clutter the code immensely to deal with situations that may occur rarely, programmers are reluctant to apply

the scheme systematically and consistently. Failure to check for and handle an arising error condition continues

execution as if the error never occurred. In most cases, this continued execution in an ill-defined program state

will sooner or later fail, possibly catastrophically.

The raisin
the excep
not allow
control of
and the f3
guarantee
found mig
is therefo
Furtherm
which in t

The causq
commonl

when components meet that employ different fault detection and reporting strategies, the opportuni

mishandli

Another g
that calls
error situ
be insuffi

6.38.4 Applicable language characteristics

Whether
Of course

g and handling of exceptions was introduced into languages to address these problems.. The
tional code in exception handlers, they need not cost execution time if no error is present, a
the program to continue execution by default when an error occurs, since uponsfaising the €
execution is automatically transferred to a handler for the exception found en’the call stack
ilure mechanism is that there is no such handler (unless the language enforces restrictions t
s its existence), resulting in the termination of the current thread of control. Also, a handler

[e in practice more complex for the programmer than, for exaniple, the use of status paramg
bre, different languages provide exception-handling mechanisms that differ in details of thei
urn may lead to misunderstandings by the programmer.

for the failure might be simply laziness or ignorance on the part of the programmer, or, mo
, @ mismatch in the expectations of where fault‘detection and fault recovery is to be done.

hg recognized errors increases and creates-vulnerabilities.

ause of the failure is the scant attention that many library providers pay to describe all error
bn their routines might encounterand report. In this case, the caller cannot possibly react se
htions that might arise. As yet'another cause, the error information provided when the erro
fiently complete to allow recovery from the error.

supported by the language or not, error reporting and handling is idiomatically present in all
vulnerabilities caused by exceptions require a language that supports exceptions.

6.38.5 1\voiding the vulnerability or mitigating its effects

y bundle

hd they will

xception,
The risk

nat

that is

ht not be geared to handle the multitude of error situations that afe vectored to it. Exceptipn handling

ters.
r design,

e
Particularly
y for

situations
nsibly to all
occurs may

languages.

Given the variety of error handling mechanisms, it is difficult to provide general guidelines. However, dealing with

exception handling in some languages can stress the capabilities of static analysis tools and can, in some cases,

reduce the effectiveness of their analysis. Inversely, the use of error status variables can lead to confusingly

complicated control structures, particularly when recovery is not possible locally. Therefore, for situations where

the highest of reliability is required, the decision for or against exception handling deserves careful thought. In

any case, exception-handling mechanisms should be reserved for truly unexpected situations and other situations

where no local recovery is possible. Situations which are merely unusual, like the end of file condition, should be

treated by explicit testing—either prior to the call which might raise the error or immediately afterward. In
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general, error detection, reporting, correction, and recovery should not be a late opportunistic add-on, but should
be an integral part of a system design.

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Checking error return values or auxiliary status variables following a call to a subprogram is mandatory
unless it can be demonstrated that the error condition is impossible.

e Equally, exceptions need to be handled by the exception handlers of an enclosing construct as close as
possible to the origin of the exception but as far out as necessary to be able to deal with the error.

e For Each routine, all error conditions need to be documented and matching error detection and feporting

needs to be implemented, providing sufficient information for handling the error situation

e When execution within a particular context is abandoned due to an exception or error gondition] it is
impertant to finalize the context by closing open files, releasing resources and restofing any invafiants
assqgciated with the context.

e Itis pften not appropriate to repair an error situation and retry the operationidt-is usually a bettéer
solution to finalize and terminate the current context and retreat to a context where the fault cap be
handled completely.

e Erroy checking provided by the language, the software system, or,the’hardware should never bedisabled
in tHe absence of a conclusive analysis that the error condition¢s réndered impossible.

e Becguse of the complexity of error handling, careful reviewof all error handling mechanisms is
appfropriate.

e |n applications with the highest requirements for reliakility, defense-in-depth approaches are offen
appfopriate, for example, checking and handling errors even if thought to be impossible.

6.38.6 Implications for standardization
In future stapdardization activities, the following items should be considered:

e A standardized set of mechanisms’for detecting and treating error conditions should be developéd so that
all Ignguages to the extent possible could use them. This does not mean that all languages should use the
samp mechanisms as there'should be a variety, but each of the mechanisms should be standardiged.

6.39 Termination Strategy [REU]

6.39.1 Description of application vulnerability

Expectationg that a system will be dependable are based on the confidence that the system will operate s

expected and not fail in normal use. The dependability of a system and its fault tolerance can be measured
through the component part's reliability, availability, safety and security. Reliability is the ability of a system or
component to perform its required functions under stated conditions for a specified period of time [IEEE 1990
glossary]. Availability is how timely and reliable the system is to its intended users. Both of these factors matter
highly in systems used for safety and security. In spite of the best intentions, systems may encounter a failure,
either from internally poorly written software or external forces such as power outages/variations, floods, or
other natural disasters. The reaction to a fault can affect the performance of a system and in particular, the
safety and security of the system and its users.
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When the software does not terminate in the planned manner, safety or security is compromised, as failing in an
unspecified way interferes with the alternative recovery features. In safety-related systems the results can be
catastrophic: for other systems the result can mean failure of the complete system.

For termination issues associated with multiple threads, multiple processors or interrupts also see 8.4
Concurrency — Directed termination [CGT] and 8.6 Concurrency — Premature Termination [CGS]. Situations that

cause an application to terminate unexpectedly or that cause an application to not terminate because of other
vulnerabilities are covered in those vulnerabilities.

6.39.2 (Cross reference

JSF AV Rule: 24

MISRA C 2004: 20.11

MISRA C++ 2008: 0-3-2, 15-5-2, 15-5-3, and 18-0-3
CERT C gdidelines: ERR04-C, ERRO6-C and ENV32-C
Ada Quality and Style Guide: 5.8 and 7.5

6.39.3 Mechanism of failure

The reactfon to a fault in a system can depend on the criticality of the part in which the fault originatef. When a
program ¢onsists of several tasks, each task may be critical, or nét. If a task is critical, it may or may n¢t be
restartablle by the rest of the program. Ideally, a task that detects a fault within itself should be able tp halt
leaving it resources available for use by the rest of the program, halt clearing away its resources, or hplt the
entire prdgram. The latency of task termination and whether tasks can ignore termination signals sholild be
clearly specified. Having inconsistent reactions to afault can potentially be a vulnerability.

When a fault is detected, there are many ways\in which a system can react. The quickest and most ngticeable
way is to fail hard, also known as fail fast ot fail stop. The reaction to a detected fault is to immediately halt the
system. Alternatively, the reaction to a'detected fault could be to fail soft. The system would keep working with

the faults|present, but the performance of the system would be degraded. Systems used in a high avdilability
environment such as telephoneswitching centers, e-commerce, or other "always available" applications would
likely use fa fail soft approach.)What is actually done in a fail soft approach can vary depending on whgther the
system is used for safety-critical or security critical purposes. For fail-safe systems, such as flight contfollers,
traffic signals, or medical monitoring systems, there would be no effort to meet normal operational requirements,
but rathef to limit'the damage or danger caused by the fault. A system that fails securely, such as crygtologic
systems, would maintain maximum security when a fault is detected, possibly through a denial of service.

For termination issues associated with multiple threads, multiple processors or interrupts also see 8.4
Concurrency — Directed termination [CGT] and 8.6 Concurrency — Premature Termination [CGS]. Situations that

cause an application to terminate unexpectedly or that cause an application to not terminate because of other
vulnerabilities are covered in those vulnerabilities.

6.39.4 Applicable language characteristics

This vulnerability description is intended to be applicable to all languages.
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6.39.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

resp

one

ect to critically similar parts.

A multi-tiered approach of fault prevention, fault detection and fault reaction should be used.

example, designing a "runtime constraint handler" (as described in Annex K of 9899:2012 [4

A strategy for fault handling should be decided. Consistency in fault handling should be the same with

System-defined components that assist in uniformity of fault handling should be used when available. For

) permits

the
flus
Wh

6.39.6 Im

In future sta

Lang

pplication to intercept various erroneous situations and perform one consistent responséj-s

?ting a previous transaction and re-starting at the next one.

n there are multiple tasks, a fault-handling policy should be specified whereby a task may

b Halt, and keep its resources available for other tasks (perhaps permitting restarting of th
task).

b Halt, and remove its resources (perhaps to allow other tasks to use thé resources so free
allow a recreation of the task).

b Halt, and signal the rest of the program to likewise halt.

plications for standardization

hdardization activities, the following items should betonsidered:

uages should consider providing a means to perform fault handling. Terminology and the m

should be coordinated with other languages.

6.40 Type¢

6.40.1 De

In most case
storage spad
one object \
object is reir
results may

6.40.2 Cr

2-breaking Reinterpretation of Data [AMV]

scription of application*vulnerability

s, objects in programs aré assigned locations in processor storage to hold their value. If the
e is assigned to moretthan one object—either statically or temporarily—then a change in th
ill have an effect on)the value of the other. Furthermore, if the representation of the value
terpreted as being the representation of the value of an object with a different type, unexp
bceur.

pss reference

uch as

e faulting

d, or to

eans

kame
e value of
pf an
pcted

JSF AV Rules IT53and183

MISRA 2004

:18.2,18.3,and 18.4

MISRA C++ 2008: 4-5-1 to 4-5-3, 4-10-1, 4-10-2, and 5-0-3 to 5-0-9
CERT C guidelines: MEMO08-C
Ada Quality and Style Guide: 7.6.7 and 7.6.8
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Sometimes there is a legitimate need for applications to place different interpretations upon the same stored

representation of data. The most fundamental example is a program loader that treats a binary image of a

program as data by loading it, and then treats it as a program by invoking it. Most programming languages permit

type-breaking reinterpretation of data, however, some offer less error-prone alternatives for commonly

encounte

red situations.

Type-breaking reinterpretation of representation presents obstacles to human understanding of the code, the

ability of {

Examples

)
F
e U
O

—

In all of tHese cases accessing the value of an object may produce antunanticipated result.

A related
supposed

gpresentation of a pointer as an integer).

ools to perform effective static analysis, and the ability of code optimizers to do their job:
include:

oviding alternative mappings of objects into blocks of storage performed either statically (st
brtran common) or dynamically (such as pointers).
hion types, particularly unions that do not have a discriminant stored as'part of the data stry
perations that permit a stored value to be interpreted as a different type (such as treating tH

problem, the aliasing of parameters, occurs in languages that permit call by reference becaufe

ch as

cture.
e

y distinct parameters might refer to the same starage area, or a parameter and a non-local pbject might

refer to the same storage area. That vulnerability is deséribed in Passing Parameters and Return Values [CSJ].

6.40.4 Applicable language characteristics

This vulngrability description is intended to be‘applicable to languages with the following characteristigs:

o A

6.40.5 Avoiding the vulneérability or mitigating its effects

Software

= I

dinterpretation is necessary, it should be carefully documented in the code. However this vu

programming language thatgpermits multiple interpretations of the same bit pattern.

Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

ogrammers should avoid reinterpretation performed as a matter of convenience; for examp
tegerpointer to manipulate character string data should be avoided. When type-breaking

cahh

aaat-b aad
TOoTo

talbs ool b ac PO H Fionmc aioaa ooy A PO [N U Tt )
CCOTTPTICTETy v OO C OO CCausSC—S O CTapprtatioTt S vt StOTCUOataTarrcCriacaveway S.

le, using an

nerability

e When using union types it is preferable to use discriminated unions. This is a type of a union where a

stored value indicates which interpretation is to be placed upon the data. Some languages (such as

variant records in Ada) enforce the view of data indicated by the value of the discriminant. If the

language does not enforce the interpretation (for example, equivalence in Fortran and union in C and

C++), then the code should implement an explicit discriminant and check its value before accessing the

data in the union, or use some other mechanism to ensure that correct interpretation is placed upon the

data value.
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e Operations that reinterpret the same stored value as representing a different type should be avoided. It

is easier to avoid such operations when the language clearly identifies them. For example, the name of

Ada's Unchecked Conversion function explicitly warns of the problem. A much more difficult

situation occurs when pointers are used to achieve type reinterpretation. Some languages perform type-

checking of pointers and place restrictions on the ability of pointers to access arbitrary locations in

storage. Others permit the free use of pointers. In such cases, code must be carefully reviewed in a

search for unintended reinterpretation of stored values. Therefore it is important to explicitly comment

the source code where intended reinterpretations occur.

e Stat
the
itm

bther hand, the presence of reinterpretation greatly complicates static analysis for otherproj
hy be appropriate to segregate intended reinterpretation operations into distinct subprograr

6.40.6 Implications for standardization

In future stapdardization activities, the following items should be considered:

e Because the ability to perform reinterpretation is sometimes necessary,but the need for it is rar

prog
rein

erpretation. For example, the operation in Ada that permjts.unconstrained reinterpretation

Undhecked Conversion.

e Because of the difficulties with undiscriminated unions, programming language designers might

offe

ring union types that include distinct discriminants with appropriate enforcement of access t

6.41 Memory Leak [XYL]

6.41.1 Description of application vulnierability

A memory lgak occurs when software does not release allocated memory after it ceases to be used. Rep

occurrences
exploited by

of a memory leak can copsuime considerable amounts of available memory. A memory leak

that triggers/the leak. Moreovet;:a memory leak can cause any long-running critical program to shutdow

prematurely.

6.41.2 Cr

CWE:

pSs reference

ramming language designers might consider putting caution labels on operations that permit

st | | tofert . . . . techrei . rs. On

blems, so
hs.

a}
-/

is called

consider
0 objects.

eated
can be

attackers to generate denial-of-service by causing the program to execute repeatedly a seqlience

n

401. Failure’to Release Memory Before Removing Last Reference (aka ‘Memory Leak’)

JSF AV Rule:

206

MISRA C 2004: 20.4
CERT C guidelines: MEMOO-C and MEM31-C

Ada Quality

and Style Guide: 5.4.5, 5.9.2, and 7.3.3

6.41.3 Mechanism of failure

As a process or system runs, any memory taken from dynamic memory and not returned or reclaimed (by the

runtime system or a garbage collector) after it ceases to be used, may result in future memory allocation requests
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failing for lack of free space. Alternatively, memory claimed and returned can cause the heap to fragment, which

will eventually result in an inability to allocate the necessary size storage. Either condition will result in a memory

exhaustio

n exception, and program termination or a system crash.

If an attacker can determine the cause of an existing memory leak, the attacker may be able to cause the

application to leak quickly and therefore cause the application to crash.

6.41.4 Applicable language characteristics

This vuln

—

q

6.41.5 Avoiding the vulnerability or mitigating its effects

Software

C

= 0o

n

| O

(or:

g

St
o

d
M
n

S
td

gdnguages that support mechanisms to dynamically allocate memory and reclaim memory un
control.

sfrong relationship betwéen pointers and the space accessed such that storage exhaustion in

ratitity description isintendedto be appticableto tanguages withthe fottowing characterist

Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

ke of garbage collectors that reclaim memory that will never be-used by the application agai
hrbage collectors are part of the language while others are add-ons.

systems with garbage collectors, set all non-local pointers'or references to null, when the d
hta is no longer needed, since the data will not be garbage-collected otherwise. In systems v
hrbage collectors, cause deallocation of the data before the last pointer or reference to the d
locating and freeing memory in different modulés and levels of abstraction may make it diff
pvelopers to match requests to free storage With the appropriate storage allocation request.
use confusion regarding when and if a block of memory has been allocated or freed, leading
aks. To avoid these situations, it is reéommended that memory be allocated and freed at the
abstraction, and ideally in the same code module.

orage pools are a specialized‘memory mechanism where all of the memory associated with
bjects is allocated from aspecific bounded region. When used with strong typing one can en

bes not affect the code operating on other memory.

emory leaks can.be eliminated by avoiding the use of dynamically allocated storage entirely
itial allocation“exclusively and never allocating once the main execution commences. For sa
stems ahd/long running systems, the use of dynamic memory is almost always prohibited, o
the(initialization phase of execution.

u

er program

. Some

psignated
ithout

ata is lost.
cult for
This may
to memory
same level

h class of
sure a
bne pool

or by doing
Fety-critical
" restricted

ke static analysis, which can sometimes detect when allocated storage is no longer used and

has not

been freed.

6.41.61

mplications for standardization

In future standardization activities, the following items should be considered:

used (such as the configuration pragmas feature offered by some programming languages).
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[ ]
man
tech

agement algorithms, to hope designers decide on appropriate usage patterns and recovery
nigues as necessary

6.42 Templates and Generics [SYM]

6.42.1 Description of application vulnerability

Languages can document or specify that implementations must document choices for dynamic memory

Many languages provide a mechanism that allows objects and/or functions to be defined parameterized by type

and then ing
Ada and Jav
referred to ¢

Used well, g
the reverse

6.42.2 Cr

JSF AV Rules
MISRA C++ 2
Ada Quality

6.42.3 Mg

The value of
independen
understandi
which it is in

Problems ar
maintenanc

In most case
with. For ex
assumptions
with a user ¢
error, this c4

tantiated for specific types. In C++ and related languages, these are referred to as “template
, “generics”. To avoid having to keep writing ‘templates/generics’, in this clause these will s
ollectively as generics.

bnerics can make code clearer, more predictable and easier to maintain. Usedhadly, they ca
pffect, making code difficult to review and maintain, leading to the possihitity '6f program err

pss reference

: 101, 102, 103, 104, and 105
008: 14-6-1, 14-6-2, 14-7-1 to 14-7-3, 14-8-1, and 14-8-2
and Style Guide: 8.3.1 through 8.3.8, and 8.4.2

tchanism of failure

generics comes from having a single piece ef-code that supports some behaviour in a type

manner. This simplifies development and maintenance of the code. It should also assist in
ng of the code during review and maintenance, by providing the same behaviour for all type
stantiated.

e, by not providing consistent behaviour.

s, the generic definition will have to make assumptions about the types it can legally be inst3
ample, a sort function requires that the elements to be sorted can be copied and compared.
are not met;-the result is likely to be a compiler error. For example if the sort function is in
efined type that doesn’t have a relational operator. Where ‘misuse’ of a generic leads to a
n be.régarded as a development issue, and not a software vulnerability.

se when the use of a generic-actually makes the code harder to understand during review and

5”7, and in
mply be

n have

he
with

ntiated
If these
tantiated
ompiler

Confusion, and hence potential vulnerability, can arise where the instantiated code is apparently invalid, but

doesn’t result in a compiler error. For example, a generic class defines a set of members, a subset of which rely

on a particular property of the instantiation type (such as a generic container class with a sort member function,

only the sort function relies on the instantiating type having a defined relational operator). In some languages,

such as C++, if the generic is instantiated with a type that doesn’t meet all the requirements but the program

never subsequently makes use of the subset of members that rely on the property of the instantiating type, the

code will compile and execute (for example, the generic container is instantiated with a user defined class that

doesn’t define a relational operator, but the program never calls the sort member of this instantiation). When

76

© I1SO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

the code is reviewed the generic class will appear to reference a member of the instantiating type that doesn’t
exist.

The problem as described in the two prior paragraphs can be reduced by a language feature (such as the concepts
language feature being designed by the C++ committee).

Similar confusion can arise if the language permits specific elements of a generic to be explicitly defined, rather
than using the common code, so that behaviour is not consistent for all instantiations. For example, for the same
generic container class, the sort member normally sorts the elements of the container into ascending order. In

languageqsuch as C++, a 'special case” can be created for the instantiation of the generic with a particyilar type.
For example, the sort member for a ‘float’ container may be explicitly defined to provide different béHaviour, say
sorting the elements into descending order. Specialization that doesn’t affect the apparent behaviourn of the
instantiatjon is not an issue. Again, for C++, there are some irregularities in the semantics,of arrays and pointers
that can lgad to the generic having different behaviour for different, but apparently very’similar, typed. In such
cases, spdcialization can be used to enforce consistent behaviour.

6.42.4 Applicable language characteristics

This vulngrability is intended to be applicable to languages with the following characteristics:

[ ]
—

anguages that permit definitions of objects or functions'to'be parameterized by type, for latg

=

ristantiation with specific types, such as:
o Templatesin C++
o Generics in Ada, Java.

6.42.5 Avoiding the vulnerability or mitigating its effects
Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

e [Document the properties of;aninstantiating type necessary for a generic to be valid.

1 an instantiating type hasthe required properties, the whole of the generic should be ensurgd to be
plid, whether actually:uised in the program or not.

[ ]
0 <

referably avoid,/but‘at least carefully document, any ‘special cases’ where a generic is instantiated with

Q)

specific type.deesn’t behave as it does for other types.

6.42.6 Implications for standardization

In future $tandardization activities, the following items should be considered:

e Language specifiers should standardize on a common, uniform terminology to describe
generics/templates so that programmers experienced in one language can reliably learn and refer to the
type system of another language that has the same concept, but with a different name.

e lLanguage specifiers should design generics in such a way that any attempt to instantiate a generic with
constructs that do not provide the required capabilities results in a compile-time error.

e language specifiers should provide an assertion mechanism for checking properties at run-time, for those
properties that cannot be checked at compile time. It should be possible to inhibit assertion checking if
efficiency is a concern.
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6.43 Inheritance [RIP]

6.43.1 Description of application vulnerability

Inheritance, the ability to create enhanced and/or restricted object classes based on existing object classes can

introduce a number of vulnerabilities, both inadvertent and malicious. Because Inheritance allows the overriding
of methods of the parent class and because object oriented systems are designed to separate and encapsulate
code and data, it can be difficult to determine where in the hierarchy an invoked method is actually defined. Also,
since an overriding method does not need to call the method in the parent class that has been overridden,

essential init

constructor

Languages t
Different ob

inheritance tree is traversed.
6.43.2 Crpss reference
JSF AV Rules;: 86 to 97
MISRA C++ 3008: 0-1-12, 8-3-1, 10-1-1 to 10-1-3, and 10-3-1 to 10-3-3
Ada Quality pnd Style Guide: 9 (complete clause)
6.43.3 Méchanism of failure
The use of inheritance can lead to an exploitable application vulnerability or negatively impact system sa
several ways:
e Exedution of malicious redefinitions, this can occur through the insertion of a class into the class
that|overrides commonly called methods in the parent classes.
e Accifental redefinition, wherg asmethod is defined that inadvertently overrides a method that h
been defined in a parent ¢lass.

Acci
prog
Breg
with

These vulne
of multiple i

hnd destructor methods.

hat allow multiple inheritance add additional complexities to the resolution of method invoc
ect brokerage systems may resolve the method identity to different classesybased on how t

Hental failure of redefinition, when a method is incorrectly named or the parameters are not
erly, and thus dees not override a method in a parent class.

king of class_invariants, this can be caused by redefining methods that initialize or validate ¢
out including that initialization or validation in the overriding methods.

abilities can increase dramatically as the complexity of the hierarchy increases, especially in

ialization and manipulation of class data may be bypassed. This can be especially dangerous

during

btions.
he

fety in

hierarchy

hs already

defined

ass data

the use

nheritance.

6.43.4 Applicable language characteristics

This vulnera

78

bility description is intended to be applicable to languages with the following characteristics:

Languages that allow single and multiple inheritances.
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Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Avoid the use of multiple inheritance whenever possible.

24772:2013

e Provide complete documentation of all encapsulated data, and how each method affects that data for

each object in the hierarchy.

e Inherit only from trusted sources, and, whenever possible, check the version of the parent classes during

compilation and/or initialization.

e P

6.43.6 ]

In future

(]
—

q

e Cpmpilers should provide an option to report the class in which a resolved method resides.

[ ]
X

6.44 EX

6.44.11

Most langduages define intrinsic procedures, which are easily available, or always "simply available", to

translatio
standard

a different procedure may be unexpectedly used when switching between translators.

6.44.2 (

[None]

gdnguage specification should include the definition of a common versioning method.

ovide a method that provides versioning information for each class.
mplications for standardization

tandardization activities, the following items should be considered:

intime environments should provide a trace of all runtime methed resolutions.

tra Intrinsics [LRM]

Description of application vulnerability:

h unit. If a translator extends the set of intrinsics beyond those defined by the standard, and
bpecifies that intrinsics are selected before procedures of the same signature defined by the

Cross reference

6.44.3

Most starjdard progfamming languages define a set of intrinsic procedures which may be used in any
Some language standards allow a translator to extend this set of intrinsic procedures. Some language
specify thpt intrinsic procedures are selected ahead of an application procedure of the same signature

cause a different procedure to be used when switching between translators

echanism of failure

any
the
Qpplication,

hpplication.
standards
. This may

For example, most languages provide a routine to calculate the square root of a number, usually named sqgrt ().

If a translator also provided, as an extension, a cube root routine, say named cbrt (), that extension may

override an application defined procedure of the same signature. If the two different cbrt () routines chose
different branch cuts when applied to complex arguments, the application could unpredictably go wrong.

If the language standard specifies that application defined procedures are selected ahead of intrinsic procedures

of the same signature, the use of the wrong procedure may mask a linking error.
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6.44.4 Applicable language characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:

e Any language where translators may extend the set of intrinsic procedures and where intrinsic
procedures are selected ahead of application defined (or external library defined) procedures of the same
signature.

6.44.5 Avoiding the vulnerability or mitigating its effects

Software deyelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use|whatever language features are available to mark a procedure as language defined or applicption
defiped.
e Be aware of the documentation for every translator in use and avoid using procedure signatures|matching
thoge defined by the translator as extending the standard set.

6.44.6 Implications for standardization

In future stapdardization activities, the following items should be considéered:

o C(Clearly state whether translators can extend the set of intrinsic procedures or not.

e C(Clearly state what the precedence is for resolving collisions.

e Clearly provide ways to mark a procedure signature.as being the intrinsic or an application provigled
prodedure.

e Require that a diagnostic is issued when an application procedure matches the signature of an intrinsic
prodedure.

6.45 Argument Passing to Library Functions [TR]]

6.45.1 Description of application vulnerability

Libraries that supply objects,erfunctions are in most cases not required to check the validity of parametégrs
passed to them. In those tases where parameter validation is required there might not be adequate parpmeter
validation.

6.45.2 Crpossreference

CWE:
114. Process Control
JSF AV Rules 16, 18, 19, 20, 21, 22, 23, 24, and 25
MISRA C 2004: 20.2, 20.3, 20.4, 20.6, 20.7, 20.8, 20.9, 20.10, 20.11, and 20.12

MISRA C++2008: 17-0-1, 17-0-5, 18-0-2, 18-0-3, 18-0-4, 18-2-1, 18-7-1 and 27-0-1
CERT C guidelines: INT03-C and STR07-C
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6.45.3 Mechanism of failure

When calling a library, either the calling function or the library may make assumptions about parameters. For
example, it may be assumed by a library that a parameter is non-zero so division by that parameter is performed
without checking the value. Sometimes some validation is performed by the calling function, but the library may
use the parameters in ways that were unanticipated by the calling function resulting in a potential vulnerability.
Even when libraries do validate parameters, their response to an invalid parameter is usually undefined and can
cause unanticipated results.

6.45.4 Applicable language characteristics

This vulndrability description is intended to be applicable to languages with the following characteristics:

e Languages providing or using libraries that do not validate the parameters accepted by functigns,
ethods and objects.

3

6.45.5 Avoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects-in-the following ways:

[ ]
-

ibraries should be defined to validate any values passed.to.the library before the value is usegl.
Develop wrappers around library functions that checkthe parameters before calling the funct|on.

e Demonstrate statically that the parameters are never/invalid.
Uke only libraries known to have been developed with consistent and validated interface requirements.

—

It is noted that several approaches can be taken, some work best if used in conjunction with each othd
6.45.6 Implications for standardization

In future $tandardization activities, the\following items should be considered:

[ ]
m

hsure that all library functiens defined operate as intended over the specified range of input jvalues and

—

dact in a defined manner to values that are outside the specified range.
e Languages shoulddefine libraries that provide the capability to validate parameters during compilation,
during executionor by static analysis.

6.46 Inter-language Calling [D]S]

6.46.1 Description of application vulnerability

When an application is developed using more than one programming language, complications arise. The calling
conventions, data layout, error handing and return conventions all differ between languages; if these are not
addressed correctly, stack overflow/underflow, data corruption, and memory corruption are possible.

In multi-language development environments it is also difficult to reuse data structures and object code across
the languages.
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6.46.2 Cross reference

[None]

6.46.3 Mechanism of failure

When calling a function that has been developed using a language different from the calling language, the call

convention and the return convention used must be taken into account. If these conventions are not handled

correctly, there is a good chance the calling stack will be corrupted, see 6.36 Subprogram Signature Mismatch

[OTR]. The (
Values [CSJ]

Many languz:
and the cass
a language g
intended.

Character ar
data layout

alignment. If these data types are not handled correctly, the data could be corrupted, the memory coulg
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structure, sd
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int
charn
}i

and nottot

g

char

where 1leng
length that i

all convention covers how the language invokes the call; see 6.34 Passing Parameters and-R

Pturn

and how the parameters are handled.

ges restrict the length of identifiers, the type of characters that can be used as the first char
of the characters used. All of these need to be taken into account when invoking a routine
ther than the calling language. Otherwise the identifiers might bind in a manner different th

d aggregate data types require special treatment in a multi-language development environn
bf all languages that are to be used must be taken into consideration; this includes padding a

r both may become corrupt. This can happen by writing/reading past either end of the data
e 6.9 Buffer Boundary Violation (Buffer Overflow) #4CB]. For example, a Pascal STRING dat

r: STRING(10);

to a C structure
{

length;

str [10];

ne C structure

tr [10]

5 different from physical length of the Pascal STRING and assumes a null terminator.

Most numer

Qcter,
written in
BN

nent. The
nd
be

b type

th contaiis the actual length of STRING. The second C construct is implemented with a physical
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, and
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only those types that match the languages should be used. For example, in some implementations of C++ a

signed char

would match a Fortran

integer (1)

and would match a Pascal
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PACKED -128..127
These correspondences can be implementation-defined and should be verified.
6.46.4 Applicable language characteristics
The vulnerability is applicable to languages with the following characteristics:

e All high level programming languages and low level programming languages are susceptible to this

vulnerability when used in a multi-language development environment

6.46.5 Avoiding the vulnerability or mitigating its effects
Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

Uke the inter-language methods and syntax specified by the applicable languagé standard(s). [For
example, Fortran and Ada specify how to call C functions.

e Uhderstand the calling conventions of all languages used.

For items comprising the inter-language interface:

o Understand the data layout of all data types used.

o Understand the return conventions of all languages used.
o Ensure that the language in which error check occufts is the one that handles the error.
o Avoid assuming that the language makes a distinction between upper case and lower fase letters
in identifiers.

Avoid using a special character as the first\character in identifiers.
o Avoid using long identifier names.

o

6.46.6 Implications for standardization

In future $tandardization activities, the following items should be considered:

e Standards committees should consider developing standard provisions for inter-language callihg with
languages most often used with their programming language.

6.47 Dynamically-linked Code and Self-modifying Code [NYY]

6.47.1 Description of application vulnerability

Code thatlis dynamically linked may be different from the code that was tested. This may be the result of

replacing g library with another of the same name or by altering an environment variable such as
LD LIBRARY PATH on UNIX platforms so that a different directory is searched for the library file. Executing
code that is different than that which was tested may lead to unanticipated errors or intentional malicious

activity.

On some platforms, and in some languages, instructions can modify other instructions in the code space.
Historically self-modifying code was needed for software that was required to run on a platform with very limited
memory. It is now primarily used (or misused) to hide functionality of software and make it more difficult to
reverse engineer or for specialty applications such as graphics where the algorithm is tuned at runtime to give
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better performance. Self-modifying code can be difficult to write correctly and even more difficult to test and

maintain correctly leading to unanticipated errors.

6.47.2 Cross reference

JSF AV Rule:

2

6.47.3 Mechanism of failure

Through theratterationof-atibrat Y fite-orenvironmentvat ;ab:c, the-code-thatis dyllanl;\.q”y Hrried rayqe
different fromn the code which was tested resulting in different functionality.
On some plgtforms, a pointer-to-data can erroneously be given an address value that designatés a’locatipn in the
instruction gpace. If subsequently a modification is made through that pointer, then an unafticipated bepaviour
can result.
6.47.4 Applicable language characteristics
This vulnerapility description is intended to be applicable to languages with(the following characteristics:

e languages that allow a pointer-to-data to be assigned an address value that designates a locatiop in the

instfuction space.

e languages that allow execution of code that exists in data.space.

e lLanguages that permit the use of dynamically linked:or. shared libraries.

e Languages that execute on an OS that permits program memory to be both writable and executdble.
6.47.5 Avjoiding the vulnerability or mitigating its effects

Software deyelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

d

fy that the dynamically linked-or shared code being used is the same as that which was testef.
should

ot write self-modifying code except in extremely rare instances. Most software applicationg
br have a requirement for self-modifying code.
ose extremely rare instances where its use is justified, self-modifying code should be very lix
ily documented:

Veri
Do 1
nevq
In th
hea

nited and

6.47.6 Implications for standardization

In future sta

rdardization activities, the following items should be considered:

e lLanguages should consider providing a means so that a program can either automatically or manually

check that the digital signature of a library matches the one in the compile/test environment.
6.48 Library Signature [NSQ]

6.48.1 Description of application vulnerability

Programs written in modern languages may use libraries written in other languages than the program
implementation language. If the library is large, the effort of adding signatures for all of the functions use by
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hand may be tedious and error-prone. Portable cross-language signatures will require detailed understanding of
both languages, which a programmer may lack.

Integrating two or more programming languages into a single executable relies upon knowing how to interface
the function calls, argument list and global data structures so the symbols match in the object code during linking.

Byte alignment can be a source of data corruption if memory boundaries between the programming languages
are different. Each language may also align structure data differently.

. . CT OS5 TCICTCIICC

MISRA C 2004: 1.3
MISRA C++ 2008: 1-0-2

6.48.3 Mechanism of failure

When thd library and the application in which it is to be used are written in different languages, the sgecification
of signatures is complicated by inter-language issues.

As used ir} this vulnerability description, the term library includes the interface to the operating systen, which
may be specified only for the language used to code the operating system itself. In this case, any program written
in any otHer language faces the inter-language interoperability.issue of creating a fully-functional signature.

When thg application language and the library language aré.different, then the ability to specify signatures

according|to either standard may not exist, or be very difficult. Thus, a translator-by-translator solutign may be
needed, which maximizes the probability of incorrect signatures (since the solution must be recreated|for each
translator] pair). Incorrect signatures may or may-not be caught during the linking phase.

6.48.4 Applicable language characteristics

This vulngrability description is intended to be applicable to languages with the following characteristifgs:

L]
—

anguages that do naotispecify how to describe signatures for subprograms written in other languages.
6.48.5 Avoiding the vulnerability or mitigating its effects
Software Hevelopérs can avoid the vulnerability or mitigate its ill effects in the following ways:

o Upetools to create the signatures.

e Avoid using translator options or language features to reference library subprograms without proper
signatures.

6.48.6 Implications for standardization
In future standardization activities, the following items should be considered:

e Provide correct linkage even in the absence of correctly specified procedure signatures. (Note that this
may be very difficult where the original source code is unavailable.)
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Provide specified means to describe the signatures of subprograms.

6.49 Unanticipated Exceptions from Library Routines [HJW]

6.49.1 Description of application vulnerability

A library in this context is taken to mean a set of software routines produced outside the control of the main

application developer, usually by a third party, and where the application developer may not have access to the

source. In such circumstances the application developer has limited knowledge of the library functions, other than

from their b

Whilst the u
behaviour th

6.49.2 Cr

JSF AV Rule:
MISRA C 20(
MISRA C++ 2
Ada Quality

6.49.3 M¢

In some lang
termination
unanticipate

It should be
relevant her

6.49.4 Ap

This vulnera

Lang
acce

Lang

bhavioural interface.

ce of libraries can present a number of vulnerabilities, the focus of this vulnerability is any un
at a library routine may exhibit, in particular the generation of unexpected exceptions.

pSs reference

208

4: 3.6,20.3

008: 15-3-1, 15-3-2,17-0-4
and Style Guide: 5.8 and 7.5

tchanism of failure

uages, unhandled exceptions lead to implementation-defined behaviour. This can include in
without for example, releasing previously allocated resources. If a library routine raises an
d exception, this undesirable behaviour.may result.

noted that the considerations of [OYB], Ignored Error Status and Unhandled Exceptions, are
3

plicable language characteristics

bility description_i§ intended to be applicable to languages with the following characteristics

uages that.¢an link previously developed library code (where the developer and compiler dd
ss to thelibrary source).
uages that permit exceptions to be thrown but do not require handlers for them.

desirable

hmediate

also

n’t have

6.49.5A

idinmg tire valmerability or mmitigating itseffects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

All library calls should be wrapped within a ‘catch-all’ exception handler (if the language supports such a

construct), so that any unanticipated exceptions can be caught and handled appropriately. This wrapping

may be done for each library function call or for the entire behaviour of the program, for example, having

the exception handler in main for C++. However, note that the latter isn’t a complete solution, as static
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objects are constructed before main is entered and are destroyed after it has been exited. Consequently,

MISRA C++ [16] bars class constructors and destructors from throwing exceptions (unless handled locally).

e An alternative approach would be to use only library routines for which all possible exceptions are

specified.

6.49.6 Implications for standardization

In future standardization activities, the following items should be considered:

o L3
e
e
o g

i
6.50 Pr

6.50.11

Pre-proce
this is esp

If great ca
many cas
macro tex

Source co
maintain
in a given

6.50.2 (

Holzmanr
JSF AV Ru
MISRA C ?
MISRA CH

Nguages that provide exceptions should provide a mechanism 10r catching all possIDIE EXCEf
ample, a ‘catch-all’ handler). The behaviour of the program when encountering an unhandl
ception should be fully defined.

nguages should provide a mechanism to determine which exceptions might be thrown by a
brary routine.

e-processor Directives [NMP]

Description of application vulnerability

ssor replacements happen before any source code syntax check, therefore there is no type ¢
ecially important in function-like macro parameters.

re is not taken in the writing of macros, the expanded macro can have an unexpected mean
s if explicit delimiters are not added around the-macro text and around all macro argument
t, unexpected expansion is the result.

de that relies heavily on complicated pre-processor directives may result in obscure and har
code since the syntax they expect-may be different from the expressions programmers regul
programming language.

Cross reference

8

es: 26, 27, 28329, 30, 31, and 32
004: 19.6;:19.7, 19.8, and 19.9

+ 2008:416-0-3, 16-0-4, and 16-0-5

CERTC gl1idelines: PREO1-C, PREO2-C, PRE10-C, and PRE31-C

tions (for
ed

called

hecking —

ng. In
within the

] to
brly expect

6.50.3 Mechanism of failure

Readability and maintainability may be greatly decreased if pre-processing directives are used instead of language

features.

While static analysis can identify many problems early; heavy use of the pre-processor can limit the effectiveness

of many static analysis tools, which typically work on the pre-processed source code.

In many cases where complicated macros are used, the program does not do what is intended. For example:
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define a macro as follows,

#define CD(x, vy) (x + vy - 1) / vy

whose purpose is to divide. Then suppose it is used as follows
a=¢CD (b & ¢, sizeof (int));

which expands into

a= (b & ¢ + sizeof (int) - 1) / sizeof (int);

whi¢h most times will not do what is intended. Defining the macro as
#define CD(x, y) ((x) + (y) - 1) / (y)
will provide the desired result.
6.50.4 Applicable language characteristics
This vulnerapility description is intended to be applicable to languages with the fellowing characteristics:

e languages that have a lexical-level pre-processor.

e languages that allow unintended groupings of arithmetic statements.
e languages that allow cascading macros.

e languages that allow duplication of side effects.

e languages that allow macros that reference themselves.

e lLanguages that allow nested macro calls.

e lLanguages that allow complicated macros.

6.50.5 Avjoiding the vulnerability or mitigating its effects

Software deyelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Whare it is possible to aghieve the desired functionality without the use of pre-processor directiyes, this
shodild be done in preference to the use of pre-processor directives.

6.50.6 Implicationsfor standardization

In future stapdardization activities, the following items should be considered:

e Standards should Teduce or eliminate dependence on lexical-level pre-processors 1or essential
functionality (such as conditional compilation).

e Standards should consider providing capabilities to inline functions and procedure calls, to reduce the
need for pre-processor macros.
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6.51.1 Description of application vulnerability
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Some languages include the provision for runtime checking to prevent vulnerabilities to arise. Canonical

examples are bounds or length checks on array operations or null-value checks upon dereferencing pointers or

reference

s. In most cases, the reaction to a failed check is the raising of a language-defined exception.

As run-time checking requires execution time and as some project guidelines exclude the use of exceptions,

languageq
program.

6.51.2 (

[Non

6.51.3 Mechanism of Failure

Vulnerabi
corruptio

6.51.4 Applicable language characteristics

This vulne
[ ] L4

° L3

o |3

o

6.51.5 Avoiding the vulnerability

Software

p
o |If
o W

gdnguages that define runtime checks to prevent certain vulnerabilities and
gnguages that allow the above checks toibe suppressed,

Analogously, compiler options may be used to achieve this effect.

‘ross reference

]

ities that could have been prevented by the run-time checks are.undetected, resulting in me
N, propagation of incorrect values or unintended execution.paths.

rability description is intended to be applicable.to languages with the following characteristi

nguages or compilers that suppress\checking by default, or whose compilers or interpreters
btions to omit the above checks

Hevelopers can avoid-the vulnerability or mitigate its ill effects in the following ways:

oved to be& performance-critical.

the default behaviour of the compiler or the language is to suppress checks, then enable thd
heré checks are suppressed, verify that the suppressed checks could not have failed.

early identify code sections where checks are suppressed.

may define a way to optionally suppress such checking for regions of the code or for the enti

re

mory

CS:

provide

b not suppress.checks at all or restrict the suppression of checks to regions of the code that have been

m.

e Do not assume that checks in code verified to satisfy all checks could not fail nevertheless due to
hardware faults.

6.51.6 Implications for standardization

[None]
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6.52 Provision of Inherently Unsafe Operations [SKL]

6.52.1 De

scription of application vulnerability

Languages define semantic rules to be obeyed by conforming programs. Compilers enforce these rules and

diagnose vio

lating programs.

A canonical example are the rules of type checking, intended among other reasons to prevent semantically

incorrect assignments, such as characters to pointers, meter to feet, euro to dollar, real numbers to booleans, or

complex nurmbers to two-dimensional coordinates.
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n is the casting of memory as part of the implementation of a heap allocator to the itype of
emory is allocated. A type-safe assignment is impossible for this functionality\Thus, a capa
type casting” between arbitrary types to interpret the bits in a different fashion is a necessa
hsafe operation, without which the type-safe allocator cannot be programmed.

hout prevention of dangling references.

ple is any interfacing with another language, since the checks ensuring type-safeness rarely
age boundaries.

bntly unsafe operations constitute a vulnerability;since they can (and will) be used by progra
nere their use is neither necessary nor appropriate.

ility is eminently exploitable to violate-program security.

pss reference

tchanism of Failure

herently unsafe‘operations or the suppression of checking circumvents the features that are
blied to enslre safe execution. Control flow, data values, and memory accesses can be corru
b, Seecthe respective vulnerabilities resulting from such corruption.
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bility description is intended to be applicable to languages with the following characteristics:

piler or interpreter options or by language constructs, or

Languages that provide inherently unsafe operations

6.52.5 Avoiding the vulnerability

Software de

90

velopers can avoid the vulnerability or mitigate its ill effects in the following ways:

Languages that allow compile-time checks for the prevention of vulnerabilities to be suppressed by

© I1SO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR

24772:2013

e Restrict the suppression of compile-time checks to where the suppression is functionally essential.

e U

se inherently unsafe operations only when they are functionally essential.

e C(Clearly identify program code that suppresses checks or uses unsafe operations. This permits the focusing
of review effort to examine whether the function could be performed in a safer manner.

6.53 Obscure Language Features [BRS]

6.53.1 Description of application vulnerability

The probl
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6.53.3 Mechanism of failure
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6.53.4 Applicable language characteristics

aintainers of the software may not fully understand the intent. The consequences of the pr|

ent or in maintenance.
Cross reference

es: 84, 86, 88, and 97

004: 3.2,10.2,13.1,17.5, 20.6-20.12, and 12.10

+ 2008: 0-2-1, 2-3-1, and 12-1-1

idelines: FIO03-C, MSCO05-C, MSC30-C, and MSC31-C.

f obscure language features can léad to an application vulnerability in several ways:

he original programmer may misunderstand the correct usage of the feature and could utiliz
correctly in the desigh.or code it incorrectly.

bviewers of the design and code may misunderstand the intent or the usage and overlook pr
aintainers of theCode cannot fully understand the intent or the usage and could introduce {
iring maintenance.

bre if the software is to be used in trusted applications, such as safety or mission-critical ones.

orrectly.

be experts,
are initially
bblem are

ctood language features or misunderstood code sequences can lead to application vulnerabilities in

174

P it

pblems.
roblems

This vulnerability description is intended to be applicable to any language.

6.53.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Individual programmers should avoid the use of language features that are obscure or difficult to use,

especially in combination with other difficult language features. Organizations should adopt coding

st

andards that discourage use of such features or show how to use them correctly.
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e Organizations developing software with critically important requirements should adopt a mechanism to
monitor which language features are correlated with failures during the development process and during
deployment.

e Organizations should adopt or develop stereotypical idioms for the use of difficult language features,
codify them in organizational standards, and enforce them via review processes.

e Avoid the use of complicated features of a language.

e Avoid the use of rarely used constructs that could be difficult for entry-level maintenance personnel to
understand.

o Statjcanatysistam be used to findincorrect Usage of SOme fanguage features.

It should be [hoted that consistency in coding is desirable for each of review and maintenance. Thereforg, the
desirability @f the particular alternatives chosen for inclusion in a coding standard does not neéd to be efnpirically
proven.

6.53.6 Implications for standardization
In future stapdardization activities, the following items should be considered:

e lLanguage designers should consider removing or deprecating obscUre, difficult to understand, off difficult
to uge features.
e lLanguage designers should provide language directives thatioptionally disable obscure language [features.

6.54 Unspecified Behaviour [BQF]

6.54.1 Description of application vulnerability

The external behaviour of a program whose soufice code contains one or more instances of constructs hgving
unspecified pehaviour may not be fully predictable when the source code is (re)Jcompiled or (re)linked.

6.54.2 Cross reference

JSF AV Ruleg: 17-25

MISRA C2004:1.3,1.5,3.13.3,3.4,17.3,1.2,5.1,18.2,19.2,and 19.14

MISRA C++ 2008: 5-0-1,-5:2-6, 7-2-1, and 16-3-1

CERT C guid¢lines: MSG15-C

See: 6.55 Undefimed Behaviour [EWF] and 6.56 Implementation-defined Behaviour [FAB].

6.54‘.3 Mbblldlliblll Uf fdilLIl <

Language specifications do not always uniquely define the behaviour of a construct. When an instance of a
construct that is not uniquely defined is encountered (this might be at any of compile, link, or run time)
implementations are permitted to choose from the set of behaviours allowed by the language specification. The
term 'unspecified behaviour' is sometimes applied to such behaviours, (language specific guidelines need to
analyze and document the terms used by their respective language).
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A developer may use a construct in a way that depends on a subset of the possible behaviours occurring. The

behaviour of a program containing such a usage is dependent on the translator used to build it always selecting

the 'expected' behaviour.

Many language constructs may have unspecified behaviour and unconditionally recommending against any use of

these con

structs may be impractical. For instance, in many languages the order of evaluation of the operands

appearing on the left- and right-hand side of an assignment is unspecified, but in most cases the set of possible
behaviours always produce the same result.
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6.54.5 Avoidingthe vulnerability or mitigating its effects

Software

irance of unspecified behaviour in a language specitication is recognition by the language deksigners that
hses flexibility is needed by software developers and provides a worthwhile benefit fordanguage
s; this usage is not a defect in the language.

rtant characteristic is not the internal behaviour exhibited by a construct (such:as the sequerjce of
ode generated by a translator) but its external behaviour (that is, the one.visible to a user of a

If the set of possible unspecified behaviours permitted for a specific use of a construct all produce the
rnal effect when the program containing them is executed, then rebuilding the program cannot result in
bf behaviour for that specific usage of the construct.

ce, while the following assignment statement contains unspecified behaviour in many langupges (that
sible to evaluate either the A or B operand first, followed by the other operand):

B;

ses the order in which A and B are evaluated,does not affect the external behaviour of a prdgram
b this statement.

rability is intended to be applicable to languages with the following characteristics:

gdnguages whose specification allows a finite set of more than one behaviour for how a translptor

hndles some construct, where two or more of the behaviours can result in differences in extgrnal
ogram behaviour,

Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

o U

se language constructs that have specified behaviour.

e Ensure that a specific use of a construct having unspecified behaviour produces a result that is the same

for all of the possible behaviours permitted by the language specification.

e When developing coding guidelines for a specific language all constructs that have unspecified behaviour

should be documented and for each construct the situations where the set of possible behaviours can

vary should be enumerated.
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6.54.6 Im

plications for standardization

In future standardization activities, the following items should be considered:

Languages should minimize the amount of unspecified behaviours, minimize the number of possible

behaviours for any given "unspecified" choice, and document what might be the difference in external

effect associated with different choices.

6.55 Undefined Behaviour [EWF]
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The externa
by the langu
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behaviour of a program containing an instance of a construct having undefined behaviour, 3
ge specification, is not predictable.
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4:1.3,15,3.1,3.3,3.4,17.3,1.2,5.1, 18.2, 19.2, and 19.14

008: 2-13-1, 5-2-2, 16-2-4, and 16-2-5

lines: MSC15-C

specified Behaviour [BQF] and 6.56 Implementationsdefined Behaviour [FAB].

6.55.3 Mg
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beforeitisi

6.55.4 Ap
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ecifications may categorize the behaviour of a language construct as undefined rather than :
lation (that is, an erroneous use of the’language) because of the potentially high implement
and diagnosing all occurrences of-it. In this case no specific behaviour is required and the tr
ystem is at liberty to do anything it pleases (which may include issuing a diagnostic).

ur of a program built from-successfully translated source code containing a construct having
Ehaviour is not predictable. For example, in some languages the value of a variable is undefi
nitialized.

plicable’language characteristics

bility is'intended to be applicable to languages with the following characteristics:

s defined

sa
htion cost
hnslator

hed

the |

anguage specification.

Languages that do not fully define the behaviour of constructs during compile, link and program

execution.

6.55.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
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e Ensuring that undefined language constructs are not used.

e Ensuring that a use of a construct having undefined behaviour does not operate within the domain in
which the behaviour is undefined. When it is not possible to completely verify the domain of operation
during translation a runtime check may need to be performed.

o When developing coding guidelines for a specific language all constructs that have undefined behaviour
should be documented. The items on this list might be classified by the extent to which the behaviour is
likely to have some critical impact on the external behaviour of a program (the criticality may vary
between different implementations, for example, whether conversion between object and function

P pinterstras-wetrdefimed-betavio )
6.55.6 Implications for standardization

In future $tandardization activities, the following items should be considered:

e Language designers should minimize the amount of undefined behaviour t6,the extent possible and
ptactical.

e Language designers should enumerate all the cases of undefined behadyviour.
e Language designers should provide mechanisms that permit the disabling or diagnosing of corfstructs that
nmay produce undefined behaviour.

6.56 Inlplementation-defined Behaviour [FAB]

6.56.1 Description of application vulnerability

Some conistructs in programming languages are notfully defined (see 6.54 Unspecified Behaviour [BQJ]) and thus

leave conjpiler implementations to decide how(the construct will operate. The behaviour of a program, whose
source cofe contains one or more instances of constructs having implementation-defined behaviour, fan change
when the[source code is recompiled or.relinked.

6.56.2 Cross reference

JSF AV Rules: 17-25

MISRA C 2004:1.3,1.5,3.+3.3,3.4,17.3,1.2,5.1, 18.2,19.2,and 19.14
MISRA C++ 2008: 5-2-9,5-3-3, 7-3-2, and 9-5-1

CERT C gdidelines:\MSC15-C

ISO/IEC TR 15942:2000: 5.9

Ada Quality~and Style Guide: 7.1.5 and 7.1.6

See: 6.54 Unspecified Behaviour [BQF] and 6.55 Undefined Behaviour [EWF].

6.56.3 Mechanism of failure

Language specifications do not always uniquely define the behaviour of a construct. When an instance of a
construct that is not uniquely defined is encountered (this might be at any of translation, link-time, or program
execution) implementations are permitted to choose from a set of behaviours. The only difference from
unspecified behaviour is that implementations are required to document how they behave.
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A developer may use a construct in a way that depends on a particular implementation-defined behaviour

occurring. The behaviour of a program containing such a usage is dependent on the translator used to build it

always selecting the 'expected' behaviour.

Some implementations provide a mechanism for changing an implementation's implementation-defined

behaviour (for example, use of pragmas in source code). Use of such a change mechanism creates the potential

for additional human error in that a developer may be unaware that a change of behaviour was requested earlier

in the source code and may write code that depends on the implementation-defined behaviour that occurred

prior to that

explicit change of behaviour.

Many languz:
against any

of significan
number of ¢

Ise of these constructs may be completely impractical. For instance, in many languages the
characters in an identifier is implementation-defined. Developers need to chogse a minimy
haracters and require that only translators supporting at least that number, &7\of characters

The appeardnce of implementation-defined behaviour in a language specification is’recognition by the la

designers th
this usage is

6.56.4 Ap
This vulnera

e lang

bt in some cases implementation flexibility provides a worthwhile benefit for language trans
not a defect in the language.

plicable language characteristics
bility is intended to be applicable to languages with-the following characteristics:

uages whose specification allows some variationyin how a translator handles some construc

relignce on one form of this variation can resultinvdifferences in external program behaviour.

e lang
defi

6.56.5 Av

Software de

e Doc
char
dep

e Ensdy
beh

uage implementations may not be required to provide a mechanism for controlling impleme
ned behaviour.

oiding the vulnerability or mitigating its effects
velopers can avoid the vulnerability or mitigate its ill effects in the following ways:

iment the set of implementation-defined features an application depends upon, so that upo
ge of translater, development tools, or target configuration it can be ensured that those
bndencies are'still met.

re that'a-specific use of a construct having implementation-defined behaviour produces an

hviour that is the same for all of the possible behaviours permitted by the language specificati

ge constructs may have implementation-defined behaviour and unconditionally recommendling

humber
m
be used.

nguage
ators;

, Where

ntation-

pxternal

e Only

subset of implementation-defined behaviours. The known subset should be chosen so that the 'same

exte

rnal behaviour' condition described above is met.

e Create highly visible documentation (perhaps at the start of a source file) that the default

impl

ementation-defined behaviour is changed within the current file.

e When developing coding guidelines for a specific language all constructs that have implementation-

defined behaviour shall be documented and for each construct, the situations where the set of possible

behaviours can vary shall be enumerated.
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e When applying this guideline on a project the functionality provided by and for changing its
implementation-defined behaviour shall be documented.
o Verify code behaviour using at least two different compilers with two different technologies.

6.56.6 Implications for standardization
In future standardization activities, the following items should be considered:

e Portability guidelines for a specific language should provide a list of common implementation-defined

bghaviours.
e Language specifiers should enumerate all the cases of implementation-defined behaviour.

(]
—

anguage designers should provide language directives that optionally disable obscure language features.

6.57 Déprecated Language Features [MEM]

6.57.1 Description of application vulnerability

Ideally all{code should conform to the current standard for the respective language. In reality though,|a language
standard may change during the creation of a software system or suitable-compilers and developmen{
environmgents may not be available for the new standard for some périod of time after the standard i published.
To smooth the process of evolution, features that are no longer heeded or which serve as the root cayse of or
contributing factor for safety or security problems are oftendeptrecated to temporarily allow their corftinued use
but to indicate that those features may be removed in thefuture. The deprecation of a feature is a stfong
indication that it should not be used. Other features, although not formally deprecated, are rarely usgd and there
exist othgr more common ways of expressing the same function. Use of these rarely used features cah lead to
problems|when others are assigned the task of debugging or modifying the code containing those feafjures.

6.57.2 Cross reference

JSF AV Rules: 8 and 11

MISRA C 2004: 1.1, 4.2, and 20410

MISRA C++ 2008: 1-0-1, 2-3¢€1)2-5-1, 2-7-1, 5-2-4, and 18-0-2
Ada Quality and Style Guide: 7.1.1

6.57.3 Mechanism of failure

Most langduages evolve over time. Sometimes new features are added making other features extranegus.
Languagesl_h_F_hﬂThF_ﬂTb_?—ﬁf_#m_rﬂ_(lmay ave features that are frequently the basis Tof Security or safety probiems. The deprecation of

these features indicates that there is a better way of accomplishing the desired functionality. However, there is

always a time lag between the acknowledgement that a particular feature is the source of safety or security
problems, the decision to remove or replace the feature and the generation of warnings or error messages by
compilers that the feature shouldn’t be used. Given that software systems can take many years to develop, it is
possible and even likely that a language standard will change causing some of the features used to be suddenly
deprecated. Modifying the software can be costly and time consuming to remove the deprecated features.
However, if the schedule and resources permit, this would be prudent as future vulnerabilities may result from
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leaving the deprecated features in the code. Ultimately the deprecated features will likely need to be removed
when the features are removed.

6.57.4 Applicable language characteristics
This vulnerability description is intended to be applicable to languages with the following characteristics:

e All languages that have standards, though some only have defacto standards.
e Alllanguages that evolve over time and as such could potentially have deprecated features at some point.

6.57.5 Avoiding the vulnerability or mitigating its effects
Software deyelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

o Adhgre to the latest published standard for which a suitable complier and development environment is
available.

e Avold the use of deprecated features of a language.

e Staylabreast of language discussions in language user groups and standards groups on the Internet.
Discussions and meeting notes will give an indication of problem prone features that should not e used
or should be used with caution.

6.57.6 Implications for standardization
In future stahdardization activities, the following items shauld*be considered:

e Obsgure language features for which there are commonly used alternatives should be consideredl for
rempval from the language standard.

e Obsture language features that have routinely been found to be the root cause of safety or secufity
vulnerabilities, or that are routinely disallowed in software guidance documents should be consiglered for

rempval from the language standard.
e Language designers should provide language mechanisms that optionally disable deprecated language
featpres.

7. Applidation Vulnerabilities

7.1 General

This clause provides descriptions of selected application vulnerabilities which have been found and exploited in a
number of applications and which have well known mitigation techniques, and which result from design decisions
made by coders in the absence of suitable language library routines or other mechanisms. For these
vulnerabilities, each description provides:

e asummary of the vulnerability,

e typical mechanisms of failure, and

e techniques that programmers can use to avoid the vulnerability
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7.2 Terminology
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These vulnerabilities are application-related rather than language-related. They are written in a language-

independent manner, and there are no corresponding sections in the annexes.

7.3 Unspecified Functionality [BVQ]

7.3.1 Description of application vulnerability

Unspecifig
requirem
in a sprea

In a secur
illegitimat
obvious s

7.3.2 Cross reference

JSF AV Ru
MISRA C
XYQ: Dea

7.3.3 M

Unspecifi
unspecifig
In other ¢
spreadshg
effect the

In the firs
functiona
release hg

In effect,

The ‘and do nothing else’ clause is often not explicitly stated, and can be difficult to demonstrate.

bnts of the application. While this may be no more than an amusing ‘Easter Egg’, like the flig
dsheet, it does raise questions about the level of control of the development process.

ty-critical environment particularly, the developer of an application could include a ‘trap-do
e access to the system on which it is eventually executed, irrespective of whether the applic
bcurity requirements.

e: 127
004: 2.2,2.3,2.4,and 14.1
| and Deactivated code.

echanism of failure

pd functionality is not a software vulnerability per se, but more a development issue. In somé
d functionality may be added by a developer without the knowledge of the development or
bses, typically Easter Eggs, the functionality is unspecified as far as the user is concerned (no
et expecting to find it includes-a flight simulator), but is specified by the development organ
v only reveal a subset of theprogram’s behaviour to the users.

ity during validation and verification. In the second case, the user is relying on the supplier n
rmful code.

h program’s requirements are ‘the program should behave in the following manner and do n

pd functionality is code that may be executed, but whose behaviour does not contribute to.the

ht simulator

br’ to allow
btion has

P cases,
banization.
body buys a
ization. In

I case, one would expect a well-managed development environment to discover the additional

ot to

othing else’.

7.3.4 Avoiding the vulnerability or mitigating its effects

End users

can avoid the vulnerability or mitigate its ill effects in the following ways:

e Programs and development tools that are to be used in critical applications should come from a

developer who uses a recognized and audited development process for the development of those

programs and tools.

e The development process should generate documentation showing traceability from source code to

requirements, in effect answering ‘why is this unit of code in this program?’. Where unspecified
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functionality is there for a legitimate reason (such as diagnostics required for developer maintenance or

enhancement), the documentation should also record this. It is not unreasonable for customers of

bespoke critical code to ask to see such traceability as part of their acceptance of the application.

7.4 Distinguished Values in Data Types [KLK]

7.4.1 Des

cription of application vulnerability

Sometimes, in a type representation, certain values are distinguished as not being members of the type, but

rather as providing auxiliary information. Examples include special characters used as string terminators

distinguishe
sentinels usg
containing d
legitimate in
software wil

7.4.2 Cro

CWE:
20. Imp
137.Re
JSF AV Rule:

7.4.3 Mec

A “distinguis
of-type info

The
The
isin

If the use of
data. Note t
anticipated

An example

H values used to indicate out of type entries in SQL (Structured Query Language) database*fie

istinguished values is changed, it may happen that the distinguished value happens to coinci

no longer produce the intended results.

5s reference

roper input validation
bresentation errors
151

hanism of failure

hed value” or a "magic number" in the.representation of a data type might be used to repre
mation. Some examples include the\following:

use of a special code, such as:¥@0”, to indicate the termination of a coded character string.
use of a special value, such;as “999...9”, as the indication that the actual value is either not k
alid.

the software is latgr generalized, the once-special value can become indistinguishable from
hat the problem ‘may occur simply if the pattern of usage of the software is changed from th
by the software’s designers. It may also occur if the software is reused in other circumstance

of a'change in the pattern of usage is this: An organization logs visitors to its buildings by red

bd to indicate the bounds of queues or other data structures. When the usage pattern-of code

Ids, and

de with a

-type value. In such a case, the value is no longer distinguishable from an in-+type value and the

sent out-

nown or

yalid
bt

.

ording

their names

and national identity numbers or social security numhersin a database Of course_some vi

itors

legitimately don’t have or don’t know their social security number, so the receptionists enter numbers to “make
the computer happy.” Receptionists at one building have adopted the convention of using the code “555-55-
5555” to designate children of employees. Receptionists at another building have used the same code to

designate foreign nationals. When the databases are merged, the children are reclassified as foreign nationals or

vice-versa depending on which set of receptionists are using the newly merged database.

An example of an unanticipated change due to reuse is this: Suppose a software component analyzes radar data,
recording data every degree of azimuth from 0 to 359. Packets of data are sent to other components for

processing, updating displays, recording, and so on. Since all degree values are non-negative, a distinguished
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value of -1 is used as a signal to stop processing, compute summary data, close files, and so on. Many of the
components are to be reused in a new system with a new radar analysis component. However the new
component represents direction by numbers in the range -180 degrees to 179 degrees. When an azimuth value
of -1 is provided, the downstream components will interpret that as the indication to stop processing. If the
magic value is changed to, say, -999, the software is still at risk of failing when future enhancements (say,
counting accumulated degrees on complete revolutions) bring -999 into the range of valid data.

Distinguished values should be avoided. Instead, the software should be designed to use distinct variables to
encode the desired out-of-type information. For example, the length of a character string might be encoded in a

dope vectlor and validity of data entries might be encoded in distinct Boolean values.
7.4.4 Ayoiding the vulnerability or mitigating its effects
End users|can avoid the vulnerability or mitigate its ill effects in the following ways:

ke auxiliary variables (perhaps enclosed in variant records) to encode out-of-type informatiop.

U
e Uke enumeration types to convey category information. Do not rely upoh large ranges of integers, with
distinguished values having special meanings.

u

ke named constants to make it easier to change distinguished-values.

7.5 Adherence to Least Privilege [XYN]

7.5.1 Description of application vulnerability
Failure toladhere to the principle of least privilege amplifies the risk posed by other vulnerabilities.
7.5.2 Cross reference

CWE:
250. Pesign Principle Violation:-Failure to Use Least Privilege
idelines: POS02-C

This vulngrability type-refers to cases in which an application grants greater access rights than necessdry.
Depending on thelevel of access granted, this may allow a user to access confidential information. Fgr example,
programs|that.run with root privileges have caused innumerable UNIX security disasters. It is imperatiye that you

carefully teviéw privileged programs for all kinds of security problems, but it is equally important thatlprivileged
programs drop back to an unprivileged state as quickly as possible to limit the amount of damage that an
overlooked vulnerability might be able to cause. Privilege management functions can behave in some less-than-
obvious ways, and they have different quirks on different platforms. These inconsistencies are particularly
pronounced if you are transitioning from one non-root user to another. Signal handlers and spawned processes
run at the privilege of the owning process, so if a process is running as root when a signal fires or a sub-process is
executed, the signal handler or sub-process will operate with root privileges. An attacker may be able to leverage
these elevated privileges to do further damage. To grant the minimum access level necessary, first identify the
different permissions that an application or user of that application will need to perform their actions, such as file
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read and write permissions, network socket permissions, and so forth. Then explicitly allow those actions while

denying all e

Ise.

7.5.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:
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application vulnerability by
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least privilege, access should be allowed only when it is absolutely necessary to the function of a given system,

and only for the minimal necessary amount of time. Any further allowance of privilege widens the window of

time during which a successful exploitation of the system will provide an attacker with that same privilege.

Many situati

A pr

ons could lead to a mechanism of failure:

oduct could incorrectly assign a privilege to a particular entity.

A particular privilege, role, capability, or right could be used to perform unsafe actions that were not

intended, even when it is assigned to the correct entity. (Note that there are two separate sub-categories

102

© I1SO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

here: privilege incorrectly allows entities to perform certain actions; and the object is incorrectly
accessible to entities with a given privilege.)

e Two distinct privileges, roles, capabilities, or rights could be combined in a way that allows an entity to
perform unsafe actions that would not be allowed without that combination.

e The software may not properly manage privileges while it is switching between different contexts that
cross privilege boundaries.

e A product may not properly track, modify, record, or reset privileges.

e In some contexts, a system executing with elevated permissions will hand off a process/file or other

obj ; Tvi T . rivileges are
spread throughout a system and possibly to an attacker.

The software may not properly handle the situation in which it has insufficient privileges to pgrform an
operation.
A

program, upon installation, may set insecure permissions for an object.
7.6.4 Ayoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the‘following ways:

e The principle of least privilege when assigning access rights to‘entities in a software system shpuld be
fqllowed. The setting, management and handling of privileges should be managed very carefylly. Upon
clhanging security privileges, one should ensure that the change was successful.
Copnsider following the principle of separation of privilege. Require multiple conditions to be et before
permitting access to a system resource.
Trust zones in the software should be explicitly’managed. If at all possible, limit the allowancg of system
ptivilege to small, simple sections of code-that may be called atomically.

AB soon as possible after acquiring elevated privilege to call a privileged function such as chr¢ot (), the
ptogram should drop root privilegé.and return to the privilege level of the invoking user.
N newer Windows implementations, make sure that the process token has the SelImpersonatgPrivilege.

7.7 Exefruting or Loading Untrusted Code [XYS]
7.7.1 Description of application vulnerability

Executinglcommands.or loading libraries from an untrusted source or in an untrusted environment caf cause an
application to execute malicious commands (and payloads) on behalf of an attacker.

CWE:

114. Process Control

306. Missing Authentication for Critical Function
CERT C guidelines: PREQ9-C, ENV02-C, and ENV03-C

7.7.3 Mechanism of failure

Process control vulnerabilities take two forms:
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e An attacker can change the command that the program executes so that the attacker explicitly controls

wha

t the command is.

e An attacker can change the environment in which the command executes so that the attacker implicitly

controls what the command means.

Considering only the first scenario, the possibility that an attacker may be able to control the command that is

executed, process control vulnerabilities occur when:

e Data enters the application from a source that is not trusted.

e Theldata is used as or as part of a string representing a command that is executed by the applica

° By

would not otherwise have.

7.7.4 Avo

Software de

e Libraries that are loaded should be well understood and come from a trusted source with a digit
sigrfature. The application can execute code contained in native libraries, which often contain c

are
e All
e Det

what these libraries actually do, and the potential for:malicious code is high.
e To help prevent buffer overflow attacks, validate,all input to native calls for content and length.
e If the native library does not come from a trusted source, review the source code of the library.

libr

7.7.5 Imp|lications for standardization

In future sta

e language independent APIs for code signing and data signing should be defined, allowing each
Programming Languageto define a binding.

7.8 Memory Locking [XZX]

7.8.1 Des

mative libraries should be validated.

ecuting the command, the application gives an attacker a privilege or capability that the atf]

iding the vulnerability or mitigating its effects

belopers can avoid the vulnerability or mitigate its ill effects in the folloWing ways:

susceptible to other security problems, such as buffer overfflows or command injection.

ermine if the application requires the use of the nativellibrary. It can be very difficult to dete

hry should be built from the reviewed setirce before using it.

hdardization activities, the following items should be considered:

cription of application vulnerability

Lion.
acker

al
hlls that

Fmine

The

Sensitive data stored in memory that was not locked or that has been improperly locked may be written to swap

files on disk

by the virtual memory manager.

7.8.2 Cross reference

CWE:

591. Sensitive Data Storage in Improperly Locked Memory
CERT C guidelines: MEMO06-C
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7.8.3 Mechanism of failure

Sensitive data that is not kept cryptographically secure may become visible to an attacker by any of several
mechanisms. Some operating systems may write memory to swap or page files that may be visible to an attacker.
Some operating systems may provide mechanisms to examine the physical memory of the system or the virtual
memory of another application. Application debuggers may be able to stop the target application and examine or

alter memory.

7.8.4 Avoiding the vulnerability or mitigating its effects

In almostfall cases, these attacks require elevated or appropriate privilege.

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following walys:

[ ]
X

emove debugging tools from production systems.

[}
—

¢og and audit all privileged operations.
dentify data that needs to be protected and use appropriate cryptographic and other data obffuscation
tachniques to avoid keeping plaintext versions of this data in memgory“or on disk.

flthe operating system allows, clear the swap file on shutdown.

Notey]Several implementations of the POSIXmlock () and the‘Microsoft Windows VirtualLog¢k ()
functions will prevent the named memory region from being written to a swap or page file. Howgver, such

usagd is not portable.

Systems that provide a "hibernate" facility (such as laptops) will write all of physical memory to a file that may be

visible to pn attacker on resume.
7.8.5 Implications for standardization

In future $tandardization activities, thé-following items should be considered:

e Language independenttAPls for memory locking should be defined, allowing each Programmir|g Language

tq define a binding.

7.9 Respurce Exhiaustion [XZP]

7.9.1 Description of application vulnerability

The applicatiom s sUSCEptibie 1o generating and;/or acCcepting an excessive number of fequests thatcould
potentially exhaust limited resources, such as memory, file system storage, database connection pool entries, or
CPU. This could ultimately lead to a denial of service that could prevent any other applications from accessing

these resources.
7.9.2 Cross reference

CWE:
400. Resource Exhaustion
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7.9.3 Mechanism of failure

There are two primary failures associated with resource exhaustion. The most common result of resource

exhaustion is denial of service. In some cases an attacker or a defect may cause a system to fail in an unsafe or

insecure fas

hion by causing an application to exhaust the available resources.

Resource exhaustion issues are generally understood but are far more difficult to prevent. Taking advantage of

various entry points, an attacker could craft a wide variety of requests that would cause the site to consume

resources. Database queries that take a long time to process are good DoS (Denial of Service) targets. An

attacker wo
keep up. Th
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Software de
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ama

ild only have to write a few lines of Perl code to generate enough traffic to exceed the sitels
s would effectively prevent authorized users from using the site at all.

hn be exhausted simply by ensuring that the target machine must do much more“vork and ¢
ces to service a request than the attacker must do to initiate a request. Preyention of these
L the target system either recognizes the attack and denies that user further access for a give
me or uniformly throttles all requests to make it more difficult to consume resources more d

ne use of the system by a particular valid user. If the attacker impersonates the valid user, h
bnt the user from accessing the server in question. The second’solution is simply difficult to
stitute and even when properly done, it does not providea full solution. It simply makes th
b resources on the part of the attacker.

cern that must be discussed about issues of res@urce exhaustion is that of systems which "f3
hat in the event of resource consumption, the system fails in such a way that the state of th
bly the security functionality of the system.— are compromised. A prime example of this ca
switches that were vulnerable to "macof" attacks (so named for a tool developed by Dugson
s flooded a switch with random IP(Internet Protocol) and MAC(Media Access Control) addre
s, therefore exhausting the switch's cache, which held the information of which port corresy
hddresses. Once this cache:wds exhausted, the switch would fail in an insecure way and wou
as a hub, broadcasting alt-traffic on all ports and allowing for basic sniffing attacks.

iding the vulnerability or mitigating its effects

velopers can.avoid the vulnerability or mitigate its ill effects in the following ways:

ementthrottling mechanisms into the system architecture. The best protection is to limit tH
unt of resources that an application can cause to be expended. A strong authentication and

ability to

bnsume
attacks
n
uickly

n again be freed. The first of these solutions is an issue in itself thaugh, since it may allow attackers

b may be

b attack

il open."
b system

h be

g).
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onded to
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e
access

control model will help prevent such attacks from occurring in the first place. The authentication

application should be protected against denial of service attacks as much as possible. Limiting the

database access, perhaps by caching result sets, can help minimize the resources expended. To further

limit the potential for a denial of service attack, consider tracking the rate of requests received from users

and

blocking requests that exceed a defined rate threshold.

resource allocation cause the application to fail safely.
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Ensure that applications have specific limits of scale placed on them, and ensure that all failures in
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7.10 Unrestricted File Upload [CBF]

7.10.1 Description of application vulnerability

A first step often used to attack is to get an executable on the system to be attacked. Then the attack only needs
to execute this code. Many times this first step is accomplished by unrestricted file upload. In many of these
attacks, the malicious code can obtain the same privilege of access as the application, or even administrator
privilege.

7.10.2 Cross reference

CWE:
434. Unrestricted Upload of File with Dangerous Type

7.10.3 Mechanism of failure
There are[several failures associated with an uploaded file:

ecuting arbitrary code.
nishing page added to a website.
pfacing a website.

E
P
D
e Cteating a vulnerability for other attacks.
Browsing the file system.

C

[eating a denial of service.

. Ufoading a malicious executable to a server, which could be executed with administrator prijilege.
voiding the vulnerability or mitigating its effects
Software Hevelopers can avoid the vulperability or mitigate its ill effects in the following ways:

low only certain file extensions, commonly known as a white-list.

A
e Djsallow certain file extensions, commonly known as a black-list.
Uke a utility to checkthe type of the file.

Check the content-type in the header information of all files that are uploaded. The purpose ¢f the
content-typefield is to describe the data contained in the body completely enough that the rdceiving
agent,can pick an appropriate agent or mechanism to present the data to the user, or otherwise deal with

the'data in an appropriate manner.

e Use a dedicated location, which does not have execution privileges, to store and validate uploaded files,
and then serve these files dynamically.

e Require a unique file extension (named by the application developer), so only the intended type of the file
is used for further processing. Each upload facility of an application could handle a unique file type.

e Remove all Unicode characters and all control characters® from the filename and the extensions.

5 See http://www.ascii.cl/control-characters.htm
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e Set a limit for the filename length; including the file extension. In an NTFS (New Technology File System)
partition, usually a limit of 255 characters, without path information will suffice.
e Set upper and lower limits on file size. Setting these limits can help in denial of service attacks.

All of the above have some short comings, for example, a GIF (.gif) file may contain a free-form comment field,
and therefore a sanity check of the file’s contents is not always possible. An attacker can hide code in a file
segment that will still be executed by the application or server. In many cases it will take a combination of the
techniques from the above list to avoid this vulnerability.

7.10.5 Implications for standardization

In future stapdardization activities, the following items should be considered:

e language independent APIs for file identification should be defined, allowing eachiProgramming
Language to define a binding.

7.11 Resqurce Names [HTS]

7.11.1 Description of application vulnerability

Interfacing With the directory structure or other external identifiers oma'system on which software exectites is
very commdn. Differences in the conventions used by operating.systems can result in significant changef in
behaviour wihen the same program is executed under different\operating systems. For instance, the dirgctory
structure, permissible characters, case sensitivity, and so forth can vary among operating systems and even
ions of the same operating system. For example, Microsoft prohibits “/?:&\*”<>|#%”; but UNIX,

Linux, and OS X operating systems allow any character except for the reserved character ‘/’ to be used infa

among varia

filename.

Some operating systems are case sensitive while others are not. On non-case sensitive operating system

w
~

depending dn the software being used;.thé same filename could be displayed, as “filename”, “Filename”|or
“FILENAME”|and all would refer to the-same file.

Some operating systems, particularly older ones, only rely on the significance of the first n characters of the file
name. n ca be unexpectedly’small, such as the first 8 characters in the case of Win16 architectures which would
cause “filengmel”, “filerame2” and “filename3” to all map to the same file.

Variations ir| the/filename, named resource or external identifier being referenced can be the basis for vdrious

kinds of problems. Such mistakes or ambiguity can be unintentional, or intentional, and in either case thley can be

potentially exploited, if surreptitious behaviour is a goal.
7.11.2 Cross reference

JSF AV Rules: 46, 51, 53, 54, 55, and 56
MISRA C 2004: 1.4 and 5.1
CERT C guidelines: MSC09-C and MSC10-C
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7.11.3 Mechanism of Failure

The wrong named resource, such as a file, may be used within a program in a form that provides access to a
resource that was not intended to be accessed. Attackers could exploit this situation to intentionally misdirect
access of a named resource to another named resource.

7.11.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

Where possible, use an API that provides a known common set of conventions for namingand accessing
external resources, such as POSIX, ISO/IEC 9945:2003 (IEEE Std 1003.1-2001).

e Apalyze the range of intended target systems, develop a suitable API for dealing with them, and
dpcument the analysis.

Ensure that programs adapt their behaviour to the platform on which they aré executing, so that only the
intended resources are accessed. The means that information on such characteristics as the directory
s¢parator string and methods of accessing parent directories need to be parameterized and n¢t exist as
fiked strings within a program.
Avoid creating resource names that are longer than the guaranteéd\unique length of all potenttial target
platforms.

e Ayoid creating resources, which are differentiated only by the case in their names.

Aboid all Unicode characters and all control characters® i filenames and the extensions.

7.11.5 Implications for standardization

In future $tandardization activities, the following items-should be considered:

e Language independent APIs for interfacing with external identifiers should be defined, allowing each
Programming Language to define a-binding.

7.12 Injection [RST]

7.12.1 Description of application vulnerability

Injection problems span awide range of instantiations. The basic form of this weakness involves the software
allowing ipjection of-additional data in input data to alter the control flow of the process. Command injection
problems|are a subset of injection problems, in which the process can be tricked into calling external grocesses of
an attacker’s choeice through the injection of command syntax into the input data. Multiple
leading/internal/trailing special elements injected into an application through input can be used to compromise a
system. As data is parsed, improperly handled multiple leading special elements may cause the process to take
unexpected actions that result in an attack. Software may allow the injection of special elements that are non-
typical but equivalent to typical special elements with control implications. This frequently occurs when the
product has protected itself against special element injection. Software may allow inputs to be fed directly into
an output file that is later processed as code, such as a library file or template. Line or section delimiters injected

into an application can be used to compromise a system.

6 See http://www.ascii.cl/control-characters.htm
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Many injection attacks involve the disclosure of important information — in terms of both data sensitivity and

usefulness in further exploitation. In some cases injectable code controls authentication; this may lead to a

remote vulnerability. Injection attacks are characterized by the ability to significantly change the flow of a given

process, and in some cases, to the execution of arbitrary code. Data injection attacks lead to loss of data integrity

in nearly all cases as the control-plane data injected is always incidental to data recall or writing. Often the

actions performed by injected control code are not logged.

SQL injection attacks are a common instantiation of injection attack, in which SQL commands are injected into

input to effect the execution of predefined SQL commands. Since SQL databases generally hold sensitive data,

loss of confi
commands §
user with ng
be possible {
as it may be
information

Injection prg
issue to notg
data into the

Hentiality is a frequent problem with SQL injection vulnerabilities. If poorly implemented SQ
re used to check user names and passwords, it may be possible to connect to a system.as an
previous knowledge of the password. If authorization information is held in a SQlcdatabase
o change this information through the successful exploitation of the SQL injection‘vulnerabi
possible to read sensitive information, it is also possible to make changes or'eéyen delete this
with a SQL injection attack.

blems encompass a wide variety of issues — all mitigated in very different ways. The most i
b is that all injection problems share one thing in common — théy)allow for the injection of ¢
p user controlled data. This means that the execution of the'process may be altered by send

other
it may
ity. Just

mportant
bntrol

ng code
flaws
arsed.
nd

a

in through lggitimate data channels, using no other mechanism. Whiledbuffer overflows and many other
involve the yse of some further issue to gain execution, injection{problems need only for the data to be {
Many injection attacks involve the disclosure of important information in terms of both data sensitivity a
usefulness in further exploitation. In some cases injectablécode controls authentication, this may lead td
remote vulngrability.
7.12.2 Crpss reference
CWE:

74. Failure to Sanitize Data into a Différent Plane ('Injection’)

76. Failure to Resolve Equivalent Special Elements into a Different Plane

78. Faillire to Sanitize Data.into an OS Command (aka ‘OS Command Injection’)

89: Impfoper Neutralization of Special Elements used in an SQL Command ('SQL Injection’)

90. Failuire to Sanitize Data into LDAP Queries (aka ‘LDAP Injection’)

91. XMl Injectiop~(aka Blind XPath Injection)

92. Cusfom Special Character Injection

95. Insuffficient Control of Directives in Dynamically Code Evaluated Code (aka 'Eval Injection')

97. Fail iti =Si fthi Jage

98. Insufficient Control of Filename for Include/Require Statement in PHP Program (aka ‘PHP File Inclusion’)

99. Insufficient Control of Resource Identifiers (aka ‘Resource Injection’)

144. Failure to Sanitize Line Delimiters

145. Failure to Sanitize Section Delimiters

161. Failure to Sanitize Multiple Leading Special Elements

163. Failure to Sanitize Multiple Trailing Special Elements

165. Failure to Sanitize Multiple Internal Special Elements

166. Failure to Handle Missing Special Element
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167. Failure to Handle Additional Special Element
168. Failure to Resolve Inconsistent Special Elements
564. SQL Injection: Hibernate

CERT C guidelines: FIO30-C

7.12.3 Mechanism of failure

24772:2013

A software system that accepts and executes input in the form of operating system commands (such as

system (), exec (), open () ) could allow an attacker with lesser privileges than the target software to execute

commands with the elevated privileges of the executing process. Command injection is a common pr,
wrapper programs. Often, parts of the command to be run are controllable by the end user. If amali
injects a dharacter (such as a semi-colon) that delimits the end of one command and the begirining of
may then|be able to insert an entirely new and unrelated command to do whatever he pléases.

Dynamicdlly generating operating system commands that include user input as parameters can lead tq
injection attacks. An attacker can insert operating system commands or modifjers'in the user input th
the request to behave in an unsafe manner. Such vulnerabilities can be very{dangerous and lead to da
system cdmpromise. If no validation of the parameter to the exec command exists, an attacker can ey
command on the system the application has the privilege to access.

There are[two forms of command injection vulnerabilities. An attacker can change the command that
program ¢xecutes (the attacker explicitly controls what the €ommand is). Alternatively, an attacker c4
the envirgnment in which the command executes (the attacker implicitly controls what the command
The first scenario where an attacker explicitly controlsthé command that is executed can occur when

hta enters the application from an untrusted source.

D

e The data is part of a string that is executed as a command by the application.
BY executing the command, the application gives an attacker a privilege or capability that the
W

ould not otherwise have.

Eval injection occurs when the software allows inputs to be fed directly into a function (such as "eval"
dynamically evaluates and executes the input as code, usually in the same interpreted language that t

bblem with
fious user
hnother, he

command
at can cause
taand
ecute any

the
n change
means).

httacker

that
he product

uses. Eva| injection is prevalent in handler/dispatch procedures that might want to invoke a large nunpber of

functions] or set a large;number of variables.

A PHP filelinclusioh occurs when a PHP product uses require or include statements, or equivalen
statementsthat use attacker-controlled data to identify code or HTML (HyperText Markup Language)

~+

to be

directly protessedby the PHPmterpreter before mctusiomimthe script:

A resource injection issue occurs when the following two conditions are met:

e An attacker can specify the identifier used to access a system resource. For example, an attacker might be

able to specify part of the name of a file to be opened or a port number to be used.

e By specifying the resource, the attacker gains a capability that would not otherwise be permitted. For

example, the program may give the attacker the ability to overwrite the specified file, run with a

configuration controlled by the attacker, or transmit sensitive information to a third-party server. Note:

Resource injection that involves resources stored on the file system goes by the name path manipulation
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and is reported in separate category. See the 7.18 Path Traversal [EWR] description for further details of

this vulnerability. Allowing user input to control resource identifiers may enable an attacker to access or

modify otherwise protected system resources.

Line or section delimiters injected into an application can be used to compromise a system. As data is parsed, an

injected/absent/malformed delimiter may cause the process to take unexpected actions that result in an attack.

One example of a section delimiter is the boundary string in a multipart MIME (Multipurpose Internet Mail

Extensions) message. In many cases, doubled line delimiters can serve as a section delimiter.

7.12.4 Ay
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7.13 Cros
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velopers can avoid the vulnerability or mitigate its ill effects in the following ways:

me all input is malicious. Use an appropriate combination of black-lists and white-lists to en
, expected and appropriate input is processed by the system.

owly define the set of safe characters based on the expected values of the*parameter in the
plopers should anticipate that delimiters and special elements would'be
ted/removed/manipulated in the input vectors of their software.system and appropriate
hanisms should be put in place to handle them.

ement SQL strings using prepared statements that bind varjables. Prepared statements that
variables can be vulnerable to attack.
vigorous white-list style checking on any user inputithat may be used in a SQL command. R3

red in the database may neglect to escape nmeta-characters before use.
w the principle of least privilege when creating user accounts to a SQL database. Users sho

a user can read and modify their,ewn data, then limit their privileges so they cannot read/w|
rs' data.
bn permissions to the software system that prevents the user from accessing/opening privilg

s-site Scripting [XYT]
scription of application vulnerability

ripting’ (XSS) occurs when dynamically generated web pages display input, such as login infor

sure only

request.

do not

ther than
been

ild only

the minimum privileges necessary toduse their account. If the requirements of the system indicate

rite

ged files.

mation
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thatis not p

Fonerlhyvalidated allowing an attacker to embed malicious scrints into the generated nage o
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execute the script on the machine of any user that views the site. If successful, cross-site scripting vulnerabilities

can be exploited to manipulate or steal cookies, create requests that can be mistaken for those of a valid user,

compromise confidential information, or execute malicious code on the end user systems for a variety of

nefarious purposes.

7.13.2 Cross reference

CWE:

79. Failure to Preserve Web Page Structure ('Cross-site Scripting')
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80.
81.
82.
83.
84.
85.
86.
87.

Failure to Sanitize Script-Related HTML Tags in a Web Page (Basic XSS)
Failure to Sanitize Directives in an Error Message Web Page

Failure to Sanitize Script in Attributes of IMG Tags in a Web Page
Failure to Sanitize Script in Attributes in a Web Page

Failure to Resolve Encoded URI Schemes in a Web Page

Doubled Character XSS Manipulations

Invalid Characters in Identifiers

Alternate XSS Syntax

7.13.3 ﬂ/lechanism of failure

Cross-site|scripting (XSS) vulnerabilities occur when an attacker uses a web application to send malicig
generally
generates
attack to

would no

JavaScript, to a different end user. When a web application uses input from a userin the ou
without filtering it, an attacker can insert an attack in that input and the web application se
bther users. The end user trusts the web application, and the attacks exploit that trust to do
normally be allowed. Attackers frequently use a variety of methods/to encode the maliciou
the tag, slich as using Unicode, so the request looks less suspicious to the uset

XSS attach
where the

s can generally be categorized into two categories: stored and.reflected. Stored attacks are
injected code is permanently stored on the target serverSin a database, message forum, vi
and so forth. Reflected attacks are those where the injected code takes another route to the victim, su
email megsage, or on some other server. When a user is tricked into clicking a link or submitting a for
injected cpde travels to the vulnerable web server, which.reflects the attack back to the user's browse
browser then executes the code because it came fromia 'trusted' server. For a reflected XSS attack to
victim must submit the attack to the server. This,is still a very dangerous attack given the number of ¢
ways to trfick a victim into submitting such a malicious request, including clicking a link on a malicious

an email, jor in an inter-office posting.

XSS flaws
in most a

are very common in web applications, as they require a great deal of developer discipline to
pplications. It is relativelyeasy for an attacker to find XSS vulnerabilities. Some of these vuln

can be folind using scanners, and some exist in older web application servers. The consequence of an

the same|regardless of whether it is stored or reflected.

The diffe
that rangg
disclosurg

nce is in Hew the payload arrives at the server. XSS can cause a variety of problems for the
in severity from an annoyance to complete account compromise. The most severe XSS att3
of-the user's session cookie, which allows an attacker to hijack the user's session and take o
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Cross-site scripting (XSS) vulnerabilities occur when:

Qrograms,
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Data enters a Web application through an untrusted source, most frequently a web request. The data is
included in dynamic content that is sent to a web user without being validated for malicious code.

The malicious content sent to the web browser often takes the form of a segment of JavaScript, but may
also include HTML, Flash or any other type of code that the browser may execute. The variety of attacks
based on XSS is almost limitless, but they commonly include transmitting private data like cookies or
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other session information to the attacker, redirecting the victim to web content controlled by the
attacker, or performing other malicious operations on the user's machine under the guise of the
vulnerable site.

Cross-site scripting attacks can occur wherever an untrusted user has the ability to publish content to a trusted
web site. Typically, a malicious user will craft a client-side script, which — when parsed by a web browser —
performs some activity (such as sending all site cookies to a given e—mail address). If the input is unchecked, this
script will be loaded and run by each user visiting the web site. Since the site requesting to run the script has
access to the cookies in question, the malicious script does also. There are several other possible attacks, such as
running "Active X" controls (under Microsoft Internet Explorer) from sites that a user perceives as trustv;lorthy;
cookie theftlis however by far the most common. All of these attacks are easily prevented by ensuting that no
script tags —t or for good measure, HTML tags at all — are allowed in data to be posted publicly:

Specific instances of XSS are:

e 'Bas|c' XSS involves a complete lack of cleansing of any special characters, irncluding the most fundamental
XSS plements such as "<", ">", and "&".
e A web developer displays input on an error page (such as a customized 403 Forbidden page). If gn
attafker can influence a victim to view/request a web page that caUses an error, then the attack|may be
sucdessful.
e A Wb application that trusts input in the form of HTML JMG tags is potentially vulnerable to XS§ attacks.
Attalckers can embed XSS exploits into the values for IMG attributes (such as SRC) that is streamed and
then executed in a victim's browser. Note that whenythe page is loaded into a user's browser, the exploit
will putomatically execute.
e Theoftware does not filter "JavaScript:" or_other URI's (Uniform Resource Identifier) from danggrous
attripbutes within tags, such as onmousedver, onload, onerror, or style.
e The|web application fails to filter inputyfor executable script disguised with URI encodings.
e Thelweb application fails to filter input for executable script disguised using doubling of the involved
charfacters.
e Thesoftware does not strip out invalid characters in the middle of tag names, schemes, and othgr
identifiers, which are still'\rendered by some web browsers that ignore the characters.
o Thesoftware fails tofilter alternate script syntax provided by the attacker.

Cross-site saripting attacks may occur anywhere that possibly malicious users are allowed to post unregulated
material to 3 trustédweb site for the consumption of other valid users. The most common example can|be found
in bulletin-bpatd,web sites that provide web based mailing list-style functionality. The most common atfack

performed w
circumstances it may be possible to run arbitrary code on a victim's computer when cross-site scripting is

Cross-site scripting involves the disclosure or Information stored In user cookies. In some

combined with other flaws.
7.13.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Carefully check each input parameter against a rigorous positive specification (white-list) defining the
specific characters and format allowed.
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e Allinput should be sanitized, not just parameters that the user is supposed to specify, but all data in the
request, including hidden fields, cookies, headers, the URL (Uniform Resource Locator) itself, and so
forth.

e A common mistake that leads to continuing XSS vulnerabilities is to validate only fields that are expected
to be redisplayed by the site.

e Datais frequently encountered from the request that is reflected by the application server or the
application that the development team did not anticipate. Also, a field that is not currently reflected may
be used by a future developer. Therefore, validating ALL parts of the HTTP (Hypertext Transfer Protocol)

reguestis racommandad
PEHesStHSfFecermenaeas

7.14 Unquoted Search Path or Element [XZQ]

7.14.1 Description of application vulnerability

Strings injected into a software system that are not quoted can permit an attackerto-execute arbitrar
commands.

7.14.2 Cross reference

CWE:
428. Unquoted Search Path or Element
CERT C gdidelines: ENV04-C

7.14.3 Mechanism of failure

The mechlanism of failure stems from missing quating of strings injected into a software system. By allowing
white-spdces in identifiers, an attacker could-potentially execute arbitrary commands. This vulnerabillty covers
"C:\Program Files" and space-in-séarch-path issues. Theoretically this could apply to other opgrating
systems besides Windows, especially those that make it easy for spaces to be in filenames or folders names.

7.14.4 Avoiding the vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

L]
(V2]

bftware should quote the input data that can be potentially executed on a system.

.
[

ke a pregramming language that enforces the quoting of strings.

7.15 Improperly Verified Signature [XZR]

7.15.1 Description of application vulnerability

The software does not verify, or improperly verifies, the cryptographic signature for data. By not adequately
performing the verification step, the data being received should not be trusted and may be corrupted or made
intentionally incorrect by an adversary.
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7.15.2 Cross reference

CWE:
347. Improperly Verified Signature

7.15.3 Mechanism of failure

Data is signed using techniques that assure the integrity of the data. There are two ways that the integrity can be

intentionally compromised. The exchange of the cryptologic keys may have been compromised so that an

attacker could provide encrypted data that has been altered. Alternatively, the cryptologic verification,c
flawed so thpt the encryption of the data is flawed which again allows an attacker to alter the data¢

iding the vulnerability or mitigating its effects

Software deyelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Useldata signatures to the extent possible to help ensure trust in data.
e Uselbuilt-in verifications for data.

7.15.5 Imlplications for standardization

In future stapdardization activities, the following items should be-considered:

e language independent APIs for data signing should bedefined, allowing each Programming Lang
defipe a binding.

7.16 Discrepancy Information Leak [XZL]

7.16.1 Description of application vulnerability

A discrepangy information leak is an information leak in which the product behaves differently, or sends
responses, in a way that reveals security-relevant information about the state of the product, such as wh
particular opgeration was successful or not.

7.16.2 Cross reference

CWE:
203. Digcrepancy Information Leaks

buld be

uage to

different
ether a

204. Retpoinse Discrepancy Information Leak

206. Internal Behavioural Inconsistency Information Leak
207. External Behavorial Inconsistency Information Leak
208. Timing Discrepancy Information Leak

7.16.3 Mechanism of failure

A response discrepancy information leak occurs when the product sends different messages in direct response to

an attacker's request, in a way that allows the attacker to learn about the inner state of the product. The leaks

can be inadvertent (bug) or intentional (design).
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A behavioural discrepancy information leak occurs when the product's actions indicate important differences
based on (1) the internal state of the product or (2) differences from other products in the same class. Attacks
such as OS fingerprinting rely heavily on both behavioural and response discrepancies. An internal behavioural
inconsistency information leak is the situation where two separate operations in a product cause the product to
behave differently in a way that is observable to an attacker and reveals security-relevant information about the
internal state of the product, such as whether a particular operation was successful or not. An external
behavioural inconsistency information leak is the situation where the software behaves differently than other
products like it, in a way that is observable to an attacker and reveals security-relevant information about which

product is bCEl".” ucad or itc operatirestate

D ST ot o OpPTeT O Jtotes

A timing discrepancy information leak occurs when two separate operations in a product requiré diffefent
amounts pf time to complete, in a way that is observable to an attacker and reveals securitysrelévant {nformation
about thelstate of the product, such as whether a particular operation was successful or not:

7.16.4 Avoiding the vulnerability or mitigating its effects
Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:

. bmpartmentalize the system to have "safe" areas where trustlbotundaries can be unambiguously drawn.

C
e Dp not allow sensitive data to go outside of the trust boundary and always be careful when interfacing
wlith a compartment outside of the safe area.

7.17 Sepsitive Information Uncleared Before Use [XZK]

7.17.1 Description of application vulnerability

The softwlare does not fully clear previously used information in a data structure, file, or other resourde, before
making that resource available to another party that did not have access to the original information.

7.17.2 Cross reference

CWE:
226. Bensitive Information Uncleared Before Release
CERT C gdidelines: MEMO3-C

7.17.3 Mechanism of failure

This typicgllyinvolves memory in which the new data occupies less memory than the old data, which lpaves

portions of the old data still available ("memory disclosure"). However, equivalent errors can occur in other
situations where the length of data is variable but the associated data structure is not. This can overlap with
cryptographic errors and cross-boundary cleansing information leaks.

Dynamic memory managers are not required to clear freed memory and generally do not because of the
additional runtime overhead. Furthermore, dynamic memory managers are free to reallocate this same memory.
As a result, it is possible to accidentally leak sensitive information if it is not cleared before calling a function that
frees dynamic memory. Programmers should not and can’t rely on memory being cleared during allocation.
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7.17.4 Avoiding the vulnerability or mitigating its effects
Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use library functions and or programming language features (such as destructors or finalization
procedures) that provide automatic clearing of freed buffers or the functionality to clear buffers.

7.18 Path Traversal [EWR]

The softwarg constructs a path that contains relative traversal sequence such as ".." or an absolute path kequence

such as "/path/here." Attackers run the software in a particular directory so that the hard link orsymbolic link
used by the oftware accesses a file that the attacker has under their control. In doing this;.the attacker may be
able to escalate their privilege level to that of the running process.

7.18.2 Cross reference

CWE:
22. Path Traversal
24. Path Traversal: - '../filedir'
25. Path Traversal: '/../filedir'
26. Path Traversal: '/dir/../filename’
27. Path) Traversal: 'dir/../../filename’
28. Path Traversal: '..\filename'
29. Path Traversal: '\..\filename'
30. Path Traversal: "\dir\..\filename'
31. Path Traversal: 'dir\..\filename'
32. Path Traversal: '..." (Triple Dot)
33. Path Traversal: '...." (Multiple'Dot)
34, Path Traversal: '....//'
35. Path Traversal: ".../... L
37. Path Traversal: ‘/ahsolute/pathname/here’
38. Path Traversal{/A\absolute\pathname\here’
39. Path Traversal: 'C:dirname’
40. Path Traversal: \\UNC\share\name\' (Windows UNC Share)
61. UNIK Symbalic Link (Symlink) Following
62. UNIX Hard Link
64. Windows Shortcut Following (.LNK)
65. Windows Hard Link
CERT C guidelines: FIO02-C

7.18.3 Mechanism of failure

There are two primary ways that an attacker can orchestrate an attack using path traversal. In the first, the
attacker alters the path being used by the software to point to a location that the attacker has control over.
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Alternatively, the attacker has no control over the path, but can alter the directory structure so that the path

points to a location that the attacker does have control over.

For instance, a software system that accepts input in the form of: '..\filename', '\..\filename',

'/directory/../filename’, 'directory/../../filename’, '..\filename', '\..\filename', \directory\..\filename',

'directory\..\..\filename

LI} LI |
) ey

..... (multiple dots), '....//', or .../...//" without appropriate validation can

allow an

attacker to traverse the file system to access an arbitrary file. Note that '.." is ignored if the current working

directory is the root directory. Some of these input forms can be used to cause problems for systems that strip

out'..' fro

m input in an attempt to remove relative path traversal.

There are
control. A
"\absolutg

to unintenl[

('C:dirna
software
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access arbitrary files. The shortcut (file with the . 1nk extension) can permit an attacker to read/writ
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Failure fo
attacker g
sensitive

that proce

several common ways that an attacker can point a file access to a file the attacker hasunde
software system that accepts input in the form of '/absolute/pathname/here’' or

\pathname\here' without appropriate validation can also allow an attacker to travefse the f

ded locations or access arbitrary files. An attacker can inject a drive letter or, Windows vol

bystem that accepts input in the form of a backslash absolute path without appropriate valid
ttacker to traverse the file system to unintended locations or access arbitrary files. An attag
indows UNC (Universal Naming Convention or Uniform Naming Convention) share

hare\name') into a software system to potentially redirect access to an unintended location

ser input can allow an attacker to spoof the symboliclink and traverse the file system to uni
br access arbitrary files. The symbolic link can permit an attacker to read/write/corrupt a filg
did not have permissions to access. Failure foria.system to check for hard links can result in v
Nt types of attacks. For example, an attackerééan escalate their privileges if he/she can repla
privileged program with a hard link to asensitive file, for example, etc/passwd. When th
file, the attacker can assume the privileges of that process.

e system that allows Windowsishortcuts (.LNK) as part of paths whether in internal code or t
allow an attacker to spoofthe symbolic link and traverse the file system to unintended locat

hally did not have permissions to access.

[ a system to éheck for hard links can result in vulnerability to different types of attacks. For §
an escalatestheir privileges if he/she can replace a file used by a privileged program with a h
ile (such.as etc/passwd). When the process opens the file, the attacker can assume the g
pss/or-possibly prevent a program from accurately processing data in a software system.
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7.18.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

processed by the system.

Assume all input is malicious. Attackers can insert paths into input vectors and traverse the file system.
Use an appropriate combination of black-lists and white-lists to ensure only valid and expected input is

A sanitizing mechanism can remove characters such as “.' and ‘;' which may be required for some exploits.

An attacker can try to fool the sanitizing mechanism into "cleaning" data into a dangerous form. Suppose
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the attacker injects a “." inside a filename (say, "sensi.tiveFile") and the sanitizing mechanism removes the

character resulting in the valid filename, "sensitiveFile". If the input data are now assumed to be safe,

then the file may be compromised.

e Files can often be identified by other attributes in addition to the file name, for example, by comparing

file ownership or creation time. Information regarding a file that has been created and closed can be

stored and then used later to validate the identity of the file when it is reopened. Comparing multiple

attributes of the file improves the likelihood that the file is the expected one.

e Follow the principle of least privilege when assigning access rights to files.

e Denyingaccesstoafitecanpreventanmattackerfromrreptacing that-fie-withratink-toasensitivefile.

e Ensyre good compartmentalization in the system to provide protected areas that can be trusted

e When two or more users, or a group of users, have write permission to a directory, the potentialfor
sharfing and deception is far greater than it is for shared access to a few files. The vulnerabilities [that
result from malicious restructuring via hard and symbolic links suggest that it is best to avoid shdred
direftories.

e Securely creating temporary files in a shared directory is error-prone and dependent on the vers|on of the
runtime library used, the operating system, and the file system. Code that'works for a locally mqunted
file gystem, for example, may be vulnerable when used with a remately mounted file system.

e The|mitigation should be centered on converting relative paths inte’absolute paths and then ver|fying
that|the resulting absolute path makes sense with respect to the configuration and rights or permissions.
This|may include checking white-lists and black-lists, authiorized super user status, access control lists, or
othdr fully trusted status.

7.19 Misging Required Cryptographic Step {XZS]
7.19.1 Description of application vulnerability
Cryptographic implementations should follow:the algorithms that define them exactly, otherwise encryption can
be faulty.
7.19.2 Crpss reference
CWE:
325. Mipsing Required Cryptographic Step
327. Use of a Broken or Risky Cryptographic Algorithm
7.19.3 Mé¢chanism of failure

Not following the algorithms that define cryptographic implementations exactly can lead to weak encryption.

This could be the result of many factors such as a programmer missing a required cryptographic step or using

weak randomization algorithms.

7.19.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

¢ Implement cryptographic algorithms precisely.
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Use system functions and libraries rather than writing the function.

7.20 Insufficiently Protected Credentials [XYM]

7.20.1 Description of application vulnerability

24772:2013

This weakness occurs when the application transmits or stores authentication credentials and uses an insecure

method that is susceptible to unauthorized interception and/or retrieval.

7.20 .2

CWE:
256.
257.

7.20.3 Mechanism of failure

Storing a
password

remedy the password management problem by obscuring the password with an encoding function, sy
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Plaintext Storage of a Password
Storing Passwords in a Recoverable Format

bassword in plaintext may result in a system compromise. Password./management issues oc
is stored in plaintext in an application's properties or configuration file. A programmer can

coding, but this effort does not adequately protect the’password. Storing a plaintext passw
ion file allows anyone who can read the file accessto the password-protected resource. De
s believe that they cannot defend the applicatiofn:from someone who has access to the conf
titude makes an attacker's job easier. Good password management guidelines require that
tored in plaintext.

be of passwords in a recoverable format makes them subject to password reuse attacks by
system administrator can recovénthe password directly or use a brute force search on theii
o him, he can use the passwerd on other accounts.

f recoverable passwords significantly increases the chance that passwords will be used malic

fact, it sh

passwordk since they are subject not only to reuse by malicious attackers but also by malicious insider]
7.20.4 Avoidingthe vulnerability or mitigating its effects

Software Hevelopers can avoid the vulnerability or mitigate its ill effects in the following ways:
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uld be noted that-recoverable encrypted passwords provide no significant benefit over plain-text
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Avoid storing passwords in easily accessible locations.

ever store a password in plaintext.

Ensure that strong, non-reversible encryption is used to protect stored passwords.
Consider storing cryptographic hashes of passwords as an alternative to storing in plaintext.

C 2013 - All rights reserved

121


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

7.21 Miss

7.21.1 De

ing or Inconsistent Access Control [XZN]

scription of application vulnerability

The software does not perform access control checks in a consistent manner across all potential execution paths.

7.21.2 Cross reference
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ss-Site Request Forgery (CSRF)
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5sing Authorization

blines: FIO06-C

rchanism of failure

lications, attackers can issue a request directly to a page (URL) thatthey may not be authori
e access control policy is not consistently enforced on every page restricted to authorized us
fould gain access to and possibly corrupt these resources.

oiding the vulnerability or mitigating its effects

velopers can avoid the vulnerability or mitigate.its ill effects in the following ways:

veb applications, make sure that the access control mechanism is enforced correctly at the g
on every page. Users should not be able to access any information simply by requesting dir
at page, if they do not have autherization. Ensure that all pages containing sensitive inform
fached, and that all such pages.restrict access to requests that are accompanied by an active
enticated session token associated with a user who has the required permissions to access t

jentication Logic Error [XZO]
scription.of application vulnerability
b does_not’properly ensure that the user has proven their identity.
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CWE:

287. Improper Authentication

288. Authentication Bypass by Alternate Path/Channel
289. Authentication Bypass by Alternate Name

290. Authentication Bypass by Spoofing

294. Authentication Bypass by Capture-replay
301. Reflection Attack in an Authentication Protocol

302. Au
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thentication Bypass by Assumed-Immutable Data
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305. Authentication Bypass by Primary Weakness

7.22.3 Mechanism of failure

24772:2013

There are many ways that an attacker can potentially bypass the validation of a user. Some of the ways are

means of impersonating a legitimate user while others are means of bypassing the authentication mechanisms

that are in place. In either case, a user who should not have access to the software system gains access.
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Authentication bypass by assumed-immutable data occurs when the authentication scheme or implementation

uses key data elements that are assumed to be immutable, but can be controlled or modified by the attacker, for

example,

if a web application relies on a cookie "Authenticated=1".

Authentication logic error occurs when the authentication techniques do not follow the algorithms that define

them exactly and so authentication can be jeopardized. For instance, a malformed or improper implementation of

an algorithm can weaken the authorization technique.
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An authentication bypass by primary weakness occurs when the authentication algorithm is sound, but the
implemented mechanism can be bypassed as the result of a separate weakness that is primary to the
authentication error.

7.22.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

very
making
names.

metimes
account
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7.23 Hard-coded Password [XYP]

7.23.1 Description of application vulnerability

Hard coded passwords may compromise system security-in a way that cannot be easily remedied. Itis never a
good idea td hardcode a password. Not only does hardcoding a password allow all of the project's deve|opers to
view the padsword, it also makes fixing the problem-extremely difficult. Once the code is in production, the
password cannot be changed without patching the software. If the account protected by the password ip
compromisgd, the owners of the system will'be forced to choose between security and availability.

7.23.2 Cross reference

CWE:
259. Hafd-Coded Password
798. Us¢ of Hard-coded Credentials

7.23.3 Mechanism of failure

The use of a hard-coded password has many negative implications — the most significant of These being a failure
of authentication measures under certain circumstances. On many systems, a default administration account
exists which is set to a simple default password that is hard-coded into the program or device. This hard-coded
password is the same for each device or system of this type and often is not changed or disabled by end users. If
a malicious user comes across a device of this kind, it is a simple matter of looking up the default password (which
is likely freely available and public on the Internet) and logging in with complete access. In systems that
authenticate with a back-end service, hard-coded passwords within closed source or drop-in solution systems
require that the back-end service use a password that can be easily discovered. Client-side systems with hard-
coded passwords present even more of a threat, since the extraction of a password from a binary is exceedingly
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simple. If hard-coded passwords are used, it is almost certain that unauthorized users will gain access through
the account in question.

7.23.4 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Rather than hard code a default username and password for first time logins, utilize a "first login" mode
that requires the user to enter a unique strong password.

o Forfrontendto back-endconnections, there are three sotutions that hay be used:
1. Use of generated passwords that are changed automatically and must be entered’at gjven time
intervals by a system administrator. These passwords will be held in memory and only be valid
for the time intervals.
2. The passwords used should be limited at the back end to only performing actions for {he front
end, as opposed to having full access.
3. The messages sent should be tagged and checksummed with time'sensitive values so gs to
prevent replay style attacks.

8. New|Vulnerabilities

8.1 General

This clausk provides language-independent descriptions of vulnerabilities under consideration for inclyision in the
next editipn of this International Technical Report. \t.is intended that revisions of these descriptions will be
incorporalted into Clauses 6 and 7 of the next edition and that they will be treated in the language-spekific
annexes df that edition.

8.2 Terminology

The following descriptions are written in a language-independent manner except when specific langudges are
used in eyamples.

This clausg will, in general, use the terminology that is most natural to the description of each individyal
vulnerability. Hencethe terminology may differ from description to description.

8.3 C011currency - Activation [CGA]

8.3.1 Description of application vulnerability

A vulnerability can occur if an attempt has been made to activate a thread, but a programming error or the lack of
some resource prevents the activation from completing. The activating thread may not have sufficient visibility or
awareness into the execution of the activated thread to determine if the activation has been successful. The
unrecognized activation failure can cause a protocol failure in the activating thread or in other threads that rely
upon some action by the unactivated thread. This may cause the other thread(s) to wait forever for some event
from the unactivated thread, or may cause an unhandled event or exception in the other threads.
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8.3.2 Cross References
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nal Handler Race Condition

Hoare A., "Communicating Sequential Processes", Prentice Hall, 1985
Holzmann G., "The SPIN Model Checker: Principles and Reference Manual", Addison Wesley Professional. 2003
UPPAAL, available from www.uppaal.com,

Larsen, Pete
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rson, Wang, "Model Checking for Real-Time Systems", Proceedings of the 10" International

on Fundamentals of Computation Thpnry 1995

Ravenscar T

8.3.3 Mec

The context
thread. The
thread stack
attempt is m
activated th
to have faile

failure becalise of a lack of resources will not occur. However errors may occur for reasons other than rg

allocation af

If the activat
activation fa

programmedl to take alternate action. If notification‘occurs but alternate action is not programmed, the

program wil
activating th
unactivated

Activation o
paradigm (a
anonymous
monitor eac
thread canr|

If the rest of

nsking Profile, specified in 1ISO/IEC 8652:1995 Ada with TC 1:2001 and AM 1:2007

hanism of Failure

of the problem is that all threads except the main thread are activated by program steps of :
activation of each thread requires that dedicated resources be created for that thread, such

thread attributes, and communication ports. If insufficient resources remain when the acti
ade, the activation will fail. Similarly, if there is a program error in the activated thread or if
ead detects an error that causes it to terminate before beginning its main work, then it may
d during activation. When the activation is “static”, resources have been preallocated, so ac

d the results of an activation failure will be similar,

ing thread waits for each activated thread, then.the activating thread will likely be notified g
ilures (if the particular construct or capabilitysupports activation failure notification) and ca

execute erroneously. If the activating’thread is loosely coupled with the activated threads,
read does not receive notificationof a failure to activate, then it may wait indefinitely for th
thread to do its work, or maymake wrong calculations because of incomplete data.

a single thread is a special case of activations of collections of threads simultaneously. This
ctivation of collections of threads) can be used in languages that parallelise calculations and
threads to execute-each slice of data. In such situations the activating thread is unlikely to in
h activated thread, so a failure of some to activate without explicit notification to the activat
esult in errdneous calculations.

the'application is unaware that an activation has failed, an incorrect execution of the applic

algorithm m

nother
asa
vation
the
appear
tivation
source

f
h be
N the
and the

™

Create
dividually

ng

htion

yrocceur, such as deadlock of threads waiting for the activated thread. or possibly causing er

ors or

incorrect cal

culations.

8.3.4 Applicable language characteristics

This vulnera

bility is intended to be applicable to languages with the following characteristics:

All languages that permit concurrency within the language, or that use support libraries and operating

systems (such as POSIX or Windows) that provide concurrency control mechanisms. In essence all
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traditional languages on fully functional operating systems (such as POSIX-compliant OS or Windows) can
access the OS-provided mechanisms.

8.3.5 Avoiding the vulnerability or mitigating its effects

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Always check return codes on operating system command, library provided or language thread activation
mechanisms.

e Hpndle errors and exceptions that occur on activation.
e Cfteate explicit synchronization protocols, to ensure that all activations have occurred before Qeginning
the parallel algorithm, if not provided by the language or by the threading subsystem.
e Upe programming language provided features that couple the activated thread with,the activdting thread

(=g

q detect activation errors so that errors can be reported and recovery made.
e Upe static activation in preference to dynamic activation so that static analysis can guarantee forrect
'tivation of threads.

Q

8.3.6 Implications for standardization

In future $tandardization activities, the following items should be cofisidered:

e Consider including automatic synchronization of thread.initiation as part of the concurrency model.

o

. ovide a mechanism permitting query of activatioh.success.

8.4 Concurrency - Directed terminationJCGT]
8.4.1 Description of application vulierability

This disculssion is associated with the effects of unsuccessful or late termination of a thread. For a disgussion of
prematurg termination, see 8.6 Conculrrency — Premature Termination [CGS].

When a thread is working coopé€ratively with other threads and is directed to terminate, there are a nimber of
error situgtions that may oceur that can lead to compromise of the system. The termination directing|thread may
request that one or mare other threads abort or terminate, but the terminated thread(s) may not be ih a state

such that[the termindtion can occur, may ignore the direction, or may take longer to abort or terminate than the
application can telerate. In any case, on most systems, the thread will not terminate until it is next scheduled for
execution|.

Unexpectedly delayed termination or the consumption of resources by the termination itself may cause a failure
to meet deadlines, which, in turn, may lead to other failures.

8.4.2 Cross references

CWE:
364. Signal Handler Race Condition
Hoare C.A.R., "Communicating Sequential Processes", Prentice Hall, 1985
Holzmann G., "The SPIN Model Checker: Principles and Reference Manual", Addison Wesley Professional. 2003
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Larsen, Pete

rson, Wang, "Model Checking for Real-Time Systems", Proceedings of the 10th International

Conference on Fundamentals of Computation Theory, 1995

The Ravensc

ar Tasking Profile, specified in ISO/IEC 8652:1995 Ada with TC 1:2001 and AM 1:2007

8.4.3 Mechanism of failure

The abort of a thread may not happen if a thread is in an abort-deferred region and does not leave that region

(for whatever reason) after the abort directive is given. Similarly, if abort is implemented as an event sent to a

thread and it is permitted to ignore such events, then the abort will not be obeyed.

The termina
of the threa

If the termin
sort of failun

8.4.4 App

This vulnera

All 2
(suc

tion of a thread may not happen if the thread ignores the directive to terminate, or if thefin

l to be terminated does not complete.

ation directing thread continues on the false assumption that termination hasjcompleted, th
e may occur.

licable language characteristics
bility is intended to be applicable to languages with the following/characteristics:

nguages that permit concurrency within the language, orSupport libraries and operating sy
h as POSIX-compliant or Windows operating systems)that provide hooks for concurrency co

8.4.5 Avojiding the vulnerability or mitigating-its effect

Software de

Use

velopers can avoid the vulnerability or mitigate its ill effects in the following ways:

mechanisms of the language or systént to determine that aborted threads or threads directsd

ternpinate have successfully terminated. Such mechanisms may include direct communication, r

leve
veri
Prov
Use
han
Whq

8.4.6 Imp

checks, explicit dependencyrelationships, or progress counters in shared communication ¢
y progress.

ide mechanisms to déetect and/or recover from failed termination.

static analysis techniques, such as CSP or model-checking to show that thread termination ig
Hled.

re appropftiate, use scheduling models where threads never terminate.

lications for standardization

hlization

en any

tems
ntrol.

dto
Lintime-
bde to

safely

In future sta

ndardization activities, the following items should be considered:

entity that can be queried by other threads when a thread terminates.
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8.5 Concurrent Data Access [CGX]

8.5.1 Description of application vulnerability

Concurrency presents a significant challenge to program correctly, and has a large number of possible ways for
failures to occur, quite a few known attack vectors, and many possible but undiscovered attack vectors. In
particular, data visible from more than one thread and not protected by a sequential access lock can be corrupted
by out-of-order accesses. This, in turn, can lead to incorrect computation, premature program termination,
livelock, or system corruption

8.5.2 Cross references

CWE:
214. Information Exposure Through Process Environment
362. Concurrent Execution using Shared Resource with Improper Synchronization. (‘Race Conditiof
366. Race Condition Within a Thread
368. Lontext Switching Race Conditions

)

413. [mproper Resource Locking

764. Multiple Locks of a Critical Resource
765. Multiple Unlocks of a Critical Resource
820. Missing Synchronization

821. |ncorrect Synchronization

ISO IEC 8692 Programming Language Ada, with TC 1:2001 and AM 1:2007.
Burns A. dnd Wellings A., Language Vulnerabilities,- 'Let’s not forget Concurrency, IRTAW 14, 2009.
C.A.R Hogre, A model for communicating sequential processes, 1980

8.5.3 Mlechanism of failure

Shared ddta can be monitored or updated directly by more than one thread, possibly circumventing any access
lock protqcol in operation. Some concurrent programs do not use access lock mechanisms but rely ugon other
mechanisms such as timing'or other program state to determine if shared data can be read or updated by a
thread. Regardless, directVisibility to shared data permits direct access to such data concurrently. Arpitrary
behaviouf of any kind“can result.

8.5.4 Applicable language characteristics

The vulnerability is intended to be applicable to

e All languages that provide concurrent execution and data sharing, whether as part of the language or by
use of underlying operation system facilities, including facilities such as event handlers and interrupt
handlers.

8.5.5 Avoiding the vulnerability or mitigating its effect

Software developers can avoid the vulnerability or mitigate its effects in the following ways.
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e Place all data in memory regions accessible to only one thread at a time.

e Use languages and those language features that provide a robust sequential protection paradigm to

protect against data corruption. For example, Ada's protected objects and Java's Protected class, provide

a safe paradigm when accessing objects that are exclusive to a single program.

e Use operating system primitives, such as the POSIX locking primitives for synchronization to develop a

prot

ocol equivalent to the Ada “protected” and Java “Protected” paradigm.

e  Where order of access is important for correctness, implement blocking and releasing paradigms, or

provide a test in the same protected region to check for correct order and generate errors if the test fails.

8.5.6 Impllications for standardization

In future sta

e lang

applications specify regions of sequential access to data. Mechanisms such as_protected regions

mor]
mist

Provide the
models that

8.6 Concu

8.6.1 Des

When a thrdg
unknown to
threads is d3

e indeg
was
e othg

e deadlock if all other'threads were depending upon the terminated thread for some aspect of theli

com

8.6.2 Cro

dardisation activities, the following items should be considered:

uages that do not presently consider concurrency should consider creating primitives that I

itors or synchronous message passing between threads result in significantly fewer resource
akes in a program.

are known to have safe properties. For examples, see [9],{10], and [17].

irrency - Premature Termination [CGS]

cription of application vulnerability

ad is working cooperatively with other.threads and terminates prematurely for whatever re;
other threads, then the portion of the'interaction protocol between the terminated thread
maged. This may result in:

finite blocking of the other threads as they wait for the terminated thread if the interaction
synchronous;
r threads receivingwrong or incomplete results if the interaction was asynchronous; or

putation before continuing.

5s references

—+

Hoare
access

bossibility of selecting alternative concurrency models that sipport static analysis, such as ofe of the

son but
nd other

brotocol

=

CWE:
364. Sig

nal Handler Race Condition

Hoare C.A.R., "Communicating Sequential Processes", Prentice Hall, 1985

Holzmann G., "The SPIN Model Checker: Principles and Reference Manual", Addison Wesley Professional. 2003

Larsen, Pete

rson, Wang, "Model Checking for Real-Time Systems", Proceedings of the 10th International

Conference on Fundamentals of Computation Theory, 1995

The Ravensc
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echanism of failure

If a thread terminates prematurely, threads that depend upon services from the terminated thread (in the sense

of waiting exclusively for a specific action before continuing) may wait forever since held locks may be left in a

locked state resulting in waiting threads never being released or messages or events expected from the

terminated thread will never be received.

If a thread depends on the terminating thread and receives notification of termination, but the dependent thread

ignores the termination notification, then a protocol failure will occur in the dependent thread. For asynchronous

terminati
depender

cause termination in the master thread”.

These corfditions can result in
e pftemature shutdown of the system;
e corruption or arbitrary execution of code;
e liyelock;
e deadlock;
depending upon how other threads handle the termination errofs.

If the thre
within the
operating
performir
memory

execution|.

8.6.4 A

This vulng

®
—

q

a

8.6.5 Ay

bn events, an unexpected event may cause immediate transfer of control from the executior of the
t thread to another (possible unknown) location, resulting in corrupted objects or resgurcesf or may

ad termination is the result of an abort and the abort is immediate, there is nothing that car] be done
aborted thread to prepare data for return to,master tasks, except possibly the management thread (or
system) notifying other threads that the event occurred. If the aborted thread was holding fesources or
g active updates when aborted, then@ny direct access by other threads to such locks, resoufces or

nay result in corruption of those threads or of the complete system, up to and including arbitrary code

hplicable language eharacteristics

rability is intended.to be applicable to languages with the following characteristics:

jdnguages that\permit concurrency within the language, or support libraries and operating sygtems (such

POSIX-compliant or Windows operating systems) that provide hooks for concurrency contrgl.

yoiding the vulnerability or mitigating its effect

Software developers can avoid the vulnerability or mitigate its ill effects in the following ways:

e Use concurrency mechanisms that are known to be robust.

7 This may cause the failure to propagate to other threads.
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e At appropriate times use mechanisms of the language or system to determine that necessary threads are

still

operating. Such mechanisms may be direct communication, runtime-level checks, explicit

dependency relationships, or progress counters in shared communication code to verify progress.

e Han

dle events and exceptions from termination.

e Provide manager threads to monitor progress and to collect and recover from improper terminations or

abo

rtions of threads.

e Use static analysis techniques, such as model checking, to show that thread termination is safely handled.

In future stahdardization activities, the following items should be considered:

e Proyide a mechanism to preclude the abort of a thread from another thread during“ritical piece
Some languages (for example, Ada or Real-Time Java) provide a notion of an abaort;deferred regi
e Proy

5 of code.
bN.

ide a mechanism to signal another thread (or an entity that can be queried by other threads) when a
threpd terminates.

e Proyide a mechanism that, within critical pieces of code, defers the delivéry of asynchronous exgeptions

ora

8.7 Protojcol Lock Errors [CGM]

8.7.1 Des
Concurrent

e The

e How to schedule the relative rates of progress,
e How threads participate in the generation and consumption of data,

e The
e The
e The

When proto
portions fail

This vulnera
protocol to

ynchronous transfers of control.

cription of application vulnerability
brograms use protocols to control

way that threads interact with each-other,

Allocation of threads to thewarious roles,
preservation of data integrity, and
detection and correction of incorrect operations.

Cols are not eorrect, or when a vulnerability lets an exploit destroy a protocol, then the conc
to work ee<operatively and the system behaves incorrectly.

bility.is related to [CGX] Shared Data Access and Corruption, which discusses situations wher

irrent

e the

ontfrol access to resources is explicitly visible to the participating partners and makes use of

visible

shared resources. In comparison, this vulnerability discusses scenarios where such resources are protected by
protocols, and considers ways that the protocol itself may be misused.

8.7.2 Cross references

CWE:
413.Im
414. Mi

proper Resource Locking
ssing Lock Check

609. Double Checked Locking
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667. Improper Locking
821. Incorrect Synchronization
833. Deadlock
C.A.R. Hoare, A model for communicating sequential processes, 1980

Larsen, K.G., Petterssen, P, Wang, Y, UPPAAL in a nutshell, 1997
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echanism of failure
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Threads use locks and protocols to schedule their work, control access to resources, exchange data, and to effect

communi
followed,
errors car

el

The poter
the proto
predetern
communi
fashion w|
plausible
abuse of

or when the order of lock acquisitions and release causes the threads to quit working togetH
be as a result of:

bliberate termination of one or more threads participating in the protocol,
sruption of messages or interactions in the protocol,

rors or exceptions raised in threads participating in the protocol, or

rors in the programming of one or more threads participating in thé protocol.

uations, there are a number of possible consequences:

rther progress in the system is made,

ivelock, where one or more threads commandeer:all of the computing resource and effective

e other portions, no further progress in the system is made,

hta may be corrupted or lack currency (timeliness), or

he or more threads detect an error associated with the protocol and terminate prematurely,
otocol in an unrecoverable state.

col itself. Self-contained 'systems using private protocols can be disrupted, but it is highly un
nined executions (including arbitrary code execution) can be obtained. On the other extrem

th effects such as the destruction of system resources (such as a database), the generation
Hata, or arbitrary code execution. In fact, many documented client-server based attacks con
protacelsuch as SQL transactions.

not
er. These

padlock, where every thread eventually quits computing as’it waits for results from another thread, no

y lock out

leaving the

tial damage from attacks on(protocols depends upon the nature of the system using the pratocol and

ikely that
b threads

Cating openly between systems using well-documented protocols can be disrupted in any arIitrary

f wrong but
Sist of some

8.7.4 A

The vulne

bplicable language characteristics

rability is intended to be applicable to languages with the following characteristics:

e lLanguages that support concurrency directly.

e languages that permit calls to operating system primitives to obtain concurrent behaviours.

e languages that permit 10 or other interaction with external devices or services.

e languages that support interrupt handling directly or indirectly (via the operating system).
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8.7.5 Avoiding the vulnerability or mitigating its effect
Software developers can avoid the vulnerability or mitigate its effects in the following ways:

e Consider the use of synchronous protocols, such as defined by CSP, Petri Nets or by the Ada rendezvous
protocol since these can be statically shown to be free from protocol errors such as deadlock and livelock.

e Consider the use of simple asynchronous protocols that exclusively use concurrent threads and protected
regions, such as defined by the Ravenscar Tasking Profile, which can also be shown statically to have
correct behaviour using model checking technologies, as shown by [46].

e When static verification is not possible, consider the use of detection and recovery techniques tging
simple mechanisms and protocols that can be verified independently from the main concukrency
environment. Watchdog timers coupled with checkpoints constitute one such approach)

o Uselhigh-level synchronization paradigms, for example monitors, rendezvous, or critical regions.

e Design the architecture of the application to ensure that some threads or tasks never block, andcan be
available for detection of concurrency error conditions and for recovery initiation.

e Use|model checkers to model the concurrent behaviour of the complete application and check for states
whelre progress fails. Place all locks and releases in the same subprograms, and ensure that the prder of
call§and releases of multiple locks are correct.

8.7.6 Implications for standardization
In future stapdardization activities, the following items should\be considered:

e Raisp the level of abstraction for concurrency. sexvices.
e ProVide services or mechanisms to detect and recover from protocol lock failures.
e Design concurrency services that help to\avoid typical failures such as deadlock.

8.8 Inadejquately Secure Communication of Shared Resources [CGY]

8.8.1 Destription of application vulnerability

A resource that is directly visible from more than one process (at the same approximate time) and is not
protected by access locks:ean be hijacked or used to corrupt, control or change the behaviour of other pfocesses
in the system. Many/Vulnerabilities that are associated with concurrent access to files, shared memory gr shared
network respurcesfall under this vulnerability, including resources accessed via stateless protocols such ps HTTP
and remote filedprotocols.

8.8.2 Cross references

CWE:
15. External Control of System or Configuration Setting
311. Missing Encryption of Sensitive Data
642. External Control of Critical State Data
Burns A. and Wellings A., Language Vulnerabilities - Let’s not forget Concurrency, IRTAW 14, 2009.
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8.8.3 Mechanism of failure

Any time that a shared resource is open to general inspection, the resource can be monitored by a foreign process

to determine usage patterns, timing patterns, and access patterns to determine ways that a planned attack can

succeed8. Such monitoring could be, but is not limited to:

e R

eading resource values to obtain information of value to the applications.

e Monitoring access time and access thread to determine when a resource can be accessed undetected by

other threads (for example, Time-of-Check-Time-Of-Use attacks rely upon a determinable amount of time

o

This monitoring can then be used to construct a successful attack, usually in a later attack.

Any time

e Djscover how changes affect patterns of usage, timing, and access.
e Djscover how application threads detect and respond toforged values.

Any time

further ar} attack once it is initiated. For example, in a wel-known attack, a process monitors a certair
a known fiile and then immediately replaces a virus free'file with an infected file to bypass virus checki

With careful planning, similar scenarios can restlt'in the foreign process determining a weakness of th
process ldading to an exploit consisting of anything up to and including arbitrary code execution.

8.8.4 Ayoiding the vulnerability or mitigating its effect

Software

e D

b

e Monitoring a resource and modification patterns to help determine the protocols incuse:
M
u

P
P
modifications.
P
H

btween the check on a resource and the use of the resource when the resource could be me
pass the check).

ed to find successful attack vectors.

that a resource is open to general update, the attacker can plan-an ‘attack by performing exp

that a shared resource is open to shared update by a thread, the resource can be changed in

Hevelopers can avoid the vulnerability or mitigate its effects in the following ways.

ace all shared,resources in memory regions accessible to only one process at a time.
otect resaurces that must be visible with encryption or with checksums to detect unauthori

otect access to shared resources using permissions, access control, or obfuscation.

Hified to

onitoring access times and patterns to determine quiet times in the access to @ kesource thgt could be

priments to:

ways to
change to
ng software.

e attacked

red

hvevand enforce clear rules with respect to permissions to change shared resources.

etect attempts to alter shared resources and take immediate action.

8 Such monitoring is almost always possible by a process executing with system privilege, but even small slips in access controls and
permissions let such resources be seen from other (non system level) processes. Even the existence of the resource, its size, or its access
dates/times and history (such as “last accessed time”) can give valuable information to an observer.
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Annex A
(informative)

Vulnerability Taxonomy and List

A.1 General

This Technical Report is a catalog that will continue to evolve. For that reason, a scheme that is distinct from sub-

clause numbering has been adopted to identify the vulnerability descriptions. Each description has been assigned

an arbitraril
numbers wh
future editig
descriptions

This annex p
descriptions
A.3isataxo
alphabetical

generated, unique three-letter code. These codes should be used in preference to sub-clayse

en referencing descriptions because they will not change as additional descriptions are-adddd to

ns of this Technical Report. However, it is recognized that readers may need assistance in Idcating

of interest.

rovides a taxonomical hierarchy of vulnerabilities, which users may find to-be‘helpful in locati

ng

of interest. A.2 is a taxonomy of the programming language vulnerabilities described in CIa:r‘se 6 and

nomy of the application vulnerabilities described in Clause 7. A.4 liststhe vulnerabilities in t
order of their three-letter codes and provides a cross-reference-tq the relevant sub-clause.

A.2 Outline of Programming Language Vulnerabilities

A.2.1. Types
A2.1.1.
A2

A2
A.2.1.2.
A.2
A.2.1.3.
A.2
A.2.1.4.
A.2
A.2.15.
A.2
A.2.1.6.
A.2

A.2

A.2
A.2.1.7.

Representation

.1.1.1. [IHN] Type System

.1.1.2. [STR] Bit Representations
Floating-point

.1.2.1. [PLF] Floating-point Arithmetic
Enumerated Types

.1.3.1. [CCB] Enumerator Issues
Integers

.1.4.1. [FLC] Numeric Conversion Errors
Characters and strings

.1.5.1 [CIM] String-Termination

Arrays

.1.6.1. [HCBJ:Buffer Boundary Violation (Buffer Overflow)
11.6.2. [X¥Z] Unchecked Array Indexing
.1.6.3.[XYW] Unchecked Array Copying
Pointers

A.2

1741, [HFC] Pointer Casting and Pointer Type Changes

e

A2
A2
A2

.1.7.2. [RVG] Pointer Arithmetic
.1.7.3. [XYH] Null Pointer Dereference
.1.7.4. [XYK] Dangling Reference to Heap

A.2.2. Type-Conversions/Limits

A.2.2.1.

[FIF] Arithmetic Wrap-around Error

A.2.2.1 [PIK] Using Shift Operations for Multiplication and Division

A.2.2.2.

[XZI] Sign Extension Error

A.2.3. Declarations and Definitions

A.2.3.1.
A.2.3.2.

136

[NAI] Choice of Clear Names
[WXQ] Dead store
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A23
A23
A23
A23

.3. [YZS] Unused Variable

4. [YOW] Identifier Name Reuse
.5. [BJL] Namespace Issues

.6. [LAV] Initialization of Variables

A.2.4. Operators/Expressions
A.2.4.1. [JCW] Operator Precedence/Order of Evaluation
A.2.4.2. [SAM] Side-effects and Order of Evaluation
A.2.4.3. [KOA] Likely Incorrect Expression
A.2.4.4. [XYQ] Dead and Deactivated Code

A.2.5. Control Flow

A.2.5
A
A
A.2.5

/
A.2.6. Mg
A.2.6
A.2.6
A.2.7. Ten
A.2.7
A.2.7
A.2.8. Lib
A.2.8
A.2.8
A.2.8
A.2.8
A.2.8
A.2.8
A.2.9. Ma
A.2.9

ISO/IEC TR 24772:2013

1. Conditional Statements

\.2.5.1.1. [CLL] Switch Statements and Static Analysis
\.2.5.1.2. [EOJ] Demarcation of Control Flow

2. Loops

\.2.5.2.1. [TEX] Loop Control Variables

\.2.5.2.2. [XZH] Off-by-one Error

3. Subroutines (Functions, Procedures, Subprograms)
\.2.5.3.1. [EWD] Structured Programming

\.2.5.3.2. [CSJ] Passing Parameters and Return Values
\.2.5.3.3. [DCM] Dangling References to Stack Frames
\.2.5.3.4. [OTR] Subprogram Signature Mismatch
\.2.5.3.5. [GDL] Recursion

\.2.5.3.6. [OYB] Ignored Error Status and Unhandled Exceptions
4. Termination Strategy

\.2.5.4.1. [REU] Termination Strategy

mory Models

1. [AMV] Type-breaking Reinterpretation.6f-Data

2. [XYL] Memory Leak

nplates/Generics

1. [SYM] Templates and Generics

2. [RIP] Inheritance

aries

1 [LRM] Extra Intrinsics

2. [TRJ] Argument Passing to Library Functions

3. [DJS] Inter-lapguage Calling

4. [NYY] Dynamically-linked Code and Self-modifying Code
5. [NSQ] Library Signature

6. [HIW] Unanticipated Exceptions from Library Routines
Cros

1{INMP] Pre-processor Directives

A210 CLIIIP;:C/’RUII TII LLL S

A21
A21

A2.11.la
A21
A21
A2.1
A2.1
A2.1

0.1 [MXB] Provision of Inherently Unsafe Operations
0.2 [SKL] Suppression of Language-Defined Run-Time Checking

nguage Specification Issues

1.1. [BRS] Obscure Language Features

1.2. [BQF] Unspecified Behaviour

1.3. [EWF] Undefined Behaviour

1.4. [FAB] Implementation-defined Behaviour
1.5. [MEM] Deprecated Language Features
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A.3 Outline of Application Vulnerabilities

A.3.1. Design Issues

A3.1.1.
A3.1.2.

[BVQ] Unspecified Functionality
[KLK] Distinguished Values in Data Types

A.3.2. Environment

A3.2.1.
A.3.2.2.
A.3.2.3.
A.3.3. Reso

[XYN] Adherence to Least Privilege
[XYO] Privilege Sandbox Issues
[XYS] Executing or Loading Untrusted Code

rcaManacamant
reeTvara ey e

A.3.3.1.
A3

A.3
A.3.3.2.
A.3

A.3

A.3

A3

A3

A3

A3
A.3.3.3.
A3
A.3.3.4.
A3

A.3.4. ConcJ
A3.4.1][C

A3.4.2[C
A3.4.3[C
A3.4.4(C
A3.4.5[C
A.3.4.6[C

A.4.4. Flaws
A4.4.1.
A.4.4.2.

A4
A4

Memory Management

.3.1.1. [XZX] Memory Locking

.3.1.2. [XZP] Resource Exhaustion

Input

.3.2.1. [CBF] Unrestricted file upload

.3.2.2. [HTS] Resource names

.3.2.3. [RST] Injection

.3.2.4. [XYT] Cross-site Scripting

.3.2.5. [XZQ] Unquoted Search Path or Element
.3.2.6. [XZR] Improperly Verified Signature

.3.2.7. [XZL] Discrepancy Information Leak

Output

.3.3.1. [XZK] Sensitive Information Uncleared BeforedUse
Files

.3.4.1. [EWR] Path Traversal

rrency

GA] Concurrency — Activation

GT] Concurrency — Directed terminatien

5S] Concurrency — Premature Termination

GX] Concurrent Data Access

Y] Inadequately Secure Cémmunication of Shared Resources
GM] Protocal Lock Errors

in Security Functions

[XZS] Missing Required Cryptographic Step
Authentication

14.2.1. [XYM]Insufficiently Protected Credentials
14.2.2. [XZN] Missing or Inconsistent Access Control

A.4.4.2 3. {XZ0] Authentication Logic Error
A.44:2.4. [XYP] Hard-coded Password
A.4 Vulnerability List
Code Vulnerability Name Sub-clause Page

[AMV] | Type-breaking Reinterpretation of Data 6.40 72
[BJL] | Namespace Issues 6.23 43
[BQF] | Unspecified Behaviour 6.54 92
[BRS] | Obscure Language Features 6.53 ;
[BVQ] | Unspecified Functionality 7.3 99
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(@)

[CBF] | Unrestricted File Upload 7.1 107
[CCB] | Enumerator Issues 6.6 18
[CGA] | Concurrency - Activation 8.3 125
[CGM] | Protocol Lock Errors 8.7 132
CGS] | Concurrency - Premature Termination 8.6 130
[CGT] | Concurrency - Directed termination 8.4 127
[CGX] | Concurrent Data Access 8.5 129
[CGY] | Inadequately Secure Communication of Shared Resources 8.8 134
[CIM] | Stxring Termination 6.8 Y
[CLL] | pwitch Statements and Static Analysis 6.29 54
[CSJ] | passing Parameters and Return Values 6.34 61
[DCM] | pangling References to Stack Frames 6435 63
[DJS] | Inter-language Calling 6\ 46 81
[EOJ] | pemarcation of Control Flow 6.30 56
[EWD] | Btructured Programming 6.33 60
[EWF] | Ppndefined Behaviour 6.55 94
[EWR] | Path Traversal 7.18 118
FAB] | [mplementation-defined Behaviour 6.56 95
FIF] | Arithmetic Wrap-around Error 6.16 34
[FLC] | Numeric Conversion Errors 6.7 20
[GDL] | Recursion 6.37 67
[HCB] | Buffer Boundary Violation (Buffer @verflow) 6.9 03
HFC] | Pointer Casting and Pointer Type»,Changes 6.12 03
HJW] | Pnanticipated Exceptions from “Tibrary Routines 6.49 86
HTS] | Resource Names 7.11 108
[IHN] | Fype System 6.3 12
[JCW] | Pperator Precedence/Qndér of Evaluation 6.25 47
[KLK] | pistinguished Values\in Data Types 7.4 100
[KOA] | Likely Incorrect .Expression 6.27 50
[LAV] | [nitializationSef Variables 6.24 45
[LRM] | Extra IntridsitCs 6.44 79
[MEM] | Ppeprecatedilanguage Features 6.57 97
[MXB] | Buppregssion of Language-defined Run-time Checking 6.51 89
[NAI] | Choigerof Clear Names 6.19 37
[NMP] | P¥e-processor Directives 6.50 87
NSQ] Torary signacure 0.40 84
NYY] | Dynamically-linked Code and Self-modifying Code 6.47 83
[OTR] | Subprogram Signature Mismatch 6.36 gg
[OYB] | Ignored Error Status and Unhandled Exceptions 6.38 gg
[PIK] | Using Shift Operations for Multiplication and Division | 6.17 35
[PLF] | Floating-point Arithmetic 6.5 16
[REU] | Termination Strategy 6.39 70
RIP] | Inheritance 6.43 78
RST] | Injection 7.12 109
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[RVG] | Pointer Arithmetic 6.13 29
[SAM] | Side-effects and Order of Evaluation 6.26 49
[SKL] | Provision of Inherently Unsafe Operations 6.52 90
[STR] | Bit Representations 6.4 14
[SYM] | Templates and Generics 6.42 76
[TEX] | Loop Control Variables 6.31 57
[TRJ] | Argument Passing to Library Functions 6.45 80
[WXQ] | Dead Store 6.20 39
[XYH] | Null Pointer Dereference 6. 14 36
[XYK] | Dahgling Reference to Heap 6.15 kY
[XYL] | Megmory Leak 6.41 7
[XYM] | Insufficiently Protected Credentials 7.28 141
[XYN] | Adherence to Least Privilege NS 141
[XYO] | Privilege Sandbox Issues V.6 142
[XYP] | Hajrd-coded Password 7.23 144
[XYQ] | Defad and Deactivated Code 6.28 54
[XYS] | Executing or Loading Untrusted Code 7.7 1d3
[XYT] | Cross—-site Scripting 7.13 112
[XYW] | Unichecked Array Copying 6.11 27
[XYZ] | Unchecked Array Indexing 6.10 24
[XZH] | Offf-by-one Error 6.32 54
[XZI] | Sign Extension Error 6.18 34
[XZK] | Sehsitive Information Uncleared Before Use 7.17 717
[XZL] | Difscrepancy Information Leak 7.16 116
[XZN] | Mifssing or Inconsistent Accesgs®Control 7.21 142
[XZO] | Authentication Logic Errox 7.22 142
[XZP] | Relsource Exhaustion 7.9 1d5
[XZQ] | Unjguoted Search Path or’/Element 7.14 115
[XZR] | Impproperly Verified Signature 7.15 115
[XZS] | Milssing RequiredSCryptographic Step 7.19 140
[XZX] | Memory Locking 7.8 1d4
[YOW] | Identifier Name Reuse 6.22 47
[YZS] | Unjused Vaxiable 6.21 4
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Annex B
(informative)
Language Specific Vulnerability Template

Each language-specific annex should have the following heading information and initial sections:

24772:2013

Annex <language>
(Informative)

<languags

[This sub-
treated in
language

<languags

[This sub-
annex.]

Vulnerability descriptions for language <language>
p>.1 Identification of standards

clause should list the relevant language standards and other documents that describe the la
the annex. It need not be simply a list of standards. It should do whatever isirequired to de
that is the baseline.]

p>.2 General terminology and concepts

clause should provide an overview of general terminology andeoncepts that are utilized thr¢

hguage
cribe the

ughout the

Every vulmerability description of Clause 6 of the main document should be addressed in the annex in

order eve
descriptia

h if there is simply a notation that it is not relevant to the language in question. Each vulner
n should have the following format:

the same
hbility

<languag;
<languag;
[Revision
<languag;
[This sect

<languag;

p>.<x> <Vulnerability Name> [<3 letter tag>]

>, <x>.0 Status, history, andbibliography

history. This clause will eventually be removed.]

p>.<x>.1 Applicability to language

on describés.what the language does or does not do in order to deal with the vulnerability.]

2>, <x>.2 Guidance to language users

[This sect

oncdaceribac bt tha nraagra A
=) f

Hd da-racar dinag tha
A=~

orico
oo

T

ry Ak
O O C ot oC oWt triCPTOsTarriiict O O CETuTraT gt

In those cases where a vulnerability is simply not applicable to the language, the following format should be used

instead:

<language>.<x> <Vulnerability Name> [<3 letter tag>]

This vulnerability is not applicable to <language>.
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Following the final vulnerability description, there should be a single sub-clause as follows:

<language>.<x> Implications for standardization

[This section provides the opportunity to discuss changes anticipated for future versions of the language
specification.]
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Annex C
(informative)
Vulnerability descriptions for the language Ada

C.1 Identification of standards and associated documentation

ISO/IEC 8652:1995 Information Technology = Programming Languages—Ada

ISO/IEC 8652:1995/COR.1:2001, Technical Corrigendum to Information Technology — Programming Lapguages—
Ada.
ISO/IEC 8652:1995/AMD.1:2007, Amendment to Information Technology — Programming Languages—Ada.
ISO/IEC TR 15942:2000, Guidance for the Use of Ada in High Integrity Systems.

ISO/IEC T‘{ 24718:2005, Guide for the use of the Ada Ravenscar Profile in high integrity systems.
Lecture Nptes on Computer Science 5020, “Ada 2005 Rationale: The Language, the Standard Libraries,[’ John

Barnes, Springer, 2008.
Ada 95 Qmality and Style Guide, SPC-91061-CMC, version 02.01.01. Hernden,\Virginia: Software Produgtivity
Consortium, 1992.
Ada Langliage Reference Manual, The consolidated Ada Reference Manual, consisting of the internatipnal

standard [ISO/IEC 8652:1995): Information Technology -- Prograniming Languages -- Ada, as updated py changes
from Technical Corrigendum 1 (ISO/IEC 8652:1995:TC1:2000),arid Amendment 1 (ISO/IEC 8526:AMD1{:2007).
IEEE 754-2008, IEEE Standard for Binary Floating Point Arithmetic, IEEE, 2008.

IEEE 854-1987, IEEE Standard for Radix-Independent Fleating-Point Arithmetic, IEEE, 1987

C.2 General terminology and concepts

Abnormal Representation: The representation of an object is incomplete or does not represent any vallid value of

the object’s subtype.
Access obliect: An object of an access type.

Access-tofSubprogram: A-pointer to a subprogram (function or procedure).

Access type: The type-for objects that designate (point to) other objects.

Access value: [Fhe value of an access type; a value that is either null or designates (points at) another ¢pbject.

A” t f il =S Adataroa for b nokrct bt 1o taoc ctaoraga fronms th o o o £y o ctovaga o |
Oca Or- TTTC MAUUa LCTTTT TUT LTITOU LUTTIoltructu Lriact drivcadaltco oLud Us\_ murTrrurrc II\_(AH VT 1TuTTT a olutd (45\_ P\JUI.

Atomic and Volatile: Ada can force every access to an object to be an indivisible access to the entity in memory

instead of possibly partial, repeated manipulation of a local or register copy. In Ada, these properties are specified
by pragmas.

Attribute: An Attribute is a characteristic of a declaration that can be queried by special syntax to return a value
corresponding to the requested attribute.
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Bit Ordering: Ada allows use of the attribute Bit_Order of a type to query or specify its bit ordering representation
(High_Order_First and Low_Order_First). The default value is implementation defined and available at
System.Bit_Order.

Bounded Error: An error that need not be detected either prior to or during run time, but if not detected, then

the range of

possible effects shall be bounded.

Case statement: A case statement provides multiple paths of execution dependent upon the value of the case

expression. Only one of alternative sequences of statements will be selected.

Case expres

Case choices
statement. /

Compilation

lion: The case expression of a case statement is a discrete type.

: The choices of a case statement must be of the same type as the type of the expression in
Il possible values of the case expression must be covered by the case choices.

unit: The smallest Ada syntactic construct that may be submitted to the campiler. For typic

based imple

Configuratio

mentations, the content of a single Ada source file is usually a single compilation unit.

n pragma: A directive to the compiler that is used to select partition-wide or system-wide o

The pragmg
applies to al

Controlled t
controlled t
assighment,
levels of ind

Dead store:
neither read

Default expr

applies to all compilation units appearing in the compilationfutiless there are none, in whic
future compilation units compiled into the same environpient.

fpe: A type descended from the language-defined type Controlled or Limited Controlled. A
pe is a specialized type in Ada where an implemeénter can tightly control the initialization,
and finalization of objects of the type. This supports techniques such as reference counting,
rection, reliable resource allocation, and s on.

An assignment to a variable that is nettused in subsequent instructions. A variable that is deq
nor written to in the program is an unused variable.

ession: an expression of the\fermal object type that may be used to initialize the formal obje

actual objec

Discrete typ

Discriminant
type if the c
upon creatig

L is not provided.
p: An integer typ€e.or an enumeration type.

: A parameterfor a composite type. It can control, for example, the bounds of a component
bmponent is an array. A discriminant for a task type can be used to pass data to a task of the
n.

the case

| file-

btions.
n case it

hidden

lared but

ct if an

of the
type

Endianness:

L Y N ) H £l ey el lodel £
T ProghdiTiimeT TTidy SPTUITY LT THUTATIITESS UT UTT TTYTTOTTTLAtIUTT LNMTUUSTIT UTT UST UT da PJTd

gma.

Enumeration Representation Clause: An enumeration representation clause may be used to specify the internal

codes for en

umeration literals.

Enumeration Type: An enumeration type is a discrete type defined by an enumeration of its values, which may be

named by identifiers or character literals. In Ada, the types Character and Boolean are enumeration types. The

defining identifiers and defining character literals of an enumeration type must be distinct. The predefined order

relations between values of the enumeration type follow the order of corresponding position numbers.
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Erroneous execution: The unpredictable result arising from an error that is not bounded by the language, but

that, like a bounded error, need not be detected by the implementation either prior to or during run time.

Exception: Represents a kind of exceptional situation. There is a set of predefined exceptions in Ada in package
Standard: Constraint_Error, Program_Error, Storage_Error, and Tasking_Error; one of them is raised when a

language-

defined check fails.

Expanded name: A variable V inside subprogram S in package P can be named V, or P.S.V. The name V is called

the direct

name while the name P.S.V is called the expanded name.

Explicit Cq

nversion: The Ada term explicit conversion is equivalent to the term cast in Section 6.3.3,

Fixed-poift types: Real-valued types with a specified error bound (called the 'delta’ of the typg¢).that p

arithmeti

L operations carried out with fixed precision (rather than the relative precision of floating-po

Generic formal subprogram: A parameter to a generic package used to specify a subprogram or opera

Hiding: A

declaration can be hidden, either from direct visibility, or from all visikility, within certain pa

scope. Where hidden from all visibility, it is not visible at all (neither using-a\difect_name nor a selector

Where hid

Homogra
according

Identifier

Idempote

iden from direct visibility, only direct visibility is lost; visibility(using a selector_name is still pa

bh: Two declarations are homographs if they have the same name, and do not overload each
to the rules of the language.

Identifier is the Ada term that corresponds toithe term name.

nt behaviour: The property of an operation that has the same effect whether applied

multiple 1

mes. An example would be an operation that rounded a number up to the nearest even int

than or equal to its starting value.

Implemer

tation defined: Aspects .of *semantics of the language specify a set of possible

implemer
behaviou

Implicit C

tation may choose to implement any effect in the set. Implementations are required to dog
in implementation-defined situations.

bnversion: The Ada term implicit conversion is equivalent to the term coercion.

A
st
e

Ha uses a-stfong type system based on name equivalence rules. It distinguishes types, which
atically-checkable equivalence rules, and subtypes, which associate dynamic properties with
ample, index ranges for array subtypes or value ranges for numeric subtypes. Subtypes are

rovide
nt types).

[Or.

ts of its
| name).
ssible.

other

ust once or
bger greater

pffects; the
ument their

embody
types, for
hot types

a

Ll - l H Loasdl deslal . Ll el lode. £ 0l oy ALl | Y
TU LTI VdTuTS di T ITTITPTICILTY CUTIVETUTUTT LU alil ULTTCT SUULY TS UT LT SallicT Ly Pt AlT SUULYPJT d

d type-

conversions ensure by static or dynamic checks that the converted value is within the value range of the

target type or subtype. If a static check fails, then the program is rejected by the compiler. If a dynamic
check fails, then an exception Constraint_Error is raised.

To effect a transition of a value from one type to another, three kinds of conversions can be applied in
Ada:

a) Implicit conversions: there are few situations in Ada that allow for implicit conversions. An

example is the assighnment of a value of a type to a polymorphic variable of an encompassing
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class. In all cases where implicit conversions are permitted, neither static nor dynamic ty
or application type semantics (see below) are endangered by the conversion.

pe safety

b) Explicit conversions: various explicit conversions between related types are allowed in Ada. All

such conversions ensure by static or dynamic rules that the converted value is a valid val

ue of the

target type. Violations of subtype properties cause an exception to be raised by the conversion.

c) Unchecked conversions: Conversions that are obtained by instantiating the generic subprogram

Unchecked_Conversion are unsafe and enable all vulnerabilities mentioned in Section 6.

3 as the

A gJ
und

typd.

Modular typ
modular typ|

arithmetic o

Obsolescent

result of a breach in a strong type system. UNChecked_CONVersion is occasionally needed
interface with type-less data structures, for example, hardware registers.

iding principle in Ada is that, with the exception of using instances of UncheckedConversio
bfined semantics can arise from conversions and the converted value is a validivalue of the t

le: A modular type is an integer type with values in the range 0. modulus - 1. The modulus o
e can be up to 2**N for N-bit word architectures. A modular type has’'wrap-around semantig
perations, bit-wise "and" and "or" operations, and arithmetic.and'logical shift operations.

Features: Ada has a number of features that have been declared to be obsolescent; this is e

to the term

Operational

Heprecated. These are documented in Annex J of the/Ada Reference Manual.

and Representation Attributes: The values of certain implementation-dependent characteris

be obtained

X'A
speq
X'Si
X'C

ignment: allows the alignment of objects on a storage unit boundary at an integral multiple
ified value.

ze: denotes the size in bits of the(representation of the object.

bmponent_Size: denotes the size in bits of components of the array type X.

Overriding Indicators: If an operation is'marked as “overriding”, then the compiler will flag an error if the

operation is
marked as “

types.

Partition: A
in a separate

incorrectly named.dr-the parameters are not as defined in the parent. Likewise, if an operat
hot overriding”, then the compiler will verify that there is no operation being overridden in p

partition'is a part of a program. Each partition consists of a set of library units. Each partitior]
b address space, possibly on a separate computer. A program may contain just one partition.

distributed g

to

huivalent

tics can

by querying the applicable attributes. Somegattributes can be specified by the user; for example:

bf a

on is
arent

may run
A

rogram typically contains multiple partitions which can execute concurrently

Pointer: Synonym for “access object.”

Pragma: A directive to the compiler.

Pragma Atomic: Specifies that all reads and updates of an object are indivisible.

Pragma Atomic Components: Specifies that all reads and updates of an element of an array are indivisible.

Pragma Convention: Specifies that an Ada entity should use the conventions of another language.
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Pragma Detect Blocking: A configuration pragma that specifies that all potentially blocking operations within a

protected operation shall be detected, resulting in the Program_Error exception being raised.

Pragma Discard Names: Specifies that storage used at run-time for the names of certain entities may be

reduced.

Pragma Export: Specifies an Ada entity to be accessed by a foreign language, thus allowing an Ada subprogram to
be called from a foreign language, or an Ada object to be accessed from a foreign language.

Pragma Inport: Qparifinc an nnfih,/ defined ina ‘Fnraign |:ng||:gn that may be accessed from an Ada program,

thus allowing a foreign-language subprogram to be called from Ada, or a foreign-language variable to’pe accessed
from Ada

Pragma Njormalize Scalars: A configuration pragma that specifies that an otherwise uninitialized scaldr object is

set to a predictable value, but out of range if possible.

Pragma Pack: Specifies that storage minimization should be the main criterion,when selecting the representation
of a comgosite type.

Pragma Rpstrictions: Specifies that certain language features are not t6-he used in a given application} For
example, the pragma Restrictions (No_Obsolescent_Features) prohibits the use of any deprecated fedtures. This
pragma is a configuration pragma which means that all program‘dnits compiled into the library must gbey the
restriction.

Pragma Stppress: Specifies that a run-time check need not be performed because the programmer agserts it will

always sugceed.

Pragma Unchecked Union: Specifies an interface correspondence between a given discriminated typ¢ and some

C union. The pragma specifies that the associated type shall be given a representation that leaves no space for its
discriminant(s).

Pragma Vblatile: Specifies that all reads and updates on a volatile object are performed directly to mgmory.

Pragma Vplatile_Components: Specifies that all reads and updates of an element of an array are performed

directly tg memory.

Range chégck: A ruf-time check that ensures the result of an operation is contained within the range of allowable
values forl a given type or subtype, such as the check done on the operand of a type-conversion.

s Vall M | 4 Y N ) ] . £ 4. N (| ) H H
Record ReépresentationClatses: proviceaway-tospectty-thetayoutofcomporments-withirrecoras; tmat is, their

order, position, and size.
Scalar Type: A scalar type comprises enumeration types, integer types, and real types.

Separate Compilation: Ada requires that calls on libraries are checked for invalid situations as if the called routine

were declared locally.

Storage Pool: A named location in an Ada program where all of the objects of a single access type will be
allocated. A storage pool can be sized exactly to the requirements of the application by allocating only what is
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needed for all objects of a single type without using the centrally managed heap. Exceptions raised due to

memory failures in a storage pool will not adversely affect storage allocation from other storage pools or from the

heap. Storage pools for types whose values are of equal length do not suffer from fragmentation.

The followin

g Ada restrictions prevent the application from using any allocators:

pragma Restrictions(No_Allocators): prevents the use of allocators.

pragma Restrictions(No_Local Allocators): prevents the use of allocators after the main program has

co

enced

prag

hea

pragma Req

ma Restrictions(No_Implicit_Heap Allocations): prevents the use of allocators that would
b, but permits allocations from storage pools.

trictions(No_Unchecked Deallocations): prevents allocated storage from being:returned an

effectively e
pools are no

Static expres

t affected by this restriction as explicit routines to free memory for a storage pool can be crq

sions: Expressions with statically known operands that are computed with exact precision b

compiler.

Storage Plad

e Attributes: for a component of a record, the attributes (integer) Position, First_Bit and Las

used to speq

Subtype dec

ify the component position and size within the recoftd.

aration: A construct that allows programmersto'declare a named entity that defines a poss

restricted s
smaller ran

Task: A task
points wher

Unsafe Prog

k

set of values of an existing type or subtypeitypically by imposing a constraint, such as sped
of values.

represents a separate thread of control that proceeds independently and concurrently betw
b it interacts with other tasks. An-Ada program may be comprised of a collection of tasks.

rfamming: In recognitionofithe occasional need to step outside the type system or to perfor

operations,

Unchecked |
objects rega
unit, then th
unsafe units
Unchecked |

\da provides clearly_identified language features to do so. Examples include the generic
Conversion for unsafe type-conversions or Unchecked Deallocation for the deallocation of |
Fdless of the existénce of surviving references to the object. If unsafe programming is emplo
e unit needs-to specify the respective generic unit in its context clause, thus identifying pote
Similarly;/there are ways to create a potentially unsafe global pointer to a local object, usin
Access attribute. A restriction pragma may be used to disallow uses of Unchecked_Access.

ise the

l hence

hforces storage pool memory approaches or a completely static approach’to access types. S{orage

ated.

the

t Bitare

ibly
fying a

een the

m “risky”
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SUPPRESS

pragma allows an implementation to omit certain run-time checks

User-defined floating-point types: Types declared by the programmer that allow specification of digits of precision

and optionally a range of values.

User-defined scalar types: Types declared by the programmer for defining ordered sets of values of various kinds,

namely integer, enumeration, floating-point, and fixed-point types. The typing rules of the language prevent

intermixing of objects and values of distinct types.
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C.3.1 Applicability to language

24772:2013

Implicit conversions cause no application vulnerability, as long as resulting exceptions are properly handled.

Assignment between types cannot be performed except by using an explicit conversion.

Failure to apply correct conversion factors when explicitly converting among types for different units will result in

applicati

Failure tolhandle the exceptions raised by failed checks of dynamic subtype properties cause systems,
componehts to halt unexpectedly.

Unchecked conversions circumvent the type system and therefore can cause unspecifiedbehaviour (s
Type-bredking Reinterpretation of Data [AMV]).

Lol (| . H N l
T TATTuUTTS UUT LU ITICUTTTLL varutco.

C.3.2 Guidance to language users

e The predefined ‘Valid attribute for a given subtype may be applied to any value to ascertain if
avalid value of the subtype. This is especially useful when interfacing with type-less systems o
Unchecked_Conversion.

e Alconceivable measure to prevent incorrect unit conversions is to restrict explicit conversions
bpdies of user-provided conversion functions that.are then used as the only means to effect the transition
between unit systems. These bodies are to be critically reviewed for proper conversion factorg.
E

C.4 Bit Representation [STR]

C.4.1 Applicability to language

In general, the type system of Ada protects against the vulnerabilities outlined in Section 6.4. Howeve
Uncheckegd_Conversion, calling foreign language routines, and unsafe manipulation of address repres¢
voids thege guarantees.

The vulné€lrabilities caused-by the inherent conceptual complexity of bit level programming are as desc
Section 6 4.

C4.2 GTidance to language users

ceptions raised by type and subtype-conversions shall be handled.

threads or

pe C.40

the value is
r after

to the

[, the use of
pntations

ribed in

The vulnerabilities associated with the complexity of bit-level programming can be mitigated by:

The use of record and array types with the appropriate representation specifications added so that the

objects are accessed by their logical structure rather than their physical representation. These
representation specifications may address: order, position, and size of data components and fields.

components happen atomically.

components must be read immediately before use as other devices or systems may be updati
between accesses of the program.
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The use of pragma Atomic and pragma Atomic_Components to ensure that all updates to objects and

The use of pragma Volatile and pragma Volatile_Components to notify the compiler that objects and

ng them
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e The default object layout chosen by the compiler may be queried by the programmer to determine the
expected behaviour of the final representation.

For the traditional approach to bit-level programming, Ada provides modular types and literal representations in

arbitrary base from 2 to 16 to deal with numeric entities and correct handling of the sign bit. The use of pragma

Pack on arrays of Booleans provides a type-safe way of manipulating bit strings and eliminates the use of error-

prone arithmetic operations.

C.5 Floati

ng-point Arithmetic [PLF]

C.5.1 App

Ada specifie
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C.6 Enumerator Issues [CCB]

licability to language
5 adherence to the IEEE Floating Point Standards (IEEE-754-2008, IEEE-854-1987).

ility in Ada is as described in Section 6.5.2.
lance to language users

er than using predefined types, such as Float and Long_Float, whosé precision may vary acq
arget system, declare floating-point types that specify the reguired precision (for example, ¢
tionally, specifying ranges of a floating point type enables constraint checks which prevents
agation of infinities and NaNs.

d comparing floating-point values for equality. Instead) use comparisons that account for th
oximate results of computations. Consult a numeri¢ analyst when appropriate.

essions in Ada are computed at compile time’with exact precision.
Ada's standardized numeric libraries (for example, Generic_Elementary_Functions) for comr
nematical operations (trigonometric operations, logarithms, and others).

an Ada implementation that supports Annex G (Numerics) of the Ada standard, and employ
ct mode" of that Annex in cases"where additional accuracy requirements must be met by flo
t arithmetic and the operations of predefined numerics packages, as defined and guarantee
bX.

d direct manipulation.of.bit fields of floating-point values, since such operations are general
ific and error-prone.iInstead, make use of Ada's predefined floating-point attributes (such as
pnent).

fixed-point types and operations.

ording to
igits 10).
the

®

tatic
hon

the
bting-
by the

y target-

ses where absolute precision is needed, consider replacement of floating-point types and operations

C.6.1 Applicability to language

Enumeration representation specification may be used to specify non-default representations of an enumeration

type, for example when interfacing with external systems. All of the values in the enumeration type must be

defined in the enumeration representation specification. The numeric values of the representation must preserve

the original order. For example:

type 10_Types is (Null_Op, Open, Close, Read, Write, Sync);
for 10_Types use (Null_Op => 0, Open => 1, Close => 2,
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An array may be indexed by such a type. Ada does not prescribe the implementation model for arrays indexed by

an enumeration type with non-contiguous values. Two options exist: Either the array is represented “with holes”

and indexed by the values of the enumeration type, or the array is represented contiguously and indexed by the

position of the enumeration value rather than the value itself. In the former case, the vulnerability described in

6.6 exists only if unsafe programming is applied to access the array or its components outside the protection of

the type system. Within the type system, the semantics are well defined and safe. The vulnerability of unexpected

but well-defined program behaviour upon extending an enumeration type exist in Ada. In particular, subranges or

others ch

enumeratlion values.

C.6.2 Guidance to language users

e o
Q T M

C.7 Nun

C.7.1 A

Ada does
due to trd

In the cas

[ ]
o X

S.

bices in aggregates and case statements are susceptible to unintentionally capturing newlya

or case statements and aggregates, do not use the others choice.
or case statements and aggregates, mistrust subranges as choices after enumeration literals
dded anywhere but the beginning or the end of the enumeration type-definition.

neric Conversion Errors [FLC]
pplicability to language

not permit implicit conversions between different numeric types, hence cases of implicit los
ncation cannot occur as they can in languagesthat allow type coercion between types of dif]

e of explicit conversions, Ada language rules prevent numeric conversion errors, as follows:

hnge bound checks are applied, so no truncation can occur, and an exception will be generat
berand of the conversion exceeds-the bounds of the target type or subtype.

Ha permits the definition of subtypes of existing types that can impose a restricted range of

hplicit conversions can occur for values of different subtypes belonging to the same type, bu

(%]

Precision

C.7.2 Guidance-to language users

nversions still involve range checks that prevent any loss of data or violation of the bounds
btype.

s lost only on explicit conversion from a real type to an integer type or a real type of less pre

dded

have been

of data
ferent sizes.

ed if the

alues, and
such
bf the target

cision.

Use Ada's capabilities for user-defined scalar types and subtypes to avoid accidental mixin

s of

logically incompatible value sets.
Use range checks on conversions involving scalar types and subtypes to prevent generatio
data.

n of invalid

Use static analysis tools during program development to verify that conversions cannot violate the

range of their target.

C.8 String Termination [C]JM]

With the exception of unsafe programming (see C.2 General terminology and concepts), this vulnerability is not

applicable to Ada as strings in Ada are not delimited by a termination character. Ada programs that interface to
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languages that use null-terminated strings and manipulate such strings directly should apply the vulnerability
mitigations recommended for that language.

C.9 Buffer Boundary Violation (Buffer Overflow) [HCB]

With the exception of unsafe programming (see C.2 General terminology and concepts), this vulnerability is not

applicable to Ada as this vulnerability can only happen as a consequence of unchecked array indexing or
unchecked array copying (see C.10 Unchecked Array Indexing [XYZ] and C.11 Unchecked Array Copying [XYW]).

C.10 UnchecKed Array Indexing [XYZ]

C.10.1 Applicability to language

All array indgexing is checked automatically in Ada, and raises an exception when indexes are out of bounfs. This is
checked in dll cases of indexing, including when arrays are passed to subprograms.

An explicit stippression of the checks can be requested by use of pragma Suppress,jin which case the vulperability
would apply} however, such suppression is easily detected, and generally reserved for tight time-critical loops,
even in production code.

C.10.2 Guidance to language users

e Do not suppress the checks provided by the language.

e UselAda's support for whole-array operations, such-as for assignment and comparison, plus aggregates
for whole-array initialization, to reduce the use afjindexing.

o  Wrife explicit bounds tests to prevent exceptions for indexing out of bounds.

C.11 Unchecked Array Copying [XYW]

With the exgeption of unsafe programming(see C.2 General terminology and concepts), this vulnerability is not

applicable to Ada as Ada allows arrays to be copied by simple assignment (":="). The rules of the Ianguag'rra] ensure
that no overflow can happen; instead, the exception Constraint_Error is raised if the target of the assignfnent is
not able to dontain the value dssigned to it. Since array copy is provided by the language, Ada does not pfovide

unsafe functions to copy struetures by address and length.

C.12 Pointer Casting and Pointer Type Changes [HFC]

c12.1 Aplplicability to language

The mechanisms available in Ada to alter the type of a pointer value are unchecked type-conversions and type-
conversions involving pointer types derived from a common root type. In addition, uses of the unchecked address
taking capabilities can create pointer types that misrepresent the true type of the designated entity (see Section
13.10 of the Ada Language Reference Manual).

The vulnerabilities described in Section 6.12 exist in Ada only if unchecked type-conversions or unsafe taking of
addresses are applied (see C.2 General terminology and concepts). Other permitted type-conversions can never

misrepresent the type of the designated entity.
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Checked type-conversions that affect the application semantics adversely are possible.

C.12.2 Guidance to language users

e This vulnerability can be avoided in Ada by not using the features explicitly identified as unsafe.
e Use ‘Access which is always type safe.

C.13 Pointer Arithmetic [RVG]

With the exception of unsafe programming (see C.2 General terminology and concepts), this vulnerability is not
applicablg to Ada as Ada does not allow pointer arithmetic.

C.14 Nuyll Pointer Dereference [XYH]

In Ada, thfs vulnerability does not exist, since compile-time or run-time checks ensure that‘no null valye can be
dereferenced.

Ada provifdes an optional qualification on access types that specifies and enfarces that objects of such|types
cannot hgve a null value. Non-nullness is enforced by rules that statically prohibit the assignment of efther null
or values from sources not guaranteed to be non-null.

C.15 Dangling Reference to Heap [XYK]

C.15.1 Applicability to language

Use of Urjchecked Deallocation can cause dangling.references to the heap. The vulnerabilities described in 6.15
exist in Adla, when this feature is used, since Unchecked_Deallocation may be applied even though thgre are
outstanding references to the deallocated object.

Ada provides a model in which whole collections of heap-allocated objects can be deallocated safely,
automatigally and collectively when.the’scope of the root access type ends.

For global access types, allocated 6bjects can only be deallocated through an instantiation of the generic

procedur¢ Unchecked_Deallocation.

C.15.2 (quidance)to language users

e Uke local-access types where possible.
e Dp not.dse Unchecked_Deallocation.
e UkeControlled types and reference counting

C.16 Arithmetic Wrap-around Error [FIF]

With the exception of unsafe programming (see C.2 General terminology and concepts), this vulnerability is not

applicable to Ada as wrap-around arithmetic in Ada is limited to modular types. Arithmetic operations on such
types use modulo arithmetic, and thus no such operation can create an invalid value of the type.
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For non-modular arithmetic, Ada raises the predefined exception Constraint_Error whenever a wrap-around
occurs but, implementations are allowed to refrain from doing so when a correct final value is obtained. In Ada

there is no confusion between logical and arithmetic shifts.

C.17 Using Shift Operations for Multiplication and Division [PIK]

With the exception of unsafe programming (see C.2 General terminology and concepts), this vulnerability is not
applicable to Ada as shift operations in Ada are limited to the modular types declared in the standard package
Interfaces, which are not signed entities.

C.18 Sign

With the exq
applicable tq

entities or vice-versa.

C.19 Choice of Clear Names [NAI]

C.19.1 Applicability to language

There are tw
similar namg

This vulnerapility does not address overloading, which is cevered in Section C.22.YOW.

The risk of ¢

o Mix¢
thro

Extension Error [XZI]

eption of unsafe programming (see C.2 General terminology and concepts), this Vulnerabilit

o possible issues: the use of the identical name for different purposes (overloading) and the
s for different purposes.

bnfusion by the use of similar names might'occur through:

pd casing. Ada treats upper and lowér-case letters in names as identical. Thus no confusion ¢
ugh an attempt to use Item anddTEM as distinct identifiers with different meanings.
prscores and periods. Ada permits single underscores in identifiers and they are significant. 1

e Und
Bigll
sing
forb

e Sing

Dog and Big_Dog are different identifiers. But multiple underscores (which might be confuss
e underscore) are forbidden, thus Big__Dog is forbidden. Leading and trailing underscores 3
dden. Periods are.not permitted in identifiers at all.
ular/plural forms. Ada does permit the use of identifiers which differ solely in this manner su

Item

identifier Itemsfor an object denoting an array of items that is of a type array (...) of T. The use

whe
and

and ltems. However, the user might use the identifier Item for a single object of a type T an

re ltems.was intended or vice versa will be detected by the compiler because of the type vio
the program rejected so no vulnerability would arise.

is not

Ada as Ada does not, explicitly or implicitly, allow unsigned extension operations to apply t¢ signed

use of

AN arise

hus
bd with a
re also

chas
d the
bf Item
ation

e |Inte

rnational character sets. Ada compilers strictly conform to the appropriate international stan

dard for

character sets.
o Identifier length. All characters in an identifier in Ada are significant. Thus Long_ldentifierA and

Long_ldentifierB are always different. An identifier cannot be split over the end of a line. The only
restriction on the length of an identifier is that enforced by the line length and this is guaranteed by the

lang

Ada permits

uage standard to be no less than 200.

the use of names such as X, XX, and XXX (which might all be declared as integers) and a

programmer could easily, by mistake, write XX where X (or XXX) was intended. Ada does not attempt to catch

such errors.
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The use of the wrong name will typically result in a failure to compile so no vulnerability will arise. But, if the
wrong name has the same type as the intended name, then an incorrect executable program will be generated.
C.19.2 Guidance to language users
This vulnerability can be avoided or mitigated in Ada in the following ways:

e Avoid the use of similar names to denote different objects of the same type.

e Adopt a project convention for dealing with similar names
e See the Ada Quality and Style Guide.

C.20 Ddad store [WXQ]

C.20.1 Applicability to language

This vulngrability exists in Ada as described in section 6.20, with the exception that in Ada if a variablelis read by a
different thread (task) than the thread that wrote a value to the variable it is not‘a.dead store. Simply marking a

variable as being Volatile is usually considered to be too error-prone for inter-thread (task) communidation by the
Ada community, and Ada has numerous facilities for safer inter thread communication.

Ada comgilers do exist that detect and generate compiler warnings for'dead stores.

The errorfin 6.20.3 that the planned reader misspells the name of'the store is possible but highly unlikgly in Ada
since all dbjects must be declared and typed and the existence of two objects with almost identical names and
compatible types (for assignment) in the same scope wéuld be readily detectable.

C.20.2 Gquidance to Language Users

°
c

ke Ada compilers that detect and génerate compiler warnings for unused variables or use stdtic analysis
tqols to detect such problems.

C.21 Unused Variable [YZS]
C.21.1 Applicability tolanguage

This vulndrability exists-in Ada as described in section 6.21, although Ada compilers do exist that detegdt and
generate pompiler'warnings for unused variables.

C.21.2 (Iiuidance to language users

e Do not declare variables of the same type with similar names. Use distinctive identifiers and the strong
typing of Ada (for example through declaring specific types such as Pig_Counter is range 0 .. 1000; rather
than just Pig: Integer;) to reduce the number of variables of the same type.

e Use Ada compilers that detect and generate compiler warnings for unused variables.

e Use static analysis tools to detect dead stores.
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C.22 Identifier Name Reuse [YOW]

C.22.1 Applicability to language

Ada is a language that permits local scope, and names within nested scopes can hide identical names declared in

an outer scope. As such it is susceptible to the vulnerability. For subprograms and other overloaded entities the

problem is reduced by the fact that hiding also takes the signatures of the entities into account. Entities with

different signatures, therefore, do not hide each other.
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sm of failure identified in section 6.22.3 regarding the declaration of non-unique identifiers
cannot occur in Ada because all characters in an identifier are significant.

idance to language users

expanded names whenever confusion may arise.

Ada compilers that generate compile time warnings for declarations injinner scopes that hid
arations in outer scopes.

static analysis tools that detect the same problem.

espace Issues [BJL]

bility is not applicable to Ada because Ada does notattempt to disambiguate conflicting nam
m different packages. Instead, use of a name with conflicting imported declarations causes
he programmer can disambiguate the nameusage by using a fully qualified name that ident
ckage.

alization of Variables [LAV]

hnguages, it is possible.in Ada to make the mistake of using the value of an uninitialized varig

ility does noteexist for pointer variables (or constants). Pointer variables are initialized to nu
every dereference of a pointer is checked for a null value.

handated by the type system apply to the use of uninitialized variables as well. Use of an out

™

described below,(Ada prevents some of the most harmful possible effects of using the valug.

n the
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Ignored Error Status and Unhandled Exceptions [OYB] regarding exception handling.) Thus, the only remaining

vulnerability is the potential use of a faulty but subtype-conformant value of an uninitialized variable, since it is

technically indistinguishable from a value legitimately computed by the application.

For record types, default initializations may be specified as part of the type definition.

For controlled types (those descended from the language-defined type Controlled or Limited_Controlled), the

user may also specify an Initialize procedure which is invoked on all default-initialized objects of the type.
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The pragma Normalize_Scalars can be used to ensure that scalar variables are always initialized by the compiler in

a repeatable fashion. This pragma is designed to initialize variables to an out-of-range value if there is one, to

avoid hiding errors.

Lastly, the user can query the validity of a given value. The expression X’Valid yields true if the value of the scalar
variable X conforms to the subtype of X and false otherwise. Thus, the user can protect against the use of out-of-

bounds uninitialized or otherwise corrupted scalar values.

C.24.2 Guidance to language users

This vulndg
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C.25.1 Applicability to language
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rability can be avoided or mitigated in Ada in the following ways:

the compiler has a mode that detects use before initialization, then this mode should be eng

here appropriate, explicit initializations or default initializations can be specified.
ne pragma Normalize_Scalars can be used to cause out-of-range defaultdnitializations for sca
riables.
ne ‘Valid attribute can be used to identify out-of-range values causéd,by the use of uninitializ
riables, without incurring the raising of an exception.

pdvice that should be avoided is to perform a “junk initialization” of variables. Initializing a v
bpriate default value such as zero can result in hiding underlying problems, because the com
ic analysis tools will then be unable to detect that thie variable has been used prior to receivi
romputed value.

erator Precedence/Order of Evaluation [JCW]

vulnerability is about "incorrect beliefs" of programmers, there is no way to establish a limit
beliefs can go. However, Ada'is less susceptible to that vulnerability than many other langua

Ha only has six levels.of precedence and associativity is closer to common expectations. For ¢
pression like A =(B)or C = D will be parsed as expected, as (A = B) or (C = D).
ixed logical operators are not allowed without parentheses, for example, "A or B or C" is va
"A and Band*C", but "A and B or C" is not (must write "(A and B) or C" or "A and (B or C)".
Esignment js not an operator in Ada.

C.25.2 (|iuidance to language users
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The general mitigation measures can be applied to Ada like any other language.

C.26 Side-effects and Order of Evaluation [SAM]

C.26.1 Applicability to language

There are no operators in Ada with direct side effects on their operands using the language-defined operations,
especially not the increment and decrement operation. Ada does not permit multiple assignments in a single

expressio
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There is the possibility though to have side effects through function calls in expressions where the function
modifies globally visible variables. Although functions only have "in" parameters, meaning that they are not
allowed to modify the value of their parameters, they may modify the value of global variables. Operators in Ada
are functions, so, when defined by the user, although they cannot modify their own operands, they may modify
global state and therefore have side effects.

Ada allows the implementation to choose the order of evaluation of expressions with operands of the same
precedence level, the order of association is left-to-right. The operands of a binary operation are also evaluated
in an arbitrary order, as happens for the parameters of any function call. In the case of user-defined operators

with side efflects, this implementation dependency can cause unpredictability of the side effects.
C.26.2 Guidance to language users

e Male use of one or more programming guidelines which prohibit functions that modify global stpte, and
can pe enforced by static analysis.

o Keep expressions simple. Complicated code is prone to error and difficult td maintain.

e Always use brackets to indicate order of evaluation of operators of the samke precedence level.

C.27 Likely Incorrect Expression [KOA]

C.27.1 Applicability to language

An instance pf this vulnerability consists of two syntactically similar constructs such that the inadvertent
substitution|of one for the other may result in a program which is accepted by the compiler but does not reflect
the intent of the author.

The examplgs given in 6.27 are not problems in Ada because of Ada's strong typing and because an assighment is
not an exprgssion in Ada.

In Ada, a tyge-conversion and a qualified@xpression are syntactically similar, differing only in the presenge or
absence of g single character:

Type_Name (Expression) -- a type-conversion
VS.
Tyde_Name'(Expression) -- a qualified expression

Typically, the.inadvertent substitution of one for the other results in either a semantically incorrect progfam

which is rejected by the compiler or in a program which behaves in the same way as if the intended construct had
been written. In the case of a constrained array subtype, the two constructs differ in their treatment of sliding
(conversion of an array value with bounds 100 .. 103 to a subtype with bounds 200 .. 203 will succeed,;
qualification will fail a run-time check).

Similarly, a timed entry call and a conditional entry call with an else-part that happens to begin with a delay
statement differ only in the use of "else" vs. "or" (or even "then abort" in the case of a asynchronous_select
statement).
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Probably the most common correctness problem resulting from the use of one kind of expression where a
syntactically similar expression should have been used has to do with the use of short-circuit vs. non-short-circuit
Boolean-valued operations (for example, "and then" and "or else" vs. "and" and "or"), as in

if (Ptr /= null) and (Ptr.all.Count > 0) then ... end if;

-- should have used "and then" to avoid dereferencing null

C.27.2 Guidance to language users

e Cpmpilers and other static analysis tools can detect some cases (such as the preceding exarmple).

e Dpvelopers may also choose to use short-circuit forms by default (errors resulting from.the ingorrect use
of short-circuit forms are much less common), but this makes it more difficult for thezauthor tp express
the distinction between the cases where short-circuited evaluation is known to be needed (either for
correctness or for performance) and those where it is not.

C.28 Ddad and Deactivated Code [XYQ]

C.28.1 Applicability to language

Ada allows the usual sources of dead code (described in 6.28) that are common to most conventional
programming languages.

C.28.2 (quidance to language users

Implementation specific mechanisms may be providedito support the elimination of dead code. In sorhe cases,
pragmas jsuch as Restrictions, Suppress, or Discard_Names may be used to inform the compiler that spme code
whose geperation would normally be required.for certain constructs would be dead because of propefties of the
overall system, and that therefore the code-need not be generated. For example, given the following:

package Pkg is

type Enum is (Aaa, Bbb, €ec);
pragma Discard_Names( Enum);
end Pkg;

If Pkg.Endim'Image and-related attributes (for example, Value, Wide_Image) of the type are never usgd, and if the
implemerjtation normally builds a table, then the pragma allows the elimination of the table.

C.29 SV\[itCh Statements and Static Analysis [CLL]

C.29.1 Applicability to language

With the exception of unsafe programming (see C.2 General terminology and concepts) and the use of default

cases, this vulnerability is not applicable to Ada as Ada ensures that a case statement provides exactly one
alternative for each value of the expression's subtype. This restriction is enforced at compile time. The others
clause may be used as the last choice of a case statement to capture any remaining values of the case expression
type that are not covered by the preceding case choices. If the value of the expression is outside of the range of
this subtype (for example, due to an uninitialized variable), then the resulting behaviour is well-defined
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(Constraint_Error is raised). Control does not flow from one alternative to the next. Upon reaching the end of an

alternative, control is transferred to the end of the case statement.

The remaining vulnerability is that unexpected values are captured by the others clause or a subrange as case

choice. For example, when the range of the type Character was extended from 128 characters to the 256

characters in the Latin-1 character type, an others clause for a case statement with a Character type case

expression originally written to capture cases associated with the 128 characters type now captures the 128

additional cases introduced by the extension of the type Character. Some of the new characters may have

needed to be covered by the existing case choices or new case choices.

C.29.2 Gu

e For
For
add

C.30 Dem

This vulnera
are associat
extended re
end of the c

C.31 Loop Control Variables [TEX]

With the exq
applicable tq
(called a loo
statements

C.32 Off-by-one Error [XZH]

C.32.1 Applicability te language

Confus
Af

Ins

idance to language users
Lase statements and aggregates, avoid the use of the others choice.

Lase statements and aggregates, mistrust subranges as choices after enumeration literals ha
bd anywhere but the beginning or the end of the enumeration type definition'®

arcation of Control Flow [EO]]

bility is not applicable to Ada as the Ada syntax describes several types of compound statem
bd with control flow including if statements, loop statements;.case statements, select staten

bmpound statement.

eption of unsafe programming (see C.2 General terminology and concepts), this vulnerabilit

Ada as Ada defines a for loop whereithe number of iterations is controlled by a loop contrd
b parameter). This value has a copstant view and cannot be updated within the sequence of
bf the body of the loop.

ion betwéen the need for < and <= or > and >=in a test.
pr loop-in.Ada does not require the programmer to specify a conditional test for loop termin
ead the starting and ending value of the loop are specified which eliminates this source of ¢

e been

bnts that
ents, and

furn statements. Each of these forms of compound statements require unique syntax that njarks the

is not
| variable

qtion.
ff-by-one

err

brs./A while loop however, lets the programmer specify the loop termination expression, whiich could

be susceptible to an off-by-one error.

Confusion as to the index range of an algorithm.
Although there are language defined attributes to symbolically reference the start and end values for a

loop iteration, the language does allow the use of explicit values and loop termination tests. Off-by-one

errors can result in these circumstances.

9 This case is somewhat specialized but is important, since enumerations are the one case where subranges turn bad on the user.
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e

The strong typing of Ada eliminates the potential for buffer overflow associated with this vulnerability. If

the error is not statically caught at compile time, then a run-time check generates an exception if an

attempt is made to access an element outside the bounds of an array.

Failing to allow for storage of a sentinel value.

Ada does not use sentinel values to terminate arrays. There is no need to account for the storage of a

C.32.2 (quidance to language users

. henever possible, a for loop should be used instead of a while loop.
. henever possible, the 'First, 'Last, and 'Range attributes should be used for loop termination]
ength attribute must be used, then extra care should be taken to ensure that the length exp
considers the starting index value for the array.

C.33 Structured Programming [EWD]

C.33.1 Applicability to language

Ada progfams can exhibit many of the vulnerabilities noted in6.33: leaving a loop at an arbitrary poin
jumps (ggto), and multiple exit points from subprograms.

Ada howdver does not suffer from non-local jumps and’multiple entries to subprograms.

C.33.2 (suidance to language users

. If the
fession

, local

Avoid the|use of goto, loop exit statements, return statements in procedures and more than one retjirn

statement in a function If not following this guidance caused the function code to be clearer — short g

appropriate restructuring — then multiple exit points should be used.

C.34 Passing Parameters and Return Values [CS]]

C.34.1 Applicability to language

Ada emplpys the mechanisms (for example, modes in, out and in out) that are recommended in Secti

f

bn 6.34.

These mode.definitions are not optional, mode in being the default. The remaining vulnerability is alig

sing when a

large object is passed by reference.
C.34.2 Guidance to language users

e Follow avoidance advice in Section 6.34.
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C.35 Dangling References to Stack Frames [DCM]

C.35.1 Applicability to language

In Ada, the attribute 'Address yields a value of some system-specific type that is not equivalent to a pointer. The
attribute 'Access provides an access value (what other languages call a pointer). Addresses and access values are
not automatically convertible, although a predefined set of generic functions can be used to convert one into the
other. Access values are typed, that is to say, they can only designate objects of a particular type or class of types.

As in other languages, it is possible to apply the 'Address attribute to a local variable, and to make use-of|the
resulting value outside of the lifetime of the variable. However, 'Address is very rarely used in this fashiop in Ada.
Most commpnly, programs use 'Access to provide pointers to objects and subprograms, and the‘lariguage
enforces acdessibility checks whenever code attempts to use this attribute to provide access\to a local ohject
outside of ity scope. These accessibility checks eliminate the possibility of dangling refereneces.
As for all other language-defined checks, accessibility checks can be disabled over any.portion of a progrgm by
using the Suppress pragma. The attribute Unchecked_Access produces values that'are exempt from accpssibility
checks.
C.35.2 Guidance to language users

e Only use 'Address attribute on static objects (for examplg;.a register address).

e Do rjot use 'Address to provide indirect untyped access to an object.

e Do rjot use conversion between Address and access.types.

e Usefaccess types in all circumstances when indirect access is needed.

e Do rjot suppress accessibility checks.

e Avold use of the attribute Unchecked_Aggess.

e Use|Access attribute in preference to~Address.
C.36 Subprogram Signature Mismatch [OTR]
C.36.1 Applicability to language
There are two concerns identified with this vulnerability. The first is the corruption of the execution stack due to
the incorrect number ar’type of actual parameters. The second is the corruption of the execution stack due to
calls to externally compiled modules.
In Ada, at cdmpilation time, the parameter association is checked to ensure that the type of each actual

parameter matches the type of the corresponding formal parameter. In addition, the formal parameter

specification may include default expressions for a parameter. Hence, the procedure may be called with some

actual parameters missing. In this case, if there is a default expression for the missing parameter, then the call will

be compiled without any errors. If default expressions are not specified, then the procedure call with insufficient

actual parameters will be flagged as an error at compilation time.

Caution must be used when specifying default expressions for formal parameters, as their use may result in

successful compilation of subprogram calls with an incorrect signature. The execution stack will not be corrupted

in this event

162

but the program may be executing with unexpected values.
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When calling externally compiled modules that are Ada program units, the type matching and subprogram
interface signatures are monitored and checked as part of the compilation and linking of the full application.

When calling externally compiled modules in other programming languages, additional steps are needed to

ensure that the number and types of the parameters for these external modules are correct.

C.36.2 Guidance to language users

C.37 Recursion [GDL]

C.37.1 Applicability to language

Do not use default expressions for formal parameters.
Interfaces between Ada program units and program units in other languages can be managed using

:nn MNo o-sDe hnrogram h e-defined extern nd-nDraagma ala a Ify

sybprograms that are used externally. These pragmas specify the imported and exported,aspects of the
slibprogrames, this includes the calling convention. Like subprogram calls, all parameters'need fto be
specified when using pragma Import and pragma Export.
The pragma Convention may be used to identify when an Ada entity should use the.calling cohventions of
aldifferent programming language facilitating the correct usage of the execution’stack when ifgterfacing
wlith other programming languages.
In addition, the Valid attribute may be used to check if an object that is part of an interface w|th another
language has a valid value and type.

Ada permfits recursion. The exception Storage_Error is raised‘when the recurring execution results in ipsufficient

storage.

C.37.2 (quidance to language users

C.38 Ignored Error -Status and Unhandled Exceptions [OYB]

C.38.1 Applicability to language

flrecursion is used, then a Storage_Error exception handler may be used to handle insufficient storage
dlie to recurring execution.
Alternatively, the asynchronouscontrol construct may be used to time the execution of a recyrring call
and to terminate the call ifithe time limit is exceeded.
n Ada, the pragma Restrictions may be invoked with the parameter No_Recursion. In this cage, the

compiler will ensuré that as part of the execution of a subprogram the same subprogram is ndt invoked.

Ada offers-a-set-of predefined-exceptionsforerrorconditions-that-may-be-detected-bychecksthatare compiled

into a program. In addition, the programmer may define exceptions that are appropriate for their application.
These exceptions are handled using an exception handler. Exceptions may be handled in the environment where

the exception occurs or may be propagated out to an enclosing scope.

As described in 6.38, there is some complexity in understanding the exception handling methodology especially
with respect to object-oriented programming and multi-threaded execution.
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C.38.2 Guidance to language users

e In addition to the mitigations defined in the main text, values delivered to an Ada program from an
external device may be checked for validity prior to being used. This is achieved by testing the Valid
attribute.

C.39 Termination Strategy [REU]

C.39.1 Applicability to language

An Ada systém that consists of multiple tasks is subject to the same hazards as multithreaded systemsiin|other
languages. A task that fails, for example, because its execution violates a language-defined check, texminates

quietly.

Any other task that attempts to communicate with a terminated task will receive the exception Tasking |Error.
The undisciglined use of the abort statement or the asynchronous transfer of controlfgeature may destrqy the
functionality of a multitasking program.

C.39.2 Guidance to language users

e Inclyde exception handlers for every task, so that their unexpected termination can be handled 3nd
posdibly communicated to the execution environment.
e Uselobjects of controlled types to ensure that resources;are properly released if a task terminatg
unexpectedly.
e Thefbort statement should be used sparingly, if at.all.
e For high-integrity systems, exception handling.is.Gsually forbidden. However, a top-level exceptipn
hangller can be used to restore the overall systém to a coherent state.
e Defipe interrupt handlers to handle signals’that come from the hardware or the operating system. This
medhanism can also be used to add robustness to a concurrent program.
e Anngx C of the Ada Reference Manual (Systems Programming) defines the package Ada.Task_Tefmination
to bg used to monitor task termination and its causes.
e Annpx H of the Ada Reference-Manual (High Integrity Systems) describes several pragma, restridtions,
and [other language featukes to be used when writing systems for high-reliability applications. Fof
example, the pragma(Detect_Blocking forces an implementation to detect a potentially blocking
operation within a protected operation, and to raise an exception in that case.

(%]

C.40 Type-breaking Reinterpretation of Data [AMV]

C40.1 qulicability to language

Unchecked_Conversion can be used to bypass the type-checking rules, and its use is thus unsafe, as in any other
language. The same applies to the use of Unchecked Union, even though the language specifies various inference
rules that the compiler must use to catch statically detectable constraint violations.

Type reinterpretation is a universal programming need, and no usable programming language can exist without
some mechanism that bypasses the type model. Ada provides these mechanisms with some additional
safeguards, and makes their use purposely verbose, to alert the writer and the reader of a program to the
presence of an unchecked operation.
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The fact that Unchecked Conversion is a generic function that must be instantiated explicitly (and given a

meaningful name) hinders its undisciplined use, and places a loud marker in the code wherever it is used.
Well-written Ada code will have a small set of instantiations of Unchecked_Conversion.

accidental truncation or sign extension.

Most implementations require the source and target types to have the same size in bits, to prevent

Unchecked_Union should only be used in multi-language programs that need to communicate data

between Ada and C or C++. Otherwise the use of discriminated types prevents "punning" between values

o
u
a

n

C.41 Memory Leak [XYL]

C41.1 4

For objec
is possiblg
restricted
that uses
exist.

Ada does
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collection

C.41.2 (quidance to language users
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C.42 Templates and Generics [SYM]

F tVVU dibtill\.t ty'JCD thdt :_IG}J}JCII tU ):_IGI < )tUI dst.

King address clauses to obtain overlays should be avoided. If the types of the objects areithe
renaming declaration is preferable. Otherwise, the pragma Import should be used to-inhibit
itialization of one of the entities so that it does not interfere with the initialization ©f the oth

Applicability to language

s that are allocated from the heap without the use of reference-eounting, the memory leak
in Ada. For objects that must allocate from a storage pool, thé&vulnerability can be present
to the single pool and which makes it easier to detect by verification. For objects of a contrd
referencing counting and that are not part of a cyclicreference structure, the vulnerability d

not mandate the use of a garbage collector, but Ada implementations are free to provide su
bn. For applications that use and return memory on an implementation that provides garba
the issues associated with garbage collection exist in Ada.

ke storage pools where possible.
ke controlled types and reference counting to implement explicit storage management syste
nnot have storage-leaks.

ke a completely(static model where all storage is allocated from global memory and explicitl
hder program.control.

same, then
the
er one.

ulnerability
but is

lled type
bes not

Ch memory
be

ms that

managed

With the

pxception of unsafe programming (see C.2 General terminology and concepts), this vulnerabi

Jity is not

applicable to Ada as the Ada generics model is based on imposing a contract on the structure and operations of

the types that can be used for instantiation. Also, explicit instantiation of the generic is required for each

particular

type.

Therefore, the compiler is able to check the generic body for programming errors, independently of actual

instantiations. At each actual instantiation, the compiler will also check that the instantiated type meets all the

requirements of the generic contract.
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Ada also does not allow for ‘special case’ generics for a particular type, therefore behaviour is consistent for all

instantiations.

C.43 Inheritance [RIP]

C.43.1 Applicability to language

The vulnerability documented in Section 6.43 applies to Ada.

Ada only all
may define
does not su

C.43.2 Gu

Use
obe
Use

C.44 Extr

The vulnera
name space
apply to all g
signature ar
rejected as 3

perations. All other ancestors (interfaces) can only specify the operations’ signature. Theref]

er from multiple inheritance derived vulnerabilities.
idance to language users

the overriding indicators on potentially inherited subprograms to ensure that the intended ¢
ed, thus preventing the accidental redefinition or failure to redefine@n operation of the par
the mechanisms of mitigation described in the main body of the dodument.

a Intrinsics [LRM]

ility does not apply to Ada, because all subprograms, Whether intrinsic or not, belong to the
This means that all subprograms must be explicitly declared, and the same name resolution

p visible (that is to say nameable) at the samg place in a program, then a call using that name
mbiguous by the compiler, and the programmer will have to specify (for example by means

qualified name) which subprogram is meant.

C.45 Argy

iment Passing to Library Functions [TR]]

C.45.1 Applicability to language

The general

applies to Adla as well.

However, to|
preconditior
example, an

the extefit that the preclusion of values can be expressed as part of the type system of Ada,
s are-chiecked by the compiler statically or dynamically and thus are no longer vulnerabilitie
y.fahge constraint on values of a parameter can be expressed in Ada by means of type or suf

arent)
pre, Ada

ontract is
ent.

same
rules

f them, whether they are predefined or user-defined. If two subprograms with the same name and

will be
pf a

vulnerability that parameters might have values precluded by preconditions of the called rodtine

the
. For

type

declarations. Type violations are detected at compile time, subtype violations cause run-time exceptions.

C.45.2 Guidance to language users

of parameters.

for checking the preconditions (and postconditions). Wrapper subprograms for that purpose are

part

166

icularly advisable.

Library providers should specify the response to invalid values.

Exploit the type and subtype system of Ada to express preconditions (and postconditions) on the values

Document all other preconditions and ensure by guidelines that either callers or callees are responsible
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C.46 Inter-language Calling [D]S]

C.46.1 Applicability to Language

24772:2013

The vulnerability applies to Ada, however Ada provides mechanisms to interface with common languages, such as
C, Fortran and COBOL, so that vulnerabilities associated with interfacing with these languages can be avoided.

C.46.2 Guidance to Language Users

C

C.47 Dy
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C.48 Library Signature [NSQ]

C.48.1 4

Ada provi
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Even with
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compilers
used.

C.48.2 (yuidance to language users

Upe the inter-language methods and syntax specified by the Ada Reference Manual when the
be called are written in languages that the ARM specifies an interface with.

Uke interfaces to the C programming language where the other language system(s) aré hot co
the ARM, but the other language systems have interfacing to C.

ake explicit checks on all return values from foreign system code artifacts, foriexample by ug
alid attribute or by performing explicit tests to ensure that values returned by/inter-languag
nform to the expected representation and semantics of the Ada applicatién.

namically-linked Code and Self-modifying Code [NYY]

bxception of unsafe programming (see C.2 General terminolegi)and concepts), this vulnerabi

to Ada as Ada supports neither dynamic linking nor self-modifying code. The latter is possib
other vulnerabilities of the language in the most malicjous ways and even then it is still very

Applicability to language

Hes mechanisms to explicitly interface to modules written in other languages. Pragmas Impo
pntion permit the name of thg external unit and the interfacing convention to be specified.

the use of pragma Import, pragma Export and pragma Convention the vulnerabilities statg
ossible. Names andh\number of parameters change under maintenance; calling conventions
are updated or'replaced, and languages for which Ada does not specify a calling convention

Froutines to
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C.49 Unanticipated Exceptions from Library Routines [HJW]

C.49.1 Applicability to language

Ada programs are capable of handling exceptions at any level in the program, as long as any exception naming

and delivery mechanisms are compatible between the Ada program and the library components. In such cases the

normal Ada exception handling processes will apply, and either the calling unit or some subprogram or task in its
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call chain will catch the exception and take appropriate programmed action, or the task or program will
terminate.

If the library components themselves are written in Ada, then Ada's exception handling mechanisms let all called
units trap any exceptions that are generated and return error conditions instead. If such exception handling
mechanisms are not put in place, then exceptions can be unexpectedly delivered to a caller.

If the interface between the Ada units and the library routine being called does not adequately address the issue
of naming, generation and delivery of exceptions across the interface, then the vulnerabilities as expressed in

Section 6.49[apply.
C.49.2 Guidance to language users

e Ensyre that the interfaces with libraries written in other languages are compatiblejin\the naming and
gengration of exceptions.

e Put appropriate exception handlers in all routines that call library routines, including the catch-all
excgption handler when others =>.

e Docpiment any exceptions that may be raised by any Ada units being used as library routines.

C.50 Pre-Processor Directives [NMP]
This vulnerapility is not applicable to Ada as Ada does not have a pfe-processor.

C.51 Suppression of Language-defined Run-time Checking [MXB]

C.51.1 Applicability to Language

The vulnerability exists in Ada since “pragma Sugpress” permits explicit suppression of language-defined|checks
on a unit-bytunit basis or on partitions or proghams as a whole. (The language-defined default, however,|is to
perform the|runtime checks that prevent-the vulnerabilities.) Pragma Suppress can suppress all languaggd-defined
checks or 12 individual categories of ¢hecks.

C.51.2 Guidance to Language Users

e Do not suppressdanguage defined checks.
o If lapnguage-defined checks must be suppressed, use static analysis to prove that the code is corré¢ct for all

compbinatiensof inputs.
e If language-defined checks must be suppressed, use epr|C|t checks at appropriate places in the dode to

C.52 Provision of Inherently Unsafe Operations [SKL]

C.52.1 Applicability to Language

In recognition of the occasional need to step outside the type system or to perform “risky” operations, Ada
provides clearly identified language features to do so. Examples include the generic Unchecked Conversion for
unsafe type-conversions or Unchecked Deallocation for the deallocation of heap objects regardless of the
existence of surviving references to the object. If unsafe programming is employed in a unit, then the unit needs
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to specify the respective generic unit in its context clause, thus identifying potentially unsafe units. Similarly, there
are ways to create a potentially unsafe global pointer to a local object, using the Unchecked Access attribute.

C.53 Obscure Language Features [BRS]
C.53.1 Applicability to language

Ada is a rich language and provides facilities for a wide range of application areas. Because some areas are
specialized, it is likely that a programmer not versed in a special area might misuse features for that area. For

example, the use of tasking features for concurrent programming requires knowledge of this domain.fimilarly,
the use of exceptions and exception propagation and handling requires a deeper understandingof control flow

issues than some programmers may possess.

C.53.2 (];uidance to language users

The prag
should nat use feature X, then writing pragma Restrictions (No_X); ensures thiat any attempt to use fieature X
prevents the program from compiling.

a Restrictions can be used to prevent the use of certain features of the/lahguage. Thus, if a|program

Similarly, features in a Specialized Needs Annex should not be used unless the application area concerped is well-
understodd by the programmer.

C.54 Unspecified Behaviour [BQF]

C.54.1 Applicability to language

In Ada, there are two main categories of unspecified behaviour, one having to do with unspecified asplects of
normal run-time behaviour, and one having te.do with bounded errors, errors that need not be detected at run-
time butl]

of raising [Program_Error).

or which there is a limited number of possible run-time effects (though always including the|possibility

For the ngrmal behaviour category, there are several distinct aspects of run-time behaviour that might be
unspecifig¢d, including:

e Order in which:eertain actions are performed at run-time;
mber of times a given element operation is performed within an operation invoked on a composite or

container-object;
e Repsults-of certain operations within a language-defined generic package if the actual associatdd with a
i i P idi iat weak

ordering relationship);
e Whether distinct instantiations of a generic or distinct invocations of an operation produce distinct values
for tags or access-to-subprogram values.
The index entry in the Ada Standard for unspecified provides the full list. Similarly, the index entry for bounded
error provides the full list of references to places in the Ada Standard where a bounded error is described.

Failure can occur due to unspecified behaviour when the programmer did not fully account for the possible
outcomes, and the program is executed in a context where the actual outcome was not one of those handled,
resulting in the program producing an unintended result.
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C.54.2 Guidance to language users

As in any language, the vulnerability can be reduced in Ada by avoiding situations that have unspecified
behaviour, or by fully accounting for the possible outcomes.

Particular instances of this vulnerability can be avoided or mitigated in Ada in the following ways:

e For situations where order of evaluation or number of evaluations is unspecified, using only operations
with no side-effects, or idempotent behaviour, will avoid the vulnerability;

° For situaticons-aveivinre-esenerceformalsuborosrams—careshould-betakenthattheack
RSO RE-SeReHeForarSHpProgaRSEare-SRotheRetakeRi—thattReaetr

pragram
satidfies all of the stated expectations;
e For situations involving unspecified values, care should be taken not to depend on equality\between
potdntially distinct values;
e For situations involving bounded errors, care should be taken to avoid the situation‘completely, by
ensdring in other ways that all requirements for correct operation are satisfied before invoking an
operation that might result in a bounded error. See the Ada Annex section ondlhitialization of Vatiables
[LAV] for a discussion of uninitialized variables in Ada, a common cause of a bounded error.

C.55 Undegfined Behaviour [EWF]

C.55.1 Applicability to language

In Ada, unddfined behaviour is called erroneous execution, and can)arise from certain errors that are not|required
to be detectpd by the implementation, and whose effects are\not in general predictable.

There are vdrious kinds of errors that can lead to errone@Us execution, including:

e Changing a discriminant of a record (by assigning to the record as a whole) while there remain agtive
refefences to subcomponents of the record that depend on the discriminant;

e Refdrring via an access value, task id5.er tag, to an object, task, or type that no longer exists at the time of
the reference;

e Refdrring to an object whose(assignment was disrupted by an abort statement, prior to invoking|a new
assignment to the object;

e Shatling an object between multiple tasks without adequate synchronization;

e Suppressing a language-defined check that is in fact violated at run-time;

e Spegifying the addkess or alignment of an object in an inappropriate way;

e Using Uncheeked_ Conversion, Address_To_Access_Conversions, or calling an imported subprogram to
crealte a value, or reference to a value, that has an abnormal representation.

The full list i§ given in the index of the Ada Standard under erroneous execution.

Any occurrence of erroneous execution represents a failure situation, as the results are unpredictable, and may
involve overwriting of memory, jumping to unintended locations within memory, and other uncontrolled events.

C.55.2 Guidance to language users

The common errors that result in erroneous execution can be avoided in the following ways:

e All data shared between tasks should be within a protected object or marked Atomic, whenever practical;
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Any use of Unchecked_Deallocation should be carefully checked to be sure that there are no remaining

pragma Suppress should be used sparingly, and only after the code has undergone extensive verification.

The other errors that can lead to erroneous execution are less common, but clearly in any given Ada application,

care must be taken when using features such as:

u
A

abort;

nchecked_Conversion;
ddress_To_Access_Conversions;

D
The mitig

C.56 Im

C.56.1 /

There are
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these situ
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implemen

A failure ¢

the imple

execution

problem.
if the pro
a compile
then a Co

Failure du
effect tha
indicated
implemen
Ada.Exce
does not

€ Fesults of imported SUDPrograms,
scriminant-changing assignments to global variables.

htions described in Section 6.55.5 are applicable here.

plementation-Defined Behaviour [FAB]

Applicability to language

tation to choose an efficient mechanism, or to match the capabilities of the target environm
ations is identified in Annex M of the Ada Standard, and implementations are required to pr
ation associated with each item in Annex M to providé.the programmer with guidance on tH
tation choices.

an occur in an Ada application due to impleméntation-defined behaviour if the programmer
mentation made one choice, when in factiif'made a different choice that affected the results

a number of situations in Ada where the language semantics are implementation defined, t¢ allow the

ent. Each of
bvide
e

presumed
of the

. In many cases, a compile-time message\or a run-time exception will indicate the presence

-time error will be indicated,cand if at run time a computation exceeds the base range of an
nstraint_Error is raised.

e to implementation-defined behaviour is generally due to the programmer presuming a pa
[t is not matched.by the choice made by the implementation. As indicated above, many such
by compile-fime error messages or run-time exceptions. However, there are cases where th
tation-defined behaviour might be silently misconstrued, such as if the implementation pres
ptions.EXxception_Information returns a string with a particular format, when in fact the impl

f such a

For example, the range of integers supported by a given compiler is implementation definedl However,
brammer specifies a range for aninteger type that exceeds that supported by the implementfation, then

nteger type,

ticular
failures are
p
umes
ementation

ise(the expected format. If a program is attempting to extract information from Exception_|I

pformation

for the purposes of logging propagated exceptions, then the log might end up with misleading or useless

information if there is a mismatch between the programmer’s expectation and the actual implementation-
defined format.

C.56.2 Guidance to language users

Many implementation-defined limits have associated constants declared in language-defined packages, generally
package System. In particular, the maximum range of integers is given by System.Min_Int .. System.Max_Int, and

other limi

ts are indicated by constants such as System.Max_Binary _Modulus, System.Memory_Size,
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System.Max_Mantissa, and similar. Other implementation-defined limits are implicit in normal ‘First and ‘Last
attributes of language-defined (sub) types, such as System.Priority’First and System.Priority’Last. Furthermore,

the implementation-defined representation aspects of types and subtypes can be queried by language-defined

attributes. Thus, code can be parameterized to adjust to implementation-defined properties without modifying

the code.

impl

Programmers should be aware of the contents of Annex M of the Ada Standard and avoid

ementation-defined behaviour whenever possible.

Programmers should make use of the constants and subtype attributes provided in package System and

else
Prog
are

part
Whg
necg

C.57 Depi

Iwhere to avold exceeding implementation-defined limits.

rammers should minimize use of any predefined numeric types, as the ranges and precision
1l implementation defined. Instead, they should declare their own numeric types to match t
cular application needs.

n there are implementation-defined formats for strings, such as Exception_ Information, an
ssary processing should be localized in packages with implementation-specific variants.

recated Language Features [MEM]

C.57.1 Applicability to language

If obsolesce
Section 6.57|

C.57.2 Gu

Use
Refq

C.58 Impl

Future stand

in this Annex:

Som
decl
of Vi

nt language features are used, then the mechanism of failure for the vulnerability is as descr
3.

idance to language users

r to Annex J of the Ada reference manualto determine if a feature is obsolescent.

ications for standardization

ardization efforts should consider the following items to address vulnerability issues identifi

hration or on allpaths to a reference. Such a rule could be considered for Ada (see C.24 Initid

of these
heir

bed in

pragma Restrictions (No_Obsolescent_Features) to prevent the use of any obsolescent featdrres.

pd earlier

e languages (for example, Java) require that all local variables either be initialized at the point of

ylization

hriables [LAV])

Pra
C.33

Jma Restrictions could be extended to allow the use of these features to be statically checke
Structured Programming [EWD]).

Whg
outd

d (see

n appropriate, language-defined checks should be added to reduce the possibility of multip
omes from a single construct, such as by disallowing side-effects in cases where the order o

{

eval

uation could affect the result (see C.54 Unspecified Behaviour [BQF]).

When appropriate, language-defined checks should be added to reduce the possibility of erroneous

execution, such as by disallowing unsynchronized access to shared variables (see C.55 Undefined
Behaviour [EWF]).

Language standards should specify relatively tight boundaries on implementation-defined behaviour

whenever possible, and the standard should highlight what levels represent a portable minimum
capability on which programmers may rely. For languages like Ada that allow user declaration of numeric
types, the number of predefined numeric types should be minimized (for example, strongly discourage or
disallow declarations of Byte_Integer, Very_Long_Integer, and similar, in package Standard) (see C.56

Implementation-Defined Behaviour [FAB]).
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e Ada could define a pragma Restrictions identifier No_Hiding that forbids the use of a declaration that
result in a local homograph (see C.22 Identifier Name Reuse [YOW]).

e Add the ability to declare in the specification of a function that it is pure, that is, it has no side effects (see
C.26 Side-effects and Order of Evaluation [SAM]).

e Pragma Restrictions could be extended to restrict the use of 'Address attribute to library level static
objects (see C.35 Dangling References to Stack Frames [DCM]).

e Future standardization of Ada should consider implementing a language-provided reference counting
storage management mechanism for dynamic objects (see C.41 Memory Leak [XYL]).

e Provide mechanisms to prevent further extensions of a type hierarchy (see C.43 Inheritance [RIP]).

@ retarehzati f o ofre—ateHp tteons{see C.45

A—a Ao o d can da aa-a o a caa

Argument Passing to Library Functions [TRJ]).
e Apa standardization committees can work with other programming language standardization pommittees
tq define library interfaces that include more than a program calling interface. In particular, mechanisms

tq qualify and quantify ranges of behaviour, such as pre-conditions, post-conditiehs‘and invariants, would
be helpful (see C.48 Library Signature [NSQ]).
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D.1 Ident

Annex D
(informative)
Vulnerability descriptions for the language C

ification of standards and associated documents

ISO/IEC 9894
ISO/IEC TR 2
ISO/IEC TR 2
ISO/IEC 9894
GNU Project

D.2 Gene

An
meant, read|

access:

value. Expre

alignment:
that are parf

argument:
actual arqun

p:2011 — Programming Languages—C

1731-1:2007 — Extensions to the C library — Part 1: Bounds-checking interfaces
4731-2:2010 — Extensions to the C library — Part 2: Dynamic Allocation Functiohs
D:2011/Cor. 1:2012 — Programming languages —C

. GCC Bugs “Non-bugs” http://gcc.gnu.org/bugs.html#fnonbugs ¢ (2009):

ral terminology and concepts

execution-time action, to read or modify the value of an object! Where only one of two acti
or modify. Modify includes the case where the new valué_being stored is the same as the pr
ssions that are not evaluated do not access objects.

The requirement that objects of a particular type'be located on storage boundaries with ad
icular multiples of a byte address.

nent: The expression in the comma-separated list bounded by the parentheses in a function

expression,
function-likd

behaviour:

implementa

br a sequence of preprocessing tokens in the comma-separated list bounded by the parenthg
macro invocation.

An external appearance or action.

Lion-defined behavidur: The unspecified behaviour where each implementation documents h

choice is ma
signed integ

de. An example ‘of implementation-defined behaviour is the propagation of the high-order |
br is shiftediright.

locale-specific behaviour: The behaviour that depends on local conventions of nationality, culture, and

that each i

A

DNS iS
evious

dresses

call
Pses in a

ow the
it when a

anguage

function returns true for characters other than the 26 lower case Latin letters.

)

undefined behaviour: The use of a non-portable or erroneous program construct or of erroneous data, for which

the C standard imposes no requirements. Undefined behaviour ranges from ignoring the situation completely

with unpredictable results, to behaving during translation or program execution in a documented manner

characteristic of the environment (with or without the issuance of a diagnostic message), to terminating a

translation or execution (with the issuance of a diagnostic message). An example of, undefined behaviour is the

behaviour on integer overflow.
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unspecified behaviour:The use of an unspecified value, or other behaviour where the C Standard provides two or

more possibilities and imposes no further requirements on which is chosen in any instance. For example,
unspecified behaviour is the order in which the arguments to a function are evaluated.

bit: The unit of data storage in the execution environment large enough to hold an object that may have one of
two values. It need not be possible to express the address of each individual bit of an object.

byte:  The addressable unit of data storage large enough to hold any member of the basic character set of the
execution environment. It is possible to express the address of each individual byte of an object uniquely. A byte

is compoded of a contiguous sequence of bits, the number of which is implementation-defined. Thelepst
significant bit is called the low-order bit; the most significant bit is called the high-order bit.

character An abstract member of a set of elements used for the organization, control, or'representation of
data.

single-bytie character: The bit representation that fits in a byte.

multibyte|character: The sequence of one or more bytes representing a member of the extended character set

of either {he source or the execution environment. The extended character set is a superset of the basic
character|set.

wide character: The bit representation that will fit in an object‘capable of representing any charactgr in the
current locale. The C Standard uses the type name wchar < for this object.

correctly rounded result: The representation in the result format that is nearest in value, subject to the current

rounding mode, to what the result would be given ufilimited range and precision.

diagnosti¢ message: The message belongingt¢’an implementation-defined subset of the implementption’s

message putput. The C Standard requires diagnostic messages for all constraint violations.

implemertation: A particular set of seftware, running in a particular translation environment under pprticular
control options, that performs transfation of programs for, and supports execution of functions in, a pprticular
execution environment.

implemenitation limit: Therestriction imposed upon programs by the implementation.

memory lpcation; Either an object of scalar1® type, or a maximal sequence of adjacent bit-fields all haying

nonzero Width: A bit-field- and an adjacent non-bit-field member are in separate memory locations. The same

applies to tworbit-fields-fi, if one is declared inside a nested structure declaration and the other is not)or if the

two are separated by a zero-length bit-field declaration, or if they are separated by a non-bit-field member
declaration. It is not safe to concurrently update two bit-field-fi in the same structure if all members declared
between them are also bit-fields, no matter what the sizes of those intervening bit-fields happen to be. For
example a structure declared as

10 |nteger types, Floating types and Pointer types are collectively called scalar types in the C Standard.
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struct {
char a;
int b:5, c¢:11, :0, d:8;
struct { int ee:8; } e;

}

contains four separate memory locations: The member a, and bit-fields d and e . ee are separate memory

locations, and can be modified concurrently without interfering with each other. The bit-fields b and c together

constitute tH

concurrentl
object: The

When referd

parameter:

formal para

e fourth memory location. The bit-fields b and c can’t be concurrently modified, but b and
modified.

region of data storage in the execution environment, the contents of which can‘tepresent
nced, an object may be interpreted as having a particular type.

neter: The object declared as part of a function declaration or:définition that acquires a \

entry to the
following th

recommend

function, or an identifier from the comma-separated list bounded by the parentheses imme
b macro name in a function-like macro definition.

pd practice: A specification that is strongly recommended as being in keeping with the int

C Standard,

runtime-con

but that may be impractical for some implementations.

straint: A requirement on a program whenscalling a library function.

value: Thq

implementa

precise meaning of the contents of an.@bject when interpreted as having a specific type.

lion-defined value: An unspecified.value where each implementation documents how the ch

the value is

indeterminal

elected.

te value: s either an unspecified value or a trap representation.

unspecified

alue:The valid valué of the relevant type where the C Standard imposes no requirements or

value is chog

trap represe

enin any instance. An unspecified value cannot be a trap representation.

such asan i

a, can be

alues.

alue on
Hiately

bnt of the

oice for

which

vords,

ntation: (—An object representation that need not represent a value of the object type.
block-structyred tanguage: A language that has a syntax for enclosing structures between bracketed keyV
Hementbracketed- byt andend ,' ORIRANera-€coge—se eR-BFracketedo
in PL/1.

and END, as

comb-structured language:

EGIN

A language that has an ordered set of keywords to define separate sections within

a block, analogous to the multiple teeth or prongs in a comb separating sections of the comb. For example, in

Ada, a block is a 4-pronged comb with keywords declare, begin, exception, end, and the if statementin

Ada is a 4-pronged comb with keywords if, then, else,end if.
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D.3 Type System [IHN]
D.3.1 Applicability to language

Cis a statically typed language. In some ways C is both strongly and weakly typed as it requires all variables to be
typed, but sometimes allows implicit or automatic conversion between types. For example, C will implicitly
converta long inttoan int and potentially discard many significant digits. Note that integer sizes are
implementation defined so that in some implementations, the conversion froma 1ong inttoanint cannot

discard any digits since they are the same size. In some implementations, all integer types could be implemented

as the same size.
C allows implicit conversions as in the following example:

shoft a = 1023;
int|b;
b =la;

If an impl{cit conversion could result in a loss of precision such as in a conversion from a 32 bit int tofa 16 bit
short 1nt:

int|a = 100000;
short b;
b =la;

many conppilers will issue a warning message.

C has a sett of rules to determine how conversionetween data types will occur. For instance, every integer type
has an integer conversion rank that determinesthow conversions are performed. The ranking is based jon the
concept that each integer type contains at(éast as many bits as the types ranked below it.

The integer conversion rank is used-intthe usual arithmetic conversions to determine what conversiong need to
take place to support an operation on mixed integer types.

Other conversion rules existfor other data type-conversions. So even though there are rules in place and the
rules are father straightforward, the variety and complexity of the rules can cause unexpected results and

potential pulnerabilities. For example, though there is a prescribed order in which conversions will take place,
determining how.the conversions will affect the final result can be difficult as in the following examplg:

long~f@o (short a, int b, int ¢, long d, long e, long f) {
return (((b + £) *d - a + e) / c);

The implicit conversions performed in the return statement can be nontrivial to discern, but can greatly impact
whether any of the intermediate values wrap around during the computation.

D.3.2 Guidance to language users

e Follow the advice provided in 6.3.5.
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Consideration of the rules for typing and conversions will assist in avoiding vulnerabilities.
Make casts explicit to give the programmer a clearer vision and expectations of conversions.

D.4 Bit Representations [STR]

D.4.1 Applicability to language

C supports a variety of sizes for integers such as short int, int, long intand long long int. Each

may either be signed or unsigned. C also supports a variety of bitwise operators that make bit manipulations easy

such as left
vulnerabiliti

Bit manipulg
was written
three bits in
signed integ
data type is

unsig
un
re

is undefined

The storage
may be in lif]
values.

D.4.2 Gui

Onl
inte
Use

nd right shifts and bitwise operators. These bit manipulations can cause unexpected resuits
bs through miscalculated shifts or platform dependent variations.

tions are necessary for some applications and may be one of the reasons that a,particular afg
in C. Although many bit manipulations can be rather simple in C, such as masking off the bo
an integer, more complex manipulations can cause unexpected results. For instance, right s
br is implementation defined in C, while shifting by an amount greater.than or equal to the s
Lindefined behaviour. For instance, on a host where an int is of size,32 bits,

{

hed int foo(const int k)
1;

signed int i
Furn 1 << k;

for values of k greater than or equal to 32.

representation for interfacing with external constructs can cause unexpected results. Byte @
tle-endian or big-endian format and.unknowingly switching between the two can unexpecte

fdance to language users

use bitwise operators.on unsigned integer values as the results of some bitwise operations
bers are implementation defined.
commonly available functions such as htonl (), htons (), ntohl () and ntohs () to co

fro

an i80x86 architecture where the Least Significant Byte is first with the network byte order, as us
the |nternét, where the Most Significant Byte is first. Note: functions such as these are not part ¢

sta

host bytelarder to network byte order and vice versa. This would be needed to interface b

or

plication
tom
hifting a
ze of the

rders
dly alter

bn signed

nvert
btween
ed on
f the C

ard and can vary somewhat among different platforms

as the following example shows, or a modulo reduction before the shift:

if

178

unsigned int i;
unsigned int k;
unsigned int shifted i;

(k < sizeof (unsigned int) *CHAR BIT)

In cases where there is a possibility that the shift is greater than the size of the variable, perform a check
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1 << k;

shifted i =
else

// handle error condition

D.5 Floating-point Arithmetic [PLF]

D.5.1 Applicability to language

24772:2013

C permits the floating-point data types float, double and long double. Due to the approximate nature of floating-

point rep
rounding
in some s

As with m
allows thg
may be e
type and

time seqyence using 10 nanoseconds as the increment:

flod
for

may or m
effect of 1

Similarly,

flod
f
if

may or m
be achiev
float that
values sel

D.5.2 G

esentations, the use of float and double data types in situations where equality is needed-of
could accumulate over multiple iterations could lead to unexpected results and potential vul
tuations.

ost data types, Cis flexible in how float, double and 1ong double can be'used. Fori
use of floating-point types to be used as loop counters and in equality staterrents. Even th
pected to only iterate a fixed number of times, depending on the values'contained in the flo
bn the loop counter and termination condition, the loop could executeforever. For instance)

£;

f=0.0; £!=1.0; £+=0.00000001)

by not terminate after 10,000,000 iterations. The répresentations used for £ and the accum
hany iterations may cause f to not be identicalto 1.0 causing the loop to continue to iterate

the Boolean test

t £=1.336f;
loat g=2.672f;
(g/2))

bd on the same platform. However, it is questionable whether the logic performs as expectq
is twice that of another is tested for equality when divided by 2 as above. This can depend g
ected due tothe quirks of floating-point arithmetic.

nidance to language users

where
nerabilities

nstance, C

bugh a loop
ating-point
iterating a

Lilated
forever.

by not evaluate to true.” Given that £ and g are constant values, it is expected that consistenit results will

d when a
n the
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expression floating-point even though the programmer did not expect it.

avoid rounding and truncation problem:s.

requirement or is required for a hardware interface.
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Check for an acceptable closeness in value instead of a test for equality when using floats and doubles to

Do not convert a floating-point number to an integer unless the conversion is a specified algorithmic
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D.6 Enumerator Issues [CCB]

D.6.1 Applicability to language

The enum type in C comprises a set of named integer constant values as in the example:

enum abc {A,B,C,D,E,F,G,H} var abc;

The values of the contents of abc would be A=0, B=1, C=2, and so on. C allows values to be assigned to the

enumerate

enum

This would r|

oo ac fallaia,

Ly'JC do TUINTUVWO.

pbc {A,B,C=6,D,E,F=7,G,H} var abc;
esult in:

-1, C=6, D=7,E=8,F=7,G=8, H=9

yielding both gaps in the sequence of values and repeated values.

If a poorly cdnstructed enum type is used in loops, problems can arise. Consider the enumerated type a

defined abo
int x

for
1

Because the
array will go

D.6.2 Gui

o Follg
e Use
pOSS
assis
e Avo

e used in a loop:
[8];

(i=A; 1<=H; 1i++){

enumerated type abc has been fenumbered and because some numbers have been skippe
out of bounds and there is potential for unintentional gaps in the use of x.

dance to language users

w the guidance(of6.6.5.

enumerateditypes in the default form starting at 0 and incrementing by 1 for each member
ible. Theuse of an enumerated type is not a problem if it is well understood what values ar
tned, to.the members.

d Using loops that iterate over an enum that has representation specified for the enums, unl|

bc

1, the

®

ess it can

beg

uaranteed that there are no gaps or repetition of representation values within the enum det

inition.

e Use an enumerated type to select from a limited set of choices to make possible the use of tools to detect
omissions of possible values such as in switch statements.
e Use the following format if the need is to start from a value other than 0 and have the rest of the values
be sequential:

enum abc {A=5,B,C,D,E,F,G,H} var abc;

e Use the following format if gaps are needed or repeated values are desired and so as to be explicit as to

the values in the enum, then:
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enum abc
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} var_ abc;

D.7 Numeric Conversion Errors [FLC]

D.7.1 Applicability to language

C permits|implicit conversions. That is, C will automatically perform a conversiontvithout an explicit cpst. For
instance, [C allows

int|1i;
float f=1.25f;
i =|£f;

This impligit conversion will discard the fractional part of £ and'Set i to 1. If the value of £ is greater than
INT MAY, then the assignment of £ to i would be undefined.

The rules ffor implicit conversions in C are defined inthe C standard. For instance, integer types smallgr than int
are promgted when an operation is performed on'them. If all values of Boolean, character or integer tiype can be
representled as an int, the value of the smaller type is converted to an int; otherwise, it is convertefl to an

unsigned [int.

Integer plomotions are applied as part of the usual arithmetic conversions to certain argument expredsions;
operands|of the unary +, —, and.~ operators, and operands of the shift operators. The following code fragment
shows the application of integer promotions:

chayt cl, c2;
cl ¥ cl +/e2;

Integer pomiotions require the promotion of each variable (c1 and c2) to int size. The two int valyies are
added an]i—&he&um#ﬁ&me&ted—(e—ﬁ(—k&em&ﬁawﬁe.—

Integer promotions are performed to avoid arithmetic errors resulting from the overflow of intermediate values.
For example:

signed char cresult, cl, c2, c3;

cl = 100;

c2 = 3;

c3 = 4;

cresult = cl * ¢c2 / c3;
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In this example, the value of c1 is multiplied by c2. The product of these values is then divided by the value of c3
(according to operator precedence rules). Assuming that signed char is represented as an 8-bit value, the product

of c1 and c2 (300) cannot be represented. Because of integer promotions, however, c1, c2, and c3 are each

converted to int, and the overall expression is successfully evaluated. The resulting value is truncated and stored
in cresult. Because the final result (75) is in the range of the signed char type, the conversion from int back
to signed char does not result in lost data. It is possible that the conversion could result in a loss of data

should the d

ata be larger than the storage location.

A loss of data (truncation) can occur when converting from a signed type to a signed type with less precision. For

example, the¢ following code can result in truncation:

signe@ long int sl = LONG MAX;
signe@d char sc = (signed char)sl;

The C standz
conversions
these valueg

D.7.2 Gui

e Che

is within the range of the smaller type. Any conversionfrom a type with larger precision to a sm

pred
Such
used
of p

un
un
if

of

rd defines rules for integer promotions, integer conversion rank, and the usudl arithmetic
The intent of the rules is to ensure that the conversions result in the same numerical values
minimize surprises in the rest of the computation.

fdance to language users

tk the value of a larger type before converting it to a smialler type to see if the value in the la

ision type could potentially result in a loss of datas. [n some instances, this loss of precision i
cases should be explicitly acknowledged in comments. For example, the following code coy
to check whether a conversion from an unsigned integer to an unsigned character will resu

recision:

5igned int i;
5igned char c;

(i <= UCHAR MAX) { // check against the maximum value for an
type unsignediehar

- = (unsign€&d-char) i;

e {

// handle error condition

and that

rger type
bller
desired.
Id be

tin aloss

object

e Close attention should be given to all warning messages issued by the compiler regarding multiple casts.
Making a cast in C explicit will both remove the warning and acknowledge that the change in precision is

on purpose.
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D.8 String Termination [CJM]

D.8.1 Applicability to language

A string in C is composed of a contiguous sequence of characters terminated by and including a null character (a

byte with all bits set to 0). Therefore strings in C cannot contain the null character except as the terminating

character. Inserting a null character in a string either through a bug or through malicious action can truncate a

string unexpectedly. Alternatively, not putting a null character terminator in a string can cause actions such as

string co

jes to continue well beyond the end of the expected string. Overflowing a string buffer thro

gh the

intention

D.8.2 G

U
S

rq

Li

D.9 Buffer Boundary Violation (Buffer Overflow){HCB]

alternative string handling library functions to the current Standard C Libraty. The functions v

sfrings are null terminated. One implementation of these functions has been released as the

I lack of a null terminating character can be used to expose information or to execute malici

nidance to language users

O/IEC 9899:2011 [4] or the ISO TR24731-2 — Part Il: Dynamic allocation fuhctions. Both of t
ceiving buffers are large enough for the resulting strings being plaged in them and ensure th

brary.

pus code.

e the safer and more secure functions for string handling that are defined in fermative Anfex K from

hese define
erify that
at resulting
Safe C

D.9.1 Applicability to language

A buffer Joundary violation condition occurs when*an array is indexed outside its bounds, or pointer grithmetic
results in pn access to storage that occurs outside‘the bounds of the object accessed.

In C, the dubscript operator [] is defined*such that E1 [E2] isidenticalto (* ( (E1) + (E2) ) ), so that in either
representfation, the value in location: (&1 +E2) is returned. C does not perform bounds checking on grrays, so
the following code:

int

]

1nt x[]

foo(const imt\M)
{¢,0,0,0,0,0,0,0,0,0};

return x{i97;

will returm whatever is in location x [1] even if, 1 were equal to -10 or 10 (assuming either subscript| was still
within thhwmmwmwmmwmmmg which if
altered by changing the value of x [-10]or x[10], could change the program flow.
The following code is more appropriate and would not violate the boundaries of the array x:
int foo( const int 1) {
int x[X SIZE] = {0};
if (1 <0 || i >= X SIZE) {
return ERROR CODE;
}
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else {
return x[1i];

A buffer boundary violation may also occur when copying, initializing, writing or reading a buffer if attention to

the index or addresses used are not taken. For example, in the following move operation there is a buffer

boundary violation:

chd
cha
st

thebuffern
operation is

char
char
strnc

this would n
source buffg
character.

D.9.2 Gui

Che
arra
Use
Use
Do n
Be a
hap
harg
Use
Bou
inte

Valiglate all input values.

T DULLSr SICl]=1{ abcderg 1,
r buffer dest[5]={0};
cpy (buffer dest, buffer src);

_srcislongerthanthebuffer dest, andthe code does not check for this’before the a
invoked. A safer way to accomplish this copy would be:

puffer src[]={"abcdefg”];
buffer dest[5]={0};
by (buffer dest, buffer src,

sizeof (buffer dest) -1);

r, the destination buffer will now hold “abcd”, the 5"-élement of the array would hold the n

fdance to language users

ck any array index before use if ther&'is a possibility the value could be outside the bounds o
Y.
length restrictive functions such as strncpy () instead of strcpy ().

stack guarding add-ons to detect overflows of stack buffers.

ot use the deprecated functions or other language features such as gets ().

ware that the use of all of these measures may still not be able to stop all buffer overflows f
bening. However, the use of them can make it much rarer for a buffer overflow to occur and
er to exploit.it.

the safer-add more secure functions for string handling from the normative annex K of C11 [
hds-checking interfaces. The functions verify that output buffers are large enough for the
hded.résult and return a failure indicator if they are not. Optionally, failing functions call a

tual copy

pt cause a buffer bounds violation, however, because thedestination buffer is smaller than the

il

the

om
much

runt

jme-<constraint handler to report the error. Data is never written past the end of an array. All

string results are null terminated. In addition, these functions are re-entrant: they never return

poin

ters to static objects owned by the function. Annex K also contains functions that address

insecurities with the C input-output facilities.
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D.10 Unchecked Array Indexing [XYZ]

D.10.1 Applicability to language

24772:2013

C does not perform bounds checking on arrays, so though arrays may be accessed outside of their bounds, the

value returned is undefined and in some cases may result in a program termination. For example, in C the

following

int
i

i
t
r

}

code is valid, though, for example, if i has the value 10, the result is undefined:
foo(const int 1) {

nt t;

int x[{] = {0,0,0,0,0};
= x[1];

eturn t;

The varia:[le t will likely be assigned whatever is in the location pointed to by x [ 104~ (assuming that

still withi

D.10.2

[
v O

ﬂf-fm

the address space of the program).
Guidance to language users

brform range checking before accessing an array since C does not perform bounds checking
Itomatically. In the interest of speed and efficiency, rarige checking only needs to be done W

cdnnot be statically shown that an access outside of‘the array cannot occur.

ke the safer and more secure functions for stringyhandling from the normative annex K of C1
bunds-checking interfaces. These are alternative string handling library functions. The funct

Rat receiving buffers are large enough for the resulting strings being placed in them and ensu
gsulting strings are null terminated.

D.11 Unchecked Array Copying [XYW]

D.11.1 Applicability to language

A buffer @

another a

Ind the amount bejng copied is greater than is allocated for the destination buffer.

In the intgrest of ease and efficiency, C library functions such as memcpy (void * restrict sl

const yoid j* restrict s2, size t n) and memmove (void *sl, const void *g

size t

x[10]is

hen it

1 [4],
ons verify
re that

verflow occurs when:some number of bytes (or other units of storage) is copied from one biffer to

2,

nyvare used to copy the contents from one area to another. memcpy () and memmove ()

simply copy

memory and no checks are made as to whether the destination area is large enough to accommodate the n units

of data being copied. It is assumed that the calling routine has ensured that adequate space has been provided in

the destination. Problems can arise when the destination buffer is too small to receive the amount of data being

copied or

if the indices being used for either the source or destination are not the intended indices.

D.11.2 Guidance to language users

e Perform range checking before calling a memory copying function such as memcpy () and memmove ().

These functions do not perform bounds checking automatically. In the interest of speed and efficiency,
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range checking only needs to be done when it cannot be statically shown that an access outside of the

array cannot occur.

Bounds-checking interfaces.

D.12 Pointer Casting and Pointer Type Changes [HFC]

D.12.1 Applicability to language

Use the safer and more secure functions for string handling from the normative annex K of C11 [4],

C allows cas
changes to

Pointers in (
integers tha

ing the value of a pointer to and from another data type. These conversions can cause unex
ointer values.

refer to a specific type, such as integer. If sizeof (int) is 4 bytes, and ptr js'a pointer t
contains the value 0x5000, then ptr++ would make ptr equal to 0x5004. Hewever, if pt

pected

0

© were a

pointer to char, then ptr++ would make ptr equal to 0x5001. It is the difference due.to data sizes coupled with

conversions
arithmetic o
memory adg

D.12.2 Gy

Follg

Mai
Hee
avoi
poin

D.13 Poir

D.13.1 A}

When perfo
size of the t
integer, the
P points to {]
Failing to un
as buffer ov

between pointer data types that cause unexpected results and potential'vulnerabilities. Dug
perations, pointers may not maintain correct memory alignment of,may operate upon the w
resses.

idance to language users

w the advice provided by 6.12.5.

htain the same type to avoid errors introduced through conversions.

H compiler warnings that are issued for pointer'conversion instances. The decision may be
d all conversions so any warnings must be:addressed. Note that casting into and out of “vo
ters will most likely not generate a compiler warning as this is valid in C.

iter Arithmetic [RVG]
plicability to language

'ming pointer arithmetic in C, the size of the value to add to a pointer is automatically scaled
pe of the pointed:to object. For instance, when adding a value to the byte address of a 4-by
value is scaled\by a factor 4 and then added to the pointer. The effect of this scaling is that if
he i-th-element of an array object, then (P)
derstand how pointer arithmetic works can lead to miscalculations that result in serious errg
brflows.

i

e to
rong

ade to

to the
te
a pointer

+ N will point to the i+n-th element of the array.

rs, such

In C, arrays have a strong relationship to pointers. The following example will illustrate arithmetic in C involving a

pointer and how the operation is done relative to the size of the pointer's target. Consider the following code

snippet:

int buf[5];

int *buf ptr

buf;

where the address of bu £ is 0x1234, after the assignmentbuf ptr pointstobuf [0].Adding1tobuf ptr
will resultinbuf ptr being equal to 0x1238 on a host where an int is 4 bytes; buf ptr will then point to
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buf [1]. Not realizing that address operations will be in terms of the size of the object being pointed to can lead
to address miscalculations and undefined behaviour.

D.13.2 Guidance to language users

e Consider an outright ban on pointer arithmetic due to the error-prone nature of pointer arithmetic.
o Verify that all pointers are assigned a valid memory address for use.

D.14 Null Pointer Dereference [XYH]

D.14.1 Lpplicability to language

C allows memory to be dynamically allocated primarily through the use of malloc (), cadllec (), and
reallog (). Each will return the address to the allocated memory. Due to a variety ofisituations, the memory
allocation may not occur as expected and a null pointer will be returned. Other openations or faults inf logic can
result in d memory pointer being set to null. Using the null pointer as though it pointed to a valid mermory
location cn cause a segmentation fault and other unanticipated situations.

Space for|10000 integers can be dynamically allocated in C in the following'way:
int[*ptr = malloc (10000*sizeof (int)); // &dlocate space for 1000( ints

malloc () will return the address of the memory allocation0r’a null pointer if insufficient memory id available
for the allpcation. It is good practice after the attempted allocation to check whether the memory hag been
allocated pvia an if test against NULL:

if [ptr != NULL) // check tossee that the memory could be allocated

Memory 3llocations usually succeed, so neglecting this test and using the memory will usually work. That is why
neglecting the null test will frequently go-unnoticed. An attacker can intentionally create a situation where the
memory gllocation will fail leading(to,a segmentation fault.

Faults in Ipgic can cause a caode-path that will use a memory pointer that was not dynamically allocated or after
memory has been deallocated and the pointer was set to null as good practice would indicate.

D.14.2 Guidance to language users

e Checkwhether a pointer is null before dereferencing it. As this can be overly extreme in many cases

—_

uchasin a for loop that performs operations on each element of a large segment of memadry),

judicious checking of the value of the pointer at key strategic points in the code is recommended.
D.15 Dangling Reference to Heap [XYK]
D.15.1 Applicability to language

C allows memory to be dynamically allocated primarily through the use of malloc (), calloc (), and
realloc (). Callows a considerable amount of freedom in accessing the dynamic memory. Pointers to the
dynamic memory can be created to perform operations on the memory. Once the memory is no longer needed,
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it can be released through the use of free (). However, freeing the memory does not prevent the use of the
pointers to the memory and issues can arise if operations are performed after memory has been freed.

Consider the following segment of code:

int foo() {
int *ptr = malloc (100*sizeof(int));/* allocate space for 100 integers*/
if (ptr != NULL) {/* check to see that the memory could be allocated */
/* perform some operations on the dynamic memory */
free—ptr); X memeryis no—longer needed,—so—free—it =
/* program continues performing other operations H/
ptk[0] = 10; /* ERROR — memory being used after released %

he
namic
er, if the

The use of memory in C after it has been freed is undefined. Depending on thelexecution path taken in t
program, frged memory may still be free or may have been allocated via anothermalloc () orotherd

memory alldcation. If the memory that is used is still free, use of the memory may be unnoticed. Howe

memory hag been reallocated, altering of the data contained in the,memory can result in data corruption.
Determining that a dangling memory reference is the cause of a problem and locating it can be difficult.
Setting and ysing another pointer to the same section of dynamically allocated memory can also lead to
undefined bghaviour. Consider the following section of code:
int fop () |
int *ptr = malloc (100*sizeof(int));/* allocate space for 100 integgrs */
if (pgr != NULL) { /* check to see that the memory
could be allocated */
inf ptr2 = s&ptr[10]¢ /* set ptr2 to point to the 10
element of the allocated memory */
/* perform some operations on the
dynamic memory */
free (ptr)s /* memory is no longer needed */
ptr = NULLy /* set ptr to NULL to prevent ptr
from being used again */
/* program continues performing
eEher—operations—=
ptr2[0] = 10; /* ERROR — memory 1s being used
after it has been released via ptr2 */
}
return (0);

Dynamic memory was allocated via amalloc () and then later in the code, ptr2 was used to point to an
address in the dynamically allocated memory. After the memory was freed using free (ptr) and the good
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practice of setting ptr to NULL was followed to avoid a dangling reference by ptr later in the code, a dangling

reference

still existed using ptr2.

D.15.2 Guidance to language users

free

Follow the advice provided by 6.15.2.
Set a freed pointer to null immediately after a free () call, as illustrated in the following code:

(ptr);

PIEL

D.16 Arithmetic Wrap-around Error [FIF]

D.16.1 Applicability to language

Given the
the value
detection

Cis often
Another
can inadv
negative

For exam
int

]

Calling f£d
avaluein

In C, bit shiftingty'a value that is greater than the size of the data type or by a negative number is und

following

Dp not create and use additional pointers to dynamically allocated memory.
Ohly reference dynamically allocated memory using the pointer that was used to allecaté the

1++;

NUTL;

limited size of any computer data type, continuously adding one to.the data type eventually
to go from a the maximum possible value to a small value. C@permits this to happen without
or notification mechanism.

used for bit manipulation. Part of this is due to the-¢apabilities in C to mask bits and shift th
art is due to the relative closeness C has to assembly instructions. Manipulating bits on a sig
brtently change the sign bit resulting in a number potentially going from a large positive valu
alue.

ble, consider the following code for a'short int containing 16 bits:

foo( short int 1 ) {

return 1i;

o with the value-ef 32767 would cause undefined behaviour, such as wrapping to -32768. N
this way can result in unexpected results such as overflowing a buffer.

code, where a int is 16 bits, would be undefined when 7 is greater than or equal to 16 or n

int

foo( int i, const int j ) {

return i>>7j;

}

D.16.2 Guidance to language users

e Be aware that any of the following operators have the potential to wrap in C:
a+b a — b a *b a++ a-- a +=b
a —=>b a *= b a << b a >b -a
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Use defensive programming techniques to check whether an operation will overflow or underflow the

receiving data type. These techniques can be omitted if it can be shown at compile time that overflow or
underflow is not possible.

operator should lie between 1 and (n-1), where n is the size of the data type.

D.17 Using Shift Operations for Multiplication and Division [PIK]

D.17.1 Applicability to language

The issues fq
Multiplicatid

r C are well defined in the main body of this document in 6.17 Using Shift Operations for
n and Division [PIK]. Also see, D.16 Arithmetic Wrap-around Error [FIF].

D.17.2 Gy
The guidanc
D.18 Sign

Does not ap
the compile

D.19 Cho
D.19.1 A}

Cis somewh
declaration

locally may Ibe resolved to some outer block and’a human reviewer may not notice that resolution.

name length
another imp

As with the
by human reg

D.19.2 Gy

Use
Use

idance to language users
b for C users is well defined in the main body of this document in [PIK]. Also s€e, D.16.
Extension Error [XZI]

bly to C, since instead of conversion routines, C uses direct casts.and implicit conversions. TH
to pick the correct signedness.

ce of Clear Names [NAI]
plicability to language

at susceptible to errors resulting from the‘use of similarly appearing names. C does require
bf variables before they are used. However, C allows scoping so that a variable that is not dg
Var
is implementation specific and so one implementation may resolve names to one length wH
lementation may resolve,names to another length resulting in unintended behaviour.

beneral case, calls to.the wrong subprogram or references to the wrong data element (when
view) can resultin-unintended behaviour.

idance tolanguage users

names that are clear and non-confusing.
cansistency in choosing names.

Only conduct bit manipulations on unsigned data types. The number of bits to be shifted by a shift

is allows

the
clared
able
ereas

missed

Keep names short and concise in order to make the code easier to understand.
Choose names that are rich in meaning.

Keep in mind that code will be reused and combined in ways that the original developers never imagined.
Make names distinguishable within the first few characters due to scoping in C. This will also assist in

averting problems with compilers resolving to a shorter name than was intended.

character.

case ‘L’), ‘' (capital ‘') and ‘1’, ‘S" and ‘5, ‘Z’ and ‘2’, and ‘n’ and ‘h’.

190

Do not differentiate names through only a mixture of case or the presence/absence of an underscore

Avoid differentiating through characters that are commonly confused visually such as ‘O’ and ‘0’, ‘I’ (lower
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e Coding guidelines should be developed to define a common coding style and to avoid the above
dangerous practices.

D.20 Dead Store [WXQ]
D.20.1 Applicability to Language

Because C is an imperative language, programs in C can contain dead stores. This can result from an error in the
initial design or implementation of a program, or from an incomplete or erroneous modification of an existing

program.

A store into a volatile-qualified variable generally should not be considered a dead store becausé accepsing such a
variable nhay cause additional side effects, such as input/output (memory-mapped I/O) or observability by a
debugger|or another thread of execution.

D.20.2 Guidance to Language Users

e Upe compilers and analysis tools to identify dead stores in the program.
e Depclare variables as volatile when they are intentional targets of a.stofe whose value does nof appear to
b

b used.

D.21 UlLused Variable [YZS]
D.21.1 Applicability to language

Variables|may be declared, but never used when writing code or the need for a variable may be elimirfated in the
code, but|the declaration may remain. Most compilérs will report this as a warning and the warning cpn be easily
resolved Iy removing the unused variable.

D.21.2 Guidance to language users

[ ]
X

psolve all compiler warnings for unused variables. This is trivial in C as one simply needs to remove the

o

bclaration of the variable. Having an unused variable in code indicates that either warnings Wwere turned
off during compilation or were ignored by the developer.

D.22 IdentifierName Reuse [YOW]

D.22.1 Applicability to language

C allows scoping so that a variable that is not declared locally may be resolved to some outer block and that
resolution may cause the variable to operate on an entity other than the one intended.

Because the variable name var1 was reused in the following example, the printed value of var1l may be

unexpected.
int varl; /* declaration in outer scope */
varl = 10;

{

int var2;
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}

pri

int wvarl;
1;

/* declaration in nested (inner) scope */
var?2
varl /* varl in inner scope is 1 */

nt (“warl=%d\n”, varl); /* will print “varl=10” as varl refer

/* to varl in the outer scope */

s */

Removing the declaration of var2 will result in a diagnostic message being generated making the programmer

aware of an undeclared variable. However, removing the declaration of var1 in the inner block will not result in

a diagnostic
code could V

“varl=1"1i
D.22.2 Gu

Ensu

namle is accessible and can be used in the same context. A language-specific project coding conv

can
Ensy
nam
occu
Ensy

implementations that are likely to be used, and document all assumptions.

D.23 Nan

Does not ap
required for

D.24 Initi

D.24.1 Af

Local, autonpatic variables canjassume unexpected values if they are used before they are initialized. Thg

Standard sp

as varl will be resolved to the declaration in the outer block and a programmer maintaipin|
ery easily miss this subtlety. The removing of inner block var1 will result in the printing of
nstead of “var1=10".

idance to language users

re that a definition of an entity does not occur in a scope where a different entity with the s
be used to ensure that such errors are detectable with static analysis:

re that a definition of an entity does not occur in a scope where-a different entity with the s
e is accessible and has a type that permits it to occur in at least one context where the first ¢
r.
re that all identifiers differ within the number of characters considered to be significant by t

jespace Issues [BJL]

bly to C because C requires unique names and has a single global namespace. A diagnostic n
duplicate names in a single compilation.

alization of Variables {LAV]

plicability to language

pcifies, "If antobject that has automatic storage duration is not initialized explicitly, its value i

indetermina

whichever vplues-are currently stored in stack memory. While uninitialized memory often contains zero
not guarantg¢ed, Consequently, uninitialized memory can cause a program to behave in an unpredictablg

e". In theycommon case, on architectures that make use of a program stack, this value defa

s the

hme
pntion

Bme
ntity can

he

essage is

C
3
ults to
, this is
or

unplanned manner and may provide an avenue for attack.

Assuming that an uninitialized variable is 0 can lead to unpredictable program behaviour when the variable is

initialized to

a value other than 0.

Many implementations will issue a diagnostic message indicating that a variable was not initialized.

D.24.2 Guidance to language users

192

Heed compiler warning messages about uninitialized variables. These warnings should be resolved as
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recommended to achieve a clean compile at high warning levels.
e Do not use memory allocated by functions such asmalloc () before the memory is initialized as the
memory contents are indeterminate.

D.25 Operator Precedence/Order of Evaluation [JCW]

D.25.1 Applicability to language

The order of evaluation of the operations in Cis clearly defined, as is the order of evaluation.

Mixed Ioglical operators are allowed without parentheses.

D.25.2 Guidance to language users

°
c

ke parentheses any time arithmetic operators, logical operators, and shift operators are mix¢d in an
expression.

D.26 Side-effects and Order of Evaluation [SAM]

D.26.1 Applicability to language

C allows gxpressions to have side effects. If two or more side effects modify the same expression as in:

ht v[10];
ht i;
x %/

= v[i++];

N TE

the behayiour is undefined and this can lead to unexpected results. Either the “i++" is performed firgt or the
assignment “i=v [i]” is performed first. Because the order of evaluation can have drastic effects on|the
functionality of the code, this can greatly impact portability.

There are[several situations in.C\where the order of evaluation of subexpressions or the order in which side
effects take place is unspeeified including:

The order infwhich the arguments to a function are evaluated (C99, Section 6.5.2.2,"Function ¢alls").
e The orderlofievaluation of the operands in an assignment statement (C99, Section 6.5.16,"Assjgnment
operators").

The‘arder in which any side effects occur among the initialization list expressions is unspecifief. In
pdrticutar, the evatuation order need not be the same as the order of subobject nitiatization(C99, Section
6.7.8, “Initialization").

Because these are unspecified behaviours, testing may give the false impression that the code is working and
portable, when it could just be that the values provided cause evaluations to be performed in a particular order
that causes side effects to occur as expected.
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D.26.2 Guidance to language users

Expressions should be written so that the same effects will occur under any order of evaluation that the C

standard permits since side effects can be dependent on an implementation specific order of evaluation.

D.27 Likely Incorrect Expression [KOA]

D.27.1 Applicability to language

C has severa
common tha
as an examp
be a null sta

[ instances of operators which are similar in structure, but vastly different in meaning. This i

“u_n

t the C example of confusing the Boolean operator “==" with the assignment is frequen
le among programming languages. Using an expression that is technically correct, butwhicH

fement can lead to unexpected results.

tso

ly cited
may just

Cis also provides a lot of freedom in constructing statements. This freedom, if misused, can result in un¢xpected
results and potential vulnerabilities.
The flexibility of C can obscure the intent of a programmer. Consider:

int x}y;

Y
if (x|= y){
* . */

}
A fair amount of analysis may need to be done to determine whether the programmer intended to do ar
assignment as part of the i £ statement (perfectlyvalid in C) or whether the programmer made the common
mistake of using an “=" instead of a “==". In order to prevent this confusion, it is suggested that any assjgnments
in contexts that are easily misunderstood. be'moved outside of the Boolean expression. This would change the
example code to:

int x}y;

/x| */
X = Vv
if (x|== 0) }{
VA I

}

This would cteartystatewhattheprogrammermeantand-that theassignmentof ytoxwasitended:

Programmers can easily get in the habit of inserting the

“w
’

statement terminator at the end of statements.

However, inadvertently doing this can drastically alter the meaning of code, even though the code is valid as in

the following example:

int a,b;
/* oL/
if (a == b); // the semi-colon will make this a null statement
{
194 © ISO/IEC 2013 — All rights reserved
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*/

Because of the misplaced semi-colon, the code block following the i £ will always be executed. In this case, it is

extremely

likely that the programmer did not intend to put the semi-colon there.

D.27.2 Guidance to language users

e Simplify statements with interspersed comments to aid in accurately programming functionality and help

fu

p
e A
W
o

tul < Illdilltd;l IS Ul Ib:l'.'l )tdl Il.lI t:ll‘_‘ ;Iltl'.'l It dl Il.JI nudriccs Uf t: 1< LUUIC. T: 1< ﬂx:)\;lu;“ty Uf C M<l III;L
ogrammer to create extremely complex expressions.
Esignments embedded within other statements can be potentially problematic. Eachref.the

itside of the expressions:

int a,b,c,d;

a

ollowing
ould be clearer and have less potential for problems if the embedded assignments were conducted

/* oL/
if ((a ==Db) || (c = (d-1))) /* the assWgnment to c may jpot
occur Wf a is equal to b|*/
of:
int a,b,c;
/* oLk
foo (a=b, c);
Each is a valid C statement, but each may have unintended results.
e Null statements should have a source line-of their own. This, combined with enforcement by $tatic
analysis, would make clearer the intention that the statement was meant to be a null statemeht.
e Cpnsider the adoption of a coding.standard that limits the use of the assignment statement w|thin an
expression.

D.28 D¢ad and Deactivated Code [XYQ]

D.28.1 Applicability to language

Callowst

languagey.

C uses son

assignme

int
/* .
if

nt operator in a Boolean test as in:

a;
./
(a = 1)

he usual@sources of dead code (described in 6.28) that are common to most conventional prggramming

of using an

can cause portions of code to become dead code, because the el se portion of the 1 £ statement cannot be

reached.
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D.28.2 Guidance to language users

3 Pat 2}
D129 SW] CII JUATUIIITIILY diIIv Jtalll riiiialy sio fuLniig

D.29.1 Applicability to language

Because of the way in which the switch-case statement in C is structured, it can be relatively'easy to

Apply the guidance provided in 6.28.5.

Eliminate dead code to the extent possible from C programs.

Use compilers and analysis tools to assist in identifying unreachable code.

Use “//” comment syntax instead of “/ *...* /” comment syntax to avoid the inadvertent commenting
out sections of code.

Delete deactivated code from programs due to the possibility of accidentally activating it.

ch CHataa teand Statric Analucic ICLL]

unintentionally omit the break statement between cases causing unintended execution of statements for some

cases.

C contains a|switch statement of the form:

char abc;
/* . F/

switch (abc) {

cape 1:
sval = “a”;
brgak;

cape 2:

svpl = “b”;
brgak;

cage

a

svhl = “c
break;
default:
printf (“Invalidiselection\n”);

If there isn’t|a default case\ahd the switched expression doesn’t match any of the cases, then control simply shifts
to the next Jtatement-after the switch statement block. Unintentionally omitting a break statement bdtween
two cases will causesubsequent cases to be executed until a break or the end of the switch block is regched.

This could cquse unexpected results.

D.29.2 Guidance to language users

196

Only a direct fall through should be allowed from one case to another. That is, every nonempty case
statement should be terminated with a break statement as illustrated in the following example:

int 1i;

/* */
switch (1) {
case 1:

© I1SO/IEC 2013 — All rights reserved
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case 2:
i++; /* fall through from case 1 to 2 is permitted */
break;
case 3:
J++;
case 4: /* fall through from case 3 to 4 is not permitted */
/* as it is not a direct fall through due to the */
/* j++ statement */
}
o All switch statements should have a default value if only to indicate that there could exist a|case that
wlas unanticipated and thought impossible by the developers. The only exception is for switcHes on an
ehumerated type where all possible values can be exhausted. Even in the case of énumerated types, it is

D.30 Demarcation of Control Flow [EO]]
D.30.1 Applicability to language

C lacks a keyword to be used as an explicit terminator. Therefore, it‘may not be readily apparent whid

statemen

Consider

int

At first it

sliggested that a default be inserted in anticipation of possible code changes to the enumerat

int 1=0;

for (i=0; 1i<10; 1i++);

[s are part of a loop construct or an i £ statement.
he following section of code:

foo(int a, const int *b) {

* oL/

a = 0;

a=a+ bli];

pd type.

may appear-that a will be a sum of the numbers b[0] tob [9]. However, even though the fode is

structured so that(the “a = a + b[i]” code is structured to appear within the for loop, the “;” gt the end of

the for
to only be

4

statement causes the loop to be on a null statement (the “;”) and the “a = a + b[i];”
executed once. In this case, this mistake may be readily apparent during development or tg

statement
sting.

More subtle cases may not be as readily apparent leading to unexpected results.

If statementsin C are also susceptible to control flow problems since there isn’t a requirement in C for there to
be an else statement for every if statement. An else statement in C always belong to the most recent i £
statement without an el se. However, the situation could occur where it is not readily apparent to which if
statement an else belongs due to the way the code is indented or aligned.
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D.30.2 Guidance to language users

potential problems when modifying the software. For example:

Enclose the bodies of i f, else, while, for, and similar in braces. This will reduce confusion and

int a,b,1i;
/* o x/
1if [T = T10)1
a ¥ 5; /* this is correct */
b ¥ 10;
}
elge
a = 10; /* this is incorrect -- the assignmentsl/to b */
/* were added later and were expectéd to */
b = 5; /* be part of the if and else and indented */
/* as such, but did not become part\éf the else */
e Usefa final else statement or a comment stating why the final. el'se isn’t necessary inall 1 f arjd else
if Jtatements.
D.31 Loop Control Variables [TEX]
D.31.1 Applicability to language
C allows the|modification of loop control variablesywithin a loop. Though this is usually not considered gpod
programming practice as it can cause unexpected problems, the flexibility of C expects the programmer fo use
this capability responsibly.
Since the modification of a loop controlvariable within a loop is infrequently encountered, reviewers of € code

IS

may not explect it and hence miss_ hoticing the modification. Modifying the loop control variable can cau
unexpected [results if not carefully done. In C, the following is valid:
ing a, i;
foy (i=1f ©¥<10; i++){
i (a > 7)
1 = 107,

which would cause the for loop to exit once a is greater than 7 regardless of the number of iterations that have

occurred.

198

© I1SO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

D.31.2 Guidance to language users

e Do not modify a loop control variable within a loop. Even though the capability exists in C, it is still
considered to be a poor programming practice.

D.32 Off-by-one Error [XZH]

D.32.1 Applicability to language

Arrays ar¢ a common place for off by one errors to manifest. In C, arrays are indexed starting at O, calising the
common Mmistake of looping from 0 to the size of the array as in:

int|foo () {
int a[l1l0];
iht 1i;
for (i=0, 1i<=10, i++)

return (0);

Strings in|C are also another common source of errors in C due to the need to allocate space for and agcount for
the string[sentinel value. A common mistake is to expect to store‘an n length string in an n length arrdy instead of
length n+[L to account for the sentinel ‘\O’. Interfacing with other languages that do not use sentinel vialues in
strings cah also lead to an off by one error.

C does not flag accesses outside of array bounds, soxan off by one error may not be as detectable in C s in some
other languages. Several good and freely available tools for C can be used to help detect accesses beyond the

bounds of arrays that are caused by an off by one error. However, such tools will not help in the case where only
a portion jof the array is used and the access is still within the bounds of the array.

Looping dne more or one less is usually detectable by good testing. Due to the structure of the C langliage, this
may be tHe main way to avoid.this vulnerability. Unfortunately some cases may still slip through the development
and test ghase and manifest.themselves during operational use.

D.32.2 Guidance.to language users

°
c

ke careful programming, testing of border conditions and static analysis tools to detect off by one errors
in €.

D.33 Structured Programming [EWD]
D.33.1 Applicability to language

It is as easy to write structured programs in C as it is not to. C contains the goto statement, which can create
unstructured code. Also, C has continue, break, and return that can create a complicated control flow,
when used in an undisciplined manner. Spaghetti code can be more difficult for C static analyzers to analyze and
is sometimes used on purpose to intentionally obfuscate the functionality of software. Code that has been
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modified multiple times by an assortment of programmers to add or remove functionality or to fix problems can

be prone to

become unstructured.

Because unstructured code in C can cause problems for analyzers (both automated and human) of code,

problems with the code may not be detected as readily or at all as would be the case if the software was written

in a structured manner.

D.33.2 Guidance to language users

Rest
Encg
effe
rem
exar
used
havg

D.34 Pass

D.34.1 Af

Cusescall b
parameter 0
modified in
passing the

voil

Where x an
the pointers
C macros us
This is called
substitution

rict the use of goto, continue, break and return to encourage more structured progi
urage the use of a single exit point from a function. At times, this guidance can havethe op

Ct, such as in the case of an 1 f check of parameters at the start of a function thatrrequires th

binder of the function to be encased in the i f statement in order to reach thesingle exit po

hple, the use of multiple exit points can arguably make a piece of code clearer,then they shq
. However, the code should be able to withstand a critique that a restructUring of the code
made the need for multiple exit points unnecessary.

ing Parameters and Return Values [CS]]
plicability to language

y value parameter passing. The parameter is evaluated and its value is assigned to the forma
f the function that is being called. A formal parameter behaves like a local variable and can

he function without affecting the actual argument. An object can be modified in a function

hddress to the object to the function, for example

d swap (int *x, {
int t =

* % *y;

int *vy)
*X’-

l v are integer poihter formal parameters, and *x and *y in the swap () function body der
to access the.ntegers.

b a call by-iame parameter passing; a call to the macro replaces the macro by the body of th
macreexpansion. Macro expansion is applied to the program source text and amounts to t
oflthe’formal parameters with the actual parameter expressions. Formal parameters are of

amming.
posite

e

nt. If, for
uld be
would

pference

P macro.
he
en

parenthesiz
parameter e

dto avoldSynmtax 1SsUes after the expansion. Catt by mame parameter passing reevatuates t
xpression each time the formal parameter is read.

D.34.2 Guidance to language users

e Use

200

caution for reevaluation of function calls in parameters with macros.

e actual
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se caution when passing the address of an object. The object passed could be an alias12.

D.35 Dangling References to Stack Frames [DCM]

D.35.1 Applicability to language

24772:2013

C allows the address of a variable to be stored in a variable. Should this variable’s address be, for example, the

address of a local variable that was part of a stack frame, then using the address after the local variable has been

deallocated can yield unexpected behaviour as the memory will have been made available for further allocation

and may i
deallocats

D.35.2

@)

T
S¢

o —

D.36 Su

[ndeed have been allocated for some other use. Any use of perishable memory after it has.b
bd can lead to unexpected results.

uidance to language users
Db not assign the address of an object to any entity which persists after the-object has ceased

will the stored address of the object preventing accidental dangling(references.

ong lived pointers that contain block-local addresses should be assighéd the null pointer valu

pfore executing a return from the block.

bprogram Signature Mismatch [OTR]

D.36.1 Applicability to language

Functions
However,
does not

the count
senttoaf
unexpect

Callows 3
printf
LW A
useful fe
the basis

Functions]

in C may be called with more or less than the,number of parameters the receiving function
most C compilers will generate a warning‘or an error about this situation. If the number of
pqual the number of parameters, the behaviour is undefined. This can lead to unexpected re
or types of the parameters differs from the calling to the receiving function. If too few argu
unction, then the function could'still pop the expected number of arguments from the stack
pd results.

variable number of arguments in function calls. A good example of an implementation of tf

fler the comma;no information about the number or types of the parameters is supplied. Th

for vulperabilities.

Een

to exist.

his is done in order to avoid the possibility of a dangling reference. Oncé.the object ceases t¢ exist, then

D

bXpects.
hrguments
sults when
ments are
leading to

is is the

) function. This.is_specified in the function call by terminating the list of parameters with an ellipsis (,

s can be a

ure for situations such as printf (), but the use of this feature outside of special situations can be

ot contain a

may or may not be defined with a function definition. The function definition may or may n|

parameter type list. If a function that accepts a variable number of arguments is defined without a parameter

type list that ends with the ellipsis notation, the behaviour is undefined.

If the calling and receiving functions differ in the type of parameters, C will, if possible, do an implicit conversion

such as the call to sgrt () that expects a double:

12 An alias is a variable or formal parameter that refers to the same location as another variable or formal parameter.
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double sqgrt (double)

the call:

roo

coerces the

t2 = sqgrt(2);

integer 2 into the double value 2.0.

D.36.2 Guidance to language users

o Use
cheq
e Do
is ug

D.37 Recy
D.37.1 Ag
C permits re
D.37.2 Gy

* App
D.38 Igng
D.38.1 Ap

The C standzs

C provides t
integer cons

a function prototype to declare a function with its expected parameters to allow the compilé
k for a matching count and types of the parameters.

ot use the variable argument feature except in rare instances. The variable argument/featu
edin printf () is difficult to use in a type safe manner.

irsion [GDL]

plicability to language

cursive, hence is subject to the problems described in 6.37.

idance to language users

y the guidance described in 6.37.5.

red Error Status and Unhandled Exceptions [OYB]

plicability to language

rd does not include exception handling, therefore only error status will be covered.

he include file <errno . >that defines the macros EDOM, EILSEQ and ERANGE, which ex
tant expressions with type int, distinct positive values and which are suitable for use in #1

1 to

e such as

pand to
E

preprocessing directives. C also\provides the integer errno that can be set to a nonzero value by any lilprary

function (if t
could be usq
to error con

D.38.2 Gy

he use of errnlois not documented in the description of the function in the C Standard, er
d whether,er:not there is an error). Though these values are defined, inconsistencies in resy
Hitions can)lead to vulnerabilities.

idance to language users

rno

onding

o Check the returned error status upon return from a function. The C standard library functions provide an

erro

r status as the return value and sometimes in an additional global error value.

e Seterrno to zero before a library function call in situations where a program intends to check errno

before a subsequent library function call.

e Useerrno_t tomake it readily apparent that a function is returning an error code. Often a function

that returns an errno error code is declared as returning a value of type int. Although syntactically

correct, it is not apparent that the return code isan errno error code. The normative Annex K from
ISO/IEC 9899:2011 [4] introduces the new type errno_ t in<errno.h> thatis defined to be type int.

202
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D.39 Termination Strategy [REU]

D.39.1 Applicability to language

24772:2013

Choosing when and where to exit is a design issue, but choosing how to perform the exit may result in the host

being left in an unexpected state. C provides several ways of terminating a program including exit (),

_Exit (),and abort (). A return from the initial call to the main function is equivalent to calling the

exit () function with the value returned by the main function as its argument (this is if the return type of the

main fu

is unspeci

All of the
associate
behaviou
files or th

Acall to

when ab
return). |
implemen
closed, or

C provide
the regist

least 32 flinctions. Implementations expecting maore‘than 32 registered functions may yield unexpect

D.39.2

D.40 Ty

ied) or simply reaching the “}” that terminates the ma in function returns a value of 0.

termination strategies in C have undefined, unspecified, and/or implementation defined beh
i with them. For example, if more than one call to the exit () function is executed by a pr
is undefined. The amount of clean-up that occurs upon termination such asthe removal of|
b flushing of buffers varies and may be implementation defined.

exit () or Exit () will terminate a program normally. Abnornial program termination w
rt () is used to exit a program (unless the signal STGABRT is(caught and the signal handle
nlike a call to exit (), when either Exit () or abort ()\afe used to terminate a progra
tation defined as to whether open streams with unwrittetbbuffered data are flushed, open s
temporary files are removed. This can leave a systemi'in an unexpected state.

5 the function atexit () that allows functions to'be registered so that at normal program t
bred functions will be executed to perform desired functions. C99 requires the capability to

uidance to language users

ke a return from the main () program as it is the cleanest way to exit a C program.

ke exit () to quickly exit-from a deeply nested function.

ke abort () in situations where an abrupt halt is needed. If abort () is necessary, the de
otect critical data‘from being exposed after an abrupt halt of the program.

bcome familiatwith the undefined, unspecified and/or implementation aspects of each of th
rmination strategies.

pe‘breaking Reinterpretation of Data [AMV]

nvironment

aviour
bgram, the
temporary

ill occur
 does not
m, it is
treams are

ermination,
Fegister at
pd results.

ign should

[¢)

D.40.1 Applicability to language

The primary way in C that a reinterpretation of data is accomplished is through a union which may be used to

interpret the same piece of memory in multiple ways. If the use of the union members is not managed carefully,

then unexpected and erroneous results may occur.

C allows the use of pointers to memory so that an integer pointer could be used to manipulate character data.

This could lead to a mistake in the logic that is used to interpret the data leading to unexpected and erroneous

results.
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D.40.2 Guidance to language users

am

isinterpretation of the union data.

D.41 Memory Leak [XYL]

D.41.1 Applicability to language

Avoid the use of unions as it is relatively easy for there to exist an unexpected program flow that leads to

C can allow memory leaks as many programs use dynamically allocated memory. C relies on manual memory
management rather than a built in garbage collector primarily since automated memory management-cgn be
unpredictable, impact performance and is limited in its ability to detect unused memory such as memory that is
still referended by a pointer, but is never used.
Memory is dynamically allocated in C using the library callsmalloc (), calloc (), andfealloc (). |When
the program no longer needs the dynamically allocated memory, it can be released’using the library call free ().
Should therg be a flaw in the logic of the program, memory continues to be allotated but is not freed when it is
no longer ngeded. A common situation is where memory is allocated whilesin'a'function, the memory isjnot freed
before the gxit from the function and the lifetime of the pointer to the memory has ended upon exit from the
function.
D.41.2 Gyidance to language users
e Useldebugging tools such as leak detectors to help identify unreachable memory.
e Allogate and free memory in the same moduleand at the same level of abstraction to make it easier to
determine when and if an allocated block-of memory has been freed.
e Uselrealloc () only to resize dynamically allocated arrays.
e Uselgarbage collectors that are available to replace the usual C library calls for dynamic memory
allogation which allocate memorty’to allow memory to be recycled when it is no longer reachablé. The
use|of garbage collectors may-not be acceptable for some applications as the delay introduced when the
allogator reclaims memery'may be noticeable or even objectionable leading to performance degradation.
D.42 Tenmplates and.Generics [SYM]

This|vulnerability does not apply to C, because C does not implement these mechanisms.
D.43 Inhéritance [RIP]

This vulnerability does not apply to C, because C does not implement this mechanism.

D.44 Extra Intrinsics [LRM]

This

204

vulnerability does not apply to C, because C does not implement these mechanisms.
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D.45 Argument Passing to Library Functions [TR]]

D.45.1 Applicability to language

Parameter passing in C is either pass by reference or pass by value. There isn’t a guarantee that the values being
passed will be verified by either the calling or receiving functions. So values outside of the assumed range may be
received by a function resulting in a potential vulnerability.

A parameter may be received by a function that was assumed to be within a particular range and then an

operation| or series of operations is performed using the value of the parameter resulting in unanticipgted results
and even ja potential vulnerability.

D.45.2 Guidance to language users

b not make assumptions about the values of parameters.
Db not assume that the calling or receiving function will be range checking\a parameter. Itis dlways
hfest to not make any assumptions about parameters used in C librdries. Because performance is
bmetimes cited as a reason to use C, parameter checking in both-the calling and receiving fupctions is
bnsidered a waste of time. Since the calling routine may havebetter knowledge of the valuds a

hen a parameter doesn’t need to be checked since othér factors may limit its possible values. However,
nce the receiving routine understands how the patameter will be used and it is good practicg to check
I inputs, it makes sense for the receiving routinéyto check the value of parameters. Therefoge, in Citis
ifficult to create a blanket statement as to where the parameter checks should be made and]as a result,

D
D
s
s
C
parameter can hold, it may be considered the better place for checks to be made as there arg times
W
s
a
d
parameter checks are recommended in both'the calling and receiving routines unless knowleglge about
t

he calling or receiving routines dictatéssthat this isn’t needed.
D.46 Inter-language Calling [D]S]

The C Stapdard defines the calling eohventions, data layout, error handing and return conventions neg¢ded to use
C from anjother language. Ada.and Fortran have developed a guideline to call C using the Standard.

D.47 Dynamically:-linked Code and Self-modifying Code [NYY]

D.47.1 Applicability to language

Most loaders allow dynamically linked libraries also known as shared libraries. Code is designed and tgsted using

a suite of shared libraries which are loaded at execution time. The process of linking and loading is outside the
scope of the C standard.

C can allow self-modifying code. In C there isn’t a distinction between data space and code space, executable
commands can be altered as desired during the execution of the program. Although self-modifying code may be
easy to do in C, it can be difficult to understand, test and fix leading to potential vulnerabilities in the code.

Self-modifying code can be done intentionally in C to obfuscate the effect of a program or in some special
situations to increase performance. Because of the ease with which executable code can be modified in C,
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accidental (or maliciously intentional) modification of C code can occur if pointers are misdirected to modify code

space instead of data space or code is executed in data space. Accidental modification usually leads to a program

crash. Inten

tional modification can also lead to a program crash, but used in conjunction with other

vulnerabilities can lead to more serious problems that affect the entire host.

D.47.2 Guidance to language users

Use signatures to verify that the shared libraries used are identical to the libraries with which the code

was tested.
e Do njot use self-modifying code except in rare instances. In those rare instances, self-modifying-dode in C
canland should be constrained to a particular section of the code and well commented.
D.48 Librjary Signature [NSQ]
D.48.1 Applicability to language
Integrating € and another language into a single executable relies on knowledge ofhow to interface the function
calls, argument lists and data structures so that symbols match in the object-csade during linking. Byte alignments

can be a sou

For instance
argument ty
by referencq
arraysinCa
terminated

issues that g
issues arise

Writing a lib
can be quite

D.48.2 Gy

Use
Min
char
parg

rce of data corruption.

when calling Fortran from C, several issues arise. Neither C nor Fortran check for mismatch

, S0 addresses must be passed to Fortran ratherithan values in the argument list. Multidime
Fe stored in row major order, whereas Fortran stores them in column major order. Strings in
by a null character, whereas Fortran uses the declared length of a string. These are just som
rise when calling Fortran programs from'C. Each language has its differences with C, so diffe
ith each interface.

rary wrapper is the traditional:\way of interfacing with code from another language. Howeve
tedious and error-prone(

idance to language users

a tool, if possible, to automatically create the interface wrappers.

mize the-use of those issues known to be error-prone when interfacing from C, such as pass
acter strings, passing multi-dimensional arrays to a column major language, interfacing with
meter’/formats such as call by reference or name and receiving return codes.

pes or even the number of arguments. C passes arguments by value and Fortran passes argdiments

nsional
Care
b of the
rent

r, this

ng
other

D.49 Unanticipated Exceptions from Library Routines [HJW]

D.49.1 Applicability to language

Calling software routines produced outside of the control of the main application developer puts all of the code at

the mercy of the called routines. An unanticipated exception generated from a library routine could have

devastating consequences.
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D.49.2 Guidance to language users

e Check the values of parameters to ensure appropriate values are passed to libraries in order to reduce or
eliminate the chance of an unanticipated exception

D.50 Pre-processor Directives [NMP]

D.50.1 Applicability to language

h Ll ol £ el ' ' . L () £ s
The C prepprocessorattowstheuseof macros thataretext-reptaced-beforecompitation:

Function-|ike macros look similar to functions but have different semantics. Because the arguments afe text-
replaced, |expressions passed to a function-like macro may be evaluated multiple times. Thistan result in
unintendéd and undefined behaviour if the arguments have side effects or are pre-procgssor directivds as
described by C99 §6.10 [1]. Additionally, the arguments and body of function-like macres should be fullly
parenthegized to avoid unintended and undefined behaviour [2].

The following code example demonstrates undefined behaviour when a funétion-like macro is called With
arguments that have side-effects (in this case, the increment operator) [2]:

#Hefine CUBE (X) ((X) * (X) * (X))
V4

it 1 = 2;

iht a = 81 / CUBE (++1);

The abové example could expand to:
int a = 81 / ((++1) * (+#D) * (++1));
this is undefined behaviour so this macro expansion is difficult to predict.

Another mechanism of failure can occur when the arguments within the body of a function-like macrd are not
fully parepthesized. The following example shows the CUBE macro without parenthesized argumentd [2]:

#define CUBE(X) (X * X * X)
VA

iht a =~CUBE (2 + 1);

This exan|ple expands to:

ipbta = (2 + 1 * 2 + 1 * 2 + 1)

which evaluates to 7 instead of the intended 27.
D.50.2 Guidance to language users

This vulnerability can be avoided or mitigated in C in the following ways:

e Replace macro-like functions with inline functions where possible. Although making a function inline only
suggests to the compiler that the calls to the function be as fast as possible, the extent to which this is
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done is implementation-defined. Inline functions do offer consistent semantics and allow for better

anal

ysis by static analysis tools.

volatile access, or function call in a function-like macro.

D.51 Suppression of Language-defined Run-time Checking [MXB]

Does not apply to C.

Ensure that if a function-like macro must be used, that its arguments and body are parenthesized.
Do not embed pre-processor directives or side-effects such as an assighment, increment/decrement,

D.52 Proy

D.52.1 Ay
C was desigr
D.52.2 Gy
Apply the ge
D.53 Obs

D.53.1 Ag

Cis a relativ
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results and

yision of Inherently Unsafe Operations [SKL]

plicability to language

idance to language users
neral guidance described in 6.52.5.

rure Language Features [BRS]
plicability to language

bly small language with a limited syntax set lacking many of the complex features of some ot
Many of the complex features in C are naot implemented as part of the language syntax, but r
d as library routines. As such, most of/the available features in C are used relatively frequenf

P across a variety of languages may make some features less obscure. Because of the unstru
frequently the result of using-goto’s, the goto statement is frequently restricted, or even ¢
bme C development enyirenments. Even though the goto is encountered infrequently and
red obscure, because.it is fairly obvious as to its purpose and since its use is common to man
ne functionality of)it'is easily understood by even the most junior of programmers.

combination of features adds yet another dimension. Particular combinations of features in
ly together or fraught with issues if not used correctly in combination. This can cause unexp
otential vulnerabilities.

ed for implementing system software where some unsafe operations areinhérent and comimon.

her
hther

Y.

ctured

utright
the use
y other

C may
lected

D.53.2 Guidance to language users

Organizations should specify coding standards that restrict or ban the use of features or combinations of

features that have been observed to lead to vulnerabilities in the operational environment for which the
software is intended.
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D.54 Unspecified Behaviour [BQF]

D.54.1 Applicability to language

24772:2013

The C standard has documented, in Annex J.1, 54 instances of unspecified behaviour. Examples of unspecified

behaviour are:

e The order in which the operands of an assignment operator are evaluated

e The order in which any side effects occur among the initialization list expressions in an initializer

e Thelayout of storage for function parameters

Reliance ¢n a particular behaviour that is unspecified leads to portability problems because theexpec
behaviouf may be different for any given instance. Many cases of unspecified behaviour haveto do w
order of gvaluation of subexpressions and side effects. For example, in the function call

fl1(f2(x), £3(x));

ed
ith the

the functjons £2 and £3 may be called in any order possibly yielding differetit résults depending on the order in

which thd functions are called.

D.54.2 Guidance to language users

°
Q

that makes assumptions about the behaviour of something that is unspecified should be repla

t|less reliant on a particular installation and mere portable.
D.55 Undefined Behaviour [EWF]
D.55.1 Applicability to language

The C stapdard does not impose any requirements on undefined behaviour. Typical undefined behavi
doing nothing, producing unexpected results, and terminating the program.

The C stapdard has documented, in Annex J.2, 191 instances of undefined behaviour that exist in C. O
of undefined behaviour.occurs when the value of the second operand of the / or % operator is zero. 1
generally jnot detectable through static analysis of the code, but could easily be prevented by a check
divisor before the“operation is performed. Leaving this behaviour as undefined lessens the burden on
implementation of the division and modulo operators.

b not rely on unspecified behaviour because the behaviour can change at each instance. This, any code

ced to make

purs include

he example
his is

or a zero
the

Other examples of undefined behaviour are:

o Referring to an object outside of its lifetime

e The conversion to or from an integer type that produces a value outside of the range that can
represented

e The use of two identifiers that differ only in non-significant characters

be

Relying on undefined behaviour makes a program unstable and non-portable. While some cases of undefined

behaviour may be consistent across multiple implementations, it is still dangerous to rely on them. Relying on

© ISO/IEC 2013 — All rights reserved

209


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

undefined behaviour can result in errors that are difficult to locate and only present themselves under special

circumstances. For example, accessing memory deallocated by free () or realloc () results in undefined

behaviour, but it may work most of the time.

D.55.2 Guidance to language users

Eliminate to the extent possible all cases of undefined behaviour from a program

D.56 Implementation-defined Behaviour [FAB]

D.56.1 Af

The C stand:
implementa

Relying on in
However, th

The followin

unsig
X 4=

plicability to language

rd has documented, in Annex J.3, 112 instances of implementation-defined behaviour. Exar
fion-defined behaviour are:

The number of bits in a byte

[he direction of rounding when a floating-point number is convertedcto a narrower floating-
humber

The rules for composing valid file names

hplementation-defined behaviour can make a program less portable across implementationg.

s is less true than for unspecified and undefined behaviour.

o code shows an example of reliance upon implementation-defined behaviour:

50;
1;

hed int x
(x << 2)

+ // x = 5x + 1

Since the bitiwise representation of integers is.implementation-defined, the computation on x will be ing

implementa
D.56.2 Gy

Elim
ordd
imp

fions where integers are not represented in two’s complement form.

idance to language users

hples of

boint

orrect for

inate to the extent possible any reliance on implementation-defined behaviour from programs in

r to increase portability. Even programs that are specifically intended for a particular
ementatiohmay in the future be ported to another environment or sections reused for futu

imp

ementations.

D.57 Deprecated Language Features [MEM]

e

D.57.1 Applicability to language

C has deprecated one function, the function gets (). The gets () function copies a string from standard input

into a fixed-size array. There is no safe way to use gets () because it performs an unbounded copy of user

input. Thus,

every use of gets constitutes a buffer overflow vulnerability.

C has deprecated several language features primarily by tightening the requirements for the feature:
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Implicit int declarations are no longer allowed.

Functions cannot be implicitly declared. They must be defined before use or have a prototype.
The use of the function ungetc () at the beginning of a binary file is deprecated.

The deprecation of aliased array parameters has been removed.

A return without expression is not permitted in a function that returns a value (and vice versa).

Violating any of these features will generate a diagnostic message.

D.57.2 Guidance to language users

A

D.58 In

Future stg

g Z

Y
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p
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fd

d

24772:2013

though backward compatibility is sometimes offered as an option for compilers so one can-g
anges to code to be compliant with current language specifications, updating the legacy, sof
rrent standard is a better option.

Iplications for standardization
ndardization efforts should consider:

oving in the direction over time to being a more strongly typed language. Much of the use (
ping is simply convenience to the developer in not having to fully)consider the types and uss
riables. Stronger typing forces good programming disciplineand clarity about variables whi
me time removing many unexpected run time errors due'to implicit conversions. This is not
should be strictly a strongly typed language — some.advantages of C are due to the flexibility]
eaker typing provides. It is suggested that when:enforcement of strong typing does not dett
e good flexibility that C offers (for example, adding an integer to a character to step through
characters) and is only a convenience foryprogrammers (for example, adding an integer to 3
bint number), then the standard shouldsspecify the stronger typed solution.

r equality.
odifying or deprecating many,of the C standard library functions that make assumptions abq
ccurrence of a string termination character.

fine a string construct.that does not rely on the null termination character.

efining an array type that does automatic bounds checking.

bprecating less.safe functions such as strcpy () and strcat () where a more secure alte
ailable.

pfining-safer and more secure replacement functions such as memncpy () and memncmp ()

M
o
D
D
D
a

D
c

mplement the memcpy () and memcmp () functions (see 6.11.6 Implications for standardia
Dtﬁﬂwmmﬁmdmﬁmmﬁtﬁﬂﬂg—' E:

Defining functions that contain an extra parameter in memcpy () and memmove () for the maximum

void
fware to the

f weak

s of

e at the

to say that
that

act from

a sequence
floating-

common warning in Annex | should be added for floating-point expressions being used in a Boolean test

ut the

rnative is

to
ation)

number of bytes to copy. In the past, some have suggested that the size of the destination buffer be used

as an additional parameter. Some critics state that this solution is easy to circumvent by simply repeating

the parameter that was used for the number of bytes to copy as the parameter for the size of the

destination buffer. This analysis and criticism is correct. What is needed is a failsafe check as to the

maximum number of bytes to copy. There are several reasons for creating new functions with an

additional parameter. This would make it easier for static analysis to eliminate those cases where the

memory copy could not be a problem (such as when the maximum number of bytes is demonstrably less
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than the capacity of the receiving buffer). Manual analysis or more involved static analysis could then be
used for the remaining situations where the size of the destination buffer may not be sufficient for the
maximum number of bytes to copy. This extra parameter may also help in determining which copies
could take place among objects that overlap. Such copying is undefined according to the C standard. Itis
suggested that safer versions of functions that include a restriction max n on the number of bytes n to
copy (for example, void *memncpy (void * restrict sl,const void * restrict
s2,size t n), const size t max n)be added to the standard in addition to retaining the
current corresponding functions (for example, memcpy (void * restrict sl,const void *
ion pairs that have already been created such as strcpy () /strncpy () and
strlcat () /strncat (). This would allow a safer version of memory copying function$ for thgse
ications that want to use them in to facilitate both safer and more secure code and more effjcient

and faccurate static code reviews.13

e Restrictions on pointer arithmetic that could eliminate common pitfalls. Pointér arithmetic is erfor-prone
and the flexibility that it offers is useful, but some of the flexibility is simply a‘shortcut that if resfricted
could lessen the chance of a pointer arithmetic based error.

e Defiping a standard way of declaring an attribute to indicate that a variable is intentionally unuse¢d.

e A cdmmon warning in Annex | should be added for variables with the same name in nested scopegs.

e Credting a few standardized precedence orders. Standardizing'on a few precedence orders will help to
elimfinate the confusing intricacies that exist between languages. This would not affect current languages
as altering precedence orders in existing languages is.to0 onerous. However, this would set a bakis for
the future as new languages are created and adopted. Stating that a language uses “ISO preced¢nce
ordégr A” would be useful rather than having to spell out the entire precedence order that differs|in a
congeptually minor way from some other languages, but in a major way when programmers attgmpt to
switch between languages.

e Depfecating the goto statement. The use of the goto construct is often spotlighted as the ant|thesis of
goodl structured programming. Though its deprecation will not instantly make all C code structuted,
depfecating the goto and leaving in place the restricted goto variations (for example, break and
corjt inue) and possibly adding other restricted goto’s could assist in encouraging safer and njore
secyre C programming in-general.

e Defiping a “fallthru” construct that will explicitly bind multiple switch cases together and eliminalte the
need for the break.statement. The default would be for a case to break instead of falling through to the
nexy case. Granted this is a major shift in concept, but if it could be accomplished, less unintentipnal
errofrs would.occur.

o Defihing@nidentifier type for loop control that cannot be modified by anything other than the Iqop
confrolcconstruct would be a relatively minor addition to C that could make C code safer and endourage
better structured programming.

e Defining a standardized interface package for interfacing C with many of the top programming languages

and a reciprocal package should be developed of the other top languages to interface with C.
e Joining with other languages in developing a standardized set of mechanisms for detecting and treating
error conditions so that all languages to the extent possible could use them. Note that this does not

13 This has been addressed by WG 14 in an optionally normative annex in the current working paper
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mean that all languages should use the same mechanisms as there should be a variety ( label parameters,
auxiliary status variables), but each of the mechanisms should be standardized.

e Since fault handling and exiting of a program is common to all languages, it is suggested that common
terminology such as the meaning of fail safe, fail hard, fail soft, and so on along with a core API set such as
exit, abort, and so on be standardized and coordinated with other languages.

e Deprecating unions. The primary reason for the use of unions to save memory has been diminished
considerably as memory has become cheaper and more available. Unions are not statically type safe and
are historically known to be a common source of errors, leading to many C programming guidelines

specificatty prohibiting-theuse-of unions:
e (Creating a recognizable naming standard for routines such that one version of a library does-pprameter
checking to the extent possible and another version does no parameter checking. Thefirst vefsion would
be considered safer and more secure and the second could be used in certain situatioris wher
performance is critical and the checking is assumed to be done in the calling routine. A naminig standard
cpuld be made such that the library that does parameter checking could benamed as usual, sgy
“Ifbrary_xyz” and an equivalent version that does not do checking could have a “_p” appended, such as

~

‘lforary_xyz_p”. Without a naming standard such as this, a considerable’number of wasted cycles will be
conducted doing a double check of parameters or even worse, ngchecking will be done in both the calling
nd receiving routines as each is assuming the other is doing thechecking.

<]

e (Creating an Annex that lists deprecated features.
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Annex E
(informative)
Vulnerability descriptions for the language Python
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E.2 General Terminology and Concepts

E.2.1 General Terminology

assignment statement: Used to create (or rebind) a variable to an object. The simple syntax is a=b, the

augmented syntax applies an operator at assignment time (for example, a += 1) and therefore cannot create a
variable since it operates using the current value referenced by a variable. Other syntaxes support multiple

targets (thatis;——~v——=—%-

body: The portion of a compound statement that follows the header. It may contain other compound|(nested)
statements.

boolean: A truth value where True equivalences to any non-zero value and False (equivalences tolzero.
Commonly expressed numerically as 1 (true), or O (false) but referenced as True <and False.

built-in: Afunction provided by the Python language intrinsically without the’need to import it (called|the, str,
slice, |type).
class: A pfogram defined type which is used to instantiate objects and provide attributes that are common to all
the objects that it instantiates.

comment| Comments are preceded by a hash symbol “#”.

complex number: A number made up of two parts eachexpressed as floating-point numbers: a real and an

imaginary part. The imaginary part is expressed with,d4railing upper or lower case "J or 3".

compoundl statement: A structure that contains-:and controls one or more statements.

CPython: The standard implementation of Rython coded in ANSI portable C.

dictionary: A built-in mapping consisting of zero or more key/value "pairs". Values are stored and retrieved using
keys which can be of mixed types (with some caveats beyond the scope of this annex).

docstring] One or more lines-in a unit of code that serve to document the code. Docstrings are retrievable at run-
time.

exceptiont An object that encapsulates the attributes of an exception (an error or abnormal event). Rdising an

exceptionlis a'process that creates the exception object and propagates it through a process that is op[ionally
defined ir a\pfogram. Lacking an exception 'handler", Python terminates the program with an error message.

floating-point number: A real number expressed with a decimal point, an exponent expressed as an upper or

lower case "e or E" or both (for example, 1.0, 27e0, .456).

function: A grouping of statements, either built-in or defined in a program using the def statement, which can
be called as a unit.

garbage collection: The process by which the memory used by unreferenced object and their namespaces is

reclaimed. Python provides a gc module to allow a program to direct when and how garbage collection is done.
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global: A variable that is scoped to a module and can be referenced from anywhere within the module including

within functions and classes defined in that module.

guerrilla patching: Also known as Monkey Patching, the practice of changing the attributes and/or methods of a

module’s class at run-time from outside of the module.

immutability: The characteristic of being unchangeable. Strings, tuples, and numbers are immutable objects in

Python.

import: Am

chanism that is used tomake the contents of 3 module accessible to the impnrfing program.

inheritance:
a method re
attributes (n

instance: A s

Animal ()

integer: An i
32 or 64 bit

keyword: An
for,classj

lambda expr

The ability to define a class that is a subclass of other classes (called the superclass). Inheritd
solution order (MRO) to resolve references to the correct inheritance level (that isysit résolve
nethods and variables)).

ingle occurrence of a class that is created by calling the class as if it was afunction (for exam

hteger can be of any length but is more efficiently processed if jt.can be internally represent
nteger. Integer literals can be expressed in binary, decimal, octal, or hexadecimal formats.

identifier that is reserved for special meaning to the Python interpreter (for example, i f, e

).

ession: A convenient way to express a single return function statement within another state

instead of d
list: An orde

literals: A st
quote (“) or

membership
membershig

module: A fi
own names
first importe

pfining a separate function and referencinggit:
Ied sequence of zero or more items-which can be modified (that is, is mutable) and indexed.
5. 4). Note that a string literal can use either

ing or number (for example, 'abc', 123,

single apostrophe pairs (‘) to\delimit a string.

. If an item occurs within a sequence it is said to be a member. Python has built-ins to test fd
(for example, 1 f( 2" in b). Classes can provide methods to override built-in membership

e containingisource language (that is, statements) in Python (or another) language. A mod

d and upon reloading.

nce uses
S

ple,a =

bd by a

1 se,

ment

double

r
fests.

has its

uLlJte
ace and(scope and may contain definitions for functions and classes. A module is only executed when

haina chancan

mutability:
are mutable

ad-dictionariacaratwo-exaranleco
o

T e oo T oo Tt oO—C X T ToTe o0

P

jects that

name: A variable that references a Python object such as a number, string, list, dictionary, tuple, set, builtin,

module, function, or class.

namespace: A place where names reside with their references to the objects that they represent. Examples of

objects that have their own namespaces include: blocks, modules, classes, and functions. Namespaces provide a

way to enforce scope and thus prevent name collisions since each unique name exists in only one namespace.
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none: A null object.
number: An integer, floating point, decimal, or complex number.

operator: Non-alphabetic characters, characters, and character strings that have special meanings within
expressions (for example, +, -, not, is).

overriding: Coding an attribute in a subclass to replace a superclass attribute.

package: A collection of one or more other modules in the form of a directory.

pickling: The process of serializing objects using the pickle module.

polymorphism: The meaning of an operation — generally a function/method call — depends.on.the objgcts being
operated Jupon, not the type of object. One of Python’s key principles is that object interfaces supporf operations

regardles$ of the type of object being passed. For example, string methods support,addition and multiplication
just as mgthods on integers and other numeric objects do.

recursion] The ability of a function to call itself. Python supports recursion te.adevel of 1,000 unless thpt limit is
modified lsing the setrecursionlimit function.

scope: The visibility of a name is its scope. All names within Python €xist within a specific namespace Which is tied
to a singlg block, function, class, or module in which the namedwas last assigned a value.

script: A (nit of code generally synonymous with a progratm but usually connotes code run at the highest level as
in “scripts run modules”.

self: By cgnvention, the name given to a class’ instance variable.

sequencel An ordered container of items that can be indexed or sliced using positive numbers. Python| provides
three built-in sequences: strings, tuples;tand lists. New sequences can also be defined in libraries, extgnsion
modules, jor within classes.

set: An urfordered sequence of-zero or more items which do not need to be of the same type. Sets car| be frozen
(immutable) or unfrozen (mutable).

short-circliting operators: Operators and and or can short-circuit the evaluation of their operand if the left

side evalyates to'true (in the case of the or) or false (in the case of and). For example, in the expression a or
b, there i3 noe heled to evaluate b if a is True, likewise in the expression a and b, there is no need to evaluate
b ifa islEalse

statement: An expression that generally occupies one line. Multiple statements can occupy the same line if
separated by a semicolon (; ) but this is very unconventional in Python where each line typically contains one
statement.

string: A built-in sequence object consisting of one or more characters. Unlike many other languages, Python
strings cannot be modified (that is, they are "immutable") and they do not have a termination character.
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tuple: A sequence of zero or more items (for example, (1,2,3) or ("A", "B"™, "C")).Tuplesare
immutable and may contain different object types (for example, (1, "a"™, 5.678)).

variable: Python variables (that is, names) are not like variables in most other languages - they are never declared

they are dynamically referenced to objects, they have no type, and they may be bound to objects of different

types at different times. Variables are bound explicitly (for example, a

unbound im

1 binds a totheinteger1)a

plicitly (for example, a=1; a=2).In the last example, a is bound to the object (value) 1 t

nd
hen

implicitly unbound to that object when bound to 2 - a process known as rebinding. Variables can also be

unbound ex

plicitly using the de1 statement (for example, del a, b, c).

E.2.2 Key,

The key con
in ways that

Dynamic Ty
assignments

Concepts

Lepts discussed in this section are not entirely unique to Python but they are implemented in
are not intuitive to new and experienced programmers alike.

bing — A frequent source of confusion is Python’s dynamic typing and its effect on variable
(name is synonymous with variable in this annex). In Python thereare/no static declarations

variables - they are created, rebound, and deleted dynamically. Further, variables are not the objects thg

point to - th

a
a

Variables ha
variable call
witha del s
more on this
object which
assigned the
the value 1.

Section E.43

Mutable an¢g Immutable Objects - Note that in the statement: a

whose valug
of this state
created. The

Ve no type — they reference objects which havetypes thus the statement a

by are just references to objects which can be, and frequently-are, bound to other objects at

1 # a is bound to an integer object mghose value is 1

'abc' # a is now bound to a stringflobject

1 creates a
bd a that references a new object whose validé is 1 and type is integer. That variable can be
tatement or bound to another object any time as shown above. Refer to E.3 Type System ||
subject. For the purpose of brevity this annex often treats the term variable (or name) as be
1,
value 1. In reality the nameajis assigned to a newly created object of type integer which is

is technically incorrect but simpler. For example, in the statementa = the numeric o

Extra Intrinsics [LRM] covers dynamic typing in more detail.

a + 1, Python creates a new ok
is calculated by adding 1 to the value of the current object referenced by a. If, prior to the ¢
ment a’ssobject had contained a value of 1, then a new integer object with a value of 2 wou

integer object whose value was 1 is now marked for deletion using garbage collection (pro

Python

of
t they
any time:

w
eleted
HN] for
ing the
bject a is
hssigned

ject
xecution
Id be
vided no

other variab

£ PR TN R 1 £ . - (DRI I 1 N RSN | L - £
CSTTICTCTILTE L), NULT LTTal e vdaiuc UT 4 15 TIUL UPUdLCU TTT PJIdLE, LTIdl 15, e UDJECL TETTTETIC

es by a

does not simply have 1 added to it as would be typical in other languages. The reason this does not happen in

Python is because integer objects, as well as string, number and tuples, are immutable — they cannot be changed

in place. Only lists and dictionaries can be changed in place — they are mutable. In practice this restriction of not

being able to change a mutable object in place is mostly transparent but a notable exception is when immutable

objects are passed as a parameter to a function or class. See E.24 Initialization of Variables [LAV] for a description

of this.
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The underling actions that are performed to enable the apparent in-place change do not update the immutable

object — they create a new object and “point” the variable to new object. This can be proven as below
function returns an object’s address):

a = 'abc'!
print (id(a)) #=> 30753768
a = 'abc' + 'def'

print (id(a)) #=> 52499320

print (a) #=> abcdef

(the id

The upda
object is 1
created a
Parametg

ing of objects referenced in the parameters passed to a function or class is governed by whe
hutable, in which case it is updated in place, or immutable in which case a local copy ©f the @
hd updated which has no effect on the passed object. This is described in more detail'in E.34]
s and Return Values [CSJ].

E.3 Typle System [IHN]

E.3.1 Aj

Python ak
to Python

Python is
type. Pyth
aspect of
object tha
(rebind),

Variables
generic in
Variables
therefore

P

When ling
created a

pplicability to language

stracts all data as objects and every object has a type (in addition to an identity and a value)
written in other languages, can define new types.

also a strongly typed language — you cannot perform operations on an object that are not va
on’s dynamic typing is a key feature designeddo)promote polymorphism to provide flexibilit]
dynamic typing is a variable does not maintdin any type information — that information is he
t the variable references at a specific time.”A Python program is free to assign (bind), and re
iny variable to any type of object at any time.

are created when they are first assigned a value (see E.19 for more on this subject). Variablé
that they do not have a type;they simply reference objects which hold the object’s type inf
in an expression are replaced with the object they reference when that expression is evaluat
a variable must be_explicitly assigned before being referenced otherwise a run-time excepti

1

f a # error — b 1s not defined

print (b)

ther the
bject is
Passing

Extensions

lid for that
V. Another
d by the
HSsign

s are
brmation.
ed

bn is raised:

riable a is
is case) is

reference

1 above is interpreted an object of type integer is created to hold the value 1 and the va
hd linked to that object. The second line illustrates how an error is raised if a variable (b in th
d before being assigned to an object.

=1

a
= 'x!
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Variables can share references as above — b is assigned to the same object as a. This is known as a shared

reference. If a is later reassigned to another object (as in line 3 above), b will still be assigned to the initial object

that a was assigned to when b shared the reference, in this case b would equal to 1.

The subject of shared references requires particular care since its effect varies according to the rules for in-place
object changes. In-places object changes are allowed only for mutable (that is, alterable) objects. Numeric
objects and strings are immutable (unalterable). Lists and dictionaries are mutable which affects how shared
references operate as below:

a+q [1,2,3]

b q a

alQr = 7

print(a) # [7, 2, 3]

print(b) # [7, 2, 3]
In the example above, a and b have a shared reference to the same list object so a change to that list object
affects both|references. If the shared reference effects are not well understood the change to b can cauge
unexpected Jresults.
Automatic cpnversion occurs only for numeric types of objects. Python.cenverts (coerces) from the simglest type

up to the mgst complex type whenever different numeric types are’mixed in an expression. For example

a
b
c

In the exam
performed.
expression 3
an integer a

Automatic ¢
integer spec
too large to

Explicit conVv
since Pythor

1
2.0

a + b; print(c) #=> 3.0

ble above, the integer a is converted up-to floating point (thatis, 1 . 0) before the operation
[he object referred to by a is not affected — only the intermediate values used to resolve the
re converted. If the programmenr.does not realize this conversion takes place he may expect
hd use it accordingly which.eould lead to unexpected results.

bnversion also occurstwhen an integer becomes too large to fit within the constraints of the
fied in the language)(typically C) used to create the Python interpreter. When an integer beg
fit into that range“it is converted to an unlimited precision integer of arbitrary length.

ersion methods can also be used to explicitly convert between types though this is seldom r
will-automatically convert as required. Examples include:

(%]

that c is

arge
omes

pquired

Hh ® Q. Q O W

E -ivﬂ—(‘l ﬁﬁﬁﬁ) # a3 convertaod +4o 1

= float(l) # b converted to 1.0

= int('10'") # c integer 10 created from a string

= str(10) # d string '10' created from an integer
= ord('x'") # e integer assigned integer value 120
= chr(121) # f assigned the string 'y'

Dynamic typing is a key feature of Python which promotes polymorphism for flexibility. Strict typing can,
however, be imposed:
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a = 'abc' # a refers to a string object
if isinstance(a, str): print('a type is string')

Using code to explicitly check the type of an object is strongly discouraged in Python since it defeats the benefit
that dynamic typing provides - flexibility which allows functions to potentially operate correctly with objects of
more than one type.

E.3.2 Guidance to language users

y Special attention to Issues o1 magnitudae ana precision when using mixed type expressions

b aware of the consequences of shared references;

P
B

e B¢ aware of the conversion from simple to complex; and
Dp not check for specific types of objects unless there is good justification, for example, when|calling an
e

tension that requires a specific type.

E.4 Bit Representations [STR]
E.4.1 Applicability to language

Python priovides hexadecimal, octal and binary built-in functions. o&t converts to octal, hex to hexa¢lecimal and
bin to bipary:

print (oct (256)) # 00400
print (hex (256)) # 0x100
print (bin(256)) # 0b100000000

The notatjons shown as comments above are-also valid ways to specify octal, hex and binary values refpectively:

plrint (00400) # => 256
aF0x100+1; print(a)#(G> 257

The built-jn int function can be used to convert strings to numbers and optionally specify any numbdr base:

'256") # the integer 256 in the default base 10
'400' #08) # => 256

'100%, 16) # => 256

'24, 5) # => 14

e e e e

Nt (
Nt (
Nt (
ht (

gest integer size as an internal arbitra

Python st y length so

that programmers are only limited by performance concerns when very large integers are used (and by memory
when extremely large numbers are used). For example:

a=2**100 # => 1267650600228229401496703205376

Python treats positive integers as being infinitely padded on the left with zeroes and negative numbers (in two’s
complement notation) with 1’s on the left when used in bitwise operations:

a<<b # a shifted left b bits
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a>>b # a shifted right b bits

There is no overflow check for shifting left or right so a program expecting an exception to halt it will instead
unexpectedly continue leading to unexpected results.

E.4.2 Guidance to language users

e Keep in mind that using a very large integer will have a negative effect on performance; and
e Don't use bit operations to simulate multiplication and division.

E.5 Floating-point Arithmetic [PLF]

E.5.1 Applicability to language

Python supgorts floating-point arithmetic. Literals are expressed with a decimal point and.or an optional|e or E:

1.,/ 1.0, .1, 1.e0

There is no Way to determine the precision of the implementation from within\a Python program. For example, in
the CPython[implementation, it’s implemented as a C double which is appfoximately 53 bits of precision

E.5.2 Guigance to language users

e Uselfloating-point arithmetic only when absolutely needed;

e Do njot use floating-point arithmetic when integes or booleans would suffice;

e Be aware that precision is lost for some real numbers (that is, floating-point is an approximation jwith
limifed precision for some numbers);

e Be aware that results will frequently vary slightly by implementation (see E.52 for more on this slibject);
and

e Testjng floating-point numbers-for equality (especially for loops) can lead to unexpected results. |Instead,
if fldating-point numbers are heeded for loop control use >= or <= comparisons.

E.6 Enumerator Issues'[CCB]

E.6.1 Applicabilityto language

Python has 3n efiumerate built-in type but it is not at all related to the implementation of enumeration as
defined in otherlanguages where constants are assigned to symbols. Given that enumeration is a useful
programming device and that there is no enumeration construct in Python, many programmers choose to
implement their own “enum” objects or types using a wide variety of methods including the creation of “enum”
classes, lists, and even dictionaries. One simple method is to simply assign a list of names to integers:

Red, Green, Blue = range (3)
print (Red, Green, Blue) # => 0 1 2

Code can then reference these “enum” values as they would in other languages which have native support for

enumeration:
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a =1
if a == Green: print ("a=Green")# => a=Green

There are disadvantages to the approach above though since any of the “enum” variables could be assigned new
values at any time thereby undoing their intended role as “pseudo” constants. There are many forum discussions
and articles that illustrate other, safer ways to simulate enumeration which are beyond the scope of this annex.

E.6.2 Guidance to language users

Use of enimeration requires careful attention to readability, performance, and satety. There are many complex,
but usefu| ways to simulate enums in Python [ (Enums for Python (Python recipe))]and many simple Ways
including the use of sets:

Q

blors = {'red', 'green', 'blue'}

-

f "red" in colors: print('valid color')

Be awarg that the technique shown above, as with almost all other ways to simulate enums, is not safe since the
variable cpn be bound to another object at any time.

E.7 Numeric Conversion Errors [FLC]
E.7.1 Applicability to language

Python cdnverts numbers to a common type before perferming any arithmetic operations. The commpn type is
coerced using the following rules as defined in the stafidard (http://docs.python.org/release/1.4/ref/ref5.html):

If either argument is a complex number, thesother is converted to the complex type;

otherwise, if either argument is a floatingpoint number, the other is converted to floating point;

otherpwise, if either argument is a long‘integer, the other is converted to long integer;

otherwise, both must be plain integers and no conversion is necessary.
Integers ih the Python language are-of a length bounded only by the amount of memory in the machirfe. Integers
are stored in an internal formatithat has faster performance when the number is smaller than the largest integer
supported by the implementation language and platform.

Implicit of explicit canversion floating point to integer, implicitly (or explicitly using the int function),|will
typically dause a lgss of precision:

al =(3.0; print(int(a))# => 3 (no loss of precision)
a = 3.1415; print(int(a))# => 3 (precision lost)

Precision can also be lost when converting from very large integer to floating point. Losses in precision, whether
from integer to floating point or vice versa, do not generate errors but can lead to unexpected results especially
when floating point numbers are used for loop control.

E.7.2 Guidance to language users

e Though there is generally no need to be concerned with an integer getting too large (rollover) or small, be
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aware that iterating or performing arithmetic with very large positive or small (negative) integers will hurt

performance; and

E.8 String Termination [CJM]

Be aware of the potential consequences of precision loss when converting from floating point to integer.

This vulnerability is not applicable, Python strings are immutable objects whose length can be queried with built-
in functions therefore Python does not permit accesses past the end, or beginning, of a string.

a = 12354940
b H a[5] #=> IndexError: string index out of range
E.9 Buffer Boundary Violation [HCB]
This vulnerapility is not applicable to Python because Python’s run-time checks the boundaries of arrays

raises an exd

eption when an attempt is made to access beyond a boundary.

E.10 Unchecked Array Indexing [XYZ]

This vulnera
raises an exd

bility is not applicable to Python because Python’s run-time chetks the boundaries of arrays
eption when an attempt is made to access beyond a boundary.

E.11 Unchecked Array Copying [XYW]

This vulnera
raises an exq

E.12 Poin
This vulnera
E.13 Poin
This vulnera

E.14 Null

This vulnera

bility is not applicable to Python because Pythoh’s run-time checks the boundaries of arrays
eption when an attempt is made to access beyond a boundary.

ter Casting and Pointer Type Changes [HFC]

bility is not applicable to Python because Python does not use pointers.
ter Arithmetic [RVG]

bility is not applicable to Python because Python does not use pointers.
Pointer‘Dereference [XYH]

bility.is not applicable to Python because Python does not use pointers.

And

hnd

hnd

E.15 Dangling Reference to Heap [XYK]

This vulnerability is not applicable to Python because Python does not use pointers. Specifically, Python only uses
namespaces to access objects therefore when an object is deallocated, any reference to it causes an exception to

be raised.

224

© I1SO/IEC 2013 — All rights reserved


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR

E.16 Arithmetic Wrap-around Error [FIF]

E.16.1 Applicability to language
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Operations on integers in Python cannot cause wrap-around errors because integers have no maximum size other

than what the memory resources of the system can accommodate.

Normally the OverflowError exception is raised for floating point wrap-around errors but, for

implementations of Python written in C, exception handling for floating point operations cannot be assumed to

catch this|type of error because they are not standardized in the underlying C language. Because ofth
floating ppint operations cannot be depended on to raise this exception.

E.16.2 (Guidance to language users

cpntrol variables.

E.17 Using Shift Operations for Multiplication and Division [PIK]

E.17.1 Applicability to language

This vulne
practical

>

\

E.18 Sign Extension Error [XZI]

This vulng
sign.

e cognizant that most arithmetic and bit manipulation operations on non-integers have the
ndetected wrap-around errors.

void using floating point or decimal variables for loop control but iflyou must use these type
ound the loop structures so as to not exceed the maximum or minimum possible values for {

st the implementation that you are using to see if exceptions are raised for floating point o
d if they are then use exception handling to catch and‘handle wrap-around errors.

rability is not applicable to Python because it does not check for overflow. In addition there
vay to overflow an integer sinceintegers have unlimited precision.

> print (-1<<100)d#=> -1267650600228229401496703205376
> print (1<<10Q)" #=> 1267650600228229401496703205376

rability is-hotapplicable to Python because Python converts between types without ever ex{

E.19 Choice of Clear Names [NAI]

s, most

botential for

5 then
he loop

berations

s no

ending the

E.19.1 Applicability to language

Python provides very liberal naming rules:

e Names may be of any length and consist of letters, numerals, and underscores only. All characters in a

name are significant. Note that unlike some other languages where only the first n number of characters

in a name are significant, all characters in a Python name are significant. This eliminates a common

source of name ambiguity when names are identical up to the significant length and vary afterwards
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which effectively makes all such names a reference to one common variable.

e All names must start with an underscore or a letter; and

o Names are case sensitive, for example, Alpha, ALPHA, and alpha are each unique names. While this is
a feature of the language that provides for more flexibility in naming, it is also can be a source of

programmer errors when similar names are used which differ only in case, for example, aLpha versus
alpha.

The following naming conventions are not part of the standard but are in common use:

e (laspames Start with an Upper case tetter, ail other variables, functions, and modutes are in ail jower
caseg;

e Nanjes starting with a single underscore (_) are not imported by the from module import |*
statgment — this not part of the standard but most implementations enforce it; and

e Nanjes starting and ending with two underscores () are system-defined names;

o Names starting with, but not ending with, two underscores are local to their ¢lass definition

PytHon provides a variety of ways to package names into namespaces so that name clashes can be
avoided:

o Nanes are scoped to functions, classes, and modules meaning there is'normally no collision witH names
utilized in outer scopes and vice versa; and

o Names in modules (a file containing one or more Python statements) are local to the module and are
refefenced using qualification (for example, a function xfin'module y is referenced as y . x). Thopgh local
to the module, a module’s names can be, and routinély are, copied into another namespace with a from
module import statement.

Python’s nafning rules are flexible by design but are also susceptible to a variety of unintentional coding grrors:

e Names are never declared but they must'be assigned values before they are referenced. This mgans that
sonje errors will never be exposed utntil runtime when the use of an unassigned variable will raige an
exception (see E.24 InitializationCof Variables [LAV]).

e Names can be unique but maylook similar to other names, for example, alpha and alLpha, |xand

x| beta and beta which could lead to the use of the wrong variable. Python will notjdetect
this|problem at compile‘time.

Python utilies dynamic-{yping with types determined at runtime. There are no type or variable declaratipns for
an object ,which can(lead to subtle and potentially catastrophic errors:

x A ¥

# lets of code

if some rare but important case:
X =10

In the code above the programmer intended to set (lower case) x to 10 and instead created a new upper case X
to 10 so the lower case x remains unchanged. Python will not detect a problem because there is no problem —it
sees the upper case X assignment as a legitimate way to bring a new object into existence. It could be argued that
Python could statically detect that X is never referenced and therefore indicate the assignment is dubious but
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there are also cases where a dynamically defined function defined downstream could legitimately reference X as

aglobal.

E.19.2 Guidance to language users

e For more guidance on Python’s naming conventions, refer to Python Style Guides contained in PEP 8 at

h

ttp://www.python.org/dev/peps/pep-0008/ .

e Avoid names that differ only by case unless necessary to the logic of the usage;

e Adhere to Python’s naming conventions;

o [

U
e U
U
n

E.20 De

E.20.1 Applicability to language

It is possibble to assign a value to a variable and never reference that.variable which causes a “dead sto

itself is ng
then perf

Python pr
assighme
a referen
on). A var
another o

a
a
a
P
d
p

o not use overly long names;

se meaningful names; and
se names that are clear and visually unambiguous because the compiler cannet assist in det
ames that appear similar but are different.

ad Store [WXQ]

brmance could suffer or, in an extreme case, the préogram could halt due to lack of memory.

ovides the ability to dynamically create variables when they are first assigned a value. In fact
ht is the only way to bring a variable into existence. All values in a Python program are access
e which refers to a memory location which is always an object (for example, number, string
able is said to be bound to an object when it is assigned to that object. A variable can be reh
bject which can be of any type. For example:

= 'alpha' # assigament to a string
= 3.142 # rebinding to a float
= b = (1, 2()3) # rebinding to a tuple
rint (a) #.=/ (1, 2, 3)
1l a
rint (B) # => (1, 2, 3)
print (a) # => NameError: name 'a' is not defined

se names that are not similar (especially in the use of upper and lower case) to other-names}

bcting

re”. This in

t harmful, other than the memory that it wastes, butif/there is a substantial amount of dead stores

’

ed through
list, and so
ound to

The first t

ree statements Snow dynamic dDinding In action. Tnhe variable a IS bound to a string, then to

a float,

then to another variable which in turn is assigned a tuple of value (1, 2, 3).The del statement then unbinds

the variable a from the tuple object which effectively deletes the a variable (if there were no other references to

the tuple object it too would have been deleted because an object with zero references is marked for garbage

collection (but is not necessarily actually deleted immediately)). But in this case we see that b is still referencing

the tuple object so the tuple is not deleted. The final statement above shows that an exception is raised when an

unbound variable is referenced.
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The way in which Python dynamically binds and rebinds variables is a source of some confusion to new

programmers and even experienced programmers who are used to static binding where a variable is permanently

boundtoas

ingle memory location.

The Python language, by design, allows for dynamic binding and rebinding. Because Python performs a syntactic

analysis and not a semantic analysis (with one exception which is covered in E.22.1 Namespace Issues [BJL]

Applicability to language) and because of the dynamic way in which variables are brought into a program at run-

time, Python cannot warn that a variable is referenced but never assigned a value. The following code illustrates

this:

if

els

Depending g
value to a v3
(animport a
exception w

E.20.2 Gu

Avo
Ens

to another object (of same or different type) at'any time; and

Var
tho
the

E.21 Unu
The applical

E.22 Iden

E.22.1 Ap

a > b:
import x
e:
import y

n the current value of a and b, either module x or y is imported into the‘program. If x assi
riable z and module y references z then, dependent on which impart statement is execut
ways executes all code in the module when it is first imported),.an\nassigned variable refe
Il or will not be raised.

idance to language users

id rebinding except where it adds value;
ire that when examining code that you take into‘account that a variable can be bound (or re

ables local to a function are deleted automatically when the encompassing function is exited
Igh not a common practice, you can\also explicitly delete variables using the del statement
are no longer needed.

sed Variable [YZS]
ility to language and-guidance to language users sections of the E.19 write-up are applicablég]

tifier Name Reuse [YOW]

plicability to language

Python has 1

bNns a
pd first
ence

bound)

but,
when

here.

Ispaces

are associated with functions, classes, and modules. When a name is created (that is, when it is first assigned a

value), it is associated (that is, bound) to the namespace associated with the location where the assignment

statement is made (for example, in a function definition). The association of a variable to a specific namespace is

elemental to how scoping is defined in Python.

Scoping allows for the definition of more than one variable with the same name to reference different objects.

For example

a
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def x():

a =2
print (a) #=> 2
print (a) #=> 1

The a variable within the function x above is local to the function only — it is created when x is called and
disappears when control is returned to the calling program. If the function needed to update the outer variable
named a then it would need to specify that a was a global before referencing it as in:

ar—t

(o}
()
Hh
b

(a)
piint (a) #=> 2

In the casg above, the function is updating the variable a that is defined in the(alling module. There i a subtle
but impoftant distinction on the locality versus global nature of variables: assignment is always local unless
global [s specified for the variable as in the example above where a js assigned a value of 2. If the function had
instead simply referenced a without assigning it a value, then it would reference the topmost variable|a which, by
definition) is always a global:

=1

~f x () :
print (a)
x|() #=> 1

0. o

The rule illustrated above is that attributes of-modules (that is, variable, function, and class names) ar¢ global to
the moduje meaning any function or class'can reference them.

\"2)

Scoping rliles cover other cases whene an identically named variable name references different object

. nested function’svatiables are in the scope of the nested function only; and
. ariables defined.in a module are in global scope which means they are scoped to the moduje only and
are therefore™ot visible within functions defined in that module (or any other function) unleds explicitly
identified(@as global at the start of the function.

Python hgs ways to bypass implicit scope rules:

e The global statement which allows an inner reference to an outer scoped variable(s); and
e Thenonlocal statement which allows an enclosing function definition to reference a nested function’s
variable(s).

The concept of scoping makes it safer to code functions because the programmer is free to select any name in a
function without worrying about accidentally selecting a name assigned to an outer scope which in turn could
cause unwanted results. In Python, one must be explicit when intending to circumvent the intrinsic scoping of
variable names. The downside is that identical variable names, which are totally unrelated, can appear in the
same module which could lead to confusion and misuse unless scoping rules are well understood.
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Names can a

a =
cla

Iso be qualified to prevent confusion as to which variable is being referenced:

1

ss xyz():

a =2
print (a) #=> 2

print(xyz.a, a) #=> 2 1

The final print function call above references the a variable within the xyz class and the global a.

E.22.2 Guidance to language users

e Do

e Avold the use of the global and nonlocal specifications because they are generally a bad

prog

stanidard scoping rules make the code harder to understand; and
e Uselqualification when necessary to ensure that the correct variable is referenced.

E.23 Nam

E.23.1 Ap

Python has ¢
reference dd

speaking, ngdmespaces are very well isolated. For exampl€; a program’s variables are maintained in a sep

namespace

are also maiptained in their own protected namespaces.

Accessing a hamespace’s attribute (that is,a variable, function, or class name), is generally done in an ex
manner to npake it clear to the reader_(and Python) which attribute is being accessed:

ot use identical names unless necessary to reference the correct object;

ramming practice for reasons beyond the scope of this annex and because their bypassing o

espace Issues [B]JL]
plicability to language

hierarchy of namespaces which provides isolation'to protect from name collisions, ways to
wn into a nested namespace, and a way to reference up to an encompassing namespace. G¢

i)

explicitly
pnerally
hrate

rom any of the functions or classes it defines or uses. The variables of modules, classes, or flinctions

blicit

n 5 Animal.num #_fetches a class’ wvariable called num
x o mymodule.y @)fetches a module’s variable called vy
The examplgs above exhibit qualification — there is no doubt where a variable is being fetched from. Qudlification
can also occpr from anjencompassed namespace up to the encompassing namespace using the global statement:
defl X():
alobol x
T ooy
y =1

The example above uses an explicit gl obal statement which makes it clear that the variable y is not local to the

function x;

it assigns the value of 1 to the variable y in the encompassing module14,

14 yalues are assigned to objects which in turn are referenced by variables but it’s simpler to say the value is assigned to the variable. Also,
the encompassing code could be at a prompt level instead of a module. For brevity this annex uses this simpler, though not as exact,

wording.
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Python also has some subtle namespace issues that can cause unexpected results especially when using imports
of modules. For example, assuming module a . py contains:

a =1
And module b . py contains:
b =1

Executing the following code is not a problem since there is no variable name collision in the two modules (the
from mpdulename import * statement brings all of the attributes of the named module into thg local

namespade):

flrom a import *
pint (a) #=> 1
from b import *
piint (b) #=> 1

Later on the author of the b module adds a variable named a and assigns.ta'value of 2. b.py noyw contains:

b
a

1
2 # new assignment

The programmer of module b . py may have no knowledge of the a module and may not consider thaf a program
would import both a and b. The importing program, with.no changes, is run again:

from a import *
pirint (a) #=> 1
flrom b import *
plrint (a) #=> 2

The resulis are now different becausé the importing program is susceptible to unintended consequenges due to
changes in variable assignmentssmade in two unrelated modules as well as the sequence in which they were

imported] Also note that the from modulename import * statement brings all of the modules 3ttributes
into the importing codewhich can silently overlay like-named variables, functions, and classes.

A commop misundepstanding of the Python language is that Python detects local names (a local namelis a name
that lives withih.a class or function’s namespace) statically by looking for one or more assignments to p name
within the class/function. If one or more assignments are found then the name is noted as being local to that
class/function. This can be confusing because if only references to a name are found then the name is referencing
a global object so the only way to know if a reference is local or global, barring an explicit global statement, is to

examine the entire function definition looking for an assignment. This runs counter to Python’s goal of Explicit is
Better Than Implicit (EIBTI):

a =1
def f£():
print (a)
a =2
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£0

# n
a =
def

#=> UnboundLocalError: local variable 'a' referenced before
assignment
ow with the assignment commented out
1
£():

print (a) #=> 1

#a

=2

# Assuming a new session:

a =

1

def]

£0)
pril

Note that th
to all other K
names, and

Name resol

e  First

e Then the enclosing namespace (thatis, a def or Lambda (A lambda is a single expression fur

defi

o Then the global namespace; and

e |ast
E.23.2 Gu

e  Whg
imp
usin
nam

e  Whg
mog
that
class

£():
global a
a =2

nt (a) #=> 2

e rules for determining the locality of a name applies to the assignmentQperator = as above
inds of assignments which includes module names in an import statement, function and ¢
the arguments declared for them. See E.21 for more detail on this:

tion follows a simple Local, Enclosing, Global, Built-ins (LEGB).sequence:

the local namespace is searched;
hition));

y the built-in’s namespace.
idance to language users

n practicable, consider usingthe import statement without the from clause. This forces 1
prting program to use qualification to access the imported module’s attributes. While it is tr
b the from statemént is more convenient due to less typing required (for example, no need
es), the f rom statement can cause namespace corruption;

n using the &mport statement, rather than use the from X import * form (whichimp

youwant to import (for example, from X import a, b, c)so thatvariables, functiorn
esare not inadvertently overlaid; and

but also
ass

ction

he
e that
to qualify

prts all of

ule X’s attributes into the importing program’s namespace), instead explicitly name the attributes

s and

e Avo

d implicit references to global values from within functions to make code clearer. In order to update

globals within a function or class, place the global statement at the beginning of the function definition

and list the variables so it is clearer to the reader which variables are local and which are global (for

example, global a, b, c).
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E.24 Initialization of Variables [LAV]

E.24.1 Applicability of language

Python does not check to see if a statement references an uninitialized variable until runtime. This is by design in
order to support dynamic typing which in turn means there is no ability to declare a variable. Python therefore
has no way to know if a variable is referenced before or after an assignment. For example:

if y > 0:
print (x)

The abové statement is legal at compile time even if x is not defined (that is, assigned a value){ An’ exdeption is
raised at funtime only if the statement is executed and y>0. This scenario does not lend itselfto stati¢ analysis
because, gs in the case above, it may be perfectly logical to not ever print x unless y>Q.

There is no ability to use a variable with an uninitialized value because assigned variables always refergnce
objects which always have a value and unassigned variables do not exist. Therefore Python raises an ¢xception
when an Winassigned (that is, non-existent) variable is referenced.

Initialization of class arguments can cause unexpected results when an\afrgument is set to a default object which is

mutable:
def x(y=I[1):
y.append (1)
print (vy)
X|([2])#=> [2, 1], as expectedifdefault was not needed)
x|() # [1]
x[() # [1, 1] continues towlexpand with each subsequent call

The behayiour above is not a bug - it.isa-defined behaviour for mutable objects but it’s a very bad ided in almost
all cases tp assign default values to.mutable objects.

E.24.2 (quidance to language users

Ensure that itis-not logically possible to reach a reference to a variable before it is assigned. The example
above illustrates just such a case where the programmer wants to print the value of x but has|not
agsigned\a value to x — this proves that there is missing, or bypassed, code needed to provide [x with a
neaningful value at runtime.

E.25 Operator Precedence/Order of Evaluation [JCW]

E.25.1 Applicability to language

Python provides many operators and levels of precedence so it is not unexpected that operator precedence and
order of operation are not well understood and hence misused. For example:

> 7, evaluates as 1 + (2 * 3)
#=> 9, parenthesis are allowed to coerce precedence
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Expressions that use and or or are evaluated left-to-right which can cause a short circuit:

a o

r b or ¢

In the expression above c is never evaluated if either a or b evaluate to True because the entire expression

evaluates to True immediately when any sub expression evaluates to True. The short circuit effect is non-

consequential above but in the case below the effect is subtle and potentially destructive:
def x(1):
if i
return True
else:
1/0 # Hard stop
a1
b0
whille True:

The code ab
terminate d

E.25.2 Gu
e Use

e Bead
eval

e Bred

E.26 Side

E.26.1 Ap

Python supp
(expressed g
sequence. F

a

if x(a) or x(b):
print('a or b is True')

pve will go into an endless loop because x (b) is never evaluated. If it was the program wou
e to an attempted division by zero.

idance to language users

parenthesis liberally to force intended precedence and increase readability;

ware that short-circuited expressions can cause subtle errors because not all sub-expression
Lated; and

k large/complex statements into smaller ones using temporary variables for interim results.

-effects and Order of Evaluation [SAM]
plicability to language

orts sequence unpacking (parallel assignment) in which each element of the right hand side
s a tuple) isyevaluated and then assigned to each element of the left-hand side (LHS) in left-t
br example), the following is a safe way to exchange values in Python:

1

d

5 may be

p-right

b

o)

a,
pri

b =b, a # swap values between a and b
nt (a,b)#=> 2, 1

Assignment of the targets (LHS) proceeds left-to-right so overlaps on the left side are not safe:

a

i
i,
pri

234

0,0]

[
0
al[i] = 1, 2 #=> Index is set to 1; list is updated at [1]
t(a) #=> 0,2

i
nt (
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Python Boolean operators are often used to assign values as in:

a = Db or ¢ or d or None

a is assigned the first value of the first object that has a non-zero (that is, True) value or, in the example above,
the value None if b, ¢, and d are all False. This is a common and well understood practice. However, trouble
can be introduced when functions or other constructs with side effects are used on the right side of a Boolean
operator:

1 £ TN 12N
ifE—af—erbH

If function a returns a True result then function b will not be called which may cause unexpected resjlts.

E.26.2 GGuidance to language users

[ ]
o]

b aware of Python’s short-circuiting behaviour when expressions with sid€ effects are used dn the right
side of a Boolean expression; if necessary perform each expression first-and then evaluate the results:

= a()
b ()

X

Yy

iff x or y ..

e Bg aware that, even though overlaps between the left hand-side and the right hand side are safe, it is
ppssible to have unintended results when the variableés on the left side overlap with one another so
always ensure that the assignments and left-to-right sequence of assighnments to the variabled on the left
hand side never overlap. If necessary, and/or if ittmakes the code easier to understand, consider breaking

the statement into two or more statements;

§ overlapping

[0,0]

1 0

1, ali] = 1, 2 #=>_.Index is set to 1; list is updated at [1]
print (a) #=> 0,2

§ Non-overlappinhg

a = [0,0]

1, al[0] =d,72

print (a)y#=> 2,0

i

E.27 Li‘(ely Incorrect Expression [KOA]

E.27.1 Applicability to language
Python goes to some lengths to help prevent likely incorrect expressions:
e Testing for equivalence cannot be confused with assignment:
a=>b=1

if (a=b): print(a,b) #==> syntax error
if (a==b): print(a,b) #==> 1 1

© ISO/IEC 2013 — All rights reserved 235


https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

e Boolean operators use English words not, and, or; bitwise operators use symbols ~, &, | respectively.
However Python does have some subtleties that can cause unexpected results:

o Skipping the parentheses after a function does not invoke a call to the function and will fail
silently because it’s a legitimate reference to the function object:
class a:

def demo () :
print ("in demo")
a.demo () #=> in demo
a.demo #=> <function demo at 0x000000000342A9C8>
x = a.demo
x() #=> in demo

The two lines that reference the function without trailing parentheses above’demonstrate how
that syntax is a reference to the function object and not a call to the funetion.

e Built-in functions that perform in-place operations on mutable objects (that'is, lists, dictionaries,|and
somie class instances) do not return the changed object — they return None”:
a = [1]
a.dppend ("x")
print (a) #=> ['x"']
a g a.append("y")
prilnt (a) #=> None

E.27.2 Guidance to language users

e Be spre to add parentheses after a function.¢all' in order to invoke the function; and
e Keep in mind that any function that changes a mutable object in place returns a None object — not the
chanpged object since there is no need to return an object because the object has been changed by the

fungtion.

E.28 Dead and Deactivated Code [XYQ]

E.28.1 Applicability to language

There are mpny ways-to have dead or deactivated code occur in a program and Python is no different in that
regard. Further, Python does not provide static analysis to detect such code nor does the very dynamic design of
Python’s language’lend itself to such analysis.

The module and related import statement provides convenient ways to group attributes (for example,
functions, names, and classes) into a file which can then be copied, in whole, or in part (using the from
statement), into another Python module. All of the attributes of a module are copied when either of the following
forms of the import statement is used. This is roughly equivalent to simply copying in all of code directly into
the importing program which can result in code that is never invoked (for example, functions which are never
called and hence “dead”):

import modulename
from modulename import *
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The import statement in Python loads a module into memory, compiles it into byte code, and then executes it.
Subsequent executions of an import for that same module are ignored by Python and have no effect on the
program whatsoever. The reload statement is required to force a module, and its attributes, to be loaded,
compiled, and executed.

E.28.2 Guidance to language users

e Import just the attributes that are required by using the from statement to avoid adding dead code; and

e Be aware that subsequent imports have no effect; use the reload statement instead if a fresh copy of
the module is desired.

E.29 Switch Statements and Static Analysis [CLL]

E.29.1 Applicability to language

By design|Python does not have a switch statement nor does it have the concept of labels or branching to a
demarcatpd “place”. Python enforces structure by not providing these constructs but it also provides $everal
statements to select actions to perform based on the value of a variable orexpression. The first of thege are the
if/elif/else statements which operate as they do in other languages so this warrants no further|coverage
here.

Python prjovides a break statement which allows a loop todebroken with an immediate branch to the first
statement after the loop body:

al=1
while True:
if a > 3:
break
else:
print (a)
a += 1

The loop §bove prints 1, 27and 3, each on separate lines, then terminates upon execution of the brealk
statement.

E.29.2 (quidanee to language users

Use i|f &l seif/else statements to provide the equivalent of switch statements.

E.30 Demarcation of Control Flow [EOJ]

E.30.1 Applicability to language

Python makes demarcation of control flow very clear because it uses indentation (using spaces or tabs — but not
both) and dedentation as the only demarcation construct:

a, b=1, 1
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if

els

a:
print ("a is True")
e:
print ("False")
if b:

print ("b is true")

print ("back to main level")

The code above prints “a 1s True” followed by “back to main level”. Note how controlis passed from

the first 1 £
the final ling

E.30.2 Gu

Use only

E.31 Loop Control Variables [TEX]

E.31.1 Ap

Python prov
constructs b
for) which
use expressi

Thewhile

a
whi

els

The for sta
the sequenc
in E.29) whig

fement is unusual in that it does not provide a loop control variable therefore it is not possil

tatement’s True path to the main level based entirely on indentation while in most other |
would execute only when the second i f evaluated to True.

idance to language users

spaces or tabs, not both, to indent to demark control flow.

plicability to language

des two loop control statements: while and for. Theyeach support very flexible contro
eyond a simple loop control variable. Assignments inlthe loop control statement (that is, wh
can be a frequent source of problems, are not allowed in Python — Python’s loop control statf
pns which cannot contain assignment statements.

Ktatement leaves the loop control entirely'up to the programmer as in the example below:

1

le a:

print('in loop')

False # force)'loop to end after one iteration

a
e:
print ('exitdng loop')

e or nuniber of iterations that are performed other than by the use of the break statement
h can be used to immediately branch to the statement after the loop block.

hnguages

|
i 1le or
ements

le to vary
(covered

When using

L fed e, Ny e . ol L ke ol | - . L | N | - n o |
LUTIT LO L SUAdLTITITITIT LU TCTdlT LTITOUUSTT dIT TLCTalIT UUJTUL SULTT dS d TS, LINTTT 15 TTU Wdy LU T

ence the

loop “count” because it’s not exposed. The variable a in the example below takes on the value of the first, then

the second, then the third member of the list:

X =

['a|, ’b’, 'C']

for a in x:

238

print (a)

=>a
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It is possible, though not recommended, to change a mutable object as it is being traversed which in turn changes

the number of iteratons performed. In the case below the loop is performed only two times instead of the three

times had the list been left intact:

x = ['a', 'b', 'c']
for a in x:

print (a)

del x[0]
print (x)

#F> a
#E=> ¢
#E> ['c']

E.31.2 (quidance to language users

[ ]
o]

b careful to only modify loop control variables in ways that are easily undetstood and in way
cdnnot lead to a premature exit or an endless loop.

e When using the for statement to iterate through a mutable object)d6 not add or delete mer
pcause it could have unexpected results.

o

E.32 Off-by-one Error [XZH]

E.32.1 Applicability to language

The Pythdn language itself is vulnerable to off by one.eprors as is any language when used carelessly o
person nqt familiar with Python’s index from zerqwersus from one. Python does not prevent off by on
its runtimle bounds checking for strings and lists{does lessen the chances that doing so will cause harm
not possilble to index past the end or beginning of a string or list by being off by one because Python d
a sentinellcharacter and it always checks-indexes before attempting to index into strings and lists and
exception when their bounds are exceeded.

E.32.2 (Guidance to language users
e B¢ aware of Python’s indexing from zero and code accordingly.

E.33 Structured Programming [EWD]

that

nbers

I by a

e errors but
. It is also
bes not use
raises an

E.33.1 Applicability to language

Python is designed to make it simpler to write structured program by requiring indentation and dedentation to

show scope of control in blocks of code:

a =1

b =1

if a == b:
print ("a == b")#=> a == Db
if a > b:
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print ("a > b")
else:
print ("a != b")

In many languages the last print statement would be executed because they associate the e1se with the
immediately prior i £ while Python uses indentation to link the e1 se with its associated i f statement (that is,

the one above it).

Python also encourages structured programming by not introducing any language constructs which could lead to

unstructuredi code (Tor example, GO TO statements]).

Python doeq have two statements that could be viewed as unstructured. The first is the break statement. It’s
used in a logp to exit the loop and continue with the first statement that follows the last statement within the
loop block. This is a type of branch but it is such a useful construct that few would consider.it\“unstructured” or a

bad coding practice.

is

The second (s the try/except block which is used to trap and process exceptigns. When an exception

thrown a branch is made to the except block:

defl divider(a,b):
return a/b
try:
print (divider (1,0))

exdept ZeroDivisionError:

print ('division by zero attempted')

E.33.2 Guidance to language users

e PytHon offers few constructs that could lead to unstructured code. However, judicious use of bteak

statgments is encouraged to avoid'confusion.

E.34 Passing Parameters and Return Values [CS]]

E.34.1 Applicability to language

Python’s only subprogram type is the function. Even though the import statement does execute the injported
module’s top level’code (the first time it is imported), the import statement cannot effectively be used|as a way
to repeatedly.éxecute a series of statements

Python passes arguments by assignment which is similar to passing by pointer or reference. Python assigns the
passed arguments to the function’s local variables but unlike some other languages, simply having the address of
the caller’s argument does not automatically allow the called function to change any of the objects referenced by
those arguments — only mutable objects referenced by passed arguments can be changed. Python has no concept
of aliasing where a function’s variables are mapped to the caller’s variables such that any changes made to the
function’s variables are mapped over to the memory location of the caller’s arguments.

a =1
def f(x):
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x += 1
print (x) #=> 2
f(a)
print (a) #=> 1

In the example above, an immutable integer is passed as an argument and the function’s local variable is updated
and then discarded when the function goes out of scope therefore the object the caller’s argument references is
not affected. In the example below, the argument is mutable and is therefore updated in place:

ar—++
def f(x):
x[0

fl(a)
print (a) #=> [2]

Note that[the list object a is not changed —it’s the same object but its content at index 0 has changed

The retyrn statement can be used to return a value for a function:

def doubler (x) :
return x * 2
1
doubler (x)
print (x) #=> 2

X

X

The example above also demonstrates a way to emulaté a call by reference by assigning the returned pbject to
the passefl argument. This is not a true call by reference and Python does not replace the value of the|object x,
rather it dreates a new object x and assigns itthe value returned from the doubler function as provgn by the
code below which displays the address of.the initial and the new object x:

def doubler (x) :
return x * 2
x[=1
pint (id (x) )~#=> 506081728
x| = doubler\x)
pint (id4x)) #=> 506081760

The objedt replacement process demonstrated above follows Python’s normal processing of any statement which

changes thewalue of an immutable object and is not a special exception for function returns.

Note that Python functions return a value of none when no return statement is executed or when a return
with no arguments is executed.

E.34.2 Guidance to language users

e Create copies of mutable objects before calling a function if changes are not wanted to mutable
arguments; and
e If a function wants to ensure that it does not change mutable arguments it can make copies of those
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arguments and operate on them instead.

E.35 Dangling References to Stack Frames [DCM]

This vulnerability is not applicable to Python because, while Python does provide a way to inspect the address of

an object, for example, the id function, it does not provide a way to use that address to access an object.

E.36 Subprogram Signature Mismatch [OTR]

E.36.1 Appticabitity to tanguage

Python supgorts positional, “keyword=value”, or both kinds of arguments. It also supports variablé numk
arguments gnd, other than the case of variable arguments, will check at runtime for the corrett number

arguments ri

Python has 4
embedding
Python lang
improper co

E.36.2 Gu
Apply the gu
E.37 Recy

E.37.1 Ap

Recursion is
setrecur

resources le
E.37.2 Gu

Apply the gu

haking it impossible to corrupt the call stack in Python when using standard modules.

xtensive extension and embedding APIs that includes functions and class&s to use when ext
Python. These provide for subprogram signature checking at runtime(for modules coded in n
lages. Discussion of this APl is beyond the scope of this annex but thé reader should be awar
ding of any non-Python modules or their interface could cause.a-call stack problem

idance to language users
idance described in 6.36.5.
irsion [GDL]

plicability to language

supported in Python and is, by default, limited to a depth of 1,000 which can be overridden
sionlimit function. If théldimit is set high enough, a runaway recursion could exhaust all
hding to a denial of service:

idance to language users

idance described in 6.37.5

E.38 Ign

red-Error Status and Unhandled Exceptions [OYB]

ers of

ending or
bn-
e that

Ising the
memory

E.38.1 Applicability totanguage

Python provides statements to handle exceptions which considerably simplify the detection and handling of

exceptions. Rather than being a vulnerability, Python’s exception handling statements provide a way to foil denial
of service attacks:

def mainpgm (x,

for

242

y):
return x/y

x in range(3):
try:
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y = mainpgm(l, x)
except:
print ('Problem in mainpgm')
# clean up code..
else:
print (vy)

The example code above prints:

Problem in mainoom
T J

1.0
0]. 5

The idea gdbove is to ensure that the main program, which could be a web server, is allowéd'to continde to run
after an ekception by virtue of the try/except statement pair.

E.38.2 (zuidance to language users

Use Python’s exception handling with care in order to not catch errors that are intended for ofher
exception handlers; and

Use exception handling, but directed to specific tolerable exceptions, to ensure that crucial prpcesses can
chntinue to run even after certain exceptions are raised:

E.39 Termination Strategy [REU]

E.39.1 Applicability to language

Python h3s a rich set of exception handling statements which can be utilized to implement a termination strategy
that assutles the best possible outcome ranging from a hard stop to a clean-up and fail soft strategy. Refer to E.38
for an exdmple of an implementation.that cleans up and continues.

E.39.2 (quidance to language users
e Uke Python’s exception handling statements to implement an appropriate termination strategy.
E.40 Type-breaking Reinterpretation of Data [AMV]

This vulndrability is not applicable to Python because assignments are made to objects and the objectfalways

holds the type=not-thevariablte; thereforeattreferencedobjectshasthesame-typeand-theretsmoway to have

more than one type for any given object.

E.41 Memory Leak [XYL]

E.41.1 Applicability to language

Python supports automatic garbage collection so in theory it should not have memory leaks. However, there are
at least three general cases in which memory can be retained after it is no longer needed. The first is when
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implementation-dependent memory allocation/de-allocation algorithms (or even bugs) cause a leak — this is

beyond the scope of this annex. The second general case is when objects remain referenced after they are no

longer needed. This is a logic error which requires the programmer to modify the code to delete references to

objects when they are no longer required.

There is a third very subtle memory leak case wherein objects mutually reference one another without any

outside references remaining — a kind of deadly embrace where one object references a second object (or group

of objects) so the second object(s) can’t be collected but the second object(s) also reference the first one(s) so

it/they too can’t be collected. This group is known as cyclic garbage. Python provides a garbage collection

module callg
collection ag
subtle leaks

E.41.2 Gu

e Relg

E.42 Tem|
This vulnera

E.43 Inhe

E.43.1 Ap

Python supp
upward thrg
the same vu

E.43.2 Gu

e Inhdg

e Use

befd

E.44 Extr

d gc which has functions which enable the programmer to enable and disable cyclic garbag
well as inspect the state of objects tracked by the cyclic garbage collector so that thesg,)oftd
can be traced and eliminated.

idance to language users

ase all objects when they are no longer required.

plates and Generics [SYM]

bility is not applicable to Python because Python does not implement these mechanisms.

ritance [RIP]
plicability to language

orts inheritance through a hierarchical search of namespaces starting at the subclass and pr
ugh the superclasses. Multiple inheritahce is also supported. Any inherited methods are sub
nerabilities that occur wheneverdising code that is not well understood.

idance to language users

rit only from trusted:classes; and
Python’s built-inf"documentation (such as docstrings) to obtain information about a class’ me
re inheritingfrom it.

a Intrinsics [LRM]

U

n very

pceeding
ect to

thod

E.44.1 Ap

plicability to language
X 4 (=] (=]

Python provides a set of built-in intrinsics which are implicitly imported into all Python scripts. Any of the built-in

variables and functions can therefore easily be overridden:

X

pri
def

pri
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'abc!

nt (len(x))#=> 3
len (x) :
return 10

nt (len(x)) #=> 10
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If the example above the built-in 1en function is overridden with logic that always returns 10. Note that the def
statement is executed dynamically so the new overriding 1en function has not yet been defined when the first
call to 1en is made therefore the built-in version of 1en is called in line 2 and it returns the expected result (3 in
this case). After the new len function is defined it overrides all references to the builtin-in 1en function in the
script. This can later be “undone” by explicitly importing the built-in 1en function with the following code:

from builtins import len
print (len(x)) #=> 3

It's very inportant to be aware of name resolution rules when overriding built-ins (or anything else fof that
matter). Ih the example below, the overriding 1en function is defined within another function and thé¢refore is
not found using the LEGB rule for name resolution (see E.23):

x| = 'abc'
rint (len(x)) #=> 3
~f £ (x):
def len (x):
return 10
print (len(x)) #=> 3

Q. O

E.44.2 (quidance to language users

°
o

b not override built-in “intrinsics” unless absolutelynecessary
E.45 Argument Passing to Library Functions [TR]]
E.45.1 Applicability to language

Refer to H.35 Subprogram Signature Mismatch [OTR].

E.45.2 GGuidance to language users

Refer to H.36 Subprogram Signature Mismatch [OTR].

E.46 Inter-language Calling [D]S]

E.46.1 Applicability to language

Python hasa-decumented-AR-or-extending-RPython-using-libraries-coded-in-C-or-C++—Thelibrarys)-ard then

Trotort

imported into a Python module and used in the same manner as a module written in Python. Python’s standard
for interfacing to the “C” language is documented in http://docs.python.org/py3k/c-api/.

Conversely, code written in C or C++ can embed Python. The standard for embedding Python is documented in:
http://docs.python.org/py3k/extending/embedding.html.

The Jython system is a Java-based implementation that interfaces with Java and IronPython provides interfaces to
Microsoft .NET languages.
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E.46.2 Guidance to language users

Use the language interface APIs documented on the Python web site for interfacing to C/C++, the Jython

web site for Java, the IronPython web site for .NET languages, and for all other languages consider

creating intermediary C or C++ modules to call functions in the other languages since many languages
have documented API’s to C and C++.

E.47 Dynamically-linked Code and Self-modifying Code [NYY]

E.47.1 Ap

Python supp
compiles it g
made acces§
different filg

Alte
Ove

[ ]
Python also

X =
eva

Guerrilla pat
to extend, o
“patched” a
does not do

E.47.2 Gu

Avo
Be c

plicability to language

orts dynamic linking by design. The import statement fetches a file (known as a module in
nd executes the resultant byte code at run time. This is the normal way in which external log
ible to a Python program therefore Python is inherently exposed to any vulnerabilities that g
to be imported:

ration of a file directory path variable to cause the file search locate’ a‘different file first; and
rlaying of a file with an alternate.

"print ('Hello " + "World'")"
1(x)#=> Hello World

ching, also known as monkey patching, is a way to dynamically modify a module or class at n]
- subvert their processing logic and/or attributes. It can be a dangerous practice because ond
hy other modules or classes that use the'modified class or module may unwittingly be using
what they expect which could cause*unexpected results.

idance to language users

d using exec or evail and never use these with untrusted code;
areful when using(Guerrilla patching to ensure that all users of the patched classes and/or m

Python),
icis
ause a

provides an eval and an exec statement each of which can\be used to create self-modifying code:

un-time
e
tode that

odules

conflinue to function as expected; conversely, be aware of any code that patches classes and/or modules

that|
Ensy

E.48 Libr

your code{s-using to avoid unexpected results; and
re that'the file path and files being imported are from trusted sources.

ary Signature [NSQ]

E.48.1 Applicability to language

Python has an extensive API for extending or embedding Python using modules written in C, Java, and Fortran.

Extensions themselves have the potential for vulnerabilities exposed by the language used to code the extension

which is beyond the scope of this annex.

Python does not have a library signature checking mechanism but its APl provides functions and classes to help

ensure that the signature of the extension matches the expected call arguments and types. See E.36.

246
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E.48.2 Guidance to language users

e Use only trusted modules as extensions; and
e If coding an extension utilize Python’s extension API to ensure a correct signature match.

E.49 Unanticipated Exceptions from Library Routines [HJW]

E.49.1 Applicability to language

Python is often extended by importing modules coded in Python and other languages. For modules,coded in
Python thie risks include:

rnterception of an exception that was intended for a module’s imported exception‘handling code (and

vice versa); and
e Uhintended results due to namespace collisions (covered in E.22 and elsewher€ in this annex)

For modules coded in other languages the risks include:

°
C

Eexpected termination of the program; and

°
C

expected side effects on the operating environment.
E.49.2 (quidance to language users

e Wrap calls to library routines and use exception handling logic to intercept and handle exceptions when
acticable.

©

E.50 Pre-processor Directives [NMP]
This vulndrability is not applicable to Python)because Python has no pre-processor directives.
E.51 Suppression of Language-defined Run-time Checking [MXB]

This vulndrability is not applicable to Python because Python does not have a mechanism for suppressing run-
time errof checking. The ¢nly suppression available is the suppression of run-time warnings using the pommand
line —W option which suppresses the printing of warnings but does not affect the execution of the program.

E.52 Prpvision of Inherently Unsafe Operations [SKL]

E.52.1 Applicability to language

Python has very few operations that are inherently unsafe. For example, there is no way to suppress error
checking or bounds checking. However there are two operations provided in Python that are inherently unsafe in

any language:

e Interfaces to modules coded in other languages since they could easily violate the security of the calling of
embedded Python code; and
e Use of the exec and eval dynamic execution functions (see E.47).
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E.52.2 Guidance to language users

e Use only trusted modules; and

e Avoid the use of the exec and eval functions.

E.53 Obscure Language Features [BRS]

E.53.1 Applicability of language

Python has §

ome obscure language features as described below:

Functions are defined when executed:

whi

1
le a < 3:
if a ==

def f£():
print ("a must equal 1")
else:
def f£():
print ("a must not equal 1")

The function £ is defined and redefined to result in the oytput below:

a must equal 1
a must not equal 1

A function’s|variables are determined to bé.local or global using static analysis: if a function only referenges a
variable and|never assigns a value to jt then it is assumed to be global otherwise it is assumed to be localland is

added to the function’s namespace: This is covered in some detail in E.23.

A function’s|default arguments-are assigned when a function is defined, not when it is executed:

defl f(a=1, b=[]):
print(a, b)
aF@F=1
blappend ("x")

248
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But instead it prints:

This is because neither a nor b are reassigned when £ is called with no arguments because they were assigned
values when the function was defined. The local variable a references an immutable object (an integer) so a new
object is created when the a += 1 statement is created and the default value for the a argument remains

unchangeld. The mutable Tist object b is updated in place and thus "grows” with each new call.
The += Operator does not work as might be expected for mutable objects:

xl=1
+=

X

1
pirint (x) #=> 2 (Works as expected)

But when|we perform this with a mutable object:

x| = [1, 2, 3]

vyl = x

pint (id(x), id(y))#=> 38879880 38879880
x| += [4]

print (id(x), 1id(y))#=> 38879880 38879880
xl=x + [5]

print (id(x), id(y))#=> 486834006-38879880
print (x,y) #=> [1, 2, 3, 4, 5} 11, 2, 3, 4]

The += operator changes x in place whilethe x = x + [5] creates a new list object which, as the ¢xample
above shgws, is not the same list objectthat y still references. This is Python’s normal handling for all
assignments (immutable or mutable)=Tcreate a new object and assign to it the value created by evaluating the
expressioh on the right hand side (RHS):

x[=1

pirint (id (x)W).. #=> 506081728
xl=x + 4

pint (deAx)) #=> 506081760

Equality (prequivalence) refers to two or more objects having the same value. It is tested using the =f operator

which can thought of as the ‘is equal to test’. On the other hand, two or more names in Python are considered
identical only if they reference the same object (in which case they would, of course, be equivalent too). For

example:
a = [0,1]
b = a
c = [0,1]
a is b, b is ¢, a == ¢ #=> (True, False, True)
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a and b are both names that reference the same objects while c references a different object which has the

same value as both a and b.

Python provides built-in classes for persisting objects to external storage for retrieval later. The complete object,

including its methods, is serialized to a file (or DBMS) and re-instantiated at a later time by any program which has

access to that file/DBMS. This has the potential for introducing rogue logic in the form of object methods within a
substituted file or DBMS.

Python supports passing parameters by keyword as in:

a

This can ma
confusing th

E.53.2 Gu

Ensure that
composition

Be a
Do

1,

myfunc (x "abc")

y

e the code more readable and allows one to skip parameters. It can also reduce erfors caus
e order of parameters.

idance to language users

h function is defined before attempting to call it; Be aware that a function is defined dynami
and operation may vary due to variations in the flow of control'within the defining program

ware of when a variable is local versus global;

bd by

ally so its

ot use mutable objects as default values for arguments{in a function definition unless you alpsolutely

nee
Be

to and you understand the effect;
are that when using the += operator on mutable objects the operation is done in place;

Be cpgnizant that assignments to objects, mutable and immutable, always create a new object;
Understand the difference between equivalence and equality and code accordingly; and
Ensdre that the file path used to locate a.pérsisted file or DBMS is correct and never ingest objec

an untrusted source.

E.54 Unspecified Behaviour [BQF]

E.54.1 Ap

Understand
strings):

a=1
b=4

plicability of language

ng how Pythoh manages identities becomes less clear when a script is run using integers (or

Es from

short

c=1
a i

s b, b is ¢, a c #=> (True, True, True)

In the example above ¢ references the same object as a and b even though c was never assigned to either a or

b. This is a nuance of how Python is optimized to cache short strings and small integers. Other than in a test for

identity as above, this nuance has no effect on the logic of the program (for example, changing the value of c to 2

will not affect a or b). Refer also to E.2.2 Key Concepts.
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When persisting objects using pickling, if an exception is raised then an unspecified number of bytes may have

already been written to the file.

E.54.2 Guidance to language users

e D

o not rely on the content of error messages — use exception objects instead;

e  When persisting object using pickling use exception handling to cleanup partially written files; and

e Do not depend on the way Python may or may not optimize object references for small integer and string

(o]

E.55 Undefined Behaviour [EWF]

E.55.1 Applicability to language

Python h3s undefined behaviour in the following instances:

bjects because it may vary for environments or even for releases in the same environment.

Ida True

e Caching of immutable objects can result in (or not result in) a single object being referenced by two or
nore variables. Comparing the variables for equivalence (that is, 1f\4 == b) will always yie
blit checking for equality (using the is built-in) may, or may naet;dependent on the implementation:
= 1
b = 2-1
print(a == b, a is b) #=> (True, ?)
o The sequence of keys in a dictionary is undefined because the hashing function used to index

the add _done callback (fn) method (which attaches the callable £n to the future) rais
B
M
d

e Form feed characters used for indentation have an undefined effect on the character count us
d
T
m

threads aneactive, the behaviour is undefined.

hspecified therefore different implementations‘are likely to yield different sequences.
ne Future class encapsulates the asynchrtenous execution of a callable. The behaviour is un

hseException subclass.
odifying the dictionary returnedby the vars built-in has undefined effects when used to re
ctionary (that is, the namespace) for an object.

btermine the scope.ofia block.
ne catch wannings function in the context manager can be used to temporarily suppres
essages but«dt.can only be guaranteed in a single-threaded application otherwise, when two

he keys is

defined if

PS a

trieve the

ed to

5 warning
or more

o  When,sorting a list using the sort () method, attempting to inspect or mutate the content of the list will

—

o T
a

gsult.in undefined behaviour.

list of sets that depend on total ordering suchasmin (), max (), andsorted().

he order of sort of a list of sets, using 1ist.sort (), isundefined as is the use of the function used on

e Undefined behaviour will occur if a thread exits before the main procedure from which it was called

itself exits.

E.55.2 Guidance to language users

e Understand the difference between testing for equivalence (for example, ==) and equality (for example,

is)and never depend on object identity tests to pass or fail when the variables reference immutable

© ISO/IEC 2013 — All rights reserved

251


http://docs.python.org/release/3.2/library/concurrent.futures.html?highlight=undefined%20behavior#concurrent.futures.Future
http://docs.python.org/release/3.2/library/exceptions.html#BaseException
https://iecnorm.com/api/?name=1037b163980a29f8c28a274ff59140a9

ISO/IEC TR 24772:2013

objects;

e Do not depend on the sequence of keys in a dictionary to be consistent across implementations.

e When launching parallel tasks don’t raise a BaseException subclass in a callable in the Future class;

o Never modify the dictionary object returned by a vars call;

e Never use form feed characters for indentation;

e Consider using the id function to test for object equality;

e Do nottrytousethe catch warnings function to suppress warning messages when using more than
one thread; and

o Nevgr inspect or change the content of a list when sorting a list using the sort () method.

E.56 Implementation-defined Behaviour [FAB]

E.56.1 Applicability to language

Python has implementation-defined behaviour in the following instances:

e Mixing tabs and spaces to indent is defined differently for UNIX and nenzUNIX platforms;

e Bytd order (little endian or big endian) varies by platform;

e Exitfeturn codes are handled differently by different operating.systems;

e Thelcharacteristics, such as the maximum number of decimal digits that can be represented, vary by
platform;

e Theffilename encoding used to translate Unicode names into the platform’s filenames varies by platform;
and

e Python supports integers whose size is limited.anly by the memory available. Extensive arithmet|c using
integers larger than the largest integer supported in the language used to implement Python will degrade
perfpormance so it may be useful to know the integer size of the implementation.

E.56.2 Guidance to language users

e Always use either spaces ar tabs (but not both) for indentations;

e Consider using the -tt command line option to raise an IndentationError;

e Consider using a text-editor to find and make consistent, the use of tabs and spaces for indentation;

e Either avoid logicthat depends on byte order or use the sys.byteorder variable and write the logic to
accqunt forbyte order dependent on its value ('1ittle'or 'big').

o Usefzero(the default exit code for Python) for successful execution and consider adding logic to yary the

exit codé according to the platform as obtained from svs.platform(suchas, 'win32' 'darwin', or
other).
e Interrogate the sys.float.info system variable to obtain platform specific attributes and code

according to those constraints.
e Callthe sys.getfilesystemcoding () function to return the name of the encoding system used.
e When high performance is dependent on knowing the range of integer numbers that can be used without
degrading performance use the sys.int info struct sequence to obtain the number of bits per
digit (lbits per digit)and the number of bytes used to represent a digit (sizeof digit).
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