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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take

part in the work.
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Introduction

This document supports the Information Security Risk Management process pointed out in 1SO/
[EC 27001, and any relevant control sets identified

Information security controls should be fit-for-purpose (meaning appropriate and suitable to the
task at hand i.e. capable of mitigating information risks), effective (e.g. properly specified, designed,
implemented, used, managed and maintained) and efficient (delivering net value to the organization).
This document explains how to assess an organization’s information security controls against those and
other objectives in order either to confirm that they are indeed fit-for-purpose, effective and efficient
(providing ; i i i Ities): nate
aim is that he information security controls, as a whole, adequately mitigate information risks)tha
organizatiop finds unacceptable and unavoidable, in a reasonably cost-effective and businessrali
manner. It gffers the flexibility needed to customize the necessary reviews based on business misgions
and goals, jorganizational policies and requirements, known emerging threats and-vulnerabiljties,
operationallconsiderations, information system and platform dependencies, and the risk'appetite of the
organizatiop.

Please referjto ISO/IEC 27007 for guidelines for information security management systems auditing and
ISO/IEC 27006 for requirements for bodies providing audit and certification’ of information sectirity
managemeint systems.
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Information technology — Security techniques —
Guidelines for the assessment of information security
controls

1 Scope

This
infol
com
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govd
tech

2
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und{

ISO
Systq

ISO
secu

3

For
folld

ISO

document provides guidance on reviewing and assessing the implementation andd
mation security controls, including the technical assessment of information system

pliance against assessment criteria based on the information security requiretnents est
rganization.

document offers guidance on how to review and assess informafion security cor

applicable to all types and sizes of organizations, including public and private
rnment entities, and not-for-profit organizations conducting information security 1
hical compliance checks.

Normative references

titutes requirements of this document. For.dated references, only the edition cited

[EC 27000, Information technology -5+ Security techniques — Information security n
ms — Overview and vocabulary

[EC 27017:2015, Information, technology — Security techniques — Code of practice for
ity controls based on ISO/IEG-27002 for cloud services

Terms and definitions

the purposes ‘of this document, the terms and definitions given in ISO/IEC 270
wing apply:

ind IEC maintain terminological databases for use in standardization at the following a

SQ,0nline browsing platform: available at https://www.iso.org/obp

aged through an Information Security Management System specifiedby ISO/IEC 27001].

peration of
controls, in

bliance with an organization's established information security requirements ineluding technical

ablished by

trols being

companies,
eviews and

following documents are referred to in the text in such a way that some or all of their content

hpplies. For

ited references, the latest edition of the peferenced document (including any amendmernts) applies.

nanagement

information

D0 and the

ddresses:

EC Electropedia: available at http://www.electropedia.org/

4 Structure of this document

This document contains a description of the information security control assessment process including
technical assessment.

Clau

se 5 provides background information.

Clau

se 6 provides an overview of information security control assessments.

Clau

se 7 presents review methods.

Clau

se 8 presents the control assessment process.
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Annex A supports initial information gathering.

Annex B supports technical assessment.

Annex C supports technical assessment for cloud services.

5 Background

Information security controls are the primary means of treating unacceptable information risks,
bringing them within the organization’s risk tolerance level.

Parts of an jorganization's information security controls are usually realized by the implementatipn of

technical i

An organiz
maintained
such as amn
surroundin
affect the ef
informatior
controls. A
of automatg
control, e.g
information

The output
informatior
when the s
basis for im

the assessnment and the integrity of the reporting process should be assured. Steps should be take

ensure that

see 6.2

copy of]

inappre
the infa

the infj
interfet

Informatior

nl?ormation security controls.

from thie outset determine and ensure the @ppropriate competence in those performing the test

relevarjt accountable parties receite; directly from the information security auditors, an unalt|

ation's technical security controls can be defined, documented, implemented
according to technical information security standards. As time passes,nternal fag
endments of information systems, configurations of security functions and changg
b information systems, and external factors such as advance of attack skills can negat
fectiveness of information security controls and ultimately the quality-of the organizat
security standards. Technical assessment is included in ISO/IEC 27002, as one of
technical assessment is generally performed either manually*and/or with the assist
d tools. A technical assessment may be performed by a roleynot involved in executing
a system owner, or by staff in charge of the specific controls, or by internal or exte
security experts.

of technical assessment accounts for the actual<extent of technical compliance

security implementation standards of the organization. This evidence provides assur
fatus of technical controls comply with information security standards, or otherwisg
provements. The assessment reporting chain’should be clearly established at the outs|

the technical assessmeftreport;

priate or unauthorized parties do not receive a copy of the technical assessment report
rmation security.auditors; and

ence viglating the segregation of duty principle.

organizatiorl to:

security control assessments, and technical assessments in particular, can helj

and
tors
bs of
vely
ion's
the
hnce
r the
rnal

with
ance
the
et of
tn to

S) —

ered

‘rom

brmation security auditors are permitted to carry out their work without hindrance/

an

identify and understand the extent of potential problems or shortfalls in the organization's
implementation and operation of information security controls, information security standards
and, consequently, technical information security controls;

identify and understand the potential organizational impacts of inadequately mitigated information
security threats and vulnerabilities;

prioritize the identified information security risk mitigation activities;

confirm that previously identified or emergent information security vulnerabilities and threats
have been adequately addressed; and/or

support budgetary decisions within the investment process and other management decisions
relating to improvement of organization's information security management.
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6 Overview of information security control assessments
6.1 Assessment process

6.1.1 General

For assessments the assigned information security auditors need to be well prepared, both on the
control side as well as on the testing side (e.g. operation of applicable tools, technical aim of the test).
Elements of the assessment work can be prioritized according to the perceived risks but also planned to
follow a particular business process or system, or simply designed to cover all areas of the assessment
scople In sequence.

Whdn an individual information security control assessment commences, the infotmatipn security

auditors normally start by gathering preliminary information, reviewing the planned sco

pe of work,

liaisjng with managers and other contacts in the applicable parts of the organization and expanding the

risk pssessment to develop assessment documentation to guide the actual assessment work|Supporting

infoymation can be found in Annexes A to C.

6.1.2 Preliminary information

Prellminary information can come from a variety of sources:

— books, Internet searches, technical manuals, technical\sécurity standards and poljcies of the
brganization, and other general background research ihto common risks and controls |n this area,

It is
esp8
befo
in n
focu

Liaig

ronferences, workshops, seminars or forums;

Fesults of prior assessments, tests, and audits, whether partially or fully aligned with
hssessment scope and whether or not condueted by information security auditors (e.g.
security tests conducted by information security professionals can provide a wealth of
bn the security of major application systems);

nformation on relevant informatigny security incidents, near-misses, support issues a
bathered from IT Help Desk, IT Change Management, IT Incident Management processes
sources; and

beneric assessment checklists and articles by information security auditors or informat
professionals with expertise in the area related to the scope of the assessment.

recommended tgreview the planned assessment scope in light of the preliminary i
cially if the asSessment plan that originally scoped the assessment was prepared m
rehand. For.example, other assessments can have uncovered concerns that are worth iy
ore depthi,/er conversely, have increased assurance in some areas, allowing the pres
5 elsewhere.

ing, ' with managers and assessment contacts at this early stage is an important acti

the present
pre-release
knowledge

nhd changes,
and similar

on security

nhformation,
hny months
vestigating
bnt work to

vity. At the

end

of\the assessment process, these people need to understand the assessment findings

in order to

respond positively to the assessment report. Empathy, mutual respect and making the effort to explain
the assessment process significantly improve the quality and impact of the result.

6.1.3 Assessment checklists

While individuals vary in the way they document their work, many assessment functions utilize
standardized assessment processes supported by document templates for working papers such as
assessment checklists, internal control questionnaires, testing schedules, risk-control matrices, etc.

The assessment checklist (or similar) is a key document for several reasons:

— it lays out the planned areas of assessment work, possibly to the level of detailing individual
assessment tests leading to anticipated/ideal findings;
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it provides structure for the work, helping to ensure that the planned scope is adequately covered;

the analysis necessary to generate the checklist in the first place prepares the information security
auditors for the assessment fieldwork that follows. Completing the checklist as the assessment
progresses, starts the analytical process from which the assessment report will be derived;

it provides the framework to record the results of assessment pre-work and fieldwork and, for
example, a place to reference and comment on assessment evidence gathered;

it can be reviewed by audit management or other information security auditors as part of the
assessment quality assurance process; and

once fu]ly completed, it (along with the review evidence) constitutes a reasonably detailed histofrical

record
or supp

Information
others as, as

6.1.4 Rey

bf the review work as conducted and the findings arising that can be required to substan
ort the review report, inform management and/or help with planning future reviews.

iew fieldwork

The bulk

general appgreciation of good practices. For instance, one test within an information security re

examining
antivirus s
review resd
and situati
statistical s
in order to
is possible
against a d
assessment
operations

Evidence ¢
in the revig
review evig

alware controls can check whether all applicable computing platforms have suif

ftware. Such review tests often use sampling techniques since there are rarely suffi
urces to test exhaustively. Sampling practices. vary between information security aud

pns. They can include random selection, stratified selection and other more sophistid

ampling techniques (e.g. taking additionalsamples if the initial results are unsatisfac

iwhere evidence can be gathered and:tested electronically, for example using SQL qu
atabase of review evidence collatéd from systems or asset management databases.
sampling approach should be guided, at least in part, by the risks attached to the ar
being assessed.

w working papers. Along with review analysis, findings, recommendations and rep
ence need to be adequately protected by the information security auditors, particu

as some is liikely to be highly sensitive and/or valuable. Data extracted from production database|

review pur
use of acces
etc. should
auditors sh
or modifica

s controls,.&ncryption, etc. Automated review tools, queries, utility/data extract progr

puld geherally be physically secured under lock and key to prevent unauthorized discl

security controls should be identified and prepared at an early stage of the review.

security auditors should be cautious of simply using generic review checklists writte
ide from perhaps saving time, this would probably negate several of the henefits noted ak

substantiate the extent of a control wedkness). As a general rule, more exhaustive te{

llected in the course of the review should normally be noted, referenced or inventd

poses, for example, should be secured to the same extent as those databases througlh

tiate

n by
ove.

review fieldwork consists of a series of tests conducted.bythe information secirity
auditors, orat their requests, to gather review evidence and to review if. It is often done by compar
to anticipatied or expected results derived from relevant compliance0bligations, standards or a 1

ison
nore
riew
able
Cient
tors
ated
fory,
ting
pries
The
pa of

ried
prts,
larly
s for
the
nms,

be tightly.€ontrolled. Similarly, printouts made by or provided to the information secuyirity

ure

Fion{Inthe case of particularly sensitive reviews, the risks and, hence, necessary informgtion

Having completed the review checklist, conducted a series of review tests and interviews with
relevant parties and gathered sufficient review evidence, the information security auditors should be
in a position to examine the evidence, determine the extent to which information security risks have
been treated, and review the potential impact of any residual risks. At this stage, a review report of
some form is normally drafted, quality reviewed within the review function and discussed with
management, particularly management of the business units, departments, functions or teams most
directly reviewed and possibly also other implicated parts of the organization.

The evidence should be dispassionately reviewed to check that:

— there is sufficient review evidence to provide a factual basis supporting all of the review findings;
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— all findings and recommendations are relevant with regards to the review scope and non-essential
matters are excluded; and

— the evidence is appropriately recent and valid with regards the system and controls in scope.

If further review work is planned for findings, this should be marked in the report.

6.1.5 The analysis process

As with review planning, the analysis process is essentially risk-based, although it is better
informed by evidence gathered during the review fieldwork. Whereas straightforward compliance

revifwing can usually generate a Series ol relatively simple pass/fail results with largel

reco
and
can
not {
also
advi
prac

Info

elf-evident

mendations, information security reviews often generate matters requiring management thought

discussion before deciding on what actions (if any) are appropriate. In some cases,
hoose to accept certain risks identified by information security reviews. In others, they
o undertake the review recommendations exactly as stated: this is management's rig
carry accountability for their decisions. In this sense, information secirity auditors
sory, non-operational role, but they have significant influence and arelbacked by so
tices and factual evidence.

'mation security auditors should provide the organization subject to review with

};l{
anagement

y can decide
ht but they
perform an
und review

reasonable

assufrance that the information security activities (not all organizations implement a npanagement

syst
and

refel
shoy

may

be the cause of potential non-conformities.

bm) achieve the set goals. A review should provide a statement of difference betweern
h reference. When the reference is an internal policy, the pelicy should be clear enough
ence. The criteria listed in Annex B can be considered £0 ensure this. Information secur
1d then consider internal policies and procedures within the review scope. Missing relev
still be applied informally within the organizationThe absence of criteria identified as

the reality
oserveasa
ity auditors
rant criteria
critical can

6.2 | Resourcing and competence

The [review of information security controls requires objective analysis and professiongl reporting

skills. Where associated with technical assessment, additional specialist skills are requliired, which

inclyde detailed technical knowledge of how security policies have been implemented in software,
hardware, over communications-links and in associated technical processes. Informatipn security
audifors should have:

— hnappreciation of information systems risks and security architectures, based on an unglerstanding
pf the conceptualframeworks underpinning information systems;

— knowledge of. good information security practices, such as the information securjty controls
promoted¢by ISO/IEC 27002 and other security standards, including sector-specific security
standards)where applicable;

— the ability to examine often complex technical information in sufficient depth to identify any
cighificant risks and improvement opportunities;

— pragmatism with an appreciation of the practical constraints of both information security and
information technology reviews;

— broad and deep knowledge of security testing tools, operating systems, system administration,
communication protocols as well as application security and testing techniques;

— the ability to examine physical security requirements;

— the ability to understand social engineering security requirements.

It is recommended that:

— anyone tasked to conduct an information security control assessment, be familiar with the

fundamentals of audit professionalism based on ISO 19011: ethics, independence,

© ISO/IEC 2019 - All rights reserved
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confidentiality, responsibility, discretion, source of authority for access to records, functions,
property, personnel, information, with consequent duty of care in handling and safeguarding what

is obtai

ned, elements of findings and recommendations, and the follow-up process;

least three years’ verified experience, conducting technical information security assessments.

anyone tasked to lead an information security control assessment have enough experience, like at

To achieve the review objective, a review team can be created consisting of information security
auditors with various relevant specialist competence. Where such skills, or competence, are not
immediately available, the risks and benefits in engaging subject matter experts should be considered

in the form

of in-house or external resources to perform the review within the required scope.

Informatior
informatior]

are pre

have th|

7 Revie

7.1 Over

The basic ¢
review folld
methods.

Informatior
reviews:

— process
examin
testing

Subclauses

Testing and|

of such toolls on operations should be considered when planning their use, for instance sched

reviews for
auditor shq
establishes

sampling techniques.

security auditors should also verify that the organization and staff responsible
security:

sent, sufficiently knowledgeable in information security and their specific missions; an

e necessary resources at their disposal, e.g. time.

v methods

view

pncept of reviewing controls generally includes review.procedures, review reporting
w-up. The format and content of review procedures include review objectives and re

security auditors can use four review methods during information security col

analysis;
ation;

and validation techniques;

7.2 to 7.5 include further considerations for each of the review methods.

validation candhyolve automated tools that can be resource-intensive. The potential im

off-peak timies. When a part of the review relies on such a tool, the information sec
uld demonstrate, or provide evidence, that the tool provides reliable results, W
the integrity of the tool.

Test and V.

!

for

and
iew

htrol

pact
ling
rity
hich

h[iddte should be mandatory for the following controls if they are marked as “part

ially

operational
B.2.5
B.2.5
B.2.5
B.2.6
B.2.8

” or “fully operational”.

B.2.5: ISO/IEC 27002:2013, 9.1 Business requirements of access control

: ISO/IEC 27002:2013, 9.2 User access management

: ISO/IEC 27002:2013, 9.3 User responsibilities

: ISO/IEC 27002:2013, 9.4 System and application access control

: ISO/IEC 27002:2013, 10.1.1 Policy on the use of cryptographic controls
: ISO/IEC 27002:2013, 12.4.2 Protection of log information
B.2.9:ISO/IEC 27002:2013, 13.1 Network security management
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— B.2.10: ISO/IEC 27002:2013, 14.1.2 Securing application services on public networks
— B.2.10: ISO/IEC 27002:2013, 14.1.3 Protecting application services transactions

Review methods may be combined as appropriate depending on the nature of the review and the level
of assurance required. Depth of investigation defined with this approach can be:

LOW-DEPTH ASSESSMENT
— Process analysis

MEDIUM-DEPTH ASSESSMENT

— Process analysis

— Examination OR tests on representative sample
IN-DEPTH ASSESSMENT

— Process analysis

— Examination AND tests on extended or exhaustive samples
7.2 | Process analysis

7.2.1 General

Direftly assessing information security controls suchyas’examination and testing is not always possible
or syfficient to be assured of their effectiveness and suitability in operation. It can be more gppropriate,
or ngcessary, to deduce the effectiveness and suitability of the controls by analysing thg associated
prodesses or activities for evidence confirmingthat they are:

— Hesigned to provide the desired contrgl effects in theory;
— rorrectly implemented;

— pperating as designed;

— peing administered, monitored and managed correctly; and
— hctually providingthe intended control effects in practice.

The [operational and’ administrative processes or activities are the context within which controls
opetjate, and nofmally provide evidence of their operation in the form of records, log entfries, etc. In
partjcular, the.generation and processing of records such as alerts, alarms, events and incident reports
by cpntrols’generally indicates that they are functional, but can be insufficient to confirm that they are
religble and fully effective. Analysis of the associated processes and activities (e.g. checking procedures,
obsdrving and/or interviewing the people involved) in practice provides additional assugance, along
with Tests To confirm It, that data, criteria or situations, which are expected to trigger the controls, in
fact do so.

[SO 19011:2018, B.2 specifies guidelines on how to conduct document reviews.

[SO 19011:2018, B.7 specifies guidelines on how to conduct interviews.
7.3 Examination techniques

7.3.1 General

Examination techniques are a form of review method that facilitates understanding, achieves
clarification, or obtains evidence through checks, inspections, reviews, observations, studies, or

© ISO/IEC 2019 - All rights reserved 7
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analysis of one or more review objects. The purpose of this review is to support the determination of a
controls existence, functionality, correctness, completeness, and potential for improvement over time.

Review objects generally include:

— mechanisms (e.g. functionality implemented in hardware, software, firmware, application,
database); and

— processes (e.g. system operations, administration, management, exercises).

Typical information security auditor actions can include:

observ

ng system backup operations and reviewing the results of contingency plan exercises;

observing incident response process,

checkir the

inform

g, studying, or observing the operation of an information technology mecChanism ir
htion system hardware/software;

checkin
inform

g, studying and observing the change management and logging actiyities relating t
tion system;

0 an

checking, studying, or observing physical security measures relatéd to the operation of an

information system (e.g. observing secure transport and destruction of disposed confidential ppper
recordy);
— review]ng, studying, or observing the configuration of an information system.
7.3.2 Prdcedural controls
The observption of all kinds of processes without mjnimally interacting with them (or while doing
so) can allow the auditor to receive immediate evidénce on how specific activities are performed| The
acquisition |of related documented information ¢an be used to complete the situation when rare or
specific eveints need to be observed.
7.3.3 Tedhnical controls
Interactingwith the review object (directly or via a qualified operator) can allow the auditor to exfract
or directly feview its configuration Settings, predicting its behaviour without actually having to test it.
This is desirable to deal with «nitical review objects which can be disturbed by testing techniqués or
with which|the auditor does not have the opportunity to interact.
7.4 Testing an validation techniques
7.4.1 General
Testing an validation fnrhniqnpc are a form of review method that exercises gne or more review

objects under specified conditions to compare actual with expected behaviour. The results are used to
support the determination of control existence, effectiveness, functionality, correctness, completeness,
and potential for improvement over time.

Testing has to be executed with great care by competent experts. Possible effects on the operation of the
organization have to be considered and approved by management before commencing the testing, and
also considering the options of running tests outside maintenance windows, in low charge conditions
or even in well reproduced test environments. Failures or unavailability of systems due to testing can
have significant impact on the normal business operations of the organization. This can both lead to
financial consequences and impact the reputation of the organization. Therefore, particular care has
to be taken for the test planning and its correct contractualization (including consideration of legal
aspects).
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False positive and false negative results of the tests have to be carefully investigated by the information
security auditor before drawing any conclusion.

Typical review objects include mechanisms (e.g. hardware, software, firmware) and processes
(e.g. system operations, administration, management; exercises).

Typical information security auditor actions can include:
— testing access control, identification, authentication and review mechanisms;

— testing security configuration settings;

— festing physical access control device;

— fonducting penetration testing of key information system components;
— festing information system backup operations;

— [festing incident response capability;

— Exercising contingency planning capability;

— festing the response of security systems capable of detecting, alefting and responding tq intrusions;
— [festing encryption and hashing mechanism algorithms;
— [festing user id and privilege management mechanisms;
— festing authorization mechanisms;

— yerifying the cascade resilience of security measures;
— yalidating the monitoring and logging;

— alidating the security aspects in application development or acquisition of application

T

7.4.2 Blind testing

The [information security auditor approaches the review object with no prior knowledge of its
characteristics other than'‘publicly available information. The review object is prepated for the
review, knowing in advance all the details of the review. A blind review primarily tests the skills of
the Jnformation security auditor. The breadth and depth of a blind review can only be as|vast as the
information securifyyauditor’s applicable knowledge and efficiency allows. Thus, this testing is of
limited use in security reviews and should be avoided.

7.4.3 Double Blind Testing

edge of its
a a Fava a . e A advance of
the scope of the review or the test vectors being used. A double blind review tests the preparedness of
the review object to unknown variables.

The [information security auditor approaches the review object with no prior know

7.4.4 Grey Box Testing

The information security auditor approaches the review object with limited knowledge of its defences
and assets but full knowledge of the test vectors available. The review object is prepared for the review,
knowing in advance all the details of the review. A grey box review tests the skills of the information
security auditor. The nature of the test is efficiency. The breadth and depth depends on the quality of
the information provided to the information security auditor before the test as well as the information
security auditor’s applicable knowledge. Thus, this testing is of limited use in security reviews and
should be avoided. This type of test, often referred to as a Vulnerability Test, is most often initiated by
the target as a self-assessment activity.
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7.4.5 Double Grey Box Testing

The information security auditor approaches the review object with limited knowledge of its defences
and assets but full knowledge of the test vectors available. The review object is notified in advance
of the scope and time frame of the review but not the test vectors. A double grey box review tests the
target's preparedness to unknown variables. The breadth and depth depends on the quality of the
information provided to the information security auditor and the review object before the test as well
as the information security auditor’s applicable knowledge.

7.4.6 Tandem Testing

The informption security auditor and the review object are prepared for the review, both knowing in
advance all|the details of the review. A tandem review tests the protection and controls of the\target.
However, it|cannot test the preparedness of the target to unknown variables.

tests and their responses. The breadth and depth depends on the quality of the information provided to
the information security auditor before the test, as well as the information security additor’s appli¢able
knowledge.|This is often known as an In-House Review and the information se€urity auditor ofter} has
an active pqrt in the overall security process.

The true nature of the test is thoroughness as the information security auditor has a fullview of alll the

7.4.7 Reyersal

The informption security auditor approaches the review object with full knowledge of its procgsses
and operational security, but the review object knows nothing’of'what, how, or when the informgtion
security auglitor will be testing. The true nature of this test is to'review the preparedness of the t3rget
to unknown variables and vectors of agitation. The breadth and depth depends on the quality of the
informatior] provided to the information security auditor and the information security auditor’s
applicable Knowledge and creativity. This is often called*a Red Team exercise.

7.5 Sampling techniques

7.5.1 General

[SO 19011:4018, B.3 specifies guidelinés on how to perform sampling.

7.5.2 Representative sampling

Examinatiop that uses a representative sample of review objects (by type and number within typg) to
provide a lgvel of coverage -necessary for determining whether the control is implemented and free of
obvious errprs.

7.5.3 Exhaustive sampling

Examinatiob-thatusesasufficiently large sample of review objects {by type and numberwithin fiype)
and other specific review objects deemed particularly important to achieving the review objective to
provide a level of coverage necessary for determining whether the control is implemented and free
of obvious errors and whether there are further increased grounds for confidence that the control is
implemented correctly and operating as intended on an ongoing and consistent basis, and that there is

support for continuous improvement in the effectiveness of the control.

8 Control assessment process

8.1 Preparations

Establishing and retaining an appropriate set of expectations before, during, and after the review
is paramount to achieving an acceptable outcome. That means providing information enabling
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management to make sound, risk-based, decisions about how to best implement and operate
information systems. Thorough preparation by the organization and the information security auditors
is an important aspect of conducting effective reviews. Preparatory activities should address a range of
issues relating to the cost, schedule, availability of expertise, and performance of the review.

From the organizational perspective, preparing for a review includes the following key activities:

ensuring thatappropriate policies covering reviewsare in place and understood by all organizational
elements;

ensuring thatall planned steps 1mplement1ng the controls prior to the review, have been successfully

sletad-sndracaiva A ool ot nEravzians (Hhi nli Al ifelba nnni—wnl k d
vulnlyl\,\,\,u ahafrecervea apPPTOPT tate Alxullus\,nll\,nlt TCVICYVY bexlo uyl,llnpa UAAA_y T CIrrC—CoOTICr 1S marke

hs “fully operational” and not in or while the preparatory/implementation stage);

ensuring that controls have been assigned to appropriate organizational entitiés for development
hnd implementation;

pstablishing the objective and scope of the review (i.e. the purpose of the review and what is to be
Feviewed);

hotifying key organizational officials of the impending review and,allocating necessarly resources
fo carry out the review;

pstablishing appropriate communication channels among organizational officials who
the scope in the review;

are part of

bstablishing time frames for completing the reviewtand key milestone decision points
Lhe organization to effectively manage the review;

required by

dentifying and selecting a competent information security auditor or audit team that will
be responsible for conducting the review, considering issues of information secufrity auditor
ndependence;

Fecords, administrator/operator manuals, information system documentation, inte
hgreements, asset inventaorjies; previous review results);

bstablishing a mechanism between the organization and the information security

Heficiencies identified during the review;

minimize ambiguities through a mechanism between the organization and the informat
huditors, which can take the form of a follow up/tracker document;

chowing the documents presented (by the organization) or requested (by the audito
validity of the documents received in a tracker document. There can be requests fo

nformation and it is possible to time track unreasonable delay in the provision process|.

collecting artefacts to provide to theinformation security auditors (e.g. information secutity controls
Hocumentation including organizational charts, policies, procedures, plans, specificatiqns, designs,

Fconnection

auditors to

minimize ambiguitiés or misunderstandings about control implementation or control weaknesses/

on security

Is), and the
" additional

In addition to the planning activities that the organization carries out in preparation for the review,
information security auditors should prepare for the review by:

© ISO/IEC 2019 - All rights reserved

understanding the general organization's operations (including mission, functions, and business
processes) and how the information assets that are in scope of the review support those
organizational operations;

understanding the general structure of the information assets (i.e. system architecture);
thoroughly understanding all the controls being reviewed;

studying relevant publications that are referenced in those controls;
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control

s under review that support information security;

establishing appropriate organizational points of contact needed to carry out the review;

identifying the organizational entities responsible for the development and implementation of the

obtaining artefacts needed for the review (e.g. information security controls documentation

including organizational charts, policies, procedures, plans, specifications, designs, records,
administrator/operator manuals, information system documentation, interconnection agreements,
asset inventories);

review

meetin

objectiy

In preparat
should be a
to support

the organiz

reviewing,
procedures

develoy

]

ol ftoctin

obtaining previous review results that can be appropriately reused for the review (e.g. reports,

vilnoaralalibyy coane hucinal cncpiby s o nabi e dagnlann nnd ol gand Aol o
) v ullicilt uUlllL)’ JLAUIlo, lJll_y JICAdlr ovLTurl IL)’ llldy\/\f\,l\}llo' M\'V\alUlJlll\fll\rul L\'OLIAAE dirfvu v valiuaac

b with appropriate organizational officials to ensure common understanding for ‘re
Fes and the proposed rigor and scope of the review; and

ing a review plan.

jon for the review of information security controls, the necessary background inform4
ssembled and made available to the information security auditors.To-the extent neces

£on);

riew

ition
sary
ts of

the specific review, the organization should identify and arrange access to elemen
ation (individuals or groups) responsible for developing, detumenting, dissemina

for implementing policy-compliant controls.

ing,

pbperating, maintaining and updating all security controls, security policies and associated

The availahjility of essential documentation as well as access to Key organizational personnel and the

information

controls.

8.2 Planji

system being reviewed are paramount to a successful review of the information sec

ning the assessment

8.2.1 Ov¢rview

Informatior

control rev
included in

estimate arn

organizatio

the con|

Informatior

their ag

security auditors developing. plans to review controls should determine the typ
ew (e.g. complete or partial review), and which controls/control enhancements are t
the review based on the purpose/scope of the review. Information security auditors sh
d reduce the risk and, where possible, impact of the review on the normal operation o
. They should select the appropriate review procedures for the review based on:
i

ols and control(enhancements that are to be included in the review; and
sociate depthiand coverage attributes.

securitly auditors should tailor the selected review procedures for the information sy

risk level and the“organization's actual operating environment. If necessary, they should also dey

additional

assurance r1i

Feview procedures to address security controls, control enhancements and additj

rity

e of
0 be
ould

ff the

ttem
elop
onal

eeds that are not covered in this document

Planning the assessment should be documented in an assessment plan. Planning should consider the
context, generating the baseline of expected behaviour within the determined context, a specification
of the tests/evaluation and the method of validation of the findings within the context of the evaluation.

The plan should also include the development of a strategy to apply the extended review procedure (if
necessary, optimization of review procedures) to reduce duplication of effort and provide cost-effective
review solutions. After that, information security auditors should finalize the review plan and obtain

the necessa

12

ry approvals to execute the plan.
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8.2.2 Scoping the assessment

The scope defines the organizational and technical boundaries of the assessment. The scope of the
assessment should be based on a selection of controls depending, for example, on the continuous
monitoring schedule established, items on the plan of action and adequate milestones. Controls with
greater volatility should be reviewed more frequently.

The scope of the assessment needs to be determined by the information security auditor in conjunction
with management, using the organization’s documentation. This documentation should provide an
overview of the security requirements of the information assets and describe the controls in place or
planned for meeting those requirements. The information security auditor starts with the controls

desdribed In the Information security documentation and considers the purpose of th
review can be a complete review of all information security controls in an organization
revigw of the controls protecting information assets (e.g. during continuous monitoring wh
of the controls in the information assets are reviewed on an ongoing basis). Forpartial 1
information assets owner collaborates with organizational officials having an intérest in th
determine which controls are to be reviewed.

Review procedures

iew procedure consists of a set of review objectives, each.Wwith an associated set
review methods and review objects. The determination statengents in a review objective]
link¢d to the content of the control (i.e. the control functionality). This ensures traceabilif
resullts back to the fundamental control requirements. The ‘application of a review pro
contjrol produces review findings. These review findings,are subsequently used to help de
overjall effectiveness of the control. The review objectsyidentify the specific items being re
inclyde specifications, mechanisms, processes, and fndividuals.

Ann{
The
are
mee
enhd
revi
review based on the current purpese of the review (e.g. annual control review, continuous 1
Anngx A provides a work sheetfor selecting the appropriate review procedures for the revig
the particular review focus.

ex A provides examples of review procedurés-for technical assessment and control enl
Practice guide in Annex A is designed-té compile evidence for determining wheth
mplemented correctly, operate as intended, and produce the desired outcome wit
Fing the information security requirements of the information asset. For each control
ncement to be included in the review, information security auditors develop the cof

Review procedures can be tailored by:

celecting thewreview methods and objects needed to make appropriate determing
effectivelyand to satisfy review objectives;

celectingthe review method depth and coverage attribute values necessary to meet|
expéctations based on the characteristics of the controls being reviewed and {

b review. A
or a partial
ere subsets
eviews, the
ereview to

bf potential
are closely
y of review
redure to a
termine the
viewed and

ancements.
er controls
h regard to
and control
responding

ew procedure referring to Annex A. The set of selected review procedures varies from review to

honitoring).

w based on

itions most

the review
he specific

Heterminations to be made;

process;

developing information system/platform-specific and organization-specific review
adaptations to carry out the review successfully;

evidence from suppliers, if present; and

that audit objectives are met.
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eliminating review procedures for controls if they have been reviewed by another adequate review

procedure

incorporating review results from previous reviews where the results are deemed applicable;

making appropriate adjustments in review procedures to be able to obtain the requisite review

selecting review methods with due consideration for their organizational impacts while ensuring
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8.2.4 Object-related considerations

Organizations can specify, document and configure their information assets in a variety of ways and
the content and applicability of existing review evidence will vary. This can result in the need to apply
a variety of review methods to various review objects to generate the review evidence needed to
determine whether the controls are effective in their application. Therefore, the list of review methods
and objects provided with each review procedure is called “potential” to reflect this need to be able
to choose the methods and objects most appropriate for a specific review. The review methods and
objects chosen are those deemed necessary to produce the review evidence needed. The potential
methods and objects in the review procedure are provided as a resource to assist in the selection of
appropriate methods and objects, and not with the intent to limit the selection. As such, information
security auflitors should use their judgment in selecting from the potential review methods and the
general listjof review objects associated with each selected method.

Information security auditors should select only the methods and objects that conttibute fnost
effectively fo making the determination process associated with the review, objective-Measure of the
quality of tlhe review results is based on the soundness of the rationale provided, not the specific get of
methods and objects applied. In most cases, it is not necessary to apply every review method to every
review objdct to obtain the desired review results. For specific or comprehensive reviews, it can be
appropriatg to use a method not currently listed in the set of potential methgds, or not to use a method
that is listedl.

8.2.5 Pre¢vious findings

8.2.5.1 Operview

itate
vs of
htrol

Informatior
more effect
the informa
effectivenes

security auditors should take advantage of existing control review information to facil
ive reviews. The reuse of review results frompreviously accepted or approved reviey
tion system should be considered in the body of evidence for determining overall co1
S.

When cons]dering the reuse of previous review results and the value of those results to the cugrent

review, infgrmation security auditor should determine:

the cre

Hibility of the evidence;
— the appfropriateness of previous.dnalysis; and
— the appllicability of the eyidernce to current information asset conditions.

ition
f an
ular

It can be ne¢essary, in certain situations, to supplement the previous review results under considers3
for reuse With additional review activities to fully address the review objectives. For example,
independent third-party evaluation of an information technology product did not test a partic

configurati
that the inf
testing to ¢

bn setting that is used by the organization in an information system, then it is pos
brmation security auditor will need to supplement the original test results with additj

sible
onal

veérthat configuration setting for the current information system environment.

Subclauses 8.2.5.2 to 8.2.5.4 should be considered in validating previous review results for reuse in
current reviews.

8.2.5.2 Changing conditions

Controls that were deemed effective during previous reviews can have become ineffective due to
changing conditions relating to the information asset or the surrounding environment. Thus, it is
possible that review results that were found to be previously acceptable, no longer provide credible
evidence for determination of control effectiveness, and a new review is required. Applying previous
review results to a current review requires the identification of any changes that have occurred since
the previous review and the impact of these changes on the previous review results. For example,
reusing previous review results that involved examining an organization's security policies and
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procedures can be acceptable if it is determined that there have not been any significant changes to the
identified policies, procedures and risk environment.

8.2.5.3 Acceptability of reusing reviews.

The acceptability of using previous review results in a control review should be coordinated with and
approved by the users of the review results. It is essential that the information asset owner collaborate
with appropriate organizational officials (e.g. chief information officer, chief information security
officer, mission/information owners) in determining the acceptability of using previous review results.
The decision to reuse review results should be documented in the review plan and the final report.

Secyrity reviews can include the findings from a previous security review as long as:
tis expressly permitted in the assessment plan;

hny constraints or issues from a previous review should be documented with(their relevance to this

Feview. This includes issues partially resolved by ongoing action plans;
nformation security auditors have good grounds to believe the findjigs remain valid;

hny technology or procedural changes to the controls or the procéesses to which they are
biven adequate security consideration in the current review; and

applied are

the use and any potential risk management implications.gf-adopting prior assessment
Clearly stated in the assessment report.

indings are

8.2.5.4 Time aspects

In gg
of th
the ¢
inval

8.2.6 Work assignments

Info

for information assets at themoderate and high-risk levels. The degree of independen

fron
a pr
curr

8.2.1

The
the

bneral, as the time period between current,and previous reviews increases, the credil
e previous review results decreases. This,i$ primarily due to the fact that informati

n
nvironment in which the information asSets operate, are more likely to change with ti(:ln

idating the original conditions or assumptions on which the previous review was base

'mation security auditor indépendence can be a critical factor in certain types of review

review to review should be consistent. For example, it is not appropriate to reuse 1
bvious self-assessment where information security auditor independence was not re
ent review requiking a greater degree of independence.

f  External'Systems

review-methods and procedures in Annex A need to be adjusted as appropriate to ac
reyiew of external information systems. Because the organization does not always

ility/utility

assets, or
e, possibly
d.

5, especially
e required
esults from
Huired, in a

commodate
have direct

cont

rol'@ver the security controls used in external information systems, or sufficient visibi

lity into the

development, implementation, and review of those controls, it can be necessary to apply alternative
review approaches. This can result in the need to tailor the review procedures described in Annex A.
Where required assurances of agreed-on controls for an information system are documented in
contracts or service-level agreements. The information security auditor should review these contracts
or agreements and, where appropriate, tailor the review procedures to review either the controls or
the control review results provided through these agreements. Additionally, information security
auditors should take into account any reviews that have been conducted, or are in the process of being
conducted, by organizations operating external information systems that are relied on with regard to
protecting the information assets under review. If deemed reliable, applicable information from these
reviews should be incorporated into the report.

© ISO/IEC 2019 - All rights reserved 15


https://iecnorm.com/api/?name=67042b200d527c32ab54b5b3c3872ff5

ISO/IEC TS 27008:2019(E)

8.2.8 Information assets and organization

Review procedures can be adapted to address system/platform-specific or organization-specific
dependencies. This situation arises frequently in the review procedures associated with the technical
information security controls (i.e. access control, audit and accountability, identification and
authentication, system and communications protection). Recent test results can also be applicable to
the current review if those test methods provide a high degree of transparency (e.g. what was tested,
when was it tested, how was it tested). Standards-based testing protocols can provide examples of how
organizations can help achieve this level of transparency.

8.2.9 Extended review procedure

Pnts.
the
asis,
this
ding
The
t the
risk
View
iting
ition

Organizatidns have great flexibility in achieving information security control assurance requirem
For examplg, for a requirement such as assurance that flaws are addressed in a timely manner
organizatiop can satisfy this requirement on a control-by-control basis, on a by-type-off¢ontrol b
on a systerp-by-system basis, or perhaps even at the organizational level. In congideration of
flexibility, the extended review procedure is generally applied on a review-by-review basis accor
to how the| organization chose to achieve assurances for the information asset tnder review.
method of 3pplication should be documented in the review plan. Further, the Organization select
appropriatg review objectives from the extended review procedure based on.the information asset
level. The dpplication of the extended review procedure is intended to stfpplement the other re
procedures|to increase the grounds for confidence that controls are implemented correctly, opers:
as intended, and producing the desired outcome with regard to meeting the applicable informs

security req

8.2.10 Opt

Informatior
that meets
determinin

Combining
During the
particular g

To save tim

auditors shuld review the selected'review procedures for the control areas and combine or consol

the procedy

For exampl
officials dez
have other
security pd
procedures
from similg

juirements.
imization

security auditors can have a certain degree of flexibility in organizing a review
the needs of the organization. This is an@pportunity to obtain the necessary eviden
b security control effectiveness, while reducing overall review costs.

and consolidating review procedures is one area where this flexibility can be app
Feview, review methods are applied numerous times to a variety of review objects wit]
rea of information security controls.

b, reduce review costs andNmaximize the usefulness of review results, information sec

res (or parts of precedures) whenever possible or practicable.

e, information segurity auditors can wish to consolidate interviews with key organizatij
ling with a yarxiety of information security-related topics. Information security auditors
opportunities for significant consolidations and cost savings by examining all applic
licies and procedures at the same time or organizing groups of related policies
thatcan be examined as a unified entity. Obtaining and examining configuration sett
r<hardware and software components within relevant information systems is ang

plan
Ce in

lied.
hin a

rity
date

onal
can
able
and
ings
ther

example thatea

tean nravide cignificant rouviow officiencias
TTpr-o-v-rer TSI reetrre e v Te vy TrroreTrrer T

An additional area for consideration in optimizing the review process is the sequence in which
controls are reviewed. The review of some controls before others can provide information that
facilitates understanding and review of other controls. For example, control areas can produce general
descriptions of the information assets. Reviewing these security controls early in the review process
can provide a basic understanding of the information assets that can aid in reviewing other security
controls. The supplemental guidance of many controls also identifies related controls that can provide
useful information in organizing the review procedures. In other words, the sequence in which reviews
are conducted can facilitate the reuse of review information from one control in reviewing other related
controls.
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8.2.11 Finalization

After selecting the review procedures (including developing necessary procedures not contained
in this document), tailoring the procedures for information asset-specific and organization-specific
conditions, optimizing the procedures for efficiency, applying the extended review procedure where
necessary, and addressing the potential for unexpected events impacting the review, the review plan is
finalized and the schedule is established including key milestones for the review process.

Once the review plan is completed, the plan is reviewed and approved by appropriate organizational
officials to ensure that the plan is:

los
COTITPTCTT,

ronsistent with the security objectives of the organization and the organization's review of risk; and

rost-effective with regard to the resources allocated for the review.

In cgse the review can interrupt the normal operation of the organization [e.g’ by blocking k
or possible (temporary) failures of systems due to penetration testing], the review plc
highllight the extent and timeframe of these interruptions.

ey personal
n needs to

8.3 | Conduction reviews

Afte
plan|

Revi
and
revi

' the review plan is approved by the organization, the information security auditor ¢
in accordance with the agreed milestones and schedulet

ew objectives are achieved by applying the designated review methods to selected rey
compiling/producing the information necessary’to make the determination associate
bw objective. Each determination statement contained within a review procedure carri

xecutes the

iew objects
d with each
bd out by an

information security auditor can have one of the'following findings:

Satisfied (S);
Partly satisfied (P); or

Not satisfied (O).

“Sat
revi
has |

sfied” means that, for the*portion of the control addressed by the determination statement, the
bw information obtained(i.e. evidence collected) indicates that the review objective for the control
peen met producing.a-fully acceptable result.

at the time
nce that the

tly satisfied” mleans that a portion of the control is not addressing its objective or that
e review, the implementation of the control is still in progress, with reasonable assura
ol will reach a satisfied result (S).

ermination
peration or
inding is “not
satisfied”, it can also indicate that, for reasons specified in the review report the information security
auditor was not able to obtain sufficient information to make the particular determination requested in
the determination statement.

The information security auditor findings (i.e. the determinations made) should be an unbiased, factual
reporting of what was found concerning the control reviewed. For each “not satisfied”, information
security auditors should indicate which parts of the security control are affected (i.e. the aspects of the
control that were deemed not satisfied or were not able to be reviewed) and describe how the control
differs from the planned or expected state. The information security auditor should also note the
potential for compromises to confidentiality, integrity, and availability due to findings “not satisfied”. If
the review reveals major non-conformities (i.e. findings “not satisfied” which deviate significantly from
the planned status), which can create a significantly increased risk for the organization, the information
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security auditor should immediately inform the person responsible for this control and management so
that mitigation procedures can be initiated immediately.

8.4 Analysis and reporting results

The review plan provides the objectives for the review and a detailed roadmap of how to conduct
such a review. The output and end result of the review is the review report, which documents the
information assurance level based on the implemented information security controls. The report
includes information from the information security auditor (in the form of review findings) necessary
to determine the effectlveness of the controls employed and the orgamzatlon s overall effectiveness in
implementing : S S ort is
an importanpt factor in determmmg the information securlty rlsks to operatlons (i.e. mlssmn functi hns),
organizatiopal assets, individuals and other organizations.

Review resplts should be documented at the level of detail appropriate for the review-itpaccordpnce
with a rep¢rting format prescribed by organizational policy. The reporting formatshould alsp be
appropriatg for the type of control review conducted (e.g. self-assessment by infermation system
owners, independent verification and validation, independent control reviews byauditors).

The information system owner relies on the information security expestise and the technical
judgment of the information security auditor to review the security coutrols and provide spdcific
recommendations on how to correct weaknesses or deficiencies in the ¢ontrols and reduce or eliminate
identified vulnerabilities.

The review|information produced by the information security,auditor (i.e. findings “satisfied” or|“not
satisfied”, iflentification of the parts of the security control that did not produce a satisfactory result,
and a description of resulting potential for compromises/to” the information asset) is providgd to
managers i the initial (draft) security review report. Assét owners can choose to:

— acton selected information security auditor reco@mendations before the report s finalized if there
are spefific opportunities to correct weaknesses or deficiencies in the controls;

— orto cdrrect/clarify misunderstandings grdhterpretations of review results.

The informiation security auditor should.review again the controls which are modified, enhaphced
or added dpiring this process before producing the final report. The delivery of the final repoft to
managemeint marks the official endofithe information security control review.

Since results of the review ultimately influence the content of information security controls and the
plan of actjon and milestonés) the information asset owner reviews the findings of the informgtion
security audlitor and, with ‘thee concurrence of management, determines the appropriate steps reqyired
to correct yeaknessessand deficiencies identified during the review. By using the tags satisfied (S),
partly satisfied (P) andother than satisfied (0), the reporting format for the review findings provyides
visibility for manager's into specific weaknesses and information security deficiencies, and facilifates
a disciplined and structured approach to mitigating risks in accordance with the information secyrity
risk managemiént process.

For example, the information asset owner in consultation with managers can decide that certain review
findings marked as not satisfied are of an inconsequential nature and present no significant risk to the
organization. Alternatively, the asset owner and managers can decide that certain findings marked as
not satisfied are significant, requiring immediate remediation actions. In all cases, the organization
reviews each information security auditor finding of not satisfied and applies its judgment with regard
to the severity or seriousness of the finding (i.e. the potential adverse effect on the organization's
operations and assets, individuals, other organizations, etc.), and whether the finding is significant
enough to justify further investigation or remedial action. Senior management involvement in the
mitigation process can be necessary in order to ensure that the organization's resources are effectively
allocated in accordance with organizational priorities. This can be by providing resources firstly to
the information assets that are supporting the organization’s most business-critical processes, or by
correcting the deficiencies that pose the greatest degree of risk. Ultimately, the review findings and any
subsequent mitigation actions initiated by the information asset owner in collaboration with designated

18 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=67042b200d527c32ab54b5b3c3872ff5

ISO/IEC TS 27008:2019(E)

organizational officials trigger updates to the information security risk management process and
information security controls. Therefore, the key documents used by the managers to determine the
information security status of the information assets are updated to reflect the results of the review.

At pre-determined milestones or fixed periods after the review, e.g. three months after final reporting,
a follow-up review focusing on the outstanding or open issues is performed. This includes verifying
the validity of implemented solutions to previous findings. Organizations can also choose to conduct
follow-up activities at the next review, especially for the issues that are non-critical or urgent.
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Annex A
(Informative)

Initial information gathering (other than IT)

A.1 General

A.1.1 Human resources and security

a) Does the personnel feel responsible and/or accountable for his/her actions?
b) Is therp security and information security knowledge available on-site to~ahswer questjons,
motivate the personnel and provide the needed guidance?
c) Are applicable policies and procedures clear and SMART (specific, measurable, acceptable, realistic
and tinje-related)?
d) Ispers¢nnel hired in accordance with the expected operational knowledge?
e) Are thg personnel trustable to handle sensitive information and systems that would endangef the
survivdl of the organization?
f) Are thgpersonnel effectively trusted?
g) How is this trust defined and measured?
h) Are badkground checks performed?
A.1.2 Poljcies
a) Strategjc alignment:
1) Ar¢the information security)policies derived from the business objectives and from the overall
sedurity policy?
2) How the link is made with the IT, HR, acquisition policies, etc.?
b) Compreghensive:
1) Arg¢ the palicies addressing information security in all business activity sectors (HR, phygical,
IT, pales; production, R&D, contacts, etc.)?
2) Argthe policies complete in their design encompassing strategy, tactics, and operations?
c¢) Formulation:
1) Are the policies a “copy-paste” of ISO/IEC 27002, or are the control objectives and controls
tailored to the specific context?
2) Are the policies written to clearly identify the responsible actor(s)?
3) An action expected within a policy or a procedure should consider the fundamental questions:
who, when, why, what, where, how.
i) If the person responsible (who) to perform the action is not defined, who will achieve the
set objectives?
20 © ISO/IEC 2019 - All rights reserved
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If the target time (when) for performing the action is not defined, will it be started or

finished in due time?

If the aim or objective of an action is not defined (why), will the action be correctly

understood and its importance adequately considered?

If the action itself (what) is not defined, how will it be possible to perform it?

If an action doesn't define the object, place, process, information asset or “control” on

which it has to have an effect, how will it be effective (where)?

If an action in a procedure doesn't clearly define how things have to be done

how can it

4

)
i)
ii)
iii)
iv)
v)

correctly performed (how)?

vii) If an action doesn't also define the indicators and controls aimed at verifying

evolves and achieves its objectives, how can an organization make sufe the ob
or can be, achieved?

Are there controls and a checking environment in place to identify ifithe policy sta
enforced implemented and the goals achieved?

The objectives in a policy statement should consider the SMART criteria. If not:

unspecific objectives are not easy to clearly recegnize and the person(s) reg
achieve it is generally not defined;

it correctly
ectives are,

fements are

ponsible to

if the objective is not measurable, there is little chance that an organization will be able to

verify if it is achieved or not;

if the objective is not communicated ahd acceptable to the personnel who have t
there is great chance the control will be misunderstood, circumvented or “disc

b cope with,
onnected”;

if the objective is not realistic, inrelation to the real capability of the organizatjion, there is

little chance it will ever be achieved; and

if the objective is not defined in relation with time (when it has to be achieve

d, when the

action is supposed to_start, etc.) there is a good chance that no action will be taken and the

objective never met:

bufficient to

A.1.3 Organization

a) [s the set of roles;and responsibilities defined and allocated, which are necessary and
meet business.objectives taking into account the specific context and constraints?

b) [sthe linkywith external authorities defined?

c) MAresecurity responsibilities outsourced if the organization has no internal capability?

d) Isinfermationsectrity-addressedinecontracts?

A.2 Physical and environmental security

A.2.1 Are the sites safe for information?

a) Zones

1) Are areas accessible to the public sufficiently isolated from business areas?

2) Are there zones defined where more critical information is handled (by people or ICT system)?
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3) Are these secured zones appropriately segregated to avoid information exchange?
b) Locations
1) Are the different zones clearly identified and appropriately situated?

2) Are the borders (walls, ceiling, floor, etc.) clearly defined and their solidity appropriate for the
protection of the contained assets?

3) Are the locations appropriately labelled and the critical ones out of sight of external people?

c) Gates — access points

1) Do|doors, windows and openings in the borders provide the same protection as therboiders
when they are closed?

2) Is gn appropriate access control in place to enter and exit the zone?

3) Isthere an anti-intrusion system?

4) Arg¢ there emergency exits allowing for enough mobility of information, péople and equipnient?

d) Corridgrs and paths

1) Ar¢ paths to the zones and locations identified:
i) | Paths for people;
ii) | Cables (paths for information).

2) Arg there alternative paths?

3) Arg¢ these paths protected and monitored?

e) Monitofing

1) Can the monitoring resources see without being seen?

2) CaI the monitoring resourcessee an intrusion coming from a distance?
3) WHen is monitoring active?
4) WhHhere and how are records kept and analysed?

f)  Furnityre

1) Appropriatefor information storage?

2) Coyrectlylocated?

3) Operatingas-expeeted?
A.2.2 Are the sites safe for ICT? (Environmental aspects)
a) Power provision

1) Enough/Appropriate

2) Alternate?
b) Air conditioning provision

1) Enough/Appropriate
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2) Alternate?
c) Fire-fighting provision
1) Enough/Appropriate
2) Alternate?
A.2.3 Are the sites safe for people?

a) Do emergency exits exist (and with appropriate controls)?

b) [sleakage (power supply, water, gas, liquids) a potential danger for people?

c) WAretemperature, humidity, stuff and vibrations a potential danger for people?
d) [sequipmentlocated so that people cannot be injured?

e) Are the gates installed and operated so that people cannot be injured?

f) [s furniture installed and maintained so that people cannot be injured?

A.3| Incident management

a) Areinformation security incidents defined?

b) [sthere a capability build to respond to informatipnSecurity incidents?
1) Guidelines?

) Roles and responsibilities?
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Annex B
(informative)

Practice guide for technical security assessments

B.1 General

This annex
controls dej
structure o
usestobes
such as ISO
own contro|
since it aim

Subclauses

grouped by
"Technical
1) Securit
1.1) Pra
1.2) Prg
2) Securit
2.1) Prg
2.2) Prg
Each techn

security au
be regularl
implementg

Each "secuy
implementd
provides a §

"Practice gu

provides a set of practical guides for technical assessment by using typical tech
picted from ISO/IEC 27002. Each control in this annex is basically organized by thefolloy
[ statements and guidance. ISO/IEC 27001 does not require the controls that anjorganizd
blected from ISO/IEC 27002. Other controls, such as the sector-specific contrels in stand

[EC 27010 and ISO/IEC 27017 can be necessary. Moreover, organizations\may design
[s. However, using examples from ISO/IEC 27002 is enough for the purpo6ses of this ar
5 to illustrate various technical assessment techniques that can be dsed.

B.2.1 to B.2.14 present a table for each control from ISO/IEC{27002, whose contents
the following terms.

ontrol" (with "additional technical information")

y implementation standard (with "technical note orisecurity implementation standard
ctice guide, Evidence assumed, Method

ctice guide, Evidence assumed, Method

y implementation standard (with "technical note on security implementation standard
ctice guide, Evidence assumed, Method

ctice guide, Evidence assumed;-Method

cal control has additignal* technical information to give further support to informs
litors. It basically consists of a series of "security implementation standards" which sh|
y reviewed by the<organization to verify whether applicable standards are appropri
d and operated.or not.

tion standard" to give further technical information for the reviewing process. It
eries of “Practice guide", "Evidence assumed" and "Method".

)

ide’ provides a compliance checking procedure to be applied for the security implements

standard. "

nical
ving
ition
ards
heir
nex,

are

ition
ould
htely

rity implemeritation standard" has a supplementary "technical note on security

also

ition

:‘Iif‘DY\f‘Q :\ccnmn(‘" (Ti‘YDC some nvamh]nc nF svustems F'”DC r]nr‘nmnnfc falad r\t‘hnr it‘nmc JA
L=] r J 4 4 T

hich

can be accepted as "evidences" in the compliance checking procedure. Please note that the names of the
evidence can differ among organizations. However, the names used in this annex can be considered as
generally accepted in the field of technical assessment. "Method" provides an appropriate approach to
technical assessment in accordance with the Practice guide above.

This annex does not provide exhaustive Practice guides for technical assessment, but will still
greatly help organizations to review whether security implementation standards are appropriately
implemented, and operated, or not.
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B.2 Assessment of controls from ISO/IEC 27002

B.2.1 ISO/IEC 27002:2013, Clause 5 Information security policies

8:2019(E)

ISO/IEC 27002:2013, 5.1 Management direction for information security

Control ISO/IEC 27002:2013, 5.1.1, Policies for information security
A set of policies for information security should be defined, approved by management,
published and communicated to employees and relevant external parties.

Control ISO/IEC 27002:2013, 5.1.2, Review of the policies for information security

The policies for Information Security should be reviewed at planned intervals
cant changes occur to ensure their continuing suitability, adequacy and effect

or if signifi-
iveness.

B.2.2 ISO/IEC 27002:2013, Clause 6 Organization of information security
ISO{IEC 27002:2013, 6.1 Internal organization
Control ISO/IEC 27002:2013, 6.1.1, Information security roles and responsibiliti¢s
All information security responsibilities should be defined and allocated.
Control ISO/IEC 27002:2013, 6.1.2, Segregation of duties
Conflicting duties and areas of responsibility should be segregated to reduce qpportuni-
ties for unauthorized or unintentional modification or misuse of the organizatjion’s assets.
Control ISO/IEC 27002:2013, 6.1.3, Contact withauthorities
Appropriate contacts with relevant authorities should be maintained.
Control ISO/IEC 27002:2013, 6.1.4, Contact with special interest groups
Appropriate contacts with relewant authorities should be maintained.
Control ISO/IEC 27002:2013, 6.1.5,4hformation security in project management
Information security should be addressed in project management, regardless|of the type
of the project.

ISO

IEC 27002:2013, 6.2 Mobile devices and teleworking

Control ISO/IEC 27002:2013, 6.2.1, Mobile device policy
Apolicy and supporting security measures should be adopted to manage the fisks intro-
durced by using mobile devices.

Control ISO/IEC 27002:2013, 6.2.2, Teleworking

A policy and supporting security measures should be implemented to protect
tion accessed, processed or stored at teleworking sites.

informa-

B.2.

3\ JSO/IEC 27002:2013, Clause 7 Human resource security

ISO/IEC 27002:2013, 7.1 Prior to employment

Control

ISO/IEC 27002:2013, 7.1.1 ,Screening

Background verification checks on all candidates for employment should be carried out
in accordance with relevant laws, regulations and ethics and should be proportional to
the business requirements, the classification of the information to be accessed and the
perceived risks.

Control

ISO/IEC 27002:2013, 7.1.2, Terms and conditions of employment

The contractual agreements with employees and contractors should state their and the
organization’s responsibilities for information security.
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ISO/IEC 27002:2013, 7.2 During employment

Control

ISO/IEC 27002:2013, 7.2.1, Management responsibilities

Management should require all employees and contractors to apply information security
in accordance with the established policies and procedures of the organization.

Control

ISO/IEC 27002:2013, 7.2.2, Information security awareness, education and training

All employees of the organization and, where relevant, contractors should receive appro-
priate awareness, education and training and regular updates in organizational policies
and procedures, as relevant for their job function

Control

ISO/IEC 27002:2013, 7.2.3, Disciplinary process

There should be a formal and communicated disciplinary process in place to take actiion
against employees who have committed an information security breach.

ISO/IEC 27002:2013, 7.3 Termination and change of employment

Control

ISO/IEC 27002:2013, 7.3.1, Termination or change of employment responsibilitjes

Information security responsibilities and duties that remain(valid after termination pr
change of employment should be defined, communicated té/the employee or contractor
and enforced.

B.2.4 ISO//IEC 27002:2013, Clause 8 Asset management

ISO/IEC 27002:2013, 8.1 Responsibility for assets

Congrol

ISO/IEC 27002:2013, 8.1.1, Inventory of assets

Assets associated with information ahd’information processing facilities should be iglen-
tified and an inventory of these assets should be drawn up and maintained.

Congrol

ISO/IEC 27002:2013, 8.1.2, Ownership of assets

Assets maintained in the invéntory should be owned.

Congrol

ISO/IEC 27002:2013, 8:1.3, Acceptable use of assets

Rules for the acceptable use of information and of assets associated with information
and information-processing facilities should be identified, documented and implemerted.

Congrol

ISO/IEC 27002:2013, 8.1.4, Return of assets

All empleyees and external party users should return all of the organizational assets
their possession on termination of their employment, contract or agreement.

—

n

ISO/IEC 27002:2013,8:2 Information classification

Contrpl

ISO/IEC 27002:2013, 8.2.1, Classification of information

Information should be classified in terms of legal requirements, value, criticality an11
sensitivity to unauthorised disclosure or modification.

Control

ISO/IEC 27002:2013, 8.2.2, Labelling of information

An appropriate set of procedures for information labelling should be developed and
implemented in accordance with the information classification scheme adopted by the
organization.

Control

ISO/IEC 27002:2013, 8.2.3, Handling of assets

Procedures for handling assets should be developed and implemented in accordance
with the information classification scheme adopted by the organization.

26

© ISO/IEC 2019 - All rights reserved



https://iecnorm.com/api/?name=67042b200d527c32ab54b5b3c3872ff5

ISO/IECTS 2700

8:2019(E)

ISO/IEC 27002:2013, 8.3 Media handling

Control

ISO/IEC 27002:2013, 8.3.1, Management of removable media

Procedures should be implemented for the management of removable media in accordance
with the classification scheme adopted by the organization.

Control

ISO/IEC 27002:2013, 8.3.2, Disposal of media

Media should be disposed of securely when no longer required, using formal procedures.

Control

ISO/IEC 27002:2013, 8.3.3, Physical media transfer

Media containing information should be protected against unauthorized access, misuse or
corruption during transportation.

B.2.5 ISO/IEC27002:2013, Clause 9 Access control
ISO{IEC 27002:2013, 9.1 Business requirements of access control
Control ISO/IEC 27002:2013, 9.1.1, Access control policy
An access control policy should be established, docuntented and revieweld based on
business and information security requirements.
Additional technical |Access control rules should be supported by formal procedures and defiped re-
nformation on the |sponsibilities. Role based access control is an'approach used successfullyf by many
Control organisations to link access rights with bu§iness roles.
1 |Pecurity implemen- |Access control can be implemented through many different methods including:
fation standard — PIM (Privileged Identity Managément);
— electronic locking systems;
— porter services;
— SIEM (Security Infe¥mation and Event Management).
NOTE Some of these methods have limitation. For instance, SIEM can orlly analyse
and store logs oceirring while using some form of access control. Electrgnic locking
systems can be\used to control physical access to a resource. And PIM cah be used to
manage idenbtities and their access rights.
Technical note on The comiptlexity of access controls increases with the asset it protects, the threat of
Security implemen- |an attack, and the impact of a successful attack.
fation standard
1.1 Practice guide Check that only authorized people get access to p resource
Evidence assumed — Access logs
— Access to an access control mechanism
Method Test and Validate
1.2 Practice guide Check if access rights will be removed, when the¢y are no
longer necessary
Evidancaacciiima d Ravaokad idantity fortacting
Evidenceasstmed Revekedidentity-fo
— Access logs
— Access to a user administration
Method Test and Validate
1.3 Practice guide Check if the process of access requests can be bypassed

without a privileged account
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ISO/IEC 27002:2013, 9.1 Business requirements of access control

Evidence assumed — Accesslogs
— Identity without access rights
— Identity with privileges for comparison
— Access to an access control mechanism
Method Test and Validate
1.4 Practice guide Check that all access events get logged and can be analysed
for forensic purposes
Evidence assumed — Logfiles
— Business requirements for logs
Method Test and Validate
1.5 Practice guide Check if it is possible escalate privileges to'access resoufces
Evidence assumed — Accesslogs
— Identity without access rights
— Access to an access controVmechanism
Method Test and Validate
1.6 Practice guide Check that it is not pdssible to bypass the access controls
Evidence assumed — Accesslogs
— Identity<without access rights
— Accessto an access control mechanism
Method Test and Validate
1.7 Practice guide Check if access rights are black or whitelisted and checK
that no assets are missing
Evidence assumed — Business requirements
— Business requirements of access control
— Access to access control management interface
Method Test and Validate
1.8 Practice guide Check that it is not possible to clone or reproduce accesy
tokens or to impersonate someone else
Evidence assumed — Identity without access rights
— Identity with access rights to be impersonated
— Access to an access control mechanism
Motlo o T i Sl ol d o
IVITLIIUU ICol alliu varnudatilT
Control ISO/IEC 27002:2013, 9.1.2, Access to networks and network services
Users should only be provided with access to the network and network services that
they have been specifically authorized to use.
Additional technical |Unauthorized and insecure connections to network services can affect the whole
information on the |organization. This control is particularly important for network connections to sen-
Control sitive or critical business applications or to users in high-risk locations, e.g. public or
external areas that are outside the organization’s information security management
and control.
1 |[Security implemen- |A policy should be formulated concerning the use of networks and network services.
tation standard
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ISO/IEC 27002:2013, 9.1 Business requirements of access control

Technical note on
Security implemen-
tation standard

This policy should cover:

a) the networks and network services which are allowed to be accessed;

b) authorization procedures for determining who is allowed to access which
networks and networked services;

c) management controls and procedures to protect access to network connections
and network services;

d) the means used to access networks and network services (e.g. use of VPN or

WiTelesS TetWorK);
e) user authentication requirements for accessing various netwark sernvices;
f) monitoring use of network services.
The policy on the use of network services should be consistentwith the grganiza-
tion’s access control policy.
1.1 Practice guide Use network sniffing to identify emanating protocols from
network service responses or requests where applicable.
For example, Netbios, ARP, OSPF, etc.
Evidence assumed — Access to network traffic
Method Test and Validate
1.2 Practice guide Verify broadeast requests and responses from alll targets
are in lin€ with network diagrams and other doguments.
Evidence assumed —  Aceess to network diagrams
—\Access to network traffic
Method Test and Validate
1.3 Practice guide Discover and identify all open ports and servicep within
the authorized network by running port scans. Request all
service banners (flags) for discovered TCP and §DP ports.
Verify that the discovered services are justified |based on
user privileges and system functions.
Evidente assumed — Access to system specifications
— Portscanning is allowed in the subject netyork
Method Test and Validate
1.4 Practice guide Test measures to access services within the network or
other networks via address spoofing.
Evidence assumed — Address-spoofing can be conducted in a fest or non-
critical environment
Method Test and Validate
1.5 Practice guide Enumerate and identify all systems with footholds in other
restricted networks via multiple network cards. Attempt
to compromise these entry points in order to pivot into
restricted networks.
Evidence assumed — Complete Network diagrams
Method Test and Validate
1.6 Practice guide Enumerate and identify all remote desktop services which

can be used to gain access to systems outside of the au-
thorized network. Attempt to gain unauthorized access via
remote desktop in order to pivot into restricted networks.

Evidence assumed

— Complete Network diagrams

— Remote desktop services available connected to
systems outside of the authorized network
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ISO/IEC 27002:2013, 9.1 Business requirements of access control

Method

Test and Validate

1.7

Practice guide

Examine and validate firewall rules to ensure only intended
access is granted to networks and network services.

Evidence assumed

— Access to firewall rules

— Access to firewall logs

Method

Test and Validate

ISO/IEC 27382264392 Ysernecessmanag

amaont
CTIITCTIC

Contro

ISO/IEC 27002:2013, 9.2.1, User registration and de-registration

A formal user registration and de-registration process should be impleménted tq
enable assignment of access rights.

Additid
cal infq
the Cor

nal techni-
rmation on
trol

Formal processes should be utilized to allocate, restrict and contrelprivileged usger
access to networks, services and resources.

1 Securit]
tation §

y implemen-
tandard

The following processes should be documented and implemented:

— Userregistration and de-registration;

— User access provisioning;

— Management of privileged access rights;

— Management of secret authenticatign,information of users;
— Review of user access rights;

— Removal or adjustment of access rights.

Techni
Securit]
tation §

al note on
y implemen-
tandard

The allocation of privileged access rights should be controlled through a formal
authorization process in accordance with the relevant access control policy

1.1

Practice guide

Verify that all user ID's are unique and person-specific. yal-
idate through spot checks that former employee accounts
are no longer active. Verify that there are no user ID's which
have not been used for an abnormally long period of time.

[¢)

Evidenee assumed

— Access to the user management administration

— Access to alist of former employees or user ID's

Method

Test and Validate

1.2

Practice guide

Ensure that the password complexity makes guessing ppss-
words difficult and that the username is not public infoma-
tion such as email address or social security number.

Evidence assumed

— Access to the password policy

— Username and password-based authorization

Method

Test and Validate

1.3

Practice guide

Ensure that the user must respond to a secret answer or
secret question or other predetermined information before
passwords can be reset.

Evidence assumed

— Access to the password policy
— Username and password-based authorization
— Access to a password reset function

— Authorized test account

Method

Test and Validate
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1.4 Practice guide Ensure that the users account is locked out for a period of
time when the incorrect password is entered more than a
specific number of times.

Evidence assumed — Authorized test account
— Username and password-based authorization
Method Test and Validate
1.5 Practice guide — Enumerate the use of default accounts on targets. Test
access to authenticated access points through the most
appropriate and available cracking techniqpes.
Evidence assumed — Username and password-based authorizatipn
Method Test and Validate
Control ISO/IEC 27002:2013, 9.2.2, User access provisioning
A formal user access provisioning process should be implemented to assilgn or re-
voke access rights for all user types to all systems and-services.

Control ISO/IEC 27002:2013, 9.2.3, Management of privileged access rights

The allocation and use of privileged access rights'should be restricted and con-
trolled.

Additional Privilege management is important, becalise’the inappropriate use of privilege caus-

technical es significant impact to the systems.

information

The status of allocation of privilegé,should be described in the document
defines privilege (privilege definition document). Because the access prij
associated with each system product (operating system, database manag
tem, and each application) are different.

Example of types of privilege are:
Root (UNIX, Linux),

Administrator (Windows),
Backup.Operator (Windows),
Power User (Windows),

SA (DBMS), and

DB admin (DBMS).
The allocation of privilege should be minimum on a need-to-use basis. Al
necessarily to be allocated constantly.

The method of privilege management is different in systems. Example of
management based on systems are:

In operating system, ACL (Access Control List) defines privilege,

s, which
rileges
ement sys-

5o, it is not

privilege

In DBMS, it defines variety of default privileges,

of check in advance, and

In secure OS, it has a function of mandatory access control.

In application, it may define variety of default privileges for application's
management function, so information security auditors should determine level

1 |[Security implemen-
tation standard

The access privileges associated with each system product, e.g. operating system,
database management system and each application, and the users to which they

need to be allocated should be identified.
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Technical note on
Security implemen-
tation standard

The activity of privilege users should be monitored, because of inappropriate use of
privilege causes a significant impact the systems. The methods for detecting inap-
propriate use of privilege are different if system architecture is different.

NOTE Representative system architectures are:

— Mainframe,
—  Windows,

— UNIX, Linux, and

— Secure OS.

1.1

Practice guide

Check that allocation of privilege has been describbed in
privilege definition document.

Evidence assumed

Privilege definition document

Method

Examine/Observe

1.2

Practice guide

Check that setting of system configuration as described
documents which defines privilegéxThe checking methd
privilege's operation is differenf in system architecture

Examples of checking method.of privilege's operation.

1) (In case of Mainframe)-Check the status of utilizati

of privileges is appropriate by checking RACF repor

2) (In case of UNIX, Linux, or Windows) Check that
status ofuitilization of privileges is appropriate by
investigafing logs, which show use of privilege.

NOTE:

1) _RACF (Resource access control facility) is a securit
management middleware in mainframe.

2) In UNIX or Linux, it is dangerous to check only log-
by root to investigate inappropriate use of root. Th
reason for it is that normal user may become root b
using 'su’ command after log-on in UNIX or Linux.

in
d of

o

9%

Evidence assumed

— Privilege definition document

— Access Control List

— RACF report
Meéthod Examine/Observe
2 |Securitly implemeif= |Privilege should be assigned to a different user ID from those used for normal bulsi-
tation Jtandard ness use.
Techni¢alneté on  |In case of access by privilege, it has a possibility of unauthorized operation by
securitlyimplemen- |contingent, and the situation of using the privilege regularly become hotbeds for
tation standard unauthorized access.
Users should use their regular ID if the operation does not need the privilege. If the
login by 'root' privilege is permitted, it is impossible to identify who was login to the
system from the log.
2.1 Practice guide Check whether privileged users have normal user ID beside
privilege ID by observing the ACLs of the systems.
Evidence assumed — Access Control List
Method Examine/Observe
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2.2 Practice guide Check that the privileged user uses a different user ID for
normal business by observing log files.
In case of UNIX or Linux, check the system configuration
promotes that the system denies login by 'root".
NOTE Information security auditors should try interview
to check the privileged user uses a different user ID for
normal business use when the log indicates that privileged
user uses only privilege ID.
Evidence assumed — Logfile
— System configuration of login by 'root'.
Method Examine/Observe
Control ISO/IEC 27002:2013, 9.2.4, Management of secret authentication infprmation
of users
The allocation of secret authentication information should’be controlled through a
formal management process.
Control ISO/IEC 27002:2013, 9.2.5, Review of user access rights
Asset owners should review users’ access rights-at regular intervals.
Control ISO/IEC 27002:2013, 9.2.6, Removal oradjustment of access rights
The access rights of all employees and’external party users to informatign and infor-

mation processing facilities should beremoved on termination of their employment,

contract or agreement, or adjustéd on change.

ISO

IEC 27002:2013, 9.3

User responsibilities

Control

ISO/IEC 27002:2013, 9:3.1, Use of secret authentication information

Users should be required to follow the organization’s practices in the use
authentication.information.

of secret

Additional techni-
cal information on
the Control

The main methods for using secret authentication information are using
of the user‘directly, using devices such as IC cards, which contain the sec
tication-information, and using the passwords. Technical assessment for
necessary for the password management in the three methods. In order {
from-an unauthorized access to the computer resources, the password sh
created and kept secret from those not allowed to access to them.

Password authentication is the method of user authentication used by se
resources such as operating systems, programs, databases, networks or

The quality of passwords depends on the length and the type of characte
alphanumeric characters and marks.

It may be possible for users to configure the parameters of password pol
operating systems such as Windows. On the other hand, the developers o
tions may develop the authentication function to configure the password

biometrics
ret authen-
the users is
o prevent
ould be

veral
veb sites.
rs such as

cy to some
f applica-
policy.

Auditors should assess that the authorization functions with passwords are placed
at the computer resources effectively, and those functions work appropriately.

Security implemen-
tation standard

Select quality passwords with sufficient minimum length which are:

1) Easy toremember;

2) Notbased on anything somebody else can easily guess or obtain using person
related information, e.g. names, telephone numbers, and dates of birth, etc.;

3) Notvulnerable to dictionary attacks (i.e. do not consist of words included in
dictionaries);

4) Free of consecutive identical, all-numeric or all-alphabetic characters;

5) Different of previous passwords (take into account n generations).
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User responsibilities

Technical note on | The passwords that are easy to remember for another user are vulnerable in general.
Security implemen-
tation standard
1 |11 Practice guide Check that rule of password selection has been described in
Organization's password policy.
Evidence assumed Organization's password policy
Method Examine/Review
1.2 Practice guide Check that setting of system configuration (System pass-
word pn]ir‘y) isas describedin ﬂrgnnhafinn'c passwor
policy.
Evidence assumed — System configuration (System password poliCy)
— Organization's password policy
Method Examine/Observe
1.3 Practice guide Check that log file shows users have changed passwordj
Evidence assumed Log file
Method Examine/Observe

ISO/IEC 27002:2013, 9.4

System and application access control

Contro

ISO/IEC 27002:2013, 9.4.1, Information access restriction

Access to information and application system functions should be restricted in af
cordance with the access control policy.

Contro

ISO/IEC 27002:2013, 9.4.2, Securelog-on procedures

Where required by the access control policy, access to systems and applications
should be controlled by a securélog-on procedure.

Contro

ISO/IEC 27002:2013, 9.4.3, Password management system

Password management'systems should be interactive and should ensure quality
passwords.

Contro

ISO/IEC 27002:2013, 9.4.4, Use of privileged utility programs

The use of utility programs that can be capable of overriding system and application
controls should be restricted and tightly controlled.

Contro

ISO/IE€:27002:2013, 9.4.5, Access control to program source code

Access to program configuration files should be restricted and configuration file
should be encrypted

34

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=67042b200d527c32ab54b5b3c3872ff5

ISO/IEC TS 27008:2019(E)

B.2.6 ISO/IEC 27002:2013, Clause 10 Cryptography

ISO/IEC 27002:2013, 10.1 Cryptographic controls
Control ISO/IEC 27002:2013, 10.1.1, Policy on the use of cryptographic controls

A policy on the use of cryptographic controls for protection of information should be
developed and implemented.

Additional techni- |Cryptography is a tool to protect information in computing systems and commu-
cal information on |nications. Cryptographic systems are an integral part of standard protocols, most
the Control notably the Transport Layer Security (TLS) protocol, making it easy to incorporate
strong encryption into a wide range of applications.

Those cryptographic controls can be used to achieve different informatign security
objectives, including:
1) confidentiality: using encryption of information to protect.sensitive|or critical

information, either stored or transmitted;

2) integrity: cryptographic hash-functions can be usedito verify the infegrity of
information;

3) authentication: Cryptographic protocols canbe used to authenticatd users and
systems, requesting access for a resource;

4) authenticity: non-repudiation of communications or information can be
achieved using cryptographic techniques like signature algorithms.

To protect information, it should be determined which threats should be prevented
through the use of cryptography.

1 |Security implemen- |Cryptographic algorithms hav@an inherent complexity which impedes the secure
tation standard usage of cryptographic contrgls. While implementing those controls, it nfust be
insured to:

1) use a sufficient keydength;

2) use protocolsWwhich are considered strong;

3) use of cryptographic algorithm which are considered to be strong;
4) useofimplementations which are tested and known to be secure;

5) (_continuous evaluation.

Technical note on _[The implementation of cryptographic controls should be done by using strong and
Security implemen=jtested algorithms and implementations. It's not recommended to use int¢rnally-de-
tation standard veloped cryptographic algorithms and implementations.

1.1 Practice guide Check that network services with implemented ryp-
tographic controls have a sufficient key length and do not
utilize weak algorithms.

Evidence assumed — Standard encryption methods

— Accesstoencrvnted services
)T

Method Test and Validate

1.2 Practice guide Check that the used implementations for cryptographic
controls are considered to be secure

Evidence assumed — Implementations of cryptographic controls

— Version control mechanism for the used

implementations
Method Test and Validate
1.3 Practice guide Check that mobile and removable media devices are pro-

tected with cryptographic controls using strong algorithms
and sufficient key length.
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Evidence assumed — Standard encryption methods
— Access to mobile media devices
Method Test and Validate
1.4 Practice guide Check that all cryptographic keys are stored safely and
secure and can only be accessed by authorized persons
Evidence assumed — Access control methods for cryptographic keys
— store process for cryptographic keys
Method Test and Validate
1.5 Practice guide Check that communication services with implemented
cryptographic controls have a sufficient key length-and [do
not utilize weak algorithms.
Evidence assumed — Standard encryption methods
— Access to encrypted services
— Access to Cryptographic Gommunication Informdtion
(e.g. Certificates)
Method Test and Validate
Contro ISO/IEC 27002:2013, 10.1.2, Key management
A policy on the use, protection and lifetime of ¢ryptographic keys should be deve]-
oped and implemented through their wholé€ lifecycle.

B.2.7 ISO//IEC 27002:2013, Clause 11 Physical and environmental security

ISO/IEC 27002:2013,11.1 Secure areas

Contro

ISO/IEC 27002:2013, 11.1:1, Physical security perimeter

Security perimeters shotild be defined and used to protect areas that contain either
sensitive or critical information and information processing facilities.

Contro

ISO/IEC 27002:2013, 11.1.2, Physical entry controls

Secure areas should be protected by appropriate entry controls to ensure that only
authorized personnel are allowed access.

Contro

ISO/IEC27002:2013, 11.1.3, Securing offices, rooms and facilities

Pliysical security for offices, rooms and facilities should be designed and applied

Contro

ISO/IEC 27002:2013, 11.1.4, Protecting against external and environmenta
threats

Physical protection against natural disasters, malicious attack or accidents shou|d
be designed and applied.

Contro

ISO/IEC 27002:2013, 11.1.5, Working in secure areas

Procedures for working in secure areas should be designed and applied.

Control

ISO/IEC 27002:2013, 11.1.6, Delivery and loading areas

Access points such as delivery and loading areas and other points where unauthor-
ized persons can enter the premises should be controlled and, if possible, isolated
from information processing facilities to avoid unauthorized access.
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Control ISO/IEC 27002:2013, 11.2.1, Equipment siting and protection
Equipment should be sited and protected to reduce the risks from environmental
threats and hazards, and opportunities for unauthorized access.

Control ISO/IEC 27002:2013, 11.2.2, Supporting utilities
Equipment should be protected from power failures and other disruptions caused by
failures in supporting utilities.

Control ISO/IEC 27002:2013, 11.2.3, Cabling security
Power and telecommunications cabling carrying data or supporting information
services should be protected from interception, interference or damage,

Control ISO/IEC 27002:2013, 11.2.4, Equipment maintenance
Equipment should be correctly maintained to ensure its continuéd“availgbility and
integrity.

Control ISO/IEC 27002:2013, 11.2.5, Removal of assets
Equipment, information or software should not be taken off-site without|prior au-
thorization.

Control ISO/IEC 27002:2013, 11.2.6, Security of equipment and assets off-premises
Security should be applied to off-site assetstaking into account the diffefent risks of
working outside the organization’s premises:

Control ISO/IEC 27002:2013, 11.2.7, Secure disposal or re-use of equipment
All items of equipment containing'storage media should be verified to enfure that
any sensitive data and licensedysoftware has been removed or securely overwritten
prior to disposal or re-use.

Control ISO/IEC 27002:2013, 11:2.8, Unattended user equipment
Users should ensure that'unattended equipment has appropriate protectjon.

Control ISO/IEC 27002:2013, 11.2.9, Clear desk and clear screen policy

A clear desk pglicy for papers and removable storage media and a clear s
for information processing facilities should be adopted

Creen policy

B.2.8 ISO/IEC 27002:2013;Clause 12 Operations security
ISO{IEC 27002:2013, 12.1 Operational procedures and responsibilities
Control ISO/IEC 27002:2013, 12.1.1, Documented operating procedures
Operating procedures should be documented and made available to all users who
need them.
Control ISO/IEC 27002:2013, 12.1.2, Change management
Changes to the organization, business processes, information processingfacilities
and systems that affect information security should be controlled.
Control ISO/IEC 27002:2013, 12.1.3, Capacity management
The use of resources should be monitored, tuned and projections made of future
capacity requirements to ensure the required system performance.
Control ISO/IEC 27002:2013, 12.1.4, Separation of development, testing and operation-

al environments

Development, testing, and operational environments should be separated to reduce
the risks of unauthorized access or changes to the operational environment. Devel-
opment and testing environment should have anonymized data to reduce the risks

to have indication on operational data.
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Control ISO/IEC 27002:2013, 12.2.1, Controls against malware

Detection, prevention and recovery controls to protect against malware should be
implemented, combined with appropriate user awareness.

Additional technical Malware is a generic term used to refer to a code including a software, program,
information script that is designed to damage a computer system by means of stealing informa-
tion, fraud, espionage, sabotage, and vandalism.

When malware has been introduced into a computer system, the system may be
damaged, or the information of the system may be stolen. It is also possible that its
behaviour will damage other systems

Malware includes computer viruses, worms, Trojan horses, bot, spyware, dishgn-
est adware, and other malicious and unwanted software.

Under the condition of connecting organization network to the Internet; infornja-
tion security auditors should review that the detection/preventionfunctions of
malware are placed at the boundary of the Internet comprehensively and effective-
ly, and those functions work appropriately.

Especially, to review whether the detection/prevention fanctionality is workinlg
appropriately, information security auditors have to canfirm whether the pattdrn
files or signatures used to detect malware have beer\dpdated.

Some of the detection/prevention systems are architected to detect malware b,
using the pattern files or signatures, and some.0f'them are architected to deteg
abnormal behaviour of the computer systemwithout using any pattern files or
signatures.

[

Since there are some patterns to copnéct to the Internet such as connecting or-
ganization network to the Internetyvia the gateway or connecting each PC to the
Internet directly, information security auditors should ensure that the detectign/
prevention system works appgropriately under each circumstance.

NOTE Information security-auditors should be aware that the ability of detectjon/
prevention system is limited for unknown malware such as Zero day attack.

1 |[Securityimplementa- |Installation and regular update of malware detection and repair software to sqan
tion stapdard computers and média as a precautionary control, or on a routine basis; the che¢ks
carried out should include:

1) Checkingany files on electronic or optical media, and files received over
networks, before use;

2) ~Ehecking electronic mail attachments and downloads before use; this che¢k
should be carried out at different places, e.g. at electronic mail servers,
desktop computers and when entering the network of the organization;

3) Checking web pages.

Technicjl noteseh se- |At the gateway, the entrance of the organization's network, the detection/pre-
curity implementation |vention system of malware should work appropriately for a variety of services pr

standargl protocol over networks such as WWW, Mail and FTP.
1.1 B.2.8.1 Following Practice guides are applied for 'Security imple-
Practice guide mentation standard' 1), 2), and 3), respectively.

1) Check that detection of malicious code and repair
system is placed comprehensively and effectively
for any files on electronic or optical media, and files
received over networks by reviewing the system
specification or network diagrams.

Information security auditors should check that the detec-
tion/prevention system is placed comprehensively and ef-

fectively by reviewing the system specification or network
diagrams.
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2) Check that detection of malicious code and repair
system is placed comprehensively and effectively
for any electronic mail attachments and downloads
by reviewing the system specification or network
diagrams which include electronic mail servers,
desktop computers, and the gateway.

The detection of malicious code and repair system is some-
times clearly described in the system specification as an
exclusive device, however, information security auditors
note thatitis also placed in the servers which are designed

to provide some other functions/ services (WW|W, Mail, and

FTP) and thus it locates inherently in the sySte
tion without clear description.

For desktop PCs, information securityauditors pote that

the detection of malicious code and hepair syste|
inherently in the system specification without c
scription.

3) Check that detection of' malicious code and
system is placed comprehensively and effeq
web pages by reviewing the system specifi
network diagrams which include web serve

For desktop PCs,which are used for reviewing o
ing web pages,\information security auditors no
detection ef malicious code and repair system Ig
herently in the system specification without cle
tion. I this case, the detection of malicious codd
system may locate inherently in browser.

For web server, the detection of malicious code
system is sometimes clearly described in the syj
specification as an exclusive device, however, in
security auditors note that it is also placed in th
servers inherently in the system specification wj
description.

specifica-

Im locates
ear de-

repair
tively for
ation or
r.

r brows-

te that the
cates in-

hr descrip-
and repair

ind repair
tem
formation

b web
ithout clear

Evidence assumed
Meéthod

— Contractual document,

— Network service design document,
— System specification,

— Network diagram,

— Examine/Review.

[.2

Practice guide

Following Practice guides are applied for 'Secur
mentation standard' 1), 2), and 3) respectively.

ty imple-

1) Check that detection of malware and repair

system is

placed, and it is working appropriately for detecting
any files on electronic or optical media, and files

received over networks by observing the in
processing facilities.

Check whether management software is workin

priately in the integrated system under the circumstance

where detection of malware and repair system i
into an integrated system.

formation

g appro-

s managed
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2) Check that detection of malware and repair system is
placed, and it is working appropriately for detecting
any electronic mail attachments and downloads at
electronic mail servers, sampled desktop computers,
and the gateway by observing the information
processing facilities.

For electronic mail, check that detection system works not
only for attachment files but also malware in the html mail.

3) Check that detection of malware and repair system is

ptaced;anditisworkingappropriatety fordetectin
any web pages by observing the information
processing facilities.

b

For desktop PCs which are used for reviewing-or browsing
web pages, check that detection system works for unau-
thorized Active X control, scripts, etc.

For web server, check that detection,systém works not qnly
for html files but also the malware4nthe web services such
as apache, IIS, etc.

Evidence assumed
Method

Facilities of detection of malwdyre and repair system is
placed, for example:

— File server;

— E-mail server;

— Sampleddesktop PCs;
— Mobile'computers;

— sAnrexclusive d detection of malware and repair
system placed at the gateway (boundary between
organizational network and the Internet);

— Web server;
— PROXY server;
— Web browser;

— Others (the device to block USB to be inserted
physically);

— Examine/Observe.

1.3

Practice guide

Collect log files from the detection and repair system and
check that the records of the logs show that the system
has been running and the necessary action has been taklen
when malware has been detected. Check that detection pf

Mmalware and repair system Is placed comprenensively and
effectively for web pages by uploading the EICAR test virus.

NOTE For desktop PCs, the typical output logs from the de-
tection and repair system are stored in the PCs. For servers
and external devices, those logs are sometime transferred
and stored in other systems via transferring protocol such
as syslog.

For desktop PCs, which are used for reviewing or browsing
web pages, the detection function in the web browser may
not produce records of the logs, which shows that the func-
tion has been running. Rather most of the browser shows
the message when unauthorized scripts are detected.
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Evidence assumed
Method

— The detection system in service,
— Log files output from detection system,

— Records of detection system alert,

— Message from detection system in web browser,

— Web server with upload function in web browser,

— Examine/Observe,

— Test and Validate.

2 |$ecurity implementa-
ion standard

Malware detection and repair software to scan computers and media a
tionary control should be regularly updated or on a routine basis.

5 aprecau-

[echnical note on se-
Curity implementation

In most cases, there are functions to update pattern files grisighatures ajtomatically.

tandard
.1 B.2.8.2 Check the design of Malware detection and repjir software
Practice guide to update the pattern files'or signatures automatically or on
aroutine base.
Evidence assumed The design or specification of detection system
Method Examine/Review
p.2 Practice guide Check that setting of Malware detection and repair soft-
ware tgupdate the pattern files or signatures aytomatically
or ona routine base.
Evidence assumed Thesetting of detection system
Method Examine/Observe
p.3 Practice guide Check that pattern files or signatures have been|updated
via observing the product name, version and thgq update log
of their pattern files or signatures.
NOTE Information of product name and its vergion of de-
tection and repair system may be observed in the help file
of the product.
Evidence assumed Information of detecting/preventing system, i.e|:
— Name of product;
— Version of the product;
— Version of the pattern file or signature.
Method Examine/Observe
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Control ISO/IEC 27002:2013, 12.3.1, Information backup

Backup copies of information, software and system images should be taken and
tested regularly in accordance with an agreed backup policy.

Additional technical |To take backup appropriately, organization standard should be defined in accord-
information on the ance with backup policy and it should be reflected to backup design document.

Control 1 . .
Backups are used to recover the essential information or software in case of a data

loss event such as a disaster or a media failure

When an organization designs backup, adequate backup site, backup path and’bpck-
up method should be selected in accordance with the organization's backupypolicy.

In terms of backup site, the organization should select whether onsit&er offsitd as

a backup site. Onsite backup is considered to be much faster as compared to offsite
backup to take backup and restore. Offsite backup is often selectedin order to pre-
vent from the influence of local disasters such as fires, floods, orearthquakes.

In terms of backup path, whether online or offline should’be Selected. Online
backup means that data is backed up via network or communication line. Offlirle
backup means that backed-up data is physically transperted with removable
media such as DLTs or CD/DVDs.

Backup method is classified several options such/as full backup, incremental bgdck-
up and differential backup.

Full backup means backup of all the datahat are selected to be backed up are
taken. It will need more time and data‘eapacity than the other methods, but it i$
the most simple and easiest method te restore. Incremental backup means to take
backup the data that have changed since the last backup. It will need less time dnd
data capacity than the other methods, but it is the most complicated method to
restore.

Differential backup means to take backup the data that have changed since the
last full backup. It wilkireed less time and data capacity than full backup and mpre
simple and easier method to restore than incremental backup.

1 |Securitly implementa- | The extent (e.g.full or differential backup) and frequency of backups should reflect
tion stgndard the business.requirements of the organization, the security requirements of the
informationinvolved, and the criticality of the information to the continued oppra-
tion of the organization.

Techni¢al note on In accordance with the business requirement, the organization should select thq ad-
Securitly implementa- |équate backup/restore time and data capacity for backups. Auditors should assgss
tion stgndard that the adequate backup method is selected to satisfy the business requirement.

Examples of frequency to be concerned are:

— Mirroring or real time replication (when the criticality of the informatign is
the highest level);

Dailz ahen thoe rostaration of tho data vwhich ichackodoyun ot loact wazithin day
v U 1 3

is required);

—  Weekly;
— Monthly.
1.1 Practice guide Check that backup design is based on security implementa-
tion standard.
Evidence assumed — Backup specification document

— Business and security requirements definition
document

— Backup design document
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Method Examine/Review
1.2 Practice guide Check that setting of system configuration files for backup
is as described in backup design document.
Evidence assumed — Backup design document
— Backup system configuration files
Method Examine/Review
1.3 Practice guide Check that backup has been taken as documented in backup
design document.
Evidence assumed — Backup design document
— Logfiles
— Backup media
Method Examine/Observe
1.4 Practice guide Check that backup is stored ina secure correctly sized and

isolated location

Evidence assumed

Backup location specification document

Method

Examine/Review

2 |Security implementa-
tion standard

Restoration procedures should be reguldrly checked and tested to ensyre that they
are effective and that they can be completed within the time allotted infthe opera-
tional procedures for recovery.

Technical note on
Security implementa-
tion standard

Complexity and required time‘for restoration differ by the methods taKen; such as
full or differential backup..Test and check plan of restoration procedurg¢s should be
prepared and documented;

21 Practice guide Check that test and check plan is regularly checked.
Evidence assumed Records of check on the test and check plan
Method Examine/Review

2.2 Practice guide Check that the test and check plan has been tested regu-

larly to ensure that they are effective and that they can
be completed within the time allotted in the opgrational
procedures for recovery.

Evidence assumed

— Records of recovery test

— testand check plan

Method

Examine/Review
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Control ISO/IEC 27002:2013, 12.4.1, Event logging

Event logs recording user activities, exceptions, faults and information security
events should be produced, kept and regularly reviewed.

Additional technical |To detect unauthorized information processing activities, it is important to record
information on the the audit logs that are used to trace the activities of users, system operators, secu-
Control rity events and systems.

The audit logs should contain the following information in order to analyse

whether unauthorized activities, security events are occurred:

— user IDs;

— date and time;

— key events such as log-on and log-off;
— terminal identity;

— network address and protocols.

In order to produce the necessary record including thelabove information, the
equipment, which produce the logs, should have beetruned up or some rules are
applied to them.

The method of logging depends on system structure, architecture and implemgnt-
ed applications.

Information security auditors should take into account the difference of loggin
method for different system architeeture such as servers and PCs.

Al

NOTE Examples of the System struetures to be concerned are:

— Client Server system;
— Web-based system;
— Thin client systein;
— Virtualization;

— Utilization of ASP (Application Service Provider), SaaS (Software as a Seryice)
or Cloud Computing.

Examples of the System architectures to be concerned are:
= \AUNIX, Linux;

— Windows;
— Mainframe;

— Examples of the Log types to be concerned are:

— System log;

— Application log.
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1 |Security implementa-
tion standard

Audit logs recording user activities, exceptions, and information security events
should be produced. Audit logs should include, when relevant:

a) userIDs;

b) dates, times and details of key events, e.g. log-on and log-off;

c) terminal identity or location if possible;

d) records of successful and rejected system access attempts;
e—recordsofstecessfutandrejecteddataandotherresotreeaceess
f) changes to system configuration;

h) use of system utilities and applications;

i) files accessed and the kind of access;

j)  network addresses and protocols;

k) alarms raised by the access control systent;

1) activation and de-activation of proteetion systems, such as anti-vij

and intrusion detection systems.

ttempts;

us systems

Technical note on
Security implementa-
tion standard

In accordance with the business reqftirement, the organization should
adequate backup/restore time and data capacity for backups. Auditors
assess that the adequate backup.method is selected to satisfy the busin|
ment. Event logs can contain/sensitive data and personally identifiable
tion. Appropriate privacy protection measures should be taken. Where

elect the
should

nforma-
possible,

system administrators §hould not have permission to erase or deactivafte logs of

their own activities.

Examples of frequency to be concerned are:

MirroringCor real time replication (when the criticality of the in
the highest level);

Daily (when the restoration of the data which is backed-up at least
is.required);

ess require-

formation is

within a day

as described in system design documents.

—  Weekly;
— Monthly.
1.1 Practice guide Check that system design of logging is based on [Security
implementation standard.
Evidence assumed — Specification document
— Requirement definition document
Saoftware desian documaont
(=
Method Examine/Review
1.2 Practice guide Check that setting of system configuration files of logging is

Evidence assumed — Software design document

— System configuration file

Method Examine/Review
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1.3

Practice guide

Check the records of actual audit log files are as described
in the system design documents.

NOTE In the audit logs, there are some records, which
appear constantly, and some of the records such as error
records do not. To check whether the system records the
records which appear only in some specific case, informa-
tion security auditors may need to use various measures
including producing the test case, checking a system design
documents.

Evidence assumed

Togfite

Method

Examine/Observe

1.4

Practice guide

In some cases, the storing periods of audit logs are defined

by business purpose, contract, and law/regulations’. Forjex-
ample, the audit logs, which contain alarmsraised by the ac-
cess control system, should be stored until the investigaftion
of the events, causality of incidents has béen completed.

NOTE Relatively young system of which operation has Just
begun, its audit logs have not been stored in the period ¢f
agreement. In such a case, te~achieve the following Practice
guide 2.3, the following Pragtice guide 2.1 and 2.2 are ng¢c-

essary to be checked.

Evidence assumed

Log file

Method

Examine/Observe

2 Securit]
tion sta

y implementa-
ndard

Audit logs should be kept for an agreed period to assist in future investigations|and
access control monitoring.

Techni
Securif]
tion sta

al note on
y implementa-
ndard

In some cases, the storing periods of audit logs are defined by business purpos¢
contract and law/regulations'“For example, the audit logs, which contain alarm|
raised by the access control'system, should be stored until the investigation of
events, causality of incidents has been completed.

NOTE Relatively young system of which operation has just begun, its audit log
have not been stored in the period of agreement. In such a case, to achieve the
following Practiee guide 2.3, the following Practice guide 2.1 and 2.2 are necesgary

to be checked:

[72)

the

1*2}

2.1 Practice guide Check the storing period of audit logs is as described in
system design documents.
Evidence assumed — Logfile
— System design document
Method Examine/Review
2.2 Practice guide Check the setting of the storing period of audit logs in the
system are as described in system design documents, o1 the
setting of overwriting nor erasing the audit logs before the
storing period is not applied.
Evidence assumed — Logfile
— System design document
Method Examine/Review
2.3 Practice guide Check the storing period of audit logs is longer than the

period agreed by observing the timestamps of log files or
time record in the log.

Evidence assumed

Log file

System design document

Method

Examine/Review
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Control ISO/IEC 27002:2013, 12.4.2, Protection of log information
Logging facilities and log information should be protected against tampering and
unauthorized access.

Additional technical |System logs often contain a large volume of information, much of which is extra-

information on the neous to information security monitoring. To help identify significant events for

Control information security monitoring purposes, the copying of appropriate message

types automatically to a second log, or the use of suitable system utilities or audit
tools to perform file interrogation and rationalisation should be considered.
1 |Security implementa- |Controls should aim to protect against unauthorized changes to log information
tion standard and operational problems with the logging facility.

Technical note on — System logs need to be protected, because if the data can be-mod|fied or data

Security implementa- in them deleted, their existence may create a false sense of securify. Real-time

tion standard copying of logs to a system outside the control of a system administrator or

operator can be used to safeguard logs.
1.1 Practice guide Check that only authorized andprivileged userg can access
log files. Both read and writ€access should be restricted to
privileged users.
Evidence assumed — Access to log seryer

— Access to log$

— Aprivileged and an unprivileged user accofint
Method Test and Yalidate

1.2 Practice guide Checkthat all log files are transmitted over a sequre connec-

tion t6.the management system (i.e. logging servier or SIEM)
Evidence assumed 0 Access to log server
— Access to network services used for trangmitting log
information
Method Test and Validate

1.3 Practice gtide Check that all changes in log files can be tracked by a man-

agement system

Evidence assumed — Access to the log management system
— Access to log files

Method Test and Validate

1.4 Practice guide Check that all unprivileged or unexpected changes in log

files can be identified.
Evidence assumed — Use of Hashes/Signatures

— Access to Log Management
Method Test and Validate

1.5 Practice guide Check that privileged and authenticated users cannot ma-

nipulate their own log files.
Evidence assumed — Privileged user account

— Access to log management
Method Test and Validate

1.6 Practice guide Check that users can only access log files that match with

their privileges.
Evidence assumed — Access to log management system
— Access to logs
— Access to two user accounts with differing privileges
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Method Test and Validate
1.7 Practice guide Check that all changes in log files can be tracked by a man-
agement system
Evidence assumed Check that log files are sufficiently encrypted.
Method Test and Validate
1.8 Practice guide Check that unauthorized access to the log management
system is strictly prohibited.
Evidence assumed — Network access to log management system
Method Test and Validate
1.9 Practice guide Verify the unprivileged access to alarm, log, and notificg-

tion storage locations and property.

Evidence assumed — Access to the log management system

— Access to log files

Method Test and Validate
2 |Securitly implementa- |Audit logs should be kept for an agreed period to assistin future investigations|and
tion stgndard access control monitoring.
Technigal note on In some cases, the storing periods of audit logs age defined by business purpos¢
Securitly implementa- |contract and low/regulations’. For example, the€audit logs, which contain alarms
tion stgndard raised by the access control system, should be stored until the investigation of the

events, causality of incidents has been completed.

UT

NOTE Relatively young system of which operation has just begun, its audit log
have not been stored in the period ofagreement. In such a case, to achieve the

following Practice guide 2.3, the following Practice guide 2.1 and 2.2 are necesgary
to be checked.

Contro ISO/IEC 27002:2013, 12.4:4;.Clock synchronisation

The clocks of all relevanfiinformation processing systems within an organizatipn
or security domain should be synchronised to a single reference time source.

ISO/IEC 27002:2013, 12.5 Control of operational software
Contro ISO/IEC227002:2013, 12.5.1, Installation of software on operational systems

Progedures should be implemented to control the installation of software on
opérational systems.

ISO/IEC 27002:2013, 12.6 Technical vulnerability management
Contro ISO/IEC 27002:2013, 12.6.1, Management of technical vulnerabilities

Information about technical vulnerabilities of information systems being used
should be obtained in a timely fashion, the organization’s exposure to such vulner-
abilities evaluated and appropriate measures taken to address the associated fisk.

Control ISO/IEC 27002:2013, 12.6.2, Restrictions on software installation

Rules governing the installation of software by users should be established and
implemented.

ISO/IEC 27002:2013, 12.7 Information systems audit considerations
Control ISO/IEC 27002:2013, 12.7.1, Information systems audit controls

Audit requirements and activities involving verification of operational systems
should be carefully planned and agreed to minimize disruptions to business
processes.
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ISO/IEC 27002:2013, 13.1 Network security management
Control ISO/IEC 27002:2013, 13.1.1, Network controls

Networks should be managed and controlled to protect information in systems
and applications.

Additional technical |Network service is the service, which is provided on the networked computing
information on the |environment whether it is in-house or outsourced. When an organization uses the
Control network services, confidential information of the organization may be transmit-
ted in way of outsourced network service. So, auditors should take into account
that the necessary security functions such as encryption and/or authehtication
are provided by the outsourced network service provider.

Example of systems used for network service are:
— DNS

— DHCP
— Firewall/VPN

— Anti Virus detector

— IDS/IPS
1 Security implemen- |The security arrangements necessary\er particular services, such as gecurity
tation standard features, service levels, and management requirements should be identified. The
organization should ensure thatnetwork service providers implement{these
measures.
Technical note on To use network service, security arrangement is important to protect jnformation

Security implemen- |passing over it.

tation standard . . . . . .
Requirements about'sécurity features are typically included in businjess re-
quirements.

Examples of sécurity features related to network service are depicted ps follows;

— Encryption against eavesdropping,

— _ Network access control against unauthorized access,
—_) IDS/IPS against malicious activities,

— URL filtering against unauthorized WEB access, and

— Incident response for unexpected security events.

1.1 B.29.1 Check that contractual document including SLA (Service
Practice guide Level Agreement) provided from service provide} satisfies
the organization's business, legal, and security rgquirements.

Evidence assumed — Contractual document

— KRequilrement definition document

Method Examine/Review
1.2 B.29.2 In case of in-house, check that the setting of system used for
Practice guide network service is as described in network service design
document.
Evidence assumed — System Configuration

— Network service design document

Method Examine/Review
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1.3

B.29.3
Practice guide

In case of in-house, check the records of actual log files

work service design documents.

Example of records of network service:

— Authentication;
— Encryption;

— Network connection controls;

from network service systems are as described in the net-

— Speed of circuit;
— Response (In case of on-line system);

— Length of downtime

Evidence assumed — Logfiles
— Alert message

— Network service design decument

Method Examine/Observe

Contrlol

ISO/IEC 27002:2013, 13.1.2, Security of network services

Security mechanisms, service levels and mahagement requirements of all net-

work services should be identified and included in network services agreemenits,

whether these services are provided in*house or outsourced.

Additfional technical
information on the
Contrlol

Network service is the service, which is provided on the networked computing
environment whether it is in-hpuse or outsourced. When an organization uses
network services, confidential information of the organization may be transm
ted in way of outsourced network service. So, auditors should take into accoun
that the necessary securityfunctions such as encryption and/or authenticatio
are provided by the oufsourced network service provider.

Example of systems used for network service are:

— DNS (Domain Name System)
— DHCP (Dynamic Host Configuration Protocol)
— _Rirewall/VPN (Virtual Private Network)

=/ Anti Virus IDS/IPS (Intrusion detection system/Intrusion prevention syst

the

=

em)

Secuifity implemen-
tatiorn} standard

The ability of the network service provider to manage agreed services in a sec

hre

way should be determined and regularly monitored, and the right to audit shoyild

be agreed.

The security arrangements necessary for particular services, such as security
features, service levels and management requirements, should be identified. T

he

3 3 1. 1d ot s 1 A | H 1 Ll
O SaITTZatrulIT STTOUTU TS UT T HTIatIIC TVWUT RO STT VICC DT O VIUCT STHTPTCTITCITC TTC ST

measures.

Technical note on
Security implemen-
tation standard

Network services include the provision of connections, private network servic

es

and value added networks and managed network security solutions such as fire-

walls and intrusion detection systems.

These services can range from simple unmanaged bandwidth to complex val-
ue-added offerings.

1.1

Practice guide
vices agreements are regularly tested and validated.

Verify that security mechanisms included in network ser-

Evidence assumed |— Access to network service agreements

— Access to security test reports

Method Examine
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1.2

Practice guide
tacks as well as manual malicious activities.

Verify that the IDS/IPS recognizes various automated at-

Evidence assumed

IDS/IPS is implemented

Access to IDS/IPS logs

Method Test and Validate

1.3

Practice guide
from network service systems are as described
work service design documents.

In case of in-house, check the records of actual log files

in the net-

Example of records of network service:

Authentication;

Encryption;

Network connection controls;

Speed of circuit;

Response (In case of dn-line system);

Length of downtime.

Evidence assumed Access to atest separate test environment

Docwmented anti-virus / malware protecti

bn policy

Method Test aitd Validate

1.4

Practice guide Verify'that access to VPN and other remote acce
nisms is properly restricted through authentica

and environment breakout testing techniques.

5s mecha-
tion testing

Evidence assumed

VPN and/or other remote access sg
implemented which allow access to the net

List of remote access points

rvices
work

are

Method Test and Validate

Control

ISO/IEC 27002:2013, 13.1.3, Segregation in networks

Groups of information services, users and information systems should
gated on networks.

be segre-

Additional technical
information.on-the
Control

One method of managing the security of large networks is to divide th¢
separate network domains. The domains can be chosen based on trust
(e.g. public access domain, desktop domain, server domain), along org3g
units (e.g. human resources, finance, marketing) or some combination
domain connecting to multiple organizational units). The segregation
using either physically different networks or by using different logical
(e.g. virtual private networking).

bm into
levels
nizational
(e.g. server
ran be done
networks

Security tmpiemen-
tation standard

1'ne perimeter oI edcil dolnalll Snould be Well delined. ACCeSS betweell

domains is allowed, but should be controlled at the perimeter using a gateway (e.g.

firewall, filtering router). The criteria for segregation of networks into

and the access allowed through the gateways, should be based on an assessment
of the security requirements of each domain. The assessment should be in accord-
ance with the access control policy (see 9.1.1), access requirements, value and

classification of information processed and also take account of the rel

and performance impact of incorporating suitable gateway technology.

Wireless networks require special treatment due to the poorly defined network
perimeter. For sensitive environments, consideration should be made to treat all
wireless access as external connections (see 9.4.2) and to segregate this access

from internal networks until the access has passed through a gateway
ance with network controls policy (see 13.1.1) before granting access t
systems.

etwork

domains,

ative cost

in accord-
o internal
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Technical note on Networks often extend beyond organizational boundaries, as business part-
Security implemen- |nerships are formed that require the interconnection or sharing of information
tation standard processing and networking facilities. Such extensions can increase the risk of

unauthorized access to the organization’s information systems that use the net-
work, some of which require protection from other network users because of their
sensitivity or criticality.

1.1 Practice guide Validate that virtually segregated networks cannot be
reached through ping scanning, VLAN hopping and/or the
introduction of new virtual interfaces.

I~ A | | DNlard 'l - 4l Jo X ZI _ANL
LVIUCIILT d55UIIITU - INCTUWUIR STEITEHALIVIT LT UUGSIT VLAINS
Method Test and Validate
1.2 Practice guide Test firewalls to confirm that attackers cannot dccess upau-

thorized networks and that control points aré nhot suscepti-
ble to common vulnerabilities.

Evidence assumed |— Networks are segregated by firewalls
Method Test and Validate
1.3 Practice guide Validate that systems with network interfaces in separgte

networks regularly receive security updates and are nof
vulnerable to common vulnerabilities. Vulnerable systems

with interfaces in multiple.networks can be used to pivot to
other restricted networks.

Evidence assumed |— Documentationlisting all wireless networks
Method Test and Validate
1.4 Practice guide Validate thatthere are no existing rogue access points qn

the premises that are undocumented and may grant access
to normally segregated networks.

Evidence assumed — % Documentation listing all wireless networks
Method Test and Validate

ISO/IEC 27002:2013, 13.2 Information transfer
Control ISO/IEC 27002:2013,(1.3.2.1, Information transfer policies and procedures

Formal transfer policies, procedures and controls should be in place to protect the trangfer
of informationsthrough the use of all types of communication facilities.

Control ISO/IEC 27002:2013, 13.2.2, Agreements on information transfer

Agreements should address the secure transfer of business information between the organ-
izatiomrand external parties.

Control ISO/IEC 27002:2013, 13.2.3, Electronic messaging
Information involved in electronic messaging should be appropriately protected.
Control ISO/IEC 27002:2013, 13.2.4, Confidentiality or non-disclosure agreements

Requirements for confidentiality or non-disclosure agreements reflecting the organiza-
tion’s needs for the protection of information should be identified, regularly reviewed and
documented.
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B.2.10ISO/IEC 27002:2013, Clause 14 System acquisition, development and

maintenance

ISO/IEC 27002:2013, 14.1 Security requirements of information systems

Control

ISO/IEC 27002:2013, 14.1.1, Information security requirements analysis and

specification

The information security related requirements should be included in the re

quirements

for new information systems or enhancements to existing information systems.

Control

ISO/IEC 27002:2013, 14.1.2, Securing application services on public networks

IlllcUl llldtiUll illVU}VCd ill apphl,atiuu SCI ViLUD debills \VA"ASS pulu}u, llCtVVUl }\D J
protected from fraudulent activity, contract dispute and unauthorized disg
modification.

hould be
osure and

Additional techni-
cal information on
the Control

Communication between a client and an application service should ‘be’hand
ly. This can be done by:

1) using authentication

2) using documented processes for approving content

3) ensuring that communicating partners are fully informed of their au
for the use of the service

4) determining that all communication pdrties fulfill all security requirer

5) using mechanisms to ensure the Communication and its informatio

confidential, and authentic

Most of these requirements<€anbe achieved by using cryptographic cor
Legal aspects should be handled in service agreements.

led secure-

thorizations

nents

h is integer,

trols (A.10).

Security im-
plementation
standard

The security of application services on public networks is closely related to ¢
ic controls. These contrels:€an be used to achieve many of the goals describe

The authentication and authorization can be achieved by using well known
authentication protocols. To ensure the communication between a client an
cation service over a public network is confident, this service can be secure
known publiekey cryptography for key exchange and symmetric cryptogrg
Block — oiStream-Ciphers, for encryption.

The integrity of the communication over a public network can be reached b
strong cryptographic signature algorithms.

ryptograph-
1 above.

and trusted
d an appli-
d by using
phy, like

y using

Technical note
on Security
implementation
standard

Toensure that the application service on a public network is secure against
forms of threats and attacks, it should be determined that all cryptographig
and algorithms fulfill the controls defined in A.10 Cryptographic Controls.

Applications accessible via public networks are subject to a range of netwo
threats, such as fraudulent activities, contract disputes or disclosure of infg

various
protocols

k related
rmation to

the public. Therefore, detailed risk assessments and proper selection of conftrols are

indispensable. Controls required often include cryptographic methods for 3
tion and securing data transfer.

uthentica-

1.1

Practice guide

known, and tested protocols and algorithms.

Check that the authentication and authorization informa-
tion and processes are implemented using strong, well

Access to the
authorization process

Evidence assumed

Access to the algorithms and protocols

Valid authentication information

implemented authentication and

Method Test and Validate

1.2

Practice guide
tocol level threats and attacks.

Verify that the application is resistant against various pro-
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Evidence assumed

— Access to the communication protocol

— Access to the communication channel

Method Test and Validate
1.3 Practice guide Verify that the communication is resistant against various
application level threats and attacks such as code injection,
privilege escalation, session hijacking and insecure direct
object references.
Evidence assumed — Non-privileged access to the application
— Privileged access to the application
Method Test and Validate
1.4 Practice guide Enumerate and test for use or inadequacies fremr mon-
itors and sensors to properly identify and tog-access or
interactions with assets for specific evidence to challenge
repudiation. Document the depth of the interaction whigh
is recorded.
Evidence assumed — Access to logs and monitoring system
Method Examine
1.5 Practice guide Verify that all methods pf'interaction are properly recorded
with proper identification.
Evidence assumed — Access to logs dnd monitoring system
Method Examine
1.6 Practice guide Verify thatapplication logs cannot be deleted by applicg-
tion users:
Evidence assumed — Acgess to application
Method Testand Validate
Control ISO/IEC 27002:2013, 14.1.3, Protecting application services transactions
Information involved in application service transactions should be protected to prdg-
vent incomplete transmission, miss-routing, unauthorized message alteration, unat-
thorized disclosure;unauthorized message duplication or replay.
Additional techni- |Protecting application services transactions is an important factor when implement-
cal information on |ing and maintaining security relevant services. Those services use information for
the Congrol authenti€ation, system control or general communication. This information can incjude
login-credentials, system commands, private information or much more, which neefl to
be protected.
Information needed in application services should be protected against various attacks
and threats.
1 |[Security im- To protect information transmitted to an application service, it is recommended to
plementation ensure to:
standand 43 RYSTUR DS c T .
l_} usc ulledl alsuauu CS 1IUI TAUIT IIIVUIVCU lel L_y,
2) useencryption on the communication path between all involved parties;
3) use protocols that are tested and known to be secure;
4) use protocols that ensure that the transaction remains valid, confidential and
private;
5) use asystem which is not publicly accessible to store transaction details.
Technical note The extent of the controls adopted needs to be commensurate with the level of the risk
on Security associated with each form of application service transaction.
implementation
standard
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ISO/IEC 27002:2013, 14.1 Security requirements of information systems

1.1

Practice guide

Validate that all SSL certificates are valid and issued from
a trustworthy certificate authority for the specific organ-
ization.

Evidence assumed

— SSL certificate in use

— Access to the application service

Method

Test and Validate

1.2

Practice guide

Check that the communication between all parties is
encrypted using strong cryptographic algorithms with a

Sufficient Key length. |

Evidence assumed

— Standard encryption methods and key, lenglth

— Access to encrypted communication

Method

Test and Validate

1.3

Practice guide

Verify that the communicationds resistant agaipst various
application level threats and’attacks such as crdss-site
scripting, cross-site request forgery and invalidated redi-
rects and forwards.

Evidence assumed

— Non-privileged\aceéss to the application

— Privileged actess to the application

Method

Test and Validate

1.4

Practice guide

Test whether the application or protocol implenjentation
are vafnerable to known attacks like man-in-th¢-middle or
replay-attacks.

Evidence assumed

=J" Access to communication

— Standard Communication Protocols

Method

Test and Validate

1.5

Practice guide

Validate that all confidential data saved by the gpplication
is stored securely.

Evidence assumed

— Access to the application database

Methad

Test and Validate

1.6

Practice guide

Validate that external access to the database is prohibited
and all access is restricted through secure authe¢ntication
mechanisms.

Evidence assumed

— Access to the application database

Method

Test and Validate

1.7

Practice guide

Validate that the transaction remains valid ever if the
connection is lost through miss-routing or incotnplete
transmissions.

Evidence assumed

— Access to communication

— Access to the application logs

Method

Test and Validate

1.8

Practice guide

Validate that only minimal rights are used by the applica-
tion. Ensure there are no more rights than needed.

Evidence assumed

Access to application’s database user information

Method

Test and Validate
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ISO/IEC 27002:2013, 14.2 Security in development and support processes

Control

ISO/IEC 27002:2013, 14.2.1, Secure development policy

Rules for the development of software and systems should be established and applied
to developments within the organization.

Control

ISO/IEC 27002:2013, 14.2.2, System change control procedures

Changes to systems within the development lifecycle should be controlled by the use of
formal change control procedures.

Control

ISO/IEC 27002:2013, 14.2.3, Technical review of applications after operating plat-
form changes

When operating platforms are changed, business critical applications should be re:
viewed and tested to ensure there is no adverse impact on organizational operations or
security.

Contrdl

ISO/IEC 27002:2013, 14.2.4, Restrictions on changes to software packages

Modifications to software packages should be discouraged, limited t6, hecessary chang-
es and all changes should be strictly controlled.

Contrql

ISO/IEC 27002:2013, 14.2.5, Secure system engineering prineiples

Principles for engineering secure systems should be established, documented, main
tained and applied to any information system implemengation efforts.

Contrdl

ISO/IEC 27002:2013, 14.2.6, Secure development.environment

Organizations should establish and appropriately. protect secure development envi-
ronments for system development and integration efforts that cover the entire system
development lifecycle.

Contrdl

ISO/IEC 27002:2013, 14.2.7, Outsourcéd development

The organization should supervise and\monitor the activity of outsourced system
development.

Contrdl

ISO/IEC 27002:2013, 14.2.8, System security testing

Testing of security functionality should be carried out during development.

Contrql

ISO/IEC 27002:2013, 14:2.9, System acceptance testing

Acceptance testing programs and related criteria should be established for new inf¢r-
mation systems, upgrades and new versions.

ISO/IEC 27(002:2013, 14.3 Test data

Control

ISO/IEC27002:2013, 14.3.1, Protection of test data

Test data should be selected carefully, protected and controlled.

B.2.111SO|/IEC 27002:2013, Clause 15 Supplier relationships

ISO/IEC 27902:2013, 15.1 Information security in supplier relationships

|
Controt

DU/IEC 27004212015, 15.1.1, INTOrmdation security policy 10or suppiier reiations lpS

Information security requirements for mitigating the risks associated with supplier’s
access to the organization’s assets should be agreed with the supplier and documented.

Control

ISO/IEC 27002:2013, 15.1.2, Addressing security within supplier agreements

All relevant information security requirements should be established and agreed with
each supplier that may access, process, store, communicate, or provide IT infrastruc-
ture components for, the organization’s information.

Control

ISO/IEC 27002:2013, 15.1.3, Information and communication technology sup-
ply chain

Agreements with suppliers should include requirements to address the information
security risks associated with information and communications technology services
and product supply chain.
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ISO/IEC 27002:2013, 15.2 Supplier service delivery management

Control ISO/IEC 27002:2013, 15.2.1, Monitoring and review of supplier services
Organizations should regularly monitor, review and audit supplier service delivery.
Control ISO/IEC 27002:2013, 15.2.2, Managing changes to supplier services

Changes to the provision of services by suppliers, including maintaining an
ing existing information security policies, procedures and controls, should
aged, taking account of the criticality of business information, systems and
involved and re-assessment of risks.

d improv-
be man-
processes

ISO

IEC 27002:2013, 16.1 Management of information security incidents and improvements

Control

ISO/IEC 27002:2013, 16.1.1, Responsibilities and procedures

Management responsibilities and procedures should be established to ensure :
effective and orderly response to information security incidents.

| quick,

Control

ISO/IEC 27002:2013, 16.1.2, Reporting information secufity events

Information security events should be reported through appropriate management chan-

nels as quickly as possible.

Control

ISO/IEC 27002:2013, 16.1.3, Reporting information security weaknesses

Employees and contractors using the organization’s information systems and 5
should be required to note and report any ghserved or suspected information
weaknesses in systems or services.

ervices
security

Control

ISO/IEC 27002:2013, 16.1.4, Assessment of and decision on information s¢
events

Information security events should be assessed and it should be decided if they
classified as information seeu¥ity incidents.

ecurity

F are to be

Control

ISO/IEC 27002:2013, 16.1.5, Response to information security incidents

Information security‘incidents should be responded to in accordance with the
ed procedures.

document-

Control

ISO/IEC 27002:2013, 16.1.6, Learning from information security incident

Knowledge gained from analysing and resolving information security incident|
used to.reduce the likelihood or impact of future incidents.

5
s should be

Control

ISOAEC 27002:2013, 16.1.7, Collection of evidence

The organization should define and apply procedures for the identification, collection,

acquisition and preservation of information, which can serve as evidence.
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B.2.131SO/IEC 27002:2013, Clause 17 Information security aspects of business
continuity management

ISO/IEC 27002:2013, 17.1 Information security continuity
Control ISO/IEC 27002:2013, 17.1.1, Planning information security continuity

The organization should determine its requirements for information security and the
continuity of information security management in adverse situations, e.g. during a crisis
or disaster.

Control ISO/IEC 27002:2013, 17.1.2, Implementing information security continuity

ThC Ul sauibatiuu ahuu}d CDtab}iDh, dULulllCllt, illl}]}clllcllt Gllld lllﬂ;lltaill lJl ULLTSSGS, }Jl U
cedures and controls to ensure the required level of continuity for information securitly
during an adverse situation.

Control ISO/IEC 27002:2013, 17.1.3, Verify, review and evaluate information security confti-
nuity

The organization should verify the established and implemented inforihation security
continuity controls at regular intervals in order to ensure that they-are+alid and effecfive
during adverse situations.

ISO/IEC 27002:2013, 17.2 Redundancies

Contro ISO/IEC 27002:2013, 17.2.1, Availability of informatien processing facilities
Information processing facilities should be implemented with redundancy sufficient to
meet availability requirements.

B.2.14 1SO|/IEC 27002:2013, Clause 6 Compliance
ISO/IEC 27002:2013, 18.1 Compliance with legal and contractual requirements
Contro ISO/IEC 27002:2013, 18.1.1, Identification of applicable legislation and contractual

requirements

All relevant legislative statutory, regulatory, contractual requirements and the organi-
zation’s approach to meet these requirements should be explicitly identified, documént-
ed and kept up to date for each information system and the organization.

Contro ISO/IEC 27002:2013, 18.1.2, Intellectual property rights

Appropriate procedures should be implemented to ensure compliance with legislative,
regulatory.and contractual requirements related to intellectual property rights and juse
of proprietary software products.

Contro ISO/IE€ 27002:2013, 18.1.3, Protection of records

Récords should be protected from loss, destruction, falsification, unauthorized accegs
and unauthorized release, in accordance with legislatory, regulatory, contractual and
business requirements.

Contro ISO/IEC 27002:2013, 18.1.4, Privacy and protection of personally identifiable

information

Privacy and protection of personally identifiable information should be ensured as re-
quired in relevant legislation and regulation where applicable.

Control ISO/IEC 27002:2013, 18.1.5, Regulation of cryptographic controls

Cryptographic controls should be used in compliance with all relevant agreements,
legislation and regulations.
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ISO/IEC 27002:2013, 18.2 Information security reviews
Control ISO/IEC 27002:2013, 18.2.1, Independent review of information security

The organization’s approach to managing information security and its implementation
(i.e. control objectives, controls, policies, processes and procedures for information
security) should be reviewed independently at planned intervals or when significant
changes occur.

Control ISO/IEC 27002:2013, 18.2.2, Compliance with security policies and standards

Managers should regularly review the compliance of information processing and
procedures within their area of responsibility with the appropriate security policies,
standards and any other security

Control ISO/IEC 27002:2013, 18.2.3, technical compliance review

Information systems should be regularly reviewed for compliance with-the grganiza-
tion’s information security policies and standards.
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Annex C
(informative)

Technical assessment guide for cloud services (Infrastructure as a
service)

C.1 Positioning and purpose

This annex|provides guidance for reviewing the implementation and operation of the_controls|and
implementgtion guidance given in ISO/IEC 27017. This annex is assumed to be used as the additjonal
guidance fqr that provided in Annex B, which addresses the controls, and implementation guidance
given in ISQ/IEC 27002.

The purpoge of this annex is to provide a reviewer with understanding of rewiew points speciffic to
cloud serviges, assuming infrastructure as a service (see Figure C.1). The systems, which provide gloud
services, arg diverse and keep changing due to significant technology innevation. This annex doe$ not
assume a specific system but targets to be used as a practice for review methods, notes, and reyiew
targets.

In addition| this annex gives insights to the engineers of thé, cloud service provider, which wpuld
incorporatg adopted security controls, to be reviewed how the service should be verified and the
technical agsessment trail should be shown. Following this guideline allows not only reviewers to ywork
on a propel review but also the cloud service provider.to-'design specific controls to make their jown
service conjply with ISO/IEC 27017.

Security Controls

Operation

Figure C.1 — Scope of this annex

C.2 Relationship with other international standards
The following standards are related to this annex in addition to ISO/IEC 27017.
a) ISO/IEC 27018, which defines Personally Identifiable Information (PII) in cloud services.

This annex covers infrastructure as a service. In infrastructure as a service, cloud service
customers are responsible for their own information security on the information stored in a virtual
machine used by the cloud service customers. This means that the cloud service provider is not
able to administer PII in the virtual machine, causing this to be outside the scope of this document.
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PII, which should be maintained by the cloud service provider, includes information on cloud service
customers. This is managed by and stored in the Service management of the Implementation Model
explained later. In addition, PII should be handled in the Service management according to 1SO/
[EC 27018.

b) ISO/IEC 17788, of which this annex applies overview and vocabulary on cloud computing.
c) ISO/IEC 17789, which applies for basic ideas on components which configure cloud services.

While ISO/IEC 17789 defines architecture of cloud computing in terms of its role and activities,
cloud system implementation-conscious viewpoints are required in the review, including

confivn bty Ao ik lio b s oty Al A
LUITITITI IIIALIVITI UL A VI tTUdIIZAativIn 11T CIIdIrionnr \IUllllsul AUALIVUIL.

Therefore, this annex presents the Implementation model which models a cloud systein and maps
functional components defined in ISO/IEC 17789 to review items.

C.3| Structure of this annex

This|annex first suggests a cloud service environment modelling with infrastructure as a service assumed.
Thisimodel describes the relationship between resource types and virtualization, and the congept of cloud
servjce customers and tenant. Server, network and storage are identified as a resource type.

The ftechnical assessment requirements are described in the sameé format as in Annex B in fhe order of
common topics through the model, individual resource type.anhd Service management.

See B.1 for the structure.
a) Explanation of the typical technologies

Fxplanation of technological elements and*guideline related to virtualization implementation.
When multiple implementation methods(eXist, typical methods are explained.

b) [The controls defined in ISO/IEC 27017

Reference of the controls in ISO/AEC 27017, which related to the virtualization.
c) [lechnical assessment method for the controls of ISO/IEC 27017

Guideline of the review method for the controls of ISO/IEC 27017.

When multiple implementation methods exist, one of them is explained.

C.4| Cloud services (infrastructure as a service) environment model

C.4.1 Meaning of the model introduced

AS C nur‘ c‘nl‘!nrn fn{‘]’\nr\]r\rﬂnc e r]“rnrc'n r‘a')]!nn‘ IAnf]’\ fl’!nm ln r]nf')l] ohe ]1“}7 r\no lc fr\n llr‘:r lvldual and

.........

specific. In addition, computing technologles used in the cloud service are new and still in the process of
technical development. Considering this, standardizing technical assessment methods based on these
individual/specific technologies is not appropriate. The information security auditor (or reviewer) can
keep this methodological model in mind and recall whether the actual technologies implemented for a
control have been designed based on the idea of the control and how evidences for assessment should
be collected before the actual evaluation.

C.4.2 Model and components

In infrastructure as a service, as assumed in this annex, an environment is a precondition which
provides cloud services consisting of:

a) virtual resources directly used by the cloud service customers;
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b) virtualization mechanisms that install those resources; and
c) service management to control and provide the virtualization mechanisms.

Figure C.2 shows the Implementation Model for systems, which provide cloud services.

/Virtual resources h ("~ Service management

(" tenant A
— | User portal/APIs

I

|
Virtual disc I

I

I

VR
Operational| Business
Service Resources support support
- | _||systems systems
\_ _ _ _ _ _ _] J
- J

Virtualization mechanisms
(Resource abstraction & Direct

control)

[ Physical resources j L—/ VA —

~ - @@

Figure C.2 — Implementationr moedel

An important concept of this model is the virtualization and'separation of the resource.

In the virtfalization mechanisms, physical resources are provided as virtual resources with

access rightls separated by tenant with resource abstraction and control components.

heir

A tenant is an area where virtual resources allgeated to each access controlled are aggregated. Multiple
tenants carl be provided to a cloud service~¢ustomer by request. Generally, multiple users accg¢ss a

tenant and gxecute information processing;

This model|has four components. Three of them, physical resources, virtualization mechanisms|and

virtual resqurces, are categorized into server, network and storage as resource types.

a) Physical resources arephysical equipment required for providing cloud services. They consist of

server ¢quipment, network equipment, and storage equipment as components.

The physical network equipment includes a physical Network Interface Card (NIC), which conrjects
the seryer to the metwork. The physical storage equipment includes a Host Bus Adapter (HBA) and

FC switiches. which connect the server to the storage.

b) Virtualization mechanisms are used to produce virtual resources provided by the cloud servfices.

Hypervisor is applicable to this for a server virtualization. Virtual Local Area Network (VLAN)
and Software Defined Network (SDN) apply for a network virtualization. Mostly storage devices

include this mechanism for storage.

c) Virtual resources are created by the function for virtualization and are provided to cloud service
customers in the cloud service such as virtual machines, virtual networks and virtual storages.

"The virtual resources" indicate the concept of collection of resources virtually produced.

NOTE Network and storage can be virtualized by servers. For instance virtualized switches configuring

the virtual network can be created by Hypervisor, which virtualizes the server.
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Service management is a system to enable the cloud service provider to provide cloud services,
and provide an interface for the cloud system to the cloud service customer.

Using the above function for virtualization, it provisions virtual resources required for the cloud
service. It also monitors and manages the physical resources and ensures to control that the entire
cloud environment can function appropriately.

This Service management also includes portal functions, utilities, and Application Program
Interfaces (APIs), which allow for cloud service customers to work on allowable operation, including
provisioning and activation/deactivation of a VM.

b Lorrespondence to ISU/IEC 177069

tional components defined in ISO/IEC 17789 are actually implemented in this)framework by

implementation elements used to implement each component depending on the target refource type

or layer.

Takg Access Control as an example:

Access control of physical disks Disk unit
Access control per tenant Virtualization mechanisms
Access control of virtual disks ~ Virtualization mechanisms

Access control in each VM 0S of the VM

Multli-layer functions and components defined in ASO/IEC 17789, which serve cloud sgrvices, are
inclyded in the Service management in the Implementation Model of this annex. Busingss support

syst

Implementation Model of this annex.

ems (BSS) or operational support systems(0SS) defined in ISO/IEC 17789 are inclfided in the

Mul{i-layer functions in relation to integrdtion and security are implemented in its target thechanisms

as wjith the above access rights.

C.5

C.5.

Common practice in the Implementation Model

I General

This|clause describes(a)checking practice common to server virtualization, network virtuallization, and

stor

C.5.

hge virtualization explained later.

P Application of virtualization technologies in the cloud service

As gxplained above, virtualization consists of functions for virtualization and virtual r¢sources. In

infrastructure as a service, these virtual resources are to be accessed by cloud service userg.

The
clou

a)

b)

following assessments are required for the virtualization mechanisms in a technical review of the
d system:

Operations security

As operation of the virtualization mechanisms has direct impact on virtual resources, make sure
that the operation is performed properly.

Definition of environment

Check if logs and events which need to be provided to cloud service customers (error notification,
warning, and a value beyond the threshold, etc.) are defined as parameters of the virtualization
mechanisms so that the information is collected and logged.
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Check if redundancy of the virtualization mechanisms and virtual resources is also defined as
parameters of the virtualization mechanisms and is to be reviewed regarding their availability.

c) Capacity management

In each virtualization, check if the relationship of virtual resources provided to cloud service
customers with physical resources is managed.

In general, cloud computing provides logical resources available concurrently with a statistical
approach. Therefore, the total virtual resources provided are larger than the total physical
resources (oversubscription, overcommit).

C.5.3 Callrying out the technical assessment for the common aspects in the
[ion mechanism

virtualiza

€531 O

beration Security

Control

ISO/IEC 27017:2015, 12.1.2 Change management

Implementaftion

The cloud service provider should provide the cloud service custemer with informa-

guidance for cloud tion regarding changes to the cloud service and the systems'on which it runs that can
service proyider adversely impact the cloud service customer’s informatign‘sécurity. The following wfill
help the cloud service customer determine the effect the)changes can have on informa-
tion security:
— Categories of changes;
— Planned date and time of the changes;
— Technical description of the changes.to the cloud services and underlying systeins;
— Notification of the start and the,completion of the changes.
When a cloud service provider offers a cloud services that depends on a peer cloud
service provider, then the cloud'service provider can need to inform the cloud servide
customer of changes caused'by the peer cloud service provider.
Additional tpchnical |Potentially significant.¢hanges for a cloud service customer are as shown below:
information
Server:
— Update orfupgrade of Hypervisor
— Changesin Hypervisor parameters and environmental definitions
Netwerk:
—.\Changes in virtual LAN definitions
 Changes in configuration, environment definitions and parameters of network
devices including a switch, router, firewall and load balancer
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Control ISO/IEC 27017:2015, 12.1.2 Change management
Storage:
— Changes in device definitions
— Changes in SAN zoning, etc.
Hardware:
— Firmware upgrade
Software:
— Software upgrade
— Application of program fixes (patches)
— Application of security fixes
These changes can have varied impacts on the cloud service custemer. The cloud service
customer and the cloud service provider should agree with the(changes to bg notified
base on the level of impacts they have.
1 |Security im- In change management, cloud service customers who areldirectly or indirectly affected
fdlementation should be identified and notified appropriately.
standard
Technical note As the IT resources are mutually dependent, cloudsérvice customers using dther re-
dn security sources, which are dependent on the relevant-resources will be affected.
implementation . ‘ . N .
drandard In general, hardware and software configirations of the cloud service are mpintained in
the CMDB (Configuration Management Database).
Hardware and software resources forjeach cloud service customer are also thanaged by
CMDB, 0SS (Operation Support System), or BSS (Business Support System).
The relationship of hardware.and software with the cloud service customerg affected by
the changes of that hardwagre and software is managed by these systems.
11 Practice guide Check if cloud service customers who are using Il resources
to be changed are identified.
Evidence assumed Search result of CMDB, etc.
(Search result of cloud service customers who arg utilizing
specific IT resources specified.)
Method Examine/Observe
1.2 Practice guide Check if the relevant relationship is understood when de-
pendencies or impacts between IT resources exist.
Evidence assumed Search result of CMDB, etc.
(Search result of other IT resources affected by specific IT
resources specified when dependencies exist between the IT
resources.)
Method Examine/Observe
3 Practice guide Checkifinformation on the change management, which
should be provided to cloud service customers, is provided
properly.
Check the following on the information provided:
— The changes are related to cloud service customers, and
(Indirect impacts should also be provided.)
— Agreements with customers or reasonably appropriate
level of impacts are provided.
Evidence assumed Mail to cloud service customers
Portal intended for cloud service customers
Method Examine/Observe
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Control

ISO/IEC 27017:2015, 12.1.3 Capacity management

Implementation guid-
ance for cloud service
provider

The cloud service provider should monitor the total capacity of computing resources to
prevent information security incidents caused by resource shortages.

Additional technical
information

Computing resources provided by the cloud service provider should include:

— CPU processing capacity, core memories
— Network band

— Storage capacity

trtirecloudsystemn; threcapacity mramagement s radatory to prevernt Tomputing
resources from getting short at peak hours because a temporary use of computingne
sources involves the peak hours.

The capacity management should be implemented not only across the cloud-system but
also in each block because the computing resources may not be provided\beyond the
block of the cloud system.

1 |Security|im- Define a level beyond which computing resources should be added and take necessafy
plementation actions when the level is reached.
standard
Technicgl note Specify a certain threshold on computing resources and cofiduct monitoring to issug an
on securfty alarm when the usage may exceed the threshold.
implemehtation Monitor the usage of the computing resources by using the cloud system, IT equipmgnt,
standard
and software, etc.
1.1 Practice guide Check if computingr€sources, which need the capacity mang-
agement, are monitored as requirements.
Evidence assumed Definition of monitoring the cloud system
Report output of the capacity usage
Method Examine/Observe
1.2 Practice guide Check'if an alarm is issued when the capacity used exceeds|the
threshold.
Evidence assumed Alarm setting for the cloud monitoring system (check if an
alarm is defined to be triggered by the threshold)
Event log of the cloud monitoring system (check if an alarm
was issued in the past)
Method Examine/Observe
Control ISO/IEC 27017:2015, CLD.12.1.5 Administrator's operational security

Implementation guid-
ance for cloyd service
provider

The cloud service provider should provide documentation about the critical operatigns
and procedures to cloud service customers who require it.

Additional tpehnical

In general, if changes to the cloud computing environment fail, cloud service customgrs

information

WIII be arfected and prevented o use the cloud service.

Especially, deletion and destruction of data on the storage are the most critical damage
to customers’ assets.

Itis assumed that a temporary service breakdown or the disabled cloud computing envi-
ronment may not destroy the assets even if transactions being processed are discarded.

1 |Security im-
plementation
standard

Only preauthorized operators are able to delete the data.

Technical note
on security
implementation
standard

Operation with administrative privileges with which data on the storage used by the
cloud service customers can be deleted requires authentication different from that for
the normal operation.
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Control ISO/IEC 27017:2015, CLD.12.1.5 Administrator's operational security
1.1 Practice guide Check if IDs, which allow operation with administrative priv-
ileges, are limited and used with a different procedure than a
normal one.
Evidence assumed List of user IDs including the storage operation utility, etc.
Operation when using administrative privileges
Method Examine/Observe
Control ISO/IEC 27017:2015,12.4.1 Eventlogging
Implementation guid- | The cloud service provider should provide logging capabilities to the cloud,dervice
ancg for cloud service | customer.
provider
Addjtional technical |As described in ISO/IEC 27017 "Other information for cloud services', the claud service
infofmation provider is responsible for logging and monitoring cloud computing infrastrjicture com-
ponents in [aaS covered in this document.
They include:
— Logs and events of Hypervisor
— Logs and events of firewall and a load balancer
— Logs and events of a storage device and'SAN equipment
As these infrastructure components are shared between cloud service customers, logs

and events of all cloud service customers as a whole are logged.

Therefore, a log only related to th€ relevant cloud service customer should b
and provided.

b extracted

1 |Yecurity im- Alog to be provided to service'customers is collected and events are monitoted.
plementation
gtandard
Technical note Cloud computing infrastructure components’ function is used to output a log and col-
dn security lect events.
;rtr;;;llggr;edntatlon Log output is defined by the definition of the cloud computing infrastructurg compo-
nents' parameters.
11 Practice guide Check if log or event collection settings are defined forf the cloud
computing infrastructure components.
Evidence assumed |Definition of the cloud computing infrastructure components'
parameters
Method Examine/Observe
Confrol ISO/IEC 27017:2015, 12.4.4 Clock synchronization
Implenientation The cloud service provider should provide information to the cloud service customer
guidahceé for cloud regarding the clock used by the cloud service providers logged putting infragtructure

service provider

components in Service customer can synchronize local clocks with the cloud

clock.

Add

itional technical

information

VM time synchronization with the cloud computing environment is required
service customers in laaS.

Generally VM time synchronization methods are as follows:

NTP (Network Time Protocol) method

Hypervisor method

for cloud
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Control ISO/IEC 27017:2015, 12.4.4 Clock synchronization
1 |Security im- The cloud service provider uses either NTP or Hypervisor method to provide the means
plementation for synchronizing VM time.
standard
Technical note The cloud service customers need to set up time synchronization of their own VMs
on security based on the method provided.
implementation
standard
1.1 Practice guide Check if the cloud service provider provides a method for time
synchronization.
Evidence assumed |Result of checking if NTP server is provided and cloud service.cfis-
tomers have an access to the server via NTP protocol.
Result of checking if Hypervisor provides time synchronizationfand
cloud service customers can use the function to synchronize tine.
Method Test
Control ISO/IEC 27017:2015, CLD.12.4.5 Monitoring of cloud services
Implementaftion guid- | The cloud service provider should provide capabilities that énable the cloud service
ance for cloyd service | customer to monitor specified aspects, relevant to the cloudservice customer, of thd
provider operation of the cloud services. For example, to monitgrand detect if the cloud servifes
is being used as a platform to attack others or if sensitive data is being leaked from the
cloud services. Appropriate access controls should secure the use of the monitoring
capabilities. The capabilities should provide accéss only to information about the cloud
service customer's own cloud service instanegs.
The cloud service provider should provide{documentation of the service monitoring
capabilities to the cloud service customer.
Monitoring should provide data consistent with the event logs described in 12.4.1 arjd
assist with SLA terms.
Additional tpchnical |In general, as defining nefarious use of cloud services is difficult, network traffic whjch
information| exceeds a certain amount aid storage access as such will be detected.
1 |Security|im- Use a logging or monitaring function to detect the occurrence of status defined as ngfar-
plementation ious use of cloud sexyices.
standard
Technicql note See 12.4.1.
on securjty
implementation
standard
1.1 Practice guide Check if the monitoring system is defined so that an event defiped
as nefarious use of cloud services will be detected.
Evidence assumed |Definition of the monitoring system parameters
Method Examine/Observe
Control ISO/IEC 27017:2015, 12.6.1 Management of technical vulnerabilities

Implementation guid-
ance for cloud service

The cloud service provider should make available to the cloud service customer in-
formation about the management of technical vulnerabilities as it applies to the cloud

provider services and the information systems it uses.
Additional technical |Technical vulnerabilities depend on the software version. In general, as cloud comput-
information ing infrastructure components use more than one version from the same software, it is

required to determine if the vulnerabilities exist in computing resources in use.

1 |Security im-
plementation
standard

When technical vulnerabilities are found in cloud computing infrastructure compo-
nents, identify cloud service customers who are using the computing resources with the
vulnerabilities and provide them with information on those vulnerabilities.

See the description in "12.1.2 Change management" for searching for the relationship of
computing resources with cloud service customers.
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Control ISO/IEC 27017:2015, 12.6.1 Management of technical vulnerabilities
Technical note See the description in "12.1.2 Change management" for searching for the relationship of
on security computing resources with cloud service customers.
implementation
standard
1.1 Practice guide Check if service customers who are using the computing resourc-

es with the vulnerabilities found are identified and provided with
information on technical vulnerabilities.

Evidence assumed Notification mail on technical vulnerabilities and Portal screen, etc.
Method Examine/Observe

C.6| Server virtualization

C.6.l Overview of server virtualization

Servler virtualization abstracts a physical server (consisting of a CPU, memory, and I/0 devjces, etc.) to

a logical resource. Generally, the server virtualization is structured as shown in Figure C.3.

b)

Applications

(e N\ Virtual Resources

Virtual Machine (VM)

Virtual - -
CPU Virtual Virtual Virtual 1/0)

(vCPU) memory NIC device

Virtual machine monitor (VMM)

Virtualization mechanism
Kernel/Driver Virtual Switch Virtual Storage

Physical Server

Physical Resources

‘ CPU ‘ ‘Memory‘ ‘ NIC ‘ ‘I/ODevice

Figure C.3 — Overview of server virtualization

CPU virtualization-allocates customer VMs to the physical CPU on the Virtual Machjne Monitor
(VMM) on a physical server as virtualization resources on a virtual "core" basis.

CPU virtualization enables to oversubscribe or allocate more virtual CPUs than the number of
physical.l6RU cores for the entire server.

At over-subscription, VMM performs CPU scheduling and such processing as switchover of virtual

CPUs allocated to physical CPU cores. Therefore, note that simultaneous heavy prpcessing by
£l A®AV +1 4 iy 4 £ el L H 1LCDIL H FnJ

nore—trat one—vivr mmereasestreContetronrare-or e pnystearcr oS, Constimg—cr resources

for the CPU scheduling as well as latency before the CPU resources are allocated, which can affect

processing performance.

Memory virtualization allocates virtual machine's memories on the physical server memories.
Similar to the CPU virtualization, virtualizing the memory allows over-subscription, meaning that
the total memory size seen from the virtual machine is larger than the actual memory size on the
physical server. Memory over-subscription includes a method in which memories are allocated
dynamically to a VM (ballooning) and another method in which more than one VM can share the
identical memory. In both methods, the sum of the minimum values of the memory allocated to
each VM should be smaller than the size of the memory equipped with the physical server.

Storage virtualization: The storage of a virtual machine is handled as a file set on the storage
of a physical server. However, the problem is an occupied band and storage speed, etc., at the
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d)

transmission of large amount of data when migrating a virtualized server between physical
servers. Therefore, generally, the system which provides cloud service is often designed so that
access is via the SAN (storage area network) by installing a common storage server.

I/0 virtualization virtualizes a series of peripherals, including a NIC, HBA, and serial port adapter.
Virtualized adapter port is used by connecting to a virtual machine, which is set to work on VMM
with VMM settings, or by connecting to a physical adapter port on the physical server. Note that
[/0 function of the HBA and NIC are highly shared hardware compared to memories and CPUs and
often becomes a bottleneck particularly in the function for virtualization.

C.6.2 Application of server virtualization in the cloud services

a)

b)

70

Tenantfseparation in the server virtualization

In the general virtualized environment design, virtualized servers are designed as completely
indepempdent resources and connected via a virtual network between VMs.

Therefgre, the minimum network security measures are required for separdting VM resoufces.
In addition, what specially should note on the virtualization environment is to correct the
vulnerdbility of the virtualization environment itself provided by a legitimate source.

Furthefmore, a special virtualization environment provides a fast comimunication route between
VMs for mutual connection or enables data exchange between.VMs via a physical port of the
physicql server. Therefore, attention should be paid to other I/0s.than NIC.

To pro:Ect virtual resources, a technology by which memories and 10s are accessed on VMM or
a privileged VM exists. Using this technology, the behaviour on the VM can be monitored and an
invalid |program operation can be detected to protectthe resources. However, remember not to
install this technology carelessly even though an aceess from VMM or the privileged VM is useful
for the pecurity of virtual resources, because this.can provide an attack route to bad users.

Ensurefl availability in the server virtualization

Live migration is a function that migratesthe VM operation environment onto a different phypical
server without deactivating the VM., Live migration is implemented by starting up a VM irhage
stored jon a shared storage on the VMM of the destination physical server, transferring dat on
cache memory via LAN, as well:as succeeding the virtualized I/0. This mechanism allowg the
memorj content to flow on LAN.at the live migration, and memory data security and LAN secyirity
are crifical. In the live migration, the administrator migrates the VM between physical seryers,
or a high-availability teeghnology is provided, by which the VM can be migrated between phypical
serverg automatically when a failure occurs in the environment.

If a faijure is detected by monitoring with this kind of high-availability technology, proviided
servicep will bé suspended for a certain period of time because the image of the virtual madhine
workin on the faulty physical server is activated on another physical server working normally.

the
igtant
virtualization env1ronment includes 1mplementat10n that operates the prlmary and secondary VMs
on more than one physical server and synchronizes both VMs each other at all times. Under normal
operation, the primary VM provides the service and the secondary VM can take it over the moment
a failure occurred to provide the failure resistance. Note that both technologies require available
resources on another physical server, not on the same physical server.

Capacity administration in the server virtualization

Virtualized memories or CPU resources can be allocated dynamically during operation by using an
appropriate OS. Because up to the resources on the physical server can be allocated, free space can
need to be assured by using the above live migration technology to migrate the VM to another physical
server, considering the resources used by other VMs. Physical server resources are indexed by:

— number of CPU cores;
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disk size;

memory size;
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disk I/0 performance;

network I/0 performance.

The total required resources can be calculated by multiplying the total of these indexes provided
as services for a simple virtualized environment by overhead loaded for the virtualization. When
service availability is considered, a margin should be assured per physical server, as well as

esources

The focus of the indexes, and the way services are provided, depends on the busine
SLA of the cloud service provider. In any case, it is critical that resources currently pi
hvailable resources should be monitored to continue to provide hardwareCresource
bf monitoring is performed mainly at the Service management for integrity of the g
services environment. However, note that a resource usage monitoring tool can be instplled on the
VMM or privileged VM on the server virtualization.

B Carrying out the technical assessment for the server virtualization

8.1 Access Control

he segregation in server virtualization, see C.6.2 a).

5s model or
ovided and
. This kind
ntire cloud

Confrol

ISO/IEC 27017:2015, CLD.9.5.1~Segregation in virtual computing environments

Imp
ancg
prov

ementation guid-
for cloud service
ider

The cloud service provider sheuld enforce appropriate logical segregation
service customer data, virtualized applications, operating systems, storag
work for:

environments;

the separation of the cloud service provider's internal administ
resources-used by cloud service customers.

Where the-cloud service involves multi-tenancy, the cloud service provider

impleiment information security controls to ensure appropriate isolation off

used by different tenants.

The cloud service provider should consider the risks associated with runni

Service customer-supplied software within the cloud services offered by thle cloud

service provider.

the separation of ‘resources used by cloud service customers in multi-tenant

of cloud
b, and net-

ration from

should
resources

hg cloud

plementation
standard

Addjtional techuical |Implementation of the logical separation depends on the technologies applied to the
information virtualization
1 |Security im- Separation of cloud service customers in multi-tenant environments.
pletmentation
stamdard
Technical note There is a communication path between VMs using memory and virtual ports, which
on security may become a communication path between “virtual resources”.
implementation
standard
1.1 Practice guide Make inactive functions accessed directly between VMs
Evidence assumed |Confirm that functions accessed directly between VMs within
VMM are made inactive
Method Examine/Observe, Examine /Review
2 |Security im- Separation of the cloud service provider’s internal administration from the cloud ser-

vice customers’ virtual environments.
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Control

ISO/IEC 27017:2015, CLD.9.5.1 Segregation in virtual computing environments

Technical note
on security

Within VM-VMM separation, VM-VM management is active in the same way as noted in
previous section. In addition, as communication path may be created with tools imple-

implementation |mented from security or availability aspect in VM-VMM, vulnerabilities in those tools
standard may prove to be a loophole in VM-VMM configuration.
2.1 Practice guide Applying segregation functions of virtualization software
Enable the partition function on virtualization environment.
Evidence assumed |Confirmation of Access Control Policy in VMM
Confirm that Transparent Page Sharing is inactive in VMM
Method Examine/Observe, Examine/Review
2.2 Practice guide Physical segregation of a cluster of virtual systems
Evidence assumed |Confirm that Virtualization support function in physical servier
is active
Method Examine/Observe, Examine/Review
3 |Security im- Perform vulnerability management
plemengation
standard
Technidal note Products built with security measures (Common Criteria‘Qualified, etc.) should be fised
on secufrity in virtualization platform (host OS, Hypervisor, etc.)
implemfentation
standatgd
3.1 Practice guide Confirm that products ¥sed’in virtualization platforms are bujlt
with security measures in mind.
Evidence assumed |Base design documeént for virtualization platform
Method Examine/Review
3.2 Practice guide Sharing of\yulherability information within operations
Evidence assumed |Confirmation of status of vulnerability information sharing
(Check’posted information on portal page, etc.)
Method EXamine/Observe
Control ISO/IEC 270%7:2015, CLD.9.5.2 Virtual Machine Hardening
Implementafion guid- |When configuring virtual machines, cloud service customers and cloud service prof
ance for cloyd service |viders shiould ensure that appropriate aspects are hardened (e.g. only those ports,
provider protecels and services that are needed to run the cloud services are enabled) and the
appropriate technical measures are in place (e.g. anti-malware, logging) for each vifrtu-
dkmachine used.
Additional tpchnical (| The VM/VMM and physical server achieve not only by the VM operating system,
information but virtual machine hardening also. As these are all closely related, virtual maching
hardening requires cooperation from the cloud service customer and cloud service
provider.

1 |Securityim-
plementation
standard

When configuring virtual machines, only necessary device and/or service remain
in effect.

Technical note
on security

Regarding the Virtual Machine Hardening, this control does not explain anew about
enhancing a virtualized server because general server enhancing technologies can

implementation |be applied to it. However, there is a technology providing security for a server from a

standard VMM. If this technology is used, its review method should also comply with the method
defined in ISO/IEC 27002.

1.1 Practice guide Confirm that provided VM functionality within VMM is config-

ured as the bare minimum.

Evidence assumed Result of confirmation

Method

Examine/Observe, Examine /Review
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