INTERNATIONAL ISO
STANDARD 17776

Second edition
2016-12-15

Petroleum and natural gas
industries — Offshore production

installations — Major-accident hazard
management during the design pf new
installations

Industries du pétrole et dv gaz naturel — Installations def plates-
formes en mer — Lignes directrices relatives aux outils et|techniques
pour l'identification et I'évaluation des risques

Reference number

—/@\— IS0 17776:2016(E)

© IS0 2016


https://standardsiso.com/api/?name=ecaeed5f7a3ccd2e5473e195f315bd39

IS0 17776:2016(E)

COPYRIGHT PROTECTED DOCUMENT

© IS0 2016, Published in Switzerland

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +41 22 749 01 11

Fax +41 22 749 09 47
copyright@iso.org

www.iso.org

ii © ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=ecaeed5f7a3ccd2e5473e195f315bd39

IS0 17776:2016(E)

Contents Page
FFOT@WOIM ..........ooooooeoeeeee oo es s 858 s \%
IIMETOUICEION. ..ot vi
1 S0P ... 1
2 NOTTNATIVE FEECI@INICES .........oocco e 1
3 Terms, definitions and abbreviated terMIS ... 1
3.1 Terms and definitions
3.2 Abbl CVidLCL‘l LS5 0 1 8
4 Major accident hazard management OVETVI@W ... N
4.1 (0T=) 4 1) = OO OSSOSO 8 M SO
4.2 Project management COMMITMENt ... A N
4.3 Project management accountability
4.4 Project plan to manage major accident hazards............c b S
4.5 Objectives of major accident hazard management........... £ s
4.6 Selection of hazard evaluation and risk assessment methads
4.7 Good engineering PractiCe ... oo
4.8 Documentation ...
4.8.1  General....oeeseeeseeeeee
4.8.2  Register of major accident hazards
4.9 ACtiONS MANAZEIMENT ..ot it
410 Management Of CHANZE ... N
5 Management of major accident hazards in design......
5.1 Overview of MA hazard managementi..............
5.2 Key CONCEPLS ..ot A e
5.2.1  Understanding the MAhAzZards ...
5.2.2  Inherently safer deSign (ISD) ...
5.2.3  Design strategies for managing MA hazards..
524 BaTTIEIS oo i et
5.2.5  Performange standards........... s
5.2.6  Commuanigation with technical and operational teams..........ccccocccfoiren 15
6 Screening and concept SEleCtion PIrOCESS ... e 15
6.1 General
6.2 O D@ CEIVES ...
6.3 Functional reqUITEIMENTES. ...
6.3.1-7 Screening...............
6)3:2  Hazard identification
6.3.3  Major accident hazards evaluation
6.3.4  ISD and barriers.........oeressnn,
6.3.5  Performance standards............ccccco.....
636 anﬁ'rinnry of measures
6.3.7  DOCUMENEATION ..o s
7 Concept definition and OPtiMIZATION..........cceesenser s
7.1 GENETAL........ooooooooeee s
7.2 (0] 0] 1= 0 177
7.3 Functional requirements..........cocooss
7.3.1  Hazard identification.............coco.
7.3.2  Major accident hazard evaluation
7.3.3  RISK @SSESSIMEINT.......oooiioioioeieiciesieeeeeeesss st
7.3.4  Inherently safer design (ISD) ...
7.3.5  BarTiersS ...
7.3.6  Performance standards
7.3.7  Sufficiency of measures
7.3.8  DOCUMENEATION ..oooiooiiieie s

© 1S0 2016 - All rights reserved iii


https://standardsiso.com/api/?name=ecaeed5f7a3ccd2e5473e195f315bd39

IS0 17776:2016(E)

8 Detailed design and construction phase
8.1 GENETAl...ooocooee s
8.2 Objectives. ...,
8.3 Functional requirements
8311 OVEIVIBW oo

8.3.2  Hazard identification
8.3.3  Major accident hazards evaluation

8.3:4  RISK @SSESSIMEINT. ...oooioiie et
8.3.5  Inherently safer design (ISD)

8.3.6  BarTiers ...

8.3.7  Performance Standards ...
8.3.8  Sufficiency 0f MEASUIES ...
8.3.9  Register of major accident hazards

8.3.10  DOCUMENEATION ...ooiioieiiceiiceiieeeee s sneesesssesees g e
8.3.11 Procurement of €QUIPIMENT. ... e R i

8.3.12 Construction, completion and commissioning
8.3.13 Transfer to operation
8.3.14 Actions management

9 Majqr accident hazard management in operation............. S,
9.1 7 1) - OSSOSO
9.2 Objectives

9.3 Functional requirements

9.3.1  Barrier Management . ... oadee Foeeeoseses oo ees oo

9.3.2  Revalidation ...

9.3.3  Safety-critical tasks

9.3.4  TempPOTary ChANZES ... B oo

9.3.5  Non-availability of barrier performance. ...

9.3.6  Management of change (MOC)... & e
Annex A (informative) Example of a framework forrisk-related decision support...........c........
Annex B (informative) Plan to manage major dccident hazards ...

Annex C (informative) Major accident hazard management identification and evaluation tools
Annex D (infformative) Strategy for managing major accident hazards.................cces
Annex E (informative) Barrier system performance standards
Annex F (informative) HAZID UIAEWOTAS...............ooocciiiiieiiicseseesseee s

BIDIHOGTAPIIY ... e

iv © ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=ecaeed5f7a3ccd2e5473e195f315bd39

IS0 17776:2016(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor—its—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all sueh*patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on tHe ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation on the meaning of [SO specific terms and expressions related to conformitylassessment,
as well as information about ISO’s adherence to the World-Trade Organization (WTO) prinfiples in the
Techhical Barriers to Trade (TBT) see the following URLZwww.iso.org/iso/foreword.html.

The ¢ommittee responsible for this document is ISO/TC 67, Materials, equipment and offshote structures
for petroleum, petrochemical and natural gas indtstries, Subcommittee SC 6, Processing equipment and
systens.

This|second edition cancels and replacesthe first edition (ISO 17776:2000), which has been technically
reviged and the title changed from ;Petroleum and natural gas industries — Offshord production
instdflations — Guidelines on tools and techniques for hazard identification and risk assesyment to the
present title.
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Introdu

:2016(E)

ction

The purpose of this document is to establish requirements and provide guidance for the effective
management of major accident (MA) hazards during the design of new offshore installations for the
petroleum and natural gas industries.

The management of MA hazards involves the application of engineering expertise and knowledge to
provide the measures needed to meet the objectives set by the organizations involved in the project
development. A range of tools for evaluating and assessing the likelihood and consequences of MAs
is needed to help select the measures to be implemented, and to judge when sufficient measures have

been provid

et:

This procegs is built on the underlying integrity provided by the application of internatio

recognized
This docum

— establis|

codes and standards.
bnt covers the following main elements:

hing general requirements for identifying MA hazards and their causes;

— assessing MA hazards to understand their likelihood and possible consequences;

— develop

ing suitable strategies for managing MA hazards;

— progressively improving the understanding of MA hazards and their consequences to guide d
decisionjs during the development phases of the installation;

— providing the measures needed to manage all credible MAS;

— maintai
The technic

a) objectiy

ning the measures throughout the life of the inistallation.
h1 content of this document is arranged as follows:

es: the goals to be achieved;

b) functiopal requirements: specifying requirements considered necessary to meet the s

objectiyf
C) annexe

This docum

Vi

es;
: guidelines in support ¢f the functional requirements.

ent should be read inseonjunction with ISO 13702 and ISO 15544.

nally

Psign

rated
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INTERNATIONAL STANDARD

ISO 17776:2016(E)

Petroleum and natural gas industries — Offshore
production installations — Major accident hazard
management during the design of new installations

1

This|document describes processes for managing major accident (MA) hazards during:t
offshiore oil and gas production installations. It provides requirements and guidance onthe ¢
of stfrategies both to prevent the occurrence of MAs and to limit the possible conseque
contdins some requirements and guidance on managing MA hazards in operation.

This|{document is applicable to the design of

for the petroleum and natural gas industries.

The

envifonment and assets.

This|document is intended for the larger projects,undertaken to develop new offshore i
Howegver, the principles are also applicable to small or simple projects or design changes
facilities and can also be relevant to onshore production facilities.

Mobf{le offshore units as defined in this.document are excluded, although many of the py
be uged as guidance. The design of subséa facilities are also excluded, though the effects o
subsega facilities are considered if they)can lead to major accidents that affect an offshore
This| document does not cover (the construction, commissioning, abandonment or se
asso¢iated with offshore installations.

The

be based on an assessmentof the likelihood and possible consequences of MA hazards.

2
The

constitutes-requirements of this document. For dated references, only the edition cited
unddted references, the latest edition of the referenced document (including any amendme

Scope

fixed offshore structures, and

floating systems for production, storage and offloading

scope includes all credible MA hazards with the potential to have a material effect or

lecision to apply the requirements and guidance of this document, in full or in part, i

Normativereferences

following.documents are referred to in text in such a way that some or all of tl

he design of
levelopment
hces. It also

people, the

hstallations.
to existing

inciples can
 mobile and
installation.
curity risks

intended to

heir content
applies. For
hts) applies.

ISO 31000, Risk management — Principles and guidelines

3

3.1

Terms, definitions and abbreviated terms

Terms and definitions

For the purposes of this document, the following terms, definitions and abbreviated terms apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

[EC Electropedia: available at http://www.electropedia.org/

[SO Online browsing platform: available at http://www.iso.org/obp

© ISO 2016 - All rights reserved
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3.1.1
barrier

:2016(E)

functional grouping of safeguards or controls selected to prevent a major accident or limit the
consequences

Note 1 to entry: Barriers can be subdivided into hardware barriers or human barriers and are supported by

management

system elements.

Note 2 to entry: Adapted from IOGP Report No. 415.

3.1.2
emergency

response

action takem

initiate and
[SOURCE: I§

3.1.3

environme
surrounding
fauna, humg

Note 1 to ent

Note 2 to e
characteristi

[SOURCE: IS

3.1.4
ergonomics
scientific di
human and

Note 1 to ent

3.1.5

escape roug

route from
area, or med

[SOURCE: IS

3.1.6
evacuation
planned me

by personnel on or off an installation to limit the consequences of a major accide
execute abandonment

0 15544:2000, 2.1.8]

nt
bs in which an organization operates, including air, water, land, natudral resources,
ns and their interrelationships

Fy: Surroundings can extend from within an organization to the lgcal, regional and global syst

ntry: Surroundings can be described in terms of biodiversity, ecosystems, climate or
CS.

0 14001:2015, 3.2.1]

bther elements of a system

Fy: Adapted from ISO 6385:2004.

e
an area of an installatien leading to a muster area, temporary refuge (TR), embark
ns of escape to the,sea

0 15544:2000,-21215]

thod of'leaving the installation in an emergency

nt or

flora,

0

m.

other

scipline concerned with study of humamnfactors and understanding of interactions agong

htion

[SOURCE: IS

0°35544:2000, 2.1.17]

3.1.7
harm

injury or damage to the health of people, or damage to property or the environment

[SOURCE: IS

3.1.8
hazard

O/IEC Guide 51:2014, 3.1]

potential source of harm

[SOURCE: IS

O/IEC Guide 51:2014, 3.2]
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3.19
hazardous event
event that can cause harm

[SOURCE: ISO/IEC Guide 51:2014, 3.3]

3.1.10
individual risk
risk to which an individual is exposed during a defined period of time

3.1.11

inherently safer design
design which eliminates or reduces major accidents through measures that are peymanent and
inseparable from the design

3.1.12
majgr accident
MA
hazafrdous event that results in

— 1nultiple fatalities or severe injuries; or
— ¢xtensive damage to structure, installation or plant; or

large-scale impact on the environment (e.g. persistent*and severe environmental damage that
¢an lead to loss of commercial or recreational use, l08s of natural resources over a wide area or
gevere environmental damage that will require extensive measures to restore beneficial uses of the
environment)

Note [L to entry: In this document, a major accident is ¢he realization of a major accident hazard.
Note P to entry: This definition is intended to incorporate terms such as “major accident” as defined by UK HSE.

3.1.13
major hazard
hazapd with the potential, if realized, to result in a major accident

3.1.14
mobjle offshore unit
mobile platform, including“drilling ships, equipped for drilling for subsea hydrocarbon deposits and
mobile platforms for purposes other than production and storage of hydrocarbon deposits

Note |l to entry: In€ludes mobile offshore drilling units, drill ships, accommodation units, constructfion and pipe-
lay units, well servicing and well stimulation vessels.

3.1.15
muster-area
designated area to which personnel report when required to do so in an emergency

[SOURCE: ISO 15544:2000, 2.1.29]

3.1.16

performance standard

measureable statement, expressed in qualitative or quantitative terms, of the performance required of a
system, item of equipment, person or procedure, and that is relied upon as a basis for managing a hazard

Note 1 to entry: Hardware performance standards address the functionality, reliability, survivability and
interdependency of barriers under emergency conditions.

[SOURCE: IOGP Report No. 415]
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3.1.17
risk

:2016(E)

combination of the probability of occurrence of harm and the severity of that harm

Note 1 to entry: A more general definition of risk is given in ISO Guide 73:2009 and is “effect of uncertainty” where:

an effect is a deviation from the expected, and

state and future outcomes.

uncertainty is a state of having limited knowledge where it is impossible to exactly describe the existing

[SOURCE: ISO/IEC Guide 51:2014, 3.9, modified, Note 1 to entry has been replaced with another note.]

3.1.18
risk criteri
terms of refi

Note 1 to ent
Note 2 to ent
[SOURCE: IS

3.1.19
risk tolera

ce
organizatioI’s readiness to bear the risk after risk treatment in orderto achieve its objectives

Note 1 to ent
Note 2 to ent]
[SOURCE: I

3.1.20
temporary
TR

place provi
emergency |

[SOURCE: IS

3.2 Abbr

CFD com

EER esca

ESD eme

0
brence against which the significance of risk is evaluated

Fy: Risk criteria are based on organizational objectives, and external and interndl'context.

Fy: Risk criteria can be derived from standards, laws, policies and other requirements.

0 Guide 73:2009, 3.3.1.3]

"y: Risk tolerance can be influenced by legal or regulatosy requirements.
y: Qualitative or quantitative criteria can be used te help the organization decide if a risk is tole

0 Guide 73:2009, 3.7.1.3, modified - Note 2\to entry has been added.]

refuge

led where personnel can take.refuge for a predetermined period while investigat
esponse and evacuation preparations are undertaken

0 15544:2000, 2.1.37,medified, Note 1 to entry has been omitted.]

pviated terms
butational fluid dynamics
pe, evacuation and rescue

Fgency shutdown

FMECA failure mode, effects, and criticality analysis

HAZID hazard identification study

HAZOP hazard and operability study

I0GP
ISD inhe
JHA
MA

MOC man

International Association of Oil and Gas Producers (previously: OGP)

rently safer design

job hazard analysis

major accident

agement of change

rable

ions,
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P&ID piping and instrument diagram
PFD  probability of failure on demand
QRA quantitative risk analysis

TR temporary refuge

4 Major accident hazard management overview

4.1

The |
and 4

q

q

In d
accid
whel
mea
effor

A pr
be r¢
deve

Mod
chan
MA,
by th
the 4
redu

If strf
in th
man

The

insta
using
ident

Canaral
xeRnerdr

brocess to manage MA hazards shall align with the principles and framework set-out i
hall

bstablish the context prior to starting or executing any of the elements of the'process,

update the context throughout the process, and

dpply a thorough process for communicating, consulting, monitoring’and review.

bveloping the context for managing MA hazards, “lessons,learned” from other or
entreports and general safety bulletins made available forpublic review shall be taken
e these identify additional hazards, additional measures, or highlight deficiencies in

t which requires users to seek opportunities for improving their designs on a continug

gularly reviewed during their development’and changed as necessary to achieve th
oped to meet the objectives and risk criteria.

n 1SO 31000

ganizations,
into account
the current

ures for the management of MA hazards on offshore.jnstallations. This is part of an ifnprovement

| basis.

bcess to manage MA hazards shall be applied throughout all stages of a project. Designs shall

e strategies

fications to an existing installationlshall be conducted under an appropriate ma

e change. It is also necessary.to understand the effectiveness of the current strategi
xisting MA hazards, in ofder to avoid compromising design measures already imp
ce risk.

ategies for managing the MA hazards are not available, the requirements and guidan
is document shallbe used to identify the existing MA hazards and develop suitable {
hge them.

utcome ofithis process is the measures necessary to manage each MA hazard for the lif
llations-In“order to determine the most effective range of design measures, a systemd
y a range of tools and techniques, shall be used to evaluate the likelihood and consequg

agement of

ge (MOC) process. To assess how.any'modification can change the likelihood or consequences of an
h good understanding is neededof the existing MA hazards and any new MA hazardg introduced

to manage
emented to

ce provided
trategies to

b cycle of the
tic analysis,
nces of each

ified MA hazard.

An integral part of decision-making is a framework which allows judgement of when the risks to
human beings, the environment and assets are reduced to a tolerable level. Effective decision-making
requires a transparent process which promotes dialogue and engagement with stakeholders to assistin
identifying where improvements can be made in managing MA hazards. An example of a framework to

supp

4.2

ort decision making is given in Annex A.

Project management commitment

Project managers shall establish a broad view of the context of the proposed project and the associated
risks to people, the structure, installation or plant and the environment over the lifetime of installation
and beyond.

© ISO
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To ensure effective implementation of the process of managing all credible MA hazards, the project
management shall:

— establish the context for the project, such as key development parameters and expectations of
stakeholders;

— highlight the importance of managing MA hazards within the overall project objectives, and include
stakeholders in the development of the objectives;

— establish and communicate objectives for managing MA hazards and risk to those involved, both
internally and externally (in some jurisdictions these objectives can be written into legislation);

— define the decision-making process related to managing MA hazards, including who is authorized to
make d¢cisions and the criteria to be used;

— develop|the organization of the project team, with clear roles and responsibilities formahaging MA
hazardg, including the lead discipline engineers;

— make ayailable to the project team competent and sufficient engineering resources to deliver the
MA hazard management objectives (including safety and other technical disciplines);

— provide|sufficient time and resources for managing MA hazards, particularly taking account gf the
iterative nature of the process;

— implement the measures which result from the process to manage all credible MA hazards;

— define How the process for managing all credible MA hazards«and the outcomes will be documepted.

4.3 Projg¢ct management accountability

The project management shall be accountable forithe effective implementation of the process
for managing MA hazards across all contributers to the work, including design contragtors,
equipment/gystem suppliers and service providers. The project management shall endeavour to ensure
that any such contracted organizations understand the requirements and are competent to condugdt the
specified tasks.

The person |n the project organizatiomraccountable for safety engineering shall be capable of specifying
and commigsioning work necessafy)for evaluating MA hazards and performing risk assessments.
Where apprppriate, that work cafn'be supported by external consultants. The project management|shall
develop the[terms of referencefor the work, and shall decide how the results are to be used to mgnage
any MA hazards.

4.4 Proj¢ct plan to\manage major accident hazards

The process|to manage potential MA hazards for each of the design development stages shall be sgt out
in a plan. Thlis-shall define the project-specific objectives needed to manage all credible MA hazard§ and
the criteria ltas i ili iviti 111 be
conducted in order to allow timely implementation of suitable MA hazard management measures.

The plan to manage MA hazards shall be developed at the earliest reasonable opportunity, updated for
the start of each new phase in the project development and as required to accommodate new events
and information. Further details can be found in Annex B.

4.5 Objectives of major accident hazard management

Many competent organizations define objectives, standards and criteria for managing MA hazards. In
addition, some regulatory authorities also define minimum standards for specific types of incidents,
and these can include criteria for tolerable risk.

6 © IS0 2016 - All rights reserved
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Irrespective of whether such objectives, standards and criteria have been defined by regulation or
the owner, the project management team, with the support of the person accountable for the safety
engineering and other disciplines’ engineers, shall define the specific objectives and criteria for MA

hazard management which are applicable to the project or installation.

Suitable objectives, and any criteria that are needed to support them, shall address the following:

— eliminating or avoiding MA hazards where it is reasonable to do so;

— designing for maximum credible life of the installation without the need for extensive inspection,

testing or maintenance activities;

reducing the likelihood of MAs by providing facilities that can meet the full operation
including foreseeable upset conditions and the potential for human error;

reducing the likelihood of MAs by providing the functionality to safely, allow all
pperational, inspection, testing and maintenance activities;

preventing escalation so that small incidents or problems do not lead to'MAs;
imiting the extent and duration of any MAs that do occur;

providing protection for people on board while emergency response is undertaken and,
¢vacuation is completed.

4.6 | Selection of hazard evaluation and risk assessment methods

The person accountable for safety engineering shall\be responsible for selection of the aj
the appropriate methods for MA hazard evaluation\and risk assessment. The methods cha
dent upon factors such as the size and cofiiplexity of the installation, the credible ]
verity of the MA consequences, the degree of uncertainty, the level of risk, the numb

facilities, checklists basédiipon previous risk assessments of similar installations an
¢an allow a consistefityapproach to MA hazard management which relies on confor
dpplicable codes and’standards.

Ffor new installations which are a repeat of earlier designs, the evaluations undert3
¢riginal design can be used providing they meet current objectives, standards and d
knowledge)and technology and they adequately cover any significant differences whi
managément of MA hazards (e.g. environment, fluid composition, shut-in pressure). In
the.€arlier hazard management work may be deemed sufficient or may need only limite

al envelope,

foreseeable

if necessary,

pproach and
sen shall be
MA hazards,
er of people

scale of the

For simple installations, suchras wellhead platforms and other small platforms with lim(lited process

operations
mance with

ken for the
riteria, new
*h affect the
some cases,
d new work.

— Compleximstattatiors; suchas production ptatfo withrprocessing facititiesanmdacco
shall always use a structured approach for MA hazard management to ensure that no

mmodation,
MA hazards

are overlooked. Within a structured approach there may be areas of the installation where previous
relevant MA hazard management work can be used to limit the amount of new work needed.

— For installations in the early design phase, evaluations will necessarily be less detailed than those

undertaken during later design phases.

4.7 Good engineering practice

An integral part of MA hazard management is the application of recognized and accepted good
engineering practice by the project team, primary contractors, sub-contractors and suppliers. Although
these may not specifically be defined in codes and standards, it is the generic term for recognized

risk management practices and measures that are used by competent organizations

© ISO 2016 - All rights reserved
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well-understood MA hazards arising from their activities. It involves a combination of competence,
implementation of standards (both internal and external) for managing MA hazards, learning from
past experience (own and others) and generally acting in a way which reduces risks.

Guidance for risk-related decision-making is available in Reference [64]. This document illustrates the
relative importance of good practice, engineering risk assessment or a more precautionary approach in
making risk-related decisions. The precautionary approach is applied when available engineering and
scientific evidence about the MA is insufficient, inconclusive or uncertain. This will mean that more
conservative assumptions are applied and make it more likely that a safety measure is implemented.

4.8 Documentation

4.8.1 General

The process|for managing MA hazards within a project shall be documented, in order toptovide alclear
record of activities that have been undertaken to

— develop|the strategies for managing MA hazards and how they reduce risk, and

— demonstrate that the MA hazard management objectives and risk-tolerability criteria have |been
achievef, with an audit trail to the appropriate supporting documentation.

To achieve this, documentation shall:
a) identifyjall credible MA hazards and evaluate the potential consequences of any relevant MAs
b) document the design strategies for managing MA hazards.ahd the reasoning used to develop them;

c¢) documgnt key decisions made during the development of design strategies for managing MA
hazardsg;

d) describg the approach taken to risk assessment; and how uncertainties, including the potential for
human error, have been taken into account;

e) report the risk assessed, and when necessary calculated, for the design detailing the contribufions
from ealch identified MA hazard;

f) identify|the range of barriers implemented (including ISD measures) and why they are considered
sufficient;

g) define ¢fesign and operations performance standards for each of the barriers (including ISD
measurgs);

h) demongtrate that the emergency response arrangements are appropriate;

i) describe howengagement and input from operational and technical staff has been managed;

wrhy
Wt

qr
o
P
D
(2]

j) describ

P

k) describe the role of operating procedures and practices in maintaining MA hazard management
and risk provisions.

Reports which define the purpose, scope, methodology used and the outcome of each activity shall be
included or referenced. This includes all formal studies for identification and evaluation of MA hazards
and related MAs.

The documentation shall be subject to formal review by the project management team to provide
assurance that objectives have been achieved. External acceptance can also be required by local
legislation.
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The documentation is intended primarily for the information of the technical and operational teams
who will be operating and modifying the installation. In some jurisdictions, a “Safety Case” or Major
Hazards Report that includes this type of documentation is a legal requirement.

The project management team shall ensure that an effective system records and tracks MA hazard
management activities, and that the records are available for reference by the project and in the
operational phase.

4.8.2 Register of major accident hazards

A register of MA hazards shall be prepared to summarize the following:

31l the MA hazards identified;

— the identified initiating mechanisms (i.e. failure modes or causes);

— the potential consequences of all credible MAs, including the escalation potential;
— the primary design measures for inherently safer design;

— the hardware barriers provided for MAs;

— the primary design measures for protection of escape routes, the temporary reflige, muster
locations, evacuation facilities and the associated structural supports;

— the barrier performance standards and safety-critical tasks necessary to maintain them;
— requirements to verify barrier performance standatds;

— teference to supporting evaluation/study reperts.

4.9 | Actions management

A defined management process is required to ensure effective close-out for actions arising from the
variqus formal design review and study activities. Actions shall be defined, recorded in|a clear and
actionable manner, and closed outorrejected in a systematic way.

The process shall include as @ minimum:
— Taising, vetting and-reeording of actions in a consistent and systematic manner;

— identifying thecownership of actions and preparation of responses;

— identifying tesponsibilities and authorization for verification of close-out or rejection.

secondary

losed in the
manner defined by the actions management process. Any actions remaining for operatlon teams to
resolve shall be documented and formally accepted by operations prior to start-up.

4.10 Management of change

Changes are an ongoing feature of projects and installations. A policy and formal system for managing
changes that could have an impact on design strategies for managing MA hazards shall be established.
Although the detailed requirements for MOC are outside the scope of this document, it is essential that
a formal MOC process be established.

During the early stages of the project development, a less formal MOC approach may be established to
ensure that MA hazard management is considered when changes are proposed. For this to be successful,

© IS0 2016 - All rights reserved 9
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all design personnel shall be made aware of the developing design strategies for managing MA hazards,
and encouraged to seek a review by the appropriate technical specialists (including safety engineering).

A formal MOC system shall be introduced at the appropriate phase in the project development. This
may be when the design definition is fixed in readiness for detailed design and construction, but may
be earlier if design definition is unlikely to require widespread changes. Once this stage is reached,
all changes that significantly affect the design strategies for MAs shall be managed through an MOC

process. Thi

— assessment of the impact of the proposed change on the MA hazards;

s requires:

— identification and evaluation of any new MA hazards introduced by the prnpncpd r‘h:\ngp;

— assessnj
manage

— definiti
provide]

— definiti
manage

5 Manag

5.1 Overy

Figure 1 pr
design proc

ment strategy following the change;

rfement of major accident hazards in design

yiew of MA hazard management

bss for a new installation.

lent of whether the barrier’s performance will be sufficient to maintain the MA\hdzard

bn and implementation of changes to ISD measures and barriers whichware required to
MA hazard management strategy at least comparable to current strategies;

bn of changes required to the documentation that demonstrates that\M/A hazards have|been
d in a way that satisfies the objectives and criteria for the installatien.

vides an overview of how MA hazards shall bextmanaged as an integral part of the oyerall

10

© ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=ecaeed5f7a3ccd2e5473e195f315bd39

ISO 17776:2016(E)

proposed project based on

Establish broad view of

Establish context:
Context includes location, jurisdiction,
infrastructure, support services,

Apply experience from
other projects/

managing each of them to

achieving low risk design.

and the strategy for

he engineering disciplines
and seek their help in

v

Define MA hazard management strategies:

Implement ISD, passive and active design

R L ™ environmental conditions, operator organizations and good

assets and the . e . . .

; requirements, facilities required to achieve judgement.
environment. . . L
the design and operational objectives etc.
Understand the MA hazards:
| Identify all the MA hazards and determine .
¢ likelihood and possible consequences using Review MA hazards, and
available hazard evaluation methods strategies developed to
Lommunicate major hazard manage the ential
and incidents identified consequen gularly
ities for

and seek
further rov
thr esign

pépnue proce

tisfied that p

=ment
thange:
bs until
roject

<@——  measures (barriers) to prevent a MA and objectlves S e
control and mitigation measures to manage achieved
consequences
Not
Assess risk:
Determine possible frequency ef\MAs and tolerlable
together with consequencesdetermine risk . .
using QRA or qualitative risk assessment Monitor & reyiew
(risk matrix) calculated or ass¢ssed risk
for compliance with
+ acceptability criteria
Document the process of Demonstrate sufficiency of design:
MA hazard ma’r)la ement ¢ | Implement the strategy for managing all MA
and outcomgs hazards to provide the lowest risk using
practical design measures.
Communicate MA hazard OP erjclt.ions .
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Figure 1 — Overview of managing MA hazards

e-éarly stages of a project, design definition is limited by a high level of uncerta

inty. Design

gies for managing MA hazards may initially bave to he based ]m‘gp]v on experience

generic MA

knowledge, and comparisons with other similar facilities. During the subsequent phases of the project,
uncertainty is reduced and the strategies for managing MA hazards shall be improved in line with the

quality of the available input data.

5.2

Key concepts

5.2.1 Understanding the MA hazards

Each of the identified MA hazards, hydrocarbon and non-hydrocarbon related, shall be evaluated to
provide a good understanding of its likelihood and consequences.
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ations shall be documented in order to:

and results;

maintain a record of the purpose, process adopted, people involved, input data, methodology used

b) define:
1) assumptions made and their basis;
2) uncertainties inherent in the results, and the possible implications for the project;
3) sensitivity of the results to changes in key design parameters;

c) provide|a record of actions arising from each study.

The following shall be addressed when defining the methods, models and tools to be used in|evalupting

the MA hazgrds:

— The suitability with respect to the defined objective(s), scope for the evaluationand the decisigns to
be madg¢.

— The val{dity of the models or tools and the availability of input data. In general, only recognized and
validatdd methods, models and tools shall be used.

— The effe¢ct of human and organizational factors. An analysis of-human factors should be usg¢d to
identify] all reasonable improvements that can be made to the installation design to strengthen
human |barriers, reduce the potential for error and to Help the operations team manage the
operatipn of the installation. As a minimum, safety-critical tasks shall be identified and assg¢ssed
systematically, including the effect of errors or unreliable- human performance.

— Limitat{ons in the validity of the results due to lack'ef availability of relevant data and models

— The use of alternative approaches (e.g. expert judgements, non-representative data, etq.) to
compenfsate for lack of relevant and/or required input data and models.

Annex C prqgvides an introduction to many of-the identification and evaluation tools that are comnponly

used in the {levelopment of new offshorge‘installations.

5.2.2 Inherently safer design (ISD)

ISD shall be|used either to elimiinate credible MAs or to reduce their potential consequences by design

measures tHat are inherentinthe design, being permanent and inseparable features of the installgtion.

Particular afttention shall*be given to applying ISD concepts at the concept selection and optimization

phases to eliminate MAs. Where MAs cannot be eliminated, ISD shall focus on passive rather than active

means for preventing and managing the MA.

The general|ISD strategies are the following:

some tr

eliminate or avoid: eliminate the hazards or remove the exposure to MA hazards by design;

minimize: reduce the hazardous inventories or the frequency or duration of exposure;

ade-offs between plant safety and the wider product and life cycle issues);

hazardous material or energy;

12

simplify: reduce complexity and make operating errors less likely.

substitute: replace hazardous materials with safer materials (but recognize that there could be

moderate: use less hazardous conditions, or facilities that minimize the impact of a release of

© ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=ecaeed5f7a3ccd2e5473e195f315bd39

IS0 17776:2016(E)

5.2.3 Design strategies for managing MA hazards

Strategies shall be developed to identify how the credible MA hazards will be managed in order to meet
the overall project objectives. The strategies shall describe the approach to be used to manage the MA
hazards in sufficient detail to guide the design and operation of the installation. They shall cover:

a) the nature, extent and causes of MAs;
b) design measures to reduce the likelihood of incidents;

c) design measures that detect and control the hazardous event and prevent or reduce escalation;

d) d{lesign measures that protect people and barriers that prevent or reduce unwanted cofisequences;
e) those critical barriers where failure could cause an otherwise controllable MA te'escalpte;

f) eémergency response measures necessary to allow escape to muster loeations, to [protect the
temporary refuge and to allow controlled evacuation without external support;

g) emergency response measures to mitigate potential pollution at sea;
h) performance standards necessary for hardware barriers.

ISO 143702 provides more details on fire and explosion strategy and ISO 15544 provides more details on
emergency response strategy.

Further information concerning the development of design strategies for managing MA hazards is given
in Arjnex D.

5.2.4 Barriers

All reasonable options to eliminate or avoid MA hazards shall be applied before consideration is given
to the provision of barriers. For the MA hazards that remain, a robust MA hazard managemlent strategy
is likely to need barriers to:

— prevent MAs, or reduce the likelihood of occurrence;
— limit the extent and duration'of any MAs that do occur;
— limit the effects of any M'As that to occur;

— 3llow effective emergency response.

Barrjers can be hardware or human and are supported by management elements. Hardwpre barriers
are the engineefed systems provided to prevent MAs and limit the potential consequerices. Human
barr]ers are-the actions of people to prevent MAs and limit the potential consequences.

Passlve hardware barriers shall be preferred over active hardware barriers which, in tyrn, shall be

pref rred over roliance on huuman harriore
T C ooV e T e - o oo oo T e o

Design accidental loads shall be specified for those hardware barriers that need to withstand an MA in
order to perform their role. The preference shall always be to design a barrier to withstand the worst
credible design accident load. If this is not reasonable, lower loads may be specified providing it can
be demonstrated that the overall project objectives will still be met. In this case, the consequences of
failure of a barrier, or an element of a barrier, shall be fully assessed.

NOTE The design accidental loads specified to achieve numerical risk criteria which have been set for the
installation are sometimes called the dimensioning accidental loads.

Hardware barriers provided for a particular MA can affect the likelihood and consequences of other
MAs (e.g. fire walls provided to limit fire spread can reduce ventilation and increase the likelihood of
gas accumulation and explosions). When selecting hardware barriers, the full effect of providing the
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barrier shall be assessed to confirm that provision of the barrier will not jeopardize the overall project

objectives.

Some barrier performance can be dependent on human actions, and therefore prone to unreliable
human performance and potential error. When considering reliance on a human barrier, the design
requirements necessary to support the barrier and the associated tasks shall be specified.

Additional g

uidance on barriers is provided in D.2.

5.2.5 Performance standards

5.2.5.1 G

Performanc
for key aspe

Performanc
a)
b)
c)

scope —
— spe
— the
the

Multiple buf
ignition con

Any critical
jeopardize |

Activities td
constructiol

NOTE IS
reliability an

Further infg

5.2.5.2 Dgq

Performanc

functiom — a high level description of what the barrier or barrier element is(intended to achiej

functiomal requirements:

tneral

e standards shall be unambiguous statements specifying the minimum expected stand
cts of each hardware barrier such that it is able to fulfil its role.

b standards for each barrier or barrier element shall specify:

- extent of the barrier;

cific standards or criteria that the barrier shall meet inrorder to perform its role;
required availability or reliability of the barrier;
type and severity of MAs that the barrier shall\'survive and continue to function.

linked performance standards can be needed to support a complete barrier function
Lrol).

dependency or interaction betwéen barriers shall be evaluated to ensure this doe
azard management strategies.

1, commissioning and operations phases of the installation lifecycle.

0/TR 12489:2013, Annex A lists a number of safety functions (hardware barriers) that can re|
hlysis, as part of the'MA hazard management process.

rmation on barrier performance standards is given in Annex E.

psign performance standards

al

b standards for design shall be initially defined during the concept definition

ards

re;

(e.g.

5 not

provide assurance of performance standards shall be planned for design, procurement,

quire

and

optimizatio

h_stage In some cases pprfnrm:mr‘p standards for unusual or high r‘rifi(‘n]i‘ry hard

vare

barriers will be required during concept selection to support decisions, e.g. selection of pipelines not
rated for the maximum operating pressure. As the design progresses, the initial performance standards

shall be upd

ated and additional performance standards created.

Performance standards for design shall be verifiable by reference to design documentation, evaluations

of MA hazar

ds or subject to specific performance testing.

The design performance standards shall allow for some degradation of equipment or function to occur
as an expected part of operating service without significant impairment of the ability of the hardware
barrier to perform its role.

14
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5.2.5.3 Operations performance standards

All performance standards shall have a periodic assurance process to confirm that they are able to
meet their contribution to the MA hazard management strategies.

Those performance standards that the operations team are required to maintain through periodic
inspection, maintenance and test schemes shall be defined in the documentation handed over to the
operator.

Performance standards shall define the frequency of the assurance process to verify performance,
based on the possibility of failure or impairment when in service. Information on the frequency of

failu

or syl
how
ther]

5.2.6

Tech
hard

The

techtical and operational teams to ensure they are appropridte ‘and do not impose an u

burd
term|

6

6.1

Whe
man
over

re or impairmpnf shallbe drawn from pnlnipmpnf rn]iq]’\i]ify and-failure Hafn' npnrqfin

ecific evaluation (e.g. FMECA). The effect of failure or impairment of each hardwate
that can change the design strategies for managing MA hazards, should be evaluated t
eliability or availability required.

Communication with technical and operational teams

hical and operational teams in the operating entity are accountable for)the ongoing ma
ware barriers once the facility is handed over by the project team

SD choices and measures to manage the MA hazards shall be developed in collaborat

n to inspect, test and maintain for the maximum credible lifetime of the installation
operational perspective shall be the major factor in, any*project.

bcreening and concept selection process

General

h screening and selecting the desigir concept to be carried forward for developmi
hgement shall take account of therequirements for managing MA hazards. Figure 2
yiew.

experience
barrier, and
o determine

intenance of

jon with the
nreasonable
The longer-

ent, project
provides an
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Evaluate major accident haz#rds for each concept option

be ranked according to major hazard risk.
Produce a shortlist for further consideration

Use generic MA hazard profiles, standards and good practice to identify concept options that present potentially
uncontrollable Major Accident consequences. These should be eliminated from the selection process. Others should

N

) =00

| ]
| | |

Con

re

8

text definition:
regulatory
quirements,
company

expegctations, codes

L standards

Identification of MA hazards for each concept
option

X
P

Evaluate MA hazards identified to predict possible
consequences of realisation

A©

|

'<\’\

Apply good practice and ISD

Preliminary layout,
facilities and
\,~systems Included

I

Prepare MA hazard ranking for input to concept

selection PR

In practice,
economics,
selected, iti
strategies f(
for specific

6.2 Objec

'tives

\\
Initiate MA hazard management strate&@}
o

' Yot |

|

o

Select concept
Select lowest risk option or j%se/ection of any

other option (e.g. eco ic viability)
O\

Preferred concept

Figure 2 — Screening and concept selection process

many factors are“important in selecting the concept to be carried forward, inclyding
echnical viability; technical risk and availability of resources. If the lowest risk option {s not
5 important that'the project management understand the implications and develop suifable
r managing-MA hazards in subsequent project phases. The implications shall be identified
fonsideration in subsequent phases.

The hazard management objectives for this phase are to screen the proposed design concept options
in order to provide recommendations for elimination of high risk options and for ranking of others in
terms of the risks of MAs associated with each option.

To achieve this overall objective, the process to manage MA hazards shall:

— identify the generic MA hazards associated with each of the concept options and understand the

likely consequences;

— identify the strategies that could eliminate MA hazards or reduce MA consequences and risk for

each concept option;

— define any unusual or innovative technology required;

16
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MA hazards, taking into account the potential ISD measures and barriers available;

management.

In addition, the shortlist of concept options shall:

rank conceptoptions in order of possible difficulty in implementing effective strategies for managing

identify and reject concept options that are unlikely to achieve the objectives for MA hazard

a) demonstrate that each concept option is able to achieve the project goals for managing MA hazards;

b) i

dentify remaining uncertainty and any follow-up actions needed in the next phase;

c)
6.3

6.3.1

The
degr
for t

docujmentation for concept screening and selection, with recomniendations for action in fy

of th
If thq

documented together with the areas of concern to be addréssed in subsequent stages of de

6.3.2

MA hazards that could affect the selection ofta concept option shall be identified in ti

evall
haza

The

competent and experienced people from design, construction and operation. As a minimu

HAZ

prepare documentation to support the concept option selection decision.

Functional requirements

Screening

Concept options selected to be carried forward shall be restricted to'those where th
be of confidence that the risk to people, the environment and the agsets can be effectivg
he full lifecycle of the installation. If uncertainty is identified, it should be clearly dd

P project.

e preferred concept option for managing MA hazards:hias not been selected, the reas

Hazard identification

lation and understanding of the likely‘eonsequences, and to propose measures neg
rd management.

most effective approach is to conduct a HAZID study, calling on the expertise and k

D shall be carried out for@ach of the short-listed concept options.

ere is a high
bly managed
fined in the
ture phases

ons shall be
belopment.

me to allow
ded for MA

howledge of
m, a formal

A summary schedule of athcredible MA hazards shall be prepared for each concept optign, including
causg and consequencés~in terms of loss of life, environmental damage, business loss gnd harm to
company reputation.

Anngx F provides{an extensive checklist of hazards which can be encountered in the petroleum and
natural gas industries.

6.3.3 Major accident hazards evaluation

Preliminary assessment of the MA hazards identitied for each concept option shail be carried out. The

evaluation shall be based on generic information, comparisons with similar facilities and assumptions.
The evaluation techniques and methodologies used shall reflect the limitations of design data available
and focus on the most significant MA consequences, using largely qualitative judgement. Good practice
and judgement are required to assess the level of uncertainty and provide appropriate guidance for
decision making. The assessments at this stage of the process shall be robust to uncertainties and lack
of knowledge so that there is a high degree of confidence that the project objectives will be met as the
design develops.

Where credible MA hazards are unusual, not well understood or there is no suitable design strategy
for their management, the concept option shall be eliminated unless there is a very good prospect that
further analysis or data will demonstrate that the project objectives will be met.
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An outline design strategy for MA hazard management shall be developed, where possible, to explain
how the MA hazards should be managed in future stages of the project, explaining any unusual or
high-criticality barriers required. Where no suitable strategy can be foreseen, these concepts shall be
regarded as potentially unacceptable.

6.3.4 ISD and barriers

Opportunities for inherently safer design shall be identified where such measures are likely to influence
the screening and selection of the concept options.

For each concept option, the acceptability of any unusual or high-criticality barriers shall be assessed

and ajudge

Opportunit
to determin

|

iles offered by the implementation of innovative measures and technology shall be assg

ent made of the viability for MA hazard management.

e the potential benefits and possible implications for the project and future operation.

Multi-discipline knowledge and experience shall be used to identify inherently safep\design or sp

barriers nedq

For each of
opportuniti
The aimist
be made.

6.3.5 Per
Where unus
integrity),

performanc

Where gene

ded to optimize MA hazard management.

the short-listed concept options, a preliminary ISD review shall be conducted to idg
s to eliminate or reduce the severity of MAs, and to provide efféctive emergency resp
b optimize MA hazard management so that a consistent and balanced selection decisio

formance standards

ual barriers, or barriers that are required to perform a particularly critical role
bxist, the nature and associated uncertainty” shall be highlighted and prelimij
e standards defined.

ric barriers have been defined, genericperformance standards should be assumed.

6.3.6 Sufficiency of measures

Preliminaryj
confidence Y
design meaj
cannot be d

strategies for managing credible MA hazards shall be proposed to determine the deg
vith which each of the identified hazards can be managed using known and well underg
ures. Particular focus shall be applied to those MA hazards for which a suitable str{
pfined, owing to eitHep a poor understanding of the consequences or because approp

measures f1r managing MA hazards are not available, or a combination of both.

Further eff
of uncertail
uncertaintidg

6.3.7 Dod

rt shall be_applied, using specialist assistance where appropriate, to reduce the
1ty beforeta~selection is made. This is particularly important if there are signif]
s associated with the “preferred” concept.

umentation

ssed

beific

ntify
bnse.
L can

high
nary

ee of
tood

itegy
riate

level
icant

Documentation shall be prepared to include a summary of the activities carried out during the screening
and selection process covering the following:

MA hazards identified, and outcome of preliminary evaluation of severity of consequences;

outline design strategies for managing credible MA hazards;

design strategies for managing credible MA hazards;

18

explanation of ranking of concept options for credible MA hazards;

explanation of concept options eliminated due to high risk or perceived difficulty in developing

identification of the preferred concept option for managing MA hazards, and reasoning applied;
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— if the preferred option has not been selected, the reasons to justify this decision, together with
identification of areas of concern to be addressed in later phases of the development.

7 Concept definition and optimization

7.1 General

The concept definition and optimization process shall be implemented in accordance with the plan for
managing MA hazards, as illustrated in Figure 3.

Detailed MA hazard identification for each of the
major elements of the project

Evaluate MA hazard consequences using the
appropriate tools and methodologies

Develop MA hazard management strategies

Continue context
definition with more y
specific input of Identify design measures for prevention of MAs  |<@—

compliance I Continue to sgek
T, Identify design measures for managing the opportunities for

opt_arator consequences MAs < opt|m|§at|on of ISD and
expectations, codes barriers to preyent
& standards ] major incident ahd to

Determine how effectiye the design measures are in
preventing MAs and.controlling or mitigating the
consequences

manage consequences
until all practigal
measures have been

I implemented
Establish-performance standards for MA hazard

management design measures
Risks that need further

|
consideration

4*

Assess risk for personnel, the environment and the
installation and identify any MA hazards that need P
further consideration.

Demonstrate \q

compliance wi% Finalise design MA hazard management strategies
project obje S and prepare MA hazard register
and cri
Q Prepare documentation required to record the major
% accident hazard management process and
?\ outcomes

Concept design ready for detailed design

Figure 3 — Outline of concept definition and optimization

The MA hazard management process in this phase shall involve ongoing iteration of MA hazards review
and evaluation, identification of design measures that could provide improved management of hazards,
testing their effect and practicality and implementing those considered to be of benefit. This shall
continue until it can be shown that MA hazard management has been practically optimized and the risk
reduced in line with project risk management objectives.
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7.2 Objectives

The primary objective is to develop the MA hazard management to a level consistent with entry into the
detailed design stage.

7.3 Functional requirements

7.3.1 Hazard identification

MA hazard identification shall be through studies timed to provide input to design development such
that design mprovements can still be made

7.3.2 Majpr accident hazard evaluation

MA hazard ¢valuation shall be conducted using a range of tools and methodologies.

Studies sha
subject to h

| be timed to occur early in the phase and in time to implement design improvements
ving sufficient design definition.

The studies|and analyses shall be used to guide the design of ISD measures<and barriers, including the

following:

— evaluatjon of the benefits in terms of hazard management and riskweduction;

— determjning the level of reliance placed on each measure* within the design strategies for
managing MA hazards;

— identifyling the vulnerability of the measures to damage from MAs;

— determjning the performance standards required-to achieve the design strategies for managing MA
hazardg.

The evaluatjion of MAs shall be used to define'the design accidental loads for the hardware barriers

provided tojmanage MA hazards. The preferernce shall always be to design to withstand the worstjcase

situation buf this may not always be possible. In this case, the consequences of failure shall be evaluated

and the imppct on the overall project pbjectives assessed.

The evaluat ntial

for error co

1
Although th‘t reliability oféevaluation results will improve during this phase, it is possible that gr
in potential consequenées-could occur during detailed design. Good practice and judgment w
required to provide predictions as to how the MAs could change with detail design and what allow3
need to be made.

ion of the MAs shall include assessing if unreliable human performance and the potg
d affect a MA scematio.

bwth
11 be
nces

7.3.3 Risl|( assessment

The overall risks for people, the environment and assets associated with credible MA hazards shall
be assessed before the end of this phase, including contributions made by each of the MA hazards
identified.

Risk assessment results shall be used in conjunction with hazard evaluation to identify high risks that
remain, and to provide inputs to design, particularly for ISD, hardware barriers and their performance
standards.

7.3.4 Inherently safer design (ISD)

Development of ISD measures shall continue throughout this phase, and design strategies for managing
MA hazards developed accordingly.
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Early in this phase, the application of ISD shall focus on major design decisions, such as size and
layout, structural barriers, structural strength to withstand credible MA loads, orientation to provide
optimum natural ventilation.

Any ISD measures rejected in the screening and concept selection phase shall be reviewed to confirm
that they are still not reasonable risk reduction measures.

Consideration of ISD options shall be applied to auxiliary system such as heating and cooling mediums,
refrigeration systems, electrical systems, hydraulic and pneumatic systems and other similar utilities.

Performance standards shall be developed for those ISD measures which are defined as hardware

barr
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7.3.7

ers _and will need to be monitored for the life of the installation

e end of this phase, all the ISD measures shall be implemented, and design strategies fi

Barriers

lopment of the details of barriers shall continue throughout this.phase, and the desig
anaging credible MA hazards developed accordingly.

ne end of the phase, the range of barriers shall be fully.established, although m
mation will be required during detailed design.

Performance standards

rmance standards produced during this phase‘shall be unambiguous statements sp|
mum expected performance required of the hardware barriers, using measures that ca
bsign documentation. They shall be defined in sufficient detail to provide confidenc

performance standards shall reflect the likely demand on the hardware barrier, 3
ly available equipment and materials are able to achieve the required performance.

effect of failure or impajrfent of each hardware barrier shall be evaluated to de
rmance required. Assessment of the implications of failure or impairment of hardw
Hue to individual equipmeént failure) shall draw on equipment reliability and failure daf
rience or specific evaluation (e.g. FMECA).

ied by relevantdiscipline engineers or responsible persons. Assurance activities exp
led design,procurement, construction and commissioning shall also be defined, and
ontract-for the next phase.

Sufficiency of measures

br managing

azards that rely on them shall be defined in sufficient detail to provide confidénce that no major

| concept.
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ecifying the
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e that major
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A multidiscipline review of MA hazard management shall be conducted before the end of this phase, in
order to provide assurance that all credible MA hazards have been identified and subject to appropriate
evaluation. The review shall assess whether the ISD and other barriers implemented are sufficient to
achieve the project objectives for managing MA hazards and any external criteria defined for the area
of operation.

The multidiscipline team shall review the following:

— work done prior to and during the concept definition and optimization stage for MA hazard
management;

— how the MA hazard management objectives have been achieved;

— the identified MA hazards and their potential consequences;
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how credible MA hazards are managed by the design;

response,

hardwa

constru

re barrier performance standards defined to date and further detail required;

human barriers and expectations regarding reliable performance;

ction and operations;

summary of the key ISD measures and barriers, and their role in hazard management and emergency

readiness of the major hazard management aspects of the design to progress into detailed design,
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level of [rTsK, assessed or calculated, for the design, and the expectation for further risk redu
during dletailed design;

any identified uncertainties and how these will be addressed in subsequent stages;

a£cention shall be paid to areas of uncertainty and to any remaining@dMA hazards for v

I emergency response provisions (e.g. the emergency response strategy).

ences could be severe. The aim is to provide assurance that.al Teasonable meaj
plemented to reduce uncertainty or limit the severity of MAsfand that the strategig
A hazards are sufficiently mature to provide a good basis for detailed design.

output shall be approved by the project managemefnt*team; in some cases ext
Can also be required by local legislation.

umentation

ion produced in this phase shall demonstrate‘that MA hazard management activities
Cted in accordance with the defined plan.\Furthermore, it shall provide evidence th
hazards have been identified and understood, with effective design strategies for manz
ped.

brable for completion by the end)of this phase is a plan of activities needed to mad
hazards for the detailed design-and construction phase.

all include the following:

rogramme and timetable for detailed design;

| design;
management approach, including the role of contractors;

Fion(schemes required to demonstrate that barrier performance is achieved, either thr
locumentation or physical inspection and test on site;
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of specific areaS/of concern or uncertainty for further investigation or resoluti¢n in

ough

8

a definition of further MA hazard management required.

Detailed design and construction phase

8.1 General

The detailed design and construction phase process shall be implemented in accordance with the plan

for managin

22

g MA hazards as illustrated in Figure 4.
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Update MA hazards evaluation Additional types of
Build on the previous stage evaluation to take evaluation tools may
account of improved design definition and also be required to
engineering detail using similar tools and understand particular
methodologies to those of the previous phase. issues.

Update MA hazard management strategies

Further refine design measures for prevention of Q)
MAs ¢ N
- ' - Contin e%seel-
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Input from I
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suppliers and sub- design data and improved understanding.of MA  —p» Demonstrate
contractors consequences compliance with MA
demonstrating hazard managemgnt
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standards. Verify |n
—  construction an
completion. Prodyce
| operations

Develop arrangements for maintaining performance
standards in operation

€ommunicate MA hazard management strategies ¢ performance
and maintenance requirements to operations team standards

d

Figure 4 — Outline of detailed design and construction

8.2 | Objectives

The primary objective of this phase shall be to build on the MA hazard management achieved during
the concept definition and optimization phase through improved understanding of the MA hazards and
refining details of the strategies for managing credible MA hazards, such that the installation is ready
to operate.

8.3 Functional requirements

8.3.1 Overview

One or more primary contractors can be involved in detailed design, or contractors can be involved
in supplying systems or elements that have a significant impact on MA hazard management.
Arrangements shall be implemented so that contract boundaries are not an obstacle to seamless
development, implementation and verification of design strategies for managing credible MA hazards.
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Contractor responsibilities in this respect shall be defined in the contracts and interfaces for MA hazard
management and action management defined and accepted by each contractor.

8.3.2 Haz

ard identification

Changes that are made shall be managed through a formal MOC process so that any requirements for
hazard identification and further evaluation of MA hazards will be a part of that process.

8.3.3 Major accident hazards evaluation

Final evalua

tion of MA hazards shall be conducted using a range of tools and methodologies, wit

h the

purpose of
Provision sH
detailed des
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issues carri
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completion

By the end d
an accurate
verified wh
conducted, {
the model u

further developing understanding of the MA hazards and their potential conseque
jall be made for additional studies in response to issues that arise as a normal part g
ign development.

part of this phase, any identified evaluation requirements and uncertainties or sp
ed forward from the concept definition and optimization phase shall’he’ evaluated
ught. These early studies shall be timed to allow potential design~improvements {
d. Studies needed for assurance purposes shall be conducted to-meet constructig
milestones.

f this phase, it shall be possible to verify that the models uséd to carry out any analysi
representation of the as-built installation. The models used for the final analyses shz
bn construction is nearing completion and an on-site inspection of the installation cg
.g. ensuring that the physical layout, equipment and piping congestion are consistent
sed to carry out the analysis. Any significant deviafion shall be evaluated.

8.3.4 Risk assessment

The risk ass
include detd
assets, and

the project ¥

The results
of the desig}
take place a

8.3.5 Inh

The scope f]
opportuniti
ISD decision

Continued

essments carried out in the concept definition and optimization phase shall be updat
iled design data. These assessments shall define the risk for people, the environmen
shall include contributions made by €éach of the identified MA hazards to demonstratg
vill meet the project criteria for tisk management.

of the detailed risk assessifierits of MA hazards could prompt changes in detailed asj
1. It is therefore necessary-to start the process as early as reasonable, to allow the stu
hd feedback into detailed’design.

brently safer design (ISD)

pr developmeént of new ISD measures is likely to be limited during this phase, alth
s shall gontinue to be sought. The main focus shall be to preserve the effectiveness d
s madein earlier project phases.

prigagement of engineering managers and discipline engineers is important fof

nces.
f the

peific
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o be
n or

S are
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ed to
t and
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dy to
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developmentandpreservatiomroftSP-measures; imrordertoensure that they understamrd-amrd-mpte
the design strategies for managing MA hazards.

8.3.6 Barriers

nent

The definition of barriers shall be developed further to include detailed design information and data
from equipment suppliers.

Design strategies for MA hazard management should not change significantly during detailed design,
although hardware barrier design definition and performance standards shall be refined to take into
account improved design definition, particularly for vendor-supplied equipment. The only reason for
significant change should be design changes that require revision of a MA hazard management strategy.
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The effect that the failure of key component parts or human error could have on the ability of a hardware
barrier to perform its function shall be updated, based on the more detailed knowledge of the barrier
design and construction.

By the end of this phase, the hardware barriers shall be complete and shall provide confidence that
risk-reduction through design measures has been optimized with sufficient redundancy or allowance

for failure of equipment or failure in an MA.

8.3.7 Performance standards

The performance standards developed during the concept definition and optimization phase shall

be f
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8.3.9

Iy defined during detailed design. The performance standards that require veriicy
irement, completion and commissioning activities shall also be defined.

bn documentation that provides verification of performance standards shall be'update
for each hardware barrier and its performance standards can be traced.

perations, those hardware barriers that the operations team will be réquired to mon
ind maintain throughout the life of the facility shall be identified and documented.

e appropriate, guidance shall also be prepared for the operations team to use in
e or impairment of a barrier.

detailed information about barrier performance standatds’is included in Annex E.

Sufficiency of measures

Hemonstration that sufficient measures are being provided to manage MA hazards sh

Fe further design measures are identified, but considered impractical, these shall |
b with the reasons for rejection.

truction normally starts before the'end of detailed design; the measures for managing
be fully defined prior to the start of the relevant construction phase.

hgements shall be made for verification of satisfactory implementation of the m
nging MA hazards. Self-verification is often acceptable, although a common strategy
ternal organization to/provide independent verification.

to completionefconstruction, the modelling used to carry out the evaluation and risk
anaging MAChazards shall be verified as an accurate representation of the as-b
ficant changes identified at this stage shall be referred to the project management for
bment aboedt any remedial action necessary.

htion during

d so that the

tor, inspect,

the event of

all continue
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MA hazards

easures for
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review and

Register of major accident hazards

The register of MA hazards shall be updated during detailed design phase to reflect the increased level
of design information, results of detailed MA evaluation and the range of ISD measures and barriers
implemented.

8.3.10 Documentation

Documentation shall be produced during this phase to demonstrate that the process adopted for
managing MA hazards has produced an installation that satisfies the project objectives.

The documentation shall demonstrate that the overall outcome of the process for managing MA hazards
is a design which is ready to be carried forward into operation. This means that all the key elements
of managing MA hazards are in place and verified. Where planned MA hazard management actions
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have not been completed or have been rejected, this shall be recorded with the demonstration that the
overall hazard management objectives will still be achieved.

8.3.11 Procurement of equipment

The specifications for procurement of equipment and materials shall include a clear definition of
requirements necessary to achieve the ISD measure and hardware barrier performance standards.
Although some requirements can be included in the specifications directly, for example a maximum
acceptable passing/leakage rate for a valve or its accessibility requirements, some standards will need
to be translated into measures that the vendors and contractors can understand. In general, vendors
and contractors might not have the knowledge of MA hazards management necessary to interpret the
barrier perfprmance standards.

When condycting pre-delivery acceptance (factory acceptance tests), it is important that the;paramgters
specified for meeting performance standards are included.

8.3.12 Conjstruction, completion and commissioning

Clear definition of requirements for the ISD features of the installation and the-barrier performance
standards shall be provided to the contractor executing the construction work: This information|shall
be suppliedfin time for the construction contractor to make the necessary arrangements to meet these
requirements during the construction programme. Construction coptiacts which are placed bgfore
such informption is available shall specify that the construction contfactor shall meet the requirements
for ISD and hardware barrier performance standards once this infoxmation is available.

As part of cpmmissioning, meeting of the performance standards shall be verified through inspefgtion
and testing.| The inspection and test schedules shall includé the activities necessary to verify thqt the
as-built facilities meet the performance standards.

8.3.13 Transfer to operation

Knowledge fransfer to the operations team is:essential in preparation for the operational phase| Any
assumptiony made during design about hew specific facilities will be operated, and expectations
regarding human performance or error potential, shall be made available to the operations teanj in a
form that farilitates their understanding-and use of the information.

Part of the [information transfer-shall be requirements on the appropriate periodic inspection and
testing of measures for MA hazard management (ISD and hardware barriers). If the operations feam
wants to change these requirements, then the design strategies for managing MA hazards shdll be
reviewed arld changed as.fiecessary to account for the changes.

Any failure| of ISD ,measures or barriers shall be assessed for their significance to MA hdzard
managemerft. Remedidl measures necessary to restore the performance of barriers in the operatjonal
phase is outkide the 'scope of this document.

A review of] : 3 S | g are-Qpera ohase or a Jera
begun shall be conducted to determine whether there is an impact on MA hazard management and risk
(e.g. installing risers after production has started). Considerations shall include the possible increase
in risk associated with construction activity, possibly heavy lifting, and other hazards close to an
operating plant. In addition, there is likely to be an increase in manpower requirements that need to be
managed within the limitations of emergency response provisions. The outcome of this review shall be
used to propose operational limitations or extra protection as necessary.

8.3.14 Actions management

Actions that relate to design shall be closed prior to completion of this stage. Actions that can only be
managed by the operations team shall be handed over to them as early as possible, in order to get their
agreement to complete the action. On completion of this stage, a handover report shall be prepared
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to record the actions completed, any actions rejected with the reasons for rejection, and any actions
accepted by the operations team.

9 Major accident hazard management in operation

9.1 General

Managing MA hazards and seeking risk reduction measures shall continue throughout the life of the
installation.

Planfied Inspection and testing snall continue to demonstrate the pertormance of |MA hazard
management measures, and any failures or trend towards reduced performance shall-he recorded.
Remedial work shall be done in a timely manner to prevent significant increase in risk.

Any rhanges to the installation or to operating conditions shall be evaluated and-managegd through a
MOC|process, with the appropriate update of design strategies for managing MA hazards.

Field data needed to verify MA hazards management shall be collected and subject to further analysis
if nefessary to allow judgement on the effectiveness of the arrangeménts provided for MA hazards
management.

Figufe 5 illustrates the process of MA hazard management in operations.
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Management of degradation-in‘design measures provided to
manage-MA hazards

Management of any change that affects MA hazards
(permanent & temporary changes)

expectations, inspection &
maintenance schedules
paiinbai uaym papuajui se

Ongoing verification of performance standards for MA
hazard management measures

Operation procedures, regulatory
requirements, company guidance &

uoiauNy |IM seinseaw juawsbeuew
pJeZRY AL jeL) soupInsSy

Figure 5 — Outline of operation

9.2 | Objectives

The primary objective shall be to ensure that risk to people, the environment and assets is not increased
over time. To achieve this, it will be necessary to

— maintain barriers such that the overall cumulative performance of barriers is sufficient to manage
the risk,

— avoid progressive increase in riskresulting from changesto the operating parameters or degradation
of barrier performance, and

— avoid increase in risk as a result of design or operational changes to the installation.

The process for continuous improvement in managing MA hazards is outside the scope of this document.
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9.3 Functional requirements

9.3.1 Barrier management

Barrier management in the operations phase shall require that the performance standards for the ISD
measures and hardware barriers are regularly inspected and/or tested, and appropriate actions are
taken to re-establish performance of degraded barriers or implement compensating measures. This
shall initially be in accordance with a schedule produced by the design team, but may be modified after
experience in operations providing that there is no impact on the MA hazard management strategy.

The schedule of periodic inspections and tests for barriers shall be managed through the operations
inspection, festing and maintenance system, and shall include the following:

— Periodi¢ inspection and testing of hardware barriers, carried out in accordance with the.schedlules
and activities defined in the operation maintenance management system.

— Timely maintenance or other remedial work necessary to restore any failureqor impairment of
barrierg to their full functionality. Assessments shall be made of the impact of failure, unavailability
or degradation, and ensure that overall barrier performance is maintained.

— Means to recognize and record creeping changes in performance, in_6rder to identify potential
failure §o meet design intent (creeping changes are, e.g. successive minor changes that occur gver a
period of time and that, if taken individually, are not sufficient to_trigger an MOC process).

People invollved in the inspection and maintenance of barrier performance shall be competent to
perform thg tasks, and have a good understanding of the role of.the barrier in managing MA hazards
and the signjificance that any deviations in performance will\have on safe operation.

9.3.2 Revplidation

Revalidation of design strategies for managing MA-hazards shall be carried out periodically, wjith a
suggested ifterval of no longer than every 5 yeats;to include review of the following:

— register] of MA hazards, to verify continting validity or to identify any changes that have occufred;

— record pf reliability/availability efihardware barriers during the intervening period, to idgntify
equipment that is not as reliable as‘expected;

— changeg in manning profile-that result in more or fewer people located in hazardous areas;
— changed resulting fronrcreeping, or other changes in composition of process fluids;
— changeq to equipnient and facilities, either permanent or temporary.

— changeq affecting human barriers, the potential for error and expectations regarding reliable
human performance.

The results of thisTevatidation shalt be used to identify if any changes are needed to the arrangements
for managing MAs such as the emergency response strategy, training requirements, safety critical
equipment, safety critical tasks/activities, mechanical integrity activities and operational procedures.

9.3.3 Safety-critical tasks

The tasks required to maintain barrier performance standards shall be identified and their significance
in the overall MA hazard management shall be clearly defined. This information shall be included in
the operational procedures, training and competency requirements and updated as necessary as an
integral part of the location MOC process.

Safety-critical tasks shall be assessed using an appropriate task analysis method.
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9.3.4 Temporary changes

Planning for temporary changes shall include a review of the likely impact of the change on the design
strategies for managing MA hazards. Significant temporary changes or activities shall be reviewed and
managed through an MOC process.

Examples of temporary changes and their impacts are listed below:
— introduction of temporary process equipment which can

1) increase the risk of a hydrocarbon release;

2) 1ncrease the risk of ignition of hydrocarbon releases;
3) cause obstruction to explosion vent paths or to escape and evacuation routes.

— gcaffolding, habitat and other temporary structures which can cause @bstruction to natural
yentilation or block the view of surveillance equipment;

— flemporary structures which increase congestion that can patentially increasg explosion
verpressure;

— {femporary equipment and/or structures which obstruct acéess to critical control, mitigation
¢mergency response equipment;

— gtorage of chemicals which introduce a hazard not expécted when developing the design strategies
or managing MA hazards;

verall increase in the number of people on board.to beyond that assumed in the design strategies
or managing MA hazards.

If failure to meet barrier performance.standards occurs, and early remedial measures are not possible,
mediate evaluation of the implications for MA hazard management strategy shall be|carried out,
ing the following:

plement guidance provided in the performance standards specification for operation;

-

if such guidance is not applicable or available, assess the consequences of the failure and determine
whether the plant.shoeuld be shut down or continue to operate in a limited form while remedial work
ils carried out;

— notify the appropriate operations management and put in place suitable measure(s) for mitigation;

— ¢onductareview as soon as practicable to assess the change in MA hazard managemént and risk,
gdndddentify additional measures that shall be implemented to mitigate any increase in|risk;

— developamaction plam to inctude the change i desigm strategy for MA razard mmaragement, the
measures implemented to mitigate additional risk and the expected time to remedy the failure.

Failure of a hardware barrier to meet its performance standards is most often caused by failure of
one or more components. Guidance provided in the performance standards specification (produced
during the preparation for operation stage) shall provide information on the significance and practical
measures that can be implemented to mitigate any additional risk.

9.3.6 Management of change (MOC)

The general principles for managing change given in 4.10 shall be fully applied in the operational
phase to both physical and organisational changes. All proposals for change that can cause a material
change shall be assessed for possible impact on MA hazards, the design strategies for managing them
and any change in the potential for human error. Where necessary to ISD measures and barriers shall

© IS0 2016 - All rights reserved 29


https://standardsiso.com/api/?name=ecaeed5f7a3ccd2e5473e195f315bd39

IS0 17776:2016(E)

be implemented to maintain the MA hazard management strategy at least comparable to current
strategies.

All proposals for change shall be recorded, made available for review by the appropriate people and
approved or rejected in accordance with the installation decision-making process. This process shall be
fully documented.
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Figure A.1 — Framework for risk-related decision support
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(informative)

Plan to manage major accident hazards

B.1 General

The plan to
provide a c
incidents. It
process to H
engineering
plan can be
security and

Specific req
the work pr
and content
different re

manage MA hazards during the various design phases of an offshore installation s}
nsistent framework for defining the activities necessary to effectively manage potg

should set out the requirements in advance of each phase, in order to raise awarehess ¢
e implemented and define accountability. It should be targeted towards the.whole pr
community, including contractors and significant system and equipnient suppliers

rombined with an overall project plan covering other aspects such as-general safety, hq
environmental requirements.

nirements should be defined at the outset of the project, and then periodically updat

jould
ntial
fthe
oject

The
alth,

bd as

ogresses and requirements change. The plan adopted for each project can vary in format

depending on many factors, including company standards, legislative requiremen
pions of the world and the type of project. The following clauses provide examples d

range of information commonly included.

B.2 Scop

The scope d
example:

— design §
constr
transp

hook-uf

B.3 Basig

e of the plan

escribes the period covered by the plan and the elements of the overall project covere

nd procurement;

jction, integration, completion;
r

tation;

, commissioning and-handover.

 for the plan

The plan can be based 6n the company policy regarding safety and the environment, regional legis]

requiremen

[s or a.policy determined by the project management team.

ts in
f the

d, for

ative

B.4 Regu

latory compliance

The primary regulations applicable to the operating location should be listed.

B.5 Primary codes and standards

The codes and standards that are the overarching basis for the project should be given. This includes,
for example, ISO standards, company engineering standards, certifying authority requirements, etc.
The specific standards to be applied for the MA hazard management process should also be included.
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B.6 Goals and criteria

The MA hazard management goals and criteria for the project should be defined in terms that can be
measured or demonstrated.

For example:
a) Qualitative goals:

1) MAs should be minimized by inclusion of ISD measures and passive hardware barriers where
practicable;

2) people should be able to survive the identified MA consequences within the tempgrary refuge
and achieve successful evacuation to sea when necessary.

b) Quantitative goals:
1) individual risk should be defined for those people most exposed to MAs;
2) group individual risk/fatal accident rate, etc. should be defined forjall people on bdard;

3) frequency of safety function impairment from all sources (immediate and delayed) should be
defined;

INOTE Safety functions cover those functions that need £0 be intact in order to ensure the safety for
people and/or to limit pollution, e.g. escape routes, tempdraty refuge, central control room and others
tooms of significance.

4) estimated frequency of environmental damage, such as oil spills, should be defined.

Varigus industry standards give guidance on cenducting quantitative evaluations (e.g. NORSOK Z-013,
Lloydl’s Register Guidance Notes for the Calcutation of Probabilistic Explosion Loads[33]) pnd on risk-
relatpd decision-making (e.g. Oil and Gas UK glidancel64]).

B.7 | Project organization

The prganization of the projectfor each of the stages should define the relationships of key functions
and people, including relatiofishiips between the company and contractor teams. There shoyld be a clear
indidation of the organization required to provide the necessary authority and support fof conducting
effective MA hazard mamagement.

B.8 | Responsibilities, leadership and commitment

Responsibilities and accountabilities for MA hazard management for each of the key functions and
peoplle should be clearly set out. As a minimum this should include:

— the

— the engineering manager;
— the lead design safety manager or engineer;

— the lead discipline engineers.
B.9 Contracting arrangements

The requirements for MA hazard management for any contractor appointed to carry out work for any
phase of the project should be defined.
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Primary design and procurement contractors are expected to demonstrate a good understanding of the
requirements and competency to develop and implement design strategies for managing MA hazards, in
order to meet the stated objectives. The same applies to subcontractors employed to design and supply
significant subsystems (e.g. integrated process control and safety systems). For this reason it is important

to agree with

the contractor how these expectations will be achieved in advance of contract award.

Prospective contractors are normally expected to demonstrate competency and agree the arrangements

for MA haza

rd management prior to the final award of the contract.

B.10Procurement

Arrangemer
that form pa
B.11 Studj
The study {

carried out
that can be |

B.12 Arraj

The arrang
reviews and
approved, t1

B.13 Arraj

The plan sh
and barrier
commission

B.14 Over]
Table B.1 pr

34

its for specification and verification of the quality and reliability of systems and equip
rt of a hardware barrier system should be defined.

y programme and timing

rogramme should be defined and updated where necessary to emsure that studie
ht the appropriate time and to an agreed scope, or terms of referefice: Examples of st
‘equired are included in Annex C.

ngements for action management

bments for transferring actions arising from the hazard identification and other s

acked and closed out.

ngements for assurance and verification

puld detail the arrangements for tests and checks to verify performance of ISD meaj
5 during procurement of equipment and systems and final completion of constructioy
ing.

view of timing of kéy deliverables

pvides an overview-of timing of key deliverables for MA hazard management.

ment

5 are
idies

hfety

studies should be defined, along with details of how each of these actions will be forinally

ures
1 and
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Table B.1 — Timing of key deliverables for MA hazard management

b Documents listed to be reviewed for impact as a result of Brownfield modifications.

Managing Project phase
major accident Screening | Conceptdefi- | Detailed Notes
hazar_‘ds activity/ | and concept nition and design and | Operationsb.c
deliverablesa selection optimization | construction

Plan to manage Firstissue Updated Updated Issued specific to each

MA hazards phase, and details
requirements for next
phase

Register of First issue Updated Updated Maintained

MA hazards

Summary of Firstissue Updated Updated Maintained May be asdfety case/

MA hazard major-hazajrds report

manfgement ifrsome jurfisdictions

Actign Process fol- Process fol- Process fol- Process fol-

manpgement lowed lowed lowed lowed

Manpgement of Process fol- Process fol- Process fol- Process.fol-

change lowed lowed lowed lowed

ISD 1eport Firstissue Updated Updated Maintained

MA hazard Firstissue Updated Updated Maintained See ISO 13702 for fire

manhgement and explos]on strate-

design strategies gy and ISO (15544 for
emergency|response
strategy

Design Firstissue Updated Design performance

perfprmance standards gre con-

stanflards verted into|operation
performange standards
during DD&C phase

Operational Firstissue Maintained See Annex D

perfprmance

stanflards

Revipw of Firstissue

MA hazard

manpgement

process applied

HAZ|D review Firstissue Updated Updated Maintained HAZID is primarily to
allow comparison of
the different develop-
ment optiohs during
operations|performed,
if any significant
changes ocfur

Conceptrisk Firstissue RanKing of concepts

assessment

Active geological Firstissue Updated Geological issues

processes can have a signifi-
cant impact and need
to be identified as
early as possible. See
[SO 19900:2013, 5.13.2

HAZOP review Firstissue Updated Maintained

a  The scope and amount of activities to be performed should be dependent on the complexity of the installation being

designed.

¢ Documents listed as maintained to be available for each installation, and revalidated at least every 5 years.
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Table B.1 (continued)

Managing Project phase
major accident Screening | Conceptdefi- | Detailed Notes
hazan:ds activity/ | and concept nition and designand | Operationsb.c
deliverablesa selection optimization | construction

Explosion hazard Firstissue Updated Maintained

analysis

Fire hazard analysis Firstissue Updated Maintained

Smoke and gas Firstissue Updated Maintained

dispersion/

ingress analysis

Escape, evaduation Firstissue Updated Maintained

and rescue (EER)

analysis

TR integrity Firstissue Updated Maintained

analysis

Dropped objgct Firstissue Updated Maintained

assessment

Ship collision Firstissue Updated Maintained

assessment

FMECA Firstissue Updated Maintained

Emergency qystem Firstissue Updated Maintained

reliability/

survivability

analysis

Risk assessment Firstissue Updated Maintained

Integrity of instru- Firstissue Updated Maintained

mented systems

analysis

Human factdrs Firstissue Updated Maintained In particular, the iden-

analyses tification of safety-crit-
ical and barrier-relpted
tasks, and the necejs-
sary design requir¢-
ments to support them.

Task risk analysis First Issue Maintained Safety-critical taskis
should be assessed
using task risk analy-
sis. See Reference [|56].

Environmental risk Firstissue Updated Maintained

assessment

a  The scopg¢ and amount of activities to be performed should be dependent on the complexity of the installation peing

designed.

b Documents listed to be reviewed for impact as a result of Brownfield modifications.

¢ Documents listed as maintained to be available for each installation, and revalidated at least every 5 years.

B.15 Summary of key activities in the design phases

Table B.2 provides the screening and concept selection activities. Table B.3 provides the concept
definition and optimization activities. Table B.4 provides the detailed design and construction activities
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Table B.2 — Screening and concept selection activities

Screening

— determine parameters for ranking of concept options for MA hazard management
and risk;

— identify concept options to be screened out because they have the potential risk of
MAs that does not align with hazard and risk management objectives of the organiza-
tion(s) managing the installation or the authorities having jurisdiction over the operation;

— estimate the degree of uncertainty, particularly with regard to novel or complex tech-
nology and the possible implications for future project phases;

— identify the key safety focus areas for subsequent phases of development;

— identify any possible regulatory compliance issues;

— produce a short-list of acceptable concept options.

Hazard
idenitification

— use comparisons with similar types of installation or specific fagilitiés to identify all
credible MA hazards;

— conduct a high-level assessment of concept options, mainly’to identify credible MA
that could materially affect selection due to the possible severity of consequerjces and
uncertainty over developing an effective design strategyforMA hazard management;

— conduct preliminary hazard identification study for each of the short-listefl concept
options.

MA hazard
evalpation

— develop outline understanding of the MA hazards, their causes and possible conse-
quences through review, assessment, and commparison with known major hazard incidents
on similar installations;

— assess the effect of possible ISD and:barrier functions for reducing the impgact of MA
consequences;

— assess whether potential MA:consequences could prove difficult (or impossible) to
manage in later phases of the project, taking into account available technology.

Assdss risk

— estimate likely risk profile using generic risk data against the outline concept option
designs;

— identify the majorhazards that potentially could lead to a high risk.

ISD and
bariliers

— identify ISD measures that could reduce the likelihood of MAs and the poskible conse-
quences;

— identifyany unusual or high criticality barriers required to manage potentially severe
but credible MAs;

— _‘proepose a generic range of barriers to support a multilayer design strategy for MA
hazard management;

— for the short-listed concept options, define preliminary strategies for manpging MA
hazards.

Perfprmance
stanldards

— establish performance requirements at a functional level for unusual or high critical-
ity barriers, otherwise assume generic performance standards for generic barriers as a
starting point.

Sufficiency of

— assess whether sufficient information exists to support concept screening conclusions,

measures both in respect of elimination of unsuitable options and the ranking of others;
— explain uncertainty and its possible implications for future phases.
Register of MA — prepare an outline register of MA hazards for the selected concept option.
hazards
Documentation |— prepare documentation to explain how the screening and selection process addressed

MA hazard management;

— prepare a plan to manage MA hazards for the concept definition and optimization phase.
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Table B.3 — Concept definition and optimization activities

Hazard — identify the MA hazards for each of the major elements of the installation development
identification (e.g. production facilities, pipelines and sub-sea systems, marine facilities and systems);
— review the identification and evaluation of MA hazards from the previous phase and
update as necessary to ensure that all credible MA hazards are identified;
— increase confidence that no further MA hazards will be identified in detailed design.
MA hazard — use improving design definition to deepen understanding of those aspects of the
evaluation design that are important to managing MAs (e.g. layout, process design, risers and their

hazardous inventories);

— conduct a programine of reviews and analyses of credible MAs, to understand their
causes and the potential consequences, using appropriate tools and methodology;

— use results to test the beneficial effect and sufficiency of ISD measures, bafuiers and
other proposed design strategies for managing hazards;

— revise and update assessment and analyses as necessary to provideiongoing imprgve-
ment in understanding of credible MAs and their potential consequentes;

— make allowances for possible increase in severity of MAs as a-result of likely incregase
in equipment and congestion during the detailed design phase;

— demonstrate that understanding of MAs is sufficient tp support the related strategies,
and that they are suitable to be carried forward for detailed design.

Assess risk

— use risk assessment or analyses methodologies to\develop predictions of frequency
with which credible MAs could occur;

— combine with results of the evaluation of the possible consequences of MAs, to assgss
the risk for people, the environment and assets;

— take account of the developing design-strategies for managing credible MAs;

— predict the contribution to risk made by each of the MAs identified and identify thpse
contributing the most for further réview and reduction;

— provide a high level of confidence that the operation risk management objectives Will
be achieved following detailed design.

ISD

— seek opportunities for ISD and implement ISD measures that will provide effectivd
and reliable design stfategies for managing credible MAs and reduce the need for hunjan
barriers;

— ensure thatISD measures are identified and implemented early in this phase and lje-
fore key aspéets of the design definition become fixed;

— define the range of ISD measures required for managing MAs by the end of this phhse;

— identify remaining detailed specifications to be completed in the next phase.

Barriers

=% )develop a range of barriers, in addition to ISD measures, required to support a multi-
layer design strategy for MA hazard management for each of the identified MA hazardp;

— include hardware barriers designed to reduce the likelihood of a MA arising from {den-
tified MA hazards (prevention);

— include hardware barriers designed to provide control and mitigation of the major
accident consequences predicted by the MA hazard evaluation process;

— identify where human barriers are required or necessary;
— relate the number and type of barriers to the severity of consequences predicted;

— define the range of barriers required for managing MAs by the end of this phase;

— identify remaining detailed specifications which need to be completed in the next phase.
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Table B.3 (continued)

Performance
standards

— define the role of each hardware barrier in managing MAs;

— define performance criteria for functionality, reliability/availability and survivability;

— evaluate the effect of failure or impairment of each hardware barrier, and how that
could change the design strategies for managing MAs that rely on that barrier;

— ensure performance standards for all barriers and ISD measures have been defined, at
least in a preliminary form, by the end of this phase, leaving only some of the detail speci-

fication for the next phase;

— identify remaining detailed specifications to be completed in the next phase;

— make a preliminary assessment of assurance activities to be performed(in
(detailed design, procurement, construction and commissioning).

next phase

Suff

ciency of

meagures

— demonstrate that design strategies for managing MAs are sufficientito proj
tive prevention, control and mitigation of each identified major hazatd;

— demonstrate that emergency response arrangements are sufficient for the|
MAs on the installation.

— identify remaining uncertainty, particularly where there can be a sensitivity to detail

design changes;

— evaluate the likely impact of failure or impairment of barriers when in sery
termine any dilution of design strategies for mahaging MAs;

— provide assurance that the design strategies for managing MAs are suffici
achieve the project objectives and criteria:

vide effec-

credible

Fice, to de-

bnt to

Regi
hazg

ster of MA
rds

— prepare or update previous-phase tegister of MAs as early as reasonable
phase, and include the design strategy for MA hazard management developed|
identified;

— define uncertainty remaining and the action required during detailed desi
dress any uncertainty.

n this
for each MA

on to ad-

Docuimentation

— produce approved reports for all activities for managing credible MAs, inc
uation and risk analysis;

— prepare documentation that describes the status of managing MA hazards
of this phase;

— explain the reasoning used to develop the design strategies for managing |
and further development work required in the next phase.

— ‘ptepare a plan for managing the MA hazard management activities needed
detailed design and construction phases.

uding eval-
at the end
VA hazards

during the
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Table B.4 — Detailed design and construction activities

Hazard — hazard identification is only likely to be required if there are major changes during
identification detailed design or if there are inputs from equipment/suppliers and subcontractors that
impact the previous hazard identification work; in these cases, the impact on hazard man-
agement strategies need to be assessed by first updating the hazard identification work.
MA hazard — use detailed design definition to refine design aspects that relate to the MA hazard
evaluation management (e.g. layout, process design, risers and their hazardous inventories);

— conduct a programme of review, analysis and assessment of credible MA hazards using
the appropriate tools and methodologies to improve and finalize understanding of them,
their causes and the potential consequences;

— use results to update barrier performance standards and to verify that ISD meaSufes
and hardware barriers implemented are capable of achieving the performance throughout
the life cycle of the installation;

— conduct specific reviews and studies where necessary to address significant increpses
in severity of consequences of MAs as a result of detailed design.

Assess risk

— userisk assessment or analysis methodologies to refine and finalize assessment o
frequency with which credible MAs could potentially occur;

— combine with results of MA consequence evaluation to predict the risk for people, the
asset and the environment;

— provide a final risk analysis report that predicts theloyerall risk to people, the envjron-
ment and assets and the contribution made by each ofithe MA hazards identified.

ISD — although ISD measures will largely have been implemented in previous phases, coptin-
ue to seek opportunities for implementing further*ISD measures.

Barriers — use detailed design data to finalize the design of barriers for MA hazard managemgent.

Performande — use detailed design data and updated-evaluation results of MAs to finalize the opera-

standards tional barrier performance standards for'functionality, reliability/availability and suriv-

ability;

— verify that the design, specifieation and quality of equipment used, are consistent ith
their performance standards;

— develop a suitable methodology for inspection or test of barrier performance stangl-
ards during procurement (e.g. factory acceptance tests) and during construction and
commissioning;

— identify thpse hardware barrier performance standards that require inspection,
testing and maintenance during operation for inclusion in the operations maintenancsg
systems.

Sufficiency pf
measures

— provide a final demonstration that design strategies for managing MA hazards will be
effective for each identified major hazard including a final assessment of the potential|for
human error;

— finalize demonstration that emergency response arrangements are sufficient for the
credible MAs on the installation.

— finalize the evaluation of the lil(n]y impnr‘f of failure or impqirmpnf of hardware bdrri-

ers through individual failure of component parts, or failure of the complete barrier;

— provide assurance that design strategies for managing MA hazards are sufficient to
achieve the project objectives and criteria.

Register of
major accident
hazards

— finalize the register of MA hazards for handover to the operations team.

Documentation

— produce reports for all activities supporting the management of MA hazards, including
hazard evaluation and risk analysis;

— record any MA Hazard Management actions that have been rejected with the reasons
for rejection and any actions not completed,

— prepare documentation that explains MA hazard management both for operations and
for any subsequent change to the installation.
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Annex C
(informative)

Major accident hazard management identification and
evaluation tools

C.1 | Introduction

IEC 31010:2009 provides a general overview of good practices in selection and use’ of riskl assessment
techniques that are relevant to many industries and types of system. This anneX provides guidance
on a|number of the specific tools that are commonly applied in the desigii ‘of offshorel production
instgllations.

C.2 | Hazard identification (HAZID)

C.2.1 Objectives

The ¢bjectives of HAZID are to use structured review techniques to identify all hazards asspciated with
a particular concept, design, operation or activity, including the likely initiating causes and possible
consgquences or safeguards.

C.2.2 Typical input information

Depgndent on the selected HAZID technique@nd on the phase of development or level of maturity input
information typically includes the following:

— dletails of the installation layout.and equipment arrangement (e.g. from design draw|ings and/or
roject computer-aided design model);

— process flow diagrams (PEDs);

— dletails of the inventeries of hazardous materials;

— piping and instrummentation diagrams (P&IDs);

— o¢perating/control/shutdown philosophies/procedures;

— details'of'any unusual features (e.g. hostile environment);

— e¢xperience of other, similar facilities in the area, or generally.

C.2.3 Description/Narrative

Various techniques are available for HAZID. Most techniques involve a team approach, with the team
having a mix of expertise and involving all relevant disciplines and stakeholders.

A HAZID technique appropriate to the complexity of the installation, the stage of the installation in its
life cycle, and the scale and nature of the MA hazards on the installation should be employed, e.g.:

— structured brainstorming (guideword-based), generally termed HAZID;
— preliminary hazard assessment (see I[EC 31010);

— checklists;
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“what-if” analysis.

A structured approach should be taken to ensure that no hazards, initiating events or sequences of
events, are overlooked. A comprehensive process for identifying these hazards would normally include
consultation with the workforce and if appropriate, contractors and suppliers.

Identification of MA hazards generally requires a structured, guideword-based approach (usually
termed a HAZID), as it is able to cover low-frequency events and hence relates better to MA hazards
(and QRA) than other techniques.

Guidewords are an important element of a HAZID, and should be sufficiently comprehensive to

stimulate id

for the stagg
the specifics

Ahazardide
of the hazar

The HAZID
hazardous e
well as capt
proceeds an

In general, 4
following qy

a)

b) Isthe ty
c¢) What aj
d) What aj
e) What aj
f) Arethe
g) Are the

reasong
h) Isfurth
i) Whatrg

Actions aris

HAZID shou

Is the gliideword hazard-relevant, or is there something similar that should be identified?

of development. The HAZID facilitator is usually charged with adapting the guidewpr
of each HAZID. Example guidewords are given in Annex F.

ntification exercise can also involve qualitative or semiquantitative risk assessiment/rar
ds.

should be fully documented, using HAZID worksheets showing clear linkages bet}
vents, hazards, underlying causes and control measures/safeguards,-where appropria
iring actions. The HAZID worksheets are normally used by the scribe to record the me
d outcomes live as the meeting progresses.

he approach should be applied to each area and hazard guideword, for example askin
estions:

pe of hazard well understood in this context, or new/uncertain?

e the likely causes that could lead to realization of hazard consequences (major accide
e the credible and worst-case potential consequences?

e the ISD measures and barriers already specified (or expected)?

e any additional ISD measute€s or barriers that could be proposed?

re human barriers or éxpectations regarding reliable human performance and are
ble?

b1 analysis required to understand the consequences of the hazard?
commendations should be made (actions for follow up)?
ing fromithe HAZID should be managed and closed out in an auditable manner.

Id-be.carried out throughout the life cycle of any installation, but is particularly importg

the early sta

ges nfdpcign sa that_where pr:\rfirnhlpl hazards can be eliminated fhrm]gh the npplir‘

ntification of hazards and discussion while qvniding the pnqqihilify of hping too onerous

ds to

king

veen
te, as
ting

g the

nt)?

they

ntin
htion

of ISD principles.

Plant/process modifications should be subject to HAZID, to ensure that changes to existing hazards, or
the introduction of new hazards, are appropriately managed.

C.2.4 Use

of output

HAZID forms the basis of all activities related to MA hazards management, and is thus used as input to:
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the evaluation of incidents related to MA hazards;

risk assessments;
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— the development of MA hazard management strategies [e.g. identifying, evaluating, defining and

j

ustifying the selection (and rejection) of ISD measures and barriers];

— the definition of performance standards;

— the register of MA hazards.

C3

Job hazard analysis (JHA)

C.3.1 Objective

The

pbjectives of a job hazard analysis is to use a qualitative method to assess risks assoq

particular job in order to decide upon the precautions and contingency provisions thatsho

tore

NOTH
analy

C.3.7

Typi

duce the risks.

fal input information is dependent on the specific JHA to,béundertaken, but typ

include:

— 1

— 1

elevant experience of the work including any incident-history (internal and external);

he task description and job steps;

— location and environment where the work will be‘'undertaken;

—
—
C.3.]

The
invol
For 4
asso

For e

he skills and experience of those who will.be involved with the work;

he tools, equipment and resources that will be involved with the work.

b Description/Narrative

exact format of the evaluation can differ from company to company, but the gener
ves breaking the job or activity down into a number of logical steps needed to accompl
ach step, a number pf ,questions are asked in order to identify hazards, consequenc

ach step in thejob, typically the following approach would be adopted:

— Identificatioirof hazards:

— What exactly is going to be done?

iated with a
hld be taken

JHAs are broadly similar to activity hazard analysis (AHA), job safety analysis (JSA) andl task hazard
sis (THA).
. Typical input information

cally would

al approach
ish the task.
bs and risks

riated with that pattictlar step and the precautions and contingency measures that can be taken.

—What materials will be dealt with?

— What tools and equipment will be used?

— When will the job be done (daytime, night-time, time of year, etc.)?

— Where will the job be done (at height, in confined space, etc.)?

— How might the task affect people, activities or equipment close by?

— Assessment of the consequences of the identified hazard. This is usually done using a scale of high,
medium or low. In this context, the following questions are useful:

— Whatis the effect of the hazard?

— Isitashort-term or long-term effect?

© ISO

2016 - All rights reserved

43


https://standardsiso.com/api/?name=ecaeed5f7a3ccd2e5473e195f315bd39

ISO 17776

:2016(E)

— Does it affect the equipment or people?

— How much damage can it cause?

— How many people can be hurt?

— Isthe effect immediate or is there a time delay allowing escape?

— Assessment of the probability of occurrence of the hazard. This is, again, usually done using a scale

of high,

medium or low. In this context, the following questions are useful:

— Isitlikely that the hazard will arise every time the job is done or will it be less frequent (once in

10 1
— Ifth

— Do
on {

— Determ
mediuny
The foll
high x

1mes, or 100 times or once 1n a lifetime)?

le unsafe situation arises is it certain the worst will happen?

he probability?

nation of the risk associated with the action. Again, often carried out\using a scale of
or low, calculated using the product of the probability of occurrencejand the conseque
pwing logic is usually applied: high x high = high, high x medium or medium x high =

low x medium = medium, low x low = low.

— Determ
can bei

— Wo
— Can
— Are

— Assessn
conting
The nor

nation of precautions that can be taken to guard against the risks identified. Precau
dentified by the following types of questions:

1ld rescheduling the work reduce the risk?
concurrent activities be phased apart?
there physical actions possible to reduce’the probability of occurrence?

nent of the residual risk after feasible’precautions have been taken. This involves identi
ency measures that would reduee the consequence in the event of a hazardous situg
mal form of such questions_is.“What if ...?” In order to ensure uniformity of approach

a systegnatic evaluation, it is normal to use a standard form to undertake JHA. This allow

precaut]
ensure

JHA is best |

ions and contingency measures to be clearly identified and can then act as a checkl
mplementation.

ndertaken by a Small team of people who are fully conversant with the equipment, sys

and procedyires to be used/during the job, and can approach the analysis using logical though{

common seiq

C.3.4 Use

The primary

|Se.

of output

r output from the study is changes to how the job will be executed in order to reduce th{

he characteristics of the job, the people doing it or the equipment being usedihave any gffect

high,
nces.
high,

low or low x high = medium, medium x medium =/medium, medium x low or

kions

fying
tion.
1 and
5 the
st to

tems
and

b risk

so far as is reasonable. The results of the work also indicate the residual risk that will remain and this can
be helpful when assessing those activities that are part of a human barrier in the management of MAs.

C.4 Explosion hazard analysis

C.4.1 Objectives

Explosion hazard analysis applies recognized analysis tools (e.g. CFD or phenomenological tools)
to develop the design accidental loads (overpressure and drag) for structure, equipment and piping
systems. See Reference [62].
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C.4.2 Typical input information
Input information for explosion hazard analysis typically includes the following:

— details ofthelayoutand equipmentarrangement (e.g. from design drawings and/or project computer
aided design model);

— the areas of the installation where explosion hazards have been identified;

— definition of inventory isolation and depressurization (blowdown) and likely release scenarios
identified (e.g. location, release rate, gas volume, composition, ignition source location, wind
conditions):

— ¢lements of the installation that should be designed to withstand explosion loading tqallow them to
erform their function.

C.4.3 Description/Narrative

There are various levels of sophistication that are available for explesion modelling] Whichever
apprpach is used, the models should have been validated against large scale explosion tests.

The basic steps in the analysis are as follows:

a) Define any critical assumptions to be used in the modelling (e.g. models to be used,|areas to be
onsidered, release scenarios to be used, initial degree of turbulence, elements of the inistallation to
e designed to withstand explosion loads).

b) Develop the scenarios to be considered. This capbé’dynamic, based on modelling the gas build-up
or various release rates and locations, or static, i.e. based more on fixed gas volumes in different
arts of the area.

c) etermine the explosion loads for the vdrious scenarios.

d) Repeat the modelling if there is any’significant change or increase in detail for the|areas being
¢onsidered.

Conservative assumptions shoiild ‘be used in explosion modelling to reflect the uncertpinty in the
study basis, especially in the‘early stages of a project when the definition of layout and equipment
arrangement is not finalized.

A sufficient range of explosion scenarios should be modelled to provide a good level of conffidence that
an appropriate design-accidental load can be established.

For areas which\are not open, loading from both the internal and external parts of the explpsion should
be consideredi/An external explosion can cause significant loads on enclosures and equipment away
from| the area of ignition.

For (FD’modelling of explosions, it can be possible to develop a three-dimensional geomefric model of
the installation by an automatic conversion from the project computer-aided design model. For analyses
conducted before the final detailed model is available, additional congestion in the form of “typical”
piping and equipment should be added to try to reflect the finished installation. The geometric models
to be used for explosion analysis should be checked for accuracy before analysis begins.

If is not reasonable to design for the estimated explosion loads, QRA or other frequency assessment
tools (e.g. Monte Carlo simulation) should be used to assess the frequency that the loads will exceed
the resistance of critical equipment and structure. This allows a judgement to be made on the realistic
design loads for the installation and in some jurisdiction this is call the dimensioning accidental load.

The benefit of potential hardware barriers to protect against high consequence, low probability
MAs, which significantly exceed the design resistance should be assessed when deciding whether to
implement a hardware barrier. For example, activation of water deluge on gas detection can only have a
limited impact on the design load, but in a large gas cloud, there can be a potential for deflagration-to-
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detonation-transition leading to severe damage. In this case, if water deluge is activated before ignition,
it can prevent the strong flame acceleration and thus significantly reduce the consequences.

It can be possible to reduce the estimated explosion loads by providing explosion relief devices
(e.g. vents), though care is needed if flow towards a vent will increase turbulence leading to higher
overpressures.

C.4.4 Use of output

The results of explosion analysis are given as

a overpressure—transtentipereases—h—-pressure daota tha avinanding comahaictingy e diote Df an
pressure—transtenteiereases—ii PFres e—aHe—o—+trne—expanRang ¥

sure-dte—to-the—expahdins—combustion products
explosi¢n, and

b) drag: directional loading due to the passing air/gas flow.

The load imposed by an explosion can be expressed in terms of

— elastic |imit: maximum load which structure and facilities can withstand without permgnent
deformation or loss of function (sometimes referred to as “strength level blast”), or

— ductile limit (above the level of 1): load causing permanent deformation of structure or damage to
facilitiep but without leading to failure or further loss of containmentintegrity (sometimes ref¢rred
to as “dfictile level blast”), or

— failure load: load causing failure of structure or containment.integrity.

The results|of explosion analysis should be used to define the’structural strength to be provided by
those elemgnts of the installation required to provide resistance to blast and drag loads as p4qrt of
the MA hazard management strategy. These loads sheould be included in the relevant perfornjance
standards. Hlements of the installation to be considered'include:

a) structure (primary and secondary);
b) boundaries (floors, walls, ceilings) to the area involved in an explosion;

c) process| containment (e.g. risers, latge vessels, piping, etc.) to prevent escalation by release of
additional inventory;

d) enclosures (e.g. local equipment rooms, switch rooms, control rooms, etc.), particularly those
considefed critical under'MA conditions;

e) emergency responseprovisions (e.g. escape routes, TR, and evacuation facilities).

The design|load uséd)for equipment and structures may be either the maximum calculated |over
pressure load or the'load that the function or system needs to withstand to meet some defined risk
tolerability ¢ritéria (dimensioning accidental load).

C.5 Fire hazard analysis

C.5.1 Objectives

Fire hazard analysis should apply recognized fire-modelling tools to predict potential fire load effects
on structure and equipment, particularly ISD measures and barriers. See also ISO 13702.

C.5.2 Typical input information
Input information for fire hazard analysis typically includes the following:

— details of the layout and equipment arrangement (e.g. from design drawings and/or project
computer-aided design model);
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wind rose/wind data if there are wind-exposed areas;
areas of the installation where fire hazards have been identified;

definition of inventory isolation and depressurization (blowdown) and likely release scenarios
identified (e.g. location, release rate, composition, wind conditions), including release rate over time;

types of release scenarios (e.g. pressurized liquid or gas, non-pressurized liquid pool) that should be
modelled to provide the likely fire loads;

elements of the installation that should be designed to withstand fire loading, and to what level
of severity (often referred to as design accident load) that can be less than the maximum for some

q

C.5.3

Ther]
appr

The {

tlements, if it is demonstrated that

— failure of an element can be tolerated without causing harm to emergency respons
or leading to uncontrolled escalation of an MA, and/or

— that the frequency of severe fire load is low.

b Description/Narrative

e provisions

e are many different tools and levels of sophistication available for fire modelling. No mpatter which

bach is used, the tools should be validated against fire tests.

ollowing basic types of scenario should be considered:

q

q

In th

a) 1
q
{

ressurized jet fire: fire due to flammable gas or vaporized liquid spray or a combina
he heatload on structure and equipment can bewery high, but can reduce over time if {
alls (e.g. as a result of isolation and blowdown),

iquid pool fire: fire due to flammable liquid forming a pool with an open surface are3
aporization and burning of the vapouf) Depending on location and ventilation, a p
roduce a large quantity of toxic smoke. The heatload isless than that of ajet fire, but stil

oiling liquid expanding vapour explosion (BLEVE): most commonly occurs when|
essel containing flammableyliquid is heated, possibly by a fire in another area nea
ombination of heat and inereased pressure causes catastrophic failure of the vessel st
iquid released expandsrand vaporizes very quickly, leading to a rapidly expanding b
atastrophic failure of\a.-vessel with a significant hydrocarbon vapour volume at pre

geparator) would leadto much of the same consequences as a BLEVE, with strong preg
projectiles, and alarge flameball followed by a major pool fire.

e fire hazardanalysis, the following basic steps should be carried out:

Define any-critical assumptions to be used in the modelling fires, e.g. models to be used
onsidered and loss of containment scenarios to be used, elements of the installation to
oswithstand pool fires or jet fire loads.

tion of both.
he pressure

that allows
ool fire can
| significant.

a pressure
rby, and the
ructure. The
all of fire. A
ssure (e.g. a
sure waves,

, areas to be
be designed

b)

Develop the scenarios to be considered. This should include isolatable release cases and un-

isolatable releases cases used to model the likely effect of isolation failure under MA conditions.

been determined.

considered.

Determine the fire loads on nearby structure, equipment and piping for the various scenarios.

Conduct sensitivity modelling to provide confidence that the maximum realistic design case has

Repeat the modelling if there is any significant change or increase in detail for the areas being

In general, conservative assumptions should be used in fire modelling, especially in the early stages of a
project when the definition of layout and equipment arrangement is not finalized.
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A sufficient range of fire scenarios should be modelled to provide a good level of confidence that the
design accidental loads have been determined.

C.5.4 Use of output

Results of fire hazard analysis are used to estimate the heat loads imparted by fire on structure,
equipment and piping systems over time, in order that suitable passive and/or active protection can be
developed.

Output is given as:

C.6 Smoke and gas dispersion and ingress analysis

C.6.1 Obijgctives

Smoke and gas dispersion and ingress analysis should apply recognized modelling tools to predict

C.6.2 Typlical inputiinformation

the fire andradiqatadbaostlaosde on araorgancvy racanca nraviciane ool i g yhathar accana routes
y+e Se-PpFroev WHetheresecape+

............................... SeREY-FESPORSe-Provisionsnehiding
remain [passable, TR remains capable of protecting people for the defined period and evacuption
facilitiep remain available for use;

the firel loads on structure, piping, vessels and enclosures (e.g. local equipment rooms, syitch
rooms, etc.), particularly those considered critical for the function of hardware barriers undef MA
conditigns;

passive|fire protection requirements for TR, escape routes, enclosures, ctitical structural, piping,
vessels,|etc. in order to meet the design strategies for managing MA in the‘event of a fire;

identifi¢ation of the passive fire protection requirements for the aréds and facilities identified (e.g.
B, H or [ rating);

identifi¢ation of the areas and facilities that require active fire)protection;

active f]re protection requirements for the areas and facilities identified (e.g. type and densjty of
coverage).

dispersion of gas (toxic or flammable) following accidental release;
dispersjon of smoke produced’by an identified fire hazard;

potential ingress of ga§ and/or smoke to utility enclosures (e.g. equipment rooms) and the TR,

Input informatienfor smoke and gas dispersion and ingress analysis typically includes the following:

48

Details laf~the lavout and equipment arrangement (Pg from dpcign dmwingc nnd,/m' project
computer-aided design models).

Areas of the installation where gas or liquid release sources have been identified and evaluated,
and a nominated release location within these areas for the purposes of smoke and gas dispersion
(e.g. open deck or within a module).

Release characteristics (e.g. composition, mass flow rate over time) and the type of fire (e.g. gas jet
fire, pool fire). For pool fires, the likely surface area of liquid is required, particularly if bounded by
deck size or bunding (for the purposes of MA pool fire evaluation, drip trays under equipment are
not normally able to contain a large liquid release).

Key target areas for results (e.g. gas or smoke concentration at the TR boundary, air intakes,
evacuation facilities, etc.)
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C.6.3 Description/Narrative

There are many different tools and levels of sophistication available for modelling of gas and smoke
dispersion, depending on the level of detail required. Due to the complexity of air flow around an
offshore installation, CFD-based tools provide the highest level of resolution. Whichever approach is

used, the tools should be validated.

In the smoke and gas dispersion/ingress analysis, the following basic steps should be carried out:

a)

b)

C.6.

Res
imp
and

Out

Evaluate the dispersion of smoke and un-ignited flammable gas using release-source analyses

produced as part of the explosion and fire hazard evaluations. Toxic gas concentration

at source is
is necessary

TeTrroree e T e peTrererery

o define the conditions, including:

Location of gas-release sources to be analysed, and the orientation of release direc
down, east, west, etc.).

— Wind speeds and directions to be evaluated, taking into account the, installation
and the prevailing wind conditions. The worst-case wind condition should also &
(this can be towards the TR and evacuation facilities).

Data points for which the gas concentrationisrequired (e.g. eScape routes, enclosure
TR, air intake points, etc.).

Define any critical assumptions to be used in the modelling.

Take account of failure of internal pressurisation under MA conditions, which can b
isolation of air intakes on detection of smoke or gas, damage to the system components
power supplies. Enclosure leakage integrity is the primary protection against ingress.

[onduct sensitivity modelling to provide-confidence that the maximum realistic des
een determined.

epeat the evaluation with updatediodel if there is any significant change or increase
he areas being considered.

Use of output

ts of smoke and gag-dispersion analysis are used to develop understanding of how
ct people, either directly or indirectly through impairment of working areas, escap
vacuation facilities.

ut is given ast

lammable or toxic gas concentrations at nominated points on the installation, based (
eleasecomposition and mass flow rate. Measurement criteria are usually based on thg
fdower explosive limit for flammable gas, and on concentration, expressed in parts pe

tion (e.g. up,

orientation
e evaluated

boundaries,

e caused by

or failure of

gn case has

in detail for

any MA can
e routes, TR

n the initial
percentage
- million, for

LUAIC SQD-

Concentration of smoke at nominated points on the installation, relative to concentration at the
fire source. Measurement criteria can be based on obscured visibility, COz concentrations or other

parameters depending on the analysis method.

Flammable gas, toxic gas or smoke concentrations, and the length of time present around utility
enclosures and TR or air intakes, should be used to guide the design of enclosure leakage rates as well
as detection requirements and the actions to be taken when smoke or gas is detected (such as isolation
of air intake ducts, isolation of equipment inside an enclosure not rated for the presence of gas, transfer
of control of the MA to a location not affected by smoke or gas, etc.).
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C.7 Escape, evacuation and rescue (EER) analysis

C.7.1 Objectives

Escape, evacuation and rescue analysis involves assessment of the facilities provided, in order to
determine whether they meet the emergency response strategy and project goals under MA conditions.
In this context, the following actions should be evaluated:

— escape to the TR from any area where people may be working or off-duty;

— protection of people in the TR or muster area for the pre-defined period;

— controlled evacuation of all people, and recovery or rescue, if necessary.

The assessment is followed by identification of any shortcomings in EER arrangements arid meagures
for their improvement.

See also C.8[ISO 15544 and References [48], [63] and [64].

C.7.2 Typlical input information
Input infornpation for escape, evacuation and rescue analysis typically includes the following:

— emergency response, escape and evacuation strategy, and supperting documents (e.g. philospphy,
procedyres);

— project pnd regulatory requirements (e.g. regulations, standards, operating procedures);

— details pf the layout and EER-related systems (e.g. alarm system, escape/egress routes, mpister
points/TR, primary evacuation facilities, other means of evacuation or escape to sea, internal and
externall search and rescue arrangements);

— MA sceparios identified and their evaluation-outcomes (e.g. toxic release, fire, explosion, smoke,
ship collision, loss of stability, earthquake,etc.);

— results pfthe TR integrity analysis;

— key inppt data and assumptions-(e.g. manning levels, impairment criteria, EER decision mjodel,
evacuatfion success probabilities).

To avoid any misunderstanding;-a clear definition of each of the following terms should be includedgl:
a) escape fo the TR/mugster location;
b) controlled evacuation;

c) primary evacuation means;

A £ 'y
d) second ry-evatuatiommeastresorescapetoSsea;

e) recovery and rescue.

C.7.3 Description/Narrative

The EER analysis evaluates the performance of the emergency response facilities and procedures under
major accident scenarios. The evaluation is performed for each element of emergency response against
the performance standards in term of functionality, adequacy, availability and survivability.

In EER analysis, the following basic steps should be carried out.
a) Define and document any critical assumptions to be used in the analysis. These typically include:

— evacuation and rescue strategy to be established, if not already available;
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manning levels for the range of predictable activity levels likely during operation;

criteria for impairment of emergency response facilities due to physical effect of he
toxic/flammable gas concentration, explosion, smoke;

(for quantitative study) fatality probability during the process of escape/egress
embarkation, evacuation and rescue.

atradiation,

, mustering,

Set performance goals for each element of emergency response. These typically include:

emergency alarm/communication;

€scape/egress/access routes;
TRs/mustering facilities;
primary evacuation facilities (e.g. lifeboats, lifeboat embarkation points);

secondary/tertiary evacuation/escape to sea facilities (e.g. helicopters, heli-dec
escape chutes, sea-entering devices);

personal protective equipment;

search and rescue arrangements (e.g. helicopters, stand-hy vessels).

At each location, based on MA consequence analysis (e.g. flammable or toxic gas, fir
gmoke, ship collision), determine how the ER’facilities could be impacted by the conse
fhether the EER performance standards c¢an be met.

If shortcomings are identified, prepose improvement options and re-evaluate
performance standards can be metyPracticable alternative EER arrangements should be identified
gnd similarly evaluated for addjtienal benefits and incurring cost.

Determine time required fox;

People to escape frrom the impacted location and all other areas of the installatio
muster location;taking into account identified impairment potential.

ER positiens, conduct on-facility search and recovery of any casualties and assess
contrelled evacuation. This should take into account the availability of feedback
from:the hazardous areas (e.g. fire and gas detection, confirmation of ESD, etc.).

k, life rafts,

Develop scenarios to be considered at various locatiofis of the facility. The locatfions should
encompass the entire facility and the scenarios should ¢apture the complete range of MA scenarios
identified.

e, explosion,
juences and

until EER

n to a TR or

+— The on-scefie-<Commander to evaluate the MA, account for all people at muster or in defined

the need for
information

—~ Gontrolled evacuation if considered necessary (e.g. loading of lifeboats and launchilng).

C.7.4 Use of output

Results of EER analysis are used to develop understanding of how any MA can impact people while
escaping to the TR or muster locations, sheltering in the TR/muster location and during controlled
evacuation, if that proves necessary.

This understanding should be used by the project to

— improve the EER arrangements in order to meet the required performance under MA conditions, or

— provide assurance that the facilities are sufficient for the required task and meet the performance
standards.
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Taking into account the range of ISD measures and barriers implemented for MAs, EER analyses should
resultin:

a)

b)
c)
prevent]
d) sensitiv
for theil
e) confirm
of peop
f) risksto
C.8 Temyj
C.8.1 Obj
A TR integr

dispersion 4
of emergen
predetermined period under MA conditions (e.g. explosion, fire, heat, smoke). See also ISO 15544.

A TR impair
probabilitie

C8.2 Typ

Input information for TR integrity analysis typically includes the following:

52

identification of those MA hazards that could cause impairment of the escape routes, and whether
some or all people could be prevented from reaching the TR within the time specified in the
performance standards (e.g. maximum 15 min);

implications for the protection of people if TR integrity analysis predicts that some MA hazards
could lead to impairment within the time specified, and whether early controlled evacuation could
be successful;

identification of those MA hazards that could cause impairment of the evacuation facilities and

details
aided d{

the pre-
role (e.g

definiti
associaf

controlled evacuation;

ity analysis to assess the aspects considered to be deficient, and what measure ateteqs
' remedy;

ation that performance standards for time required for evacuation of the facility and rq
e from lifeboats or the sea have been achieved (or not);

people during escape, muster, evacuation and rescue.

porary refuge (TR) integrity analysis

pctives

ity analysis involves the use of recognized fireXand explosion evaluation, smoke an
nalyses and impact analyses to demonstrate that TR structural integrity and functior
cy response barriers are capable of supfporting the survival of people within

ment analysis is a calculation of impairment frequency based on modelling of barrier f4

D.

ical input information

fthe layoutand eqiiipmentarrangement (e.g. from design drawings and/or project comj
esign model);

determined period for which the TR should remain able to perform its emergency resp
. 1 hour)under MA conditions;

bn of ‘the TR boundary, entrance and exit points, external air intakes, exhaust duct
ed-dampers;

hired

scue

1l gas
ality
for a

ilure

buter

onse

and

identification of

— ISD measures, structural measures and other passive hardware barriers for the management of

MA

hazards that could cause TR impairment (e.g. fire and blast barriers), and

— hardware barriers for protection of people inside the TR following an MA (e.g. enclosure leakage
integrity, ventilation and internal pressurization).
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C.8.3 Description/Narrative

In TR integrity analysis, the following basic steps should be carried out.

a) From the various outputs from MA evaluation, identify those that could cause impairment of the
TR or of the services that provide for the protection of people inside. These include:

fire and explosion hazards, including direct explosion effects (e.g. overpressure, structural

deformation and missile damage), fire at the boundary and radiated heat from fire

ingress of smoke or gas (see C.6);

elsewhere;

impact from marine vessels or helicopter crash (including possible fire);

other source of direct damage (e.g. impact energy from rotating machinery)

b) Determine whether the TR/muster locations are those least likely to be impaired by t

the identified MA hazards, including direct impact, structural failure, explosion or fi
toxic or flammable) or smoke.

c) Define any critical assumptions to be used in the analysis, such as\what constitutes imj

d) Under the identified MA conditions for possible TR impajrment, assess whether,

determined period:

the boundary of the TR is likely to remain intact and'maintain a low leakage rate
changes per hour);

emergency access doors are likely to remain'available for all people who survive th
effects of the incident to gain entry;

systems that provide support for the survival of people within the TR are capable g
to function;

systems required to provide ingident control feedback to the control room, allowing
judgment to be made about evacuation, are capable of continuing to function;

he effects of
re, heat, gas

bairment.

for the pre-

(e.g. 0,3 air

b immediate

f continuing

An informed

barriers are capable gf\preventing escalation from causing impairment of the TR within the

predetermined period;

evacuation provisions remain capable of performing their designated function wh
and are not impaired by the identified MA effects (unless that is addressed as pa
analysis; seelC.7);

e) (Conduct serisitivity modelling to provide predictions of the time scale for impairmer

ghouldthe“identified MA not be controlled within the predetermined period.

C.8.4 CUse of output

en required,
rt of an EER

It of the TR,

Results of TR integrity analyses are used for

— identification of those MA hazards that could cause impairment of the TR or the services that provide
for the protection of people inside, either immediately or over time,

— confirmation of (or deficiencies in) the location and/or structural integrity necessary to provide the
required emergency response role for the predetermined period, and

— confirmation of (or deficiencies in) the design of supporting systems.

This information is used to guide design improvement to reduce the likelihood of MA impairment
of the TR, or to provide assurance that people will be protected from the effects of the MA for the
predefined period.
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C.9 Dropped object assessment

C.9.1 Objectives

The objectives of dropped object assessment are to

See also References [37] and [47].

C.9.2 Typlical input information

C.9.3 Description/Narrative

In dropped pbject assessment, the-following basic steps should be carried out:

a)

d)

54

Input infor]lation for dropped object assessment typically includes the following:
i

identify and evaluate MA hazards associated with dropped or swinging objects from lifting and
mechanical handling activities, and

provide inputsto the philosophy of mechanicalhandlingand to the design of dropped object/swinging
load protection of facilities considered necessary to mitigate the potential risk of an MA.

mechanlical handling philosophy;
2D and BD (if available) layout of surface and subsea facilities;

description of loads and lifting or handling routes [dimensions andshape, mass (full and enjpty),
lifting rputes, lifting height and lift frequency];

description of lifting appliances [type of crane, lifting potential and operating limits (e.g. mass,
height, distance, lifting rates), design and operational safety controls (e.g. alarms, lock-out zone)];

genericjand site-specific mechanical lifting failure data;

impactgtrength criteria for decks and other structures that existto provide protection for vulnefable
system§ and equipment;

nature, scale and consequence of MAs assogiated with vulnerable systems and structures (e.g. loss
of contdinment, structure collapse).

From operational liftingpatterns of equipment, identify structures or areas that could be at risk of
— afalling load, baonyor crane;

— collision with,a swinging load or crane boom.

Estimatie the level of damage potentially imparted to the above systems or structural element

12

— release of hazardous materials and subsequent fire, explosion, etc,;
— structural damage or progressive collapse;

— damage to essential safety systems.

Identify opportunities to mitigate hazard by design, typically

— alternative lifting routes, crane/laydown locations;

— automatic lock-out zones;
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loads, or the provision of protective structures;
use of cranes designed for high risk application (see NORSOK R-002:2012, Annex K
duplication of lifting equipment;

design for sequence of failure.

design of vulnerable systems or structural elements against maximum predicted accidental

);

Where hazard cannot be engineered out during the design, frequency arguments should be introduced
to quantify the risk, and risk mitigations should be tested until risks associated with crane operations
are found to be tolerable.

In ge
and 4

For s
boon
wave

Imp4
displ|
ener
and f

neral, the initial dropped object study is qualitative and forms the basis from which.m
pecific quantitative evaluation can be carried out.

urface lifts, basic geometrical considerations should be used to determine‘the potent
1s or cranes to strike vulnerable items. The influence of atmospherie|\conditions (
s) on the predicted motion of the load should be taken into account.

ct energies should be calculated from standard equations of motieri”’The mechanisms,
acement, indentation and deformation of the load and the impacted item, by which
by is dissipated should be considered for estimating that portion of it available for cau
ailure. Detailed finite element analysis can be performed-fop better accuracy.

The

statiptical data are given in References [37] and [47].

Wheh assessing exposure of subsea systems to dropped objects, various techniques can be €
predjcting the sink trajectory of objects throughthe water column. The assessment can be
deterministically or can use generic probabilistic distributions from experimental dat

Bes

determine the fall trajectory with any accuracy, particularly in deep waters. The influence ¢
maxijmum predicted excursions, as well'as the initial drift before the object sinks, should be
Subspa systems may also need to consider the hazards of over-trawling or anchors and th

nee

The
fallin

C.9.4

The
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Whe

ata basis for frequency evaluation of lifting failures should be specified. Internationally

ke hydrodynamic simulations may havie)to be performed when no published data can

d to prevent these leading to.significant damage or an MA.

risk should focus on(the impact on MAs. Personnel exposure related to no
g/swinging loads should be covered as an occupational risk.

| Use of output

butput of thetassessment should be used to allow a judgment on the vulnerability of
ped object/swung load hazards, the likelihood and consequences of these event 3
n chariges or modifications to the mechanical handling philosophy are needed.

hdigzard cannot be eliminated at source, risk can be mitigated for example by:

bre accurate

al for loads,
wind, swell,

i.e. bending,
the impact
bing damage

' recognized

mployed for
approached
h/literature.
be found to
fcurrent on
considered.
e protection

n-escalating

facilities to
nd whether

i
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maximizing lifts during plant turnarounds;
prohibiting lifting above live high-risk equipment;
using alternative handling methods, such as dual lifting systems;

observing crane operating limits;

ntegrity management of lifting systems (inspection, maintenance, verification);

competency/training of people involved in the procedures;

establishing clear sightlines and communication procedures;
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— limiting simultaneous operations;
— establishing contingency plans and emergency procedures.

Preference should always be given to passive rather than active means of control/mitigation. Reliance
on operational measures should only be considered at the last resort when other more robust risk
management options are not possible, not practicable to implement, or not sufficient to meet design MA
hazard management targets.

The results of the dropped object assessment should be used to define the credible impact energies

that critical systems are required to withstand, and should input into the overall QRA and emergency
systems suruivabhility analysis

C.10 Ship|collision assessment

C.10.1 Objgctives
The objectiyes of ship collision assessment are to

— identify| credible impact from marine vessels operating within the fieldvor shipping outsidg¢ the
control pf the installation and assess the potential impact load and damage potential, and

— predict fthe probability that impact could cause failure of structure.and increased level of risk.

C.10.2 Typlical input information
Input infornpation for ship collision assessment typically includes the following:

a) For mafine vessels operating under the instruction or the control of the installation ojner
(e.g. supply vessels, standby vessels, construction/installation vessels, oil-offloading tankers, ptc.):

— preficted frequency and type of marine-vessel operations within the exclusion zone aroun(d the
insfallation including:

— properties of the marine vesselstincluding their station-keeping method;
— durption of marine vessel ogperations;
— understanding of ownership and command structure for marine vessels serving the installgtion.
b) Where relevant, predieted failure rates for dynamic positioning systems.
c) For shigping and other marine activities not under the control of the installation owner:
— identification and proximity to shipping lanes and frequency of large vessel passage;

— datpa €elating to potential deviation of these vessels from shipping lanes, or their breakdown.

C.10.3 Description/Narrative

Impact with a large ship or in-field vessel is the cause of many MA hazards, particularly those involving
riser or well (conductor) release and significant structural damage.

The basic steps for assessing the potential impact force and their likely consequences for vessels
operating within the exclusion zone are as follows:

a) determine whether all vessels are under the direction of the offshore installation manager, and
what control measures are in place for those not directly under the offshore installation manager’s
direction;
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b)

If in
calcylated using a recognized method of assessing possible ship deviation frém-its al
suffitiently to impact the installation.

Com
instdllation), or a rogue ship heading towards the installation under powerbut with no effed
(a rapid approach).

Another important cause of ship collision relate to the operation of dynamic positioning
vessels in close proximity to the installation. Assessment of\the reliability of dynamic
systdms is a complex area, but guidance has been prepared by IMCA (see Reference [;
meagures to withstand possible impact from a large ship.are normally impracticable, an
colligion with the installation dependent largely on the’frequency, given that any collision
resu

For 4
availpble from coast guard or other regulatory bodies. Also, in areas where existi
instdllations operate there is likely to be a good understanding of shipping movements.

C.10.4 Use of output
The

a)

b)

IS0 17776:2016(E)

obtain predictions of expected marine activities of operational support vessels
vessels, standby vessels, accommodation vessels, construction/installation vessels, oi
tankers, etc.);

(e.g. supply
l-offloading

predict the likely severity of possible impact, taking into account the type of vessels involved, their

approach speed, and requirements for manoeuvrability and position holding;

given the uncertainty of vessel impact evaluation, a predetermined value for impact energy is
commonly established and a prediction made as to the circumstances under which this value can

be exceeded;

f containment integrity of risers, conductors or process plant.

ormation on shipping frequency and vessel size is available, an estimate of collision

mon causes are loss of ship motive power which causes it to drift (a slow appr

t in severe consequences for the installation.

ome shipping routes, a log of historic ship’movements and a prediction of norm

utput of the assessment shoeuld provide the following:

guidance on the possibility of impact from vessels operating within the installation exd
yhich can be used fot:

developing.deSign to provide protection measures, where considered necessary af
in termsof reduced potential for impact damage to critical equipment or structure

preparing effective marine movement management procedures, and

defining minimum standards for manoeuvrability and position-holding for any vess
within the installation exclusion zone;

ilure and loss

risk can be
otted route

pach to the
tive lookout

systems of
positioning
15]). Design
] the risk of
1 is likely to

traffic are
g offshore

lusion zone,

1d beneficial

d

el operating

guidance on the possibility of large vessel (ship) impact which is likely to result in severe impact

and extensive damage to the installation, which can be used for

developing an early warning system for impending ship collision and appropriate emergency

response measures (e.g. controlled shutdown and abandonment of the installation before

impact), and

likely frequency of an impact that exceeds the inherent structural strength of the
and associated risk when combined with potential consequences.
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C.11 Failure mode, effects and criticality analysis (FMECA)

C.11.1 Objectives
The objectives of FMECA are the following:

— identification of all possible single failure modes within systems or equipment, the likely effects of
these failures and any potential consequences in terms of “severity” and “criticality”;

— prediction of the probability that an identified failure mode will result in failure of design measures
(barriers) and increased level of risk.

C.11.2 Typlical input information
Input information for FMECA typically includes the following:

— The boyndaries of the analysis and a clear definition of the system or equipment to be included
(e.g. commponents, sub-assemblies, modules, etc.) at the correct level in the systém‘hierarchy;

— Known [failure rate data for system or equipment components. At the désigh stage, data may be
available from suppliers but the most relevant data are that collectedfrom actual equipment on
comparfble locations. ISO 14224 provides a comprehensive basis for,the‘collection of reliability and
mainterlance data for equipment and should be used to provide soundinput information for this study.

— The purfpose of the analysis and the type of output. For example, seek to identify all failures wjithin
the systiem under consideration, or a specified point of concers within the system.

Dependent ¢n the type of information required, select the tepls and techniques to be used, whichl may
include the following:

a) Equipment breakdown structure (EBS), which s normally used to describe the hierardhical
structure of the system.

b) Reliabiljty block diagrams (RBD), which-identify the critical functional paths for a given funftion
and cleprly identify any areas of redundancy. These should be developed in accordance [with
IEC 610}8.

c) Functiophal block diagrams (FBD), which are normally a primary requirement for performjng a
functional FMECA.

d) Critical|failure paths idéntified from fault trees or event trees. Fault trees should be developgd in
accordance with IEC61025 and event trees in accordance with IEC 62502.

C.11.3 Description/Narrative

FMECA is generally used to identify and focus attention on systems or equipment that are critidal to
MA hazard pianagement and where there is insufficient failure data available to predict reliabiljty in
service.

NOTE The OREDA handbook presents reliability data for offshore equipment and provides both quantitative
and qualitative information as a basis for reliability, availability, maintainability and safety analyses (see
Reference [65]).

FMECA provides a method of identification and assessment of potential design weaknesses through
impartial design review, and can be used to highlight areas which should be considered for design
change or to support process change.

Various techniques are used to analyse the design of components and products, engineered systems (using
commercially available products), manufacturing and assembly processes, services and software design.
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The most common FMECA technique for an offshore project is the analysis of engineered systems,
including:

The

maty
not K

Safety analyses to establish the types of single failure mode possible for any system or equipment,
and the criticality in terms of impaired ability to function as intended. When redundancy is
implemented, fault tree analysis (see IEC 61025) can be implemented to analyse failure combinations

impairing ability to function as intended.

Reliability analyses to identify where the reliability of design measures for MA hazard management
may not be sufficient. There are various approaches available to perform such reliability analyses,
e. g faulttrees (seelEC61025), RBDS (seeIEC 61078) eventtrees (see IEC 62502) apphcatlon of Markov

r0v1des requlrements for rellablllty modellmg of safety 1nstrumented systems. Ma
dnalyses to identify areas of the design which require unusual or onerous maifitena
ften relate to the reliability required in service.

[riticality analysis, which defines the significance of each failure mode qualitat
qualitatively, or quantitatively, depending on the type of input data available.

hnalysis should be implemented at the most appropriate stage of-the project, depen
rity of design definition and the level of detail required for output. If applied too earl
e enough information available to produce a meaningful analysis, but late application

much greater cost for design change. Generally, a high level of déesign definition is required.

A hig
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Later
level

Most
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and

FME(C
guid
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C.11

Res

h-level functional analysis may be conducted at an early stage. Using functional blog
h identify the main components and appropriate *Signals and/or functions, early
htial design problems can be obtained.

5 of design definition and firm data on failure’'modes and frequencies.

systems apply some form of hierarchieal structure in order to divide the top-level s)
per of assemblies and sub-assemblies: These levels of hierarchy can be described both
Iby a numbering system often described as a logistic support analysis.

A is normally presented in.seme form of spreadsheet format. There are a number of
hince and standards regarding formatting the FMECA. ISO 20815 covers production §
nd gas production, processing and associated activities and covers the analysis of re
tenance of the components.

.4 Use of output

lts of FMECA; alone or in combination with more detailed approaches, are used to

etermine whether a critical safety system or equipment is capable of achieving the 1
azard management role and function when demanded by a MA, as defined by the f

D/TR 12489
ntainability
nce activity,

ively, semi-

ding on the
y, there may
can result in

k diagrams,
feedback on

in the design process, a detailed analysis at’‘component level may be conducted using improved

ystem into a
graphically

sources for
Issurance of
liability and

equired MA
erformance

tandards, and

— provide guidance as to whether remedial design measures are required to improve reliability of
function and priorities related to criticality against severity. A criticality matrix is often used to
provide a graphical means for illustrating the distribution of failure and consequences.

C.12 Reliability/survivability analysis of emergency systems (emergency system
survivability assessment)

C.12.1 Objectives

The objectives of reliability/survivability analysis are to identify those systems which are necessary to
maintain life support on the installation, and to assess the effects of credible MAs on the capability of
the systems to operate as intended during emergency conditions (see NORSOK S-001).
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These systems should be assessed in a systematic and consistent manner in order to
— prevent escalating threats to TR escape and evacuation routes,
— protect the TR, and

— enable escape to and evacuation from the TR.

C.12.2 Typical input information

Input information for reliability/survivability analysis typically includes the following equipment:

— fire and|gas detection;
— fire protection;

— ESD and depressurising;
— HVAG;
— wellhead intervention;

— pipeling riser ESD valves;

— subsea Jsolation valves;

— platform safety communication;
— externall communication;

— instrument hydraulic systems;

— control room interface;

— emergency power (including UPS);
— emergency lighting;

— navigatjon aids;

— arranggdments for evacuation;

— toxic gap detection and protection.

Arrangements for evacuation are included in this list for completeness, but detailed treatment of these
systems is, however, likely to be performed as part of the evacuation, escape, rescue analysis (see (.7).

Assessmentp of the'nature and scale of major accidents that are credible for the installation. Thig may
include for example loss of containment, fires, explosions, ship collision, helicopter crash, dropped
objects (strangAzibration), external events, environmental risks, etc

C.12.3 Description/Narrative

Initially, the role and importance the above emergency systems are considered against each of the
credible MA events. Any systems or elements that are needed to manage or mitigate the emergency are
deemed to be critical.

If a critical system is deemed “fail-safe”, i.e. none of its components is deemed to fail to danger, including
the final control element, then further analysis for such a system is not required and the analysis for
these systems is complete.

If systems are critical and not “fail-safe”, the vulnerability of their components against foreseen
incidents and human intervention should be assessed.
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A system is vulnerable if damage/loss is possible which prevents the system operating for the necessary
period of time. This period of time is either the endurance time of the TR (minimum 1 h) or the minimum
time required for safe evacuation of people as measured from the commencement of the emergency
situation.

For those critical systems that need further evaluation, the following are typically assessed:

— purpose of the system;

— system criticality (how important is the system to manage MAs?);

— escalation potential (if the system were not to perform its function);

— 4
—
—
C.12

The
with

TR integrity (impact of the system not performing its function);

bscape/evacuation (impact of the system not performing its function);
rulnerability (to the MA event for which it has a critical role);

onclusion.

.4 Use of output

results of the analysis should be documented so that those operating the installation|
future changes are aware of the criticality and any vulnérability.

Shoulld the conclusion of the assessment be that a critical system is vulnerable to the ¢

MA,
to in
redu

C.13

C.13
The

using
cons

C.13
Inpu
— ]

hnd could thus jeopardize the life support or emébgency systems, then all reasonab
hprove the ability of the system to operate (mder the emergency conditions (e.g
hdancy, protection, redesign) should be undertaken.

Risk analysis

.1 Objectives

bbjectives of risk analysis-ate to provide a prediction of frequency with which an M
b recognized and verifiable methodology, and in so doing produce a value for risk
bquence x frequency)forpeople and the environment. See also NORSOK Z-013.

.2 Typical inpatinformation
[ to a conceptsafety evaluation/risk assessment typically includes the following:

{AZIDxeports and register of MA hazards;

— <Ilesign strategies for managing MAs (hazards, and the measures in place to manage th¢

or involved

ffects of an
le measures
relocation,

A can occur,
(product of

Pm);

— fire and explosion analysis report;

— smoke and gas dispersion and ingress report;

— emergency response analysis report;

— human reliability assessments;

— emergency systems analysis and SIL/risk graph assessments report;

— FMECA report;

— design data on process, risers, layout, etc.;
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isolatable inventories and the identified sources of potential release (e.g. connections between pipes
or vessels, valves, instrumentation, etc.);

agreed sources of historic release data and other factors that affect frequency of MAs (e.g. ignition
probability, equipment failure data);

agreed criteria for impairment, harm to people or the facilities;

key assumptions forming the basis of the study.

C.13.3 Description/Narrative

Evaluation ¢f MA hazards is combined with historical accident data or other assessments of fgilure
frequency in order to predict the risk associated with each of the identified MA hazards, taking into

account the|design measures implemented (or proposed) for MAs.

Risk assessment should commence when design definition is sufficiently mature\te provide the
necessary input data, and when the hazard evaluation studies are sufficiently well advanced to pr¢ovide

useful results. Risk assessment is commonly applied:

Atan ealrly stage (e.g. concept definition and optimization) when the risk analysis results can befused
to influgnce design development, particularly for hardware barriers and the performance standards
requirefl. Sufficient time should be allowed for the study to take place@and for the feedback of rejsults
for improving design.

At the detailed design stage when the design definition is largely fixed. At this stage it is usgd to
provide| assurance that the risks to people and the envirgnment are within acceptable limit$ and
meet the project goals and criteria.

Interim| stages, as required, to provide updated@r focused risk values for specific facilities
(e.g. frefjuency of explosion load exceeding structural strength criteria).

The basic stpps for the project team in commissioning a quantitative risk analysis (QRA) are as follows:

a)

b)

f)

g)

Ensure that the project representative has an understanding of the QRA processes to be employed
and whether the models used can betinterrogated to provide a clear audit trail from MA hazards to
the fina| risk predictions. This is important when unexpected results are produced and the prjject
needs t¢ trace the process and asséss validity of the results.

Define fisk measures to bé ealculated and reported (e.g. individual risk, group risk, fatal accjdent
rate, TR impairment freGuency, F/N curves, etc.).

Specify|critical critéria and assumptions concerning the design and operation of the installption
(e.g. limlits of struetural strength or containment integrity under accident load conditions, criteria
for impairment-of TR/muster location).

Agree opassumptions that form the basis of the analysis, and ensure that these are clearly defined

in the t rinvs of reforonce and final renaorts
- O e rence At e pOt~

Agree on the range of sensitivity analysis required to estimate the level of uncertainty, and predict
the sensitivity of the results to variations in the assumptions or to changes to hardware barriers.

Specify whether interim results are required to illustrate important characteristics and to aid the
design of hardware barriers and performance standards.

Define how the final results are to be reported in order to provide an auditable presentation of
risk, which includes the models and methodology employed and any uncertainty in the validity of
results.

QRA is often conducted by specialists who are not part of the project design team, and it is important
therefore to ensure they have a good understanding of the installation design and any unusual features.
Arrangements should also be made for a close working relationship between the specialists and the
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project team, in order to provide consistency with the MA hazard management work being done by the
project team.

Qualitative risk assessment should rely on a competent and experienced team, using a company- or
project-approved approach such as a risk matrix. Such an approach is more likely to be relevant for the
early stages of a large project or for small, simple installations.

C.13.4 Use of output

Risk analysis is used, in combination with evaluation of MAs, for providing useful and understandable
feedback of risk data for design guidance.

Resullts are given as:

— 1isk showing overall risk to people and the environment in the form specified (elg: individual risk,
group risk, fatal accident rate, TR impairment frequency, F/N curve, loss of mainsafety function etc.);

— ¢ontribution to the overall risk related to specific areas of the installation and/or types of MA in
those areas;

— Ereakdown of the contribution to overall risk by type of hazard (e’g. hydrocarbon hazards, non-
ydrocarbon hazards, occupational hazards);

— gssurance that risk to people and the environment is below~acceptable limits and meetp the project
fisk tolerance criteria.

C.14 Hazard and operability (HAZOP) study

C.1411:1 Objectives

The ¢bjectives of a HAZOP study are the application of a structured and systematic review fechnique to
a deflined system, carried out by a team, to-identify hazards and operability problems, including causes,
consgquences, safeguards and remedialactions. See also IEC 61882.

C.14{.2 Typical input information
Inpuf to a HAZOP study typieally includes the following:
— process flow diagram's (PFDs);
Iiping and instrumentation diagrams (P&IDs);
— ¢ause andeffect (C&E) diagrams;

— o¢perating/control/shutdown philosophies/procedures.

In addition, prior to commencement of the study the process plant or system should he divided into
subsystems or sections, called “nodes”.

C.14.3 Description/Narrative
A HAZOP study is a detailed hazard and operability problem identification process, carried out by a team.

HAZOP deals with the identification of potential deviations from the design intent, examination of their
possible causes and assessment of their consequences.

HAZOP is most suitable in the earlier stages of design for new facilities, and when changes to existing
facilities can be made but will likely need to be updated as design definition increases (e.g. P&IDs
approved for design and approved for construction).
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A HAZOP involves a team of people who have experience of the plant or knowledge of the design that
is under review. The sessions are guided by a trained and experienced HAZOP leader, assisted by a
recorder/scribe who records identified hazards and/or operational disturbances for further evaluation
and resolution.

The approach involves considering each subsystem (or node) of the process in turn, and evaluating the
consequences of deviations from the design intent. This examination of deviations is structured around
a specific set of guide-words, which ensure complete coverage of all possible problems while allowing

sufficient flexibility for an imaginative approach.

The HAZOP proceeds by a series of repeated steps:

1) identify|a section of plant on the P&ID(s);

2) establish the design intent and normal operating conditions of this section;

3) identifyla deviation from design intent or operating conditions by applying a set of guide-words;

4) identify|possible causes for, and consequences of, the deviation;

5) identify|existing safeguards and decide what action, if any, is necessary;

6) record the discussion and action.

Steps 3) to §) are repeated until all the guide-words have been exhausted and the team is satisfied that
all meaningful deviations have been considered. The team then goes back to Step 1) and repeats the
process for the next section of plant.

There are two basic styles of HAZOP recording: a) full, and b)®by exception only. The method of recording
should be d¢cided before any sessions take place, and the-tecorder advised accordingly.

Reports of the study should be produced, both at the end of the HAZOP session(s) and after agction
closure; all actions should be tracked to closure.

The strengths of HAZOP are that it is widely used and well understood, uses the experience of operpting
personnel a part of the team, and is systematic and comprehensive.

Its weaknesfses are that it depends on the experience of the leader and the knowledge of the team|, and
documentatfion can be lengthy (for full recording) or difficult to audit (for recording by exception)
C.14.4 Use|of output

HAZOP is a standard toohfer process plant design offshore. The results are normally used to gengrate
recommendptions to_improve the safety and operability of a design, but it is only one of seyeral
techniques requiredfor identification of MA hazards.

A HAZOP c3n ptovide notes which draw attention to particular points which need to be addressed in
operating and-fhaintenance procedures.

The causes and consequences of deviations identified in a HAZOP study can be used in subsequent
integrity analysis of instrumented systems [e.g. layer of protection analysis (LOPA)].

C.15 Safety integrity analysis of instrumented systems

C.15.1 Objectives

The purpose of integrity analysis is to ensure that the design, maintenance and operational
requirements of safety instrumented functions (SIF) are suitable to meet tolerable risk levels.
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C.15.2 Typical input information

Input information for integrity analysis typically includes:
— piping and instrumentation diagrams (P&IDs);

— cause and effect (C&E) diagrams;

— operating/control/shutdown philosophies/procedures;

— HAZOP records/report(s).

becific inputs

ch typically

he required

b) Confirmation that the design of the SIF meets the itequired SIL with respect to fthe average
probability of failure on demand (PFDayg) (for démand mode of operation), the frequency of
dangerous failures (for continuous mode), architeetural constraints and design requijrements (as
described in IEC 61511-1:2004, Section 11). This activity is often referred to as “SIL verjification”.

NOTE1 ISO/TR 12489 and IEC 61508-6 provide gltidance on reliability calculations for safety systems.

Detefrmination of the risk reduction to be achieved by the SIF is conducted by a review team of relevant
discipline engineers and operations representatives, led by a facilitator. This requires implementation
of a dlefined methodology, e.g. calibrated risk graph, layer of protection analysis (LOPA). See EN 61511
(all parts) for more details on SIL assessments.

The pssessment/review should be recorded appropriately to ensure quality and consistepcy. Correct
and fransparent recording ‘is’ important to allow use of the information throughout the life cycle
phasgs of the safety instrumented system (SIS). Recording is typically carried out by a recqrder/scribe,
assisting the facilitatots

The $IL requirementis derived by taking into account the required risk reduction that is to|be provided
by tHe SIF. This leads to the SIL being defined (between SIL1 and SIL4), implying requirements both on
probpbilisticiaspects (PFDayg or frequency of dangerous failures) and on qualitative congtraints (e.g.
fault|tolerance, traceability, systematic capability, etc.). The requirements are more and mdre stringent
as the réquired risk reduction increases.

SIL verification involves a quantitative analysis to confirm that the SIS meets the required SIL (or PFD),
taking into consideration factors such as architecture, required test intervals, common cause failures, etc.

NOTE 2 IEC 61511 relies on IEC 61508-6 in this area and ISO/TR 12489 describes in detail how to perform
such quantitative analysis in the oil and gas industry.

The SIL verification should be documented appropriately to ensure quality and consistency.
Software tools can be used to support SIL analysis and verification.

Use of LOPA requires companies to set risk targets to be achieved. For a specified consequence (safety,
environmental or commercial), these are referred to as the target mitigated-event likelihood (TMEL).

Modifications to any SIS should be properly managed to ensure that the required safety integrity of the
SIS is maintained, despite any changes made.
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See IEC 61511-1 for details of each phase of the SIS/functional safety life cycle.

C.15.4 Use

of output

The results of integrity analysis can be used to

— provide

contribute to the design of each SIS, to ensure the SIF meets the required SIL,

define operational and maintenance/test requirements for each SIF, and

a basis for managing modifications to any SIS.

C.16 Analj

C.16.1 Obj

The objectiy

C.16.2 Typ

ysis of human factors

pctives

e of such analysis is to develop a design which is tolerant to human errer.

ical input information

Input infornpation for the analysis of human factors typically includes the féllowing:

an initid
work;
results
and the
initial o

a detail
settings
betwee

1| review to identify the most important issues, and to assist in framing the more det]

bf other MA hazard management identification and;evaluation tools such as HAZID, H4
results of other;

perations and maintenance philosophies;

bd review of the important issues, in order to describe the environmental, social and h
of the project, to determine its sensitive characteristics, and to examine the intera
h these component parts.

C.16.3 Description/Narrative

A variety of|
analysis pel
critical task
regarding h

Other apprd

techniques or methodologies are available. Some (based on the human factors tool of
- Reference [68]) should be focused on the identification of human barriers and s
5 analyses and an.assessment of the strength or robustness of those barriers, expecta
iman performance, and the potential for error in an MA hazard scenario.

aches to ensuring the integration of critical human factors considerations in the d

will focus on identifying those points of human interface in the design (i.e. critical valves and

instruments
ensuring thg

, localscontrols and the central control room, maintenance-critical equipment items]
e appropriate design requirements needed to support the tasks are applied.

hiled

\ZOP

palth
ction

task
hfety
kions

Psign
field
and

The objectivesof thisstudy cambeachieved by tdemntifying the fottowing:

significant potential human errors;

factors that make errors more or less likely (e.g. poor design, distraction, time pressure, workload,

competence, morale, noise levels, communication systems and other performance-influencing

factors)

and, based on this, to reduce as far as is reasonable the likelihood of human error by redesigning the

task or equipment, or by implementing control measures such as HMIredesign, providing redundancy,
competence development, updating of procedures, introducing of simulator training, etc.
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The key principles in managing human errors are the following:

The
Designing tasks, equipment and workstations to suit the user can reduceiyman error, acci

it should be recognized that human failure is normal and predictable; it can be identified and

managed;

human error reduction should be addressed in a structured and proactive way from the
of a project;

human error reduction should involve workers in the design of tasks and procedures;

risk assessment should identify:

early stages

4) where human fallure can occur in satety-critical tasks;
b)
)

Hesign of control rooms, plant and equipment can have a large impagt ‘on human p

the performance-influencing factors which might make it more likely; and

the control measures necessary to prevent it.

erformance.
dents and ill

health. Failure to observe ergonomic principles can have serious conséquences for indiVigI:-lalS and for

the Whole company. Effective use of ergonomics makes workers safefs healthier and more

The
bettd
apprppriately by involving people with knowledge of the working processes involved and t
For that reason, user involvement is key to designing operable and maintainable plant and

C.16.4 Key design principles

The key principles in design for human factors.include the following:

a)

b)

c)

d)

e)

parlier that consideration is given to human factors and-ergonomics in the design
r the results are likely to be. However, human factors dnd’ergonomics expertise shd

Equipment should be designed in accordance with recognized ergonomics standards (e
EN 614-2, EN 842 and EN 894, 1SO 93565-1, 1SO 14122 (all parts), NORSOK C-001, and NOR

[ontrol rooms should be designed in accordance with recognized standards [e.g. IS
arts)]. Additional guidelines-are also contained in EEMUA 191 and EEMUA 201.

oductive.

process, the
uld be used
he end user.
bystems.

g EN 614-1,
SOK S-002).

D 11064 (all

ifferent types of users should be involved in the design process, including operators, fnaintenance

nd systems support Jpersonnel. ISO 9241-210 provides requirements and recon
or human-centred. design principles and activities throughout the life cycle of com
interactive systems and ISO 7250 provides basic human body measurements for technolo

onsideration® should be given to operator characteristics, e.g. body size, strength
apabilityx(e.g. EN 1005 and ISO 9241).

lant and processes should be designed for operability and maintainability, while othe

imendations
puter-based
gical design.

and mental

elements of

helife cycle, e.g. decommissioning, should not be neglected.

f) Consideration should be given to all foreseeable operating conditions, including upsets and

g)

emergencies.

Consideration should be given to the interface between the end user and the system.

C.16.5 Use of output

Studies/analyses of human factors should be used to identify all reasonable improvements that can be
made to the installation design to help the operations team manage the operation of the installation.
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It does not consist of one analysis, but several analyses, and should be integrated, as much as possible,
into other studies being conducted. In addition, the results should be used to:

carried

out incorrectly, could lead to an MA;

under emergency conditions;

they are clear, up to date and in a form that will actually be used by the operators;

prompt operations to consider options to lower the risk where the study identifies tasks which, if

identify those emergency tasks that need to be practiced so that they can be reliably carried out

provide input to the development of procedures for critical operations or maintenance tasks so that

select, t|

aid in t]
human

The results
and near mi
addressed.

See also Ref]

C.17 Envil

C.17.1 Obj

The purpos
from an und
that is acce
company st§

C.17.2 Typ

Input infornpation for environmental risklassessment typically includes:

a scopin
assist iy

a basel
project
compor

C.17.3 Desicription/Narrative

Environmer

rain, and assess as competent employees involved in management of MAs;

e design, construction and installation of new plant and equipment to avoid any ady
Factors of its operation.

kses, in order to determine if there are any human-factor-related deficiencies that shou

erences [49], [70], [74], [79] and [81].

ronmental risk assessment

pctives

b of environmental risk assessment is to identify any environmental harm that can
ertaking, and then to decide on any measures needed to reduce the risk of harm to a
ptable to the authorities having jurisdiction for the activity and will meet any int
indards.

ical input information

g report, in order to ensuj€ the assessment is focused on the most important issues, a
framing the scope of the baseline studies; and

ne report, in erder to describe the environmental, social and health setting o
to determinefits sensitive characteristics, and to examine the interaction between
ent parts.

tabrisk assessment involves four stages:

yerse

of the study should also be reviewed if human factor issues are identified from incidlents

Id be

arise
level
brnal

nd to

f the
hese

a)
b)
‘)
d)

identification of the hazard(s);
assessment of the potential consequences to the environment;
assessment of the hazard occurrence probabilities; and

characterization of the risk and uncertainty.

The evidence required to provide judgements and subsequently characterize a risk in this way can be
qualitative, quantitative, or semiquantitative.

Uncertainty is always present when conducting each stage of an environmental risk assessment. The
techniques available to analyse, understand and manage these uncertainties include the collection of
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further data, the use of trusted sources, probability density functions, Bayes linear methods, and/or
sensitivity analysis.

C.17.4 Use of output

Typical outputs from environmental risk assessment include the following:

The

of enfvironmental harm, along with details on how the risk was assessed and where assui
unceftainties exist.

The
a)
b)
‘)
d)
e)
The

environmental security, social issues‘and organisational capabilities.

However, if a preliminary evaluation shows that there are reasonable grounds for cor
particular activity might lead to-damaging effects on the environment which would be incon
the grotection normally previded, the lack of full scientific certainty should not be used to
avoid cost-effective medsures to prevent significant environmental harm.

See dlso ISO 14001<@nd Reference [43].

C.18 Terms of reference

C.18.t.General

identification of issues and the approach to be used to manage the environmental p
project;

a sustainable development plan;

rofile of the

3 biodiversity action plan;
3 water management plan; and
gtakeholder engagement.

utput of this structured process enables a judgement as to the presence, likelihood and

environmental risk management options available are usually:
erminate the source of the risk where possible;

mitigate the effects by improving environmental mahagement techniques or engineerg
transfer the risk through new technology, procedures or investment;
exploit the potential benefits of the risk by embracing new opportunities; or
dccept the risk by not intervening with'new or existing situations.

preferred option is dependent on arange of parameters, such as technical factors, econg

significance
mptions and

d systems;

mic factors,

cern that a
sistent with
postpone or

For each study planned, a scope of work (or terms of reference) should be prepared and agreed with the
project team and stakeholders. This should be a formal document which sets out the requirements for
the activity, including the following:

study purpose and objectives;

facilities to be included (e.g. module or other boundary limits) and phase of development (e.g.

concept definition);

type of report and timing (e.g. phase reports to assist ISD and barrier development, plus final report

when the studies are complete);

methodology to be used;
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— project input to the study [e.g. documents, drawings, model data (e.g. PDMS) and other information
necessary for the study];

— criteria and assumptions to be included;

— schedule and expected deliverables;

— specialist team carrying out the work and responsibilities;
— system for tracking and close-out of actions.

Each study should be recorded in a formal report issued for project use.

C.18.2 Asspmptions made

The majoritly of MA evaluation studies rely on some of the variables which relate tothe’design or
parameters|which form part of the analysis being fixed by the use of assumptions(ile.”"enginegring
judgements| best practice, etc.). Any assumptions made should be clearly defineéd‘as such in the
introduction to the study report, so that the reader is made aware of these and,can*form his/herjown
judgement.
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Annex D
(informative)

Strategy for managing major accident hazards

D.1 Inherently safer design (ISD)

Therg are no set rules for implementing ISD. The aim is to develop a design which has a} underlying
levellof MA hazard management through features built into the structure and layout.spedifications. A

list off general principles or approaches is given here for consideration.

g)

h)

j)

k)

D)

eview whether the manning levels proposed are appropriate for the opetation of the facility, with
the aim of identifying measures that would allow them to be reduced.

For fixed jacket installations, consider two bridge-linked platformsione for process plant and the
other for TR/living quarters and non-hazardous utilities, etc.

lse unmanned or “normally” unmanned facilities, and inelude measures to minimize|the number
¢of visits and the number of people required.

here possible, locate the installation outside known hazardous areas (e.g. shipping lanes,
¢arthquake zones or where foundations can be unstable).

emove the need for oil or gas storage on the jnStallation, and minimize the need to storg flammable
¢r hazardous chemicals.

Avoid drilling or well workover activities on a production installation (in general, the combined
risks associated with drilling and production are greater than for the separate production and
drilling activities).

Develop structural strength.to-withstand impact from marine vessels operating in the|vicinity and
also from dropped or swinging loads.

rovide inherent stability to floating vessels under normal conditions and accident conditions,
including the prevention of accidental flooding of buoyancy chambers/ballast tanks.

for floating vessels, provide mooring facilities designed to withstand extreme environinental loads
¢ven after failure of one or more mooring lines.

Ise simplified, yet robust, design to avoid the need for complicated instrumentation|and control
Jystems, thus reducing the number of people required to operate the plant.

mploy-opermot es-withtew-congestionto-improveraturat-ventiation{prevention-of explosion
or fire by dispersion of flammable gas) and free venting of explosion products in the event of such
an accident event (reduce explosion overpressure and dragloads). Avoid enclosed, congested spaces
where natural ventilation is limited and a flammable gas release could cause a damaging explosion
and escalation.

Separate modules by open space where possible, to provide an explosion break (reduced chance of
explosion development over a long distance with associated high overpressure).

Design layout to provide separation and/or segregation of hazardous areas and non-hazardous
areas. Locate the most hazardous functions farthest away from TR/muster locations, living
quarters (i.e. where the majority of people are located).
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n) Ensure structural strength to withstand explosion or fire loads and to prevent escalation through
structural deformation or failure (deformation of supporting structure for process plant is a
common cause of further inventory release).

0) Reduce the potential for escalation of an MA by using structural hardware barriers able to protect
key facilities such as TR and evacuation facilities, bearing in mind that obstructions like fire and
blast hardware barriers can impair natural ventilation and increase the probability of flammable
gas cloud development and ignition, and can raise explosion overpressure.

p) Reduce the potential for loss of containment by
— usingfnl]y rated pipp]inpq risersandwell fluid reception facilitiestoremave aver-pressurization

hazprds (piping, valves, vessels, etc.);

— desjgning specification of materials to reduce the likelihood of loss of containment
(e.gl corrosion/erosion/fatigue resistance);

— minimising pipe, instrumentation and equipment connections;

— limjting the severity of any release that could occur through use of high integrity connections
and design of connections (e.g. instrument connections of at least 2:inch pipe for mechanical
str¢ngth, with reduced bore to limit possible release rate).

D.2 Barrjers

D.2.1 General

A barrier is

MA. Barrier
a) Hardwd

potenti:
b) Human|

Barriers are

No barrier
defects whi
reduce the d

a functional grouping of safeguards and contiols selected to prevent the realization
5 can be subdivided into the following categaries:

re barriers — engineered systems designed and managed to prevent MAs and limi
1] consequences.

barriers — actions of people to prevent MAs and limit any potential consequences.
supported by managementsystem elements.

ran be considered completely effective as there is always the potential for problen
Ch reduce the effectiveness. Hence, it is generally necessary to have multiple barrieg

Hardware Hardware Hardware Hardware

T

C

ireat /
ause

hance that an MA.isTealized as illustrated in Figure D.1.
|

Human

A Human Human Human

of an

[ any

NS or
rs to

Hardware Management Human

Barriers System Barriers
+ Elements +

"Safety System "Supports Hardware "Operating

Integrity" and Humain Barriers" Discipline”

Figure D.1 — Multiple barriers to reduce chance of an MA

The likelihood of an MA is further reduced if multiple barriers are fully functional and independent.
If the conditions of independence and full functionality are satisfied, it may be possible to reduce the

72

© ISO 2016 - All rights reserved


https://standardsiso.com/api/?name=ecaeed5f7a3ccd2e5473e195f315bd39

ISO 1777

6:2016(E)

number of barriers needed as part of the MA hazard management strategy. A barrier is described as
independent if it has no failure modes in common with other barriers.

Reference [46] explains the role of barriers in managing major accidents and Reference [51] provides
standard definitions for process safety barriers.

D.2.2 Hardware barriers

The

main functional elements of hardware barriers are typically:

Barriers to prevent or reduce the likelihood of MAs:

4) structural integrity;

Ib) process containment.

Barriers to limit the consequences of MAs:
3) ignition control;

Ib) detection and monitoring;

¢) protection;

d) isolation;

¢) emergency response;

f) lifesaving.

Pass]ve hardware barriers are those that meet the barrier function without the active fulnctioning of

any

failure. For example, bunds and spill containment are passive barriers but still require the 1
systém elements of inspection and maintenance.

Actiye hardware barriers are engineered systems that function on demand, with
interjvention. Active barriers genérally involve multiple active elements: a sensor to detect
conaﬂ;cion, a logic device to decide what to do, and a control element to implement the

acti
inci

Exa

Tabl¢ D.1.

¢omponent. Passive barriers are robust if maintained, but some passive devices are st

. Active barriers can require many systems and devices to detect and react to multij
ent scenarios, and cah'be costly to design, procure, install, operate and maintain.

mples of the systéms that can be used to meet the various hardware barrier functions

11 subject to
nanagement

out human
A hazardous
appropriate
ble potential

are listed in
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Table D.1 — Examples of systems to meet hardware barrier functions

Structural integrity Process containment

Foundations Wellhead/Xmas trees equipment

Jacket/hull structure Process equipment
Topsides substructure Rotating equipment

Mechanical handling equipment Fired heaters

Drilling syst

Ballast and cargo management

Mooring systems

Tanks

Piping systems and instrument

eIms

connections

Flowlines and pipelines
Relief systems

Well containment systems
Tanker/loading systems

Helicopter refuelling

Ignition Con

[rol

Detection and Monitoring

Protection

Certified ele

Tank inertg

Flare tip ign

Earth bonding

Hazardous ajrea ventilation

Ctrical equipment

hs/blanketing systems

Purge systerns

Electrical tripping systems

tion systems

Fire and gas detection
Ship/vessel tracking systems
Foundation/mooring monitoring
Well condition monitoring
Collision avoidance monitoring

Metocean data collection

Delugesystems

Ficewater pumps/ring main
Fire extinguishing systems
Sprinkler systems

Fixed fire-fighting equipment
Foam systems

Explosion relief/suppression
Passive fire protection

Vessel/ship collision protection|

Isolation

Emergency Response

Lifesaving

Operational
Pipeline isol
Subsea isola

Well control

ESD and EDF systems

Overpressuile protection systems

well isolations
htion valves
ion valves

equipment

Escape and evacuation routes
Emergency/escape lighting
Temporary refuge
Communication systems
Emergency power
Uninterruptable power supplies

Drains systems

Personal survival equipment
TEMPSC/lifeboats
Rescue facilities

Tertiary escape facilities

D.2.3 Human-barriers

Human barriers rely to some extent on the actions of people. These may be actions that maintain
integrity of plant and equipment or may be the reasoned response to a stimulus indicating a need for
action. Examples include:

a) operating within the design envelope of plant and equipment;
b) preparing equipment for isolation and maintenance;

c) reacting to change in equipment status e.g. observed when conducting routine monitoring
activities;

d) authorization of temporary and mobile equipment;
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acceptance of handover or restart of facilities or equipment;
response to process alarm and upset conditions (e.g. outside the safe envelope for oper

response to emergencies.

In order for human barriers to be effective amongst other issue there needs to be

Those providing human barriers should perform the role in accordance withOthe sta
procedures for the activity. Without this behaviour, the resilience of the barriers is lo
consjderable leadership effort to maintain the barrier effectiveness.

NOTH Human barriers exclude maintenance and inspection activities assoelated with hardw
Thes¢ are defined as being management system elements.

Wheh assessing human barriers, consideration should be given to.the

In

an error-tolerant design,

sufficient time for operator response,

Iperator training in the procedures.

effects of stress,

workload,

¢omplexity of reasoning required,
yorking environment,

¢ase of executing the tasks, and

interruptions and distractions that\can be present when trying to execute safety-critic

dition, performance in an_&mergency can be affected by heat, toxic gas, smoke, g

ation);

ndards and
W requiring

are barriers.

al tasks.

as or other

disorientating effects. More gujdance on the analysis of human factors of safety critical tasks is

provided in C.16.

D.2.4 Managementsystem elements

Management system/elements are those parts of the overall management system which a1
enablle the hardware and human barriers to prevent MAs and mitigate the consequences. |
systgms typically cover the following:

ominitment and accountability (includes clear accountabilities and resourcing, etc.);

e needed to
lanagement

poticies, stamdards ardobjectives;

organization, resources and capability (includes competence, training, contractors, etc
stakeholders and customers;

risk assessment and control (includes management of change, etc.);

asset design and integrity (includes the assessment of risk and design and management
barriers, etc.);

plans and procedures (includes emergency and crisis response management, etc.);

execution of activities (includes permit to work, etc.);
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— monitoring, reporting and learning (includes incident investigation, etc.);

— assurance, review and improvement (includes audit and management review, etc.).
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Barrier system performance standards

E.1 Performance standards for hardware barriers

Perfgrmance standards are unambiguous statements specifying the minimum expected‘st
key gspects of each hardware barrier, such that it is able to fulfil its role. Performance'stand
be specified for each hardware barrier (including those needed for emergency-respon;
linkgd performance standards may be written to support a complete barrier function.

Hardware barrier system performance standards are normally defined in"a standard tel
(agreed by the project or stakeholder) and comprise several elements, as'indicated in Table

Table E.1 — Example of a performance standard template for a hardware bar

andards for
ards should
e). Multiple

nplate form

E.1

rier

Reference |Barrier name

Person accountable

Barrijier A high-level description of the barrier system function. Some barrier systems provideg safety-crit-

function ical functions as part of a wider role, e.g. the roléof'the jacket, hull, topsides structurg is to sup-
port all facilities and equipment through the life of the installation. It also has the saf¢ty-critical
function of surviving extreme events and accidents without losing its ability to provigle support
and stability. Other barrier systems are entirely safety-critical, for example the fire apd gas de-
tection system.

Scople Identifies the equipment and systems that are included in the barrier system and hence subject to
the performance standard requiréments.

Exclpded

itemp

PS

interjfaces

Fundgtional requirements

Requirement

Verification infor

mation

and.risk reduction required.

F1 Define réquirements for how the barrier system should work to
perform its stated role and to achieve the MA hazard management

required.

F2

Availabiljty:

Al State the required/expected availability of the barrier system in
service-to-achieve-the- MA-hazard-management-andriskreduction
required.

A2

Reliability

R1 State the required level of reliability of the barrier system in

service to achieve the MA hazard management and risk reduction

R2
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