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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
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Introduction

Successful organizations identify and manage all their business risks. Identifying and managing the risks to
records processes, controls and systems (records risks) is the responsibility of the organization’s records
professionals.

This document is intended to help records professionals and people who have responsibility for records in
their organization to assess records risks.

This is distinct from the task of identifying and assessing the organization’s business risks to which creating
and keeping adequate records is one strategic response. The decisions to create records or not in response to
general business risks are business decisions, which should be informed by the analysis of the organization’s

records re
of this doc
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liment is that the organization has created records of its business activities to meet

and other purposes and has established at least minimal mechanisms for the systematic manage

records.

The consequence of records risk events can be the loss of, or damage to, records,ywhich are th

longer use
purposes.

The docunj
in ISO 310(
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hble, reliable, authentic, complete, or unaltered, and therefore can fail te. meet the org

ent provides guidance and examples based on the general risk management process §
0 (see Figure 1) to apply to records risks, including information-on relevant risk assess
jues. It covers the risk assessment components:

bntification,
alysis, and
aluation.

hent introduces and explains selected techniques from IEC 31010 that are applicable i
nt environment (see Table A.2 for the list'of techniques).

5 of the assessment of records riskshould be incorporated into the organization’s g
nt framework. Consequently, the‘organization will have better control of its record
business purposes.

hent does not deal with fisk treatment. Once the assessment of records risks has been
bd risks are documented and communicated to the organization’s risk managemse
o the assessed risks'should be undertaken as part of the organization’s overall risk m|
'he priority assigned by the records professional to the assessed risks is provided to
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Scope, Context, Criteria
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Information and documentation — Records risks — Risk
assessment for records management

1 Scope

The document:

a) providles methods for identifying and documenting risks related to records, records process:

and sy
b) provi
c) provi

This docun
to meet idd

This docun
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This docun
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5tems (records risks);
s techniques for analysing records risks;

s guidelines for conducting an evaluation of records risks.

ntified business needs as long as required.

hent can be used by all organizations regardless of size, natute of their activities, or co
jons and structure.

nent does not directly address the mitigation of risks, assmethods for these vary from oj
1tion.

ed by records professionals or people who have responsibility for records and recordg

controls amd/or systems in their organizations, and.by,;auditors or managers who have respon

risk manag
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the latest ¢

ISO 30300,
[SO 31000,
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For the py

ement programs in their organizations.

ative references

ng documents are referred tg in the text in such a way that some or all of their content
nts of this document. For dated references, only the edition cited applies. For undated
dition of the referenced’document (including any amendments) applies.

Information and documentation — Records management — Core concepts and vocabula

Risk management— Guidelines

s and definitions

rposes of this document, the terms and definitions given in ISO 30300, ISO 310

bs, controls

hent intends to assist organizations in assessing records risks so they.can ensure records continue

mplexity of

ganization

processes,
sibility for

ronstitutes
references,

B4

0 and the

following 3

pply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at https://www.electropedia.org/
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3.1 Terms specific to risk
3.1.1

risk

effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected. It can be positive, negative or both, and can address, create
or result in opportunities and threats.

Note 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

Note 3 to entry: Objectives can have different aspects and categories, and can be applied at different levels.

Note 4 to ehtry: Risk is usually expressed in terms of risk sources, potential events, their consequencé¢s and their
likelihood.

Note 5 to entry: In the high level structure’s core terms and definitions for management systems“stated in ISO/IEC
Directives, Part 1:2019, Annex L, the definition of risk and the Notes to entry are slightly diffetent.

[SOURCE: ISO 30300:2020, 3.1.26]

3.1.2
risk management
coordinated activities to direct and control an organization with regards te risk

[SOURCE: SO 31000:2018, 3.2]

3.2 Terms specific to records

3.21
authoritative record
record (3.2.2) which possess the characteristics of authenticity, reliability, integrity and useabilitly

[SOURCE: ISO 30300:2020, 3.2.3]

3.2.2

record
informatiop created or received and maintained as evidence and as an asset by an organization, i pursuit of
legal obligations or in the course of conducting business

Note 1 to enftry: to entry; Records.are normally used in plural.

Note 2 to erjtry: In a management system standard (MSS) implementation, the records created to condudt and direct
the management system and+to document its implementation are called documented information.

[SOURCE: SO 30300:2020, 3.2.10]

3.2.3
records cqntrol
instrumentTor helping in the conduct of records processes (3.2.5)

EXAMPLE Examples of records controls include metadata schemas for records, business classification schemes,
access and permission rules, and disposition authorities.

[SOURCE: ISO 30300:2020, 3.5.6]

3.24

records management (preferred term)

recordkeeping (admitted term)

field responsible for the efficient and systematic governance of records (3.2.2), using records processes
(3.2.5), records controls (3.2.3) and records systems (3.2.7)

[SOURCE: ISO 30300:2020, 3.4.12]

© IS0 2024 - All rights reserved
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records process

set of activ
[SOURCE: I
3.2.6

ities for managing authoritative records

S0 30300:2020, 3.4.13]

records requirements
requirements for evidence of a business function, activity or transaction and for for records processes
including how, and how long, records need to be kept

[SOURCE: I
3.2.7

S0 30300:2020, 3.3.2]

records ri
risk (3.1.1)

Note 1 to en

3.2.8
records sy
informatio

[SOURCE: ]

4 Core

4.1 Issu

Uncertaint]
uncertaint
which iden
and societ4

Examples (

uncert
might

variab

uncert]
the fuf

events
are un

uncert

sk
related to records (3.2.2), records processes (3.2.5), controls (3.2.3) and systems (8:2¢8)

try: Risk management of records is associated with appraisal and records requiremernts

stem
h system that manages records (3.2.2) over time

SO 30300:2020, 3.6.4]

concepts

es and concerns about uncertainty

y is a term which embraces many underlying concepts. Commonly recognized
y include decision uncertainty, which has particular relevance to risk management strg
tifies uncertainty associated with valuesystems, professional judgement, organizati
|l norms.

funcertainty include:

ainty as to the truth of assiimptions, including presumptions about how people
behave;

lity in the parametefs)jon which a decision is to be based;

ainty in the validity or accuracy of models which have been established to make predic
ure;

Certain;

ainty associated with disruptive events;

forms of
tegies, and
bnal values

br systems

tions about

(includingy¢hanges in circumstances or conditions) whose occurrence, character or consequences

rangin

lack of

g impacts which cannot be clearly defined;

knowledge which arises when uncertainty is recognized but not fully understood;

unpredictability;

predicting situations with long-term consequences or making bias-free judgments.

the uncertain outcomes of systemic issues, such as shortages of competent staff , that can have wide

uncertainty arising from the limitations of the human mind, for example in understanding complex data,

Not all uncertainty is able to be understood and the significance of uncertainty might be hard or impossible
to define or influence. However, a recognition that uncertainty exists in a specific context enables early

© IS0 2024 - All rights reserved
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warning systems to be putin place to detect change in a proactive and timely manner and make arrangements
to build resilience to cope with unexpected circumstances.

5 Determining scope, context and criteria

5.1 General

The purpose of establishing the scope, the context and criteria is to customize the risk management process,
enabling effective risk assessment and appropriate risk treatment.

In participating in the organization’s risk management processes, records professionals can take into

account:

their 1
assess

a)

extent
areas,

b)

explicit to avoid conflicts and duplication of efforts, and to enable an integrated appro

manag

metho
and te

9

d) risk cx

assess

Assessing |
process. R¢
the organij

Where the
to establis
process.

5.2 Defi
The organi

The risk m
or other a
objectives

For record

record

ples and responsibilities as technical experts in the field of records management sp4
ng records risks;

and scope of the risk assessment activities, specifically understanding relationships
such as incident management and information security. These relationships shoul

ement;

dology and reporting mechanisms, where, if possible, the standard risk assessment m
thniques should be applied;

iteria, where general risk criteria for the organization ‘are established, records risks
bd using these criteria.

records risks should be integrated, where it exists,in the organization’s general risk m
cords professionals should consider the organization’s external and internal context,
ration’s requirements for authoritative records to support its business needs and objed

h the risk criteria applying to records processes, controls and systems prior to the §

ning the scope
zation should define thé scope of its risk management activities.

hnagement processcean be applied at different levels (e.g. strategic, operational, progrg
tivities). It is important to be clear about the scope under consideration, the relevg
Lo be considered’and their alignment with organizational objectives.

5 risk management, when planning the approach, considerations include:

s objéetives and decisions that need to be made;

outco

cifically in

with other
d be made
ich to risk

bthodology

should be

Anagement
pecifically
tives.

organization has not established a general risk management process, records professjonals need

1ssessment

m, project,
nt records

hesfrom the records appraisal process;

specifi

resour

relatio

cs inclusions and exclusions;

appropriate risk assessment techniques;

outcomes expected from the steps to be taken in the process;

ces required, responsibilities and records to be kept;

nships with other projects, processes, activities and objectives.
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rnal and internal context

5.3.1 General

The external and internal context is the environment in which the organization seeks to define and achieve
its objectives. Understanding the context is important because:

organi

organi

zational factors can be a source of risk;

zation as a whole.

5.3.2 Ex

The exterti
technologi

context can affect the organization’s operations and can directly or consequéuntly impact

requireme

5.3.3 Int
The intern
govert]
changg
politic

inform

record
techng

standd

Internal ch|
records, re

5.4 Defi

54.1 Th
to its obje

recordkeeping capacity and ethics;

fernal context

nal context can include factors such as the social and cultural, legal, regulatory
ral, economic, natural and competitive environment. External changes. tor the org

nts.

ernal context

hl context can include factors such as:

ance, organizational structure, roles and responsibilities;
of executive leadership such as elected officials orboards;
h] interference;

ation and recordkeeping culture, behaviour'and practice;

s and information systems, infotmation flows and decision-making processes;
logies implemented, including'legacy systems and external collaboration systems;
rds, best practices, policiés, guidelines and procedures adopted by the organization.

anges to the organization context can impact the organization’s operations and can dir
cords processes;-Controls and systems.

nition of-records risk criteria

b organization should specify the amount and type of risk that it can or can not ta
ctives. It should also define criteria to evaluate the significance of risk to suppor

risk management takes place in the context of the objectives and activities of the organization;

the purpose and scope of the risk management process can be interrelated with the objectives of the

financial,
anization’s
ts records

ectly affect

ke, relative
t decision-

making pr
manageme

OCESSES. Records TiSK criteria should be aligned with the general TiSK criteria and w
nt framework.

th the risk

While risk criteria should be established at the beginning of the risk assessment process, they are dynamic
and should be continually reviewed and amended, if necessary.

5.4.2 Risk criteria should be based on the organization’s business, legal and other requirements, and the
views of stakeholders. To set risk criteria, the following should be considered:

a) how consequences (both positive and negative) and likelihood will be defined and measured;

b) time-related factors;

© IS0 2024 - All rights reserved
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consistency in the use of measurements;

how the level of risk is to be determined;

how combinations and sequences of multiple risks will be taken into account;

the organization’s capacity;

how to decide when a risk is acceptable and/or tolerable;

how to decide when a risk needs treatment or escalation.

5.4.3 To setrecords risk criteria, the following should be considered:

a) thena
b) critica
c) value(
d) levelo
e) size an
f)

record
g) record
h) impacf
i) riskey
j) amour
k) any be
5.5 RisK
Identified }
statements
to support

ure and type of uncertainties that can affect records objectives and outcomes;

lity or value of the records processes, controls and systems to the business operations
f the records created and the functions, activities or transactions it supports;

f losses or impact on the authenticity, reliability, integrity and usability 'of the records;

d scope of the records systems in the organization;

the reliability, security, procedure compliance, comprehensiveness, systematization and avz:

S systems;

s system’ integration with other business systems;

s of the risk to users and stakeholders;

ents and the outcomes that needs to be avoided or seen as an opportunity;
t and effectiveness of existing or possible-practicable controls over the risk;

nefits or opportunities presented by the risk to records or records management.

description

risks are generally described'and communicated in the form of risk statements. Well-d
present useful and relevant information which enable organizations to utilize risk i
decision making across the organization.

Risk statefnents should be“cleéar, concise and relevant to the organization’s business and its ol

well-defind

record

sourceg

d risk statement can contain components such as:
S, process or systems at risk;

s ofrisk or areas of uncertainty;

event;

iilability of

efined risk
hformation

jectives. A

consequences of the source of risk and event.

An example of a risk statement is shown in Figure 2:

© IS0 2024 - All rights reserved
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| the event |

| the records at risk |

the source of the risk

Vv Vv
Data breach on client records containing sensitive information caused by software vulnerabilities
leading to financial loss for the client and the organization.

N\

the consequence of the source of risk and event

Figure 2 — Example of a risk statement

Clear, specific records risk statements should be developed to:

help pl
help in

6 Uses

The techni
process an

ISO 31000
enable risK
as necessa
[IEC 31010
where

within|

within|

The way in
knowledge

The techni
environme

7 Risk|

7.1 Gen

The purpo

raise gwareness and understanding of records risks relevant to the organization;

an and improve responses to risks;

\prove records processes, controls and systems.

pf risk assessment techniques

ues described in this document provide a means to improve understanding of the risk §
d its implications for decision making.

describes principles for managing risk and the foundationis'and organizational arrangd
to be managed. It specifies a process that enables riskte be recognized, understood an
"y, according to criteria that are established as part of\the process.

Hescribes multiple risk assessment techniques which are used:

further understanding is required about what risks exist or about a particular risk;

a risk management process leading tosdetions to treat risk;

a decision where a range of options-each involving risk needs to be compared or optin

which risk is assessed depends on the situation's complexity and novelty, and the level
and understanding.

jues included and explained in this International Standard are applicable in a records m
nt.

dentification

bral

1ssessment

ments that
d modified

hized.

of relevant

Anagement

negatively

se_of records risk identification is to find, recognize and describe risks that can pI

sitively or

rdentification

process includes identifying the causes and sources of the risk, events, situations, or circumstances
which can have an impact upon the organization’s objectives. Positive records risks, often referred to as
opportunities, should also be considered. These can include risks that would strengthen an organization’s
records management capacity.

Specifically, records risks are identified based on their potential to:

compromise or preserve the authenticity, reliability, integrity and useability of records;

weaken or strengthen records processes, controls and systems;

systematization of records systems.

© IS0 2024 - All rights reserved
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Records professionals should identify all records risks, whether or not their sources are under their control
or the organization’s control. Consideration should be given that there can be more than one type of outcome,
which can result in a variety of tangible or intangible consequences.

To identify

records risks, records professionals should:

to its objectives and that could affect its ability to achieve its business outcomes;

docu

identify business critical areas;

identify records needs and requirements;

ent how, where and why records are created, captured, managed. and disposed of;

understand the organization and its context (both external and internal), including any issues relevant

dSSess

consid
proces

be aw4
the org

contro|
7.2 Tech

7.21 Ge

There are
of the orgs
matter exf

the value and criticality of the records created and managed by the organization;

er the recordkeeping and information culture and behaviours and how thesecould aff
ses, controls and systems;

re and have an understanding of the records systems and other business.systems used
panization’s activities;

compile a list of possible sources of risks, including records system vulherabilities and existi

[s.
iniques for identifying risks

neral

humerous techniques for risk identification.;To ensure that records support the busi
nization, records professionals should obtain inputs from various stakeholders such
erts, users and business owners. Risks can be identified through the formal risk m

activities and through other normal organizational activities such as:

assess
record|
quality
apprai
audit
routin

Records pr

nent against standards;

s of incidents or complaints;

r assurance and quality‘control activities;

sal for records (moreinformation can be found in ISO/TR 21946);
ctivities;

P team meetings.

ofessionals can use different tools and techniques such as:

brains

bct records

to support

ng systems

ness needs
as subject
hnagement

Lorming, to help identify new risks and innovative solutions;

assessed. Previous risk registers can be used as a starting point in risk identification;

happened in the past.

Identified risks should be documented through the appropriate mechanisms in the organization.
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7.2.2 Checklist analysis for risk identification

Checklists are used during risk assessment in various ways such as to assist in understanding the context,
in identifying risk and in grouping risks for various purposes during analysis. They are also used when
managing risk, for example to classify controls and treatments, to define accountabilities and responsibilities,
or to report and communicate risk. This is one of the techniques one we can use in identifying records risks

but there are other techniques.

A checklist can be based on experience of past failures and successes but more formally risk typologies
and taxonomies can be developed to categorize or classify risks based on common attributes. Examples
of commonly used checklists, classifications or taxonomies used at a strategic level to identify factors in
the internal and external context include strengths, weaknesses, opportunities and threats (SWOT),
and political, economic, social, technological, environmental, legal, ethical and demographic (PESTLE or

STEEPLED). At an operational level, hazard checklists are used to identify hazards by source,of risk or by
consequenge. See Table 1 for a checklist example.
Table 1 — Checklist with examples of sources of records risks
Category Possible source of risks
Records Inadequate records creation processes
Inadequate records capture processes
Incorrect format when creatingrecords
Incomplete metadada whenleapturing records
Records prpcesses System functionality to/capture and manage records and metadata
was not designed.
Lack or inadequatédocumentation for the processes.
Missing, incomplete, and/or inconsistent data captured.
Skill level of system administrators and their understanding of the
records procésses requirements for managing records ih systems.
Technoldgy and format obsolescence.
Records controls Inadequate records controls in capturing records in the|system.
Inadequate access rules, permissions and security polic|es.
User accidentally compromises sensitive data or information.
Records systems Inadequate planning and control mechanisms within the business
process and its system implementation.
Infeasibility of technology deployed against existing technology.
Lack of expertise and/or lack of resources to implemerft, maintain
and keep the systems up to date.
Changes in business and operating systems affecting records systems.
Lack of support and maintenance.
Inadequate system performance in terms of productivity, efficiency,
consistency, or other measures.
In general,|theamore specific the checklist, the more restricted its use to the particular context in which it is
developed.|ISB 30301:2019, Annex A can serve as a basis to develop a checklist related to records processes,
controls andSystems.
NOTE Annex B is an example of a checklist of areas of uncertainty that can assist with determining records risks

in an organisation.

8 Risk analysis

8.1 General

The purpose of risk analysis is to comprehend the nature of risk and its characteristics including, where
appropriate, the level of risk. Risk analysis involves a detailed consideration of uncertainties, risk sources,

© IS0 2024 - All rights reserved

9


https://standardsiso.com/api/?name=0fd10887bc95efd9fe763f2920e9686d

ISO 18128:2024(en)

consequences, likelihood, events, scenarios, controls and their effectiveness. An event can have multiple
causes and consequences and can affect multiple objectives.

Risk analysis provides an input to risk evaluation, to decisions on whether risk needs to be treated and how,
and on the most appropriate risk treatment strategy and methods. The results provide insight for decisions,

where choi

ces are being made, and the options involve different types and levels of risk.

8.2 Techniques for analysing risks

8.2.1 General

Risk analysis can be undertaken with varying degrees of detail and complexity, depending on the purpose of

the analys'a, the avai‘la]ui}it_y atrd c:ha]ui}it_y of-infor 1uatiuu, atrd-theresourecesavattabteRiskatralysis should
consider factors such as:

— the likglihood of events and consequences;

— the nature and magnitude of consequences;

— complexity and connectivity;

— time-rglated factors and volatility;

— sensitivity and confidence levels.

Analysis techniques can be qualitative, quantitative or a combination of these, dependipg on the
circumstances and intended use. In the following clauses some techniques for the analysis of refords risks
are explaired, but there are other techniques one can use for this purpose.

8.2.2 Business impact analysis (BIA)

This technlique analyses how incidents and events=can affect records and records managenjent in the
organizati¢n, and identifies and quantifies the capabilities that would be needed to manage it. Spgcifically, a

BIA provid|

the cr]
interd

how di

record

BIA can be
resources

events. BIA
and intern

the capacity and capability-néeded to manage the impact of a disruption and recover to agre

es an agreed understanding of:

iticality of key records processes, systems and controls, associated resources af
ependencies that exist for an ‘organization;

sruptive events will affécfthe capacity and capability of achieving critical records obj

S management operation.

used to detéermiine the criticality and recovery time frames of records processes and
(e.g. people, information technology, systems) to enable appropriate planning for
also assists in determining interdependencies and interrelationships between records
h] andexternal parties.

1d the key

pctives;
ed levels of
associated

disruptive
processes,

BIA can be

undertaken ncing r}nﬂcfinnnairﬂc’ interviews, structured ‘Arnrkchnpc oracombination

fall three.

It provides information that helps the organization determine and select appropriate records continuity
strategies to enable effective response and recovery from a disruptive incident.

The inputs

to conduct effective BIA to analyse records risks can include:

of the organization;

and sy

stems;

an assessment of priorities from previous management review;
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— details of the activities and functions of the organization, including processes, resources, re

lationships

with other organizations, supply chains, outsourced processes and functions, and stakeholders;

— information to enable assessment of financial, legal and operational consequences of loss of vital records;

— alist of people from relevant areas of the organization and/or stakeholders that will be contacted.

The outputs include:
— aprioritized list of the organization’s products and services;

— aprioritized list of critical processes and associate interdependencies;

— documented impacts from a loss of records and its impact in the critical business processes, including

financlal, legal, environmental and operational impacts;

— information on records needed to re-establish critical processes.

8.2.3 Human reliability analysis (HRA)

This technjique refers to a group of techniques that aim to evaluate a person's-conhtribution to
reliability and safety by identifying and analysing the potential for an incorpect/action. HRA is ¢
tactical leviel to particular tasks where correct performance is critical.

The technlique can be used during the design, implementation awd modification stages
management so that they are designed and maintained to minimize-€xrors. For example, HRA car

— during design so that records systems are designed to minimjze the probability of error by w
— to impfove procedures so as to reduce errors.

A hierarchi]cal task analysis is first carried out to identifysteps and sub-steps within activities in {
processes and systems.

Potential error mechanisms are identified for each sub-step often using a set of keyword prompg
too early, tpo late, wrong object, wrong action,‘right object).

Sources of|these errors (such as distraction, lack of available time, misfiling, etc.) can be identif
information can be used to reduce thetikelihood of error within the task.

Factors within the individuals themselves, the organization or the environment that influence the
of error [sych as performanceshaping factors (PSFs)] are also identified.

The probabpility of an incerfect action can be estimated by various methods including using 3
of similar fasks or expertjudgement, such as processing guidelines. Typically, a nominal erro1
task type if defined afyd'then a multiplier is applied to represent behavioural or environmental f
increase o1 decrease the probability of failure.

Outputs of|this.technique include:

the system
pplied at a

of records
| be used:

rorkers;

he records

ts (such as

ed and the

probability

data-base
rate for a
Actors that

— alist oferrorsor extraordinary performarce that can occur and methods by which they can b
through redesign of the records system;

— human performance modes, types, causes and consequences;

— aqualitative or quantitative assessment of the risk posed by differences in performance.

e enhanced

Various methods have been developed to apply these basic steps. Early methods placed a strong emphasis on
estimating the likelihood of failure. More recent qualitative methods focus on cognitive causes of variations
in human performance with greater analysis of the way performance is modified by external factors and

less on attempting to calculate a failure probability.
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8.2.4 Bow tie analysis

A bow tie is a graphical depiction of pathways from the causes of an event to its consequences. It shows the
controls that modify the likelihood of the event and those that modify the consequences if the event occurs.
Bow tie diagrams can be constructed starting from fault and event trees, but are more often drawn directly
by a team in a workshop scenario.

This technique is used to display and communicate information about risks in situations where an event has
a range of possible causes and consequences. A bow tie is used when assessing controls to check that each
pathway from cause to event and event to consequence has effective controls, and that factors that could
cause controls to fail (including management systems failures) are recognized. It can be used as the basis
of a means to record information about a risk that does not fit the simple linear representation of a risk

register.
Preventative controls Reactive controls
T Common control
‘ Event cause 1 } Consequence 1
I Event mechanisms :| -
3 | 2
s ‘ Event cause 2 } I =
H -
= Consequence 2 =
: | :
5 ‘ Event cause 3 } 5
(=] 1]
172 I :| <
‘ Event cause 4 ) Consequence 3
— Consequence
mechanjsnis
‘ Escalation factor ) \ Barfier to escalation ‘ Escalation factor
—— A — — 1 Management actiyities
which support bajrriers
NOTE IEC 31010:2019, Figure B.2
Figure 3 — Example of bow tie analysis
The bow tig is drawn asdollows.
— The evient of interest is represented by the central knot of the bow tie, see Figure 3.
— Sources of risk (or hazards/threats in a safety context) are listed on the left hand side of the knotand joined
to the knet by lines representing the different mechanisms by which sources of risk can lead td the event.

— Barriers or controls for each mechanism are shown as vertical bars across the lines.

— On the right-hand side of the knot lines are drawn to radiate out from the event to each potential
consequence.

— After the event, vertical bars represent reactive controls or barriers that modify consequences.

— Factors that might cause the controls to fail (escalation factors) are added, together with controls for the
escalation factors.

— Management functions which support controls (such as training and inspection) can be shown under the
bow tie and linked to the respective control.
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Some level of quantification for a bow tie diagram can be possible where pathways are independent, the
probability of a particular consequence or outcome is known, and the probability that a control will fail can
be estimated. However, in many situations, pathways and barriers are not independent, and controls can be
procedural and their effectiveness uncertain.

The output is a simple diagram showing main risk pathways, the controls in place, and the factors that might
lead to control failure. It also shows potential consequences and the measures that can be taken after the
event has occurred to modify them.

9 Risk evaluation

9.1 General

Risk evaluation is the third and last component of the risk assessment process. The purpose ofrisklevaluation
is to support decisions about which risks need treatment and the priority for treatment)implgmentation.
It involves| comparing the results of the risk analysis with the established criteria-to)deternine where
additional pction is required. This can lead to a decision to:

— do nothing further;

— consider risk treatment options;

— undertake further analysis to better understand the risk;
— maintqin existing controls;

— recongdider objectives.

The outcome of risk evaluation should be recorded, communicated and validated at appropriate levels of the
organization.

In the follgwing clauses some techniques for the evaluation of records risks are explained, buf there are
other techmiques one can use for this purpose.

9.2 Techniques for evaluating risk

9.2.1 As|low as reasonably practicable (ALARP)

This technlique can be used to(decide whether a particular risk is tolerable or acceptable andl generally
requires that the level of riskiisreduced to as low as reasonably practicable.

The ALARP model can-be’used to evaluate the analysed records risks, based on an organization’s risk
appetite, and to decide, for example, whether a particular risk is:

— intolernable, where the risk cannot be justified except in extraordinary circumstances;

— tolerable;- where risk should be further reduced if it is reasonably practicable;

— broadly acceptable (the ALARP region, between intolerable and tolerable), where the risk is so low that
further risk reduction need not be considered.

The output is a decision about whether treatment is required and the treatment to be applied.

Table 2 shows an example of risk classification using ALARP model, based on the organization’s size and
nature of its activities, and its risk appetite.
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Table 2 — Example of classification of risks using ALARP model

Minor Moderate Major Severe
Anomalous breach of access restriction to records? |Unauthorised ac- Unauthorised Widespread loss,
cess to recordsP access to records — |unauthorised access
shall be reported® |and damage to re-
cords¢
Damage to small quantity of records in one area of |Damage to signif- |Damage to oper- Damage to vital
operations? icant quantity of ational records records in a majority
records in one area |spreading to sever- |of areas of opera-
of operationsP al areasb tions¢
Limited loss of records/dataP Loss of data/dam- |Loss of data/dam- |Loss of data/loss of
age to the reliabilitylage to the reliability | reliability/loss of
of recordsP of records; damage |public txust¢
to reputation®
Recoverablp loss of records® Operations not Loss admitted; Operatiors shut
disrupted; records |disruption to more~[down; reqovery
recoverable with than one area of op- feffort costly and
effortb erations; recovery |time-conjuming;
effort costly-er not |records nptrecover-
possible€ ablec¢
a  Broadly|acceptable, can be reduced ALARP.
b Tolerable, and should be reduced ALARP.
¢ Intoleraple.
NOTE ore records are records which are central for an organizatien operations but not vital.

ALARP tedhnique is not only used as a risk classification tgol’but also used to consider the risk|mitigation
strategy, as it requires the organization to reduce the riskito a level that is as low as reasonably pfacticable.

9.2.2 Reliability-centred maintenance (RCM)

9.2.2.1 This technique is a risk-based assessment technique to optimize the maintenance of rpcords and
the performance of records processes, controls and systems. RCM technique operates on the bélief that to
uphold the| authenticity, integrity, reliability, and useability of records and records processes, cgntrols and
systems orle shall:

a) proactiively identify hiddenrisks or failures;
b) apply preventative maintenance tasks or proactive corrective actions.

It determipes what must-be done on the records processes, controls and systems to ensure that records
are alwayq protected\and available over time. RCM focuses on applying preventative maintenalnce tactics
to reduce fhilure consequences. It enables the magnitude of risk to be used to make maintenance|decisions.

9.2.2.2 Thémnecessary steps of applying an RCM technique in the context of records management are:

a) identify records, records processes, controls and systems that support business functions and activities,
often best applied during the design and development phase of the records systems then implemented
during the operation and maintenance stage;

b) articulate how and in what manner the records support the business activities and their productivity goals;

c¢) determine and address all plausible ways in which records processes and/or components of systems
could be subject to risks or failures, and their cause and effect to the reliability and availability of the
records;

d) establish and implement technically feasible and cost-effective maintenance tactics; and

e) review program and practice continuous improvement.
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RCM is used to enable applicable and effective maintenance to be performed. It is generally applied during
the design and development phase of a system, then implemented during operation and maintenance.

Successful application of RCM needs a good understanding of the recordkeeping principles and fundamentals,
tools and structure involved, the operational environment and the associated subsystems, together with the
consistently applied analysis of the possible failure and the consequences of those failures. The end result
of working through the process is a judgment as to the necessity of performing a maintenance task or other
action such as operational changes.

The output is appropriate failure management policies for each failure mode, such as condition monitoring,
failure finding, schedule restoration, replacement based on an interval (such as calendar, running hours, or
number of cycles) or run-to-failure. Other possible actions that can result from the analysis include redesign,
changes to operating or maintenance procedures or additional training. An example is given in Table 3.
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Table 3 — Example of a list of maintenance tasks by applying an RCM technique

Functional failures affecting the integrity, availability of records and records systems

Records/Records
processes, systems or
controls

Failure mode

Causes

Task type

Mitigation task description
and interval

Records: vital records

Loss

Damages to the system
either by wilful attack
or system failure or
as a result of natural
disaster

Proactive
Proactive

Set up a daily backup regime
Rehearse the backup restore

process and coord

a year, and address all the
issues identified have been

Store vital records in a con-

trolled environm

ination once

nt

Copy/digitise 0r
physical recorids

duplicating

position

Records prijocess: dis-

Loss

Unauthorised destruc-
tion

Preventative
Proactive

Limit the numbdr of people

who have permijs
stroyrecords

Training and awatleness about

records disposal

sion to de-

Records cdntrols: ac-
cess to recqrds

Unauthorised access

Breach by internal
staff members

Proactive
Reactive

Review records access or ac-

cess membershiy
an annual basis
Review of default
vision applied to

classification sclheme on an

annual basis
Provide user awar
ing continuously
Review access r
every three mont

Audituser access
tify possible breag
terly basis.

Study the inciden
stand the root c:
records control n

groups on

access pro-
the records

eness train-

bgime once
hs

ogs toiden-
h ona quar-

and under-
wuse, refine
heasures

Records sy

btem

Compromised

Cyber attack

Preventative
Proactive

Perform a cyber-s
once a year
Perform systern
patching once a1l
Improve netwot
(e.g. firewall)

ecurity test

h security
honth

k security

Records sy

btem

System outage

Poor system perfor-
mance or unstable
platform

Preventative
Proactive

Perform system Hi
twice a year

Set up backup po|

ealth check

wer

il 4
I'UvWLUl1 UuLClSC

9.2.3 Riskindices

This technique provides a method for measuring risk using a scoring approach. It can be used to compare
different risks, determining the most severe risk, and understanding how risk changes over time. Measuring
risk by combining the likelihood and impact index, allows the seriousness and importance of the risks clearly

identified.

The effectiveness of using this technique relies on a consistent approach in scoring each part of the system
and maintain their correct relationship. The inputs are derived from the analysis process. This requires a

good understanding of all the sources of risk and how consequences can arise.

© IS0 2024 - All rights reserved

16


https://standardsiso.com/api/?name=0fd10887bc95efd9fe763f2920e9686d

ISO 18128:2024(en)

Developing an index is interactive. Several different systems for combining the scores should be tried to
validate the method.

The output is a series of numbers (composite indices) that relate to a particular risk and which can be
compared with indices developed for other risks within the same system.

Risk score = IMPACT x PROBABILITY

Risk event, identified as part of the risk identification process

Probability score, identified during risk analysis, and by assigning a score

Impact score, obtained as part of the risk analysis and by assigning a score

— Riskindex: 1-2 = Low; 3-4 = Medium ; 5-10 = High; and 12-16 = Extreme
Table 4 — Example of risk index system using composite scoring
Risk Probability IMPACT Risk Risk
EVENT Rare | Low | Medium | High Minor | Moderate | Major severe | Scor¢ | Index
1 2 3 4 1 2 3 4
Records High Recovera- 4 Med
misclassi- Monthly |ble under
fied, wrong or more |€existing
access proce-
status dures
Changes Medium Affects 6 High
to privacy Once a accessre-
protection year strictions;
law flow on to
other oper-
ations
Indexing Low Récovera- 2 Low
function Once bte under
of records every 3 existing
System years proce-
fails dures
Records Medium Recovera- 3 Med
wrongly Once a ble under
identified yedr existing
for de- proce-
struction dures
Unauthor- Low Not recov- 4 Med
ised access Once erable
to employ- every 3
ee records years
Inter- Low Affects all 6 High
ruption Sree records
to power every 3 systems;
supplies for years one day’s
8h transac-
tions lost
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Table 4 (continued)
Risk Probability IMPACT Risk Risk
EVENT Rare Low | Medium | High Minor | Moderate | Major Severe | Score | Index
1 2 3 4 1 2 3 4
Cyber-at- High Loss of 16 Extreme
tack on Monthly public
I'eCOI‘dS or more trust, and
system, records
affecting integrity
personal
data
Fire Rare Lassof 4 Med
destroys Once signif-
records every icant
repository || 10 records;
years disrup-
tion to
opéra-
tion; loss
of public
trust
Uncoor- Medium Loss of 12 Extreme
dinated Once a public
system year trust, and
mainte- records
nance and
affecting systems
critical integrity
business
operations
9.2.4 Copt/benefit analysis
Cost/benefit analysis is a risk evaluation~technique of identifying, measuring and comparing the total
expected ¢osts of options in monetary terms against their total expected benefits. It is oftpn used at
operationall and strategic levels to help.decide between options.
NOTE Direct costs are those that jare directly associated with the action. Indirect costs are thosg additional
opportunity costs, such as loss of tility, distraction of management time or the diversion of capital away from other
potential inyestments.
For example, an old payrel) system that contains summary information of employment history is no longer
actively used but needs'to be maintained in a read-only mode to deal with queries on employment history or
verify bengfit claim§\The employment summary records, constituted by the data in the old payoll system,
need to be|retained*in context for a minimum of 50 years or more for the organization to discharige its legal
obligationd, and 'to deal with possible law suits or benefits claims. Using the cost/benefit analydis can help
the organigation to make a sound decision on the most cost-effective way to retain the authepticity and

availability of the summary of employment history records.

The output of a cost/benefit analysis is information on relative costs and benefits of different options or
actions, as outlined in Table 5.

© IS0 2024 - All rights reserved

18



https://standardsiso.com/api/?name=0fd10887bc95efd9fe763f2920e9686d

ISO 18128:2024(en)

Table 5 — Example of cost/benefit options analysis

Option 1

Option 2

Option 3

Description

Keep the old payroll system
running for another 20 years
and then deal with it.

Migrate records to the new pay-
roll system.

Hire a Database Specialist to con-

struct a summary of e
history report for each

ployee) in the system and have the
reports archived in an organiza-

tion’s recordkeeping s

mployment
record (em-

ystem.

Benefits

Recordsretained in its original
environment, most reliable for
the next 2-3 years.

Mitigate records loss and privacy
breach.

Fully and accurately maintained
employment summary records, as
well as having the records available
over time by keeping them in a

recordkeeping systent.

Risk consideration

Therisk ofatotalloss of records
and data caused by corruption
of the read-only system as it is
no longer actively supported.

Either apply the most strin-
gent maintenance regime (more
costly) or low maintenance,
meant a higher risk for it to be
subject to cyber-attack, which
then causes data and privacy
breaches.

This risk increases propor-
tionally as the longer the years
the system has been left un-
managed.

The metadata schema crosswalk
between the two systems is not
a direct match. The old records
should be remediated in order
to be migrated to the new sys-
tem. This can compromise or
damage the authenticity of the
employment summary records
when their old contextual data
scheme is no longer available.

It requires a Databas
who is fully skilted §
depth knowledge of thg
system tg ensure the
generated to maintain
ticity and reliability.
reduced significantly if]

isindertaken while the existing

Database Specialistres|
available, either beford
ately after the adoptio
payroll system.

b Specialist
ind has in-
e old payroll
reports are
its authen-
The risk is
this activity

purce is still
or immedi-
h of the new

Cost

The cost to maintain the old
system is $30 000 a year.

The cost of total ownership is
increasing every year.

The total cost increases with
time, the longer the system has
been left unmanaged.
Syears=$30000x5 years plus
the cost of option.2 or 3 (e.g.
$350 000 or $200.000).

10 years = $30.000 x 10 years
plus the cost-of option 2 or 3
(e.g. $550000 or $350 000).
50 years’= $30 000 x 50 years
is.$17500 000.

The projectcost for records and
data migration is a one-time cost
of $200°000.

The cost for a Databas
to constructa summar
ment history report ig
cost of $50 000.

e Specialist
y of employ-
a one-time

This cost/henefitanalysis gives a clear indication that option 3 is the most cost-effective way of main
authenticitly afid availability of an organisation’s summary of employment records from its old payr

taining the
oll system.

NOTE

Table 5 aims to provide an example of a cost/benefits analysis with a focus on mitigating the risk of losing

access and not inability to retain full and accurate records. The actual possible cost/benefits situation can be vastly
different pending on the individual circumstance and objectives of an organization or the environment it operates within.
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Annex A
(informative)

Categorization of techniques following IEC 31010

A.1 Introduction to categorization of techniques following IEC 31010

Table A.1 explains the characteristics of techniques that can be used for selecting which technique or
techniqued to use.
Table A.1 — Characteristics of techniques
Characteristic Description Details (e.g, featuires indigators)
Application How the technique is used in risk assess- | Elicit views, identify, analyse cajse, ana-
ment (see B.1 to B.10) lyse control§, etc.
Scope Applies to risk at organizational level, organizatien (org)
departmental or project level or individual | project/department (dep)
processes or equipment level eqiiipment/process (equip/prod)
Time horizé¢n Looks at short-, medium- or long-term risk{Short, medium, long, any
or is applicable to any time horizon
Decision leyel Applies to risk at a strategic, tactical or Strategic (1), tactical (2), operational (3)

operational level

Starting info/data needs The level of starting information‘or data  |High, medium, low
needed
Specialist elxpertise Level of expertise required for correct use [low: intuitive or one to two day$' training
moderate: training course of mgre than
two days
high: requires significant trainipg or spe-
cialist expertise
Qualitative|- quantitative |Whether thesmethod is qualitative, quantitative (quant)
semi-quantitative or quantitative qualitative (qual)
semi-quantitative (semi-quant)
can be used qualitatively or quantitatively
(either)
Effort to apply Time and cost required to apply technique |high, medium, low
A.2 Application of categorization of techniques following IEC 31010
Table A.2 1}stS)a range of techniques classified according to these characteristics. The techniques described

represent structured ways of looking at the problem in hand that have been found useful in particular
contexts. The list is not intended to be comprehensive but covers a range of commonly used techniques from
a variety of sectors. For simplicity the techniques are listed in alphabetical order without any priority.
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