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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1.In partlcular the different approval criteria needed for the dlfferent types

of ISO documen
ISO/IEC Directives, Part 2 (see WWW.is0. org/dlrectlves)

[SO draw
patent(s).
rights in
patent(s)
this may
WWwWWw.iso.

les of the

5 attention to the possibility that the implementation of this document may involve-the|use of (a)
ISO takes no position concerning the evidence, validity or applicability of ahy claimged patent
respect thereof. As of the date of publication of this document, ISO had not received ndtice of (a)
which may be required to implement this document. However, implementers are cautioned that
hot represent the latest information, which may be obtained from the patent database ayailable at

pbrg /patents. ISO shall not be held responsible for identifying any or allysuch patent righty.

Any trad¢ name used in this document is information given for the convenience of users and| does not

constitut¢ an endorsement.

For an ex

related tp conformity assessment, as well as information about ISO's adherence to the Wo

blanation of the voluntary nature of standards, the meaning of ISO specific terms and e

Organization (WTO) principles in the Technical Barriers to Trade(TBT), see www.iso.org/iso/foreword.html.

This docyment was prepared by Technical Committee 1SO/TC 211, Geographic information/geojnatics, in
collabora
Geograph

(Vienna Agreement), and in collaboration with the.Open Geospatial Consortium (0GC).

This seco

revised.

The main

the li
theb
the X

normpative references have been updated to reference newer editions (HTTP and OpenAPI);

thed
the d

fion with the European Committee for Standardization (CEN) Technical Committee CEN/TC 287
¢ Information, in accordance with the Agreement on technical cooperation between ISQ and CEN

hd edition cancels and replaces the-first edition (ISO 19168-1:2020), which has been t¢chnically

changes are as follows:
hk schema has been updated to make the "rel” attribute required to align with IETF RFC[8288;
bunding box schemashave been updated to require 4 or 6 numbers (2D or 3D);

ML Schema coreyxsd has been aligned with the corresponding schema for the JSON reprepentation;

pfinition of "dataset” has been updated;

efinitions of the terms "landing page" and "OGC Web API" have been added;

the IANA link relation type has been corrected to "describedby”, rather than "describedBy";

requirement /req/core/fc-limit-response-1 has been updated to clarify the behaviour if the value of the
"limit" parameter is higher than the maximum value;

recommendation /rec/core/fc-extenthas been added to clarify thatthe boundingbox of a feature collection
response should be the bounding box of a matched feature, not only the features in the current page;

recommendations /rec/core/fc-md-self-links and /rec/core/sfc-md-links have been added to clarify that
"self" links should be added;

the value of the "profile" attribute in the GML media type has been modified to be in quotation marks;
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— anewrequirement /req/core/fc-md-extent-multi has been added to clarify that the first bounding box in

a collection extent array contains all other bounding boxes in the array;
— the use of the attributes "spatial”/"temporal” in a collection extent has been clarified;
— it has been clarified that the "itemType" attribute should be included for each collection;
— the interpretation of a degenerated bounding box in the "bbox" parameter has been clarified;

— it has been clarified that a "next" link can return no additional features;

— it has been clarified that the feature identifier is mapped to the "id" attribute in GeoJSON and

"@gml:id" in GML;

— missillg test cases have been added;

— some|specification URIs have been updated;

— variops editorial corrections and updates have been applied in the document.
NOTE For more details on the changes listed, see the OGC release notes.[13]

Alist of all parts in the ISO 19168 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the-fiser’s national standard
complete [listing of these bodies can be found at www.iso.org/memberSs.html.
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Introduction

OGC API standards[1% define modular API building blocks to spatially enable Web APIs in a consistent way.
The OpenAPI specification is used to define the API building blocks.

ISO has published a subset of the OGC API family of standards. To reflect that only a subset of the OGC API
standards will be published by ISO and to avoid using organization names in the titles of ISO standards,
standards from the "OGC API" series are published by ISO as "Geospatial APL." For example, the title of
this document in OGC is "OGC API - Features - Part 1:Core" and the title in ISO is "Geographic Information
— Geospatial API for Features — Part 1: Core."

For simplicity, this document consistently uses:

— "OGC|API" to refer to the family of standards for geospatial Web APIs that in ISO is pull»lished as
"Geogpatial API";

— "OGC|API - Features" to refer to the multipart standard for features of which certain parts are published
by ISQ as the ISO 19168 series/"Geographic Information — Geospatial API for Features"; and

— "this|document” to refer to "OGC API - Features - Part 1: Core", which.is published hy ISO as
[SO 1p168-1/"Geographic Information — Geospatial API for Features — Part 1: Core".

OGC API if organized by resource type. OGC API - Features specifies the fundamental API building plocks for
interactirlg with features. The spatial data community uses the term/ feature” for things in the feal world
that are of interest.

NOTE For those not familiar with the term "feature,” the explanatigns on Spatial Things, Features and GEometry in
the W3C/(GC Spatial Data on the Web Best Practice documentlZ] préyide more detail.

OGC API | Features provides API building blocks to créate, modify and query features on the [Web. The
series is domprised of multiple parts, each of them a separate standard. This document (ISO 19168}-1), which
correspoids to one such part, the "Core", specifies the'core capabilities and is restricted to fetching features
where geometries are represented in the coordinate reference system (CRS) WGS 84 with qxis order
longitudef/latitude. Additional capabilities thatiaddress more advanced needs will be specified in additional
parts. Expmples include support for creating’and modifying features, more complex data mod¢ls, richer
queries, additional CRS, multiple datasets\and collection hierarchies.

, every API implementingsthis document will provide access to a single dataset. Rather than
sharing the data as a complete dataset, OGC API - Features offers direct, fine-grained access to the data at
the feature (object) level.

The API puilding blocks specified in this document are consistent with the architecture of|the Web.
In particyilar, the API design is guided by the IETF HTTP/HTTPS RFCs, the W3C Data on the [Web Best
Practices)l8] the W3G/BGC Spatial Data on the Web Best Practices,[Zl and the emerging OGC[{Web API
Guidelinep. A partieular example is the use of the concepts of datasets and dataset distributions 3s defined
in DCATY and used/in schema.org.

[ method.

This document specifies discovery and query operations that are implemented using the HTTP GE
S . ; . 2 itionhl parts.

Support f

Discovery operations enable clients to interrogate the API, including the API definition and metadata about
the feature collections provided by the API, to determine the capabilities of the API and retrieve information
about available distributions of the dataset.

Query operations enable clients to retrieve features from the underlying data store based upon simple
selection criteria, defined by the client.

This document defines the resources listed in Table 1. For an overview of the resources, see 7.1.

© IS0 2025 - All rights reserved
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Table 1 — Overview of resources, applicable HTTP methods and links to the document sections

Resource Path HTTP Subclause
method

Landing page / GET 7.2 APl landing page
Conformance /conformance GET 7.4 Declaration of conformance
declaration classes
Feature collec- |/collections GET 7.13 Feature collections
tions
Feature collec- |/collections/{collectionld} GET 7.14 Feature collection
tion
Features +eoHeettonsHeeHeetiordtdAHtems EF FiEFeatures
Feature /collections/{collectionld}/items/{featureld} GET 7.16 Feature

© IS0 2025 - All rights reserved
viii



https://standardsiso.com/api/?name=4b034c5068d844cc7e05acdf9e2f653a

International Standard ISO 19168-1:2025(en)

Geographic information — Geospatial API for features —

Part 1:
Core

1 Scope

This doculment specifies the behaviour of Web APIs that provide access to features in a datasetinde
of the underlying data store. This document defines discovery and query operations.

Discoveryf operations enable clients to interrogate the API, including the API definitiehand metad
the feature collections provided by the AP], to determine the capabilities of the APLand retrieve in
about avajilable distributions of the dataset.

Query opgrations enable clients to retrieve features from the underlying data store based up
selection riteria, defined by the client.

2 Normmative references

ing documents are referred to in the text in such a way that some or all of their content c
requiremgnts of this document. For dated references, onlythe edition cited applies. For undated r
the latest|edition of the referenced document (including any amendments) applies.

OPENAPI [NITIATIVE (OAI), OpenAPI Specification 3:0 Jonline]. 2020 [viewed 2020-03-16]. The la

pendently

ata about
formation

bn simple

bnstitutes
bferences,

fest patch
as/v3.0.3

version afjthe time of publication of this standard. was 3.0.3, available at https://spec.openapis.org/

INTERNET ENGINEERING TASK FORCE (IETF),;RFC 2818: HTTP Over TLS [online]. Edited by E. Resc
[viewed 2020-03-16]. Available at https:/fwww.rfc-editor.org/rfc/rfc2818.html

INTERNET ENGINEERING TASK FORCE ({ETF), RFC 3339: Date and Time on the Internet: Timestamp

brla. 2000

s [online].

Edited by G. Klyne, C. Newman.2002 [viewed 2020-03-16]. Available at https://www.rfc-editgr.org/rfc/

rfc3339.hfml

INTERNET ENGINEERING TASK-FORCE (IETF), RFC 7230 to RFC 7235: HTTP/1.1 [online]. Edited by R
J. Reschke, Y. Lafon, M. /Nottingham. 2014 [viewed 2020-04-28]. Available at https://www.rfc-e
rfc/rfc7230.html, https’//www.rfc-editor.org/rfc/rfc7231.html, https://www.rfc-editor.org/rf]

. Fielding,

ditor.org/
c/rfc7232

html, https://wwWw.rfc-editor.org/rfc/rfc7233.html, https://www.rfc-editor.org/rfc/rfc7

234.html,

and httpst//wwunrfc-editor.org /rfc/rfc7235.html

INTERNET ENGINEERING TASK FORCE (IETF), RFC 8288: Web Linking [online]. Edited by M. Notting
[viewed 2 i : -edj

am. 2017

OPEN GEOSPATIAL CONSORTIUM (OGC), OGC 10-100r3: Geography Markup Language (GML) Simple Features

Profile [online]. Edited by L. van den Brink, C. Portele, P. Vretanos. 2012 [viewed 2020-03-16].
at http://portal.opengeospatial.org/files/?artifact id=42729

INTERNET ENGINEERING TASK FORCE (IETF). RFC 7946: The GeoJSON Format [online]. Edited by H.

Available

Butler, M.
rfc-editor

Daly, A. Doyle, S. Gillies, S. Hagen, T. Schaub. 2016 [viewed 2020-03-16]. Available at https://www.

.org/rfc/rfc7946.html

WHATWG. HTML, Living Standard [online, viewed 2020-03-16]. Available at https://html.spec.whatwg.org/

SCHEMA.ORG. Schema.org [online, viewed 2020-03-16]. Available at https://schema.org/docs/schemas.html
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3 Terms and definitions
For the purposes of this document, the following terms and definitions apply.
[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1 Terms and definitions

3.1.1
dataset
collection| of data

Note 1 to|entry: Published or curated by a single agent, and available for access or download in one or more
serializatipns or formats.

Note 2 to gntry: The use of "collection” in this definition is broader than the use of the terin collection thropghout the
rest of thi§ document. See the definition of "feature collection.”

[SOURCE{DCAT,?] 6.6, modified — Definition has been split into definitiofr@and Note 1 to entry;|Note 2 to
entry has|been added.]

3.1.2
distributiion
specific r¢presentation of a dataset (3.1.1)

EXAMPLE A downloadable file, an RSS feed or an API.
[SOURCE{DCAT,®] 6.7, modified — Definition has been-shortened.]

3.1.3
feature
abstractign of real-world phenomena

Note 1 to gntry: Further details about the ternt”feature” can be found in Reference [7].
[SOURCE{ISO 19101-1:2014, 4.1.11,modified — Note 1 to entry has been added.]

3.14
feature cpllection
collection
set of features (3.1.3) from a dataset (3.1.1)

3.1.5
resource|
entity that mightbe identified

it Thatarm "vroacourea" vwhan vnead in tha contavt of v OCC ADL ctandard smmaqane o vuoh rocqy
ote (0] rce
ey et r ey ottty e oo e e T e ot et orortr oo T roTTHITee e e o ooy S0 Co 50 e

unless otherwise indicated.

[SOURCE: ISO 15836-2:2019, 3.1.10, modified — Notes 1 and 2 have been removed and replaced with a new
Note 1 to entry.]

3.1.6
Web API
API using an architectural style that is founded on the technologies of the Web

Note 1 to entry: See Reference [8] for further detail.

Note 2 to entry: Definition adapted from Reference [8], 8.10.1. Modified by being rephrased for clarity.

© IS0 2025 - All rights reserved
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3.1.7
web resource
resource (3.1.5) that is identified by a HTTP URI

3.2 Abbreviated terms

API application programming interface
CORS cross-origin resource sharing

CRS coordinate reference system

HTTP hypertext transter protocol

HTTPS hypertext transfer protocol secure
[ANA Internet Assigned Numbers Authority
IRI internationalized resource identifier
0GC Open Geospatial Consortium

RFC request for comment

TRS temporal coordinate reference system
URI uniform resource identifier

WSDL web service description language
YAML YAML Ain’'t Markup Language

4 Conformance

This docyment defines six requirements/eonformance classes.

The standardization targets of all conformance classes are "Web APIs."
The main|requirements class is:

— Core.
The Core fequirements class specifies requirements that all Web APIs have to implement.

The Core|requireménts class does not mandate a specific encoding or format for representing features
or featurp collections. Four requirements classes depend on the Core requirements class and specify
representfations,for these resources in commonly used encodings for spatial data on the Web:

— HTML,

— GeoJSON,
— Geography Markup Language (GML), Simple Features Profile, Level 0, and
— Geography Markup Language (GML), Simple Features Profile, Level 2.

None of these encodings are mandatory and an implementation of the Core requirements class can also
decide to implement none of them, but to implement another encoding instead.

That said, the Core requirements class includes recommendations to support, where
practical, HTML and GeoJSON as encodings. Clause 6 includes a discussion about the recommended
encodings.

© IS0 2025 - All rights reserved
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The Core requirements class does not mandate any encoding or format for the formal definition of the API.
One option is the OpenAPI 3.0 specification and a requirements class has been specified for OpenAPI 3.0,
which depends on the Core requirements class:

— OpenAPI Specification 3.0.

As with the feature encodings, an implementation of the Core requirements class can decide to use other API
definition representations in addition or instead of an OpenAPI 3.0 definition. Examples for alternative API
definitions include: OpenAPI 2.0 (Swagger), future versions of the OpenAPI specification, an OWS Common
2.0 capabilities document or WSDL.

The Core requirements class is intended to be a minimal useful API for fine-grained read-access to a spatial
dataset where geometries are represented in the CRS WGS 84 with axis order longitude/latitude.

Additiondl capabilities such as support for transactions, complex data structures, rich queri€s,~qther CRS,
subscriptjon/notification, returning aggregated results, etc. can be specified in future pants’ of PGC API -
Features pr as vendor-specific extensions.

Conformgnce with this document shall be checked using all the relevant tests specified in Annex A of this
document. The framework, concepts, and methodology for testing, and the criteria to be achievef to claim
conformajnce are specified in the OGC Compliance Testing Policies and Procedures and the OGC C¢mpliance
Testing wgb site.

Table 2 — Conformance class URIs

Conformance class URI
Core http://www.opengis.net/spec/ogcapi-features-1/1.0/conf/cojre
HTML http://www.opengis.net/spec/ogcapi-features-1/1.0/conf/htjml
Geo]JSON http://www.opengis.net/spec/ogcapi-features-1/1.0/conf/gejojson
GML, Simple Features Profile, Level 0 http://www.opengis.net/spec/ogcapi-features-1/1.0/conf/gmlsf0
GML, Sim;lyle Features Profile, Level 2 http://www.opengis.net/spec/ogcapi-features-1/1.0/conf/gmlsf2
OpenAPI $pecification 3.0 http://www.opengis.net/spec/ogcapi-features-1/1.0/conf/oas30

5 Conventions

5.1 Identifiers
The normfative provisions inthis document are denoted by the URI:
http://wlw.opengis.net/Spec/ogcapi-features-1/1.0

All requirements and-coenformance tests that appear in this document are denoted by partial URIs which are
relative t¢ this base.

5.2 Lin|k relations

To express relationships between resources, RFC 8288 (Web Linking) is used.

The following registered link relation types[3] are used in this document.

— alternate: Refers to a substitute for this context.

— collection: The target IRI points to a resource which represents the collection resource for the context IRI.
— describedby: Refers to a resource providing information about the link’s context.

— item: The target IRI points to a resource that is a member of the collection represented by the context IRI.

— next: Indicates that the link’s context is a part of a series, and that the next in the series is the link target.

© IS0 2025 - All rights reserved
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— licence: Refers to a licence associated with this context.

— prev: Indicates that the link’s contextis a part of a series, and that the previous in the series is the link target.

— This relation is only used in examples.

— self: Conveys an identifier for the link’s context.

— service-desc: Identifies service description for the context that is primarily intended for consumption by

mach

ines.

— API definitions are considered service descriptions.

— servi

or human

consy

In additio
could be i

— item§
conte

— confgrmance: Refers to a resource that identifies the specifications to which’the link’s context

— data:

Each resa
for all res
collection)

5.3 Use¢ of HTTPS

For simpl
use of HT
use HTTH

mption.

n, the following link relation types are used for which no applicable registered linkrelz
dentified.

: Refers to a resource that is comprised of members of the collection represented by
xt.

Refers to the root resource of a dataset in an API.

urce representation includes an array of links. Implemertations are free to add additi
purces provided by the API. For example, an “enclosure”link could reference a bulk dow
. Or a “related” link on a feature could reference a related feature.

city, this document in general only refersite’the HTTP protocol. This is not meant to e
[PS and is simply a shorthand notation for "HTTP or HTTPS." In fact, most servers are ex
S, not HTTP.

5.4 HT[TP URIs

This doclrment does not restrict thetlexical space of URIs used in the API beyond the requir

the HTTH

subcompg@nent, these have to hepercent-encoded. See RFC 3986, Clause 2[2] for details.

5.5 AP

551 G
Good doc

and URI Syntax IETF RF€s. If URIs include reserved characters that are delimiters i

definition

eneral remarks

connectt

ition type

the link’s

ronforms.

bnal links
nload of a

rclude the
pected to

bments of
h the URI

umentation is essential for every API so that developers can more easily learn how fo use the
API. Ideally;-documentation will be available in HTML and in a format that can be processed by sa

ftware to

the AP]

This document specifies requirements and recommendations for APIs that share feature data and that want
to follow a standard way of doing so. In general, APIs will go beyond the requirements and recommendations
stated in this document (or other parts of OGC API) and will support additional operations, parameters, etc.
that are specific to the API or the software tool used to implement the API.

5.5.2 Role of OpenAPI

This document uses OpenAPI 3.0 fragments as examples and to formally state requirements. However, using
OpenAPI 3.0 is not required for implementing a server.
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Therefore, the Core requirements class only requires that an API definition is provided and linked from the
landing page.

A separate requirements class is specified for API definitions that follow the OpenAPI specification 3.0. This
does not preclude that in the future or in parallel other versions of OpenAPI or other API descriptions are
provided by a server.

NOTE This approach is used to avoid lock-in to a specific approach to defining an API, as it is expected that the API
landscape will continue to evolve.

In this document, fragments of OpenAPI definitions are shown in YAML (YAML Ain’t Markup Language)[l
since YAML is easier to read than JSON and is typically used in OpenAPI editors. YAML is described by its
authors as a human-friendly data serialization standard for all programming languages.

5.5.3 ferences to OpenAPI components in normative statements

Some nofmative statements (requirements, recommendations, and permissions) use\a phrage that a
componeit in the API definition of the server has to be "based upon" a schema or parameter component in
the OGC schema repository.

In such a fase, the following changes to the pre-defined OpenAPI component are permitted.

— If the[server supports an XML encoding, XML properties may be addedte’the relevant OpenAPI schema
compjonents.

— The rpnge of values of a parameter or property may be extended (additional values) or constrained (if a
subsgt of all possible values are applicable to the server). Anexample for a constrained range of values is
to explicitly specify the supported values of a string parameéter or property using an enum.

— The default value of a parameter may be changed or added unless a requirement explicitly pro}jibits this.
— Additfional properties may be added to the schemadefinition of a Response Object.
— Inforpnative text may be changed or added, like comments or description properties.

For API definitions that do not conform to thé OpenAPI Specification 3.0, the normative statemenf has to be
interpret¢d in the context of the API definition language used.

5.5.4 Ppths in OpenAPI definitions
All paths |n an OpenAPI definition-are relative to a base URL of the server.
EXAMPLE[1  URL of the OpenAPI definition
If the PpenAPI Server Object looks like this:
Servers:
- frl: h&tps$://dev.example.org/
escription: Development server

- hrd:\https://data.example.org/
eseription: Production server

The path "/mypath" in the OpenAPI definition of a Web API would be the URL https://data.example.org/
mypath for the production server.

5.5.5 Reusable OpenAPI components

Reusable components for OpenAPI definitions for implementations of OGC API - Features are referenced
from this document.

© IS0 2025 - All rights reserved
6


https://standardsiso.com/api/?name=4b034c5068d844cc7e05acdf9e2f653a

I1SO 19168-1:2025(en)
6 Overview

6.1 Design considerations

Fine-grained access to features over the Web has been supported by the OGC Web Feature Service
(WEFS) standard (in ISO: ISO 19142) and many implementations of that standard for many years. WES uses a
Remote-Procedure-Call-over-HTTP architectural style using XML for any payloads. When the WFS standard
was originally designed in the late 1990s and early 2000s, this was the state-of-the-art.

OGC API - Features supports similar capabilities, but using a modernized approach that follows the current
Web architecture and in particular the W3C/OGC best practices for sharing Spatial Data on the Web as well
as the W3C best practices for sharing Data on the Web.

Beside tlie general alignment with the architecture of the Web (e.g. consistency with HTTP/HTTPS,
hypermedlia controls), another goal for OGC API Features is modularization. This goal has several|facets, as
described below.

— Clear|separation between core requirements and more advanced capabilities. This“document specifies
the c¢re requirements that are relevant for almost everyone who wants to shage or use feature data on
afinetgrained level. Additional capabilities that several communities are using today will be syecified as
exterlsions in additional parts of OGC API - Features.

class¢s” in OGC terminology). This enables, for example, the use/re-use of new encodings for spatial data

— Tech}ologiesthatchangemorefrequentlyaredecoupledandspecifiedinseparatemodules ("reqyiirements
or APl descriptions.

— Modylarization is not just about features as resources, but:about providing building blocks$ for fine-
grainged access to spatial data that can be used in Web APIs'itr general. In other words, a server syipporting
OGC API - Features is not intended to implement just asstahdalone Features API. A corollary of this is that
the saime Web API can also implement other standards of the OGC API family that support additional
resoyrce types; for example, tile resources could provide access to the same features, but organized in a
spatial partitioning system; or map resources could process the features and render them as mgp images.

Implemerjtations of OGC API - Features are intended to support two different approaches as to h¢w clients
can use the API.

In the firgt approach, clients are implemented with knowledge about this standard and its resoufce types.
The clients navigate the resourcesbased on this knowledge and based on the responses provided by the
API. The API definition can be used-to determine details (e.g. on filter parameters), but this is not always
necessary depending on the needs of the client. These are clients that are in general able to us¢ multiple
APIs, proyided they implement OGC API Features.

The othel approach targets developers that are not familiar with the OGC API standards, buf want to
interact with spatial data provided by an API that happens to implement OGC API Features. In this case the
developer will study,and use the API definition - typically an OpenAPI document - to understand the APl and
implemer]t the cede’to interact with the API. This assumes familiarity with the API definition language and
the relateld toolifig, but it is not necessary to study the OGC API standards.

6.2 Encodings

This document does not mandate any encoding or format for representing features or feature collections. In
addition to rules for HTML, the standard encoding for Web content, rules for commonly used encodings for
spatial data on the Web are provided (GeoJSON, GML).

None of these encodings is mandatory and an implementation of the Core requirements class can implement
none of them but implement another encoding instead.

Support for HTML is recommended as HTML is the core language of the World Wide Web. A server that
supports HTML will support browsing the data with a web browser and will enable search engines to crawl
and index the dataset.
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GeoJSON is a commonly used format that is simple to understand and well supported by tools and software
libraries. Since most Web developers are comfortable with using a JSON-based format, this version of
OGC API - Features recommends supporting GeoJSON for encoding feature data, if the feature data can be
represented in GeoJSON for the intended use.

Some exa

mples for cases that are out-of-scope of GeoJSON are:

— when solids are used for geometries (e.g. in a 3D city model);

— geometries that include non-linear curve interpolations that cannot be simplified (e.g. use of arcs in
authoritative geometries);

— geometries that have to be represented in a CRS that is not based on WGS 84 longitude/latitude (e.g. an

authdritative national CRS]J; or

— featu

In additign to HTML and Geo]SON, a significant volume of feature data is available in.XML-base
notably JML. GML supports more complex requirements than GeoJSON and doe§-~not have
limitatior]s mentioned in the above list, but as a result GML is more complex to handle for both s¢

clients. R
requirem
in XML/G

The reco
popularit

will probably be updated in future versions of this document to previde guidance on using other e

This docyiment does not provide any guidance on other encodings. The supported encodings

precisely

desired efpcoding is selected using HTTP content negotiation.

For example, if the server supports GeoJSON text sequiences, an encoding that is based on JSON text §

Fes that have more than one geometric property.

bquirements classes for GML are, therefore, included in this document: It is expected f{
bnts classes will typically be supported by servers where users are'known to expect fez
ML.

nmendations for using HTML and Geo]SON reflect the imiportance of HTML and th
i of [SON-based data formats. As the practices in the Web community evolve, the recomm

the media types of the supported encodings, caff be determined from the API defin

formats,
y of the
rvers and
hat these
ture data

e current
endations
hcodings.

or more
tion. The

equences

and Geo]4ON to support streaming by making the(data incrementally parseable, the media type application/

geo+json-seq would be used.

In additign, HTTP supports compression_and therefore the standard HTTP mechanisms can b

reduce th

6.3 Ex3gmples

This docyment uses a simplesexample throughout the document: The dataset contains building
server provides access to them through a single feature collection ("buildings") and two encodings

and HTM

The build
function
update of

In additi
available

e size of the messages between the server and the client.

L

ings havea'few (optional) properties: the polygon geometry of the building footprint, a
f the building (residential, commercial or public use), the floor count and the timestamp
thedbuilding feature in the dataset.

e used to

s and the
Geo]SON

hame, the
pf the last

x £l ] 3 Ladad i £l < 4 ddies 1 | L. 3
I LU LU1IT CAQIII}JICD ITICIUUTU 11T UIIT UUCTUILITIIL, dUuulItivulldl dIiu 111U1I'T \,Ullll,ll CIICIISIVU TAdAd

at http://schemas.opengis.net/ogcapi/features/partl/1.0/examples.
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7 Requirements class "Core"

7.1 Overview

Requirements class

http://www.opengis.net/spec/ogcapi-features-1/1.0/req/core

Target type Web API

Dependency RFC 7230 to RFC 7235 (HTTP/1.1)

Dependency RFC 2818 (HTTP over TLS)

Dependency RFC 3339 (Date and Time on the Internet: Timestamps)

Dependenicy RFC 8288 (Web Linking)

A server that implements this requirements class provides access to the features in a dataset:
NOTE1 |[Other parts of OGC API - Features can define API extensions that support multiple datasets. The
that the feptures are from "a dataset” is not meant to preclude such extensions. It just reflectsithat this docu

not specify
The entry

NOTE 2

how the API publishes features or other spatial data from multiple datasets.
point is a Landing page (path /).

All paths (e.g. /) are relative. If the API covers other resources beyond.those specified in this doc

landing pajge can also be, for example, a sub-resource of the base URL of the APL

The Land
— theA
— theC
— theC

ng page provides links to:
PI definition (link relations service-desc and service-doc),
bnformance declaration (path /conformance, linkrelation conformance), and

bllections (path /collections, link relation dataj.

The API dlefinition describes the capabilities of the server that can be used by clients to conn

server or
definition
server(s)

using HTTP GET returns a description of the APIL. The API definition can be hosted
DI a separate server.

The Confgrmance declaration states‘the conformance classes from standards or community spec

identified
Accessing
implemen

The data
collection

This docu
considersd
other typ

by a URI, that the APJ-conforms to. Clients can but are not required to use this inf|
the Conformance declaration using HTTP GET returns the list of URIs of conforman
ted by the server.

s organized inte-ene or more collections. Collections provide information about and acq
S.

ment specifies requirements only for collections consisting of features. That is, each
d bysthis document is a feature collection. Other OGC API standards can add require
es.Of collections.

statement
ment does

ument, the

pct to the

by development tools to support the implementation of servers and clients. Accessiljg the API
n

the API

ifications,
prmation.
e classes

ess to the

collection
ments for

NOTE 3

To support the future use of datasets with items that are not features, the term "feature" ha

added in the names of the resource types or their paths.

s not been

This document does not include any requirements about how the features in the dataset have to be
aggregated into collections. A typical approach is to aggregate by feature type but any other approach that
fits the dataset or the applications using this distribution can also be used.

Accessing Collections using HTTP GET returns a response that contains at least the list of collections. For
each Collection, a link to the items in the collection (Features, path /collections/{collectionld}/items, link
relation items) as well as key information about the collection. This information includes:

— alocal identifier for the collection that is unique for the dataset;
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9


http://www.opengis.net/spec/ogcapi-features-1/1.0/req/core
https://standardsiso.com/api/?name=4b034c5068d844cc7e05acdf9e2f653a

ISO 19168-1:2025(en)

— a list of CRS in which geometries may be returned by the server: the first CRS is the default CRS (in
the Core requirements class, the default is always WGS 84 with axis order longitude/latitude);

— an optional title and description for the collection;

— an optional extent that can be used to provide an indication of the spatial and temporal extent of the
collection, typically derived from the data;

— anoptional indicator about the type of the items in the collection (the default value, if the indicator is not
provided, is "feature").

The Collection resource is also available at path/collections/{collectionld}, often with more details than
included in the Collections response.

Each Collg

of featurd collections.

Each featfire in a dataset is part of exactly one collection.

Accessing the Features using HTTP GET returns a document consisting of features in the colle

features

request. T

ncluded in the response are determined by the server based on the. query paramet

with linkg to the next page, if more features are selected than the page size.

A bbox or

ection that is a feature collection consists of features. This document only discusses the’behaviour

rtion. The
brs of the

0 support access to larger collections without overloading the client,the API supports paged access

datetime parameter can be used to select only a subset of the features in the collection (thg features

that are i the bounding box or time interval). The bbox parameter matches all features in the collgction that

are not al

are not al

The limit

50 associated with a time stamp or interval.

response,|the page size.

Each pa

pe can include information about the’ number of selected and returned

(numberMatched and numberReturned) as well as\links to support paging (link relation next).

Each Fea

requested individually using HTTP GET.

so associated with a location. The datetime parameter fnatches all features in the collection that

parameter can be used to control the subset of theselected features that will be returped in the

features

ure (path/collections/{collectionld}/items/{featureld}) is also a separate resource afjd can be

In additidn to the simple path structutes described above, where all features are organized in a| one-level
collection| hierarchy, additional parts of OGC API - Feature are expected to provide alternate access to the
features derved by the API via additional, deeper collection hierarchies.

7.2 AP

landing page

7.2.1 Operation

Requirenpent 1 /req/core/root-op

A The server shall support the HTTP GET operation at the path /.

7.2.2 Response

Requirement 2 /req/core/root-success

A A successful execution of the operation shall be reported as a response with a HTTP status
code 200.

B The content of that response shall be based upon the OpenAPI 3.0 schema landingPage.yaml

and include at least links to the following resources:

— the API definition (relation type "service-desc" or "service-doc")

— /conformance (relation type "conformance") /collections (relation type 'data’)
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Recommendation 1 /req/core/root-links
A A 200-response should include the following links in the links property of the response:
— alink to this response document (relation: self),

— alinkto theresponse documentin every other media type supported by the server
(relation: alternate).

NOTE Version 1.0.0 of this specification did not include self and alternate links for the landing page while the
links are required in other resources. The recommendation above has been added to encourage implementations to
add these links on the landing page, too.

Schema fgr the landing page (landingPage.yaml)

type: object
required
- link
properti¢s:
title:
type| string

description:
type| string
links:
type| array

item$:

Sr¢f: http://schemas.opengis.net/ogcapi/features/part¥AlN 0/openapi/schemas/link.lyaml

EXAMPLE Landing page response document
{

"tifle": "Buildings in Bonn",
"degcription": "Access to data about buildingsvin the city of Bonn via a Web API |that
conforms|to the OGC API Features specification.’y
"lipks": [
{|"href": "http://data.example.org/",
"rel": "self", "type": "applicati®dn/json", "title": "this document" 1},
{|"href": "http://data.example.org/2f=html",
"rel": "alternate", "type": ™gext/html", "title": "this document as HTML" },
{|"href": "http://data.example.drg/api",
"rel": "service-desc", "type": "application/vnd.oai.openapi+json;version=3.0"|,
"title":|"the API definition" },
{|"href": "http://data.éxample.org/api.html",
"rel": "service-doc", J'type": "text/html", "title": "the API documentation" },
{|"href": "http://ddta:example.org/conformance",
"rel": "conformabeg™, "type": "application/json™, "title": "OGC API conformanfce
classes lmplemented by ¢this server" },
{|"href": "httgpy//data.example.org/collections",
"rel": "dafa™ "type": "application/json", "title": "Information about the fegature

collecti¢ns" }
]
}

7.2.3 Epror situations

See 7.5.1 for general guidance.
7.3 APl definition

7.3.1 Operation

Every OGC Web API is expected to provide a definition that describes the capabilities of the server and
which can be used by developers to understand the API, by software clients to connect to the server, or by
development tools to support the implementation of servers and clients.
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/req/core/api-definition-op

The URIs of all API definitions referenced from the landing page shall su
HTTP GET method.

/per/core/api-definition-uri

The API definition is metadata about the API and strictly not part of the API

pport the

itself, but

it may be hosted as a sub-resource to the base path of the AP]I, for example, at path /
api. There is no need to include the path of the API definition in the API definition itself.

NOTE Multiple API definition formats can be supported.

7.3.2 Response

Requirement 4

A

Recommendation 2

A

/req/core/api-definition-success

A GET request to the URI of an API definition linked from thedanding pag
lations service-desc or service-doc) with an Accept headerwith the value
property type shall return a document consistent with-the'requested medi

/rec/core/api-definition-oas

If the API definition document uses the OpenAPISpecification 3.0, the docum
conform to the OpenAPI Specification 3.0 requirements class.

If the seryer hosts the API definition under the base path of the API (for example, at path /api,), t
need to irfclude the path of the API definition in the API definition itself.

e (link re-
pf the link
a type.

ent should

here is no

The idea fis that any OGC API Features implementation can be used by developers that are fa
the API dpfinition language(s) supported by the server: For example, if an OpenAPI definition is jused, it is
possible tp create a working client using the OpenARl definition. The developer will potentially nedd to learn
a little bijabout geometry data types, etc. but it is\iot necessary to read this document to access t

the APL

If the ARI definition is based on OpenAPI 3.0, consider the two approaches discussed in

requirements class.

7.3.3 Error situations

See 7.5.1 for general guidance;

7.4 De¢laration of . conformance classes

7.4.1 eration

iliar with

e data via

OpenAPI

"e n

To supporftgeneric” clients that want to access multiple OGC API Features implementations, and n|

specific A -

Requirement 5
A

/req/core/conformance-op

The server shall support the HTTP GET operation at the path /conformance.
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7.4.2 Response

Requirement 6 /req/core/conformance-success

A

A successful execution of the operation shall be reported as a response with a HTTP status

code 200.

The content of that response shall be based upon the OpenAPI 3.0 schema confClasses.yaml

and list all OGC API conformance classes that the server conforms to.

Schema for the list of conformance classes (confClasses.yaml):

type:

object

required:

- C

nformsTo

prope]
con

£

if

EXAMPLE

This ¢
Geo]S

{

"o

ties:
formsTo:

oe: array
ems :

type: string

Conformance declaration response document

xample response in JSON is for a server that supports OpenAPI 3.0 for the API definition and
DN as encodings for features.

nformsTo": [
http://www.opengis.net/spec/ogcapi-features-1/1.0/gonf/core",
http://www.opengis.net/spec/ogcapi-features-1/1.Q7cenf/oas30",
http://www.opengis.net/spec/ogcapi-features-1/130//conf/html",
http://www.opengis.net/spec/ogcapi-features-1¢JI%0/conf/geojson”

7.4.3 Error situations

See 7.5.1 for general guidance.

7.5 HT[P1.1

Requirement 7 /req/core/http

A The servef shall conform to HTTP 1.1.

B If the seryer supports HTTPS, the server shall also conform to HTTP over TLS.
NOTE 1 This includes the correct use of status codes, headers, etc.

HTML and

Recommé¢ndation.3 /rec/core/head

A The server should support the HTTP 1.1 method HEAD for all resources that support the
method GET.

NOTE 2

NOTE 3

supporting the method HEAD 1 addition to GE T ¢can be userul1or clients and 1s simple to implement.

Servers implementing CORS will implement the method OPTIONS, too.

7.5.1 HTTP status codes

This API standard does not impose any restrictions on which features of the HTTP and HTTPS protocols can

be used. A

PI clients have to be prepared to handle any legal HTTP or HTTPS status code.

The “Status Codes” listed in Table 3 are of particular relevance to implementors of this document. Status
codes 200, 400 and 404 are called out in API requirements. Therefore, support for these status codes is
mandatory for all compliant implementations. The remainder of the status codes in Table 3 are not
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mandatory, but are important for the implementation of a well-functioning API. Support for these status
codes is strongly encouraged for both client and server implementations.

Table 3 — Typical HTTP status codes

Status code Description

200 A successful request.

An entity tag was provided in the request and the resource has not been changed since the previ-
304 ous request.

The server cannot or will not process the request due to an apparent client error. For example, a
400 query parameter had an incorrect value.

e Tequest TequiTeS USer autientication. T e Tespornse inctudes a W W W=Atthenticatetheader
401 field containing a challenge applicable to the requested resource.

The server understood the request, but is refusing to fulfil it. While status code401 indicates

missing or bad authentication, status code 403 indicates that authentication is hot the issue, but
403 the client is not authorized to perform the requested operation on the resqurce.

The requested resource does not exist on the server. For example, a path parameter had an incor-
404 rect value.

The request method is not supported. For example, a POST requestwas submitted, but the re-
405 source only supports GET requests.

Content negotiation failed. For example, the Accept header stibmitted in the request did not sup-
406 port any of the media types supported by the server for the requested resource.
500 An internal error occurred in the server.
More spe¢ific guidance is provided for each resource, where applicable.
Permissipn 2 /per/core/additional-status-codes
A Servers may support other capabilities of the HTTP protocol and, therefore, may refurn other

status codes than those listed in@able 3.

The API Description Document describes the HFTP status codes generated by that API. This|is not an
exhaustivle list of all possible status codes. Itd$not reasonable to expect an API designer to contrpl the use
of HTTP dtatus codes which are not generated by their software. Therefore, it is recommended thpt the API
Descriptipn Document limit itself to describing HTTP status codes relevant to the proper operatfion of the
API appli¢ation logic. Client implementations have to be prepared to receive HTTP status codes in addition

to those described in the API Description Document.

7.6 Unknown or invalid’query parameters
Requirenpent 8 /req/core/query-param-unknown
A The server shall respond with a response with the status code 400, if the request U]

If a serve

a query parameter that is not specified in the API definition.

Rl includes

r wants to support vendor-specific parameters, these have to be explicitly declared ipn the API
definitior]. r

If OpenAPI is used to represent the API definition, a capability exists to allow additional parameters without
explicitly declaring them. That is, parameters that have not been explicitly specified in the API definition for
the operation will be ignored.

OpenAPI schema for additional "free-form" query parameters:

in: query
name: vendorSpecificParameters

schema:

type: object
additionalProperties: true
style: form
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Note that the name of the parameter does not matter as the actual query parameters are the names of the

object properties. For example, if the value of vendorSpecificParameters is this object:

{
"my first parameter": "some value",
"my other parameter": 42

}

In the request URI this would be expressed as:
&my_first_parameter=some%?20value&my_other_parameter=42.

Requirement 9 /req/core/query-param-invalid

A The server shall respond with a response with the status code 400, if the request URI includes

a query parameter that has an invalid value.

This is a|general rule that applies to all parameters, whether they are specified in this-docunpent or in

additional parts. A value is invalid if it violates the API definition or any other constraint for'that j
stated in f requirement.

7.7 Wep caching

Entity tags are a mechanism for web cache validation and for supportingcconditional requests
network ffraffic. Entity tags are specified by RFC 7232 (HTTP 1.1).[14]

Recommeé¢ndation 4 /rec/core/etag
A The service should support entity tags and théassociated headers as specified by
7.8 Support for cross-origin requests

Access to|data from an HTML page is by default prohibited for security reasons, if the data is |
another Host than the webpage ("same-origin policy”). A typical example is a web-application
feature dqta from multiple distributed datasets.

Recommé¢ndation 5 /rec/core/cross-origin

A If the server is inténdéd to be accessed from the browser, cross-origin requests
supported. Note that support can also be added in a proxy layer on top of the ser}

Two cominon mechanisms to suppaort cross-origin requests are:
— Crosgd-origin resource shating (CORS); and

— JSONP (JSON with padding).

7.9 Eng¢odings

While OGC APLsFeatures does not specify any mandatory encoding, support for the following en
recommepdéd. See Clause 6 for a discussion.

arameter

to reduce

HTTP/1.1.

pcated on
accessing

should be
er.

codings is

Recommendation 6 /rec/core/html

A To support browsing the dataset and its features with a web browser and

to enable

search engines to crawl and index the dataset, implementations should consider sup-

porting an HTML encoding.

Recommendation 7 /rec/core/geojson

A If the feature data can be represented for the intended use in GeoJSON, implementations
should consider supporting GeoJSON as an encoding for features and feature collections.
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Requirement /req/core/http implies that the encoding of a server response is determined using content
negotiation as specified by the HTTP RFC.

The section Media Types includes guidance on media types for encodings that are specified in this document.

Note that any server that supports multiple encodings will have to support a mechanism to mint encoding-
specific URIs for resources in order to express links, for example, to alternate representations of the same
resource. This document does not mandate any particular approach as to how this is supported.

As clients simply need to dereference the URI of the link, the implementation details and the mechanism
how the encoding is included in the URI of the link are not important. Developers interested in the approach
of a particular implementation, for example, to manipulate ("hack") URIs in the browser address bar, can
study the API definition.

NOTE Two common approaches are:

— an adglitional path for each encoding of each resource (this can be expressed, for example, using fornjat specific
suffixps like ".html");

— anaddlitional query parameter (for example, "accept” or "f") that overrides the Accept header of the HTTP request.

7.10 String internationalization

If the serper supports representing resources in multiple languages, thé.usual HTTP content n¢gotiation
mechanisims apply. The client states its language preferences in the AcCept-Language header of a request and
the servey responds with responses that have linguistic text in the Janguage that best matches the requested
language§ and the capabilities of the server.

Recommeé¢ndation 8 /rec/core/string-i18n

A For encodings that support string intérnationalization, the server should include infformation
about the language for each stringivalue that includes linguistic text.

EXAMPLE IfJSON-LD is used as an encoding, the built-in capabilities to annotate a string with its language can

be used.

The link pbject based on RFC 8288 (Web Lifiking) includes a hreflang attribute that can be used to state
the langupge of the referenced resource. This can be used to include links to the same data in, foi} example,
English of French. Just like with multiple.encodings, a server that wants to use language-specific|links will
have to sfipport a mechanism to mintlanguage-specific URIs for resources in order to express links to, for
example, [the same resource in another language. Again, this document does not mandate any particular
approach|as to how such a capability is supported.

7.11 Cogrdinate referénce systems

As discugsed in Chapter 9 of the W3C/OGC Spatial Data on the Web Best Practices document,[Z] how to
express and sharg the location of features in a consistent way is one of the most fundamental aspects of
publishing geogtaphic data and it is important to be clear about the CRS that coordinates are in.

For the r¢aSens discussed in the Best Practices, OGC API - Features uses WGS 84 longitude and latitude as
the default€RSforspatiat geometries:

Requirement 10 /req/core/crs84

A Unless the client explicitly requests a different coordinate reference system, all spatial
geometries shall be in the coordinate reference system http://www.opengis.net/def/crs/
0GC/1.3/CRS84 (WGS 84 longitude/latitude) for geometries without height information
and http://www.opengis.net/def/crs/OGC/0/CRS84h (WGS 84 longitude/latitude plus
ellipsoidal height) for geometries with height information.

Implementations compliant with the Core requirements class are not required to support publishing feature
geometries in CRS other than http://www.opengis.net/def/crs/0GC/1.3/CRS84 (for coordinates without
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height) or http://www.opengis.net/def/crs/0GC/0/CRS84h (for coordinates with ellipsoidal height); i.e. the
(optional) third coordinate number is always the ellipsoidal height.

The Core requirements class also does not specify a capability to request feature geometries in a different
CRS. Such a capability will be specified in another part of the OGC API - Features.

The same principles apply for temporal geometries, which are measured relative to a temporal CRS. OGC API
- Features uses the Gregorian calendar and all dates or timestamps discussed in this document are in the
Gregorian calendar and conform to RFC 3339.

Recommendation 9 /rec/core/rfc3339
A RFC 3339 should also be used for feature properties that are temporal instants or inter-
TS v oto ~e-propertiesmayberepresentediranothe ermat or in

-'l d

other temporal coordinate reference systems, too.
7.12 Link headers
Recommé¢ndation 10  /rec/core/link-header

A Links included in payload of responses should also be included.as’Link headers infthe HTTP
response according to RFC 8288, Clause 3.

This recommendation does not apply if there are a large number of links included in 4 response
or a link is not known when the HTTP headers of the response are created.

7.13 Fedture collections

7.13.1 Operation

Requirenmpent 11 /req/core/fc-md-op
A The server shall support the HTFP'GET operation at the path /collections.

7.13.2 Response

Requirement 12 /req/core/fc-md-sticeess

A A successful execution of the operation shall be reported as a response with a HT[TP status
code 200.

B The content of that response shall be based upon the OpenAPI 3.0 schema collectjons.yaml.

Schema fgr the collections resSeurce (collections.yaml):

type: |object
requifted:
- 1links
- cpllections
propefties:
links:
type: Narray
ifems:
Sref:

_http://schemas.opengis.net/ogcapi/features/partl/1.0/openapi/schemas/link.yaml
collections:
type: array
items:
Sref:

_http://schemas.opengis.net/ogcapi/features/partl/1.0/openapi/schemas/collection.yaml
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Requirement 13

A

B

Recommendation 11
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/req/core/fc-md-links
A 200-response shall include the following links in the links property of the

— alink to this response document (relation: self);

response:

— a link to the response document in every other media type supported by the

server (relation: alternate).
All links shall include the rel and type link parameters.

/rec/core/fc-md-descriptions

A

Recomm

A

Requiren

A

Permissi

A

This docy

bndation 12

nent 14

pn 3

ment/does not specify mechanisms for how clients can best access all collections fro

with man|

Collections. Such mechanisms can be specified in additional parts of OGC API - Feature

If external schemas or descriptions for the dataset exist that provide dn
about the structure or semantics of the data, a 200-response should inglhid
each of those resources in the links property of the response (relatioh:des

The type link parameter should be provided for each link. ThiS/applies to
that describe the whole dataset.

For resources that describe the contents of a feature gellection, the links
set in the links property of the appropriate object in‘the’ collections resour

Examples for descriptions are: XML Schema, Schefatron, JSON Schema, RD
OWL, SHACL, a feature catalogue.

/rec/core/fc-md-licence

For each feature collection included imthe response, the links property of the
should include a link to the applicable license (relation: license).

Alternatively, if all data sharedivia the APl is available under the same licens
may instead be added to thetop-level links property of the response.

Multiple links to the license in different media types may be provided. At1
to media type text/html or text/plain should be provided.

/req/core/fc-md-items

For each feature collection provided by the server, an item shall be provi
property collections.

/per/core/fc-md-items

To support servers with many collections, servers may limit the number d
the property collections.

formation
le links to
cribedby).
resources
should be

ce.

[F Schema,

collection

e, thelink

past a link

led in the

f items in

N servers

5. Options

include support for paging aud/u1 fitter TITg:

Recommendation 13

A

NOTE

/rec/core/fc-md-self-links

For each feature collection included in the response, the links property of the
should include a link to the URI of the feature collection (relation: self).

collection

Including the self link in each collection is strongly recommended. It is an oversight that no requirement has been
included in the original release of the standard. To avoid a breaking change, this statement is only a recommendation in this
document version. Note that the URI can be inferred by clients using the member id of the feature collection, if it is missing, but
parsing URIs is not a good practice.
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Requirement 15 /req/core/fc-md-items-links

A

For each feature collection included in the response, the links property of the col-
lection shall include an item for each supported encoding with a link to the features

resource (relation: items).

B All links shall include the rel and type properties.

Requirement 16 /req/core/fc-md-extent

A For each feature collection, the extent property, if provided, shall provide bounding
boxes that include all spatial geometries and time intervals that include all temporal
seometries-trthiseoleetion—The-tempe ratextentmay-tser attreste-tdicate an
open time interval.

B If a feature has multiple properties with spatial or temporal informatiof, it is the

decision of the server whether only a single spatial or temporal geometry
is used to determine the extent or all relevant geometries.

The memper spatial only needs to be provided in the extent object if features in the feature

have spa
example,
the spatig

The spat
(interval

The first
subseque
data. Clie

fial properties. The same applies to temporal and features with temporal prope

] member.

al and temporal extents support multiple bounding boxes (bbox array) and time
hrray).

bounding box/time interval describes the overallVspatial/temporal extent of the
ht bounding boxes and time intervals describe niore precise extents, e.g. to identify ¢
nts only interested in the overall extent will only~access the first item in each array.

property

collection
I'ties. For

a feature collection where features have a spatial, but no tempéral property will only provide

intervals

data. All
lusters of

The bbox|and interval properties will typically be derived automatically from the feature data and be the

exact minfimal bounding box/time interval containing the features in the collection (or cluster).

Requirement 17

A

/req/core/fc-md-extent-multi

If the extent property includes a member spatial, each feature in the colleqtion shall
be inside the&xtent described by the first bounding box in the bbox array.

If the extent property includes a member spatial and the bbox array has more than
one iteny, each feature in the collection shall be inside the extent described by one of
the other bounding boxes in the bbox array.

If'the extent property includes a member temporal, each feature in the colle¢tion shall
be inside the extent described by the first time interval in the interval arrgy.

If the extent property includes a member temporal and the interval array|has more
than one item, each feature in the collection shall be inside the extent dedcribed by

oneofthe othertime intervalsin the interval array

Recommendation 14

A

/req/core/fc-md-extent-single

While the spatial and temporal extents support multiple bounding boxes (bbox array)
and time intervals (interval array) for advanced use cases, implementations should
provide only a single bounding box or time interval unless the use of multiple values is
important for the use of the dataset and agents using the APl are known to be support
multiple bounding boxes or time intervals.

Requirement "/req/core/fc-md-extent-multi” and recommendation "/rec/core/fc-md-extent-single" reflect
that most clients will only be interested in a single extent, for example, to set the map view or a time slider.
They will only have to look at the first item in each array.

© IS0 2025 - All rights reserved
19


https://standardsiso.com/api/?name=4b034c5068d844cc7e05acdf9e2f653a

ISO 19168-1:2025(en)

At the same time, for some data and for some use cases, a more fine-grained description of the extent will
be useful. In that case, the first bounding box/time interval is a union of all the other bounding boxes/
time intervals. Clients can then choose whether they want to use the simpler or the more detailed extent
information.

EXAMPLE

Spatial extent with multiple bounding boxes

The following extent can describe feature data in the United States of America (excluding Territories). The first
bounding box of the four bounding boxes is the union of the three other bounding boxes representing the 48
contiguous states, Alaska and Hawaii respectively - from the west-bound longitude of Alaska to the east-bound
longitude of the 48 contiguous states.

Note that the overall bounding box as well as the bounding box of Alaska crosses the anti-meridian.

{

w

}

spatial”: {

bbox”: [
[172.461667, 18.910361, -66.9513812, 71.365162],
[-124.7844079, 24.7433195, -66.9513812, 49.3457868],
[172.461667, 51.214183, -129.979511, 71.365162],
[-178.334698, 18.910361, -154.806773, 28.402123]

As can bg seen in the example, there can be multiple ways to construct-the overall bounding bo
component bounding boxes since longitudes are cyclic (that is, -1802 is equal to 180°). Anothef union of

the comp
18.91036

bound lor

|, -129.979511, 71.365162], from the west-bound longitude of the 48 contiguous states t

as was done in the example.

Permissign 4 /per/core/fc-md-extent-extensions

A

The Core requirements class onily specifies requirements for spatial and tempor
However, the extent objectmay be extended with additional members to repre
extents, for example, theymal or pressure ranges.

The Core requirements.elass only supports spatial extents in WGS 84 longitude/la

Extension to the\Core requirements class may add additional reference systems
tent object.

Schema fgr a feature collection:

type:
requij
-1
-1
prope]
id:
dq
£)

object
Fed:

nks
Fties:

bscpiption: identifier of the collection used, for example, in URIs
pe:\string

tit

k from its

pnent bounding boxes for the 48 contiguous states, Alaskaand Hawaii would be [-124{7844079,

the east-

gitude of Alaska. The typical approach in such cases.is-to select the option with the smallest area,

hl extents.
ent other

kitude and

temporal extents inithe Gregorian calendar (these are the only enum values in extlent.yaml).

to the ex-

SX

description: human readable title of the collection
type: string
description:
description: a description of the features in the collection
type: string
links:
type: array
items:

$Sref: http://schemas.opengis.net/ogcapi/features/partl/1.0/openapi/schemas/11i

extent:
description: >-

The extent of the features in the collection. In the Core only spatial and te
extents are specified. Extensions can add additional members to represent oth
extents, for example, thermal or pressure ranges.
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type: object
properties:
spatial:
description: >-
The spatial extent of the features in the collection.
type: object
properties:
bbox:
description: >-
One or more bounding boxes that describe the spatial extent of the dataset.
In the Core only a single bounding box is supported. Extensions can support
additional areas. If multiple areas are provided, the union of the bounding
boxes describes the spatial extent.
type: array
minltems: 1
items:
description: >-
Each bounding box is provided as four or six numbers, depending\én
whether the coordinate reference system includes a vertical axis
(height or depth):

Lower left corner, coordinate axis 1

Lower left corner, coordinate axis 2
Minimum value, coordinate axis 3 (optional)
Upper right corner, coordinate axis 1
Upper right corner, coordinate axis 2
Maximum value, coordinate axis 3 (optional)

* ok X % ok X

If the value consists of four numbers, thewoordinate reference sysftem is
WGS 84 longitude/latitude (http://www.opangis.net/def/crs/0GC/1.3/JrRS84)
unless a different coordinate reference¥{system is specified in ‘“crg|

If the value consists of six number$,” the coordinate reference systlem is
WGS 84
longitude/latitude/ellipsoidal height (http://www.opengis.net/def/drs/
OGC/0/CR$84h)
unless a different coordinaf€) reference system is specified in ‘crg

For WGS 84 longitude/latftude the values are in most cases the sequence of
minimum longitude, migdmtm latitude, maximum longitude and maximum

latitude
However, in cases(whe€re the box spans the antimeridian the first value
(west-most box edg®) is larger than the third value (east-most box |edge) .
If the vertical axis is included, the third and the sixth number are
the bottomyand the top of the 3-dimensional bounding box.
If a featdre has multiple spatial geometry properties, it is the dgcision
of the

serv€r whether only a single spatial geometry property is used to determine

the Jextent or all relevant geometries.
type: array
enieOf:
# minItems:

maxItems:
- minItems:

maxItems:
TTems .

type: number
example:

- =180

- =90

- 180

- 90

o) O) >

crs:
description: >-

Coordinate reference system of the coordinates in the spatial extent
(property ‘“bbox'). The default reference system is WGS 84 longitude/latitude.
In the Core the only other supported coordinate reference system is
WGS 84 longitude/latitude/ellipsoidal height for coordinates with height.
Extensions can support additional coordinate reference systems and add
additional enum values.
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type: string

enum:
- 'http://www.opengis.net/def/crs/0OGC/1.3/CRS84"
- 'http://www.opengis.net/def/crs/0OGC/0/CRS84h"

default: 'http://www.opengis.net/def/crs/0OGC/1.3/CRS84"'
temporal:

description: >-
The temporal extent of the features in the collection.
type: object
properties:
interval:
description: >-

One or more time intervals that describe the temporal extent of the dataset.
The value "null® is supported and indicates an unbounded interval end.
In the Core only a single time interval is supported. Extensions can support
multiple intervals. If multiple intervals are provided, the union of |the
intervals describes the temporal extent.
type: array
minItems: 1
items:
description: >-

Begin and end times of the time interval. The timestampsi.are in theg
temporal coordinate reference system specified in “t#g\. By defauldy
this is the Gregorian calendar.
type: array
minItems: 2
maxItems: 2
items:
type: string
format: date-time
nullable: true
example:
- '2011-11-11T12:22:112"
- null

trs:
description: >-
Coordinate reference system ofi/the coordinates in the temporal extendy
(property “interval’). The default reference system is the Gregorian
calendar
In the Core this is the,pnly supported temporal coordinate reference |[system.

Extensions can support(additional temporal coordinate reference systegms and
add

additional enum valu€s.
type: string
enum:

- 'http://www.popengis.net/def/uom/IS0-8601/0/Gregorian'
default: 'htep://www.opengis.net/def/uom/ISO-8601/0/Gregorian’
itepType:

d¢scription: inditator about the type of the items in the collection (the defau
is 'featyre').
type: string
d¢fault: feature
crs
d¢scripthon:
type: axrray
ifemsSy
tyPe: string
detault:
- http://www.opengis.net/def/crs/0OGC/1.3/CRS84

1t value

the list of coordinate reference systems supported by the service

NOTE1 The itemType property is optional with a default value "feature" to be compatible with implementations
that existed before the property was introduced. It is recommended that all implementations explicitly state

the itemType in the collection object. Other standards that specify other types of data items have to require that
the itemType is included so there is no ambiguity.

NOTE 2  The CRS property of the collection object is not used by this requirements class, but reserved for future use.

EXAMPLE Feature collections response document.

This feature collections example response in JSON is for a dataset with a single collection "buildings". It includes
links to the features resource in all formats that are supported by the service (link relation type: "items").
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There is a link to the feature collections response itself (link relation type: "self"). Representations of this

resource in other formats are referenced using link relation type "alternate".

An additional link is to a GML application schema for the dataset, using link relation type "describedby".

A bulk download of all the features in the dataset is referenced using link relation type "enclosure".

Finally there are also links to the licence information for the building data (using link relation type "licence").

Reference system information is not provided as the service provides geometries only in the default systems

(spatial: WGS 84 longitude/latitude; temporal: Gregorian calendar).
{

"links": [

"1llJ_Cf". "1llttl-/. \lata.c alllt}lC.UL\j LUllC\,tJ‘_Ull .JD\JJI",

"rel": "self", "type": "application/json", "title": "this document" },

"href": "http://data.example.org/collections.html",

"rel": "alternate", "type": "text/html", "title": "this document as HTIMLY },

"href": "http://schemas.example.org/1.0/buildings.xsd",

"rel": "describedby", "type": "application/xml", "title": "GML application slchema
for Acme|Corporation building data" },

"href": "http://download.example.org/buildings.gpkg",

"rel": "enclosure", "type": "application/geopackage+sglite3" N\ "title": "Bulk

download| (GeoPackage)", "length": 472546 }
1,

"cpllections": [

"id": "buildings",

"title": "Buildings",
"description": "Buildings in the city of Bonn."
"extent": {
"spatial": {
"bbox": [ [ 7.01, 50.63, 7.22, 50.78 14
by
"temporal": {
"interval”™: [ [ "2010-02-15T12:34,:567Z", null ] ]
}
by
"itemType": "feature",
"links": [
{ "href": "http://data.example.org/collections/buildings",
"rel": "self", "title" A 'This collection" 1},
{ "href": "http://data.example.org/collections/buildings/items",
"rel": "items", "t%pe": "application/geo+json",
"title": "Buildings" 1},
{ "href": "https:%/Jcreativecommons.org/publicdomain/zero/1.0/",
"rel": "licensg", "type": "text/html",
"title": "QJCO-1.0" },
{ "href": "https://creativecommons.org/publicdomain/zero/1.0/rdf",
"rel": {"hiCense", "type": "application/rdf+xml",
"titlérY"CcCcO0-1.0" }

7.13.3 Error situations

See 7.5.1 for general guidance.
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7.14 Feature collection

7.14.1 Operation

Requirement 18 /req/core/sfc-md-op

A
B

The server shall support the HTTP GET operation at the path /collections/{collec

tionld}.

The parameter collectionld is each id property in the feature collections response (JSONPath:

$.collections[*].id).

7.14.2 Response

Requirement 19 /req/core/sfc-md-success

A A successful execution of the operation shall be reported as a response with aaHFPTP status
code 200.

B The content of that response shall be consistent with the content for this.feature cqllection
in the /collections response. That is, the values for id, title, descriptign,‘€xtent and |tem-
Type shall be identical and links shall include all links included for.this feature collgction in
the /collections response.

NOTE This requirement implies that the content of that response is based upon the OpenAPI 3.0 schema coll¢ction.yaml

and that tHe response can include additional properties or additional links. Note that the-property CRS is not inclu

requireme

Recomme¢ndation 15 /req/core/sfc-md-links

A

B

NOTE
requireme
recommen

7.14.3 E
See 7.5.1 {

If the par
Table 3).

7.15 Fead

1t A since the property is specified by ISO 19168-2.

A 200-response should include the following links in the links property of the r

— alink to this response documeltit(relation: self),

— alink to the response dogument in every other media type supported by
(relation: alternate).

All links should include thetel and type link parameters.

Including the self and alternates links _in,'each collection is strongly recommended. It is an oversig
it has been included in the original nyelease of the standard. To avoid a breaking change, this statemej
Hation in this document version.

[ror situations
or general guidance.

hmeter collectionld does not exist on the server, the status code of the response will be

tures

7.15.1 O|perati0n

Hed in sub-

psponse:

Lhe server

ht that no
it is only a

404 (see

Requirement 20 /req/core/fc-op

A

For every feature collection identified in the feature collections response (path /collections),
the server shall supportthe HTTP GET operation at the path /collections/{collectionld}/items.

The parameter collectionld is each id property in the feature collections response (JSON-

Path: $.collections[*].id).
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7.15.2 Parameter limit

Requirement 21 /req/core/fc-limit-definition

A The operation shall support a parameter limit with the following characteristics (using
an OpenAPI Specification 3.0 fragment):

name: limit

in: query
required: false
schema

type: integer

minimum: 1

maximum: 10000

default: 10
style: form

explode: false

Permissipn 5 /per/core/fc-limit-default-minimum-maximum

A The values for minimum, maximum and default in’requirement /req/core/fc-lim-
it-definition are only examples and may be chahged.

Requirement 22 /req/core/fc-limit-response-1

A The response shall not contain more features than specified by the option-
al limit parameter.

B If the API definition specifies aimaximum value for limit parameter, the regponse
shall not contain more features than this maximum value.

C If the value of the limit parameter is larger than the maximum value, this shall not
resultin an error (instead use the maximum as the parameter value).

D Only items arecounted that are on the first level of the collection. Any nested ob-
jects containédwithin the explicitly requested items shall not be counted.

See 7.15.7/for more discussion about the limit parameter.

Permissigpn 6 /perjcore/fc-limit-response-2

A The server may return less features than requested (but not more).

A template for the definition of the parameter in YAML according to OpenAPI 3.0 is available at linjit.yaml.
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7.15.3 Parameter bbox

Requirement 23
A

/req/core/fc-bbox-definition

The operation shall support a parameter bbox with the following characteristics (using an

OpenAPI Specification 3.0 fragment):
name: bbox
in: query
required: false
schema:
type: array
oneOf:

=TT tEmST
maxItems:

- minItems:

o o) B

maxItems:
items:

type: number
style: form

explode: false

The bounding box shall be provided as four or six numbers, depending on whethe
dinate reference system includes a vertical axis (héiglit or depth):

— Lower left corner, coordinate axis 1

— Lower left corner, coordinate axis 2

— Minimum value, coordinate axis.3-(@ptional)
— Upper right corner, coordinaté&axis 1

— Upper right corner, coordinate axis 2

— Maximum value, coerdinate axis 3 (optional)

If the bounding boxcamnsists of four numbers, the coordinate reference system of

" the coor-

the val-
Hef/crs/

ues shall be interpreted as WGS 84 longitude/latitude (http://www.opengis.net/|

0GC/1.3/CRS84)unless a different coordinate reference system is specified in a parame-

ter bbox-crs(

If the bounding box consists of six numbers, the coordinate reference system of t

he values

shall be interpreted as WGS 84 longitude/latitude/ellipsoidal height (http://wwwW.opengis

.netydef/crs/0GC/0/CRS84h) unless a different coordinate reference system is sp
a-parameter bbox-crs.

NOTE ISO 19168-2,adds support for other coordinate reference systems that can be used in the bbox
through a [parametérbbox-crs] (http://www.opengis.net/doc/IS/ogcapi-features-2/1.0# parameter bbox

Requirempent.24 /req/core/fc-bbox-response
A | Only features that have a spatial geometry that intersects the bounding box shall

ecified in

parameter
crs).

of the result set, if the bbox parameter is provided.

be part

If a feature has multiple spatial geometry properties, it is the decision of the server wheth-
er only a single spatial geometry property is used to determine the extent or all relevant

geometries.

The bbox parameter shall match all features in the collection that are not also associated

with a spatial geometry.

The coordinate values shall be within the extent specified for the coordinate reference

system.

"Intersects" means that the rectangular area specified in the parameter bbox includes a coordinate that is
part of the (spatial) geometry of the feature. This includes the boundaries of the geometries (e.g. for curves
the start and end position and for surfaces the outer and inner rings).

© IS0 2025 - All rights reserved
26


http://www.opengis.net/def/crs/OGC/1.3/CRS84
http://www.opengis.net/def/crs/OGC/1.3/CRS84
http://www.opengis.net/def/crs/OGC/0/CRS84h
http://www.opengis.net/def/crs/OGC/0/CRS84h
http://www.opengis.net/doc/IS/ogcapi-features-2/1.0#_parameter_bbox_crs
https://standardsiso.com/api/?name=4b034c5068d844cc7e05acdf9e2f653a

ISO 19168-1:2025(en)

In case of a degenerated bounding box, the resulting geometry is used. For example, if the lower left corner is
the same as the upper right corner, all features match where the geometry intersects with this point.

This standard does not specify requirements for the parameter bbox-crs, which adds support for other CRS
that can be used in the bbox parameter. See ISO 19168-2 for the specification of the [parameter bbox-crs]
(http://www.opengis.net/doc/1S/ogcapi-features-2/1.0# parameter bbox crs).

For WGS 84 longitude/latitude the bounding box is in most cases the sequence of minimum longitude,
minimum latitude, maximum longitude and maximum latitude. However, in cases where the box spans the
anti-meridian the first value (west-most box edge) is larger than the third value (east-most box edge).

brver will

bx.yaml.

Lics (using

mation in
ded.

her only a
roperties.

EXAMPLE The bounding box of the New Zealand Exclusive Economic Zone
The bpunding box of the NeEw Zealand EXCIUSIVE Economic Zone in WGS 84 (from 160.6°E t0 170°W and from
55.95{S to 25.89°S) would be represented in JSON as [ 160.6, -55.95, -170, -25.89 ] and in a query as‘bhox=160.6,-
55.95}170,-25.89.
Note thatfaccording to the requirement to return an error for an invalid parameter value, the s
return an|error if a latitude value of 160.0 is used.
If the vertlical axis is included, the third and the sixth number are the bottom and thetop of the 3-difnensional
bounding|box.
A template for the definition of the parameter in YAML according to OpenAPI3.0 is available at bb
7.15.4 Pprameter datetime
Requirement 25 /req/core/fc-time-definition
A The operation shall support a parameterdatetime with the following characteris
an OpenAPI Specification 3.0 fragment):
name: datetime
in: query
required: false
schema:
type: string
style: form
explode: false
Requirement 25 /req/core/fc-time-response
A Only features that have a temporal geometry that intersects the temporal infor]
the'datetime parameter shall be part of the result set, if the parameter is prov
B If a feature has multiple temporal properties, it is the decision of the server whet
single temporal property is used to determine the extent or all relevant temporal g
C The datetime parameter shall also match all features in the collection that are not asso-

ciated with a temporal geometry.
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D Temporal geometries are either a date-time value or a time interval. The parameter value
shall conform to the following syntax (using ABNF):
interval-closed = date-time "/" date-time
interval-open-start = [".."] "/" date-time
interval-open-end = date-time "/" [".."]
interval = interval-closed / interval-open-start / interval-open-end
datetime = date-time / interval
E The syntax of date-time is specified by RFC 3339, 5.6.
F Openranges In time intervals at the start or end are supported using a double}dot (..) or
an empty string for the start/end.
"Intersec{s" means that the time (instant or interval) specified in the parameter datetime includes a
timestamp that is part of the temporal geometry of the feature (again, a time instant @rvinterval). For time
intervals fhis includes the start and end time.
NOTE The interval notation is taken from ISO 8601-2. ISO 8601-2 distinguishes"bétween bounded start/end
timestampgs (double-dot) and unknown start/end timestamps (empty string). For querijes, an unknown start/end has

the same ¢ffect as an unbounded start/end.

EXAMPLE

1 Adate-time

Februpry 12,2018, 23:20:52 UTC:

datetime=2018-02-12T23%3A20%3A52Z

For featul
time valu

For featu

e would match all features where the temporal\property is identical.

'es with a temporal property that is a date or a time interval, a date-time value would

features Where the timestamp is on that day or within the time interval.

EXAMPLE

2 Intervals

Februpry 12,2018, 00:00:00 UTC to March'18, 2018, 12:31:12 UTC:

datetime=2018-02-12T00%3A00%3A00Z%2F2018-03-18T12%3A31%3A12Z

Februpry 12, 2018, 00:00:00 8T C or later:

datetime=2018-02-12T00%3A00%3A00Z%?2F.. or datetime=2018-02-12T00%3A00%3A00Z%2F

March 18, 2018, 12:31+¥2 UTC or earlier:

dateti

For featufes with a temporal property that is a timestamp (like lastUpdate in the building featur

interval

e=..%2F2018-03-18T12%3A31%3A12Z or datetime=%2F2018-03-18T12%3A31%3A12Z

ould match all features where the temporal property is within the interval.

es with a temporal property that is a timestamp(like lastUpdate in the building feature

s), a date-

match all

s), a time

For features with a temporal property that is a date or a time interval, a time interval would match all
features where the values overlap.

A template for the definition of the parameter in YAML according to OpenAPI 3.0 is available at https://
schemas.opengis.net/ogcapi/features/partl/1.0/openapi/parameters/datetime.yaml.
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7.15.5 Parameters for filtering on feature properties

Recommendation 16  /rec/core/fc-filters

A If features in the feature collection include a feature property that has a simple value (for
example, a string or integer) that is expected to be useful for applications using the service
to filter the features of the collection based on this property, a parameter with the name of
the feature property and with the following characteristics (using an OpenAPI Specification
3.0 fragment) should be supported:

in: query
required: false
style: form

explode: false

The schema property should be the same as the definition of the featurepropgrty in the
response schema.

EXAMPLE[l  An additional parameter to filter buildings based on their function.

name: | function
in: qgjery
descrlption: >-
Only return buildings of a particular function.\

Defgult = return all buildings.
requited: false
schema :
typ¢: string
enuif:
—|residential
-|commercial
-|public use
style|l form
explode: false
example: 'function=public+use'

EXAMPLE[2  An additional parameter to filter buildings based on their name.

name: |name
in: qgfery
description: >-

Only return buildings with~a\particular name. Use '*' as a wildcard.\

Defgult = return all builkdings.
requifed: false
schema:
typ¢: string
style| form
explodle: false
example: 'nameskK*"'

For stringsvalued properties, servers could support wildcard searches. The example included in the
OpenARI fragment would search for all buildings with a name that starts with "A."

7.15.6 Combinations of filter parameters

Any combination of bbox, datetime and parameters for filtering on feature properties is allowed. Note that
the requirements on these parameters imply that only features matching all the predicates are in the result
set; i.e. the logical operator between the predicates is "AND."
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Requirement 27

A
B
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/req/core/fc-response

A successful execution of the operation shall be reported as aresponse with a HTTP status code 200.

The response shall only include features selected by the request.

The number of features returned depends on the server and the parameter limit.

— The client can request a limit it is interested in.

— The server likely has a default value for the limit, and a maximum limit.

— Ifthe

— askinfg for 10 will return 0 to 10 (as requested) and if there are more, a next links;

— aski

— askinfg for 50000 will return up to 10000 (server-limited) and if there are’'more, a next link;

— folloy
there

Requiren

A

Recomm

A

Recomm

A

Recomm

A

o without a limit will return 0 to 10 (default) and if there are more, anext link;

nent 28

bndation 17

bndation 18

bndation19

/req/core/fc-links
A 200-response shall include the following links:
— alink to this response document (relation: self),

— a link to the responge) document in every other media type support]
service (relation: alternate).

/rec/core/fc-next-1

A 200-response'should include a link to the next "page" (relation: next), if mor
have beenselected than returned in the response.

/rec/core/fc-next-2

De-referencing a next link should return additional features from the set d
features that have not yet been returned.

/rec/core/fc-next-3

The number of features in a response to a next link should follow the sam

r equal to
ults.

Feq/core/

Ving the next link from the previous response will return up to 10000 additional features and if
are more, a next link.

ed by the

e features

f selected

e rules as

forthe responseto the nrlmna] gquery and aoaln include a next ]Ih]( ifthers

are more

features in the selection that have not yet been returned.

This document does not mandate any specific implementation approach for the next links.

An implementation could use opaque links that are managed by the server. It is up to the server to determine
how long these links can be de-referenced. Clients have to be prepared to receive a 404 response.

Another implementation approach is to use an implementation-specific parameter that specifies
the index within the result set from which the server begins presenting results in the response, like
the startIlndex parameter that was used in WFS 2.0 (and which could be added again in additional parts of
the OGC API Features series).
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The API will return no next link, if it has returned all selected features, and the server knows that. However,
the server can be unaware that it has already returned all selected features. For example, if the request
states limit=10 and the query to the backend datastore returns 10 features, the server will potentially not
know if there are more features or not (in most cases there will be more features), unless the total number
of matches is also computed, which can be too costly. The server will then add the next link, and if there are
no more features, dereferencing the next link will return an empty feature collection and no next link. This
behaviour is consistent with the statements above.

Clients cannot assume that paging is safe against changes to dataset while a client iterates through nextlinks.
If a server provides opaque links these could be safe and maintain the dataset state during the original
request. Using a parameter for the start index, however, will not be safe.

igns to this

Permissipn 7 /per/core/fc-prev

A A response to a next link may include a prev link to the resource thatincluded thg next link.

Providing prev links supports navigating back and forth between pages.But, depending on the
implemerftation approach, it can be too complex to implement.

Requirement 29 /req/core/fc-rel-type
A All links shall include the rel and type link parameéters.
Requirement 30 /req/core/fc-timeStamp

A If a property timeStamp is included in the response, the value shall be set t¢ the time
stamp when the response was generated:

Requirement 31 /req/core/fc-numberMatched

A If a property numberMatched s included in the response, the value shall be identical to
the number of features in thie feature collections that match the selection parameters like
bbox, datetime, or additienal filter parameters.

B A server may omitthis information in a response, if the information about the pumber of
matching features.is not known or difficult to compute.

Requirement 32 /req/core/fc-numberReturned

A If a property numberReturned is included in the response, the value shall be identical to
the aumber of features in the response.

B A(server may omit this information in a response, if the information about the pumber of
features in the response is not known or difficult to compute.

Recommendation 20  /rec/core/fc-extent

A If the response is a partial, paged response (i.e. the number of features in the response is less
than the number of features that match the selection parameters) and the response includes
information about the extent of the response (e.g. the member bbox in a GeoJSON feature
collection), the extent should be the extent of the complete result set, not the extent of the
features in the response/page.

NOTE The representation of the links and the other properties in the payload depends on the encoding of the
feature collection.

EXAMPLE Links
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Ifthe requestis toreturn building features and "10" is the default limit, the links in the response could be as follows
(in this example represented as link headers and using an additional parameter offset to implement next links,
and the optional prev links):

Link: <http://data.example.org/collections/buildings/items.json>;
rel="self"; type="application/geo+json"

Link: <http://data.example.org/collections/buildings/items.html>;
rel="alternate"; type="text/html"

Link: <http://data.example.org/collections/buildings/items.json?offset=10>;
rel="next"; type="application/geo+json"

Following the next link could return:

Link: <http://data.example.org/collections/buildings/items.json?offset=10>;
rel= +H—yre=tarrtieattorioeotsort

Link| <http://data.example.org/collections/buildings/items.html?0ffset=10>;
rel=Talternate"; type="text/html"

Link] <http://data.example.org/collections/buildings/items.json?offset=0>;
rel=Tprev"; type="application/geo+json"

Link| <http://data.example.org/collections/buildings/items.json?o0ffset=20>;
rel=Tnext"; type="application/geo+json"

If an ¢xplicit limit of "50" is used, the links in the response could be:

Link] <http://data.example.org/collections/buildings/items.jsog2l¥mit=50>;
rel=Tself"; type="application/geo+json"

Link| <http://data.example.org/collections/buildings/items.rtml?1imit=50>;
rel=Talternate"; type="text/html"

Link| <http://data.example.org/collections/buildings/itéms". json?limit=50&0ffset=5(
rel=Tnext"; type="application/geo+json"

Vv

Folloying the next link could return:

Link| <http://data.example.org/collections/buildings/items.json?limit=50&0ffset=50p;
rel=Vself"; type="application/geo+json"
Link]| <http://data.example.org/collections/puildings/items.html?limit=50&0ffset=50p;
rel=Talternate"; type="text/html"
Link| <http://data.example.org/collecticons/buildings/items.json?limit=50&0ffset=0>;
rel=Tprev"; type="application/geo+json"
Link] <http://data.example.org/collections/buildings/items.json?limit=50&0ffset=10[0>;
rel=fnext"; type="application/geo+json"

7.15.8 Efror situations

See 7.5.1 for general guidance.
If the path parameter collectiohld does not exist on the server, the status code of the response will be 404.
A 400 wil| be returned-inthe following situations:

— if qudry paraniéter limit is not an integer or not between minimum and maximum;

— if qudry parameter bbox does not have 4 (or 6) numbers or they do not form a bounding box;

— if parameter datetime isnotavalid time stamp ortime interval

7.16 Feature

7.16.1 Operation

Requirement 33 /req/core/f-op

A For every feature in a feature collection (path /collections/{collectionld}), the server
shall support the HTTP GET operation at the path /collections/{collectionld}/items/
{featureld}.
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B The parameter collectionld is each id property in the feature collections response
(JSONPath: $.collections[*].id). featureld is a local identifier of the feature.

NOTE The representation of the featureld in the response payload depends on the feature encoding.

Permission 8 /per/core/f-id

A The Core requirements class only requires that the feature URI is unique. Imple-

mentations may apply stricter rules and, for example, use unique id values per
dataset or collection.

7.16.2 Response

Requiren

A

Requiren

A

B

NOTE

EXAMPLE

The li

Link
rel=
Link
rel=
Link
rel=
Link
rel=

7.16.3 E

See 7.5.1 f
[f the patt

hent 34 /req/core/f-success

A successful execution of the operation shall be reported as a response with a HTTP
status code 200.

nent 34 /req/core/f-links
A 200-response shall include the following links in the\résponse:
— alink to the response document (relation: self);

— alink to the response document in every other media type supported by the
service (relation: alternate), and

— alink to the feature collection that\¢contains this feature (relation: coll¢ction).
All links shall include the rel and,type link parameters.
The representation of the links in the payloadwill depend on the encoding of the feature.
12 Links
hks in a feature could be (in this examplé represented as link headers):

<http://data.example.org/ceollections/buildings/items/123.json>;
self"; type="applicatiofjgeo+json”
<http://data.example.\or¥g/collections/buildings/items/123.html>;
alternate"; type="text/html"
<http://data.examplé.org/collections/buildings.json>;
collection"; tygesTapplication/Jjson"

<http://data example.org/collections/buildings.html>;
collection";{ fype="text/html"

'ror situations

or genéral guidance.

wAararantar ~allact T d A tlhn ot oo b Fat T d Ao o Aot At cara tha ci t d
€ atus coade

a
PoTroCtCT CoOTC TTroTTOr OT CrC poatiT pOoT altiictCT T tuT ©Tor TOT CXTSTC UTT CIIC-JCT VT, CIrc—5tC

of the response will be 404.

8 Requirements classes for encodings

8.1 Overview

This clause specifies four pre-defined requirements classes for encodings to be used by an OGC API - Features
implementation. These encodings are commonly used encodings for spatial data on the Web:

HTML
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— GeoJSON
— Geography Markup Language (GML), Simple Features Profile, Level 0
— Geography Markup Language (GML), Simple Features Profile, Level 2

None of these encodings are mandatory and an implementation of the Core requirements class can also
implement none of them but implement another encoding instead.

The Core requirements class includes recommendations to support HTML and GeoJSON as encodings, where
practical. Clause 6 includes a discussion about recommended encodings.

8.2 Requirements class "HTML"

Geographlic information that is only accessible in formats like GeoJSON or GML has two issues:

— The data is not discoverable using the most common mechanism for discovering infortation, that is the
search engines of the Web.

— The data cannot be viewed directly in a browser. Additional tools are requiredto'view the datp.

Thereforq, sharing data on the Web will benefit from also publishing the data in HTML. To|maintain
consistenpy with the Web, it is important to execute this in a manner thatiallows both users apd search
engines t¢ access all data (this is discussed in detail in Reference [7]). This’™document therefore recommends
supportirlg HTML as an encoding.

Requirerments class

http://www.opengis.net/spec/ogcapi-features-1/1.0/req/html

Target type Web API

Dependerfcy Requirements class "Core"

Dependerjcy HTML5

Dependerfcy schema.org

Requirement 36 /req/html/definition

A Every200-response of an operation of the server shall support the media fype text/
htnal.

Requirement 37 /req/html/content

A Every 200-response of the server with the media type text/html SHALL He a HTML

5 document that includes the following information in the HTML body:

— all information identified in the schemas of the Response Object in the HTML
<bhody>_and

— alllinks in HTML <a> elements in the HTML <body>.
Recommendation 21 /rec/html/schema-org

A A 200-response with the media type text/html should include schema.org annotations.

8.3 Requirements class "GeoJ]SON"

GeoJSON is a commonly used format that is simple to understand and well supported by tools and software
libraries. Since most Web developers are comfortable with using a JSON-based format, supporting GeoJSON
is recommended, if the feature data can be represented in GeoJSON for the intended use.
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Requirements class

http://www.opengis.net/spec/ogcapi-features-1/1.0/req/geojson

Target type Web API
Dependency Requirements class "Core"
Dependency GeoJSON

Requirement 38 /req/geojson/definition

A

200-responses of the server shall support the following media types:

Requiren

A

Template
at feature

any appli
EXAMPLE

In the

— application/geo+json for resources that include feature content, and
— application/json for all other resources.

nent 39 /req/geojson/content

Every 200-response with the media type application/geo+json shall be:
— a GeoJSON FeatureCollection Object for features, and

— a GeoJSON Feature Object for a single features

The id member of the Geo]SON feature object‘that is the response to a GET re
Feature resource shall be the same as the featureld path parameter in the req

The links specified in the requirements./¥eq/core/fc-links and /req/core/f-lin}
added in an extension property (foreigh member) with the name links.

The schema of all responses with'the media type application/json shall conforr
JSON Schema specified for theresource in the Core requirements class.

b for the definition of the schemas:for'the GeoJSON responses in OpenAPI definitions are
CollectionGeo]SON.yaml and fedtureGeo]SON.yaml. These are generic schemas that do n|
ation schema information ahout specific feature types or their properties.

1 A GeoJSON FeatureCollection Object response

example below, only the'first and tenth feature is shown. Coordinates are not shown.

(quest to a
liest.

ks shall be

h with the

available
pt include

"type" : "Featidx€Collection",
"links"™ : [\
href" (\"http://data.example.com/collections/buildings/items?f=json",
rel" " "self",
tyge¥ "t "application/geo+json",
witle" : "this document"
b K
"href" : "http://data.example.com/collections/buildings/items?f=html",
"rel" : "alternate",
"type" : "text/html",
"title™ : "this document as HTML"
boo A
"href" : "http://data.example.com/collections/buildings/
items?f=json&offset=10&1imit=10",
"rel™ : "next",
"type" : "application/geo+json",
"title" : "next page"
Pl
"timeStamp" : "2018-04-03T14:52:2372",
"numberMatched" : 123,
"numberReturned" : 10,
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"features" : [ {
"type" : "Feature",
"id" . "123"’
"geometry" : {
"type" : "Polygon",
"coordinates" : [ ... ]
by
"properties" : {
"function" : "residential",
"floors" : "2",
"lastUpdate" : "2015-08-01T12:34:562Z"
}
boo A
oo Ao
"type" : "Feature",
id"™ . "132",
geometry" : {
"type" : "Polygon",
"coordinates"™ : [ ... ]
14
properties" : {
"function" : "public use",
"floors" : "10",
"lastUpdate" : "2013-12-03T10:15:372"

EXAMPLE[2 A Geo]SON Feature Object response

In thelexample below, coordinates are not shown.

{

8.4 Requirements class "Geography Markup Language (GML), Simple Features Profile, Level 0"

In addition to HTML and Geo]SON, a significant volume of feature data is available in XML-based formats,
notably GML. Therefore, this document specifies requirements classes for GML. The Simple Features Profile,

"type" : "Feature",
"Iinks" : [ {
href" : "http://data.example.com/colTections/buildings/items/123?2f=json",
rel"™ : "self",
type" : "application/geo+json",
title" : "this document"
o d
href" : "http://data.example.com/collections/buildings/items/123?f=html",
rel"™ : "alternate",
type" : "text/html",
title" : "this document as HTML"
ool d
href" : "http://datd.example.com/collections/buildings",
rel" : "collection",
type" : "appiicdtion/json",
title" : "thescollection document"
Pl
"idi" o "123M,
"geometrgiht |
typel»~: "Polygon",
ceoxrdinates" : [ ... ]
br
"properties" : {
"function" : "residential",
"floorsﬂ : "2"’
"lastUpdate" : "2015-08-01T12:34:562Z2"

}

Level 0, is the simplest profile of GML and is typically supported by tools.
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The GML Simple Features Profile is restricted to data with 2D geometries with linear/planar interpolation
(points, line strings, polygons). In addition, the Level 0 profile is limited to features that can be stored in a
tabular data structure.

Requirements class

http://www.opengis.net/spec/ogcapi-features-1/1.0/req/gmlsf0

Target type

Dependency

Web API

Requirements class "Core"

Dependency

Requiren

A

Requiren

A

Requiren

A

nent 40

hent 41

nent 42

Geogranhv Markun Language (GML) Simnple Features Profile Level O
(=] r v r O (=] AN J7 r 4

/req/gmlsf0/definition

200-responses of the server shall support the following media types:

— application/gml+xml; version=3.2; profile=http://www.opengis.net/def/q

rofile/

ogc/2.0/gml-sf0 for resources that include feature content;

— application/xml for all other resources.
/req/gmlsf0/content

Table 4 specifies the XML document root elemerit that the server shall return in
sponse for each resource.

The gml:id XML attribute of a GML featureelement that is the response to a GH
to a Feature resource shall be the samé'as the featureld path parameter in the

Every representation of a feature shall conform to the GML Simple Features Pra
0 and be substitutable for gml:AbstractFeature.

The schema of all responskes with a root element in the core namespace sha
against the OGC API Features Core XML Schema.

/req/gmlsfO/headers

If a propertytimeStamp is included in the response, its value shall be reported
HTTP header-named Date (see RFC 7231, 7.1.1.2).

If a property numberMatched is included in the response, its value shall be repo
anHTTP header named OGC-NumberMatched.

If a property numberReturned is included in the response, its value shall be
using an HTTP header named OGC-NumberReturned.

[f links are included in the response, each link shall be reported using an HT'|

a200-re-
T request
request.

file, Level

] validate

using the

'ted using

reported

[P header

Iinl fcaa DEC O200 (Clo.. oo 21

B-aa-o
T O O (ST G OZ 00, CTauaSe—IjJ+

Note that the requirement /req/gmlsf0/headers exists for GML-SFO (and /req/gmlsf2/headers for GML-
SF2), but not for Geo]JSON, because the rules for feature collections in the GML Simple Features Profile does
not allow this information to be included in the payload. The information, therefore, has to be provided in
the HTTP headers. An implementation can provide these headers for other encodings, too.
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Table 4 — Media types and XML elements for each resource

Resource Path XML root element

Landing page / core:LandingPage

Conformance dec- | /conformance core:ConformsTo

laration

Feature collec-|/collections core:Collections

tions

Feature collection | /collections/{collectionld} core:Collections, with just one entry
for the collection collectionld

Features /collections/{collectionld}/items sf:FeatureCollection

Feature /collections/{collectionld}/items/{teatureld} substitutable for gml;ARstract-
Feature

The namgdspace prefixes used above and in the OGC API Features Core XML schemas are:

core:

sf: ht

gml: http://www.opengis.net/gml/3.2

atom

xlink

http://www.opengis.net/ogcapi-features-1/1.0

p://www.opengis.net/ogcapi-features-1/1.0/sf

https://www.w3.org/2005/Atom
https://wwww3.0rg/1999/xlink

The mapping of the content from the responses specified in the Core requirements class to the XML is

straightfa
See 6.3 fq

rward. All links have to be encoded as HTTP header Link.

r links to example responses in XML.

8.5 Requirements class "Geography Markup Language (GML), Simple Features Profile{ Level 2"

The diffefence between this requirements elass and the Level 0 requirements class is that npn-spatial
feature pfoperties are not restricted to atemic values (strings, numbers, etc.).

Requirements class

http://www.opengis.net/spec/ogeapi-features-1/1.0/req/gmlsf2

Target type WebAPI

Dependerjcy Requirements class "Core"

Dependertfcy Geography Markup Language (GML), Simple Features Profile, Level 2

Requirement 43 /req/gmlsf2/definition

A 260-responsesof theserverstattsupportthe fottowing mredia types:

— application/gml+xml; version=3.2; profile=http://www.opengis.net/def/profile/
ogc/2.0/gml-sf2 for resources that include feature content,

— application/xml for all other resources.

Requirement 44 /req/gmlsf2/content

A

The requirement /req/gmlsfO/content applies, too, with the following changes:
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— All references to media type application/gml+xml; version=3.2; profile= http://
www.opengis.net/def/profile/ogc/2.0/gml-sf0 are replaced by application/

gml+xml; version=3.2; profile=http://www.opengis.net/def/profile/ogc/2.0/gml

-sf2.

— All references to "GML Simple Features Profile, Level 0" are replaced by "GML

Simple Features Profile, Level 2".

Requirement 45 /req/gmlsf2/headers

A

The requirement /req/gmlsf0/headers applies.

9 Req
9.1 Bas
Servers c

Requiren

http://wv

hlirements class "OpenAPI 3.0"
ic requirements
bnforming to this requirements class define their API by an OpenAPI Document.

nents class

yw.opengis.net/spec/ogcapi-features-1/1.0/req/oas30

Target ty]
Depender
Depender
Requiren

A

The requ
class requ

he Web API

cy Requirements class "Core"

cy OpenAPI Specification 3.0
hent 46 /req/oas30/oas-definition-1

The content of the responseof the HTTP GET operation at the landing pag
clude the following links.to the API definition:

— relation type service-desc and content type application/vnd.oai.
openapi+json;vérsion=3.0,

— relationfype service-doc and content type text/html.

ire that the API definition documents are referenced from the landing page.

Requirement 47 7req/oas30/oas-definition-2

A

OpenAPI
the featur

The JSON representation shall conform to the OpenAPI Specification, version 3.0

definitions can be created using different approaches. A typical example is the represe
e collections. One approach is to use a path parameter collectionld, i.e. the API definition

single pat

hentry for all feature collections. Another approach is to explicitly define each feature co

e shall in-

rements /req/core/root-Success and /req/core/api-definition-success in the Core reqiiirements

htation of
has only a
lection in

a separat

dul 1 el de dnl de " . | 1l dul o dnn ol de
patildiia witliout d pduil pdi dilITicl, WITIUID dITUVWS LT SPTLITILAUIUIT UTTTHLCT Pdl dIIITLET S

feature schemas per feature collection. Both approaches are valid.

Requirement 48 /req/oas30/oas-impl

A

The server shall implement all capabilities specified in the OpenAPI definition.
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9.2 Complete definition

Requirement 49 /req/oas30/completeness

A

The OpenAPI definition shall specify for each operation all HTTP Status Codes and
Objects that the server uses in responses.

Response

This includes the successful execution of an operation as well as all error situations that

originate from the server.

Note that servers that, for example, are access-controlled (see Security), support web cache validation, CORS,
or that use HTTP redirection will make use of additional HTTP status codes beyond regular codes such as

200 for su

ccessful GET requests and 400, 404 or 500 for error situations. See HTTP status codes.

Clients hd

additiona] errors can occur in the transport layer outside of the server.

9.3 Exdeptions

Requirement 50 /req/oas30/exceptions-codes
A For error situations that originate from the server, the API definition shall cover all
HTTP Status Codes.
EXAMPLE An exception response object definition
description: An error occurred.
content:
application/json:
s¢hema:
Sref:
http://s¢hemas.opengis.net/ogcapi/features/partl/1\0/openapi/schemas/exception.yaml
texf/html:
s¢hema:
type: string
9.4 Sedurity
Requirement 51 /req/oas30/security
A For cases wherethe operations of the server are access-controlled, the security
shall be docdmented in the OpenAPI definition.

The Open|API specification cugrently supports the following security schemes:
— HTTR authentication,
— an ARl key (either{asa header or as a query parameter),
— OAuth2’s common flows (implicit, password, application and access code) as defined in RFC 67

— Open

ve to be prepared to receive responses not documented 1n the OpenAFIl definition. Eor

[D Connect Discovery.

example,

applicable

scheme(s)

49, and

9.5 Features

Recommendation 22  /rec/oas30/f-key-properties
The schema for the Response Objects of the HTTP GET operation for features should include

A

key feature properties of the features in that feature collection.

This is particularly helpful if filter parameters are defined for the collection (see recommen-

dation /rec/core/fc-filters).
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10 Media types

JSON media types that would typically be used in a server that supports JSON are:

— application/geo+json for feature collections and features, and

— application/json for all other resources.

XML media types that would typically occur in a server that supports XML are:

— application/gml+xml;version=3.2 for any GML 3.2 feature collections and features,

— application/gml+xml;version=3.2;profile="http://www.opengis.net/def/profile/ogc/2.0/gml-sf0"  for

GML jo Mo W 4o 11 o 1 £ 4 £ . PR | Fal Wa Sl e K h D ] 4o hd 1O £a1
4 1C4ALUTT CULITULIUILS dIIU ITALUT TS CUITTUT IS LU LT UL OHIIPIC I'Cdiul © LCVET U pI ULy,

— appli¢ation/gml+xml;version=3.2;profile="http://www.opengis.net/def/profile/ogc/2.0fgml-4f2"  for
GML B.2 feature collections and features conforming to the GML Simple Feature Level 2 profil¢, and

— appli¢ation/xml for all other resources.
The typichl HTML media type for all "web pages" in a server would be text/html.

The media type for an OpenAPI 3.0 definition is application/vnd.oai.openapi+json;version=3.0 [JSON) or
applicatidn/vnd.oai.openapi;version=3.0 (YAML).

NOTE The OpenAPI media types have not been registered yet with IANAsand can change in the future.

11 Security Considerations

11.1 General

A Web AH[l is a powerful tool for sharing informationand analysis resources. It also provides manly avenues
for unscryipulous users to attack those resources.-Désigners and developers of Web APIs should b familiar
with the potential vulnerabilities and how to address them.

A valuablg resource is the Common Weakness Enumeration (CWE) registry at https://cwe.mitre.prg/data/
index.htnjl. The CWE is organized around three views; Research, Architectural and Development.

— Resegrch: facilitates research into weaknesses and can be leveraged to systematically identify theoretical
gaps within CWE.

— Architectural: organizes-weaknesses according to common architectural security tactics. It i§ intended
to asgist architects in‘identifying potential mistakes that can be made when designing software.

— Development: organizes weaknesses around concepts that are frequently used or encoupntered in
software development.

API develppersvare expected to focus on the Development view. These vulnerabilities primarily [deal with
the detailF of software design and implementation.

API designers are expected to focus primarily on the Architectural view. However, there are critical
vulnerabilities described in the Development view which are also relevant to API design. Vulnerabilities
described under the following categories are particularly important:

— Pathname Traversal and Equivalence Errors,
— Channel and Path Errors, and

— Web Problems.
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Many of the vulnerabilities described in the CWE are introduced through the HTTP protocol. API designers
and developers are expected to be familiar with how the HTTP 1.1 addresses these vulnerabilities. This
information can be found in the "Security Considerations" sections of the IETF RFCs 7230 to 7235.

The following subclauses describe some of the most serious vulnerabilities which can be mitigated by
the API designer and developer. These are high-level generalizations of the more detailed vulnerabilities
described in the CWE.

11.2 Multiple access routes

APIs deliver a representation of a resource. 0GC Web APIs can deliver multiple representations (formats) of
the same resource. An attacker can find that information which is prohibited in one representation can be
accessed fhrough another. APT desIgners are eXpected to take care that the access CONrols on their fesources
are implemented consistently across all representations. That does not mean that they have to\be|the same.
For example, consider the following.

— HTML vs. GeoTIFF - The HTML representation could consist of a text description of the| resource
accorhpanied by a thumbnail image. This has less information than the GeoTIFF-representation and
could be subject to more liberal access policies.

— Data Centric Security - This describes techniques to embed access controls into the representation itself.
A GedTIFF with Data Centric Security would have more liberal access policies than a GeoTIFF fwithout.

In a properly secured Web API, the information content of the resources-exposed by an API is protected to
the same |evel across all access routes.

11.3 Mulltiple servers

The impl¢mentation of an API can span a number of sef¢ers. Each server is an entry point intp the API.
Without ¢areful management, information which is not accessible though one server can be hccessible
through gnother.

The inforation flows through the API has to bewunderstood. It has to be verified that information i§ properly
protected along all access paths.

11.4 Path manipulation on GET

RFC 2624, 15.2 states “If an HTTP. server translates HTTP URIs directly into file system calls, the server
must take special care not to serve/files that were not intended to be delivered to HTTP clients.” The threat
is that an|attacker could use,the/HTTP path to access sensitive data, such as password files, which could be
used to fyrther subvert the'server.

All GET URLs have to‘be‘verified to make sure the request is not trying to access resources that are not
meant to pe accessed;

11.5 Path manipulation on PUT and POST

A transacdtich npnrnfinn adds new rosources or npr‘ofnc nvn'ch'ng resources -on the APl This "apablhty
provides a whole new set of tools to an attacker.

Many of the resources exposed though an OGC API include hyperlinks to other resources. API clients
follow these hyperlinks to access new resources or alternate representations of a resource. Once a client
authenticates to an API, they tend to trust the data returned by that API. However, a resource posted by
an attacker could contain hyperlinks which contain an attack. For example, the link to an alternate
representation could require the client to re-authenticate prior to passing them on to the original destination.
The client sees the representation they asked for and the attacker collects the clients’ authentication
credentials.

APIs which support transaction operations are expected to validate that an update does not contain any
malignant content prior to exposing it through the API.
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Annex A
(normative)

Abstract test suite

A.1 General

OGC API +
of a set of
APl cane
to traverg

FEdLul [Sh) ib ot d 'VAVYC‘U Sel ViLC ill LIIC LI ddiLiUlldl SCIISC. Rdl.hel, iL dtflrilltb LllU bUthiUul dl
Resources exposed through a Web Application Programming Interface (Web API). The
kpose resources in addition to those defined by this document. A test engine is expéctéed
e the API, identify and validate test points, and ignore resource paths which are.notto be

d content
refore, an
to be able
 tested.

A.2 Conformance class core
Conformance class
http://www.opengis.net/spec/ogcapi-features-1/1.0/conf/core
Target type Web API
Requiremgnts class Requirements Class “Core”
A.2.1 Gpneral tests
A2.1.1 HTTP
Abstract test 1 /conf/core/http
Test purpgpse Validate that the resource paths'‘advertised through the API conform with HTTP 1.1 and, where
appropriate, TLS.
Requiremgnt /req/core/http
Test methpd 1) All compliance tests have to be configured to use the HTTP 1.1 protocol exclusivelly.
2) For APIs which support HTTPS, all compliance tests have to be configured to use HTTP
over TLS (RFC 2818) with their HTTP 1.1 protocol.
A.2.1.2 [CRS 84
Abstract fest 2 /¢onf/core/crs84
Test purpgpse Validate that all spatial geometries provided through the API are in the CRS84 or CR§84h coor-
dinate reference system unless otherwise requested by the client.
Requirempgnt /req/core/crs84
Test methhd 1) Do not cppr‘ifv acoordinate reference system in any request All cpnh’ql data is P"pected to

be in the CRS84 or CRS84h reference system.

2) Validate retrieved spatial data using the CRS84 reference system (for 2D geometries) or

the CRS84h reference system (for 3D geometries).
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A.2.2 Landing page {root}/

Abstract test 3 /conf/core/root-op

Test purpose Validate that a landing page can be retrieved from the expected location.
Requirement /req/core/root-op
Test method 1) Issuean HTTP GET request to the URL {root}/.

2) Validate that a document was returned with a status code 200.

3) Validate the contents of the returned document using test /conf/core/root-success.

Abstract test 4 /conf/core/root-success

Test purpgpse Validate that the landing page complies with the require structure and contents,

Requirempgnt /req/core/root-success

Test methpd Validate the landing page for all supported media types using the resouroes and tests|identified
in Table A.1:

For formats that require manual inspection, perform the following:

1) Validate that the landing page includes a "service-desc" afid/or "service-doc" link[to an API
Definition.

2) Validate that the landing page includes a "confornfance" link to the conformance ¢lass
declaration.

3)) Validate that the landing page includes a "data" link to the Feature contents.
The landing page can be retrieved in a number of different formats. The following table identifies the

applicabl¢ schema document for each format and the test te'be used to validate the landing page against that
schema. Hxercise all supported formats.

Table A.1 — Schema-and tests for landing pages

Format Schema document Test ID

HTML landingPage.yaml /conf/html/content
Geo]JSON landingPage.yaml /conf/geojson/content
GMLSFO0 core.xsd, elementore:LandingPage /conf/gmlsfO/content
GMLSF2 core.xsd, elemént core:LandingPage /conf/gmlsf2/content

A.2.3 API definitionpath {root}/api (link)

Abstract test 5 Jconf/core/api-definition-op

Test purpgpse Validate that the API Definition document can be retrieved from the expected location|
Requirempgnt /req/core/api-definition-op
Test methpd 1) Constructa path for each API Definition link on the landing page.

2) Issuea HTTP GET request on each path.
3) Validate that a document was returned with a status code 200.

4) Validate the contents of the returned document using test /conf/core/api-definition-
success.
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/conf/core/api-definition-success
Validate that the API Definition complies with the required structure and contents.
/req/core/api-definition-success

Validate the API Definition document against an appropriate schema document.

A.2.4 Conformance path {root}/conformance

Abstract test 7

Test purpose

/conf/core/conformance-op

Validate that a Conformance Declaration can be retrieved from the expected location.

Requirenjent

Test method

Abstract fest 8
Test purpgse

Requirempnt
Test methpd

A.2.5 Feature collections {root}/collections

Abstract fest 9
Test purpgpse
Requirempnt
Test methpd

JTeq/core/conformance-op

1) Construct a path for each "conformance” link on the landing page asell’aq for the

{root}/conformance path.
2) Issue an HTTP GET request on each path.

3) Validate that a document was returned with a status code~200.

4) Validate the contents of the returned document usingtest /conf/core/confgqrmance-

success.

/conf/core/conformance-success

Validate that the Conformance Declaration response complies with the required stry
contents.

/req/core/conformance-success

1) Validate the response documentdgainst OpenAPI 3.0 schema confClasses.yaml.

2) Validate that the documentincludes the conformance class "http://www.opengis

cture and

net/spec/

ogcapi-features-1/1.0/conf/core".

3) Validate that the docuiment lists all 0GC API conformance classes that the API imp

/conf/core/fc:md-op

lements.

Validate.that information about the Collections can be retrieved from the expected lodation.

/reqfcoie/fc-md-op
1) SIssue an HTTP GET request to the URL {root}/collections.

2) Validate that a document was returned with a status code 200.

3) Validate the contents of the returned document using test /conf/core/fc-md-succq
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Exercise
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/conf/core/fc-md-success

Validate that the Collections content complies with the required structure and contents.

/req/core/fc-md-success, /req/core/crs84

1)
2)
3)

4)

Validate that all response documents conform to /conf/core/fc-md-links.
Validate that all response documents conform to /conf/core/fc-md-items.
In case the response includes a "crs" property, validate that the first value is either "http://

www.opengis.net/def/crs/0GC/1.3/CRS84" or "http://www.opengis.net/def/crs/0GC/0/
CRS84h".

Validate the collections content for all supported media types using the resources and tests

A | ada o 1 o Tolal A
IUCTIIUITITU 11T 1AdUIC . 4.

Ctions content can be retrieved in a number of different formats. Table A.2 identifiesthe applicable
ocument for each format and the test to be used to validate the content agaihst that schema.
31l supported formats.

Table A.2 — Schema and tests for collections content

Format Schema document TestID
HTML collections.yaml /conf/html/Content
Geo]SON collections.yaml /conf/geojson/content
GMLSFO0 core.xsd, element core:Collections /conf/gmlsfO/content
GMLSF2 core.xsd, element core:Collections fconf/gmlsf2/content
Abstractfest11  /conf/core/fc-md-links
Test purppse Validate that the required links are in€luded in the Collections Metadata document.
Requiremgnt /req/core/fc-md-links
Test methpd Verify that the response dociiment includes:
1) alink to this response document (relation: self),
2) alinkto the respense document in every other media type supported by the server
(relation: altetrniate).
Verify that all links include the rel and type link parameters.
Abstracttest12  /conf/core/fc-md-items
Test purpgse Validate that each collection provided by the server is described in the Collections Metadata.
Requiremgnt /req/core/fc-md-items
Test methpd 1) Verify that there is an entry in the collections array of the Collections Metadata fdr each
feature collection provided by the API.
2) Verify that each collection entry includes an identifier.
3) Verify that each collection entry includes links in accordance with /conf/core/fc-md-items-
links.
4) Verify that if the collection entry includes an extent property, that that property complies
with /conf/core/fc-md-extent.
5) Validate each collection entry for all supported media types using the resources and tests

identified in Table A.3.
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