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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards

bodies (ISO

member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

ISO 22325:2016(E)

This document provides guidelines for an organization in assessing its emergency management
capability by using four maturity levels, eight indicators and an assessment process (see Figure 1).

A capability assessment can be used to:

— ensure regulatory compliance, reduce risk and meet the safety expectations of the population;

— improve organizational processes;

nd sectors;

— ghare best practices;

nhance partnersnip, coordination and cooperation wi

— promote continual improvement.

A capability assessment can be performed by the organization itself or by-an ‘external orga

Orgapnizations can define their context to allow for an appropriate~assessment of its
management capability. This context can be expressed through, identifying appropriate
relatjon to prevention, mitigation, preparedness, response apd<recovery. While most o1
delivier all emergency management functions, some organizafions can be responsible for

function so not all the indicators will apply.

her agencies

nization.

emergency

activities in
'ganizations
nly a single

A
4 iLevel 2
l Ldvel 1

| Information and communication |

! Risk management |

g LT

A
IJ_:| Level 4 | [rdd ]
Level 3 Lel —E |Emergency management planning |

|C00rdination and cooperation |

— Lg Lg d

|Exercise programme |

w LEE L

Incident management system

m LSE Level 1

|— Lq Level 2

|| Level 3

L_|Level 4

Maturity Levels Eight Indicators Assessment Prqcess
Planning
[Leadership ] (see 6.2)
E |Resource management |

Reporting
(see 6.5)

Analysing

(see 6.4)

Collecting
(see 6.3)

Figure 1 — Emergency capability assessment
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INTERNATIONAL STANDARD

ISO 22325:2016(E)

Security and resilience — Emergency management —
Guidelines for capability assessment

1 Scope

This document provides guidelines for an organization in assessing its emergency management

capa

q
— ¢

q

This
man
resp

ittty Ttimctudes

gn assessment model with a hierarchy of four levels;

bight indicators;

gn assessment process, explaining how to plan, collect, analyse and repert.

document is intended to be used by organizations responsible anid’accountable foy
hgement. Each organization’s context can involve a mix of prevention, mitigation, py
bnse and recovery activities.

2 Normative references

Ther]

Fort
ISO 4
— 1
— 1

31
cont
extel

Note

envirn

e are no normative references in this document.

Terms and definitions

he purposes of this document, the terms_and definitions given in ISO 22300 apply.
nd IEC maintain terminological databases for use in standardization at the following z

SO Online browsing platform: available at http://www.iso.org/obp

EC Electropedia: available at http://www.electropedia.org/

pxt
nal and internalfactors to be taken into account when undertaking a capability asses;

1 to entry: External context includes the following:

cultural;=social, political, legal, regulatory, financial, technological, economic, natural and
onment, whether international, national, regional or local;

_kj

THZore oYy

— relationships with, and perceptions and values of external stakeholders.

Note

2 to entry: Internal context includes

— the organization’s mandate,

— business sensitivity,

— governance, organizational structure, roles and accountabilities,

— resources and knowledge (e.g. capital, time, people, processes, systems and technologies), and

— organizational culture.
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management capability

overall ability to effectively manage prevention, preparedness, response and recovery before, during
and after potentially destabilizing or disruptive events

4 Assessment model

The organization should use the assessment model with four levels to classify its emergency
management capability (see Figure 2). This is subject to the role, functions, scope and authority of an
organization and the operational context.

Level 1 rep

the highest

At Level 1,

At Level 2,
resource de
to manage i

At Level 3, 4
measureme

improvement. The organization has integrated with other organizations in order to increass

effectivenes

At Level 4, 4
to this level
and effectiv
practice and

5

a
a|:1 organization has established detailed plans with the goal of achieving a balance bet)

esents the minimum level of emergency management capability, while Level 4 repre
evel of emergency management capability.

/]
A Level 2
el 1

Figure 2 — Levels of emergency mahagement capability

organization performs its emergency management role at a basic level.

mands and availability. Plans are,.developed in terms of the knowledge, skills and capabi
cidents and are updated periodically.

n organization has designed an emergency management process to facilitate approp
ht and assessment whjch enables the organization to identify opportunitieg

s and efficiency.

n organizatioh has reached an optimal level of emergency management capability. Cr

of performance is the ability to demonstrate organizational learning, adaptive cap
e coordination and cooperation with other organizations. It commits to research and
is ahl&to appropriately use technology.

Leveh4
‘ Level 3

sents

veen
lities

riate
for
b the

itical
acity
best

Indica

[L0J BN

5.1 General

The organization should assess emergency management capability using the indicators which reflect
the scope, function and authority of the organization:

a) leadership;

b) resource management;

c) information and communication;

d) risk management;
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e) coordination and cooperation;

f) emergency management planning;
g) exercise programme;

h) incident management system.

The indicators in Tables 1 to 8 are described in accordance with the four levels of the assessment model
(see Figure 2).

5.2 1 naﬂnrchip

Effeqtive leadership enables the organization to forge effective communication and cpllaboration
among organizations. It is important for the leadership to be aware of the organization’s [nternal and
extefnal context. A clear commitment to the assessment process should be demonstrated.

Table 1 — Indicator for leadership

Level Criteria

Level 1 The roles and responsibilities of the organization have been defined.

An emergency management policy has been approyed.which includes emergency[manage-
ment objectives.

Level 2 The leadership is aware of the roles and respohsibilities of the own organization ind com-
mits appropriate resources.

The emergency management objectiveshave been harmonized with objectives of{the organi-
zation. Leadership approves and supports these objectives.

The leadership has demonstrated\a‘commitment to continual improvement.

Level 3 The leadership is aware of thetoles and responsibilities of other organizations aijd demon-
strates coordination and cepperation.

The leadership has identified strengths and weaknesses of organization and sharjes opportu-
nities for improvement-with other organizations.

The leadership efisures alignment between job competences and individuals.

Level 4 Procedures iave’been implemented to learn from incidents, near misses, exercis¢s and tests.
Leadershjp-has been involved in exercises.

The leadership has assigned resources to support research and development actiyities and to
improVve its capacity to cope with current and future emergencies.

Commitment includes identified contingency funding.

The organization demonstrates the ability to optimize according to its context.

5.3 | Resource management

Resource management is the efficient and effective allocation and deployment of resources when and
where they are needed.

© IS0 2016 - All rights reserved 3
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Table 2 — Indicator for resource management

Level Criteria

Level 1 The organization has carried out an analysis of resources (e.g. personnel, facilities, tools, technol-
ogy, equipment and budget).
The basic resources are in place to achieve the organization’s emergency management objectives.

Level 2 Resources are updated, documented and tracked, including the identification of resources
available for immediate deployment.
A policy for resource management regarding emergencies exists. The policy includes routines for:
— timely deployment of resources according to predefined priorities;
— backup system(s);
— maintenance and test of the functionality of the internal material resources.

Level 3 Resources requirements have been defined based on the results of a risk assessment.
Resources are available to support coordination and cooperation and agreemefits-are in place.
Appropriate procedures are in place for requesting and receiving external respurces.
Evidence of flexible resource allocation is demonstrated.

Level 4 Resource management is based on research and evidence, which may<include benchmarking,
lessons learned from real incidents, exercises and stress tests.
Lessons learned should be:
— documented;
— captured as opportunities for improvement (e.g. of personnel, technical equipment);
— shared with other organizations.
Agreements are periodically reviewed within.agnulti-organizational setting.

5.4 Information and communication

It is essenti

organization’s mission within an emergency management context.

hl for information and communication to be effectively managed in order to support the

Table 3 — Indicator for information and communication

Level Criteria

Level 1 An information and €communication system within the organization has been implemented. The
system supports‘iniformation exchange and communication within the organization.

Level 2 The information and communication system is maintained regularly.
Alternative solutions or backup systems are in place.

Level 3 A plawfor internal and external information and communication has been implemented.
The information and communication system supports the information exchange between orghni-
zations and the public and ensures continuity of the information and communication system.

Level 4 Lessons learned from real incidents, exercises, research and stress tests are reflected in the infor-

mation and communications system.

An optimal system has been implemented and integrated with other organizations and considers:
— confidentiality, integrity, availability and reliability of the information;

— speed, timeliness and relevance of communication;

— communication needs of stakeholders;

— information analysis for situation awareness;

— training needs;

— human factors.

© ISO 2016 - All rights reserved
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5.5 Risk management

Risk management should be an integral to all of the organization’s emergency management activities. It
is a systematic approach to manage uncertainty to the organization’s objectives. It should be consistent
with ISO 31000.

Table 4 — Indicator for risk management

Level Criteria

Level 1 Risks have been identified but have not been analysed or considered in long-term planning.

Lev 12 Ahagicrichk mahagamnnf process hasheen conductedinan ad haocmannor

Level 3 Risk management includes critical dependencies to other organizations and stakéhplders.
The risk treatment plan considers other organizations and stakeholders andshareq with them.
Risk treatment activities are implemented.

Level 4 Risk management is integral to all decision making within the organization and is honitored
and regularly reviewed.
Risk management reflects research and best practice.

5.6 | Coordination and cooperation

Effedtive and efficient emergency management results from.organizations demonstrating
of coprdination and cooperation.

Table 5 — Indicator for coordination and cooperation

a high level

Level

Criteria

Level 1

The organization demonstrates awareness of its roles and responsibilities and is able to
cate them to other organizations or,stakeholders.

communi-

Level 2

The organization has knowledge-of-other relevant organization’s roles and responsibilitjes.

The organization demonstrates'coordinated ability at the operational level.

Level 3

The organization has signed-cooperation agreement(s) with other organization(s) according to

ISO 22320.

Common, agreed toobjectives are established to ensure and prioritize effective, sustain
nation and coopération at the tactical and strategic levels among organizations.

ed coordi-

Level 4

Coordination‘and cooperation has been fully implemented according to ISO 22320.

The coordination and cooperation agreement(s) are reviewed and updated. Coordination and coop-

eration'is considered during exercises and during continuous improvement activities.

The.organization enables integration with cooperation partners by exchanging experts{where

appropriate.

The organization has implemented ISO 22397 where applicable.

5.7 Emergency management planning

The emergency management planning should be driven by organization’s internal and external
emergency management context.

© IS0 2016
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Table 6 — Indicator for emergency management planning

Level Criteria
Level 1 Emergency management planning is undertaken.
Level 2 Emergency management planning is known within the own organization and includes
— the scope;

— objectives which consider human lives and health, societal functionality, economic assets and
environment;

— roles and responsibilities.

ul = 1 - - | 1 1 el i | d £ o | - Ao
Level 3 LITICTTE T y THAdITd STIHITIHT PIAIIIIE 15 UCVEIUPTUW WILIT CUTISTUCT AUIUIT U ULHICT U5 d T Z4dUIUILS.
Planning considers other organizations.

After a significant incident or a major change in the organization, planning is updated accordir]gly.

Level 4 Plans are evaluated and updated reflecting the outcomes of exercises, training, lessons learned
hind significant changes.

An emergency response plan has been integrated with other plans within the organization and
lso ensures continuity of operations.

The organization carefully considers other organization’s emergency response plans with the |n-
fention to promote coordination and cooperation in accordance wjth 10 22397 where applicable.

Results from research and best practice are incorporated into the emergency response plan.

5.8 Exergise programme

An exercise programme is essential for driving effective and.efficient organizational performance
Exercises cdn be used for:

— validatipg policies, plans, procedures, trainingjequipment and inter-organizational agreements;
— clarifyipg and training personnel in roles'dand responsibilities;

— improving inter-organizational coordination and communications;
— identifyling gaps in resources, improving individual performance;

— identifyling opportunities ferimprovement and controlled opportunity to practice improvisation.

Table 7 — Indicator for exercise programme

Level Criteria

Level 1 The organization does not have a formal exercise programme.

Exetcises are conducted to meet minimum mandatory requirements.

Level 2 neadchacod avarcica
Aneedasbased-exerds

oo e e ot oo et

Exercises are conducted regularly according to the exercise programme.

Level 3 The organizations’ needs analysis is regularly monitored and reviewed.

The exercise programme is regularly reviewed and updated in line with the needs analysis. Where
appropriate, it is developed with other organizations.

Exercises are conducted with other organizations according to the programme.

Level 4 An exercise programme has been implemented according to ISO 22398 where applicable.

Exercises are evaluated and lessons learned are documented. These learnings are integrated into
strategy and continuous improvement.

The exercise programme is continuously improved and is based on research and best practice.

6 © IS0 2016 - All rights reserved
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5.9 Incident management system

Organizations should be able to establish an effective incident management system or integrate into an
existing one. The system should be based on ISO 22320.

Table 8 — Indicator for incident management system

Level Criteria
Level 1 An incident management system has been implemented and the organization is capable of a basic
incident response.
Level 2 Incident management system roles and rr—\cpnncihi]iﬁpq are defined and nccignpd

The incident management system is updated regularly.

Level 3 The incident management system is able to integrate with other organizations:

The efficiency of the incident response is measured against objectives.

Level 4 The incident management system ensures optimal use of scarce resources; including:
— tests and reviews its incident management system regularly;
— considers the entire incident response in the learning process;

— prepares an incident response evaluation report after each incident to assist in thg improve-
ment of the incident management system.

The organization is capable of a sustained response to/deal with an escalating incident.

The organization demonstrates a commitment to,achieving system to system integratfion.

6 Assessment process

6.1 | General

The gssessment process involves planning; collecting, analysing and reporting activities.

Planning
(see 6.2)

Reporting Collecting

(see 6.5) (see 6.3)

Analysing
(see 6.4)

Figure 3 — Assessment process

An assessment should be conducted:

— atregular intervals or when deemed appropriate by the organization;

© IS0 2016 - All rights reserved 7
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— to determine what has changed since the last assessment;

— after a major change in or around the organization has occurred;

— following a significant event or incident.

The assessment may be conducted by:

self-review;

on-site review by an external organization;

benchn

regulat

a combi
The assess

with re

who are

who hay

When desig
goals and ol

identifi

determf

how cof

s, L H b 1 b | H )
AT KINGg (PTCr OrgamniZationr — 0y STTLoT altd S1ZTy;
Pry review;

nation of above methods.

nI[ent should be performed by people:

evant education, training, experience and competence;
able to perform the assessment in accordance with this document;
Fe been provided sufficient resources and authority.

hating the assessment, the following should be considered in relation to the organizat
jectives:

fation of current, emerging or future threats;
nation of how regularly the assessment shoufld be conducted;

ifidentiality/sensitivity is maintained /éonsidered.

6.2 Planr:[

The assess

assessn
identifi

recordi

6.3 Colle

ing

ent process should be documented. The planning process addresses the following:
jent purpose and scope,including constraints;

fation of key roles-and responsibilities;

hg of the results,

cting

The assessnllent should obtain detailed, accurate data. Key inputs to the assessment may include:

manage

policies;

budgets;

ment reports;

risk and asset registers;
exercise and test reports;
training records;
incident reports;

meeting records;

ion’s
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