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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The
des
diff]
edif

Attg
patq
any|
on {

Anyf
con

For
exp
Wol
URI

Thi
Eled

Thi

procedures used to develop this document and those intended for its further maint
Cribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteriamee
brent types of ISO documents should be noted. This document was drafted in accordan
orial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

bntion is drawn to the possibility that some of the elements of this documenb may be th
ent rights. ISO shall not be held responsible for identifying any or all such"patent rights
patent rights identified during the development of the document will-be“in the Introducf
he ISO list of patent declarations received (see www.iso.org/patents):

trade name used in this document is information given for theyeonvenience of users afj
stitute an endorsement.

an explanation on the voluntary nature of standardsf the meaning of ISO specific
ressions related to conformity assessment, as well .as information about ISO's adher¢
'1d Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see th
: www.iso.org/iso/foreword.html.

5 document was prepared by Technical Commmittee ISO/TC 22, Road vehicles Subcommi
trical and electronic components and general system aspects.

5 edition of ISO 26262 series of standards cancels and replaces the edition ISO 26262:20

stanpdards, which has been technicallyirevised and includes the following main changes:

requirements for trucks, buses; trailers and semi-trailers;
extension of the vocabwlary;

more detailed objectives;

objective orientéd confirmation measures;
managementof safety anomalies;

references to cyber security;

updated target values for hardware architecture metrics;

fnance are

ded for the
re with the

e subject of
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nce to the
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ttee, SC 32,

11 series of

guidance on model based development and software safety analysis;

evaluation of hardware elements;

additional guidance on dependent failure analysis;

guidance on fault tolerance, safety related special characteristics and software tools;
guidance for semiconductors;

requirements for motorcycles; and

general restructuring of all parts for improved clarity.
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

Alist of all parts in the ISO 26262 series can be found on the ISO website.
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Introduction

The ISO 26262 series of standards is the adaptation of IEC 61508 series of standards to address the
sector specific needs of electrical and/or electronic (E/E) systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised
of electrical, electronic and software components.

Safety is one of the key issues in the development of road vehicles. Development and integration of
automotive functionalities strengthen the need for functional safety and the need to provide evidence
thatfumnctionat safety objectivesare satisfied:

With the trend of increasing technological complexity, software content and ‘njechatronic
impllementation, there are increasing risks from systematic failures and random hardwaye failures,
these being considered within the scope of functional safety. ISO 26262 series-of'standar{ls includes
guidlance to mitigate these risks by providing appropriate requirements and processes.

To dchieve functional safety, the ISO 26262 series of standards:

a) |[provides a reference for the automotive safety lifecycle and supp6rts the tailoring of the activities
to be performed during the lifecycle phases, i.e., development,‘production, operation, §ervice and
decommissioning;

b) [provides an automotive-specific risk-based approach €0 determine integrity levels [Automotive
Safety Integrity Levels (ASILs)];

c) |uses ASILs to specify which of the requirements of ISO 26262 are applicable to avoid unjreasonable
residual risk;

d) |provides requirements for functional saféty management, design, implementation, vlerification,
validation and confirmation measures;,and

e) |provides requirements for relations between customers and suppliers.

The ISO 26262 series of standards is-Concerned with functional safety of E/E systems that fis achieved
through safety measures including safety mechanisms. It also provides a framework within which
safdty-related systems based on other technologies (e.g. mechanical, hydraulic and pneumatic) can be
confidered.

The achievement of .functional safety is influenced by the development process (incliiding such
activities as requiréments specification, design, implementation, integration, verification,| validation
and| configuration), the production and service processes and the management processes.

Safety is infertwined with common function-oriented and quality-oriented activities|and work
proflucts. The'ISO 26262 series of standards addresses the safety-related aspects of these activities and
worlk products.

F' 1 1 +1 11 i 4 £ 11 1CO 2D 3 £ 4 pa | pa | Tl 1CO ’)f’)fz 3 f
gUtre—TSIowSstire ovetrar Structureor tNt 10Uz 02 0Z—Ssertesor stantaras— e 15U—=z0z04 Series o

standards is based upon a V-model as a reference process model for the different phases of product
development. Within the figure:

— the shaded “V”s represent the interconnection among ISO 26262-3, ISO 26262-4, ISO 26262-5,
ISO 26262-6 and ISO 26262-7;

— for motorcycles:
— IS0 26262-12:2018, Clause 8 supports ISO 26262-3;
— IS0 26262-12:2018, Clauses 9 and 10 support ISO 26262-4;

— the specific clauses are indicated in the following manner: “m-n”, where “m” represents the number
of the particular part and “n” indicates the number of the clause within that part.
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EXAMPLE

“2-6" represents [SO 26262-2:2018, Clause 6.

1. Vocabulary |

2. Management of functional safety

| 2-5 Overall sa

fety management | | 2-6 Project dependent safety management |

2-7 Safety management regarding production,
operation, service and decommissioning

3. Concept phase 4. Product development at the system level Production, operation,
351 definiti eral topics for the product 4-7 System and item integr; servuze ?nd_
-5 Item definition ent at the system level and testing decommissioning
3-6 Hazard analysis and risk o 7-5 Planning for production,
assessment Y _I |4"B Safety validation operation, service and
decommissioning

| 3-7 Functiong

| safety concept |

| 7-6 Production ‘.\Cb |

for

12. Adaptation of ISO 26262

N\
7-7 Operation, se
decommissioning ¢

s

motorcycles

12-5 General
for motorcycl|

topics for adaptation
bs

12-6 Safety ¢

Iture

12-7 Confirm|

htion measures archtectur; (L

12-8 Hazard
assessment

'
nalysis and risk i trics on
ftware unit vel

12-9 Vehicle
testing

ntegration and Ei A & v

12-10 Safety

alidation 11 Testing

verification software

8. Supporting processes \\‘

8-5 Interfaceq within distributed developments 8-9 Verification &\)‘ 8-14 Proven in use argument

8-6 Specificatjon and management of safety 8-10 Documentation management PR 8-15 Interfacing an application that is out of scope

requirements| 8-11 Confidence in the use of software tools <) of IS0 26262

8-7 Configurdtion management 8-12 Qualification of software components, ~ 8-16 Integration of safety-related systems not

8-8 Change mjanagement 8-13 Evaluation of hardware element$, developed according to 1SO 26262

N\ W
y— -
9. Automotive safety integrity level (ASIL‘ ented and safety-oriented analyses
[9-5 Requirenfents decomposition with respect to ASIL tailoring | [9-7 Analysis of dependent failures |
[9-6 Criteria fdr coexistence of elements 5{0 [9-8 Safety analyses |
~t

10 Guidelines on ISO 26262 |

AN
N

11. Guidelines on aﬁp}\cation of ISO 26262 to semiconductors |

.

Figure 1 — Ovéryiew of the ISO 26262 series of standards

viii
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Scope

5 document is intended to be applied to safety-related systems that include one or-mor
or electronic (E/E) systems and that are installed in series production road\yehicleg

gned for drivers with disabilities.

E Other dedicated application-specific safety standards exist and can .complement the ISO 3
andards or vice versa.

ems and their components released for production, or systems and their components alr
elopment prior to the publication date of this document, are €xempted from the scope of t|
5 document addresses alterations to existing systems and-their components released for
r to the publication of this document by tailoring the safety lifecycle depending on the
b document addresses integration of existing systems.not developed according to this dog
ems developed according to this document by tailexing the safety lifecycle.

b document addresses possible hazards caused by malfunctioning behaviour of safety-1
ems, including interaction of these systemszit does not address hazards related to ele
smoke, heat, radiation, toxicity, flammability, reactivity, corrosion, release of energy :
hrds, unless directly caused by malfunetioning behaviour of safety-related E/E systems.

5 document describes a framewerk for functional safety to assist the development
a company-specific development framework. Some requirements have a clear technig

een as process requirerents in order to demonstrate the capability of an organization w
inctional safety:.

5 document doesniot address the nominal performance of E/E systems.

5 document spécifies the requirements for product development at the system level for
lications{including the following:

general topics for the initiation of product development at the system level;

e electrical
, excluding
E systems

6262 series

eady under
his edition.
production
alteration.
ument and

elated E/E
tric shock,
ind similar

of safety-
y activities
al focus to
h therefore
ith respect

hutomotive

cppr‘iﬁr‘n‘rinn of the technical cnﬂofy requirements;

the technical safety concept;
system architectural design;
item integration and testing; and

safety validation.

Annex A provides an overview on objectives, prerequisites and work products of this document.
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2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO 26262-
ISO 26262-
ISO 26262-
ISO 26262-
ISO 26262

ISO 26262
decommiss

ISO 26262

ISO 26262
oriented an

3 Term

For the p
1SO 26262+

ISO and IE
IEC Eld

4 Requ

4.1 Purpose

This clauss

a)
b) tointe
c) tointe

ISO Onlline browsing platform: available athttps://www.iso.or

to achieve compliafice ' with the ISO 26262 series of standards;

1:2018, Road vehicles — Functional safety — Part 1: Vocabulary
2:2018, Road vehicles — Functional safety — Part 2: Management of functional safety

3:2018, Road vehicles — Functional safety — Part 3: Concept phase

5:2018, Road vehicles — Functional safety — Part 5: Product development at the hardwafe)l
6:2018, Road vehicles — Functional safety — Part 6: Product development at the software |

17:2018, Road vehicles — Functional safety — Part 7: Production, operation, service
oning

8:2018, Road vehicles — Functional safety — Part 8: Supporting processes

9:2018, Road vehicles — Functional safety — Part 9: Automotive Safety Integrity Level (AS
d safety-oriented analyses

s and definitions

urposes of this document, the terms, definitions and abbreviated terms given
1:2018 apply.

[ maintain terminological databases for use gn‘standardization at the following addresse|

ctropedia: available at http://www.electropedia.org/

irements for compliance

describes how:

I'pret thetables used in the ISO 26262 series of standards; and

'pret the applicability of each clause, depending on the relevant ASIL(s).

evel
evel

and

[1L)-

in

2]

4.2 General requirements

When claiming compliance with the ISO 26262 series of standards, each requirement shall be met,

of the following applies:

e requirement does not apply; or

in accordance with ISO 26262-2.

unless one
a)

that th
b)
2

tailoring of the safety activities in accordance with ISO 26262-2 has been performed that shows

a rationale is available that the non-compliance is acceptable and the rationale has been evaluated
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Informative content, including notes and examples, is only for guidance in understanding, or for
clarification of the associated requirement, and shall not be interpreted as a requirement itself or as
complete or exhaustive.

The results of safety activities are given as work products. “Prerequisites” are information which shall
be available as work products of a previous phase. Given that certain requirements of a clause are
ASIL-dependent or may be tailored, certain work products may not be needed as prerequisites.

“Further supporting information” is information that can be considered, but which in some cases is not
required by the ISO 26262 series of standards as a work product of a previous phase and which may be
made available by external sources that are different from the persons or organizations responsible for

the

4.3

Tab
con
met

a)
b)

For
the
not
cor}
wit

For
ASI
diff]
be |
sing

NOT

functional safety activities.

Interpretations of tables

es are normative or informative depending on their context. The different methods liste
fribute to the level of confidence in achieving compliance with the corresponding require
hod in a table is either:

a consecutive entry (marked by a sequence number in the leftmost¢olumn, e.g. 1, 2, 3), g
an alternative entry (marked by a number followed by a letter ifvthe leftmost column, e.g

consecutive entries, all listed highly recommended and reepommended methods in accor

listed in the table, in this case, a rationale shall be-given describing why these comp
responding requirement. If a rationale can be giverrto comply with the corresponding r¢
hout choosing all entries, a further rationale for'oniitted methods is not necessary.

alternative entries, an appropriate combination of methods shall be applied in accordan
. indicated, independent of whether they are listed in the table or not. If methods are
brent degrees of recommendation for an”ASIL, the methods with the higher recommenda
breferred. A rationale shall be given,that the selected combination of methods or even
le method complies with the corresponding requirement.

E A rationale based on theimethods listed in the table is sufficient. However, this does not

d in a table
ment. Each

r
2a, 2b, 2¢).

dance with

ASIL apply. It is allowed to substitute a highly recommeénded or recommended method by others

y with the
bquirement

ce with the
listed with
tion should
a selected

imply a bias

for ¢r against methods not listed in'the table.

For bn the ASIL

and|

each method, the degree of recommendation to use the corresponding method depends
is categorized as follows:

“++” indicates‘that the method is highly recommended for the identified ASIL;

«w,n

+” indicates that the method is recommended for the identified ASIL; and

“0” indicates that the method has no recommendation for or against its usage for the idengified ASIL.

- | - |

ucpcciau

4.4—ASH- entrequirentents and reconmrendations
The requirements or recommendations of each sub-clause shall be met for ASIL A, B, C and D, if not
stated otherwise. These requirements and recommendations refer to the ASIL of the safety goal.
If ASIL decomposition has been performed at an earlier stage of development, in accordance with

[SO 26262-9:2018, Clause 5, the ASIL resulting from the decomposition shall be met.

If an ASIL is given in parentheses in the ISO 26262 series of standards, the corresponding sub-clause
shall be considered as a recommendation rather than a requirement for this ASIL. This has no link with
the parenthesis notation related to ASIL decomposition.
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4.5 Adaptation for motorcycles

For items or elements of motorcycles for which requirements of ISO 26262-12 are applicable,
the requirements of ISO 26262-12 supersede the corresponding requirements in this document.
Requirements of [SO 26262-2 that are superseded by ISO 26262-12 are defined in Part 12.

4.6 Adaptation for trucks, buses, trailers and semi-trailers

Content that is intended to be unique for trucks, buses, trailers and semi-trailers (T&B) is indicated

as such.

5 Gene

5.1 Obje
The object

5.2 Gen

The necess
the technig
architectui
allocated t

safety reqliirements are refined and requirements arising frem' the system architecture are ad

including t
requireme

After their
thatis then
to provide

This documnent applies to the development,of systems. ISO 26262-5 and ISO 26262-6 describe

developme

with multiple levels of integration, illustrating the application of this document, ISO 26262-5

ISO 26262

NOTE1 1}
phases of pr

ral topics for the product development at the system level

ctives

ve of this clause is to provide an overview of product development at the system level.

bral

ary activities during the development of a system are given in Figure 2. In an iterative proc
al safety concept is developed, incorporating technical safety requirements and the sys
al design. The system architecture is established, the/technical safety requirements
b elements of the system, and, if applicable, on other téchnologies. In addition, the techn

he hardware-software interface (HSI). Depending@n the complexity of the architecture
nts for subsystems can be derived iteratively.

development, the hardware and software eléments are integrated and tested to form an

evidence of functional safety with respect to the safety goals.

ht requirements for hardware and software, respectively. Figure 3 is an example of a sys

6.

[able A.1 provides an gverview of objectives, prerequisites and work products of the particular
oduct developmentatthe system level.

Part 4: Product development at the system level

Technical safety concept |

| 4-6

item
integrated into a vehicle. Once integrated at the vehicle level, safety validation is perforJ:led

art

L rroductde

velopment al

ess,
tem
are
ical
led,
the

the
tem
and

sub-

]
€ nardware leve |

[
| PartbrFroduct developmenta e soItware leve:

4-7

System and item integration and testing |

4-8

Safety validation

Figure 2 — Reference phase model for the development of a safety-related item
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NOTE 2  Within the figures 2 and 3, the specific clauses of each part of [SO 26262 are indicated in the following
manner: “m-n”, where “m” represents the number of the part and “n” indicates the number of the clause, e.g. “4-6”
represents ISO 26262-4:2018, Clause 6.

System A 4' 4-6 |Technical safety concept'—
System A.1 System A.2
—| 4-6 |Technica1 safety concept'—

| 4-6 |Technical safety conceml System A.2.1| System A.2.2

| 4-6 |Technical safety concept| | 4-6 |Technical safety concept|
Part 5: Product | | Part 6: Product Part 5: Product | | Part 6: Product Part 5: Product | | Part 6: Product
development at | | development at development at | | development at development at | | development at
the hardware the software the hardware the software the hardware the software
level level level level level level

Hardware-software Hardware-séftware
integration and testing 4742 integration(and testing
| I
[ | |
System integration and
testing

Hardware-software

|4'7'4"2 integration and testing

|4--7.4.2

|4-7.4.3|

System integration and
testing
I

|4-7.4.3|

Vehicle integration and

|4'7‘4‘4 testing

Figure 3 — Example of a product‘development at the system level

NOTE 3  Further information regarding product‘development at the system level can be found ir] References
[1] dnd [2].

6 |Technical safety concept

6.1/ Objectives
The objectives of this clause are:

a) [to specify techhical safety requirements regarding the functionality, dependencies, ¢onstraints
and properties.of the system elements and interfaces needed for their implementation;

b) [to specify)technical safety requirements regarding the safety mechanisms to be impl¢mented in
the system elements and interfaces;

c) |to-specify requirements regarding the functional safety of the system and its elemgnts during
production, OPeratiorn, Service and GecomIiSSIong;

d) to verify that the technical safety requirements are suitable to achieve functional safety at the
system level and are consistent with the functional safety requirements;

e) to develop a system architectural design and a technical safety concept that satisfy the safety
requirements and that are not in conflict with the non-safety-related requirements;

f) to analyse the system architectural design in order to prevent faults and to derive the necessary
safety-related special characteristics for production and service; and

g) to verify that the system architectural design and the technical safety concept are suitable to
satisfy the safety requirements according to their respective ASIL.

© IS0 2018 - All rights reserved 5
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6.2 General

The technical safety concept is an aggregation of the technical safety requirements and the
corresponding system architectural design that provides rationale as to why the system architectural
design is suitable to fulfil safety requirements resulting from activities described in ISO 26262-3 (with
consideration of non-safety requirements) and design constraints.

The technical safety requirements specify the technical implementation of the functional safety
requirements at their respective hierarchical level; considering both the item definition and the system
architectural design, and addressing the detection of latent failures, fault avoidance, safety integrity
and operation and service aspects.

The systen architectural design is the selected system-level solution that is implementéd-hy a
technical gystem. The system architectural design aims to fulfil both, the allocated technical safety
requirements and the non-safety requirements.

System development can be performed iteratively.
6.3 Inpuyts to this clause

6.3.1 Prerequisites

The follow|ng information shall be available:

— functignal safety concept in accordance with ISO 26262-3:2018, 7.5.1;

— systen} architectural design (from an external source, se€’ISO 26262-3:2018, 7.3.1); and
— requirgments to the item from other safety relevantitems if applicable.

EXAMPLE Requirements from a park assist system to-a brake system.

NOTE Ih a distributed development, a technicdl-safety concept can be based on another technical sdfety
concept realized by subsystems.

6.3.2 Further supporting information

The follow|ng information can be ¢onsidered:

— hazard analysis and risk dssessment report (see ISO 26262-3:2018, 6.5.1); and
— item definition (see 1§026262-3:2018, 5.5.1).

6.4 Reqliirements'and recommendations

6.4.1 Specification of the technical safety requirements

6.4.1.1 The technical safety requirements shall be specified in accordance with the functional safety
concept and the system architectural design of the item considering the following:

a) the safety-related dependencies and constraints of items, systems and their elements;

b) the external interfaces of the system, if applicable; and

c) the configurability of the system.

NOTE1 Design constraints can result from: environmental conditions, the installation space, the

implementation itself (e.g. available performance, thermal capacity, thermal dissipation), and other functional or
non-functional requirements (e.g. security, physical limits of used technology).
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NOTE 2  The configurability of systems is determined by variants in the system elements, by configuration
data or by calibration data and is often used as part of the strategy to reuse existing systems for different
applications.

6.4.1.2 The technical safety requirements shall specify the stimulus response of the system that affects
the achievement of safety requirements. This includes the combinations of relevant stimuli and failures
with each relevant operating mode and defined system state.

EXAMPLE The Brake System Electronic Control Unit (ECU) disables Adaptive Cruise Control (ACC) braking
if a received ACC command message fails error detection code checks.

6.4]1.3 If other functions or requirements are implemented by the system or its elements;|in addition
to those functions for which technical safety requirements are specified, then these*fynctions or
reqliirements shall be specified or their specification referenced.

EXAMPLE Other requirements can come from Economic Commission for Europe (ECE) rules, Fgderal Motor

Vehicle Safety Standard (FMVSS), company platform strategies, functional conceptS)or other concg¢pts such as
cybersecurity concept.

6.4/1.4 Technical safety and non-safety requirements shall not contradict.
6.42 Safety mechanisms

6.4]2.1 The technical safety requirements shall specifythe safety mechanisms that d¢tect faults
and| prevent or mitigate failures present at the output ef-the system that violate the functional safety
reqhirements (see ISO 26262-3:2018, Clause 7) including:

a) [the safety mechanisms related to the detection, indication and control of faults in the system itself;

NOTE1 Thisincludes the system self-monitoring to detect random hardware faults and, if appropriate, to
detect systematic faults.

NOTE 2  This includes safety meehanisms for the detection and control of communication channel failures
(e.g. data interfaces, communicatiowbuses, wireless radio link).

NOTE 3  Safety mechanisms can be specified with respect to the appropriate level within|the system
architecture.

b) [the safety mechanisms related to the detection, indication and control of faults in other external
elements that interact with the system;

EXAMPLE External devices include other electronic control units, power supplies or compmunication
devices.

c) |the safety mechanisms that contribute to the system achieving or maintaining the safe state of
thé\item;

NOTE 4 _ This INncludes arbitration In the case of Multiplé control TeqUEests Irom salety mechnanisms.
d) the safety mechanisms to define and implement the warning and degradation strategy; and
e) the safety mechanisms that prevent faults from being latent.
NOTE5 These safety mechanisms are usually related to self-tests that take place during power up (pre-

drive checks), as in the case of measures a) to d), during operation, during power-down (post-drive checks),
and as part of maintenance.

6.4.2.2 For each safety mechanism that enables an item to achieve or maintain a safe state, the
following shall be specified:

a) the transition between states;

© ISO 2018 - All rights reserved 7
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tion

bply,
and

l be

NOTE 1 This includes the requirements to control the actuators.
b) the fault handling time interval with respect to the timing requirements apportioned from the
appropriate architectural level; and
NOTE 2  This sub-requirement aims to achieve a consistent timing within the boundary of the fault
handling time interval) FTTI which is specified for each Safety Goal.
c) the emergency operation tolerance time interval, see ISO 26262-1:2018, 3.45, if the safe state of the
item cannot be reached within the FTTI.
NOTE 3 In-vehicle testing and experimentation can he used to determine the emergency oper
toleranfce time interval.
EXAMHLE 1  Duration of the degraded operation prior to the safe state.
EXAMHLE 2 A safety mechanism for a brake-by-wire application, which depends on the power suj
can incjude the specification of a secondary power supply or storage device (capacity, tifire'to activate
operatg, etc.).
6.4.2.3 This requirement applies to ASILs (A), (B), C, and D. If applicable, safety mechanisms shal
specified tg prevent faults from being latent.
NOTE1  (nly random hardware faults which are multiple-point faults havethe potential to be latent.
EXAMPLE Self-tests are safety mechanisms which verify the status of components during the diffe

operation npodes (e.g. power-up, power-down, during operation or, innan additional self-test mode) to dg

multiple-po
self-tests.

NOTE2 |
are derived
Clause 8, pr

6.4.2.4 T
diagnostic
point faultd

a) therel

the arq

b) the sp

goal dye to random handware failures (see ISO 26262-5:2018, Clause 9);

nt faults. Valve, relay or lamp function tests that take place during power up routines are exampl

in accordance with good engineering practicé:*The latent fault metric, given in ISO 26262-5:2
bvides evaluation criteria.

his requirement applies to ASILs:(A), (B), C, and D. To avoid multiple-point failures,

, considering:

hitecture and their contribution to a multiple-point failure;

bcified quantitativetarget values for the maximum probability of violation of each sa

igned ASIL\derived from the related safety goal, the related functional safety requiremer
ral safety'wequirement at a higher hierarchical level; and

Itiple-point fault detection time interval.

rent
tect
ps of

valuation criteria identifying the need for safetyimechanisms preventing faults from being latent

018,

the

test strategy shall be specified for each safety mechanism implemented to detect multiple-

fiability requirements of the hardware components with consideration given to their role in

fety

tor

c) theasq

techni
d) themy
NOTE1 1

driven (e.g. a start-up test).

NOTE 2

detection time interval.

NOTE 3

The use of the following measures depends on the time constraints:

— periodic testing of the system or elements during operation;

— self-test

s of elements during power-up or power-down; and

— testing the system or elements during maintenance.

"he diagnostic test strategy can be time driven (e.g. using the diagnostic test time interval) or event

A second-order multiple-point failure comprises two faults, separated by the multiple-point fault
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6.4.2.5 This requirement applies to ASILs (A), (B), C, and D. The development of safety mechanisms
that are implemented only to prevent dual point faults from being latent shall at least comply with:

a)
b)

‘)

NOTE

ASIL B for technical safety requirements assigned ASIL D;
ASIL A for technical safety requirements assigned ASIL B and ASIL C; and

QM for technical safety requirements assigned ASIL A.

requirement.

EX

6.4,

6.4]
bas

If ASIL decomposition is applied to a requirement, then this clause is applied to the decomposed

MPLE A memory has a parity as its safety mechanism, with requirements rated ASIL B. The fequirement
for the self-test that tests the capability of the parity to detect and signal memory faults can berated|ASIL A.

3 System architectural design specification and technical safety concept

bd on the item definition, functional safety concept and the prior system architectural des

6.4)3.2 The consistency of the system architectural design in ISO 26262-3:2018, 7.3.1 and
architectural design in this sub-phase shall be checked. If discrepancies are identified, an iter

acti
6.4,

6.4,
con

a)
b)
‘)

6.4]
eler]

6.4,
it sH

6.4,

vities described in [SO 26262-3:2018 may be necessary.
3.3 The system architectural design shall implementthe technical safety requirements.

3.4 With regard to the implementation of the technical safety requirements, the follow
sidered in the system architectural design:

the ability to verify the system architectural design;

achievement of functional safety;and

the ability to execute tests during system integration.

nents shall not have-adverse safety-related effects on the safety-related elements.

3.6 If ASIL decomposition is applied to the safety requirements during system architect
all be applied in accordance with ISO 26262-9:2018, Clause 5.

4  Safety Analyses and avoidance of systematic failures

6.4

3.1 The system architectural design in this sub-phase and the technical’safety concegpt shall be

gn.

the system
htion of the

ng shall be

the technical capability of the intended hardware and software elements with regard to the

3.5 The internal and external interfaces of safety-related elements shall be defined such that other

hiral design,

with Table

4.1 Qnﬁ:fy qnq]ycpc onthe system architectural r‘lpcign shall be pprfnrmpd in accordancd

1 and ISO 26262-9:2018, Clause 8 in order to:

provide evidence for the suitability of the system design to provide the specified safety-related

functions and properties with respect to the ASIL;
identify the causes of failures and the effects of faults;

identify or confirm the safety-related system elements and interfaces; and

support the design specification and verify the effectiveness of the safety mechanisms based on

identified causes of faults and the effects of failures.
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Table 1 — System architectural design analysis

ASIL
Methods
A B C D
Deductive analysis ) + -+ +
Inductive analysis ++ ++ 4 4

NOTE 1 Safety-related properties include independency and freedom from interference requirements.

NOTE 2  The purpose of these analyses is to assist in the design. Therefore at this stage, qualitative analysis is
sufficient. itati i i

NOTE 3 he analysis is conducted at the level of detail necessary to identify causes and effects ef ranflom
hardware fgilures and systematic failures.

NOTE 4 he aim of using a combination of deductive and inductive methods is to provide complementary
approaches|to analysis, see also ISO 26262-9:2018, 8.2.

6.4.4.2 Identified internal causes of failure shall be eliminated, or their effects mitigated where
necessary, fo comply with the safety goals or requirements.

6.4.4.3 Identified external causes of failure shall be eliminated, ot their effects mitigated where
necessary, fo comply with the safety goals or requirements.

6.4.4.4 Tp reduce the likelihood of systematic failures, well-trusted systems design principles should
be applied where applicable. These may include the following:

a) re-usefof well-trusted technical safety concepts;
b) re-usefof well-trusted designs for elements, including hardware and software components;
c) re-uselof well-trusted mechanisms for the detection and control of failures; and

d) re-uselof well-trusted or standardized ‘interfaces.

6.4.4.5 An analysis of the suitalility of well-trusted design principles shall be performed jand
documentdd to ensure consistency‘and suitability to the product’s application.

6.4.4.6 In order to avoid systématic faults, the system architectural design shall exhibit the following
properties;

a) modularity;

b) adequate leyelof granularity; and

c) simpligity,

NOTE Aforementioned properties can be achieved by the use of design principles such as hierarchical design,
precisely defined interfaces, avoidance of unnecessary complexity of components and interfaces, maintainability,
and verifiability.

6.4.4.7 Hazards newly identified during safety analyses or during the system architectural design
that are not already covered by a safety goal shall be included in an updated hazard analysis and risk
assessment (HARA) in accordance with ISO 26262-3.

NOTE Hazards not already covered by a safety goal may be non-functional hazards. Non-functional hazards
are outside the scope of ISO 26262, but they can be annotated in the hazard analysis and risk assessment; e.g.
by annotating the hazard with the following statement “No ASIL is assigned to this hazard as it is not within the
scope of IS0 26262".
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6.4.5 Measures for control of random hardware failures during operation
6.4.5.1 Measures for the detection, control or mitigation of random hardware failures shall be specified
with respect to the system architectural design given in 6.4.3.

EXAMPLE1  Such measures can be hardware diagnostic features and their usage by the software to detect
random hardware failures.

EXAMPLE 2 A hardware design having random hardware failures that always result in the safe state being
entered without detection (i.e. a fail-safe hardware design).

NOTE A quantitative approximation of tie Inductive and deductive analyses in 6.4.4.1 15 neiptu] to decide if
further safety measures are necessary. A final decision may be necessary after hardware analysis’according to
ISO R6262-5.

6.4/5.2 This requirement applies to ASILs (B), C, and D of the safety goal. One of the |alternative
profedures for the evaluation of violation of the safety goal due to random‘hardware fdilures (see
[SO|26262-5:2018, Clause 9) shall be chosen and the target values shall be specified for final evaluation
at the item level.

6.4/5.3 This requirement applies to ASILs (B), C, and D of the safety goal. Appropriate target values for
failyire rates and diagnostic coverage should be specified at the element level in order to comply with:

a) |the target values of the metrics in ISO 26262-5:2018, Claus€ 8; and
b) |the proceduresin ISO 26262-5:2018, Clause 9.

6.4/5.4 This requirement applies to ASILs (B),©C, and D. For distributed developmpents (see
[SO|26262-8:2018, Clause 5) the derived target values shall be communicated to each relevant party.

NOTE 1  Architectural constraints described)in ISO 26262-5:2018, Clauses 8 and 9, are not|necessarily
applicable to COTS parts and components.This is because suppliers usually cannot foresee the ugage of their
prodlucts in the end-item and the potentialisafety implications. In such a case, basic data such as [failure rate,
failyre modes, failure rate distributiofi per failure modes, built-in diagnostics, etc. are made available by the
supplier in order to allow the estimation of architectural constraints at overall hardware architecture level.

6.4/6 Allocation to hardware and software

6.4)6.1 The technicalSafety requirements shall be allocated to the system architectural design elements
with system, hardwate or software as the implementing technology.

NOTE If theyequirements are allocated to system as implementing technology, ISO 26262-4 is uded again for
further development of these requirements until they can be allocated to hardware and software.

6.46,2 "\ The allocation and partitioning decisions shall comply with the system architectural design.

NOTE To achieve independence and to avoid propagation of failures, the system architectural design can
implement the partitioning of functions and components.

6.4.6.3 Each system architectural design element shall inherit the highest ASIL from the technical
safety requirements that it implements.

6.4.6.4 If a system architectural design element is comprised of sub-elements with different
ASILs assigned, or of safety-related and non-safety-related sub-elements, then each of these shall be
treated in accordance with the highest ASIL, unless the criteria for coexistence (in accordance with
[SO 26262-9:2018, Clause 6) are met.

© ISO 2018 - All rights reserved 11
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6.4.6.5 If technical safety requirements are allocated to custom hardware elements that incorporate
programmable behaviour (such as ASICs, FPGA or other forms of digital hardware) an adequate
development process, combining requirements from ISO 26262-5 and ISO 26262-6, shall be defined and
implemented.

NOTE1 Theevidence of compliance with an allocated safety requirement for some of those hardware elements
can be provided through evaluation methods in accordance with ISO 26262-8:2018, Clause 13, if the criteria for
applying this clause are met.

NOTE 2  Guidance can be found in ISO 26262-11:2018.

6.4.7 Hardware-software interface (HSI) specification

6.4.7.1 The HSI specification shall specify the hardware and software interaction and be' consisfent
with the tgchnical safety concept. The HSI specification shall include the component's hardware parts
that are coptrolled by software and hardware resources that support the execution of thie,software.

NOTE The aspects and characteristics detailed in the HSI are given in Annex B.

6.4.7.2 The HSI specification shall include the following characteristics:

a) the relpvant operating modes of the hardware devices and the releyant configuration parametgrs;
EXAMHLE1  Operating modes of hardware devices such as default, initialization, test or advanced mqdes.
EXAMHLE 2  Configuration parameters such as gain control, band pass frequency or clock pre-scaler.

b) the hajpdware features that ensure the independence:between elements or that support software
partitipning;

c) shared and exclusive use of hardware resources;

EXAMHLE 3  Memory mapping, allocation of\degisters, timers, interrupts, [/O ports.
d) the acdess mechanism to hardware dewices; and

EXAMHLE 4 Serial, parallel, slave,smaster/slave.

e) the tinming constraints derived.ffom the technical safety concept.

6.4.7.3 The relevant diagnostic capabilities of the hardware, and their use by the software, shall be
specified irf the HSI specification:

a) the hardware diaghostic features shall be defined; and

EXAMHLE Detection of over-current, short-circuit or over-temperature.

b) the didghostic features concerning the hardware, to be implemented in software, shall be defined.

6.4.7.4 The HSI shall be specified during the system architectural design.

NOTE The HSI is refined during hardware development (see 1SO 26262-5:2018, Clause 6) and during
software development (see [SO 26262-6:2018, Clause 6).

6.4.8 Production, operation, service and decommissioning

6.4.8.1 The requirements addressed in ISO 26262-7:2018 for production, operation, service and
decommissioning, identified during the system architectural design, shall be specified. These include:

a) measures required to achieve, maintain or restore the safety-related functions and properties of
the item and its elements during production, service or decommissioning;

12 © ISO 2018 - All rights reserved
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the safety-related special characteristics;

the requirements that ensure proper identification of systems or elements;
the verification measures for production;

the service requirements including diagnostic data and service notes; and

measures for decommissioning.

tem elements, decommissioning instructions, labelling of elements.

Assembly or disassembly instructions, service notes, instructions regarding permitted repair for

E There are two main aspects that ensure functional safety during production, operation,
mmissioning. The first aspect relates to those activities that ensure an adequate system axehitec
the specification of suitable safety-related special characteristics during the developmént'phas
n in requirement 6.4.8.1, while the second aspect relates to those activities thatensure the {

Fed special characteristics), which are addressed in ISO 26262-7:2018.

:Eitoring for the item or its elements according to ISO 26262-2:2018, Clause 7, with co
g given to the results of safety analyses and the implemented safety mechanisms.

8.3 To restore or maintain functional safety, diagnosti¢features shall be specified that
ntification and the effectiveness of maintenance or repaiito be checked during servicing.

9 Verification

9.1 The technical safety requirements shall be verified in accordance with ISO 262

service and
tural design
e, which are
ichievement
ified safety-

8.2 Diagnostic features shall be specified in order to provide the-required data that epables field

hsideration

allow fault

62-8:2018,

Clayses 6 and 9, to provide evidence for theircorrectness, completeness, and consistency with respect to

the

6.4
spe
safd
the

a)

b)
‘)

NOT

ISO

civen boundary conditions of the systent.

9.2 The system architectural design, the hardware-software interface (HSI) specificati
Cification of requirements fortproduction, operation, service and decommissioning and th
ty concept shall be verifiedtsing the verification methods listed in Table 2 to provide ev|
following objectives arelachieved:

they are suitable.and adequate to achieve the required level of functional safety accor
relevant ASIL;

E Safety anomalies and incompleteness identified will be reported in accord

validityof and compliance with system architectural designs of prior development step$

on and the
e technical
idence that

ding to the

there is consistency between the system architectural design and the technical safety c¢ncept; and

P

ance with

6262-2:2018,5.4.3
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Table 2 — Verification

ASIL
Methods

A B C D
la |Inspectiona + ++ ++ ++
1b  |Walkthrougha ++ + ) 0
2a |Simulationb + + ++ ++
2b |System prototyping and vehicle testsb + + ++ ++
3 System architectural design analysesc see Table 1
a  Method$ 1a and 1b serve as a check of complete and correct implementation of the requirements.
b Method$ 2a and 2b can be used advantageously as a fault injection test to support the argumentation of completefess
and correctress of a system architectural design with respect to faults.
¢ For conducting safety analyses, see ISO 26262-9:2018, Clause 8.

6.5 Wor

6.5.1 Teq

6.5.2 Teq
6.5.3 Sys
6.5.4 Ha
6.5.5 Spq

resulting f1

6.5.6 Ver
(HSI) speq

decommissioning, and the technical safety concept resulting from requirements in 6.4.9.

6.5.7 Safety analyses report resulting from requirements in 6.4.4.

7 Syste

7.1 Obje

The integr{
The first si

k products

hnical safety concept resulting from requirements in 6.4.3 {0 6.4.6.

tem architectural design specification resulting frontrequirements in 6.4.3 to 6.4.6

4.6.
rdware-software interface (HSI) specification.resulting from requirements in 6.4.7.

om requirements in 6.4.8.

rification report for system architectural design, the hardware-software interf
fification, the specification of requirements for production, operation, service

I and item integration and testing

ctives

htion and testing phase comprises three sub-phases and three objectives as described be
ib-phase is the integration of the hardware and software of each element. The second

hnical safety requirements specification resulting from requirefments in 6.4.1 and 6.4.p.

pcification of requirements for production, operation, service and decommission

NS

ing

face
and

ow.
ub-

phase is th

e {ntegration of the elements that comprise a system to form a complete item. The third s

ub-

phase is the integration of the item with other systems within a vehicle. The objectives of this clause are:

re properly implemented; and

to the system architectural design.

a)
integrated;
b)
level, a
c)
14

to define the integration steps and to integrate the system elements until the system is fully

to verify that the defined safety measures, resulting from safety analyses at the system architectural

to provide evidence that the integrated system elements fulfil their safety requirements according
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7.2 General

The integration of the item's elements is carried out in a systematic way starting from software-
hardware integration and verification through system integration and verification to vehicle integration
and verification. Specified integration tests are performed at each integration stage to provide evidence
that the integrated elements interact correctly.

After sufficient development of hardware and software in accordance with ISO 26262-5 and
ISO 26262-6, system integration can be started in accordance with this clause.

7.3 —npuisiothisclause

7.3{1 Prerequisites
The following information shall be available:

— |[safety goals from the hazard analysis and risk assessment report in accordance with
1SO 26262-3:2018, 6.5.1;

— [functional safety concept in accordance with ISO 26262-3:2018, 75:1;
— [technical safety concept in accordance with 6.5.2;

— [system architectural design specification in accordance/with 6.5.3; and

— |HSI specification in accordance with 6.5.4, SO 26262-5:2018, 6.5.2 and ISO 26262-6:2018, 6.5.2.

7.3/2 Further supporting information

The following information can be considered:

— |vehicle architecture (from an external‘source);

— |[technical safety concepts of othervéhicle systems (from an external source); and

— |[safety analyses report (see 6:5.7).
7.4] Requirements andrecommendations
7.4]1 Specification of integration and test strategy

7.4/1.1 To provide evidence that the system architectural design is compliant with the funct]onal safety
and| technical safety requirements, integration testing activities shall be performed in accordance with
[SO|26262-872018, Clause 9 to check:

a) [the correctimplementation of functional safety and technical safety requirements;

b) the correct functional performance, accuracy and timing of safety mechanisms;
c) the consistent and correct implementation of interfaces; and

d) adequate robustness.

7.4.1.2 An integration and test strategy shall be defined that considers the system architectural design
specification, the functional safety concept and the technical safety concept. It shall address:

a) the test goals suitable to provide evidence for functional safety; and

b) the integration and testing of the item and its elements that contribute to the safety concepts.
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NOTE

This includes elements of other technologies that contribute to the safety concepts.

7.4.1.3 To enable the item integration sub-phase, the following shall be performed based on the

integration

a)

and test strategy:

testing;

b)

the item integration and test strategy shall be defined for the hardware-software integration and

the item integration and test strategy shall be defined to include the specification of integration

tests for the system and vehicle-levels. It shall ensure that open issues from hardware-software

verific

tions are addressed;

the itg
intern

d) the ite
that w

that dd

NOTE ]
integration

7.4.1.4 [f
verificatior]
for the con

NOTE ]

7.4.1.5 T
applicable

NOTE1 4
has been sp

NOTE2 |\

m integration and test strategy shall consider interfaces between vehicle system’s. (h
1l and external to the item) and the environment; and

m integration and test strategy shall consider if systems or elements are being integr:
ere developed as safety element out of context (SEooC) and if the assumptiens made du
velopment need to be verified.

'he specification of the integration and the verification carried out-at_the hardware-softy
evel and the item level considers the interface and the interaction between hardware and softw

the system is configurable (e.g. by variance of elements<or calibration data), then
at the system or vehicle level shall provide evidence of compliance with safety requirem
figurations at implementation-level intended for seriessproduction.

[esting a justified subset of configurations may be sufficient.

he fulfilment of each functional safety and technical safety requirement shall be verifie
by testing) at least once in the complete integration sub-phase.

\ common practice is to verify a safety requirement at the next higher level of integration to whi
ecified.

Vhen a SEooC is integrated in- a safety-related system, validity of assumptions used foi

development is also verified.

NOTE 3
ISO 26262-

N
2
74.1.6 T
be derived
integration|

afety anomalies in accordance

:2018, 5.4.3.

identified during integration testing are reported

D enable the appropriate specification of test cases for the integration tests, test cases s
using an appropriate combination of methods, as listed in Table 3, and by considering|
level.
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Table 3 — Methods for deriving test cases for integration testing

ASIL
Methods
A B C D
la |Analysis of requirements ++ ++ ++ ++
1b |Analysis of external and internal interfaces + ++ ++ ++
1c |Generation and analysis of equivalence classes for hardware-software . . ot ot
integration
1d | |Analysis of boundary values + + H+ ++
le | |Error guessing based on knowledge or experience + ¥ H+ ++
1f | |Analysis of functional dependencies + + H+ ++
1g | |Analysis of common limit conditions, sequences, and sources of depend- + . AN ot
ent failures, see ISO 26262-9:2018, Clause 7
1h | |Analysis of environmental conditions and operational use cases + ++ H+ ++
1li | |Analysis of field experience + ++ H+ ++
7.4)2 Hardware-software integration and testing
7.4{2.1 Hardware-software integration
7.442.1.1 The hardware developed in accordance with ISO 26262-5 and the software dgveloped in
accordance with ISO 26262-6 shall be integrated andwused as the subject of the test activities ih Table 4 to
Table 8.

7.4)2.1.2 The integrated hardware and seftware shall be tested for compliance with the re
addfressing the HSI specification.

NOTE The use of production-intent’hardware and software is preferred. Modified hardware

mig

7.4,

7.412.2.1 The test goals resulting from the requirements 7.4.2.2.2 to 7.4.2.2.6 shall be addre
application of adequgate test methods, as given in the corresponding tables.

NOTE1 Thesewill support the detection of systematic faults in the system architectural design.

NOTE 2  Depending on the implemented functionality, its complexity or the distributed nature of t
may| be'feasible to perform tests in other integration sub-phases, provided adequate rationale is give]

©IS

ht be used where necessary for particular test techniques.

2.2 Test goals and test methods during hardware-software testing

Juirements

or software

ssed by the

e system, it
n.
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7.4.2.2.2 Evidence for the correct implementation of the safety-related functions and behaviour
according to the technical safety requirements at the hardware-software level shall be provided by using
test methods listed in Table 4.

Table 4 — Correct implementation of technical safety requirements at the hardware-
software level

ASIL
Methods
A B C D
la |Requirements-based testa ++ ++ ++ ++
1b  |Faultfinjection testb + ++ + N
1c |Backto-back testc + + 4+ +H+

a  Arequiilements-based test denotes a test against functional and non-functional requirements.

b Afaultinjection test uses special means to introduce faults into the test object during runtime. This-can/be done wifhin
the softwar¢ via a special test interface or specially prepared hardware. The method is often usedyte/improve the [test
coverage of the safety requirements, because during normal operation safety mechanisms are notinveked.

¢ A back-fo-back test compares the responses of the test object with the responses of a simulation model to the spme
stimuli, to d¢tect differences between the behaviour of the model and its implementation.

NOTE The differences in the level of effort applied for Method 1b in Table™4' and Table 9 result from| the
amount of effort needed to conduct fault injection tests at the system level.

7.4.2.2.3 |This requirement applies to ASIL (A), B, C, and D.:The correct functional performapce,
accuracy apd timing of the safety mechanisms at the hardware-Software level shall be demonstrated
using test methods listed in Table 5.

Table 5 +— Correct functional performance, accuracy and timing of safety mechanisms at the
hardware-software level

ASIL
Methods
A B C D
la |Back-tp-back testa + + + H
1b |Performance testb + + 4+ H+

a A back-fo-back test compares the résponses of the test object with the responses of a simulation model to the spme
stimuli, to d¢tect differences betweenthe behaviour of the model and its implementation.

b A perfofmance test can verify\the performance (e.g. task scheduling, timing, power output) in the context of the whole
test object, gnd can verify the ability of the intended control software to run with the hardware.

7.4.2.2.4 |[This requirement applies to ASIL (A), B, C, and D. Evidence for the consistent and correct
implementption of'the external and internal interfaces at the hardware-software level shall be provided
by using tegt methods listed in Table 6.

Table 6 —Coumsistentamd correct implementation of extermatamd intermat interfacesat th
hardware-software level

ASIL
Methods
A B C D
la |Test of external interfacesa + ++ ++ +
1b |Test of internal interfacesa + ++ ++ ++
1c |Interface consistency checka + ++ ++ ++

a Interface tests of the test object include tests of analogue and digital inputs and outputs, boundary tests and
equivalence-class tests, to test the compatibility, timings and other specified ratings. Internal interfaces of an ECU can be
tested by static tests for the compatibility of software and hardware as well as dynamic tests of Serial Peripheral Interface
(SPI) or Integrated Circuit (IC) communications or any other interface between the elements of an ECU.
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7.4.2.2.5 This requirement applies to ASIL (A), (B), C, and D. The effectiveness of the hardware
fault detection mechanisms at the hardware-software level, with respect to the fault models, shall be
demonstrated using test methods listed in Table 7.

NOTE For references to fault models, see ISO 26262-5:2018, Annex D.

Table 7 — Effectiveness of a safety mechanisms at the hardware-software level

ASIL
Methods
A B C D
la [[Faultinjection testa T T T ++
1b [|Error guessing testb + + F +

a  |Afaultinjection test uses special means to introduce faults into the test object during runtime. This can bedone within
the [software via a special test interface or specially prepared hardware. The method is often used‘to impyfove the test
coverage of the safety requirements, because during normal operation safety mechanisms are nét invoked.

b |An error guessing test uses expert knowledge and data collected through lessons learned to anticipate grrors in the
testjobject. Then a set of tests along with adequate test facilities is designed to check forthese errors. Error ghessing is an
effective method given a tester who has previous experience with similar test objects,

7.4)2.2.6 This requirement applies to ASIL (A), (B), (C), and D. Thé:level of robustness of the elements
at the hardware-software level shall be demonstrated using test methods listed in Table 8.

Table 8 — Level of robustness at the hardware-software level

ASIL
Methods
A B q D
1a ||Resource usage testa + + A i+
1b || Stress testb + + H -+

a |Aresources usage test can be done statically (e.g. by checking for code sizes or analysing the code regarding interrupt
usage, in order to verify that worst-case scenarios-do not run out of resources), or dynamically by runtime monitoring.

b |A stress test verifies the test object for,'correct operation under high operational loads or high demands from the
envjronment. Therefore, tests under high loads on the test object, or with exceptional interface loads, or valugs (bus loads,
eledtrical shocks, etc.), as well as tests with extreme temperatures, humidity or mechanical shocks, can be applied.

7.4{3 System integration-and testing
7.4{3.1 System integration

7.443.1.1 Thesindividual elements of the system shall be integrated in accordance with fthe system
architecturaldesign, and tested in accordance with the system integration test specification.

with the technical and functional safety requirements, and gives an adequate level of confidence thatfunintended

NOTE The tests are intended to provide evidence that each system element interacts correcqu, complies
behaviours, that could violate a safety goal, are absent.

7.4.3.2 Test goals and test methods during system testing

7.4.3.2.1 The test goals resulting from the requirements 7.4.3.2.2 to 7.4.3.2.5 shall be addressed by the
application of adequate test methods, as given in the corresponding tables.

NOTE1 These will support the detection of systematic faults during system integration and testing.

NOTE 2  Depending on the implemented functionality, its complexity, or the distributed nature of the system,
it may be feasible to perform tests in other integration sub-phases provided adequate rationale is given.
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7.4.3.2.2 Evidence for the correct implementation of functional safety and technical safety
requirements at the system level shall be provided by using test methods as listed in Table 9.

Table 9 — Correct implementation of functional safety and technical safety requirements at the

system level

ASIL
Methods
A B C D

la |Requirement-based testa ++ ++ ++ ++
1b |Fault injection testb + + 14 N
1c [Back-tp-back testc 0 + + H

a  Arequinlements-based test denotes a test against functional and non-functional requirements.

b A fault ihjection test uses special means to introduce faults into the system. This can be done within the«system yia a
special test Interface or specially prepared elements or communication devices. The method is often used to improve| the
test coveragg of the safety requirements, because during normal operation safety mechanisms are notinvoked.

¢ A back-fo-back test compares the responses of the test object with the responses of a simulation model to the shme
stimuli, to d¢tect differences between the behaviour of the model and its implementation.

7.4.3.2.3 |This requirement applies to ASIL (A), (B), (C), and D. The corfect functional performapce,
accuracy, doverage of failure modes at the system level, and timing of the safety mechanisms at|the
system leve¢l shall be demonstrated using test methods listed in Table 40.

Table 10|— Correct functional performance, accuracy and timing of safety mechanisms at the
system level
ASIL
Methods
A B C I

la |Back-tp-back testa 0 + +
1b |Faultipjection testb + + ++ +
1c |Performance testc 0 + + +
1d |Error guessing testd + + ++ +H
le |Testdgrived from field experienceg 0 + ++ +H

a A back-fo-back test compares the résponses of the test object with the responses of a simulation model to the shme
stimuli, to d¢tect differences between the behaviour of the model and its implementation.

b In the cqntext of demonstrating-the effectiveness of the safety mechanisms' failure mode coverage at the system lgvel,
fault injectiqn method-based testmeans to introduce faults into the test object during runtime. This can be done withirf the
software vid a special test intecface or specially prepared hardware. This approach is valid for a limited set of fault models,
i.e. the simp|e ones that can‘be realistically injected at system level (like reproducing a stuck-at in a component pin).|For
fault models|at semiconductor level (like soft errors or transistor stuck-at), the fault injection method is applied at a njore
detailed levdl as described in ISO 26262-11:2018, 4.8.

¢ A perfoymancectest can verify the performance (e.g. actuator speed or strength, whole system response times) off the
safety mechanisms of the system.

d  An error guessing test uses expert knowledge and data collected through Iessons learned to anticipate errors in the
system. Then a set of tests along with adequate test facilities is designed to check for these errors. Error guessing is an
effective method given a tester who has previous experience with similar systems.

e Atestderived from field experience and data gathered from the field
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7.4.3.2.4 Evidence for the consistent and correct implementation of the external and internal interfaces
at the system level shall be provided by using test methods listed in Table 11.

Table 11 — Consistent and correct implementation of external and internal interfaces at the
system level

ASIL
Methods
A B C D
la |Test of external interfaces2 + 4+ ++ ++
1b |Test of internal interfacesa + 4 14 ++
1c || Interface consistency checka + + sy ++
1d || Test of interaction/communicationb ++ ++ + ++

a  [An interface test of the system includes tests of analogue and digital inputs and outputs):boundary tests, and
equfvalence-class tests, to completely test the specified interfaces, compatibility, timings, and othpr specified
chafacteristics of the system. Internal interfaces of the system can be tested by static tests (e,g. match of plug connectors)
as well as by dynamic tests concerning bus communications or any other interface betweensystem elements.

b |A communication and interaction test includes tests of the communication between the system elemgnts, as well
as Hetween the system under test and other vehicle systems during runtime, against.the functional and ngn-functional
reqpiirements.

7.443.2.5 The level of robustness at the system level shall be derionstrated using test methqds listed in
Table 12.

Table 12 — Level of robustnessat the system level

ASIL
Methods

A B C D
1a ||Resource usage testa o + +4 ++
1b ||Stress testb 0 ¥ +4 4+

1c || Test for interference resistance andwrobustness under certain environ-
L ++ ++ +4 ++

mental conditions¢

a  [Atthe system level, resource usagetesting is usually performed in dynamic environments (e.g. lab cars or|prototypes).
Issyes to test include power consupmiption and bus load.

b |A stress test verifies the correct operation of the system under high operational loads or high demands from the
envjronment. Therefore, tests urider high loads on the system, or with extreme user inputs or requests from other systems,
as well as tests with extreme)temperatures, humidity or mechanical shocks, can be applied.

¢ |A test for interference resistance and robustness, under certain environmental conditions, is a special cpse of stress
testling. This includes'EMC and ESD tests (e.g. see [4], [5], [6], [Z]).

7.414 Vehicle integration and testing

7.4}4, " Vehicle integration

7.4.4.1.1 The item shall be integrated into the vehicle and the vehicle integration tests shall be
carried out.

NOTE When planning the vehicle level integration and verification, the correct vehicle behaviour under
typical and extreme vehicle conditions and environments can be considered, but with a subset being sufficient

(see Table 3).

7.4.4.1.2 The verification of the interface specification of the item with the in-vehicle communication
network and the in-vehicle power supply network shall be performed.
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7.4.4.2 Test goals and test methods during vehicle testing

7.4.4.2.1 Test goals resulting from the requirements 7.4.4.2.2 to 7.4.4.2.5 shall be addressed by the
application of adequate test methods as listed in the corresponding tables.

NOTE1 These will support the detection of systematic faults during vehicle integration.

NOTE 2  Depending on the implemented functionality, its complexity or the distributed nature of the system, it
may be feasible to perform tests in other integration sub-phases provided adequate rationale is given.

7 4, 4 2 2 Thacorractimnlamantation aftha fiinctional cafoty raauiramantc ot thao vaohicla laval cha 1 be
Tk TIE-COTTECTTITY Premrerratror O trrerorreeroa ot e ¥y et e et e ey errere e v er ot

demonstrafed using test methods listed in Table 13.

Table 13|— Correct implementation of the functional safety requirements at the vehicle level

ASIL
A B C
la |Requirgment-based testa ++ it ++
1b |Fault injection testb +¥ ++ +
1c |Long-term testc Y+ T+ T+

1d |User tgst under real-life conditions¢ ++ ++ ++

Methods

+ |+ [+ |+ |-
=+

a A requfirements-based test denotes a test against functional and non-functignal requirements.

b A fault injection test uses special means to introduce faults into the.item. This can be done within the item ¥ia a
special test Interface or specially prepared elements or communication devices. The method is often used to improve|the
test coveragg of the safety requirements, because during normal operation’safety mechanisms are not invoked.

c Alongtterm test and a user test under real-life conditions aresimilar to tests derived from field experience but use a
larger sample size, normal users as testers, and are not bound to(prior specified test scenarios, but performed under rjeal-
life conditiops during everyday life. These tests can have limitations, if necessary, to ensure the safety of the testers,|e.g.
with additiopal safety measures or disabled actuators.

7.4.4.2.3 |This requirement applies to ASILN(A), (B), C, and D. The correct functional performapce,
accuracy apd timing of the safety mechanisms at the vehicle level shall be demonstrated using [test
methods listed in Table 14.

Table 14|— Correct functional performance, accuracy and timing of safety mechanisms at the
vehicle level

ASIL
Methods
A B C D
la |Perforimance testd + + ++ ++
1b |Long-term testd + + + +}
1c |User tdstrunder real-life conditionsb + + ++ ++

a A perfo mance test cann Veriry tne perrormdince (€.8. Iaull toIerant time IMervdis ol venicie I1evel and ve icle
controllability in the presence of faults) of the safety mechanisms concerning the item.

b Along-term test and a user test under real-life conditions are similar to tests derived from field experience but use a
larger sample size, normal users as testers, and are not bound to prior specified test scenarios, but performed under real-
life conditions during everyday life. These tests can have limitations, if necessary, to ensure the safety of the testers, e.g.
with additional safety measures or disabled actuators.

¢ Afaultinjection test uses special means to introduce faults into the item. This can be done within the item via a special
test interface or specially prepared elements or communication devices. The method is often used to improve the test
coverage of the safety requirements, because during normal operation safety mechanisms are not invoked.

d  An error guessing test uses expert knowledge and data collected through lessons learned to anticipate errors in the
system. Then a set of tests along with adequate test facilities is designed to check for these errors. Error guessing is an
effective method given a tester who has previous experience with similar systems.

e Atestderived from field experience and data gathered from the field.
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Table 14 (continued)

ASIL
Methods
A B C D
1d |Faultinjection testc o + ++ ++
le |Error guessing testd 0 + + +
1f |Test derived from field experiencee ) + ++ ++

a

b

A performance test can verify the performance (e.g. fault tolerant time intervals on vehicle level

controllability in the presence of faults) of the safety mechanisms concerning the item.
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A fault injection test uses special means to introduce faults into the item. This can be done withiithe item|
interface or specially prepared elements or communication devices. The method is often used to impj

An error guessing test uses expert knowledge and data collected through lessons léarned to anticipate
em. Then a set of tests along with adequate test facilities is designed to check ferthese errors. Error g
ctive method given a tester who has previous experience with similar systems.

Atest derived from field experience and data gathered from the field.
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4.2.4 This requirement applies to ASIL (A), (B), C, and-D. The consistency and correct
lementation of the interfaces internal and external to.thé vehicle shall be demonstrated
hods listed in Table 15.

E Internal interfaces are between items or betWeen systems. External interfaces are betw
the vehicle environment.

ness of the
| using test

een an item

[able 15 — Correct implementation of internal and external interfaces at the vehidle level

ASIL

Methods
C

D

la

Test of internal interfacesa +4

++

1b

A
+
+

+ [+ |

Test of external interfacesa +4

++

1c

+ + +4

Test of interaction/communicationb

++

a

statfically by validating »alue’ranges, ratings, or geometries as well as dynamically during operation of the wh

An interface test at the.vehicle level tests the interfaces of the vehicle systems for compatibility. This

can be done
le vehicle.

b |A communicatioh and interaction test includes tests of the communication between the systems of the v¢hicle during
runfime against functional and non-functional requirements.
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7.4.4.2.5 This requirement applies to ASIL (A), (B), C, and D. The level of robustness at the vehicle level
shall be demonstrated using test methods listed in Table 16.

Table 16 — Level of robustness at the vehicle level

ASIL
Methods
A B C D
1la |Resource usage testa + + ++ ++
1b |Stress testb + ¥ + i+
1C Test fO ;lltbl fbl CIICC T \,o;otau\,\, aud I Ubuotu\.oo uud\,n Cll ta;u CIIV ;l Ulllll\.«llta}
. + + ++ +1
conditipnsc
1d |Long-t¢rm testd + + i+ +1

network enyi

b A stresg

life condition

a  Atthe vehicle level, resource usage testing is usually performed in dynamic environments (e.g. electronic¢ control pnit

or limited resources of other vehicle systems.

environment. Therefore tests under high loads on the vehicle or with extreme user inputs or requests from other systpms
as well as tegts with extreme temperatures, humidity, or mechanical shocks can be applied.

¢ A test fqr interference resistance and robustness, under certain environmental conditions, is a special case of stfess
testing. This|includes EMC and ESD tests (e.g. see References [4], [5], [6], [Z])-

d  Along-tprm test and a user test under real-life conditions are similar to tests/derived from field experience but ufse a
larger sample size, normal users as testers, and are not bound to prior specifiedtest scenarios, but performed under rjeal-

ronments, prototypes or whole vehicles). Issues to test include item internal resources, power consumpfion,

test verifies the correct operation of the vehicle under high operational loads or/high”demands from|the

s during everyday life.

7.5 Work products
7.5.1 Integration and test strategy resulting from réquirements in 7.4.1.

7.5.2 Integration and test report resulting fronrrequirements in 7.4.2, 7.4.3 and 7.4.4.

8 Safety validation

8.1 Objg

The object]ves of this clause ate;

ctives

a) to proyide evidence that the safety goals are achieved by the item when being integrated into|the

respedtive vehicle(s);-and

b) to provide evidence that the functional safety concept and the technical safety concept|are

approy

riate\fer achieving functional safety for the item.

8.2 Generat

The purpose of the preceding verification activities (e.g. design verification, safety analyses, hardware,
software, and item integration and test) is to provide evidence that the results of each particular
activity comply with the specified requirements.

The safety

validation of the integrated item in representative vehicle(s) aims to provide evidence of

appropriateness for the intended use and aims to confirm the adequacy of the safety measures for a
class or set of vehicles. Safety validation provides assurance that the safety goals have been achieved,
based on examination and test.
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Inputs to this clause

1 Prerequisites

following information shall be available:

— hazard analysis and risk assessment report in accordance with ISO 26262-3:2018, 6.5.1; and

8.3

functional safety concept in accordance with ISO 26262-3:2018, 7.5.1.

2 Eurther sunnorting information
rr i =]

The

8.4

8.4/

8.4/

NOT
tech

NOT
vali

8.4/
and|

NOT
asse

8.4,
tecH

8.4/

8.4

following information can be considered:

technical safety concept (see 6.5.2);

item definition (see ISO 26262-3:2018, 5.5.1); and

safety analyses report (see 6.5.7).
Requirements and recommendations
1 Safety validation environment

1.1 The safety goals shall be validated for the itemdn’a representative context at vehicle

nologies, external measures.

E2 Thisisespecially important for T&B where different base vehicle types could be the subje
Hation.

1.2 For the definition of a representative context, representative vehicles based on v¢
vehicle configurations shall be.considered.

E A relevant input forf the choice of representative vehicles might be the hazard analy
ssment report (see ISO 26262-3:2018, 6.5.1).

nical characteristics, which have been considered in the hazard analysis and risk assessm
2  Specification of safety validation

2.1<_'The safety validation specification shall be defined, including:

level.

E1 This integrated item includes, where applicable: system, software, hardware, elements of other

°t of a safety

hicle types

5is and risk

1.3 Safety goals'shall be validated giving consideration to variance in operation that impacts the

ent.

a)

the conliguration ol the 1tem subjected to saiely validation including 1ts calibration data in

accordance with ISO 26262-6:2018, Annex C;

NOTE If a complete safety validation of each item configuration is not feasible, then a reasonable subset

can be selected.

b) the specification of safety validation procedures, test cases, driving manoeuvres, and acceptance

c)

criteria; and

the equipment and the required environmental conditions.
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8.4.3 Execution of safety validation

8.4.3.1 If testing is used for safety validation, then the same requirements as provided for verification
testing (see ISO 26262-8:2018, 9.4.2 and 9.4.3) may be applied.

8.4.3.2 The achievement of functional safety for the item when being integrated into the vehicle shall
be validated by evaluating the following aspects:

a) the controllability;

NOTE
foresed
NOTE 2
state dd
b) the eff
c) the eff
d) assum
ISO 26
EXAMPLE
by a malfur
validated at|
8.4.3.3 T

a) the sa
criteri
b) the sc(
drivin

NOTE

8.4.3.4 An appropriate set of the following methods shall be applied:

a) repeat

EXAMH
bound4
simulat

b) analys

COUIILI UlldUlllLy Cdll DE VvVdlludilcU ublllg UlJCI dl.lllg SLCIIAITIOS, 1uuuu1ug IHILCIIUCU  USKE
able misuse.

One acceptance criteria for the safety validation might be a sufficient controllabilityyin a
fined in ISO 26262-3:2018, 7.4.2.5.

pctiveness of the external measures;
bctiveness of the elements of other technologies; and
ptions that influence the ASIL in the hazard analysis ahd” risk assessment

P62-3:2018, 6.4.4.4) that can be checked only in the final vehicle:

ction of an E/E system, the effectiveness of this componentd{o prevent or mitigate that hazat
the vehicle level.

fety validation procedures and test cases-for each safety goal including detailed pass
h; and

pe of application. This may include:iSsues such as configuration, environmental conditi
b situations, operational use cases; etc.

perational use cases can berereated to help focus the safety validation at the vehicle level.

nble tests with specified test procedures, test cases, and pass/fail criteria;

LE1 Positivetests of functions and safety requirements, black box testing, simulation, tests u
ry conditierss, fault injection, durability tests, stress tests, highly accelerated life testing (HA
ion of extérnal influences.

bs;

and

safe

(see

If a mechanical component is assumed to prevent or mitigate aspecific hazard potentially calised

d is

he safety validation at the vehicle level, based(on the safety goals, the functional safety
requirements and the intended use, shall be executed as planned using:

fail

NS,

hder
LT),

EXAMPLE 2  FMEA, FTA, ETA, simulation.

c) long-term tests, such as vehicle driving schedules and captured test fleets;

d) operat

ional use cases under real-life conditions, panel or blind tests, or expert panels; and

e) reviews.

8.4.4 Evaluation

8.4.4.1 The results of the safety validation shall be evaluated to provide evidence that the implemented
safety goals achieve functional safety for the item.
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8.5 Work products

8.5.1 Safety validation specification including safety validation environment description
resulting from requirements in 8.4.1 and 8.4.2.

8.5.2 Safety validation report resulting from requirements in 8.4.3 and 8.4.4.
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