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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
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les, in collaboration with Joint Technical Committee ISO/IEC JTC1, Information teg
ubcommittee SC 29, Coding-afaudio, picture, multimedia and hypermedia information.
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INTERNATIONAL STANDARD ISO/IEC 15444-8
RECOMMENDATION ITU-T T.807

Information technology — JPEG 2000 image coding system: Secure JPEG 2000

Summary

Rec| ITU-T T.807 | ISO/IEC 15444-8 provides a syntax that allows security services to be applied to JREG 2000 coded
imafje data. Security services include confidentiality, integrity verification, source authentication,conditional pccess,
secyre scalable streaming and secure transcoding. The syntax allows these security services to be\applied to coded and
uncpded image data in part or in its entirety. This maintains the inherent features of JPEG 2000'sSuch as scalabiljty and
accagss to various spatial areas, resolution levels, colour components, and quality layers, while'providing security services
on these elements.

Thig second edition:

1) consolidates all solved/outstanding amendments and corrigenda published since the first edition;
2) removes the clause on Registration Authority (first edition's clause 7);

3) removes the annex of patent statements (first edition's Anpex\D).

Thig Recommendation | International Standard was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 29, Coding of audio, picture, multimedia and hypermedia information, in collaboratign with
ITU-T SG16. The identical text is published in ISO/IEC as ISOAEC 15444-8.

History
Edjtion Recommendation Approval  Study Group Unique ID”
1.0 ITU-T T.807 2006-05-29 16 11.1002/1000/8830
11 ITU-T"T.807 (2006) Amd. 1  2008-03-15 16 11.1002/1000/9364
3.0 ITU-T T,807%(V2) 2023-02-13 16 11.1002/1000/15208
Keywords

Image security, jpsec, JPEG 2000, security, still image.

To access the Recommendation, type the URL http://handle.itu.int/ in the address field of your web
browser, followed by the Recommendation's unique ID. For example, http://handle.itu.int/11.1002/1000/11830-en.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes
the topics for study by the ITU-T study groups which, in turn, produce Recommendations on these topics.
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approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution’i

pme areas of information technology which fall within ITU-T's purview, the necessary standards
ared on a collaborative basis with 1SO and IEC.

NOTE

nis Recommendation, the expression "Administration” is used for "conciseness to indicate bog
ommunication administration and a recognized operating agency,

pliance with this Recommendation is voluntary. However;«:the Recommendation may contain ce
(datory provisions (to ensure, e.g., interoperability, or: applicability) and compliance with

jatory language such as "must™ and the negative equivalents are used to express requirements. The u
words does not suggest that compliance with the.Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

draws attention to the possibility that the practice or implementation of this Recommendation may iny

the \tlse of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validit

cability of claimed Intellectual Property Rights, whether asserted by 1TU members or others outsic
Recommendation’development process.
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bcted Dy patents/software copyrights, which may be required to implement this Recommenda
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Introduction

In the "Digital Age", the Internet provides many new opportunities for right-holders regarding the electronic distribution
of their work (books, videos, music, images, etc.).

At the same time, new information technology radically simplifies the access of content for the user. This goes hand in
hand with the all-pervasive problem of pirated digital copies — with the same quality as the originals — and "file-sharing"

in pe

er-to-peer networks, which gives rise to continued complaints about great losses by the content industry.

World Intellectual Property Organization (WIPO) and its Member countries (170) have an important role to play in
assuring that copyright, and the cultural and intellectual expression it fosters, remains well protected in the 21st century.
The new Digital economy and the creative people in every country of the world depend on it. Also in December 1996,
WIPO Copyright Treaty (WCT) has been promulgated with two important articles (11 and 12) about technological
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ontracting Parties shall provide adequate and effective legal remedies against any.pérson knowingly performing any
ing acts knowing, or with respect to civil remedies having reasonable grounds to know, that it will induce, enable, facilit
al an infringement of any right covered by this Treaty or the Berne Convention:

remove or alter any electronic rights management information without autherity;

distribute, import for distribution, broadcast or communicate to the publlic, without authority, works or copies of works kn
lectronic rights management information has been removed or altereghwithout authority.

5 used in this Article, "rights management information” means jaformation which identifies the work, the author of the wor
I of any right in the work, or information about the terms and-conditions of use of the work, and any numbers or code
sent such information, when any of these items of information is attached to a copy of a work or appears in connection wi
unication of a work to the public.

treaty provides a solid foundation to protect intellectual Property. As of 2004, about 50 countries ratified
rtant treaty. Therefore, it is expected that tools and protective methods that are recommended in JPEG 2000 n
e the security of transaction, protection ef content (IPR), and protection of technologies.

rity issues, such as authentication, -data integrity, protection of copyright and Intellectual Property, pri
itional access, confidentiality, transaction tracing, to mention a few, are among important features in many img
cations targeted by JPEG 2000:

fechnological means of protecting digital content are described and can be achieved in many ways such as d
rmarking, digital signature, encryption, metadata, authentication, and integrity checking.

Recommendation |)Iinternational Standard intends to provide tools and solutions in terms of specifications that 3
cations to generate, consume, and exchange Secure JPEG 2000 codestreams. This is referred to as JPSEC.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — JPEG 2000 image coding system: Secure JPEG 2000

1 Scope
This Recommendation | International Standard specifies the framework, concepts, and methodology for securing
JPEG 2000 codestreams. The scope of this Recommendation | International Standard is to define:

1) anormative codestream syntax containing information for interpreting secure image data;

2\ HZE NN W) P | £ 1IDC A + | PSS TN | .
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3) informative guidelines on how to implement security services and related metadata.

The pcope of this Recommendation | International Standard is not to describe specific secure imaging applicationsjor to
limit| secure imaging to specific techniques, but to create a framework that enables future extensions as secure imgging
techmiques evolve.

2 Normative references

The following Recommendations and International Standards contain provisions whieh, ‘through reference in this|text,
constitute provisions of this Recommendation | International Standard. For dated references, only the edition cited applies.
For yndated references, the latest edition of the referenced document (including any~a@mendments) applies. At the tirpe of
publjcation, the editions indicated in dated references were valid. All Recommendations and Standards are subjgct to
revigion, and parties to agreements based on this Recommendation | International Standard are encouraged to investjgate
the plossibility of applying the most recent edition of the Recommendatioyis.and Standards listed below. Members of IEC
and ISO maintain registers of currently valid International Standards.The Telecommunication Standardization Burepu of
the I[TU maintains a list of currently valid ITU-T Recommendations.

—  Recommendation ITU-T T.800 | ISO/IEC 15444<1, Information technology — JPEG 2000 image cading
system: Core coding system.

—  Recommendation ITU-T T.801 | ISO/IEC 15444-2, Information technology — JPEG 2000 image cading
system: Extensions.

— Recommendation ITU-T T.808 | ISO/IEC 15444-9, Information technology — JPEG 2000 image cqding
system: Interactivity tools, APIscand protocols.

— Recommendation ITU-T T.814 | ISO/IEC 15444-15, Information technology — JPEG 2000 image cading
system: High-Throughput JPEG 2000.

—  Recommendation ITU-T X.509 | ISO/IEC 9594-8, Information technology — Open Systems
Interconnection {The Directory: Public-key and attribute certificate frameworks.

— ISO/IEC 14496-12, Information technology — Coding of audio-visual objects — Part 12: 1SO base media
file format.

3 Definitions

| ISQYIEC.15444-2, Rec. ITU-T T.808 | ISO/IEC 15444-9, Rec. ITU-T T.814 | ISO/IEC 15444-15, and ISO/IEC 14495-12,

For the purposes of this document, the definitions contained in Rec. ITU-T T.800 | ISO/IEC 15444-1, Rec. ITU-T T.801
and thefollowing apply.

3.1 access control: Prevention of unauthorized use of a resource, including the prevention of use of a resource in
an unauthorized manner.

3.2 adaptive-format decoder: Process to decode a codestream which is not fully compliant with the normative
part of the coding standard.

NOTE — It reconstructs the media (possibly with low quality or resolution) even if the codestream has missing packets or
inconsistent packet headers. For example, an adaptive-format decoder is able to understand a simply transcoded codestream, such
as the one that has its highest resolution packets removed.

3.3 adaptor/transcoder: process to transform media data to lower scalability level, like lower resolution or lower
quality or bit-rate, by removing portions of the file.
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NOTE — The adaptor/transcoder can transform media data based on the information specified in this Recommendation |
International Standard. An adaptor/transcoder updates byte offset values in file format parameters that are impacted by the process.

331 authentication adaptor/transcoder: Process to remove data that is not verifiable with the available media and
authentication data.
NOTE — For example, in a streaming system, some media packets can be lost during transmission. A file format receiver can
reconstruct the received data to the best of its ability based on the available data. Then, an authentication adaptor/transcoder can

determine which data can be verified, and then remove the packets that are not verified. The resulting file only contains the
decodable, verified data.

3.3.2 JPEG 2000-aware adaptor/transcoder: Process that combines one or more scalable composed ESs to form a
fully decodable media codestream.

3.33 simple adaptor/transcoder: Process to transform data based on information specified by this Recommendation
| Intdrnational Standard.
NOTE — A simple adaptor/transcoder might not be capable of generating media headers or modifying packet indices. It-Simply

retrieves data pointed by pointer structure and removes the wrappers, and the resulting codestream can be decoded, by adaptive-
format decoder, which can cope with missing packets and inconsistent headers.

3.4 authentication: Process of verifying an identity claimed by or for a system entity.
3.4.1 source authentication: Verification that a source entity (say, user/party) is in fact the Claimed source entity.

3.5 ByteData: Structure used to wrap a data segment which is physically located in aComposed ES.
NOTE — It is contained inside a container structure.

3.6 confidentiality: Property that information is not made available or disclosed to unauthorized individuals,
entit{es or processes.

3.7 container: Container structure is used to wrap a sample in a composed ES.
NOTE - It might contain any number of ByteData or pointer structures, but is\not'allowed to contain another container strucfure.

3.8 data splitting: Method to protect sensitive data from unauthorized access by encrypting the data and stpring
diffefent portions of the file on different servers.

NOTE — When split data is accessed the parts are retrieved, combinet’and decrypted. An unauthorized person would need to know
the locations of the servers containing the parts, be able to get access to each server, know what data to combine, and how to dgcrypt
it

3.9 decryption, deciphering: Inverse transformation of the encryption.

3.10 digital signature: Data appended to, or a‘eryptographic transformation of, a data unit that allows a recipignt of
the data unit to prove the source and integrity af the data unit and protect against forgery, e.g., by the recipient.

3.11 elementary stream (ES): Contains a sequence of samples, where each sample could be a video frame|or a
contjguous section of audio data.

NOTE — A sample in ES contains media data, ByteData structure, pointer structure, container structure, or any mixture of thgse.

3.11J]1  self-contained ES:/ES that contains only media data, whose format is not defined in this Recommendafion |
Interpational Standard.

NOTE — The self-containgd ES could be stored in MDAT box co-located with the file format specified in this Recommendation |
ternational Standafd)0f be stored in a separate file whose format is not specified by this Recommendation | International Starjdard.

3.11f2  composed'ES: ES that can contain a mixture of ByteData, pointer and container structures, that is, its samples
are composed-with data from other elementary streams.

NOTE +-Acomposed ES can either copy (using ByteData structure) or reference (using pointer) data from other ESs.

3.11{3C+ scalable composed ES: ES made up of samples that might not be decodable by themselves.

NOTE — A scalable composed ES might need to be combined with other scalable composed ESS to form a fully decodable
codestream. Scalable composed ES is designed to support scalability, i.e., to make media data "thinable". For example, for a Motion
JPEG 2000 codestream where each picture has three layers, it can be divided into 3 scalable composed ESs: the first one consists
of all layer 0 data, the second one consists of all layer 1 data and the third one consists of all layer 2 data.

3.11.4  decodable composed ES: ES made up of samples that are decodable by themselves.

NOTE — It is designed for simple adaptation where the adaptor just needs to retrieve data pointed by pointer structure and remove
the wrapper to form a fully scalable codestream. For example, for a Motion JPEG 2000 codestream where each picture has three
layers, it can form 3 decodable composed ESs: the first one consists of layer 0 data, the second one consists of layer 0 and layer 1
data and the third one consists of layer 0, 1 and 2 data.

3.12 encryption: Reversible transformation of data by a cryptographic algorithm to produce ciphertext, i.e., to hide
the information content of the data.

NOTE — An alternative term for an encryption algorithm is cipher.
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3.13 hash function: Function which maps strings of bits to fixed-length strings of bits.
NOTE 1 — This function satisfies the following two properties:
. For a given output, it is computationally infeasible to find an input which maps to this output.
. For a given input, it is computationally infeasible to find a second input which maps to the same output.
NOTE 2 — Computational feasibility depends on the user's specific security requirements and environment.

3.14 integrity: Property of being able to safeguard the accuracy and the completeness of assets.
3.14.1 image data integrity: Property that data has not been altered or destroyed in an unauthorized manner.

3.14.2 image content integrity: Assurance the image content has not been modified by unauthorized parties in such
a way that its perceptual meaning is changed.

NOTE — It allows the content-preserving operations to be performed on the image without triggering the integrity alarm.

3.15 JPSEC application: Software or hardware process that is capable of consuming JPSEC codestreanis by
interpreting the JPSEC syntax in order to provide the specified security services.
NOTE — A JPSEC application makes use of one or several JPSEC tools.

EXAMPLE — A JPSEC application would be able to read encrypted JPSEC codestreams, decrypt them when provided with the
appropriate key and render the JPEG 2000 original clear-text image data.

3.16 JPSEC codestream: Sequence of bits resulting from coding and securing an imagejusing JPEG 2000 cqding
and JPSEC security tools.

3.16/1  JPSEC creator: Entity who creates a JPSEC codestream from an image, a JPEG-2000 codestream, or anpther
JPSHC codestream in order to provide some JPSEC services.

3.16]2 JPSEC consumer: Entity who receives a JPSEC codestream and tenders a JPSEC service based of the
codeptream.

3.17 JPSEC service: Service that provides security for consumptign_of JPEG 2000 images. The service counters
secufity attacks and makes use of one or several JPSEC tools.

3.18 JPSEC tool: Hardware or software process that uses sectirity techniques to implement a security service.

3.18{1  JPSEC normative tool: JPSEC tool that uses predefined tool templates for decryption, authentication, or
hashjng specified by the normative part of this Recommendation | International Standard.

3.18f2  JPSEC non-normative tool: JPSEC tool thatis specified by an identification number given by a user-defined
application.
NOTE — Examples of JPSEC non-normative toolsiare describe in Annex B.

3.18|3 JPSEC RA tool: JPSEC non-nofmative tool that definition is registered by JPSEC registration authority (RA).
(Degrecated)

3.18/4  JPSEC user-defined toal:™JPSEC non-normative tool that is defined by a user-defined application.

3.19 JPSEC tool description: Description of the parameters used by the JPSEC tool.

NOTE — JPSEC tool description does not describe the algorithm or method used. A JPSEC tool description consists of two parts:
the parameter list and its.values. In the case of JPSEC normative tools, the parameter list is given by the standard. In the cgse of
JPSEC non-normative\teols, the parameter list can be given by a user-defined application. In both cases, the parameter valugs are
specified in the SEC.and INSEC marker segments.

3.20 key:&Sequence of symbols that controls the operations of encipherment and decipherment.

3.20{1  asymmetric key pair: Pair of related keys where the private key defines the private transformation, anfl the
public key.defines the public transformation.

3.20.TT private Key: Key 0f an entity’s asymmetric Key pair which 15 intended 1o remain private.
3.20.1.2 public key: Key of an entity's asymmetric key pair which can be made public.

3.21 key generation, key generating function: Function which takes as input a number of parameters, at least one
of which is secret, and which gives as output keys appropriate for the intended algorithm and application.

NOTE — The function has the property that it is computationally infeasible to deduce the output without prior knowledge of the
secret input.

3.22 key management: Generation, storage, distribution, deletion, archiving and application of keys in accordance
with a security policy.

3.23 marker emulation: Cipher text resulting from the encryption process that contains a JPEG start code.
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3.24 message authentication code (MAC): String of bits which is the output of a MAC algorithm.

3.25 non-repudiation: Binding of an entity to a transaction in which it participates, so that the transaction cannot
later be repudiated (denied).

NOTE — That is, the receiver of a transaction is able to demonstrate to a neutral third party that the claimed sender did indeed send
the transaction.

3.26 normal decoder: Standard decoder is a process to decode a codestream that is fully compliant with the
normative part of coding standard. Its behaviour is not defined if it tries to decode a non-compliant codestream.

3.27 packet: Part of the JPEG 2000 Core coding system bit stream comprising a packet header and the compressed
image data from one layer of the precinct of one resolution of one tile-component.

NOTE — This is different from the term "packet" used in data transmission through network.

3.28 pointer: Pointer structure is used to reference a data segment in another ES. It is contained inside a conthiner
strugture.

3.29 protection: Process to secure content.
3.29]1 protection template: Template or list of parameter fields necessary for the operation of a protection mettjod.

3.29]2  protection method: Method used to create or consume protected content such asencryption, decrypgtion,
authgntication, and integrity checking.

3.30 security: All aspects related to defining, achieving, and maintaining confideatiality, integrity, availalility,
accopintability, authenticity, and reliability.

NOTE — A product, system, or service is considered to be secure to the extent that its sers can rely on that it functions (of will
nction) in the intended way. This is usually considered in the context of an assessment'of actual or perceived threats.

—

3.31 signalling syntax: Specification of the format of the JPSEC<codestream that contains all the reqlired
infomation for consuming secure JPEG 2000 images.

3.32 transcoding: Operation of taking an input compressed codestream and adapting or converting it to produ¢e an
output compressed codestream that has some desired property.

EXAMPLE — The output compressed codestream can represent ansifage with a lower spatial resolution or lower bit rate than the
input compressed codestream.

3.32{1  secure transcoding: Operation of performing/transcoding, or adaptation, of a protected input compréssed
content, without unprotecting the content.

NOTE — The term secure transcoding is used, as,opposed to transcoding, to stress that the transcoding operation is perfqrmed
without compromising security. Secure transcoding-can also be referred to as performing transcoding in the encrypted domajn.

3.33 watermark: Signal imperceptibly added to the cover-signal in order to convey hidden data.

3.33{1  watermarking: Process that.imperceptibly inserts data representing some information into multimedia.
NOTE — The multimedia data in,one of the following two ways:

The lossy way which means the exact cover-signal will never be able to be recovered once the watermark is embedded.
The lossless way which’means the exact cover-signal could be recovered after watermark extraction.

3.34 4CC Code:,324bit identifier, normally 4 printable characters.

OTE — This 4CCJcode can be used to indicate the file type, the type of file format box, type of a file format track, type offa file
rmat sample description and type of file format track reference.

=ulbrd

4 Symbols and abbreviations

For the purposes of this Recommendation [ Imernationat Standard, the folfowing abbreviations apply-
BAS Byte Aligned Segment
FBAS Field Byte Aligned Segment
G Granularity
GL Granularity Level
ICV Integrity Check Value
INSEC In-codestream security marker
IP Intellectual Property related to technology
IPR Intellectual Property Rights related to content

4 Rec. ITU-T T.807 (02/2023) © ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=699639ceaa6c07560a6f8a5256544740

ISO/IEC 15444-8:2023 (E)

JPSEC  Secure JPEG 2000

KT Key Template

LSB Least Significant Bit

MAC  Message Authentication Code
MSB Most Significant Bit

PD Processing Domain
PKI Public Key Infrastructure
PO Processing Order

RBAS Range Byte Aligned Segment
SEC Security marker

T Template
\V Values
VL Value List
Z0I Zone of Influence
5 JPSEC syntax
5.1 JPSEC framework overview

JPSHC defines a framework for the securing of JPEG 2000 coded data. The/core of this Recommendation | Internatjonal
Stanglard is the specification of the syntax of the secure JPEG 2000 image; the JPSEC codestream. The syntax is tareted
towdrd JPEG 2000 coded data and allows for protection of the entire codestream or of parts of the codestream. In all ¢ases
the grotected data (i.e., the JPSEC codestream) shall follow the narmative syntax defined in this Recommendation |
Interpational Standard.

To the JPSEC codestream are associated a number of JPSEC security services including confidentiality and authenticption
of onigin and of content.

The signalling syntax specifies:

—  what security services are associatethwith the image data;

— which JPSEC tools are required-to deliver the corresponding services;
—  how the JPSEC tools are applied,;

—  which parts of the image data are protected.

Case A: Image

Image <20 jpsgC — JPSEC — JPSEC > Image

Delivered service ——5=» creator codestream consumer — Delivered service

Case B, JPEG 2000 codestream

JPEG 2000 I—E —J> JPEG 2000
codestreanT JRSEC k; HRSEC '> JRSEC codestreanT
Delivered service ——» creator codestream consumer L Delivered service

Case C: JPSEC codestream

JPSEC JPSEC
codestream JPSEC :> JPSEC |:> JPSEC codestream
Delivered service ————» creator codestream consumer L » Delivered service

T.807(23)_F01

Figure 1 — Overview of the conceptual steps in JPSEC framework
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The syntax of the JPSEC codestream is normative. The purpose is to allow JPSEC applications to consume
JPSEC codestreams in an interoperable way (see Figure 1). The JPSEC consumer application interprets the
JPSEC codestream, identifies and applies the signalled JPSEC tools, delivers the corresponding security services and then
passes on the output JPEG 2000 codestream or image for subsequent processing, for example by an image viewer.

As shown in case C of Figure, the JPSEC codestream can be created from another JPSEC codestream. This can arise
when multiple JPSEC tools are applied to the same content, but at different times or by different entities. When this
occurs, the ordering in which the JPSEC tools are applied during the creation and consumption operations can be
significant.

The signalling syntax identifies tools that are used by a JPSEC consumer. Tools are either defined by the normative part
of the standard, or by private tools. The normatively defined tools support confidentiality (through encryption tools), and
authentication of the source and of the content. They allow for the highest type of interoperability since independent
implementations of the consuming process are able to process the same JPSEC codestream and render the corresponding
services with the same behaviour.

The Way in which the JPSEC codestream is created is out of scope of this Recommendation | International‘Standargl. To
be compliant, JPSEC creators shall generate JPSEC codestreams that include the appropriate JPSEC signalling.
JPSHC codestreams can be created in a number of ways. For example, a JPSEC tool can be applied to\image pixelg or it
can lye applied on wavelet coefficients, or on quantized coefficients, or on packets.

A consumer can implement one or more JPSEC tools. For example, it could be capable of performing decryption dsing
AES| block cipher in ECB mode and signature verification using SHA-128 hash and an ,RSA public key. With these
capapilities, it would be capable of performing the security services of confidentiality and.althentication.

In tHe JPSEC framework, JPSEC tools are specified by templates, defined privately. JPSEC tools specified by the
templates have unique processing behaviour and therefore do not require unique identification. Those tools are assodiated
withja unique identification number provided by the common registry.

The puideline and use cases of JPSEC are described in Annex A, and the.file format security is described in Anngx D.
The |nteroperability of JPEG 2000 family, e.g., JPX, JPIP and JPWL ;are described in Annex C.

5.2 JPSEC security services

The [objective in this clause is to list and to explain_the functionalities that are included in the scope of| this
Recqgmmendation | International Standard.

JPSHC tools are used to implement security functions. JPSEC is an open framework, which means that it is extensilple in
the fluture. Currently it focuses on the following.aspéects:

—  Confidentiality via encryptien-and selective encryption

A JPSEC file can support a transformation of the (image and/or metadata) data (plaintext) into a form
(cipher text) that conceals'the data's original meaning. Selective encryption means that not the entire iage
and/or metadata but'only parts of the image and/or metadata can be encrypted.

—  Integrity verification

A JPSEC file_can support means of detecting manipulations to the image and/or metadata and thgreby
verify theipintegrity. There are two classes of integrity verification:

1) <lmage data integrity verification where even only one bit of image data in error results in verificption
failure (i.e., the verification returns "no integrity"). This verification is also often referred to as frjagile
image (integrity) verification.

2) Image content integrity verification where even some incidental alteration of image data resufts in
verification success as long as the alteration does not change image content from the human \isual

'S HPY S 4 H H +lo &l +lo H +. L + &l 3 alo Tl o+ t'
DyDLCIII |JUIIIL UT VICVV, TITULNITT VWUTUS, UIT IIIIGuU HCIbCPLUGI IIICQIIIIIH UUCO TIUL hllﬂllyc. TS VCTTITG |0n

is also often referred to as semi-fragile image (integrity) verification.

Those fragile or semi-fragile image integrity verifications might identify locations in the image data/image
content where the integrity is put into question. Solutions can include:

1) Cryptographic methods such as Message Authentication Codes (MAC), digital signatures,
cryptographic checksums or keyed hash.

2) Watermarking-based methods. This Recommendation | International Standard does not define
normative template for watermarking technology, although it supports non-normative tools using
watermarking technology.

3) Combination of the above two types of methods.
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—  Source authentication

A JPSEC file can support a verification of the identity of a user/party which generated the JPSEC file.
can comprise methods of e.g., digital signatures or message authentication code (MAC).

—  Conditional access
A JPSEC file can support a mechanism and policy to grant or restrict access to image data or portio

This

ns of

those. This could allow for instance to view a low resolution (preview) of an image without being able to

visualize a higher resolution.
—  Registered Content identification

A JPSEC file can be registered at a Content Registration Authority. It can support a method of matching
the (claimed) image data/image content to the registered image data/image content. For example, such a

5.3
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methot-cotta-beReatdingafieidentifier(Heence Platewhich-wasplacedHnside-the-metadateehes
the coherence between this Licence Plate and the information that has been uploaded when the registy
process was done. The Licence Plate might contain enough information to be able to request inform
from the Content Registration Authority where the file was registered and verify that the file corresp
to the identifier.

—  Secure scalable streaming and secure transcoding

A JPSEC file or sequence of packets can support methods such that the same or différent nodes can pe

streaming and transcoding without requiring decryption or unprotecting the-content. An example i
case where protected JPEG 2000 content is streamed to a mid-network nodefor proxy that in turn transg
the protected JPEG 2000 content in a manner that preserves end-to-end-security.

Comments on design and implementation of secure JPSEC systems

Recommendation | International Standard supports a rich and flexible set of security services. For examplg
ption primitives can be applied in a variety of different ways to achieve different goals, ranging from encrypti
ntire JPEG 2000 codestream to selective encryption of only a.small portion of the codestream. However,
rtant to stress that significant care needs to be taken when implementing any security system, including one &
SEC.

strongly recommended that the designers of any security system carefully consider the recommended guidg
ex A) for the security primitives that are being emplayed. For most of the security primitives signalled using JP
ssociated ISO/IEC standards provide important guidance on their correct use. For example, for encryption us

cipher and an associated block cipher mode (Table 29 ), guidelines for block cipher mode choice and operatio

given in ISO/IEC 10116.
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dition, in many security applications adthentication is the most important security service. Even when confident
targeted security service, it should be augmented by authentication to prevent various forms of attacks. Specifi

in many imaging applications where the primary goal is confidentiality, it is recommended that authentication
nployed.

management is outside theyscope of JPSEC. However, its criticality needs to be stressed. Of paramount impor
y cryptographic system-iS the management of the cryptographic keys that control the operations. If these key
promised, then thedsecurity of the whole system is compromised and in such a way that the compromise i
bsarily detected.. It is therefore imperative that the keys are generated, distributed, stored and destroyed at a seg

ase over time; it is also imperative that keys only be used for a fixed key lifetime. For more information on th

and management of cryptographic keys, see ISO/IEC 11770.

As W

ith”all*security systems, the use of cryptographic operations are completely opaque to the user. That is, the
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that is at least€qual to that of the data that it is protecting. Furthermore, since the chances a key is compromised

P use

user

shou

dnot be able to discover any information about the cryptographic operations except for the output. For exampl

, the

user should not be able to access information about why a cryptographic operation failed to produce an output. Similarly,
a user should not be able to find out any extra information even if he/she resorts to measuring "side channels™ such as
timing and/or power analysis. In short, the user should not be able to notice any difference in any of the applications
outputs, regardless of what the application is currently doing, for if this is not the case the resulting leakage of information
can potentially compromise the security of the system.

To summarize, it is strongly recommended that the designer of any security system, including one based on JPSEC, pay
special attention to the details of the system design to ensure a secure system.
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54 Byte aligned segment (BAS)

54.1 Byte aligned segment

In order to provide extensible signalling for classes and modes, this Recommendation | International Standard uses a
variable length data structure called a "byte aligned segment" (BAS). Parameter fields with an extensible number of fields
are represented with the Field BAS (FBAS) structure. Parameter values with large ranges are represented extensively with
the Range BAS (RBAS) structure.

As illustrated in Figure 2, the BAS is composed of a sequence of one or more BAS bytes. The most significant bit (MSB)
of each BAS byte indicates the existence of a following BAS byte. Specifically, if MSB = 1 then a subsequent BAS byte
follows, while if MSB = 0 then a subsequent BAS byte does not exist, and the BAS structure is terminated. The remaining
least S|gn|f|cant bits of each BAS byte are concatenated to forma Ilst of b|ts which are used in dlfferent ways for different

' ' BAS
Df its
extenmsibility for future evolutions of the standard, since it allows new parameters to be signalled in an extensible'way.

MSB LSB
7 6[5[4[3[2]1]0 716[5[4[3]2]1]0)|[7]6]5]4]3]2]4T0
IX X X Xx xx x| 7T lilxxxxxxxllox x x xXA%x x

T.807(23)_F02

Figure 2 — Byte aligned segment (BAS) structure

544  Field BAS (FBAS)

A Fipld BAS (FBAS) is a type of BAS where the remaining bits of the BAS bytes are used to set fields to 1 or 4. An
exaniple of FBAS usage is the description class of the zone of influence{D€zoi), where multiple image descriptions|such
as tilg index, resolution level, and colour component can be specified.f this is done, the three BAS bits correspondipg to
tile, fesolution, and colour would be flagged to 1.

For gxample, to represent a Field BAS with 9 fields, f1 through-f9, at most two BAS bytes would be needed. If th¢ two
bytes were byte "a" and byte "b", and the most significant hit"of each byte were a0 and b0, then the FBAS would{look
like:

a0 al a2 a3 a4 a5a6 a7 | b0 bl b2 b3 b4 b5 b6 b7

a0 and b0 are the indicator bits. Field f1 thfough f7 are represented in bits al through a7, and field f8 is in bit b1 and|field
f9 is|in bit b2. The remaining bits b3 through b7 are reserved and set to 0.

a0 fLf2f3f4f5f6f7|b0f8f900000

Whep used in a JPSEC stream, the FBAS in this example can be represented with one or two bytes, depending on the
actugl values of the field~This stems from the fact that the default value of the fields is 0. Thus, if fields f8 and f9 arg not
set (if.e., their value js'Q)) then the second byte of the BAS is not needed, and a0 is set to 0. On the other hand, if field 8 or
field[9 is set, thentwo bytes are needed. In this case, a0 is set to 1 and b0 is set to 0.

Noti¢e that the.field bits are "left aligned"”. This allows us to add more fields over time in a compatible manner.

549 “Range BAS (RBAS)

YPES

of RBAS, RBAS 8 and RBAS-16.

The RBAS-8 contains one or more RBAS bytes that contain the bits of the value. As in the FBAS, the first bit of each
byte indicates whether another RBAS byte follows.

Unlike the FBAS, the RBAS is "right aligned". Thus, if a value has 9 significant bits v1 through v9, where v1 is the most
significant bit, then it would be represented with two BAS bytes:

a0al a2 a3 ad a5 a6 a7 |b0bl b2 b3 b4 b5 b6 b7

as follows:
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100000v1v2|0v3v4v5v6v7v8vI
If the value was small such that bits v1 and v2 were zero, then the two-byte representation above could be used with v1
and v2 set to zero, or a one-byte RBAS could be used as follows:
0v3v4v5v6 v7 v8Vv9
The RBAS-16 can be used to represent values that are typically more than 7 bits but less than 15. In this case, the first

RBAS chunk is two bytes where the first bit is the indicator and then next 15 bits are value bits, then the remaining bytes
extended one byte at a time using the typical BAS structure where the first bit of each byte is the indicator of following

BAS bytes.

a0ala2a3adaba6a7|b0blb2b3b4b5b6b7|cOclc2c3cdc5chc7

If a garameter value had 22 bits, then it could be represented with the three-byte RBAS-16 structure shown’below, W
a0 and cO are indicator bits to specify whether a BAS byte follows. Any remaining BAS bytes aretraditional one
BASY{ segments.

a0 viv2v3v4v5v6 v7|v8vIvl0vilv12vi3 v14v15|c0v16 v17 vi8v19 v20 v21 v22

Thud, the indicator bits would be set as follows:

1vlv2v3v4v5v6v7|v8vIvl0vilvl2vi3v14v15|0v1evl7 vi8 v19 v20 v21 v22

For hoth the RBAS-8 and RBAS-16, the value bits are also "right alignéd"

Notg
reprg

that when writing JPSEC creators and consumers, it is impoctant to pay attention to the big endian/little e
sentations.

55 Main security marker (SEC)

5.5.1

In th
defin
of al
are s
and

Security marker segments

is clause, a simple and flexible, yet powerful syntax for JPSEC signalling is presented. SEC marker segment
ed for this purpose and are located in thé.main header. The SEC marker segment syntax allows for the descri
required information for securing JPEG 2000 images. To do so, it makes references to JPSEC normative tools
pecified by the templates describéd in 5.8 or by JPSEC non-normative tools that can be defined a priori priv
makes provisions for handling-parameters related to these tools.

EC codestream can be protected with one or more JPSEC tools. Each tool is a JPSEC normative tool or a JA
non-pormative tool. The parameters for these tools are signalled in one or more SEC marker segments located in the
header of the codestreannafter the SIZ marker segment. When multiple SEC marker segments are used, they
concptenated and shallappear consecutively in the main header. In most cases, all the JP'SEC parameters can be sign
in one SEC market segment. However, in some cases the length of the signalling can exceed the maximum m
segment size. Whefrthis occurs, additional SEC marker segments can be used for signalling.

Figure 3 shows'the syntax of the SEC marker segment. The segment is signalled by the SEC marker OXFF65. Lsec
length ofithe SEC marker segment, including the 2 bytes for Lsec, but not the two bytes for the SEC marker itself.

here
tbyte

dian

S are
htion
that
tely,

SEC
main

are
alled
arker

s the
Zsec

is a $ECmarker segment index. Zsec shall be set to 0 for the first marker segment that appears in the codestream. P

e y
marker segment, i.e., if Zsec = 0. The syntax supports the use of several JPSEC tools that are signalled in one or more

marker segments. If more than one JPSEC tool is used, then a JPSEC consumer shall process the tools in the ord
which they appear in the codestream.

T
s‘c L1 ZS/E(; / //Pbé " s
E SEC SN S / ) )
N
T.807(23)_F03

Figure 3 — Main security marker segment syntax

© ISO/IEC 2023 - All rights reserved Rec. ITU-T T.807 (02/2023)

ec IS

erin

9


https://standardsiso.com/api/?name=699639ceaa6c07560a6f8a5256544740

1SO/

IEC 15444-8:2023 (E)

SEC: Marker code. Table 1 shows the sizes and values of the symbols and parameters for the main

security marker segment.
Lsec: Length of marker segment in bytes (including Lsec itself, but excluding the marker).

Zsec: Index of this marker segment relative to all other SEC marker segments present in the current

header. This field uses the RBAS structure.

Psec: Parameter field for codestream security parameters. This field is only present in the
SEC marker segment, i.e., when Zsec is 0.

Tool®: Parameters for JPSEC tool i. If multiple JPSEC tools are signalled, then a JPSEC consumer
process each tool in the order of appearance in the JPSEC codestream.

4 Atlons

first

shall

Figu
Inth
mark
shall
cont
JPSH

Il . - 1
aulit L = IVIalllT STLUTTLY Jal dalTicicl vdaiuts

Parameter Size (bits) Values
SEC 16 OxFF65
Lsec 16 2.(2%-1)
Zsec 8 + 8 * n (RBAS) 0..27*7n
Psec 0, if Zsec>0
Variable, otherwise If Zsec =0, see Table 2
Tool® Variable See 5.6.2 and 56.3

re 4 shows the syntax of the security parameters in the main header when multiple SEC marker segments are

s case, the JPSEC tool parameters are in different SEC marker segments. Each marker segment begins with the
er, OXFF65, and is followed by the length and index of the marker segment. The index of the first marker seg
be set to 0 and shall increase by one for each marker segment in the order it appears. Only the first marker seg
ins the security parameters for the codestream, Psec. All the markef. segments contain the parameters for one or

C tools.

/4/' /: //

//('” (1 Q)
SEC Lo "/ Lsic //PSL-'C ~Tool” Tool’ 7

\ \ p
5K ) ®’
@ Zstc Tool Tool”’
wad 0 7, 4 %5, o

SEC +\L{ie %SLC/ Tool® Tool™

T.807(23)_F04

Figure 4<~Main security marker syntax when multiple marker segments are used

If ne
max

splitg the,tool across SEC marker segments. The decoder should then concatenate all segments, minus the SEC m
and the'Lsec and Zsec values, and then interpret the tools accordingly.

mum SEC.marker size. Since the length of the tool description is completely specified, the JPSEC creator si

bded, a JPSEC tool description can span multiple SEC marker segments, e.g., this can occur if the length exceed

ised.
SEC
ment
ment
more

s the

mply
arker

Psec is a parameter field that describes security parameters for the entire codestream as opposed to for a particular tool.
This is used to indicate events such as JPEG 2000 Core coding system compliance or the use of INSEC markers. The

Psec

10

parameters are shown in Figure 5.

//FPSEC/ N'::é/ //.Iula/x / PT{L{}’

/

T.807(23)_F05

Figure 5 — Codestream security parameters (Psec) syntax
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Frsec: Flag to indicate if INSEC marker segment is used, if multiple SEC marker segments are used, if
the original JPEG 2000 Core coding system codestream data was modified, and if TRLCP tag

usage is defined. FBAS structure is used by this field.
Nwois:  Number of JPSEC tools used in the codestream. This field uses the RBAS structure.

Imax:  Maximum tool instance index value used in the codestream. This field uses the RBAS structure.

Ptrice:  Parameter field to define the format of TRLCP tag. This field exists if Frricp = 1.

Table 2 — Codestream security parameters (Psec) in first SEC marker segment

Frsed

reprasented by Fpsec are shown in Table 3. Finsec shall be set to 1 if INSEC markers are usgd in‘the JPSEC codest
Fmutisec shall be set to 1 if multiple SEC marker segments are used in the JPSEC codestream-+mqq shall be set to 1
origipal JPEG 2000 data was modified in the JP'SEC codestream. Note that if INSEC markers are used, then the ori
JPEG 2000 data is modified and thus Finsec and Fmog Shall be set to 1. Frricp shall bé.sét to 1 if the TRLCP tag usg
defined in Psec. If it is defined, then the TRLCP tag descriptor, Prrice, is specified in the Psec parameter field. The TR
tag usage shall be specified if any tool within the JPSEC codestream uses TRLEP-tags.

JPSH

packet can be uniquely specified by its tile index, resolution level index, layer index, component index, and pre

inde

numbper of bits for eachfindex is set in Psec. Prricp is a parameter field that describes the format of the TRLCP tag

shall

Parameter Size (bits) Values
Fesee “artabteFBASY See-Fable-3
Ntools 8 +n * 8 (RBAS) 1. 277

I max 8+n*8 (RBAS) 0.. 277
PrriLce 0, if FrrLecr=0 See Table 4
32, if FrrRier=1

is an FBAS structure used to indicate a number of parameter flags about the JPSEC ‘codestream. The flields

Table 3 — Semantics for Fesec values’(FBAS)

BAS field BAS bit number Value (bits) Semantics
Finsec 1 0 INSEC is not used
1 INSEC is used
Fruttisec 2 0 One SEC marker segment is used
1 Multiple SEC marker segments are used
Fmod 3 1 Original JPEG 2000 data was modified
0 Otherwise
FrrLcp 4 0 TRLCP tag usage is not defined in Psec
1 TRLCP tag usage is defined in Psec

C defines a structure called a ;TRLCP tag that can be used to uniquely identify a JPEG 2000 packet. A JPEG

. A TRLCP tag is defined as a data unit with a fixed number of bits used to specify each of these index values

pam.
f the
ginal
ge is

LCP

P000
cinct

The
as it
re 6.

be used in the JPSEC tools. This field only exists if Frrice = 1. Prricp consists of the following variables in Figu
7lelslay3l2]t]o]3[2]1]olal3]2]1lo]4]3]2]1]0]7]6]574][3]2]1]0][1/0
n=
by by b, be b, 3
(=9
T.807(23)_F{6

Figure 6 — TRLCP tag descriptor (PtrLcp) Syntax

br:  Number of bits to represent tile index is br+ 1 in TRLCP tag.

br:  Number of bits to represent resolution level index is br + 1 in TRLCP tag.
bL:  Number of bits to represent layer index is by + 1 in TRLCP tag.

bc:  Number of bits to represent component index is bc + 1 in TRLCP tag.

be:  Number of bits to represent precinct index is bp+ 1 in TRLCP tag.
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Table 4 — Parameter field for TRLCP tag descriptor (PTtrLcp)

Parameter Size (bits) Values
br 8 0..(28-1)
br 4 0..15
bL 5 0..31
bc 5 0..31
be 8 0..(28-1)
Padding 2 0

The size of each resulting TRLCP tag is the smallest integer byte size that contains all the bits. The format of the TRLCP

tag d
inde
the |
tag i

5.5.2

Inm
authg

ONTaing the DITS Tor the tie INJEX, the resotation tevel INJeX, e 1ayer INJEX, the component INdex, and the pre
in that order. If extra bits are needed to fill the integer byte size requirement, then the TRLCP tag will berplag|

Past significant bits possible, and the extra bits are set to 0. Note that these extra bits will be the MSBs of the' TR
they exist.

Application of multiple JPSEC tools

ntication can be applied to protect a JPEG 2000 image. The general situation of applying multiple JPSEC to

illusfrated in Figures 3, 4 and 7, where N tools are applied. The JPSEC consumer will read the N tools in ord

placq
JPSH
2, ..
in th
chos
How
uniq

Gend
JPSH
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N to
the ¢
state
be ¢
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In cd

ment in the SEC marker segment shown in Figure 3 or Figure 4, and apply them.in\that same order to perforn
C consumption of the JPSEC codestream. Note that while the JPSEC consumer ‘applies the JPSEC tools in org

.|/ N, as read from the SEC marker segment, during creation of the JPSEC codestream these JPSEC tools were ap

b reverse order, i.e., N, N—1, ...2, 1, as illustrated in Figure 7. Note that the-iumbering of the tools in the figure
en to highlight that the JPSEC consumer applies the JPSEC tools incthe reverse order from the JPSEC cre
ever, any numbering of the JPSEC tools is acceptable, as long as each, JPSEC tool in a JPSEC codestream is gi
le number for identification purposes.

rally speaking, JPSEC tools are created and consumed in“reverse order of one another. For example, i
C creator applies N JPSEC tools, then the JPSEC consumer typically applies the same N JPSEC tools but i
se order. Correct JPSEC consumption of multiple JPSEC-tools can be guaranteed by sequential consumption g
ls in the correct order and by requiring any intermediate stage at the consumer to match the corresponding st
reator. For example, in Figure 7, the state at the cofisumer after JP'SEC consumption of tool 1 should be equal t
after applying tool 2 during the JPSEC creatiomyprocess. As a specific example of the state, the byte ranges sh
nsistent, therefore any bytes added when applying tool 1 should be removed when removing tool 1 at the JH
imer.

rtain applications, it can be desirable*for a JPSEC consumer to consume the multiple JPSEC tools in a diff

maner than described above. For example, the JPSEC consumer can choose to consume the multiple tools in a diff

orde
toolg
thess
This

, Or to skip certain tools in thé consumption. Furthermore, the JPSEC consumer can prefer to apply certain JH
| but not remove them, e.g.\to)check a digital signature but not remove it. Careful consideration should be giv
cases to ensure that the(out-of-order or skipped processing does not lead to incorrect or unintended conseque
behaviour is not recommended unless the JPSEC application is fully aware of the potential ramifications.
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Figure 7 — Use of multiple JPSEC tools
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5.6 JPSEC tools

5.6.1 JPSEC tool syntax

As mentioned earlier, there are two types of JPSEC tools. JPSEC normative tools are specified with the protection method
templates described in 5.8, and are also known as JPSEC normative tools. JPSEC non-normative tools are specified by a
particular JPSEC application based on their ID number, and are respectively referred to as JPSEC user-defined tools. The
syntax for JPSEC normative tools are discussed in 5.6.2. The syntax for JPSEC non-normative tools are discussed in
5.6.3.

The syntax for JPSEC tools is shown in Figure 8. The JPSEC tool syntax has three main parts that describe:
1) what tool is applied with its identification;

2) ambora tha tonl 1o annbind vanth o oonn of tnfliinnen otenintye nd
=) wheretheteoHs gppHe-WHA-ZeRe-6HHHHEeREe Straettreahe

3) how the tool is applied with a more detailed parameter field.

For ¢xample, using this syntax, a JPSEC tool syntax could specify that a decryption tool should be used (what) op the
lowest resolution component located in a particular byte range (where) using AES decryption in CB@mode wjith a
specified set of initialization vectors and keys (how).

/ /’/// // /////// /
lyp(. i/ ’/&1‘@??//, /iD LZ()I / /ZOI//// //]‘{PID// PID
N I

T.807(23)_F08

Figure 8 — JPSEC tool syntax (Tool®)

Twype: Tool type. The value of 0 for the first BAS bit indi¢ates a JPSEC normative tool. The valug of 1
for the first BAS bit indicates a JP'SEC non-normative tool. This field uses the FBAS structure.

Tiax: Tool instance index (can be used as a uniqueidentifier). This field uses the RBAS structurg.

ID: Identification value for JPSEC tool i. FornJPSEC normative tools, the ID = IDr is 8 bit$ and
specifies the template type. For JPSEE non-normative tools, the ID = IDgra is defined by
Figure 10 and Table 8.

Lzoi: Length of ZOl in Bytes (excludirig Lzor). This field uses the RBAS structure.

ZOl: Zone of influence for JPSEE tool i.

Leio: Length of Pip in Bytes(excluding Lpip). This field uses the RBAS structure.
Pio:  Parameters for JPSEC-tool i.

Table 5 — JPSEC tool parameter values

Parameter, Size (bits) Values
Ttype 8+ 8 *n (FBAS) XO0XX XXXX b, XIXX XXXX b
Thidx 8 + 8 *n (RBAS) 0..(2"7""-2)
(277" — 1), reserved
ID 8, if Teype =0 See Table 6
Variable, if Type =1 See Figure 10 and Table 8
Lzoi 16 + 8 * n (RBAS) 0.. 215+
ZOl Variable See 5.7
Lrip 16 + 8 * n (RBAS) 0.. 21+
Pip Variable Table 7, if Tyype =0

Each JPSEC tool has the following syntax. The initial one-byte identifies if the tool is a JP'SEC normative tool or JPSEC
non-normative tool and assigns an instance identifier to the tool. This is followed by the tool identifier 1D. This is followed
by Lzoi, which indicates the length of the subsequent zone of influence field ZOl, and the zone of influence itself, which
describes where in the data stream the JPSEC tool is applied. This is followed by Lpip, which indicates the length of the
following parameter field Pp, which is a field to transmit one or more parameters for the JPSEC tool.

The first byte of the tool uses a one-byte FBAS structure whose first BAS bit represents the tool type, Tiype, Where 0
specifies a JPSEC normative tool and 1 specifies a JPSEC non-normative tool. This is followed by the instance index,
Tiax, Which is represented using the RBAS structure. The instance index shall be a unique identifier of the tool within the
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codestream, and thus shall not be repeated by any other tool in the codestream, even if it is in a different SEC marker
segment. The instance index is especially critical (and necessary) when INSEC markers are used, because each INSEC
marker segment contains the instance index of the tool to which it applies. It is recommended that the first tool applied at
a JPSEC creator has an instance index of 1, and that each additional tool be indexed sequentially as it is applied at the
protector.

In addition, each JPSEC tool has an ID number which is 8 bits for JPSEC normative tools and 32 bits for JPSEC
non-normative tools. For JP'SEC normative tools, the ID number describes which protection method template is used, i.e.,
it specifies the decryption template, authentication template, or hash template. For JF'SEC non-normative tools, the first
bit indicates whether it is a JPSEC user-defined tool. In either case, the ID number indicates the particular tool. However,
a JPSEC application that uses user-defined ID numbers runs the risk of choosing an ID number that is also used by another
JPSEC application, so this should be used cautiously.

Whepeac 00l 15 appled a Creator, the Psec parameter T1eld shown In Table € updaied. For
exanmple, the Psec parameter field contains the Imax parameter that specifies the maximum instance index used forthetools
in the JPSEC codestream. When a new tool is applied, it shall be assigned a unique instance index. A JPSEC)protector
can refer to the Inmax parameter given in the Psec parameter field to determine the instance index to assign te a.JPSEC]|tool,
for example, it can choose a value that is one greater than the current Imax value, and it should then increment the valpe of
Imax Dy 1 accordingly.

5.6.2 JPSEC normative tool

The PPSEC normative tool uses the JPSEC tool syntax described in 5.6.1 and shown inFigure 8, where the tool|type
Tiype[= 0 and the size of the ID is 8 bits. JP'SEC normative tools are based on the protection method templates descfibed
in 5.8. There are three types of protection method templates; the type used by the teol-is specified by the tool identifier
ID =|1Dr using the values shown in Table 6.

Table 6 — JPSEC normative tool Template 1D values (ID)

Values Protection method template

0 Reserved
Decryption template
Authentication template
Hash template
NULL tool
All other values are reserved for ITU-T | ISO use

ArlWIN|FE

In the case of JPSEC normative tools, the\parameter field Pip has the structure shown in Figure 9. P\p consists of| four
mair| fields: the protection method template T, its processing domain PD, its granularity G, and its value list V. The syntax
for each of these fields is given in/5.8;*5.9, 5.10 and 5.11, respectively. Together, these fields describe how the tqol is
applied. The protection method-template T describes the particular protection method for the decryption template,
auth¢ntication template, or hash template specified by the normative tool ID. It can also specify the NULL tool, in which
case |no template is used, but.other functionalities can still be used. For example, the zone of influence can be specified to
reprgsent image regionscandtheir corresponding byte ranges. The processing domain PD describes the domain in which
the pfrotection method(syapplied. The granularity G describes the granularity with which the protection method is applied.
The palue list V contains a list of values that can be needed by each protection method with finer granularity. Fgr the
decryption template, the value list can be used to specify a finer grain set of initialization values that are to be used| For
the guthentication template, the value list contains a set of MAC values or digital signatures. For the hash template, the
valug list Gontains a set of hash values. In all cases, the value list contains a granularity of values specified by the
granularity field G.

7 // /// /j/ 7 1 1 ///
T/ /PD N
S Y/, G V44
§ i 7 i
T.807(23)_F09

Figure 9 — Parameters (Pip) syntax for JPSEC normative tools (t = 0)

Tio: Template parameters for JP'SEC normative tool with template identifier ID~.
PD: Processing domain for JP'SEC normative tool.
G: Granularity for JPSEC normative tool.
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V: Value list for JPSEC normative tool, e.g., initialization vectors, MAC values, digital signatures,

or hash values depending on template ID.

Note that the template parameters depend on the template ID. However, the processing domain, granularity, and value
list are independent of the template ID.

Table 7 — JPSEC normative tool parameter values

5.6.3

The
regig

In ce
norn
norn
temp

The
Tiype

Ther|

Theg

apa

e two classes of JPSEC non-normative tools were signalled using the 32-bit IDgra iq identifier shown in Table 9, W
the ixentifiers whose first bit is a 0 were defined by'aregistration authority, and those whose first bit is a 1 are defing
icular JPSEC application.
T 7T S
g s
ID{ 4 DL
lDRA_id RA, 1l 7/j/}fj\‘j}'\//
T.807(23)_F10

Parameter Size (bits) Values
Tio 0,ifIDT=4 N/A

Variable, otherwise See 5.8

B Mariable See-5-9

G 24 See 5.10

\Y Variable See 5.11

JPSEC non-normative tool

mechanism to register JPSEC user defined tool to JPSEC RA tool described in this clause is,dgprecated becaus
tration authority defined in the previous edition, ISO/IEC 15444-8:2007, is cancelled.

rtain cases, it can be useful for a JPSEC application to have the ability to apply a tool that-extends beyond the JR
ative tools. This capability is supported by using a JPSEC user defined tool which was called as JPSEC
ative tool. This enables one to use many elements of JPSEC normative tools,\including the ZOI and the JA
lates, but adds the flexibility of using the parameters in a different manner associated with a tool 1D value.

JPSEC non-normative tool used the JPSEC tool syntax described in 5.6,1 and shown in Figure 8, where the tool
= 1 and the identifier IDra consists of a name space and an ID number; as defined by Figure 10 and Table 8.
e were two classes of JPSEC non-normative tools:

1) JPSEC registration authority tools (Deprecated):*JPSEC non-normative tools whose signalling
specified with a registration authority.

2) JPSEC user-defined tools: JPSEC non-normative tools whose signalling is specified |
JPSECapplication.

Figure 10 — IDra Syntax

IDRrecig™/ Tool identifier for user-defined tool
IDr&Rsi:  Length of the field IDgra s in bytes. This field uses RBAS.
IDrans: A string containing the name space of the specified user-defined tool

e the

SEC
non-
SEC

type

was

y a

here
d by

Table 8 — Parameters values in IDra syntax

Parameter Size (bits) Values
IDRA,id 32 See Table 9
IDRrA sl 8 + 8 *n (RBAS) 0.2 -1)
IDRA s Variable A string containing namespace
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Table 9 — ID values for JPSEC non-normative tools (IDra.id)

IDRrA.id Meaning

0x00 00 00 00 ... 0x7F FF FF FF | Previously managed by JPSEC RA (Registration Authority)
tool. Values were to be managed by JPSEC registration
authority (Deprecated). Reserved for ITU-T | ISO use.

0x80 00 00 00 ... OXEF FF FF FF | JPSEC user-defined tool. Values can be defined by a
particular JPSEC application.

0xF0 00 00 00 ... OXFF FF FF FF | Reserved for ITU-T | ISO use.

For RA tools, the field IDrans Was the name space of the Registration Authority (RA) with which this tool is registered.
As each RA had a unique name space, the IDgra,id and IDrans Were used together to identify an RA tool. For user-defined

I +lo fiolol LI H Lo la. +lo <l 1 1 ol + L abtlo | £ 1L Llics H - claaltlo.
tOO [, UTC TITTU TUURA ns 15 LITUSTTT Uy UTC UTVETUPTTS. TIT UTUTT U THTITUTTT TISKN UT T LCUTITSTUTTS, TU TS TCUUTTIITITTTUTU U

deve

orgapization or company. However, note that for user-defined tools, there is no way to guarantee that uniquéeness ¢
name space, so ID collision can occur and should be carefully considered when using user-defined tools.

The Pip field is used to transmit one or more parameters for the JPSEC non-normative tool i. The format of the P
is not fully given in the scope of JPSEC. If a user-defined is used, then only the length of this field\is"specified, ang

up tg

Howgever, JPSEC does allow the syntactical structures defined for JPSEC normative tools to be used in the Pp fiel

JPSH

processing domain, granularity, and value list fields described in 5.8, 5.9, 5.10 and 5.41) respectively.

This
acce

5.7

5.7.]

The one of Influence (ZOI) can be used to describe the coverage area of a JPSEC tool. The data within the covg

area

coverage area. JPSEC non-normative tools can use the-Z@I to describe their coverage area or they can use an altern

meth

The Zone of Influence (ZOI) describes the coverage area of each JPSEC tool. This coverage area can be describg
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opers seek uniqueness when choosing their name space, for example, by choosing the domain name,of

the users to appropriately use this field.
C non-normative tools. For example, a JPSEC non-normative tool can use the fprotection method temp

syntax is very flexible and can accommodate a wide variety of security techriques, such as image data inte
s control and rights protection methods. Hence, it offers a rich set of functionalities while being simple and cor

Zone of Influence (ZOI) syntax

Introduction

specified by the ZOl) is referred to as the influenced data. JP'SEC normative tools shall use the ZOlI to describe

od. If an alternative method is used, then the ZOIMength is 0, i.e., it does not exist.

e-related parameters, e.g., by resolution.or image area; or by non-image related parameters, e.g., by codest
ents or packet indices. In cases wherelimage related parameters and non-image related parameters are used toge
rOl describes the correspondence between these areas. For example, the ZOI can be used to indicate tha
utions and image area specified by the image related parameters correspond to the codestream segments speq
e non-image related parameters/ This allows the ZOI to be used as metadata that signals where certain parts g
e are located in the JPSEC, codestream.

e 11 illustrates the canceéptual structure of the ZOI. The ZOI contains one or more zones. When multiple zone
within a single ZO1the ZOl is defined by their union. This indicates that the JPSEC tool should be applied
pnes. Each zoneyina ZOlI is described by three fundamental units: description class, parameter mode and parar]
(values). This:-Recommendation | International Standard defines two description classes: image related descri
and nonximage related description class. These parameters can be specified using a number of modes, for exan
single.valte, multiple listed values, or by a range. The parameter values or items are then listed in accordance
node.
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| Zone 1 |U| Zone 2 ‘U‘ Zone 3 |UU

‘ Class | | Parameter 1 ‘ n ‘ Parameter 2 |n see n

| Mode ‘ ‘ Item 1 ‘ U ‘ Item 2 ‘U eee UJ| ItemL T807(23)F11

Figure 11— Zone of Influence conceptual structure

5.7.2 ZOI syntax

Figu
be 0

re 12 shows the ZOlI syntax. The ZOI can contain one or more zones. It can also be empty,,in which case NZzoi
When this occurs, the influence of the tool is specified by other means, such as/by the INSEC marker

paraineters defined by a JPSEC non-normative protection tool.

5.7.3

The
uses
of a
relat
indid
cong

NZ // / / / NZgy
TRt /Z?e/ /ZOI? '
T807(23)_F12

Figure 12 - ZOI syntax

NZzoi: Number of Zones. This field uses.the RBAS structure.
Zone*:  Zone. Its structure is specified\in.7.3.

Table 10 — Zoneofinfluence field (ZOI) parameter values

Parameter Size (bits) Values

0.. (27+7*n _ 2)
(277 - 2), reserved

Zonek Variable See 5.7.3

NZzoi 88 * n (RBAS)

Zone syntax

one contains azope description class field indicator followed by parameters of that class. The zone description
the FBAS structure. As shown in Figure 13, the second most significant bit in each byte, labelled "x", flags th

bd description class and a non-image related description class (see Table 12). Tables 13 and 14 define the

shall
r by

class
P Use

specific desgription class. This Recommendation | International Standard defines two description classes: ifnage

field

ator{ndmbers for the image related description class and non-image related description class, respectively| The
ptenation of the six bits labelled "y", in each byte that follow the description class flag, indicates the use of a spgcific

desc

1ption within a given daescription Class. A DITvalue oT "1™ ata DIt numbper 1 each class Indicates that the Correspo

ding

parameter field exists. The number of parameters shall be the same as the number of zone description class field indicators
set to '1', and shall appear in order which the class field indicator is signalled. The zone description class has variable
number of bytes; when the MSB equals 1, then another zone description class byte follows. The MSB of the last
description class byte equals 0. If both the image related and non-image related description classes are used, then the
image related description class bytes shall precede the non-image related description class byte. When a number of items
are represented using this structure, the first item in the list shall correspond to the most significant available bit of the
first byte.
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Figure 13 — Zone description class structure (DCzoi)

Figure 14 shows the Zone syntax.

IRTA P D N,
= ZoT; Zorr wZoT
T.807(23)_F14
Figure 14 — Zone syntax consists of a description class and one or more parameter sets
DCzoik: kth Zone description class. This field uses the FBAS structure.
Pzoi"*: The Zone parameters according to the specified Zone description class\(DCzoi¥). See 5.7.6,
DCzpik specifies the number n of zone description class fields that exist, based on the number of bits that are set tojone.
For gach zone description class field, there exists one Pzoi' zone parameter field. Thesg fields appear sequentially in the
samg order that the flags appear in DCzo0i“.ZA
Table 11 — Zone parameter values
Parameter Size (bits) Values
DCzoik Variable (FBAS) Varies'according to the value set in Table 12
Pzoitk Variable See 5.7.6 for the syntax of this field
Table 12 — Description class indicator value
Value Description class
0 Image related description class. The following bit numbers are defined in Table 13
1 Non-image felated description class. The following bit numbers are defined in Table 14
Table 13 — Image related description class
Bit number Semantics
1 Image region
2 Tile(s) as defined in the JPEG 2000 Core coding system
3 Resolution level(s) as defined in the JPEG 2000 Core coding system
4 Layer(s) as defined in the JPEG 2000 Core coding system
5 Component(s) as defined in the JPEG 2000 Core coding system
6 Precinct(s) as defined in the JPEG 2000 Core coding system
2 TRILCOD (Tila Dacalition | oy ne O + " et taolc)
. FRECP-{THe-Reselution-Layer-Component-Preetret-tags)
8 Packet(s) as defined in the JPEG 2000 Core coding system
9 Sub-band(s) as defined in the JPEG 2000 Core coding system
10 Code-block(s) as defined in the JPEG 2000 Core coding system
11 ROI(s)
12 Bit-rate
13 User-defined. The details shall be specified by other means. (e.g., JPSEC ID)
All other values are reserved
18 Rec. ITU-T T.807 (02/2023) © ISO/IEC 2023 - All rights reserved
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Table 14 — Non-image related description class

Bit number Semantics

[EEN

Packet(s) as defined in the JPEG 2000 Core coding system
(Padded) Byte range(s) (beginning at first byte after the first SOD marker)
(Padded) Byte range(s) (beginning at first byte after the first SEC marker)

Unpadded byte range(s) when padding is used
TRLCP (Tile-Resolution-Layer-Component-Precinct) tag(s)
Distortion value(s)

Relative importance(s)

PN IWIN
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All other values are reserved

et indices are numbered sequentially within a tile, and therefore they are not necessarily unique across

tiles.

Furtiermore, packet indices within a tile can roll over when their maximum value of 65535 is exceeded. For this regson,
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et indexing is described in more detail. When the packet indices within a tile do not exceed 65535/packets, the|
et index described in Table 13 is defined by the packet index given by the SOP Nsop parameter as defined in T
in the JPEG 2000 Core coding system standard. Note that when the maximum value does net-exceed 65536, a §
b 2000 packet can be specified uniquely with a tile index and a packet index. When the packet indices exceed 6
ets, then the JPEG 2000 Core coding system packet index is defined to roll over to.0<1n this case, the packet i
not uniquely identify a packet and shall not be used. In this case, it is recommended ‘to use the TRLCP tag ins
e note that security services which require unique packet indices are vulnerable-if the packet index rolls ove
ts.

h the TRLCP tag is used, its format shall be defined in the Psec paraméter field shown in Table 2. Specifically
CP tag format is specified by the PrrLcp parameter field in Table 4, This defines the size of TRLCP tags in the

hon-image related description class can also have multiple fields set simultaneously. When this occurs, the m

items shall correspond with one another in a one-to-onemanner in the same order. For example, if the zone
ranges and packet ranges, each should have the same number of range items where the first byte range corresp
b first packet range, and so on.

e iS one exception to the above rule on requiring the same number of items for each field. This occurs when o

elds f1 contains 1 item which specifies a range-of items (as described by the range mode in 5.7.6) where this
ins N elements and when another field f2-is;specified by a list of N items. In this case, the field 1, which con

1 item (the range) is interpreted as a list of- N items. These N items specified by the range in f1 shall correspond
e with the N items listed in f2. Therefore, a range of items can be associated to either a single item or to mu
(one for each item in the range).

pytes are indexed either fromthefirst byte after the first SOD marker or from the first byte after the first SEC m3
her case, this first byte is-labelled as byte 0.

istortion fields (bothwthe distortion and relative importance fields) provide the capability to signal the importan
specified by theZQOJ. The distortion parameter specifies the distortion-reducing contribution of the specified
ent, be it for a’set0f packets or a byte range or for the specified image-related area. The distortion is express
5 of the totalisquared error, using either a one-byte or a two-byte description signalled in the Mzoi. The rel
rtion parameter can be used to specify the relative importance of specified data segments, using either one-byte,
or four-hyte values signalled in the Mzoi. Additional details and the formats of these fields is described in 5.7,

TRLCP tag specifies a protected packet's tile, resolution, layer, component, and precinct in the codestream. Th
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Note that when only image-related descriptions are used, the field can be terminated. Thus, one does not need to represent

non-

image related descriptions if they are not used.

5.7.3.1 Byte range fields

The non-image-related description class allows the ZOI to be described in byte ranges. In general, the 2nd and 3rd
elements of Table 14 should be used to represent the byte ranges for most tools such as authentication and
encryption/decryption without padding. However, some protection methods, such as encryption/decryption with padding,
change the length of the data. When this occurs, both the padded byte range and the unpadded or original byte range are
specified. In this case, the padded byte range is specified by the 2nd or 3rd element of Table 14 according to the needs of
the protection tool. (Note that these two elements cannot be used together.) In addition, the unpadded byte range is
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specified by the 4th element of Table 14. The unpadded byte range should be specified with the same description mode
as the padded byte range and have same number of items. These items should correspond to each other in a one-to-one
manner in the same order.

5.7.3.2 Distortion field and relative importance field
The distortion and relative importance fields provide the capability to signal the importance of areas specified by the ZOl.

The distortion field is used to associate a distortion with an area specified by the ZOI. The distortion value specifies the
total squared error (or sum of squared error) distortion that would result if the associated area is not available for decoding.
Total squared error distortion is a basic distortion metric used in image and video processing, and it is used to derive the
common mean-squared-error (MSE) distortion and peak-signal-to-noise (PSNR) ratio. The distortion field is expressed
using a one-byte or a two-byte description, where these one-byte and two-byte descriptions are described below, and the
choigeofone=byteortwo=bytedescriptiomissignattedby-thevtzorparameter-vatoewhich-specifresthetengthof this
field| The relative importance field can be used to describe the relative importance among different areas speeifigd by
assogiated ZOls, without necessarily being tied to a specific distortion metric. The length of the relative importance|field
is alqo signalled by the Mzoi. These fields are discussed in more detail in the following.

5.7.3.2.1 One-byte distortion field

The [total squared error distortion is expressed using a one-byte distortion field with a pseudo floating-point|type
reprgsentation. The 8 bits available in the distortion field are allocated as shown in Figure 15.and Table 15 to provigle an
apprppriate trade-off between accuracy and dynamic range. Note that a sign bit is unnecessary since distortipn is
non-hegative. To cover a sufficient dynamic range, base 16 is used and 4 bits are used for the-€xponent (exp). The mantissa
(m) s expressed using 4 bits. Therefore, the total distortion value D is given by:

D =m x 16%°

wherfle m has a value in the range 0 < m < 15 and exp has a value in the range 0 < exp < 15. A distortion value of zgro is
reprgsented by m = 0 and exp = 0, that is by the distortion field being‘zero. By allocating 4 bits for the mantissa m the
accufacy is within % x (1/2%) = 1/32 or about 3%. With 4 bits for,thé\exponent and using base-16 the dynamic range is
from 0 to max, where max is given by m = 15 and exp = 15 which corresponds to a distortion of 15 x 16 = 1.7 x 0%,

3f2[1]0f{3]2]1]0

exXp m

T.807(23)_F15

Figure 15— Distortion field syntax

exp: Exponent of distortion field value (base 16)
m: Matissa of-distortion field value

Table 15 — Distortion field parameter values

Parameter Size (bits) Values
exp 4 0..15
m 4 0..15

Notd| that with this format for the distortion, a comparison between two distortions to determine which is larger cgn be
simpfly-achieved by comparing the two distortion values as unsigned char. Specifically, to perform this comparison there

is nolpneed-to-convert from-the p:nudn flnnting_pninf format-to the actual-total distortion-in-order to determine-which of

two distortion values is larger or smaller. This property can simplify the processing in various applications.

5.7.3.2.2 Two-byte distortion field

In the two-byte format as shown in Figure 16, distortion values shall be expressed as a two-byte number in pseudo
floating-point format. The pseudo floating-point format for distortion is defined as follows. This format is used in D.1.1.1
(Equation D.3) of Rec. ITU-T T.800 | ISO/IEC 15444-1 to express the quantization step size for JPEG 2000. Each 16-bit
number contains the exponent (5 bits) and mantissa (11 bits) of the metric value. In particular, the floating-point value V
of the metric is given by the following formula:

v =28-15(1+%j if 60
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where ¢ is the unsigned integer obtained from the first five most significant bits of the parameter, and p the unsigned
integer obtained from the remaining 11 bits. The special case of V = oo correspond to u = 0 and € = 31. Note that values
that would underflow the representation are set to zero.

4[3]2[1]olalols|7]6]5]4/3]2]1]0
€ H

T.807(23)_F16
Figure 16 — Distortion field syntax

e:  Exponent of two-byte distortion field value.

u:  Matissa of two-byte distortion field value.

Table 16 — Distortion field parameter values

Parameter Size (bits) Values
€ 5 0..31
n 11 0..(2%-1)

The glgorithm to compute € and p is not defined as a mandatory part of this Recommendation | International standajd. A
poss|ble technique performs the following steps (an example of conversion of the number 12.25 is provided). If V = D, set
¢ = { = 0. Otherwise:

— convert V to a binary number (12.2510 = 1100.015);

— normalize the number; this means there should be a 1 digittothe left of the binary point and multiplicption
by the appropriate power of two to represent the original”value. The normalized form of 1100.01 is
1.10001 x 23;

—  the exponent is the power of 2, presented in exeess notation. The exponent bias is 15; hence fof this
example the exponent is represented as 1810 (10010,);

—  the mantissa represents the significant bits, €xeept for the bit to the left of the binary point, which is alvays
one and therefore does not need to be stored; zeros are possibly appended so as to obtain 11 bits. Fof this
example, the mantissa is 10001000000.

5.7.3.2.3 Relative importance field

The felative importance field r can be usedto describe the relative importance among different coding units, without
necepsarily being tied to a specific distortion metric. This enables one to describe the relative importance or prioritizption
amoig coding units without explicithydescribing how much more important one is from another. This relative imporfance
of the associated data is specified by an n-byte field which supports 28" possible rankings as shown in Figure 11 and
Tablg 16, where the number of bytes n for this field is specified by Mzoi. For example, by using a one-byte relative
impgrtance field a total of 256-possible rankings are supported. Increasing values correspond to increasing importance,
in a gimilar manner to the distortion field.

/

T.807(23)_F17

0
0

Figure 17 — Relative importance field syntax

r: Relative importance value

Table 17 — Relative importance field parameter values

Parameter Size (bits) Values

r 8*n 0..(2%"-1)
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5.7.3.2.4 Additional comments on distortion field and relative importance field

Since for both the one-byte distortion field and one-byte relative importance field the larger values correspond to greater
importance, it is possible to make comparisons for these two data units in the same manner irrespective of whether the
distortion field specifies actual distortion or a relative importance. This can simplify applications.

Headers can be specified using the distortion or relative importance fields. The loss of various types of data, such as the
main and tile-part headers or the SEC header, prevent the decoding of the related image data. The JPSEC creator can
assign distortion to this data using either:

The
The

1) the highest distortion value (specified next) to signal the header or critical data; or

2) to describe the total distortion that would be created if the image or portion of the image is undecodable.

creator then has some flexibility in how to signal the headers.

distartion value for both the one-byte total squared error distortion field and for the one-byte relative importance

The

nighest distortion value for the two-byte distortion field is the two bytes of all ones (OxFFFF). The highestimpor

for the relative importance field of length n-bytes is an n-byte value of all ones.

5.7.3.2.5 Joint use of distortion field and relative importance field

The
this

disto

ase both fields specify squared-error distortion, however the distortion field specifies the incremental reducti

incrgmental reduction in distortion that the ZOI would produce if decoded. This assumes that all information requir

deco

impgrtance field specifies the total distortion that would be incurred if the ZOlcis'not available, i.e., it specifies the
distartion that would result if the given ZOl is unavailable for decoding by @ecounting not only for the value of the[ZOI
itself (as expressed by the distortion field) but also accounting for the-distortion produced because other parts o

com
prov

pressed bitstream which depend on the ZOI are undecodable. Thé.total distortion associated with different
des a useful metric for the relative importance of the different"ZOls. When both fields are used they will us

samg mathematical expression for distortion, as signalled by the distortion field.

5.7.3.3 Bit-rate field

The

highest distortion value for the one-byte fields is a byte of all ones (OXFF). Note that this value is the highestypogsible

field.
ance

Histortion field and relative importance field can be used simultaneously to describe the area specified by the ZQl. In

DN in

rtion while the relative importance field specifies the total distortion. Specifically,\the distortion field specifigs the

ed to

de the ZOl is available, and focuses on the incremental reduction in distortion-produced by the ZOI. The relative

total

f the
VOls
b the

Bit-rate field is used to specify the protected zone inwavelet coefficient domain. It identifies the most significant bit-

plangs whose compressed bit-rate is specified by this.field. The MSBs are selected using the rate-distortion optimization

proc

bss specified in the JPEG 2000 Core coding system. For example, if the Bit-rate value is 2.5, the protected

inclydes the MSBs of all wavelet coefficients whose compressed bit-rate is 2.5 bit per pixel. The syntax of Bit-rate

is sh

bwn in Figure 18 and Table 18. The specified bit-rate is given by:

R =Ir+ Fr/16

zone
field

For ¢xample, a bit-rate of zerois represented by Iz = 0 and Fr = 0; a bit-rate value of 2.5 is represented by Ir= 2 and

Fr=

22

8.
3f21]o]3]2]1]0
lR FR
T.807(23) F18
Figure 18 — Bit-rate field syntax
Ir:  The integer part of the specified bit-rate.
Fr: The fractional part of the specified bit-rate.
Table 18 — Bit-rate field parameter values
Parameter Size (bits) Values
Ir 4 0..15
Fr 4 0..15
Rec. ITU-T T.807 (02/2023) © ISO/IEC 2023 - All rights reserve
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574 Relationship between multiple parameters

5.7.4.1 Global

When the image-related description class has multiple fields set simultaneously, the resulting zone shall be the intersection
of these fields. For example, a zone could specify the lowest resolution level in the 2nd tile. The union of fields can be
specified by using multiple zones in the ZOI.

The non-image related description class can also have multiple fields set simultaneously. When this occurs, the modes
for the various parameter fields shall have the same number of items (one exception to this rule is described below), and
these items shall correspond with one another in a one-to-one manner. For example, if the zone uses byte ranges and
packet ranges, each should have the same number of range items where the first byte range corresponds to the first packet
range, and so on.

Therp is one exception to the above rule on requiring the same number of items for each field. This occurs whemape of
the flelds f1 contains 1 item which specifies a range of items (as described by the range mode in 5.7.6) wherg-this fange
contains N elements and when another field f2 is specified by a list of N items. In this case, the field 1, which contains
only|1 item (the range) is interpreted as a list of N items. These N items specified by the range in f1 shall €orrespond|one-
to-onje with the N items listed in f2. Therefore, a range of items can be associated to either a single_item or to multiple
items (one for each item in the range).

5742 Examples

As previously illustrated in Figure 11, the zone description class structure can have multiple fields set simultanequsly,
wherle N fields are image related descriptions (Di*, Di?, ..., DiN) and M fields are non-image related descriptions (Dp*| Dn?,
.., D). The semantics can be understood as {Di* N D2 N ...N DN} = Dyt = D2 =65 DM, that is, the intersection ¢f the
N irmage related descriptions is corresponding to each of the M non-image related'descriptions, and in addition, the M|non-
image related descriptions are mutually corresponding to each other. Thisrelationship is further illustrated with three
exanples below.

In the first example, the zone description has two image related descriptions: one for resolution 2 and the other for layer 3.
In this case, the influenced data is the intersection of resolution 2 and)layer 3, as illustrated in Figure 19.

Res 0 Res | Res 2
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\\ N\ \\\ ‘\\\\\\\\ / //’ / /// // / / £ AOK K)(
AARARNN NN\ 7774 A ‘X'({ %5 Te07(23)_F b
\—\,—J
Protected

data

Figure 19< ZOI example using image related descriptions

In the second example as itlustrated in Figure 20, the zone description has two image related descriptions (which are
resolution 2 and layer 3)andone non-image related description (which is packet range 80-100). In this case, the influgnced
data [is the intersection of'resolution 2 and layer 3. Furthermore, this indicates that the influenced data is containgd in
packets ranging from-80 to 100.

Res 0 Res | Res 2
V' f /7
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Protected
data

Packet range
80 to 100

Figure 20 — ZOI example using image related and non-image related descriptions

In the third example as illustrated in Figure 21, the zone description has two image related descriptions (which are
resolution 2 and layer 3) and two non-image related descriptions (which are packet range 80-100 and byte range
856-1250). Once again, the influenced data is the intersection of resolution 2 and layer 3, and the influenced data is
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contained in packets ranging from 80 to 100. Furthermore, these packets and influenced area are located in the byte range

856

-1250.

Res 0 Res 1 Res 2
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5.7.5 Protecting any data that follows the SEC marker

The

many elements of the main header, including JPSEC signalling, should also be protected, and the \ZOl and prote

met

and

The

5.7.

Protected
data

Packet range
80 to 100

Byte range
856 to 1250

Figure 21 — A second ZOI example using image related and non-image related descriptions

hbove discussion has largely focused on supporting protection services for the JPEG 2000 codestream. How,

Hods can also be used for this purpose.

bver,
ction

Spedifically, the byte range mode of the non-image related description class can be used 0 specify that a JPSE( tool
should be applied to any data following the SEC marker. As described before, the first byte of the SEC header is byte 1
for indexing the byte range. The data that follows the SEC marker and that can be protected includes the SEC segment
most of the main header. Note that all of the JPEG 2000 main header, except’forthe SIZ marker segment, can be
moved after the SEC marker and hence can be protected using the above approach. I'the JPEG 2000 SIZ marker segment
is to joe protected, it can be done at a higher level, e.g., file format layer.
JPSEC tools for protecting the SEC segment should generally be the first tools in the SEC segment. This enablgs the
conspmer to first render the SEC segment data, which can then be usedt0 process the remainder of the codestream.
6 Zone description parameter syntax (Pzoi)
Figure 22 shows the ZOI description parameter syntax.
/ 4 v / /
'/ M6 / Nt . /lz/oi'/ /IZOIZ“"
.
T.807(23)_F22
Figure 22 — ZOI description parameter syntax
Mzoi: ZOl description mode. This field uses the FBAS structure.
Nzoi: Numberof Izoi. This field uses RBAS structure.
1zoi":  ltem;
Table 19 — Pzoi' parameter values
Parameter Size (bits) Values
Mzoi Variable (FBAS) See Table 20
. 0 If bit number 2 of Mzoi is 0.
Nzoi 7
88T (RBAS) 22 =I)
i - Depends on the mode
Izoi Variable specified in Mzoi
Rec. ITU-T T.807 (02/2023) © ISO/IEC 2023 - All rights reserved
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Table 20 — Mzoi parameter values

FBAS bit number Va!ues Semantics
(bits)
1 0 The specified zones are influenced by the JPSEC tool

The complement of specified zones are influenced

1
2 0 Single item is specified
1 Multiple items are specified

3,4 Rectangle mode. A rectangle region where the first value pair specifies the upper-left corner
and the second value pair specifies the lower-right corner such that both corners are inclusive.
00 For each corner, the first value shall be the horizontal position and the second value shall be the
vertical position. The indexing shall begin at 0, and shall use the reference grid defined in the
JPEG 2000 Core coding system.
o1 Range mode. A range of values where the first value specifies the start index and the sedond
value specifies the last index, both inclusive.
10 Index mode. Specifies single value(s).
11 Max mode. Specifies the maximum value.
5,6 00 Izoi' uses 8-bit integer
01 Izoi' uses 16-bit integer
10 Izoi' uses 32-bit integer
11 Izoi' uses 64-bit integer
7,8 00 Izoi' is described in one dimension
10 Izoi' is described in two dimensions
01 Izoi' is described in three dimensions
9 0 Offset with lengths mode is not used
1 Offset with lengths mode is used: Specifies the initial offset with lengths of contiguous bytes
that follows. The existence of this flag shall override the modes specified in bits 3 and 4.
All other values are reserved
Whep TRLCP tags are used, their size is defined by PrrLcp-8s specified in Table 4. In this case, bits 5 and 6 of the Mzo,
parameter are overridden.
The Dffset with lengths mode can be used to efficiently represent a series of consecutive segments, for example, a series
of cqgnsecutive byte ranges. The first value specifies the initial offset, the following values specify the lengths of [each
consgcutive segment. If this field is used to represent n segments, then Nzoi should be setto n + 1.
5.8 Protection method template syntax (T)
5.8.1 General
Protgction method templates ‘contain parameters for specific JPSEC tools described in 5.6.1. For example, they are{used
in JASEC normative toolsdescribed in 5.6.2. Also, they can be used in JPSEC non-normative tools described in %.6.3.

Ther|
The
refer

As
gran

emplate used By-a"JPSEC normative tool is specified by its ID as shown in Table 6 and again here in Table 21
ences to the appropriate clauses where they are defined.

escribed=in 5.6.2, the protection method template T together with a JPSEC tool's processing domain
hlarity G, and value list V describe how a JPSEC tool is applied.

E are three types.of protection method templates: decryption template, authentication template, and hash template.

with

PD,

Table 21 — Template ID values (ID7)

Values Protection method template

0 Reserved

Decryption template. See 5.8.2.

Authentication template. See 5.8.3.
Hash template. See 5.8.4.
NULL tool
All other values are reserved for ITU-T | ISO use

W[N]
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5.8.2 Decryption template (T = Tdecry, if Ttype =0 and ID = 1)

The decryption template, Teecry, is used to communicate to the decryptor, how to decrypt the received codestream.
Figure 23 shows the decryption template syntax. Table 22 shows the sizes and values of the symbols and parameters for

the decryption template.

/ / / ‘
/ME 4" CP
Yoys decry CTdccw decty
S
T.807(23)_F23

Figure 23 — Decryption template syntax

CTuwery:  Cipher type identification.
CPuecry:  Cipher parameter.

MEdcy: False marker emulation flag indicates whether a false marker emulation has occurregd, i
encrypted data. A false marker emulation can adversely affect compliance with JPEG 2000
coding system decoders. This field uses the FBAS structure.

Table 22 — Decryption template parameter values

Parameter Size (bits) Values
MEdecry 8 +8* n (FBAS) Table, 23
CTdecry 16 Table 24
If CTdéery < 0x6000, see 5.8.2.1.
CPdecry Variable If 0x6000, <) CTdecry < 0XCO00, see 5.8.2.2.
IFCTdecry > 0XC000, see 5.8.2.3.
Table 23 — Marker emulationdlag values (MEdecry)
Values Method type
01XX XXXX Encrypted\data does not contain a false marker emulation
00XX XXXX Otherwise
All other values are reserved for ITU-T | ISO use

The fefault value of the marker emulation“flag is 0. This flag can be set to 1 to indicate that the JPSEC encrypted
does|not contain a false marker emulation.” A JPSEC creator can choose to leave this flag at its default value of 0.

Table 24 — Cipher identifier values (CTdecry)

Values

Cipher type

0°.. OX5FFF

Block cipher (see Table 25)

0x6000 ... OXBFFF

Stream cipher (see Table 26)

0xC000 ... OXFFFF

Asymmetric cipher (see Table 27)

Table 25 — Block cipher identifier values (CTdecry)

N the
Core

data

Values Cipher type

0x0000 NULL (no encryption)

0x0001 AES (ISO/IEC 18033-3)

0x0002 TDEA (ISO/IEC 18033-3)

0x0003 MISTY1 (ISO/IEC 18033-3)

0x0004 Camellia (ISO/IEC 18033-3)

0x0005 CAST-128 (ISO/IEC 18033-3)

0x0006 SEED (ISO/IEC 18033-3)

All other values are reserved for ITU-T | ISO use

26 Rec. ITU-T T.807 (02/2023)
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Table 26 — Stream cipher identifier values (CTdecry)

Values Cipher type

0x6000 SNOW 2 (ISO/IEC 18033-4)

All other values are reserved for ITU-T | ISO use

Table 27 — Asymmetric cipher identifier values (CT decry)

Values Cipher type

0xCO000 RSA-OAEP (ISO/IEC 18033-2)

All other values are reserved for ITIL-T ! 1SQ use

5.821

Block cipher template (CPdecry for block ciphers)

The [plock cipher template is used to communicate to the block decryptor how to decrypt the received.codestrieam.
Figure 24 shows the block cipher mode, padding mode, block size and key information.

Some block cipher modes can use initialization vectors. For these modes, the tool's initialization\vectors are speg
using the tool's granularity field (G) described in 5.10 and Value list field (V) described in 5.11. Specifically, initializ
vectgrs are only used for modes with ID My > 0x80, for instance CBC, CFB, OFB, CTR. Inthe CTR case, itis not
but a counter. The size of the initialization vector specified in the Value list V shallbe Set to the block size S

an |

514/3]2/1]o]1]/0]7]6]5]4]3]2]1]0

Mbc P be SIZbc

KT,

Figure 24 — Block cipher template syntax

Block cipher mode. The first bit indicates the use of initialization vectors with this to
Mpc < 0x8, IVs are not used, otherwise.one or more 1V values are required for the mode.

Padding mode.
Size of block in Bytes.

Key template (see 5.8.5).Itholds information on the keys used by the block cipher.

Table’28 — Block cipher template values

T.807(23)_F24

Parameter Size (bits) Values
Mo 6 Table 29

Phe 2 Table 30
StZbc 8 1..256
KTbe Variable See 5.8.5

ified
ation
eally
7 be.

l. If
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Table 29 — Block cipher mode values (M)

oz == Z

o =z

5.8.2
The
Figu

The
list f
defin

Values Mode type
0 Reserved
0X XXXX Modes which are used without 1V
1X XXXX Modes which are used with an IV
X0 XXXX Puc bits are not padded, use 00
X1 XXXX Poc bits are padded with value defined in Table 30
0x 0001 ECB (ISO/IEC 10116)
1x 0010 CBC (ISO/IEC 10116)
10011 PEB_@SQA_EP 1{'\11{:)
1x 0100 OFB (ISO/IEC 10116)
1x 0101 CTR (ISO/IEC 18033-2)
All other values are reserved for ITU-T | ISO use

OTE 1 - Careful implementations are required for all modes, because improper implementations can lgad’to vulnerabilities.
at even correct implementation of ECB has information leakage when identical blocks appear. Guidelines are contain
BO/IEC 10116.

OTE 2 — Values in Table 30 only apply when My in Table 29 specifies that Bits are padded, \Vhen bits are not padded, Pn
e set to 00.

Table 30 — Padding mode for block cipher(Puc)

Values Paddingtype
00 Ciphertext stealing (RFC 2040)
01 PKCS#7-padding (PKCS#7)
All other values@re reserved for ITU-T | ISO use

OTE 3 — When using padding, careful system design sheuld be used to avoid potential security vulnerabilities, such as c
pher attacks.

.2 Stream cipher template (CPdecry for_stream ciphers)

Stream cipher template is used to communicate to the stream decryptor how to decrypt the received codestr
re 25 shows the stream cipher template-syntax. Table 31 shows the values of the stream cipher template.

Stream cipher's initialization vectors are specified using the tool's granularity field (G) described in 5.10 and
eld (V) described in 5.11. The'size of the initialization vector specified in the Value list V shall be set to the key
ed in the key information-template KTs.

ks

T.807(23)_F25

Figure 25 — Stream cipher template syntax

Note
ed in

shall

hosen

gam.

alue
size

KTs: Key information template (see 5.8.5). It holds information on the keys used by the stream ci

pher.

Table 31 — Stream cipher template values

Parameter Size (bits) Values
KTsc Variable See 5.8.5

5.8.2.3 Asymmetric cipher template (CPaecry for asymmetric ciphers)

The asymmetric cipher template is used to communicate to the asymmetric cipher decryptor, how to decrypt the received
codestream. Figure 26 shows the asymmetric cipher template syntax. Table 32 shows the values of the asymmetric cipher
template.

28
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For tools that use the asymmetric cipher template, the tool's granularity field (G) specifies the granularity with which the
cipher is applied. However, the Value list field (V) is not used to represent any values. Thus, the number of elements (Ny)

in the

Value list field shall be set to 0.

7

T.807(23)_F26

Figure 26 — Asymmetric cipher template syntax

KTsy: Key information template (see 5.8.5). It holds information on the keys used by the asymmetric

cinhar
ipher-
Table 32 — Asymmetric cipher template values
Parameter Size (bits) Values
KTsy Variable See 5.8.5
5.8.3 Authentication template (T = Tauth, if Ttype = 0 and ID = 2)
The jauthentication template, Tau, iS Uused to communicate to the verifier, how to verify/the authenticity of recgived
codeptream. There are three general classes of authentication methods: hash-hased authentication, cipher-fased
authentication, and digital signatures. Both hash-based and cipher-based authentication methods are also gengrally
referfed to as message authentication codes (MACSs), and their computed values which are used for authenticatiop are
generally referred to as MAC values. The authentication template syntax is, shown in Figure 27, and Table 33 shows the
sizeqand values of the symbols and parameters for the authentication template.
In many security applications, authentication is the most important.security service. Even when confidentiality is the
targgted security service, it should be augmented by authentication.to)prevent attacks. In particular, it is recommendgd to
auth¢nticate parts of the SEC marker segment. In addition, the authentication shall be performed on both the authenticgtion
template parameters (Taun) and the message to authenticate. Specifically, the zone of influence shall specify that both the
contgnt and the authentication template parameters (Taum).are to be authenticated.
5 /%%‘h/,
T.807(23)_F27
Figure 27 — Authentication template syntax
Moauth:  Authentication method.
Pauth:  AuthentiCation parameters.
Table 33 — Authentication template parameter values
Parameter Size (bits) Values
Mauth 8 Table 34
If Mauth = 0, see 5.8.3.1
Pauth Variable If Mauth = 1, see 5.8.3.2
Tt Mauth =2, S€€ 5.8.3.3
Table 34 — Authentication methods (Mauth)
Values Method
0 Hash-based MAC
1 Cipher-based MAC
2 Digital Signature
All other values are reserved for ITU-T | ISO use
© ISO/IEC 2023 - All rights reserved Rec. ITU-T T.807 (02/2023) 29
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5.8.3.1 Hash-based authentication (Pautr for hash-based MAC)

The hash-based authentication MAC is used to communicate to the verifier how to verify the authenticity of the received
codestream. Figure 28 shows the hash-based authentication template syntax and Table 35 shows the parameter values.

The MAC values are specified using the tool's granularity field (G) described in 5.10 and Value list field (V) described
in 5.11. The size of the MAC value specified in the value list V shall be set to the MAC size defined by SIZpmac.

l
KTIIMA(' SIZIIMAC

HHM.-‘\C

MIIMA(‘

T.807(23)_F28

Figure 28— Hash-based autherntication temptate

Mumac: Hash-based authentication method identifier.
Hnmac:  Hash identifier.

KTumac: Key template.

S1Zumac:  Size of MAC (bits).

Table 35 — Hash-based authentication template parameter values

Parameter Size (bits) Values
Mumac 8 Table 36
HumAC 8 Table 37

KThmac Variable See 5.8.5
SlZnmac 16 0...65535

Table 36 — Hash-based authenticatia’method identifier (Mnmac)

Values Hash-based authentication method
0 Reserved
1 HMAC (ISO/IEC 9797-2)
All other values are reserved for ITU-T | ISO use
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Table 37 — Hash function identifier (Hnamac)

Values Hash function

0 Reserved
SHA-1 (ISO/IEC 10118-3)
RIPEMD-128 (ISO/IEC 10118-3)
RIPEMD-160 (ISO/IEC 10118-3)
MASH-1 (ISO/IEC 10118-4)
MASH-2 (ISO/IEC 10118-4)
SHA-224 (ISO/IEC 10118-3)
SHA.2CH (IQﬁ’IIEP 10118 ’2)
SHA-384 (ISO/IEC 10118-3)
SHA-512 (ISO/IEC 10118-3)
10 WHIRLPOOL (ISO/IEC 10118-3)
All other values are reserved for ITU-T | ISO use

Nl W |IN|F

O | o

Note that if the SIZnumac is less than the nominal size of the hash, then it is the truncated version corfesponding to the first
SIZyuac bits of the hash.

5.8.3.2 Cipher-based authentication template (Pauth for cipher-based MAC)

The gipher-based authentication MAC is used to communicate to the verifier how tocuerify the authenticity of the recgived
codeptream. Figure 29 is its template and Table 38 shows the key size and keyed hash. An example cipher Qased
auth¢ntication scheme is CBC-MAC. In these block-cipher techniques for authentication, the initialization vector i$ one
blocksize in length and of value 0. The blocksize is the default for the blaock<ipher. Note that if the SIZcmac is less|{than
the nominal size of the cipher-based authentication MAC, then it isdhevtruncated version corresponding to the| first
S1Zduac bits of the MAC.

Note that, if the number of data bits is not a multiple of the cipher block size, then the final input block will be a partial
block of data, left justified, with zeroes appended to form a full"cipher block. Also note that CBC-MAC shall on]y be
applied to data with a fixed and known length.

The MAC values are specified using the tool's granularity-field (G) described in 5.10 and value list field (V) described in
5.11| The size of the MAC value specified in the value list V shall be set to the MAC size defined by SIZcmac.

[
KT(]\ﬁ( SIZCMA('

CA('MA('
C(MA(

T.807(23)_F29

Figure29 — Cipher-based authentication template syntax

CAcwmac: Cipher-based authentication method.
Ccwmac:_(Block-cipher identifier value.

KTcmat: Key template.

SKcfuac:  Size of MAC (bits).

Table 38 — MAC template values

Parameter Slze (DITS) Values
CAcmac 8 Table 39
Cemac 8 Table 25
KTemac Variable See 5.8.5
SlZcemac 16 0...65535
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Table 39 — Cipher-based authentication method (Ccmac)

Values Method
0 CBC-MAC MAC Algorithm 1 (ISO/IEC 9797-1)
1 CBC-MAC MAC Algorithm 2 (ISO/IEC 9797-1)
2 CBC-MAC MAC Algorithm 3 (ISO/IEC 9797-1)
3 CBC-MAC MAC Algorithm 4 (ISO/IEC 9797-1)
All other values are reserved for ITU-T | ISO use

5.8.3.3 Digital signature template (Pauth for digital signatures)

The ’iigiml cignafllrp isused to communicate ta the verifier how ta \/prify the al |fhnnfir‘ify of recejved codestream _as well
as vgrifying the identity of the sender for both identity and non-repudiation purposes. Figure 30 defines its templat¢ and
Tablg 40 lists the values.

The gligital signatures are specified using the tool's granularity field (G) described in 5.10 and value list field:(V) descfibed
in 5.11. The size of the digital signatures value specified in the value list V shall be set to accommodatethe size defined
by S)Zps. Because the value list size is represented by bytes rather than bits, its size should be the. minimum number of
bytes that can accommodate SIZps. Each value should be represented with the least significant bits, and the extra MSB
bits ghall be set to 0.

|
S| EV/KTps// Slzps

T.807_F30
Figure 30 — Digital signature template'syntax

Mpsi: Digital signature method.
Hps: Hash function.

KTos: Key template (see 5.8.5). It holds alkthe information related to the public key or the certiflicate
required to verify the digital signature.

SlZps:  Size of digital signature (bits).

Table 40 ~'Digital signature template values

Parameter Size (bits) Values
Mobs 8 Table 41
Hbs 8 Table 37
KTos Variable See 5.85

SZps 16 0 ... 65535

Table 41 — Digital signature methods (Mps)

Values Method
1 RSA (ISO/IEC 14888-2)
2 Rabin (ISO/IEC 14888-2)
3 DSA (ISO/IEC 14888-3)
4 ECDSA (ISO/IEC 14888-3)
All other values are reserved for ITU-T | ISO use

5.8.4 Hash template (T = Thash, if Ttype = 0 and ID = 3)

The hash template, Tresh as shown in Figure 31, is used to communicate the parameters used to compute the hash.
Table 42 shows the sizes and values of the symbols and parameters for hash template.

Note that in contrast to the hash-based authentication template discussed in 5.8.3.1 which involves the use of a hash and
a secret key, this hash template does not use a key. While this hash template can be used to detect an accidental error or
accidental change to the data, it does not prevent malicious alteration of the data. In order to prevent malicious alteration
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of the data an authentication template should be used, since the secret key used by the authentication template prevents
the data from being altered without being discovered.

The hash values are specified using the tool's granularity field (G) described in 5.10 and value list field (V) described in
5.11. The size of the hash value specified in the value list V shall be set to the hash value size defined by SIZnash.

Hhash
S lzhash

-

T.807(23)_F31

Figure 31 — Hash template syntax
Ll

|| . ach funotinn idantifing
st oot R CHOH e HHHE

SlZnash:  Size of hash value (bytes).

Table 42 — Hash template parameter values

Parameter Size (bits) Values
Hrash 8 Table 37
Sl Zhash 8 0..255

5.8.5 Key information template (KT)

The key information template is used to communicate key information. Figure 32 déefines its template and Table 43 lists
the Values.

\
LKyr Gyr Y&

.

T.807(23)_F32

KID,,

Figure 32 — Key information template syntax

LKkr: Length of key in bits.

KIDkr: Key information identifier{Jt indicates the meaning of the values in the value list Vkr. I the
decryption template, this-value should be set to 2 (URI to retrieve the secret key). In the case of
digital signature, the.value of this field is free.

Gkr: Granularity field torepresent the granularity with which the key information changes.
Vkr: Value list figldito represent the changing list of key information.

Note that in the case of a secret key (decryption template), the public key and certificate have no meanings: thq key
template should hold some information on the location of the key (e.g., URI).

The key information can-be.represented with one or more values using the tool's granularity field (Gkr) described in[5.10
and vyalue list field (Mkm)-described in 5.11. The two fields (Gkr and Vkr) together determine how the key values ip the
valug list (Vr) are‘applied to the protected image data, as described in 5.10 and 5.11.

The key information in the value list can take one the forms specified in Table 44. If KIDkr = 1, then each value is
specified with:the ITU-T X.509 certificate template described in 5.8.5.1. If KIDkr = 2, then each value is specified|with
a UR]I for.the certificate or secret key.

Table 43 — Key template values

Parameter Size (bits) Values
LKkt 16 1...65535
KIDkr 8 Table 44

Gkr 24 See 5.10
Vkr Variable See5.11
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5.8.5.

Table 44 — Key information identifier values (KID«kr)

Values Key information identifier
0 Reserved
1 ITU-T X.509 certificate (ISO/IEC 9594-8)
2 URI for certificate or secret key
All other values are reserved for ITU-T | ISO use

1 ITU-T X.509 certificate template

The ITU-T X.509 certificate template is shown in Figure 33 and Table 45 lists the values.

5.9

The processing domain(syntax, as shown in Figure 34, is used to indicate on which domain the JPSEC tool is apy
possible domains,_include pixel domain, wavelet coefficient domain, quantized wavelet coefficient domain

The
code|

ERkT:
LCERkT:
CERkrT:

=
%)

~

84

l

LCER,,

/CER{

T.807(23)_F33

Figure 33 — ITU-T X.509 certificate syntax

Encoding rule for ITU-T X.509 certificate.
Length of ITU-T X.509 certificate (CERkr) in bytes.

ITU-T X.509 certificate.

Table 45 — ITU-T X.509 certificate values (Kl if:KIDkT = 2)

Parameter Size (bits) Values
ERkT 8 0 ... 255 (see Table 46)
LCERkr 16 1...65535
CERkT Variable -
Table 46 — Encoding rule values (ER«kr)

Values Encoding rule identifier

0 Reserved

1 DER (RFC 3217)

2 BER (RFC 3394)

All other values are reserved for ITU-T | ISO use

Stream domain.

Processing domain syntax (PD)

%
//PD 7

A
Jiiie

34

T80T(Z3_ 3%

Figure 34 — Processing domain syntax

PD: Processing domain. This field uses the FBAS structure.

Processing domain field to provide further detailed information about the processing domain.
This field uses the FBAS structure.

Fpp:

Rec. ITU-T T.807 (02/2023)
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Table 47 — Processing domain parameters

Parameter Size (bits) Values
PD Variable (FBAS) See Table 48
In wavelet coefficient domain and quantized
Frp Variable (FBAS) wavelet coefficient domain, see Table 49.
In codestream domain, see Table 50.

Table 48 — Processing Domain (PD) parameter values

Ff'f‘nshslt Values Semantics

1 1 Pixel domain. Protection method is applied on image pixels.
0 Otherwise

2 1 Wavelet coefficient domain. Protection method is applied on wavelet coefficients.
0 Otherwise

3 1 Quantized wavelet coefficient domain: Protection method applied on quantized wavelet coefficjent
0 Otherwise

4 1 Codestream domain: Protection method is applied on codestream generated from arithmetic codler.
0 Otherwise

Note that the field PD shall have one and only bit set to 1, because each JPSEC tool’is applicable to one domain only.

In inpage pixel domain, wavelet coefficient domain and quantized wavelet ceefficient domain, the two-dimensional data
has 1o be transformed to one-dimensional in order to apply the security~tools. This transformation shall be dorje by

scanfing the two-dimensional image data in the raster-scan order.

Table 49 — Processing domain field (Frp) parameter values in wavelet
coefficient domain and quantized wavelet coefficient domain

FBAS bit number Value Semantics
1 0 Protection method is applied on sign bit
1 Protection method is applied on most significant bit

Table 50 — Processing domain field (Fpp) parameter values in codestream domain

FBAS bit number Value Semantics
1 0 Protection method is applied on both packet header and packet body
1 Protection method is applied on packet body only

The field (Fep) is used to-provide further information on processing domain. With different value of PD, this field (Fep)
has different semantics. For instance, in wavelet coefficient domain and quantized wavelet coefficient domain, the first
bit of Fpp is useehto indicate whether the JPSEC tool is applied on the most significant bit. In codestream domain, thq first
bit of Fpp is.used to indicate whether the JPSEC tool is applied on packet body only or both packet header and body; in
the plixel demain, this field (Fpp) is reserved.

5.1 Granufarity syntax (G)

Granularity is used to indicate the unit of protection for each protection method. Table 53 defines possible granularities.
Figure 35 shows the granularity syntax.

© ISO/IEC 2023 - All rights reserved
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Figure 35 — Granularity syntax
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PO: Processing order.
GL: Granularity level.

Table 51 — Granularity parameter values (G)

Parameter Size (bits) Values
PO 16 See Table 52
GL 8 See Table 53

Table 52 — Processing order values (PO)

Values Processing order
MSB LSB
0 000 000 000 000 000 Order specified by Zone of Influence image-related parameters
1 000 000 000 000 000 Order specified by Zone of Influence non-image-related bitstream parameters
1 000 000 000 000 001 Order specified by Zone of Influence non-image-related packetparameters
0000001 010 011 100 Tile-resolution-layer-component-precinct
0000 011 100 001 010 Tile-component-precinct-resolution-layer
0000 010 001 011 100 Tile-layer-resolution-component-precinct
0000 100 011 001 010 Tile-precinct-component-resolution-layer
0000 001 100 011 100 Tile-resolution-precinct-component-layer
All other values are reserved
Table 53 — Granularity levelwalues (GL)
M;/;IueLsSB Gfanularity
0000 0000 Tile
0000 0001 Tile-part
0000 0010 Component
0000 0011 Resolution level
0000 0100 Layer
0000 0101 Precinct
0000 0110 Packet
0000 0111 Sub-band
0000 1000 Code-block
00001001 Total area identified in ZOlI
100070000 Item identified in non-image-related ZOI
1000 0001 Zone identified in non-image-related ZOI
All other values are reserved
In order to process the entire zone specified by ZOl, the granularity level should be "zone identified in ZOI".

511 Value list syntax (V)

The Value list field, as shown in Figure 36, is used to specify values that change as the tool is applied and the granularity
with which it changes. This is used to signal changing values such as keys, initialization vectors, MAC values, digital
signatures, and hash values. The Value List field first specifies the number of values in the list and the size of each value.
It then lists the values themselves.

As discussed in 5.6.2, for JPSEC normative tools the Value list field represents a different parameter for each template.
For the decryption template, it represents the initialization vectors IVy or 1V depending on whether a block cipher or
stream cipher is used. For the authentication template, it represents the MAC value VALwac for hash-based and cipher-
based authentication. For the digital signature template, it represents the digital signature SIGps. For the hash template, it
represents the hash value HVhash. Some usages of the templates do not require values to be specified, e.g., not all
decryption modes use initialization vectors. In these cases, the Value list field should set N and Sy equal to zero so that
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the value list VL has no elements. If only a single value needs to be specified, e.g., if a single key is used throughout the

imag

e, then Ny will be set to one so that a single value is contained in the value list.
/
44
Ny Sy g L
/
T.807(23)_F36

Figure 36 — Value list field syntax

Nv: Number of values in the value list VL, If Ny = 0, then the field terminates. This field uses
RBAS structure.
ov. olZe Or each value Inthe Value TISU VL In Dytes. 1nIs Tield Uses KBAS Structure.
VL: Listof values.
Table 54 — Value list field (V) parameter values
Parameter Size (bits) Values
Nv 16 + 8 * n (RBAS) 0.. (257 _1)
Sv 8 +8*n (RBAS) 0..("711)
VL 0,ifNV=0 N/IA
Nv * Sv, otherwise Determined by template
5.12 Relationships among ZOl, Granularity (G) and Value List (VL)
The ZOI, PO and GL are used together to ensure the unique behaviourjofthe applied JPSEC tool(s), regardless df the
progress order of the JPEG 2000 codestream. In other words, the, résulted signature, MAC values and encrypted
codeptream are independent of the progressive order of the JPEG 2000codestream. The Zone of Influence (ZOI) speciifies,
in itq entirety, the part of the JPEG 2000 codestream to be protected by the JPSEC tool; The Processing Order (P(}), on
the other hand, specifies the order in which the JPSEC tool processes the codestream; the Granularity Level (GL) spegifies
the grotection units containing contiguous byte sequencetin the re-ordered codestream. Finally, each protection| unit
corrgsponds to a value in the Value List (VL), in the order‘they appear in the re-ordered codestream. The relationship can
be illustrated by one example, where the JPEG 2000 codestream has 1 tile, 3 resolution levels and 3 layers, and the number
of cqmponents and precincts are not important. The progressive order is RLCP in original JPEG 2000 codestrean], the
Zong of Influence is resolution 0 and 1, and the Processing Order (PO) is TRLCP. Figure 37 and Figure 38 illustrate the
re-ondering of the codestream and the mapping from each protection unit to the Value List (VL), when the Granularity
Levdl (GL) is resolution and layer, respectively.
JPEG 2000 Re-ordered .
codestream codestream Value List (VL)
jmmmm e
ROLO™ ———» ROLO ————%  Value0
ROLI | ROLI ——————  Valuel
ROL2 . RILO ————»  Vale2
R1LO i RILI ——————»  Value3
RI1LI  R2L0 % Valued
RIL2Z |[——» RILI —————»  Values
R2 LO F-BO7H23—F57
R2LI1
R2 12
Figure 37 — Granularity Level (GL) is resolution
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JPEG 2000 Re-ordered .
“odestream codestream Value List (VL)
ROLO f——»  ROLO
e - Value 0
RO LI i ROLL i
RO L2 . RILO |
e - Value 1
R1LO . RILL |
e m————— -
RILI | R2LO
S 4 Value 2
RIL2 |———» R2LI |
R0 | T T.807(23)_F38
R2 LI
R2 L2

Figure 38 — Granularity Level (GL) is layer

OTE — The re-ordered codestream is only used to generate the values in Value List (VL). The final JPSEC codestream wil
e same progressive order as the original JPEG 2000 codestream.

In-codestream security marker (INSEC)

n-codestream security marker (INSEC) provides an additional means to transmit security information. It is opt
s used in conjunction with the SEC security marker. Specifically, it is gsed in conjunction with a JPSEC
ative tool.

in the INSEC marker shall correspond to one of the tool instance index in the main header.

reading bytes from the bitstream when it encounters’a termination marker (i.e., two bytes with a value greater
8F).

nformation carried in the INSEC marker segment is relevant for the preceding or following secured codeblog
another INSEC marker is found.

that inclusion of INSEC markers results in a file that does not necessarily comply with the JPEG 2000 Core cg
m. Note that some decoders canshave difficulty in handling a marker in the middle of a packet. Insertion anyw
e a packet will invalidate the length of the packet as indicated in the packet header. Also, there can be issues
ption and INSEC markers due to:

a) lack of markeremulation restrictions on the encryption; and/or
b) inability.tg’locate the marker itself in the presence of encryption.

byntax of the INSEC marker is defined in Figure 39.

| l S Y
ey .
INSEC | Ligee /i/ 5/ jﬁ/ AP //
I, g4

38

T1.807(23) E3Q
Ly —

Figure 39 — In-codestream security marker syntax

have

onal
non-

 precisely, the SEC marker is present in the main header and gives oyerall information about the JPSEC tools applied
otect the image. The INSEC marker is present in the bitstreatn data itself and gives additional or alternptive

ance

NSEC marker segment can be placed in the bitstream data. It uses the fact that the arithmetic decoder in JPEG R000

than

k(s),

ding
here
with

INSEC: Marker code. Table 55 shows the sizes and values of the symbols and parameters for

in-codestream security marker segment.

Linsec:  Length of marker segment in bytes (not including the marker). Note that the INSEC marker

segment should be byte-aligned.

i: Tool instance index corresponding to one of the tool instance index parameters in the
SEC marker segment and therefore identifying the instance of the JPSEC tool this INSEC marker

is referring to. This field uses the RBAS structure.
R: Relevance zone for the INSEC information. This field uses the FBAS structure.
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AP: Additional or alternative parameters for protection method. The encoder should always make
sure that the encoder does not emulate a marker in this parameter.

Table 55 — In-codestream security parameter values (INSEC)

Parameter Size (bits) Values
INSEC 16 OxFF94
Linsec 16 2..(2%-1)
i 8 +8 *n (RBAS) 0..(2""-1)
R Variable (FBAS) See Table 56
AP \ariable Defined h\l/ user defined
application.

Table 56 — Relevance zone values (R)

FBAS bit number Values Relevance zone
0 0 Preceding code-blocks
1 Following code=blocks

Becquse INSEC is used in conjunction with JPSEC non-normative tools, the format\of“the additional or alternative
parameters is defined by the tool itself which is identified by the tool ID. Specifically, JPSEC non-normative tools are
defined by private JPSEC applications. Thus, the definition of these tools should jnclude the INSEC usage if it is allowed.

6.1

Normative-syntax usage examples (informative)

ZOl examples

6.1.1 to 6.16 contain examples that show how the Zone of Influehce syntax can be used.

In the examples, the superscripts used in Pzoi, Mzoi, and [z0i correspond to the index of the image-related and non-inpage-
related items signalled by the BAS structure in DCzoi-in the order they appear within the DCzoi.

6.1.1 Example 1
This|clause shows the example that resolutian®levels more than 3 in the image region whose upper-left corner is {100,
120)[and lower-right (180, 210) are influenced. In this example, 9 bytes are necessary.
Table 57 — ZOlI in example 1
Parameter (f)liis) (ir:/c?:lcjiir) Derived meaning
NZzoi 8 (RBAS)| 1 Number of Zones is one
Zone® | DCzoi 1 Ob The byte aligned segment does not follow
1 Ob Image related description class
6 101000y Image regions and resolution levels are specified in order
Pzoit | Mzoit |1 Op The byte aligned segment does not follow
T Ub The Specitiedzones are ffuenced by the JPSET 1001
1 Ob Single item is specified
2 00p Rectangle mode
2 00p 1zoi uses 8-bit integer
1 1p 1zoi is described in two dimensions
Izoit 8 011001005 | Xul is 100
8 0111 1000p | Yulis 120
8 1011 0100s | Xlris 180
8 1101 0010 | Ylris 210
Pzoi® | Mzoi® |1 Op The byte aligned segment does not follow
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Table 57 — ZOl in example 1

Parameter Si.ze _Value Derived meaning
(bits) (in order)
1 1p The complement of the specified zones is influenced by the JPSEC tool
1 Ob Single item is specified
2 11p Max mode
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
jzoid 8 £000-0040—Re < —-e fied
with Max mode and complement switch.)
6.1.2 Example 2
This|clause shows the example that the code-blocks whose upper-left corner's index is 5 and lower-right corner's index is
10 iff the sub-band 1, in the resolution level 0 are influenced. In this example, 10 bytes are necessaty\
Table 58 — ZOI in example 2
Parameter Size (bits) _Value Derived/meaning
(in order)
NZzoi 8 (RBAS)| 1 Number of Zones is one
Zone® | DCzoit 1 1p The byte aligned segmentAfollews
1 Ob Image related description class
6 001000p Resolution levels are specified
DCzoi? 1 Ob The byte alignédhsegment does not follow
1 Ob Image related/description class
6 001100p Sub-bands+and code-blocks are specified
Pzoi® | Mzoi® | 1 Op The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 10 Index mode
2 00p 1z0i uses 8-bit integer
1 O 1zoi is described in one dimension
Izoi® 8 0000 0000» | Resolution level index is O
Pzoi® | Mzoi® | 1 Op The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 0o Single item is specified
2 10 Index mode
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoi® |8 0000 0001y | Sub-band 1 is specified
Pzoil® | Mzoi® | 1 Ob The byte aligned segment does not follow
T Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 00p Rectangle mode
2 00p 1z0i uses 8-bit integer
1 Ob 1zoi is described in one dimension
1zoi® 8 0000 0101p | Code-block index for the upper-left corner is 5
8 0000 1010p | Code-block index for the lower-right corner is 10
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This clause shows the example that the data segments from bytes 10 to 100 and from bytes 10000 to 12000 are influenced.
In this example, 12 bytes are necessary.

Table 59 — ZOl in example 3

Parameter Size (bits) Value (in order) Derived meaning
NZzoi 8(RBAS) | 1 Number of Zones is one
Zone® | DCzoi 1 Ob The byte aligned segment does not follow
1 1p Non-image related description class
9] U1UUUUL pyle ranges alter te SUD Mhdrker dare speciried
Pzoi> | Mzoi? |1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC topl
1 1p Multiple items are specified
2 01p Range mode
2 01p 1zoi uses 16-bit integer
1 Ob 1zoi is described in one dimension
Nzoi? | 8 0000 0010p Number of data segments is 2
Izoi?t | 16 0000 0000, 0000 1010y | Starting byte location is 10th\(bytes)
16 0000 000050110 01006 | Ending byte location ist00th (bytes)
Izoi?t | 16 0010 011150001 0000 | Starting byte location.is 10000th (bytes)
16 0010 111051110 0000y | Ending byte location is 12000th (bytes)
6.1.4 Example 4

This|clause shows the example that resolution level O is influenced*and that the byte segments 10 through 100 corres

to the data for resolution level 0. In this example, 10 bytes are pgcessary.

Table 60 =ZOI in example 4

pond

Parameter Size (bits) Value (in order) Derived meaning

NZzoi 8 (RBAS) | 1 Number of Zones is one

Zone® | DCzoit 1 1p The byte aligned segment follows
1 Ob Image related description class
6 001000p Resolution levels are specified in order

DCzoi? 1 0o The byte aligned segment does not follow
1 1p Non-image related description class
6 010000p Byte ranges are specified
Pzoil | Mzoi* | 1 Op The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 10 Index mode
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoit 8 0000 0000 Resolution level is 0

Zone® | Pzoi? | Mzoi? |1 Op The byte aligned segment does not follow
1 (I The specified zones are influenced by the JPSEC tool
1 Ob Single items specified
2 01p Range mode
2 01pb 1zoi uses 16-bit integer
1 Ob 1zoi is described in one dimension

Izoit 16 0000 0000 0000 1010p | Starting byte location is 10th (bytes)

16 0000 0000 0110 0100 | Ending byte location is 100th (bytes)
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6.1.5 Example 5

This clause shows the example that resolution levels more than 3 in the tiles whose upper-left tile index is 0 and
lower-right tile index is 5, and layers equal to or less than 5 in the tiles whose upper-left tile index is 10 and lower-right
tile index is 15 are influenced. In this example, 13 bytes are necessary.

Table 61 — ZOl in example 5

Parameter Size (bits) (ir:/c?llfgtt:r) Derived meaning
NZzoi 8 (RBAS) | 2 Number of Zones is two
Zoneg® | DCzoi 1 Op The byte aligned seament does not follow
1 (I Image related description class
6 01 10000 Tiles and resolution levels are specified in order
Pzoi?> | Mzoi? | 1 Ob The byte aligned segment does not follow
1 (I The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 00p Rectangle mode
2 005 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoi? 8 0000 00005 Upper-left tile index is 0
8 0000 01015 Lower-right tile index is 5
Pzoi® | Mzoi® | 1 Op The byte aligned segment dogs not follow
1 1b The complement of thespecified zones is influenced by the JPSEC fool
1 Ob Single item is specified
2 11p Max mode
2 00p 1zoi uses 8¢hit integer
1 Ob 1zoi is described in one dimension
Izoi® 8 0000 0010p Resolution levels < 2 are specified. (i.e., Resolution levels > 3| are
specified with Max mode and complement switch.)
Zorke! | DCzoi 1 Ob The byte aligned segment does not follow
1 Ob Image related description class
6 010100p Tiles and layers are specified in order
Pzoi? | Mzoi? |1 Opb The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 00p Rectangle mode
2 00p 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
1z0i? 8 0000 1010p Upper-left tile index is 10
8 0000 1111p Lower-right tile index is 15
PZ6i** | Mzoi* | 1 Op The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 On Single item is specified
2 11p Max mode
2 00p 1zoi uses 8-bit integer
1 (I 1zoi is described in one dimension
Izoi* 8 0000 0101p layers < 5 are specified with Max mode

6.1.6 Example 6

This clause shows the example that the header segment from bytes 10 to 100 is influenced. In this example, 8 bytes are

necessary.
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Table 62 — ZOl in example 6

Parameter Size (bits) Value (in order) Derived meaning
NZzoi 8 (RBAS) | 1 Number of Zones is one
Zone® | DCzoi 1 Ob The byte aligned segment does not follow
1 1p Non-image related description class
6 001000n Byte ranges after the SEC marker are specified
Pzoi® | Mzoi® |1 Ob The byte aligned segment does not follow
1 (I The specified zones are influenced by the JPSEC tool
1 () Single item is specified
2 01, Range mada
2 01p 1zoi uses 16-bit integer
1 () 1zoi is described in one dimension
Izoi® 16 0000 0000 0000 1010, | Starting byte location is 10th (bytes)
16 0000 0000 0110 0100 | Ending byte location is 100th (bytes)
6.2 Key information template examples
6.2.1 Example 1

Table 63 shows the example that a single secret key (128 bits) is used to decrypt a-codestream, where the secret key is

identified using URI and retrieved from the key server based on URI in the decryption stage.

Table 63 — Key information in example 1

Harameter Size (bits) Value Derived meaning

LKgr 16 128 Length ofkey is 128 bits

KIQkr 8 2 URI for.Secret key is identified

Gl PO 16 000 001 010 011 100 Op | Processing order is tile-resolution-layer-component-precinct
GL 8 0000 1001b Unit of protection is the total area identified in ZOI

Vil Nv 16 (RBAS) | 1 Number of values in the value list V is 1
Sv 8 (RBAS) | 19 Length of key information is 19 bytes
V1 152 https://server/file Secret key can be retrieved from https://server/file

6.2.2 Example 2

Table 64 shows the example that@n+TU-T X.509 certificate is used to authenticate a codestream, where the ITU-T X
icate is embedded into Kixr.with encoding method DER.

certi

Table 64 — Key information in example 2

.509

Parameter: Size (bits) Value Derived meaning
LK¢r 16 1024 Length of key is 1024 bits
KDkt 8 2 ITU-T X.509 certificate is identified
Gkl PO 16 000 001 010 011 100 Op | Processing order is tile-resolution-layer-component-precjinct
GL 8 0000 1001p Unit of protection is total area identified in ZOI
Vkr Nv 16 1 Number of values in the value list V is 1
(RBAS)
Sv 8 (RBAS) | Variable Length of ITU-T X.509 certificate
AV 1 ERkT 8 1 ITU-T X.509 certificate is encoded with encoding method
DER
LCERkr | 16 Variable Length of CERkr
CERkr | Variable | Certificate value Certificate with 1024-bit public key is embedded
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6.2.3

Example 3

Table 65 shows that a single public key is used to authenticate a codestream, where the public key is embedded into Klkr.

Table 65 — Key information in example 3

Parameter Size (bits) Value Derived meaning

LKk 16 1024 Length of key is 1024 bits

KIDkr 8 1 Public key is identified

Gkr PO 16 000 001 010 011 100 Op | Processing order is tile-resolution-layer-component-precinct
GL 8 0000 1001p Unit of protection is total area identified in ZOI

Vil Nv 16 (RBAS) | 1 Number of values in the value list V is 1
Sv 8 (RBAS) | 256 Length of public key is 256 bytes
V1 2048 Public key value Public key is embedded

6.2.4 Example 4

Tablg 66 shows that multiple

diffefent layers.

secret keys are used to decrypt a codestream, where different seeret keys are use

Table 66 — Key information in example 4

jl for

Harameter Size (bits) Value Derived meaning

LKkr 16 128 Length of key is 128 bits

KIDkr 8 3 URI for secret key isdidentified

Gl PO 16 000 001 010 011 1000s | Processing orders tile-resolution-layer-component-precinct
GL 8 0000 01005 Unit of protection'is layer

VKT Nv 16 (RBAS) | 3 Number ofwalues in the value list V is 3
Sv 8 (RBAS) | 16 Length of'each Vn is 16 bytes
V1 128 https://server/1 Secret key for the 1st layer can be retrieved from https://server/1
V2 128 https://server/2 Secret key for the 2nd layer can be retrieved from https://server/2
V3 128 https://server/3 Secret key for the 3rd layer can be retrieved from https://server/3
V4 128 https://server/4 Secret key for the 4th layer can be retrieved from https://server/4

6.3 JPSEC normative tool examples

The

bxamples in 6.3.1 and 6.3.2describe how the ZOI and key templates can be used to perform basic security ser

suchlas encryption and authentication on a JPEG 2000 coded image.

6.3.1
Ani

Example 1

age is coded with JPEG 2000 and has three resolutions. In this example the first resolution is not encrypted in
to prpvide preview.Capability, and the second and third resolutions are encrypted with keys k1 and k2, respectively
inpuf image in<his case is coded in RLCP progression order, and has 1 tile, 3 resolutions, 3 layers, Nc components
Np precincts<the number of components and precincts is not significant in this specific example). Encryption is perfo

vices

brder
The
L and
rmed

using AES in CBC mode without padding (using cipher-text stealing), using key kO to encrypt resolution 1 and using key
k2 tq encrypt resolution 2, and resolution 0 is left unencrypted.

JPSEC signals how a JPSEC consumer should decrypt the JPSEC codestream. First, the tool template ID for the
decryption template is signalled. Two ZOls are specified for resolution 1 and its corresponding byte range B0-B1, and
for resolution 2 and its corresponding byte range B2-B3. The decryption template parameters identify that AES encryption
is applied without padding (using cipher-text stealing). The keying information and the fact that different keys are applied
to different resolutions are signalled with the key information parameters. Specifically, the key granularity is specified as
resolution so each resolution has a different key, where the processing order is signalled as TRLCP. The key information
for each resolution is contained in the value list of keys. The encryption is performed on the codestream, encrypting both
the packet headers and packet bodies. The encryption granularity is resolution, where the processing is performed in
TRLCP ordering which is the same ordering as the original codestream. Since the two resolutions are encrypted
separately, two initialization vectors (1Vs) are required, and these are contained in the value list.
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Note that packet's cipher text results are specified by the processing order and therefore are independent of input
codestream'’s progression order; however, the placement of the encrypted packets in the output codestream follow the

ordering of the input codestream packets.

Table 67 — SEC marker segment for example 1

Parameter Size (bits) Values Meaning
SEC 16 OxFF65 SEC marker
Lsec 16 (RBAS) | 0x82 Length of SEC marker segment is 130 bytes
Zsec 8(RBAS) |0 Index of this SEC marker segment
Psec Fesec 1 Ob The FBAS structure does not follow
Finsec 1 Ob INSEC is not used
Frutisec | 1 Ob One SEC marker segment is used
Finod 2 00 Original JPEG 2000 data was modified
Frrice | 1 Ob TRLCP tag usage is not defined in Psec
Frrice 3 000y
Ntools 8 (RBAS) | 0000001s Number of security tool is one
Imax 8 (RBAS) | 0000000n Maximum tool instance index is zero
t 8 (FBAS) |0 JPSEC normative tool
i 8 (RBAS) | 0 Tool instance index
1Dt 8 1 Decryption template
Lzoi 16 (RBAS) | 0x17 Length of ZOlI is 23 bytes
Z0 184 See Table 68 | Zone of Influence forthis tool
Lpig 16 (RBAS) | 0x5e Length of Pip is 94\gytes
Pip 752 See Table 69 | Parameters far.this technology
Table 68 —=ZOI example
Parameter Size (bits) _Value Derived meaning
(in order)
NZzoi 8 (RBAS) |2 Number of Zones is one
Zong® | DCzot* 1 1p The byte aligned segment follows
1 Op Image related description class
6 0010005 Resolution is specified
DCzoi? 1 0o The byte aligned segment does not follow
1 1o Non-image related description class
6 0100005 Byte ranges after the SOD marker are specified
Pzoi%' | Mzoi} | 1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 100 Index mode
2 005 1zoi uses 8-bit integer
1 Ub iLUi ib Ulb‘bbl IILJ\:‘UI ill Ul'c UIEIIIUIIbiUII
Izoi 8 0000 0001, | Resolution 1 is specified
Pz0i%? | Mzoi? | 1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Op Single item is specified
2 01p Range mode
2 01p 1zoi uses 16-bit integer
1 Op 1zoi is described in one dimension
Izoi?t | 16 0x31CcC Starting byte location is 12748 (bytes). (B0)
16 OxA3ES8 Ending byte location is 41960 (bytes). (B1)
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Table 68 — ZOI example

Parameter Size (bits) (ir:/c?llfgtt:r) Derived meaning
Zone! | DCzott 1 1p The byte aligned segment follows
1 Ob Image related description class
6 0010005 Resolution is specified
DCzoi? 1 Ob The byte aligned segment does not follow
1 1p Non-image related description class
6 0100005 Byte ranges after the SOD marker are specified
Pzoi%! | Mzoit | 1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 100 Index mode
2 005 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
Izoit 8 0000 0010p | Resolution 2 is specified
Pz0i%? | Mzoi? | 1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced bythe"JPSEC tool
1 Ob2 Single item is specified
2 01p Range mode
2 10p 1zoi uses 32-bit integer
1 Ob 1zoi is described in ope dimension
1zoi? 32 OxA3EE Starting byte locatien is 41966 (bytes). (B2)
32 0x21101 Ending byte location is 135425 (bytes). (B3)
Table 69 — Piyexample
Harameter Size (bits) Values Meaning
Tio 432 See Table 70 Decryption templates
PD 8 (FBAS) | Op The byte aligned segment does not follow
Ob Pixel domain is not used
Ob Wavelet coefficient domain is not used
Ob Quantized wavelet coefficient domain is not used
14 Codestream domain is used
000p Reserved for ITU-T | ISO use
Frp 8 (FBAS)~“| 0o The FBAS byte does not follow
1b Only packet body is encrypted
000000n Reserved for ITU-T | ISO use
G PO 16 000 001 010 011 100 Op | Processing order is tile-resolution-layer-component-precinct
GL 8 0000 0011b Unit of protection is resolution level
\Y Nv 16 (RBAS) | 2 Number of values in the value list V is 2
Sv 8-(RBASI—16 Length-ofeach-A-is16-byes
Vi 128 1O Initialization vector value for R1
V2 128 V1 Initialization vector value for R2
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Table 70 — Decryption template example

Parameter Size Value (in order) Derived meaning
MEdecry 8 0 Marker emulation has occurred
CTdecry 16 0001p Block cipher (AES)
CPdecry | Moc 6 100000y CBC mode. Bits are not padded
Pbc 2 005 Ciphertext stealing
Sl Zc 8 16 Block size (16 bytes, 128 bits)
KThe 392 See Table 71 Key template

Iable 71 —Key templdte exalmnpie

Harameter Size (bits) Value Derived meaning

LKgr 16 128 Length of key is 128 bits

KIDkr 8 2 URI for secret key

Gkl PO 16 0000 001 010 011 100p| Processing order is tile-resolution-layer-componefit-precinct
GL 8 0000 00115 Unit of protection is resolution level

Vil Nv 32 (RBAS)| 2 Number of values in the value list V is 2
Sv 8 (RBAS) | 19 Length of each Vn is 19 bytes
V1 152 https://server/keyl Secret key for resolution level 1.can-be retrieved from https://serverfkeyl
V2 152 https://server/key2 Secret key for resolution level 2'can be retrieved from https://serverfkey?2

6.3.2 Example 2

In thjs case, authentication is applied to the same JPEG 2000 coded image as above. In this example all three resolu

and

therg are three resolutions there are three keys, and since there“are three layers per resolution there will be
MAGC values per resolution. Thus, there will be a total of nine?MAC values for the entire JPSEC image. Specifically

This|example illustrates how authentication can.be signalled as well as the flexibility provided by the ZOl and granu
toold. As in the prior example, the input image’is coded in RLCP progression order, and has 1 tile, 3 resolutions, 3 13

Nc

Authlentication is performed using HMAC with SHA-1.

JPSHC signals how a JPSEC consumer can verify or authenticate the JPSEC protected content. First, the tool templa]
the authentication template) is signalled. Then the ZOI is used to signal that there are three resolutions an$ the

for

assotiated byte ranges for each resolution. The authentication template parameters signal that HMAC is applied
SHA-1. The key information template provides information about the keys including that the key granularity is resol

and

authentication is specified as the codestream including packet headers. The tool granularity for authentication is speq
as the layer, therefore there are 3 MACs for each resolution, for a total of nine MAC values. The value list contain
nine|MAC.valtes. The processing order for the above was identified as TRLCP, which is the same as the ori

cod

Notetthat-the-use-of-processing-orderin-the-grantlarity-field-ensures-thatthe-same-MAC values-would+estli-deper

three layers per resolution are authenticated, where the authentication of each resolution uses a different key. §

*  Resolution 0 has MAC values MO, M1, M2one for each layer) using keyO
*  Resolution 1 has MAC values M3, M4, M5 (one for each layer) using keyl
*  Resolution 2 has MAC values M6, M7, M8 (one for each layer) using key2

components, and Np precincts (the.number of components and precincts is not important in this specific exam

supplying the information for each of the three keys in the value list for the keys. The processing domai

eptredmvorder.

tions
ince
three

arity
yers,
ple).

le ID

sing
ition
h for
ified
s the
ginal

dent

of the codestream's progression order.

Note that while this example demonstrated the use of MACs, the same approach can be used to signal the use of multiple
digital signatures.
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Table 72 — The SEC marker segment

Parameter Size (bits) (ir}/::l(;zr) Derived meaning
SEC 16 OxFF65 SEC Marker
Lsec 16 0x0099 Length of SEC marker segment
Zsec 8(RBAS) |0 Index of this SEC marker segment
Psec Frsec 1 Ob The FBAS structure does not follow
Finsec 1 Ob INSEC marker segment is not used
Frutisec | 1 (I Only one SEC marker segment in this codestream
Frod 1 Op Original JPEG 2000 data was not modified
Frrice | 1 Ob The TRLCP tag is not used
Padding | 3 000p The TRLCP tag is not used
Niools 7 1 Only one tool is used in this codestream
Imax 7 0 The maximum tool instance index is 0
Tool® |t 8(FBAS) |0 JPSEC Normative tool
i 8(RBAS) |0 Tool instance index
IDT 8 2 This normative tool uses an authentication template
Lzoi 16 (RBAS) | 0x20 Length of ZOl is 32 bytes
ZOl 256 Table 73 The covered zone of the.image
LriD 16 (RBAS) | 0x6¢ Length of Pip is 108 bytes
Pio 928 Table 74 Parameters for JPSEC tool
Table 73 — ZOl signalling
Parameter (Sb'iis) (ir:/gllrgeer) Derived meaning
NZzoi 8(RBAS) |1 Number of Zones is 1
Zone® | DCuoit 1 1o The byte aligned segment follows
1 Op Image related description class
6 0010005 Resolution levels are specified in order
DCzof? 1 Ov The byte aligned segment does not follow
1 1p Non-image related description class
6 0100005 Byte ranges are specified
Pzoi%! | Mzoil .| 1 Op The byte aligned segment does not follow
1 0o The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 01p Range mode
2 005 1zoi uses 8-bit integer
1 Ob 1zoi is described in one dimension
1zoit 8 The beginning of the range is 0
8 The end of the range is 2
Zone® | Pzoi®? | Mzoi? |1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 1p Multiple items specified
2 01p Range mode
2 100 1zoi uses 32-bit integer
1 Ob 1zoi is described in one dimension
Nzoi 8 (RBAS) |3 Number of Izoi is 3
1zoit 32 104 Starting byte location is 104 (bytes)
32 12762 Ending byte location is 12762 (bytes)
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Table 73 — ZOl signalling

Parameter Si_ze _Value Derived meaning
(bits) (in order)
Izo? 32 12768 Starting byte location is 12768 (bytes)
32 41980 Ending byte location is 41980 (bytes)
Izoi® 32 41986 Starting byte location is 41986 (bytes)
32 135445 Ending byte location is 135445 (bytes)
Table 74 — Pip signalling parameters
Parameter (iliig) (ir:/(?:l(;ir) Derived meaning
Tauth | Mauth 8 0 Authentication methods: Hash-based
authentication
Pauth | Mumac 1 HMAC is used for authentication
Humac 8 1 SHA-1 is used for hashing
KTumac | LKkt 16 128 Length of the key in bits
KIDkr 8 3 Klkr contains the URIfor the private key
Gkr | PO| 16 0000 0010 The order is tile=resolution-layer-component-
1001 1100p | precinct
GL |8 0000 0011p | Key granuldrity is resolution
Vkr | Nv | 16 (RBAS) | 3 Therg-are.3 keys in the list
Sv | 8(RBAS) | 8 Size/of each key is 8 bytes
VL | 64 Key0 The first key is key0, for resolution 0
64 Keyl The second key is key1, for resolution 1
64 Key2 The third key is key2, for resolution 2
Sl1Zumac 16 20 Size of MAC is 20
PD 8 (FBAS) ~[\0v The byte aligned segment does not follow
Ob Pixel domain is not used
0o Wavelet coefficient domain is not used
Ob Quantized wavelet coefficient domain is not
used
1p Codestream domain is used
000p Reserved for ITU-T | ISO use
Fep 8 (FBAS) | Op The FBAS byte does not follow
0o Both packet header and body are encrypted
0000 00y Reserved for ITU-T | ISO use
G PO 16 0000 0101 The order is tile-resolution-layer-component-
0011 10005 | precinct
GL 8 0000 0100, | Tool granularity is layer
V Nv 32 (RBAS) | 9 There are 9 MACs (3 MACs per resolution)
Sv 8 (RBAS) | 20 Size of each MAC is 20 bytes
VL 160 MO The first MAC 1s MO
160 M1 The second MAC is M1
160 M2 The third MAC is M2
160 M3 The fourth MAC is M3
160 M4 The fifth MAC is M4
160 M5 The sixth MAC is M5
160 M6 The seventh MAC is M6
160 M7 The eighth MAC is M7
160 M8 The ninth MAC is M8
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6.4 Distortion field examples

6.4.1 and 6.4.2 provide a few simple examples on the use of the distortion field.

6.4.1 Example 1

This example builds on the ZOI example 3 in 6.1.3 to show how distortion values can be associated with the two data
segments signalled by the ZOlI in that example. As discussed earlier, example 3 in 6.1.3 signalled two data segments: (1)
bytes 10 to 100 and (2) bytes 10000 to 12000. To associate distortion fields to these two data segments requires two steps.
First, the distortion field is signalled in DCzoi. Second, the distortion values are signalled using Pzoi?. Therefore, the only
changes to the ZOl example 3 in 6.1.3 are to set the distortion field bit in DCzoi, and to add Pzoi? (the final 9 lines in
Table 75).

Table 75 — Associating distortion field to two data segments
(extension of ZOI example 3in 6.1.3)
Parameter Size (bits) _Value Derived meaning
(in order)
NZzoi 8 (RBAS) 1 Number of Zones is one
Zong® DCzoi 1 Ob The byte aligned segment does not follow
1 1o Non-image related description class
6 0100015 Byte ranges after the SOD marker are specified and associpted
distortion fields are specified
Pzoi? Mzoi? 1 Ob The byte aligned segment.dees not follow
1 Ob The specified zones afg)influenced by the JPSEC tool
1 1o Multiple items are Specified
2 01p Range mode
2 01b Izoi uses 16-bit integer
1 Ob 1z0i is;described in one dimension
Nzoi? 8 (RBAS) 2 Number of data segments is 2
Izoi?! 16 0000  000G-Starting byte location is 10th (bytes)
0000 10105
16 0000_ (+000¢ Ending byte location is 100th (bytes)
0110 01005
Zong® Pzoi? 1z0i??2 16 Q010 0111 Starting byte location is 10000th (bytes)
0001 00005
16 0010 111G Ending byte location is 12000th (bytes)
1110 0000s
Pzoi® Mzoi® i Op The byte aligned segment does not follow
1 0o The specified zones are influenced by the JPSEC tool
1 1o Multiple items are specified
2 10 Index mode
2 005 1z0i uses 8 bits to represent each distortion value
1 Ob 1zoi is described in one dimension
Nzoi® 8 (RBAS) 2 Number of data segments is 2
Izoi®! 8 D1 value Distortion value for the first segment
120i%2 8 D2 value Distortion value for the second segment

6.4.2 Example 2

This example describes how distortion values can be associated with JPEG 2000 packets. The DCzoi specifies a range of
4 packets and the distortion field is also signalled. Pzoi® gives the range of packets and Pzoi? describes the distortion
associated with each of these packets. Notice that since Pzoi* specifies a range of length 4, and Pzoi? specifies 4 values,
each item in the range is associated with one value, e.g., each packet is associated with one distortion.
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Table 76 — Signalling a range of packets and associating distortions for each packet

Parameter Size (bits) (ir:/c?llflcji(;r) Derived meaning
NZzoi 8(RBAS) |1 Number of Zones is one
Zone® | DCzoi 1 Ob The byte aligned segment does not follow
1 1n Non-image related description class
6 1000015 Packets are specified and associated distortion fields are specified
Pzoi! | Mzoit |1 Ob The byte aligned segment does not follow
1 Ob The specified zones are influenced by the JPSEC tool
1 Ob Single item is specified
2 01p Range mode
2 00 1z0i uses 8-bit integer
1 Ob 1zoi is described in one dimension
Nzoit | 8 (RBAS) |1 Number of data segments is 1
I1zoi* |8 0000 0000, | Starting packet is number O
8 0000 0011, | Ending packet is number 3
Pzoi® | Mzoi® |1 Ob The byte aligned segment does not follow:
1 Ob The specified zones are influenced by thedPSEC tool
1 1o Multiple items are specified
2 10 Index mode
2 005 Izoi uses 8 bits to represent each distortion value
1 Ob 1zoi is described in on€dimension
Nzoi® | 8 (RBAS) | 4 Number of data segments is 4
Izoi®! | 8 D1 value Distortion value for the first packet
1zoi®2 | 8 D2 value Distortion value for the second packet
1zoi®3 | 8 D3 value Distortion'value for the third packet
Izoi®* | 8 D4 value Distortion value for the fourth packet
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Annex A

Guidelines and use cases

(This annex forms an integral part of this Recommendation | International Standard.)

A class of JPSEC applications

All Introduction

This clause gives a conceptual description of how a class of JPSEC applications can be implemented. This class of
application exemplifies scenarios of secure JPEG 2000 image distribution. The following clauses provide an overview of
a conceptual JPSEC application including JPSEC entities and information that are communicated between them. This

descfiption is conceptual and neither intends to define a concrete implementation nor specify requirementsyfgr an
implementation; specific applications might or might not include entities identified in the following description.
A.1.2  Overview of a secure JPEG 2000 image distribution
Figure A.1 shows an overview of the class of JPSEC applications of secure JPEG 2000 image distribution. In these
applications, the JPSEC application can be required to provide various security services for JREG:2000, for example,
confldentiality of image exchange, authentication of image source and content.
Security
ropert
propeTY Cryptographic
data manager i
Cryptographic a dCart};p tographi¢
data
JPSEC node
Security
property 4 Image/security
JPSEC creator — » JPSEC decoder output
| JPSEC
bitstream
T.807(23)_FA1
Figure A.1 — Overview of @,secure JPEG 2000 image distribution application

In the secure JPEG 2000 image distribution application, one can identify the following steps:

Step 1: A JPSEC codestream is created by a JPSEC creator.

Step 2: The JPSEC-cadestream is distributed through some JPSEC node or nodes.

Step 3: The JPSEC codestream is received and rendered by a JPSEC consumer.
Step[L: JPSEC codestream creation
The greator is\in.charge of creating the secure JPEG 2000 codestream. This codestream can be created from bitmap data
or from JPEG-2000 compressed data. A JPSEC creator applies various security technigues, such as encryption, signature
generation, and ICV (Integrity Check Value) generation to a given image data.
Tos

CUTE the TMage aata;, the creator defies WHiTH Security Parameter PTOperty 15 associated 1o the mage. A “Se

Parameter Property" includes the following attributes:
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—  Zone of Influence (coverage area of each protection method);

—  Processing Domain (domain to be processed by each protection method);

—  Granularity (unit of each protection method);

— JPSEC tool identification (applied cryptographic algorithm and related parameters).
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2: JPSEC codestream delivery

A JPSEC codestream can be transferred to a JP'SEC consumer either directly via a network or media (such as a CD-ROM).
It can also be transferred through a JPSEC node which can apply various types of additional processing, such as a

trans

coding, to the JPSEC codestream.

When required by the JPSEC security tool methods in the Security Property Parameter of the JPSEC codestream (e.g.,
for encryption, or for authentication), the JPSEC creator shall distribute to the JPSEC consumer the corresponding
cryptographic data through an independent (‘'secret’) channel. This data, such as key or digital signature, can be managed

eithe

Step
A JP

r manually or automatically by a cryptographic data manager.

3: JPSEC codestream consumption rendering

EC codestream is subject to a JPSEC consumer process according to the applied Security Parameter property

: this

impl
each

As a
prod

The
the |

es applying the appropriate security techniques, such as decryption, authentication and integrity check. Furthe
JPSEC tool security method a JPSEC creator and JPSEC consumer can use various types of cryptographic dat

h output of the JPSEC consumer, a decrypted image data and/or security output, such as a verifieation resy
iced.

ollowing clauses provide further detail of a conceptual JPSEC entity according to a JPSEC servige. Figure A.2 s
pgend description to be used.

m JPSEC process — Data flow for JPSEC D Parameterized function

W\ JPEG 2000 process =777 > Data flow for JPEG 2000 7~ Optional function

NSO . .
gQ:Q:.} Security technique TSQTD3)_FA2
Figure A.2 — Legend description

— JPSEC process: A process that uses tools defined in this Recommendation | International Standard.
— JPEG 2000 process: A process defined in Rec. #7TU-T T.800 | ISO/IEC 15444-1 (the JPEG 2000
coding system).

— Security technique: A well-known security technique either defined in this Recommendat
International Standard or in some other.$tandard or document.

— Data flow for JPSEC: A data flow-that communicates information defined in this Recommenda
International Standard. A dashedline indicates optional.

— Data flow for JPEG 2000:(Adata flow defined in Rec. ITU-T T.800 | ISO/IEC 15444-1 (the JPEG
Core coding system).

—  Parameterized funetion: A function which has several alternate functions that can be selected H
application.

—  Optional function: A function which can be optionally applied in a JPSEC application.
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ion |
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A.1.3  Encryption end description procedure
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Figure A.3 — Encryption procedure
Figufe A.3 shows the overview of an example encryption procedure for a JPSEC creator. This procedure includefs the

following processes:

extract data according to the specified Processing Domain;

replace the plaintext data with encrypted data;
(optionally) apply a marker emulation prevention mechanism;

Notg

select a portion of extracted data according to the specified Zone of Influence (i.e., a partial encrypti

encrypt the selected data using the specified security technique. Further, it is possible to encrypt dat3
unit based on the Granularity. In this case, different keys can be used for different units;

compose the Security Parameter.Broperty in the SEC and/or INSEC marker segment.

that in general the JPSEC encryptionprecedure generates JPSEC codestream that is not backward compatible

n;

ina

with

the JPEG 2000 Core coding system. The image data is intended to be passed on to a JPEG 2000 Core coding syistem

compliant decoder after appropriate decryption. It is possible to apply a marker emulation prevention mechanism to gvoid
marKer segment emulation within the)éncrypted codestream.
Keys o ﬁ/ /eﬁlulahon '
> /ilreventlon //l
(amd it ]
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/Ué ,// 74 / ’/// / / / / / ' Domain selecné// / / / / "/ //
4] / 7/ 4 / ; 7 " / vy, /
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Figure A.4 — Decryption procedure
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Figure A.4 shows the overview of an example decryption procedure for a JF'SEC consumer. This procedure includes the
following processes:
—  parse the Security Parameter Property in the SEC and/or INSEC marker segment;
extract data according to the signalled Processing Domain;
select a portion of extracted data according to keys to be retained (i.e., a partial decryption);

decrypt the selected data using a signalled security technique. Further, it is possible to decrypt data in a
unit based on the Granularity;

—  replace encrypted data with decrypted data;
—  apply a marker emulation prevention mechanism, if applied at the encryption process.

A.l.4—Sigrmature generatom and-autherntication procedure

-;*x_sigﬁatii'}e
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Figure.A:5~ Signature generation procedure

Figure A.5 shows the overview,-of_an example signature generation procedure for a JPSEC creator. This procgdure
inclydes the following processes:
—  extract data@ecording to the specified Processing Domain;

—  select a-partion of extracted data according to the specified Zone of Influence (i.e., partial signature)

— calcdlate digital signatures corresponding to selected data using the specified security technique. Fufther,
it.is’possible to generate digital signatures in a unit based on the Granularity;

— w<—~e0mpose the Security Parameter Property, including the calculated digital signatures, in the SEC and/or
INSEC marker segment.

—

Notelthat in JPSEC, three modes of authentication are defined: "fragile mode", "semi-fragile mode (lossy/lossless)', and
"transcodable mode". A "fragile mode" authentication can detect any one-bit modification for a codestream, where a
"semi-fragile" mode authentication can detect any intentional detection but survive incidental distortion up to a
predetermined extent. Further, a "transcoding mode" authentication can verify the source part of the codestream.
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Figure A.6 — Authentication procedure
Figufe A.6 shows the overview of an example authentication procedure for a JPSEC consumer. This procedure includes
the fpllowing processes:
—  extract data in a signalled Processing Domain;
— select a portion of extracted data according to the signatled Zone of Influence;
—  verify the selected data using the signalled security,technique. Further, it is possible to verify the sel¢cted
data in a unit based on the Granularity.
Alb Integrity check value (ICV) generation and integrity check procedure
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Figure A.7 — ICV generation procedure

Figure A.7 shows the overview of an example ICV generation procedure for a JPSEC creator. This procedure includes

the following processes:

extract data in a specified Processing Domain;
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select a portion of extracted data according to the specified Zone of Influence;
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calculate ICVs corresponding to selected data using the specified security technique. Further, it is possible

compose the Security Parameter Property, including the calculated ICVs, in a SEC and/or INSEC marker

segment.
Check
Keys . result N
Ll Ll
j JPSEC integrity check procedure
I/’/ Security T
S| property AL L L LL LT LA LSS A A S p S , iy
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Figure A.8 — Integrity check procedure
Figure A.8 shows the overview of an example integrity check proceduré for'a JP'SEC consumer. This procedure includes
the fpllowing processes:
—  extract data according to the signalled Processing.Domain;
—  select a portion of extracted data according to ‘a signalled Zone of Influence;
—  verify selected data using a signalled security technique. Further, it is possible to verify the selected| data
in a unit based on the Granularity.
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Annex B

Interoperability

(This annex forms an integral part of this Recommendation | International Standard.)

B.1 Rec. ITU-T T.800 | ISO/IEC 15444-1 — Core coding system

A number of protection methods can be applied to a JPEG 2000 codestream to create JPSEC codestreams that are still
strictly compliant with the JPEG 2000 Core coding system. The term "Core coding system compliance” refers to JPSEC
codestreams that have a strictly defined behaviour for JPEG 2000 Core coding system decoders including those that are
not aware of JPSEC.

A JPEG 2000 Core coding system decoder will skip marker segments that it does not recognize. A JPSEC tool suth as
the JPSEC normative tool for authentication inserts message authentication code values that are computedcfrom the
JPEG 2000 data into the SEC marker segment along with the parameters that describe the particular authéenticgtion
methods that can be used by a JPSEC consumer. These parameters and values tell a JP'SEC consumer how to"verify that
the received JPSEC codestream is authentic. Notice that the JPSEC authentication tool does netsmanipulat¢ the
JPEG 2000 data. Thus, a JPEG 2000 Core coding system decoder that receives this JPSEC codestream will begin
decoging the JPSEC stream, it will then skip the SEC marker segment, and continue to decode the,JPSEC stream a$ if it
werela JPEG 2000 Core coding system stream. The JPSEC normative tool for authentication shares these characterjstics
and thus also results in a JPEG 2000 Core coding system compliant codestream.

JPSHC allows encryption and decryption to be performed on JPEG 2000 and JPSEC-codestreams. When encryptipn is
used| the JPEG 2000 data is of course changed. Strictly speaking, the Core coding system compliance is not possible{with
encrypted streams since it will most likely cause a JPEG 2000 Core coding system decoder to encounter disallpwed
valugs. One possible way of overcoming or at least mitigating this problem. istto use the error resilience capabilitips of
JPEG 2000. With error resilience, it can be possible to have encrypted JPSEE codestreams that have a defined behayiour
for JPEG 2000 Core coding system decoders.

JPSHC has a Psec parameter field that contains security parameters forthe entire codestream. This includes a flag Fz4 that
can e set to 1 to indicate that a JP'SEC codestream is decodable-by*JPEG 2000 Core coding system decoders. A JHSEC
creator can set this parameter as it applies JPSEC tools to the JJPEG 2000 codestream. It was mentioned that a JASEC
creator can accept a protected JPSEC codestream as input. Ifia JPSEC creator receives an input JPSEC codestream which
e Fix flag set to indicate the Core coding systemceompliance and then applies a JPSEC tool that loses the |Core
ing system compliance, it shall set the F;x flag to 0.

For JPSEC streams that are not Core coding system compliant, it is recommended to use a file extension of .jpps to
indidate that a JPEG 2000 Core coding system(ecoder might not be able to decode the protected codestream.

JPEG 2000 Core coding system on the extended capabilities marker segment (CAP) can be used to indicate that JPSEC is
used| Specifically, the Core coding system uses Rsi; parameter to indicate the presence of a CAP marker segment, which
contains a Ccap parameter that can be'used to signal which JPEG 2000 parts are used in the codestream. One can spgcify
that Rec. ITU-T T.807 | ISO/IEC 15444-8 (JPSEC) is used by setting an appropriate bit in Ccgp.

Thug, a JPSEC creator cancset-the Rsi; parameter to indicate the presence of a CAP marker segment. It can insert of edit
the GAP marker segment to'set the Ccay parameter to indicate that JPSEC is used.

B.2 Rec. ITU-T T.808 | ISO/IEC 15444-9 — JPIP

B.2.1 General relationship between JPIP and JPSEC

JPIP|[specifies a protocol consisting of a structured series of interactions between a client and a server by means of which
imade file metadata, structure, and partial or whole image code streams can be exchanged in a communications efficient
manner.

JPIP can be tailored via the various extensions to the JPEG 2000 file format, as defined in Rec. ITU-T T.801 |
ISO/IEC 15444-2, Rec. ITU-T T.802 | ISO/IEC 15444-3 and Rec. ITU-T T.805 | ISO/IEC 15444-6. However, to achieve
a simple level of interactivity that allows portions of a single JPEG 2000 file or codestream to be transferred, these other
capabilities are not mandated.

Provisions have been included for the extension of the JPIP protocol to support the current JPEG 2000 Standards ITU-T
Rec. T.802 | ISO/IEC 15444-3, Motion JPEG 2000, and Rec. ITU-T T.805 | ISO/IEC 15444-6, Compound Documents,
and the future extensions of JPEG 2000 (currently JP3D, JPSEC, and JPWL).

JPSEC provides security services for JPEG 2000 images. The JPSEC syntax supports two types of markers: SEC and
INSEC. One or more SEC markers appear in the main header of JPSEC bit stream. In other words, JPSEC consumes a
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JPEG 2000 codestream, modifies the JPEG 2000 main header to form a new JPSEC "main header", and modifies the
corresponding JPEG 2000 data stream to form a new protected data stream if applicable. INSEC markers can appear in
the "data" portion of the data stream. It specifies some "smaller size" or "local area" parameters compared to SEC marker
and can be used to complement the SEC marker.

It is observed that JPIP is just beyond the transport layer, while JPSEC is at the application layer. From this point of view,
JPIP provides a transport service to JPSEC. That is, the JPIP offers efficient tools to deliver image information, including
main header (all of the markers) and codestreams, between servers and clients. This clause considers how JPIP can be
used to transport JPSEC content.

B.2.2  Specific issues on interactivity between JPIP and JPSEC
This clause describes the issues that a JPIP sender and receiver consider to transport JPSEC content.

In Rgc. ITU-T T.808 | ISO/IEC 15444-9, both JPP- and JPT-stream media types use the main header data-bin. This data-
bin donsists of a concatenated list of all markers and marker segments in the main header, starting from the SOC/mdrker.
It coptains no SOT, SOD or EOC markers. However, the main header of JPEG 2000 does not include a SEC)markef and
its sagment. As a result, Rec. ITU-T T.808 | ISO/IEC 15444-9 does not specify support for the SEC faarker segment
specified in JPSEC. Thus, a JPIP sender and receiver shall recognize the SEC marker segment(s) that appear in the main
headgr of a JPSEC codestream.

Rec.|ITU-T T.808 | ISO/IEC 15444-9 describes its support to the precinct data. However, RecNTU-T T.808 | ISQ/IEC
15444-9 does not specify if it supports INSEC marker and its segment specified in JPSEC! Thus, a JPIP sendef and
receilver shall recognize the INSEC marker segment that can appear in the data portion of.adPSEC codestream.

In Rec. ITU-T T.808 | ISO/IEC 15444-9, the tile header data-bins appear only within’the JPP-stream media type. For
datadbins belonging to this class, the in-class identifier holds the index (startingdrom 0) of the tile to which the dath-bin
refers. This data-bin consists of markers and marker segments for tile n. It,shall’ not contain an SOT marker segrpent.
Inclysion of SOD markers is optional. This data bin can be formed from avalid codestream, by concatenating all marker
segments except SOT and POC in all tile-part headers for tile n.

In Rec. ITU-T T.808 | ISO/IEC 15444-9, the tile data-bins shall be used only with the JPT-stream media type. For fata-
bins pelonging to this class, the in-class identifier is the index (starting from 0) of the tile to which the data-bin belpngs.
Each tile data-bin corresponds to the string of bytes formed by econcatenating all tile-parts belonging to the tile, in drder,
complete with their SOT, SOD and all other relevant marker, segments.

As mentioned above, Rec. ITU-T T.808 | ISO/IEC 15444-9 describe the support to the tile-part header and tile-part|data.
However, Rec. ITU-T T.808 | ISO/IEC 15444-9 do not specify if they support SEC marker segments and INSEC marker
segments. Thus, a JPIP sender and receiver shall recognize and transport these marker segments along with the protg¢cted
data.

B.2.3 Summary

Gengrally speaking, JPSEC makesitself suitable to be transported by JPIP. INSEC marker is used in the codestregm to
describe some "small" specific data-part that is protected by security tool/tools. It makes JPSEC more flexible. To Eake

INSEC more robust, the service layer (currently JPIP) should provide the good Quality of Service or protection of the
INSEC marker and its segment. In order to achieve this goal, JPIP and JPSEC need to work out some issues and
sure the interactivity between JPIP and JPSEC.

ake

B.3 Rec. ITU-T T.810 | ISO/IEC 15444-11 — JPWL

Wirgless JPEG:2000 or JPWL (Rec. ITU-T T.810 | ISO/IEC 15444-11) extends the baseline JPEG 2000 specificatipn to
achigve theefficient transmission of JPEG 2000 imagery over an error-prone transmission environment. More
specifically, JPWL defines a set of tools and methods to protect the codestream against transmission errors. It also defines

means fo-daceriba tha cancitin ity Af thn andnctranm +0 trapncmiccion avvrare and +0 dacorihn tha lonatiane 1o tha ~ndnct eam
Ao G SRt tRt-StrsTtrvity Ottt CoaE Strearm ot S S SOt oT St to- G SCrmottht1oCaton S the-Coat St

of residual transmission errors.

JPWL is notably addressing the protection of the image header, Forward Error Correcting (FEC) codes, Unequal Error
Protection (UEP), joint source-channel coding, data partitioning and interleaving, and robust arithmetic coding. JPWL is
not linked to a specific network or transport protocol, but provides a generic solution for the robust transmission of JPEG
2000 imagery over error-prone networks.

The main functionalities of JPWL are:
»  to protect the codestream against transmission errors;
+ to describe the degree of sensitivity of different parts of the codestream to transmission errors;

. to describe the locations of residual errors in the codestream.
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JPWL defines four marker segments: Error Protection Capability (EPC), Error Protection Block (EPB), Error Sensitivity
Descriptor (ESD) and Residual Error Descriptor (RED).

The EPC marker segment indicates which JPWL normative and informative tools are used in the codestream. More
specifically, EPC signals whether the three other normative marker segments defined by JPWL, namely the error
sensitivity descriptor (ESD), the residual error descriptor (RED) and the error protection block (EPB) are present in the
codestream. Furthermore, EPC signals the use of informative tools which have been previously registered with the JPWL
RA. EPC is always present in a JPWL codestream.

The primary function of EPB is to protect the Main and Tile-part header. However, it can also be used to protect the
remaining of the codestream. The EPB marker segment contains information about the error protection parameters and
redundancy data used to protect the codestream against errors.

The ESD-ma seg contains-information-abou S vity—of codestream-to-errors—Fhis-information-6an be
explpited when applying an Unequal Error Protection (UEP) technique. Straightforwardly, more powerful codes are|used
to prptect the most sensitive portion of the codestream. This information can also be used for selective retransmissjons.
Finally, the information carried in ESD could also be used for other non-JPWL applications such as.’efficient rate
transcoding or smart prefetching.

The RED marker segment signals the presence of residual errors in the codestream. Indeed, a JPWL decoder can fhil to
corrgct all the errors in a codestream. RED allows signalling the location of such residual errofsyThis informatiof can
then [be exploited by a JPEG 2000 decoder in order to better cope with errors. For instance, the decoder could re:l;uest
retransmission, conceal the errors or discard the corrupted information.

B.3.1 General relationship between JPWL and JPSEC

The fombination of JPWL and JPSEC, as shown in Figure B.1, is used whenever JPEG 2000 images need to be se¢ured
and fransmitted over an error-prone wireless channel.

At the transmitter side, JPWL error sensitivity is typically generated during)JPEG 2000 encoding. JPSEC tools are|then
applied to the codestream in order to secure it. Finally, JPWL encoding ta0ls are used to make the codestream more rgbust
to trgnsmission errors.

At the receiver side, JPWL decoding tools are first applied to corféct possible transmission errors. During this step, JPWL
can also generate residual errors information. Finally, JPSE€>tools are applied in order to fulfil the selected sedurity
servifces.
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B.3.2  Specific issues on interoperability between JPWL and JPSEC

A number of issues are important to consider for interoperability between JPWL and JPSEC, as detailed hereafter:

1) JPWL Error Protection Capability (EPC): The presence of this marker segment will affect byte ranges.
Note that this marker segment is always present in a JPWL codestream.

2) JPWL Error Protection Block (EPB): This marker segment is typically added as the last step at the
transmitter and removed as the first step at the receiver. In principle, it should not affect JPSEC.

3) JPWL Error Sensitivity Descriptor (ESD): This marker segment is typically added during JPEG 2000 Core
coding system encoding, in which case it will be transparent to subsequent JPSEC operations. However,
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JPSEC could adversely affect the use of ESD in JPWL. In particular, JPSEC should not change byte ranges
whenever ESD uses byte ranges. In addition, the JPSEC operations should not affect distortion values;
otherwise the information carried by ESD becomes irrelevant. In the latter case, the JPSEC creator has the
option to remove the ESD marker segment.

JPWL Residual Error Descriptor (RED): This marker segment can be inserted after JJWL decoding. It can
therefore affect JPSEC byte ranges. It can also impact JPSEC authentication techniques. In case of a
corrupted codestream, the RED information can be useful for a JFSEC consumer to appropriately handle
it.

JPSEC SEC: The presence of this marker segment will affect byte ranges. Note that this marker segment
is always present in a JP'SEC codestream.

JPSEC INSEC: The presence of this marker segment will affect byte ranges. Note that this marker segment

In th
in th

As 3

appears 1n the codestream aata.

e case when there are no residual errors, the JPWL encoder and decoder should ideally be transparent. In atherwprds,
s case, the streams at points 1 and 2 in the above figure should be strictly identical.

general recommendation, when used in combination with JPWL, it is preferable for JPSEC te_use byte rgnges

beginning after SOD marker in order to minimize problems with byte ranges. In addition, it is preferable to restrigt the

presg

nce of JPWL marker segments to the Main header and to avoid their presence in the Tile-partiheaders.
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Annex C

File format security

(This annex forms an integral part of this Recommendation | International Standard.)

(O Scope

This annex specifies JPSEC file format derived from the ISO base file format and modifications to JPEG family file
format (including JP2, JPX and JPM) for protection and secure adaptation of scalable pictures, which is possibly encrypted
and/or authenticated by the owner. The pictures could be either static pictures or time-sequenced pictures. In particular,
this annex provides functionality to do the following:

. . . . : . d for
this purpose. There are three types of ESs, self-contained ES, scalable composed ES and deco]iable

composed ES.

«  Todefine tracks describing the characteristics of the coded media data stored in ES. For example, the frack
should be able to indicate scalability level (resolution, layer, region, etc.) and the ratedistortion hints of
the coded media data in order to facilitate easy and secure adaptation.

«  To define new file format boxes to signal protection tools and parameters applied'to coded media data or
metadata. The protection tools can be applied to either static JJEG 2000 pictures or time-sequenced JPEG
2000 pictures.

«  The protection tools defined in this Recommendation | International(Standard can be applied to JPEG
family file formats including JP2, JPX and JPM and 1SO-derived. file formats such as MJ2 for Mption
JPEG.

C.2 Introduction

C.2.1  Security protection at file format level

This|annex describes a JPSEC file format derived from the ISQbase file format and modifications to JPEG family file
formiat, to add security protection to JPEG 2000 pictures at thefile format level. The protection applied at the file fgrmat
level[ can be classified into two types: item-based protectiofii‘and sample-based protection, both structures are defingd by
the IBO base file format. The item-based protection isdesigned to protect any byte ranges (including coded media data
and metadata) while the sample-based protection is,designed to protect time-sequenced media including JPEG P000
pictyres.

Wheh the security tools applied change the.datalength, it shall update all pointers and length fields in all boxes, to emsure
corrgct parsing by the reader.

C.22 Item-based protection

This[annex describes two item-based protection schemes in the 1SO base file format, by leveraging the syntay and
strudtures specified by this.Recommendation | International Standard. Specifically, it describes schemes for decryption
and [authentication. Each\jitem in the ItemLocationBox is protected by one or more protection schemes in the
ItemProtectionBox. \When’ multiple schemes are used (or chained together), the order in which they are applied can be
signifficant and thus shall be specified. This annex also specifies how such operations should be chained togethgr. In
addition, the ItemDescriptionBox and ItemCorrespondingBox are added into the 1SO base file format to allow the flekible
processing properties that are provided by JPSEC. Specifically, the ItemDescriptionBox allows media-depefdent
metadata (such as resolution, quality layer, spatial region, and color space component) to be associated with diffgrent
portipns“of ‘the file. These descriptions can be provided regardless of whether protection is applied. When used [with
scalgblé_-coded pictures, this allows the file to be scaled down or transcoded without parsing or decoding the media (data.
In cases where protection is applied, this provides the benefit of enabling transcoding without requiring decryption.

C.2.3  Sample-based protection of scalable media

For time-sequenced pictures, this annex adds syntaxes to facilitate scalability at the file format level, including scalable
composed elementary stream (ES), decodable composed ES, pointer structure, container structure and ByteData structure.
The scalable coded pictures can be divided (either physically or virtually) into elementary streams at different scalability
level, such that the adaptor/transcoder can "thin" media data with low complexity.

Figure C.1 gives an overview of the file format specified by this annex and also shows how the specified FF is used to
adapt the media data.
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Given a sequence of JPEG 2000 pictures (also referred to as Self-contained ES), there are two approaches to construct the
file format. In the first approach, the MDAT box contains one or more Scalable Composed ESs, each of which corresponds
to one scalability level of the media data, e.g., a resolution or a layer. The scalable composed ES shall be stored in MDAT
box that is co-located with the file format. The self-contained ES can be located in either MDAT box in the same file, or
a different file whose format is not specified in this Recommendation | International Standard. The scalable composed ES
might not be decodable by itself, it might need to be combined with other scalable composed ESs to generate fully
decodable JPEG 2000 pictures. In the second approach, the MDAT box contains one or more Decodable Composed ESs,
and each ES constitutes fully decodable JPEG 2000 pictures by itself. Similarly, decodable composed ESs shall be stored
in MDAT box co-located with the file format, and the self-contained ES can be stored in either MDAT box in the same
file, or a different file whose format is not specified by this annex.

the 4

incomsistent image header and there can be a missing packet, which require a JFJEG 2000 adaptive-fapmat decoder.

ould
DN in
ream
e an

As aldecodable composed ES is decodable by itself, a simple adaptor is sufficient to generate fully-compliant JPEG R000
pictyres.
Sample 2 3 6 7 8
Self-contained ES | | | | ‘ | ______
(JPEG 2000 frames)
‘ Track 1 Track 1 |
l Track 2 Track 2 |
l Track N Track N |
MDAT box MDAT box
Scalable Scalable Scalable Decodable Decodable Decodable
omposed ES 1 || composed ES 2 composed ES M composed ES 1 || composed ES 2 composed ES|M
(c.g, Ry (e.g, R) (©:8. Ry.) (c.g. Ry (e.g. RR)) (e.g, RR,..RY )
Self-contained ES (JPEG 2000)(optional) Self-contained ES (JPEG 2000) (optional)
JPEG 2000 aware . .
adaptor Simple adaptor Simple adaptor
JPEG 2000 JPEG 2000 error- JPEG 2000
decoder resilient decoder decoder T803(3)_FC.1

Figure C.1 — System diagram for time-sequenced scalable media

Each elementary stream is described by at least one media track, and its characteristics are described in
SampleDescriptionEntry or SampleGroupEntryBox within the track. It is possible that a single elementary stream is

described by multiple tracks, each of which can describe different aspects of the elementary stream.

The sample-based protection can be applied to all samples or a group of samples in a scalable composed ES or decodable
composed ES. If protection is applied to all samples, a ProtectionSchemelnfoBox signalling the parameters of the
protection tool is added to the SampleDescriptionBox, which is then encapsulated as described in C.5.2. In addition, if
protection is applied to a group of samples, a ProtectionSchemelnfoBox is added to their SampleGroupEntryBox, which
is then encapsulated as described in C.5.4.
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C3

Extension to 1SO base media file format

C.31 Overview

C.3.2 to C.3.10 document technical extensions (additional box types) to the ISO based media file format, which could be
used for protection, adaptation, or secure adaptation of scalable coded pictures. However, the added box types could be
used for other purposes as well. In particular, this clause defines ProtectionSchemelnfoBox for the decryption tool and
authentication tool, ItemDescriptionBox, ScalableSampleDescriptionEntry, ScalableSampleGroupEntry, and Generic
Protected Box. All other boxes defined in ISO/IEC 14496-12 are still used as is.

C3.2 Incorporate JPSEC codestream into 1SO-driven file format

A JPSEC codestream can be placed as a payload in the 'mdat' box of the 1SO base file format. In the Sample Description

Box fstsehrthe-cedingname-ofthe-corresponding-SampleErtry-s-defiretto-be-jpsewhiehis-aregisterecHdentifigr for
JPSHC decoder. In this case, the security service is provided by JPSEC at codestream.
C.3.8  Protected file format brand
Fileg conforming to this Recommendation | International Standard can use 'ffsc' as the major brand.in"the File [lype
Comppatibility Box.
Filed conforming to this Recommendation | International Standard, i.e., containing protection or authenticption
information can use 'ffsc' as a compatible brand in the File Type Compatibility Box.
Therp are uses of this Recommendation | International Standard which are compatible with.3JP2, JPX, MJ2, and JPM ffiles.
A typical use of this Recommendation | International Standard will leave the major brand of a file unchanged, buf add
boxes and thus add 'ffsc' as a compatible brand.
Thud, brands including 'isom’, 'is02', 'jp2\040, 'jpx\040' and 'jpm\040' should-be-compatible.
The [ffsc' compatible brand indicates the use of new boxes and new tegls/corresponding to the protection methogs in
JPSHC.
A filg that has been protected, to the extent that an application intending to process the JP2, JPX, JPM, or other file| type
contgnt will be unable to do so without using protection toals,“¢an use the ‘ffsc’ major brand as the file type; suych a
protgcted file shall not use a major brand for which it is no longer conformant.
C.3.4  Summary of boxes used
The |SO base media file format defines two structures'to describe a presentation: the logical structure and media seqyence
strugture. The logical structure uses the ItemLocationBox (‘iloc’) to describe an item which is the byte range or a serjes of
byte| ranges for a particular file, either~a-local file or a remote file. The media sequence structure usey the
SampleGroupDescriptionBox (‘spgd") or SampleDescriptionBox ('stsd’) to describe the samples, which could be a ffame
of vipeo, a time-contiguous series of video frames, or a time-contiguous compressed section audio.
Accardingly, the protection in the 1SO base media file format level is classified into item-based protection and sample-
basedl protection, as described-in €.5.2 and C.5.4, respectively.
Several boxes are used from ISO/IEC 14496-12, these are marked as "EXisting™ in Table C.1. Boxes defined ir this
Recgmmendation | Intetnational Standard are listed as "New" in Table C.1. The definitions for these boxes depend on the
definitions of Box and\FullBox from ISO/IEC 14496-12, which are repeated for convenience in C.7.
Table C.1 — List of existing and new boxes
Box names Status Remarks
meta EXIsting Metadata
iloc Existing Item location
ipro Existing Item protection
sinf Existing Protection scheme information box
frma Existing Original format box
schm Existing Scheme type box
schi Existing Scheme information box
gran New Granularity box
vall New Value List box
bcip New Block cipher box
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Table C.1 — List of existing and new boxes

C.3.
The

schy

schy

schy

For the Decryption protection scheme,.the.structure of SchemelnfoBox is as follows:

ali

}

Sem

graf
entir
that 1

ali

Box names Status Remarks
keyt | New Key template box
scip New Stream cipher box
keyt | New Key template box
auth New Authentication box
keyt | New Key template box
iinf Existing Item information box
ides New Item description box
dest New Description-type-be
desd New Description data box
vide New Visual item description entry
j2ke New JPEG 2000 item description entty-
icor New Item correspondence box
stbl Existing Sample table box
stsd Existing Sample description.box
ScalableSampleDescriptionEntry | New Scalable sample‘description entry
sbgp Existing Sampleto-group box
sgpd Existing Sample group box
ScalableSampleGroupEntry New Scalable sample group entry
gprt New Generic Protected box

b Decryption scheme

Decryption protection scheme is identified in SchemeTypeBox as follows:
me type="decr"
me version=0

me uri=null

ned (8) class GranularityBox () extends Box('gran') {
unsigned int(8) gmanularity;

Antics:

ularity is usedfor item-based protection. For item-based protection, O indicates that the processing unit i
e jitem and, 1. indicates that the processing unit is one extent within an item. For sample-based protection, 0 indi
he processing unit is all samples in the track or sample group and 1 indicates that the processing unit is one sar

ned 8) class ValueListBox () extends Box('vall') {

S the
cates
nple.

thsigned 1nt (8) v7oluc o
=

}

unsigned int (16) ‘Qalue_count;
unsigned int (16) count [value count];
unsigned char (value size) value[value count];

Semantics:

value size isthe size in bytes of each value in the array.

value count isthe number of (count, value) pairs in the array. For item-based protection, the (count, value)
pairs are used to map each value to count processing units. For sample-based protection, the (count, value) pairs are
used to map each value to count samples. For instance, the value[0] corresponds to the first count [0] sample or
units, and the value[1] corresponds to the next count [1] samples or units, and so on.
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aligned(8) class KeyTemplateBox () extends Box('keyt') {

unsigned int (16) key size;
unsigned int (8) key info;
GranularityBox () GL; //optional
ValuelistBox () VL;
}
Semantics:

key size isthe size of key in bits.

key info indicates the meaning of the values in the ValueListBox. 1 means the values are ITU-T X.509 certificate; 2
means the values are URIs for certificate or secret keys.

GL iSa GranularityBox ().

VL ijaValueListBox (), containing a list of values, whose meaning is defined by the key info field.

aligned (8) class BlockCipherBox () extends Box('bcip') {
unsigned int (16) cipher id;
bit (6) cipher mode;
bit (2) padding mode;
unsigned int (8) block size;
KeyTemplateBox () KT;
t
Semantics:

cipher id identifies which block cipher algorithm is used for protection. Values are defined in Table 25.
cipher mode could be ECB, CBC, CFB, OFB or CTR. Values are defined/in Table 29.

paddling mode is ciphertext stealing or PKCS#7-padding. Values are defined in Table 30.

blog¢k size is size of block for block cipher.

KT ifa KeyTemplateBox (), holding all the key information used by the block cipher.

aligned(8) class StreamCipherBox () extends Box('scip') {
unsigned int (8) cipher type;
unsigned int (16) cipher id;
KeyTemplateBox () KT;

}

Semantics:

ciphler type indicates the type of cipher-used. It has values cipher type = STRE for stream cipher or cipher type
= A3YM for asymmetric cipher.

cipher id identifies the stream.gipher algorithm used for the protection. If cipher type = STRE, see Table 26; if
cipffer type = ASYM, see\Table 27.

KT i a KeyTemplateBox (), holding all the key information used by the stream cipher.

aligned(8) clasé SchemeInfomationBox () extends Box('schi', cipher id) ({
unsign€diint (8) MetaOrMedia;

unsigred int (8) HeaderProtected;

BlockCipherBox (); or StreamCipherBox()

GranularityBox () GL;

YalualistBox () AVA N
T

}

Semantics:

MetaOrMedia IS to indicate whether the protected data segment corresponds to media data segment or meta data boxes.
(0 for media data and 1 for meta data boxes).

HeaderProtected is to indicate whether the protection is applied to the box content only (value 0) or applied to the
whole box including its header (value 1).

The SchemelnformationBox can contain a BlockCipherBox (), Or a StreamCipherBox (), which are containers
for the parameters of the cipher algorithms. These boxes can only contain particular cipher id values.
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GL is a GranularityBox (), holding information about the processing unit. This field is optional for sample-based
protection and required for item-based protection.

VL is a ValueListBox () . For block cipher, this box can be empty. For stream cipher, this box contains all the initial
vectors.

C.3.6 Authentication scheme

The Authentication protection scheme is identified by SchemeTypeBox as follows:
scheme type="auth"

scheme version=0

schgme uri=null

For Authentication protection scheme, the structure of SchemelnfoBox is defined as follows:

aligned(8) class AuthBox () extends Box ('Auth') {

unsigned int (8) auth type; //hash, cipher, or signature
unsigned int (8) method id;

unsigned int (8) hash id;

unsigned int (16) MAC size;
KeyTemplateBox () KT;

t

Semantics:

auth type indicates authentication type, including hash-based (HASH), cipher-based (CIPH) and signature-hased
(SIGN) authentication.

method id identifies the authentication method. 1 indicates HMAC. If auth type = HASH, see Table 36; if
auth type = CIPH, see Table 39; if auth_type = SIGN, see~Table 41.

hash id identifies the hash function used. If auth typew= HASH or SIGN, see Table 37; if auth type = CIPH, see
Tablg 25.

MAC |size is size of MAC (if auth_type = HASHor CIPH) or digital signature (if auth_type = SIGN) in bits.
KT ija KeyTemplateBox (), holding all the’key information for the authentication.

aligned(8) class SchemeInfoBox() “extends Box('schi', auth method) {

unsigned char (8) auth method;
AuthBox () authBox;
GranularityBox () GL; //optional

ValuelListBox () VL3
}

Semantics:

auth method identifies the authentication method used. O is for hash-based MAC; 1 is for cipher-based MAC; 2 |s for
digital signature’ Depending on the auth method, this box could contain either HashAuthBok (),
CipherAuthBox (), Or SignatureAuthBox ().

GL ija-GranularityBox (). The field is optional for sample-based protection and required for item-based protegtion.

VL is a ValueL.istBox (), holding all the MACs or signatures.

C.3.7 ItemDescriptionBox

In the Item Location Box, all the items are specified as byte ranges (using the offset and length). The 'i 1oc' box does not
contain the content-related information about the specified byte ranges, which is used by some protection methods. For
instance, if secure transcoding method wants to discard the least important layer or resolution, it has to know which byte
ranges correspond to the to-be-discarded layer or resolution.

As such, this clause defines two new boxes to enable the content-related processing at the file format level: Item
Description Box (‘ides') and Item Correspondence Box (‘icor'). The 'ides' box specifies the content-related
information, like layer, resolution (for visual content), period (audio content), and so on. The 'icoxr'box links the content-
related information to the items in '1 1oc' box, in the same way as the '1 inf' box links 'i Loc' box to 'ipro’ box.
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The Item Description box (‘ides') is defined as follows:

aligned(8) class ItemDescriptionBox () extends Box('ides') {
unsigned int (32) entry count;
for (i=0; i < entry count; i++) {
DescriptionTypeBox () desType;
unsigned int (32) item ID;
DescriptionDataBox () desData;
}
}
Semantics:

ent ry—coumr—istherumberofentriest-theFtemPescriptionBoxt-

iteq ID references an Item in ItemLocationBox (). If this field is 0, then item ID will be speCified by
ItemCorrespondenceBox ().

aligned(8) class DescriptionTypeBox () extends Box('dest') {
Unsigned int (32) description type;
Unsigned int (32) description version;

Unsigned int (8) description uri[];

Semgntics:
des¢ription type isthe 4CC code defining the description scheme.
des¢ription version is the version of the description.

des¢ription uri allows for the options of directing the user to awvebpage if they do not have the description defirjition
installed on their system. It is an absolute URI formed as a null-terminated string in UTF-8 characters.

Aligned(8) class DescriptionDataBox () extends Box('desd') {
Box () description specific data '[\7

}

Semantics:

If dgscription type = 'vide', this\is @ VisualItemDescriptionEntry(); if description type = 'j2ke’,
this |s a J2KItemDescriptionEntry(); for any other value of description type, the syntax of the description
can he found at description\uri.

The VisualItemDescriptionEntry () is defined as follows:

aligned(8) Class\VisualltemDescriptionEntry extends Box('vide') {
unsigned int (16) layer start;
unsigned{int (16 layer count;
unsigned int (16 res_start;
unsdghed int (16 res_count;
unsigned int (16 horizontal offset;
phsigned int (16) hori om—aT:Tpnm—h'
unsigned int (16) vertical offset;
unsigned int (16) vertical length;
unsigned int (16) color space;
unsigned int (16) time start;
unsigned int (16) time length;

}

Semantics:

The layer start and layer count together specify the range of layers. When layer start equals to 21%-1, the
layer range will start from layer O; when 1ayer count equals to 2-1, the layer range will end at the last layer. When
both 1ayer start and layer count equal to 215-1, the layer range will include all layers.
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The res start and res count together specify the range of resolutions. The semantics is the same as layer start

and

layer count when their value equals to 26-1.

The horizontal offset, horizontal length, vertical offset and vertical length together specify the
spatial area. The semantics is the same as 1ayer start and layer count when their value equals to 216-1.

The

color space specifies the color space. O: red color space; 1: green color space; 2: blue color space.

The intersection is applied to the layer ranges, resolution ranges, areas and color space to get the portion of the image/video
specified by the VisualItemDescriptionEntry ().

The

ali

}

J2KItemDescriptionEntry () is defined as follows:

gned(8) class J2KItemDescriptionEntry () extends Box('j2ke') {

—VisualtitemPescriptionEntry ) TsuetPesErtrys opttoreat
unsigned int
unsigned int
unsigned int

( tile start;

(

(
unsigned int (

(

(

)
) tile count;
) precinct start;
) precinct count;
unsigned int )
unsigned int )

j2k packet start;
j2k packet count;

Semantics:

visyalDesEntry () specifies image/video-specific attributes. It is optional.

til

¢ startand tile count specify the tiles.

pre¢inct start and precinct count Specify the precincts.

j2k |packet start and j2k_packet count specify the JPEG 2000 defined packets.

Similar to VisualItemDescriptionEntry (), the intersection is‘applied to tiles, precincts and JPEG 2000 pa
to get the portion of the JPEG 2000 codestream specified by J2KItemDescriptionEntry ().
The [temCorrespondenceBox (‘icor') is defined as follows:
aligned(8) class ItemCorrespondenceEntry () &€xtends Box('icor') {
unsigned int (16) item ID;
unsigned int (16) desc_ID;
}
Semantics:

iterp ID is pointing to one item in the ItemLocationBox ().

des

C3
The

__ID is pointing to one descriptionientry in the ItemDescriptionBox ().

.8 ScalableSampleDescriptionEntry Box

ScalableSampleDegctriptionEntry () is used to describe characteristics associated with scalable compose

or dgcodable composed-ES; like resolution levels, quality layers, cropped region. For scalable composed ES, res
layer indicate the media data of that particular resolution and layer, while for decodable composed ES, they indicat
highest resolution;and highest quality layer.

When the medja samples are protected by a protection tool, the ScalableSampleDescriptionEntry
encapsulated-as follows:

The

Ckets

d ES
and
e the

four‘character-code of the ScalableSampleDescriptionEntry () is replaced with another four-charg

cter-

code indicating protection encapsulation, which varies only by media type, as defined below:

« Encv: to indicate that video samples are encrypted and thereby un-protection shall be applied to get

meaningful media data.

« Autv: to indicate that video samples are authenticated, and the media data can still be meaningful before

un-protection.
«  Enct: to indicate that text samples are encrypted.
« Autt: to indicate that text samples are authenticated.
»  Encs: to indicate that system samples are encrypted.
« Auts: to indicate that system samples are authenticated.

© ISO/IEC 2023 - All rights reserved Rec. ITU-T T.807 (02/2023)

69


https://standardsiso.com/api/?name=699639ceaa6c07560a6f8a5256544740

ISO/IEC 15444-8:2023 (E)

A ProtectionSchemeInfoBox () isadded tothe ScalableSampleDescriptionEntry (), leaving all other

boxe

s unmodified.

The original sample entry type is stored in the OriginalFormatBox () within the ProtectionSchemeInfoBox ().

class ScalableSampleDescriptionEntry (codingname) extends VisualSampleEntry (codingname)

Unsigned int (8) res;
Unsigned int (8) layer;

Unsigned int (32) cropped width, cropped height;
If (cropped width > 0 && cropped height > 0) {
Unsigned int (32) startx;
Unsigned int (32) starty;

}

{

}

Sem

codj
deco

res
layq
croy
croy

staj
Ccro

prof
desc

C.3.

ProtectionSchemeInfoBox () protectionSchemes[]; //optional

hntics:

ngname IS "sces" if the track is referring to a scalable composed ES and "dces" if the track:is referring
fdable composed ES.

s the resolution of the described samples. A value of —1 indicates all resolution levels.

r is the quality layer of the described samples. A value of —1 indicates all quality layers.
ped width is the width of the cropped region.

ped_height is the height of the cropped region.

tx & starty indicate the position of the top-left corner of the croppedyregion. If either cropped widt
pped_height is zero, the startx and starty will not be present

ectionSchemes is a list of ProtectionSchemeInfoBoxes ()"0 indicate the protection tools applied t
ibed samples. The un-protection process has to follow the order:in which it appears in the list.

) ScalableSampleGroupEntry Box

A track can be made up of samples with different characteristics and protected by different protection tools or

diffe
ifat
with
first

Whe
the s

clag

rent parameters. The ScalableSampleGroupEntry bax;is used to signal the grouping of samples based. For exar
ack has 1000 samples where the first 500 samples-are encrypted with Key 1 and the second 500 samples are encry
Key 2, the SampleGroupDescription ()\Box contains two ScalableSampleGroupEntry () boxe
hox describes the first 500 samples while the-second box describes the second 500 samples.

h the media samples are protected by a protection tool, the ScalableSampleGroupEntry () isencapsulat
hme way as ScalableSampleDescriptionEntry () in C.3.8.

s ScalableSampleGroupEntry (type) extends VisualSampleGroupEntry (type) {
unsigned int (8) «res;
unsigned int{8) layer;
unsigned AntA32) cropped width, cropped height;
If (cropped width > 0 && cropped height > 0) {
Gngigned int (32) startx;
Unsigned int (32) starty;
1

to a

h or

0 the

with
nple,
pted
: the

ed in

ProtectionSchemeInfoBox () protectionSchemes[]; //optional

}

Semantics:

type indicates the grouping type. If the grouping is based on different protection tools applied to the samples, the type is
"prot"; if the grouping is based on different media characteristics (like resolution or layers), the type is "attr".

res

is the resolution of the described samples. A value of —1 indicates all resolution levels.

layer is the quality layer of the described samples. A value of —1 indicates all quality layers.

cropped width is the width of the cropped region.

cropped_height is the height of the cropped region.
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startx & starty indicate the position of the top-left corner of the cropped region. If either cropped width or
cropped_height iszero, the startx and starty will not be present.

protectionSchemes is a list of ProtectionSchemeInfoBox () S to indicate the protection tools applied to the

desc

ribed samples. The un-protection process has to follow the order in which it appears in the list.

C.3.10 Generic Protected Box

C.3.10.1 Definition

Box

Types: 'gprt'

Container:  File or any container box

Man

Quarlutity: Any number

The

parsing of the box. For example, if the contents of a superbox are encrypted, including the box lengths anehtypes, that
is no| longer parsable, and thus fails to meet the original definition for the box. In this case, a JProtectedBox (

be placed in the file in the place of the box that no longer parses correctly, and the encrypted.data placed if the

JPr

Interpreting the content of the data[] portion of this box shall be done using the ItemLocatiionBox ().

Oncg all of the protection methods have been operated on from the ItemInformationBox (), the contents ¢
reorganized into original boxes. The first size [0] bytes of the unprotected dataf{] array are placed in a b
£ [0], and the next size [i] bytes are placed in a box of type [1], and soon. Note that when size flagis
P size of the original box is not disclosed and when type flag is 0, the\type of the original box is not disclpsed.

typ
0, th

datory: Yes, this shall be present when a protection scheme is applied to a box that would prevent parsing the

JProtectedBox () isused when a protection scheme is applied to a box, and use of the protection scheme pre

btectedBox ().

file

ents
box
can

n be
x of

Thislis to prevent known-plaintext attacks. When both the size flaganttype flagare0, total size proyides

the tptal size of the protected content.

If th

codep, i.e., the unprotected data contains the types and sizes.

¢ entry count is 0, or if there is data left over, then that data shall-be in the format of valid boxes with type ang

size

If anly JPEG 2000 Core coding system mandatory box is, encrypted, the "jp2" brand should be removed from the

com

C3.

ali

patible list in file type box.
0.2 Syntax
ned(8) class JProtectedBox () extlends Box('gprt') {
bit (1) type flag;
bit (1) size flag;
bit (1) location flagy
unsigned int (5) reserwved; // for ITU-T | ISO use
if(size flag == |'~type flag == || location flag == 1) {
unsigned int (32) entry count;
if (locatier/ flag == 1)

uns¥gned int (8) offset size;
for =0/ i<entry count; i++) {
if (size flag == 1)

unsigned int (32) size;
if (type flag == 1)
unsigned int (32) type = boxtype;
if (size flag == 1 && size == 1)
TUnsigned 1nc(o4) Targe _size;
if (location flag == 1)
unsigned int (offset size*8) offset;
}
}
else {
Unsigned int (32) total size;
if (total size == 1)
unsigned int (64) large total size;

}
unsigned int(8) datall;
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C.3.10.3 Semantics
size flag indicates whether or not size value is present. A value of 1 means the size of each entry in Generic Protected

Box

is present; O means the size is not present.

type flag indicates whether or not the box type is present. A value of 1 means the original type of each entry in
Generic Protected Box is present; 0 means the type is not present.

location flag indicates whether or not the location is present. A value of 1 means the original location of each entry
in Generic Protected Box is present; 0 means the original location is not present.

entry count is the number of entries in the Generic Protected Box.

offset size isthe length of the of£set in bytes.

Each

size entry is the size of a box that has been replaced by the Generic Protected Box.

Each
Each
totd

datd
a mej

C4

C.A4.
This

An ¢
the af
orB

and [t can be any media format like Motion JPEG 2000 sequence, The other type is referred to as composed ES, W

the n
refer
Byte)
com
that

The

supp
such
with
orm
com

Figu
each
self-
the h
cons
com
ares

type entry is the original type of a box that has been replaced by the Generic Protected Box.
offset entry is the offset of a box that has been replaced by the Generic Protected Box.
1 size isthe total size of the entries in the Generic Protected Box.

[1 isan array of bytes to the end of the box that can be referenced by the ItemLocationBox andthts protected
thod defined in the ItemProtectionBox.

Elementary stream and sample definitions

| Overview
clause defines the structure of an elementary stream (ES).

lementary stream contains media data, ByteData structure, container structure, pointer structure, or any mixtu
bove. There are two types of ES: One type is called self-contained ES, which does not contain any container, pg
teData structure. The format of self-contained ES is not defined in this Recommendation | International Stan

nedia data is composed from other elementary streams. A composed ES can either copy data from other trac
ence data in other tracks. When a media data segment is:¢opied from other tracks, the segment shall be wrapp
Data structure; the pointer structure is used to reference media data segments in other ESs. When a samp
posed ES consists of more than one structure, a container structure shall be used to wrap all structures belongi
ample.

composed ES can be classified into Scalable Composed ES and Decodable Composed ES. The former is design
prt scalability, i.e., to make the codestreafm "thinable", the adaptor can make a codestream by combining mu
ESs. However, it is assumed that the @daptor should be able to generate new headers and modify the index nu
n each packet. The decodable composed ES is designed for simple adaptor that has no capability to generate he

with

re of
inter
dard,
here
s or
ed in
le in
ng to

ed to
tiple
mber
nders

Ddify packet index numbers. The:adaptor simply follows the instructions in a decodable composed ES to generate a

plete decodable codestream.

re C.2 illustrates the relationship between self-contained ES and scalable composed ES. In scalable composed ES,

sample is wrapped Py-a container structure, where a pointer is referring to the desired data segment(s) i
contained ES. Note thata scalable composed ES does not contain any headers, the adapter has to dynamically gen
eader to make a.codestream that is decodable by normal decoder. In addition, each scalable composed ES migh
itute a complete decodable codestream by itself, and multiple scalable composed ESs can be required to m

h the
erate
t not
ke a

lete codestream. For example, in Figure C.2, the adaptor has to combine the scalable composed ES 0 and 1 to make

Dlution-4IPEG 2000 frame.
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Sample 1 2 3 4 5
e e e, s e, e e, e o,
Self-contained ES
(motion JPEG 2000) | hdrpROVY/R1 R% o
— “\ e
’,/’ \\ "'\\_‘ Pointer
T \\\ TTeel / Container

Scalable composed ES 1 (R,)

Scalable composed ES 2 (R,)

Scalable composed ES 3 (R,)
T.803(23)_FC.2

Figure C.2 — Self-contained ES and scalable composed ES

ES,

poin

C4? In-stream structures

This

med
wrag

clag

claf

s aligned(8)

clas

DataUnit (type)

Figufe C.3 illustrates the relationship between self-contained ES and decodable composed ESs. In decodable’composed
sample is wrapped by a container, which includes the Data structure (with header information), and one or more
er structures referring to data segments in the self-contained ES.
Sample 1 2 3 4 5
e e e e e e, e e,
Self-contained ES
(motion JPEG 2000) lhdr ROZPRIYR2 e
Lretwpe-g ¥ ByteData
LT TN N R T Pointer
it NN z /Comainer
Decodable composed ES 1 Decodable composed ES 2 Decodable composed ES 3
(Ro) (ReR)) (RR|R)
T.803(23)_FC.3
Figure C.3 — Self-contained ES‘and decodable composed ES
clause defines the in-stream structures used in‘scalable composed ES and decodable composed ES. A composdd ES
can ipclude media from other elementary streanis either by copy or by reference. The ByteData structure is used to in¢lude
a data by copy while the pointer structure is used to include media data by reference. In addition, each sample is
ped by a container structure, which can contain one or more ByteData or pointer structures.
DataUnit-(type) {
unsigned int (32) type;
unsigned int (32) size;
unsigned int (32) RDHints;
s ByteData(type='bdat') extends DataUnit() {
unsigned int (8) datall;
clads «Contaijiner (tvpe="'cont ') extends DataUnit () {
units([];
s Pointer (type='poin') extends DataUnit() {
unsigned int (8) rack ref index;
unsigned int (8) segment count;
for (int 1=0; i<segment_count; i++) {
unsigned int (32) offset;
unsigned int (32) length;
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Semantics:
type indicates the type of the data structure, like "ByteData", "Container" and "Pointer".
size is the size of this structure, including itself and subsequent data in this structure.

RDHints indicates the relative or absolute importance of media data contained or referenced by this object. For instance,
RDHints could be an associated distortion increment value, the amount by which the media distortion will increase if the
media data is lost, or it could be importance ranking.

datal] is a byte array containing media data in its original format. This Recommendation | International Standard does
not specify the format of the media data.

units[] is a list of objects contained by container object. The object can be either "ByteData" or "Pointer"”, but cannot
be another "Container" object.

tra¢k ref index specifies the index of the track to which this “pointer" is pointing.

segmient_count is the number of "offset" and "length" pair.
offget is the offset of the first byte within the referred sample to copy.
length is the number of bytes of the data segment.

C5 Protection at file format level

Ch5.1 Overview

C.5.2 to C.5.4 describe how media data is protected using the protection schemes (i.e\.authentication or description)) and
how [the protection is signalled using the boxes defined in C.3.4 and C.3.5.

Wheh the security tools applied change the data length, it shall update all pojnters and length fields in all boxes, to efsure
corrgct parsing by the reader.

C.5.2  Item-based protection for 1ISO base file format and JPEG_family file formats

Thisfannex defines two types of ProtectionSchemeInfoBox () : authentication and decryption. The two proteftion
schemes protect the scalable media without loss of scalability.

Each instance of a protection scheme and used parameters (like MAC, IV, keys, etc.) are described by a
ProtgctionSchemelnfoBox located inside ItemProtectionBox. On the other hand, the ItemLocationBox contains a lfst of
itemg and each item points to one or more contiguous segments of media data. The ItemInformationBox maintajns a
mapjping table between the items in ItemLocationBox and the protection schemes in ItemProtectionBox. Figure C.4 gives
an example with two items and three protection_schemes: item 0 is protected with Scheme 0 and Scheme 2, while Ifem 1
is proptected with Scheme 1.

As ilfustrated in Figure C.4, the same.item can be applied with multiple protection schemes, e.g., item 0. In addition, the
items$ can overlap with each other, and'the overlapped region can be applied with multiple protection schemes. Therdfore,
it is |[mportant to specify the processing order among the protection schemes. The 'ffsc' file format mandates that the
file ghall be un-protected in the same order as the schemes appear in ‘i inf' box. For instance, for un-protection, thq first
scheme appearing in 'i inftbox is applied first and the last scheme appearing in 'iinf' box is applied last. Ifj this
exanple, the file is first.ontprotected with Scheme 2 on Item O, followed by Scheme 1 on Item 1 and scheme 0 on Itgm 0.

NOTE — The protection order (with multiple protection tools) is the reverse of the un-protection order, that is, the first sgheme
appearing in "i'Dnt" box is the last tool to be applied, and the last scheme appearing in "iinf" box is the first tool to be applied.

Ttetn location box (iloc) Item information box (iinf) Item protection box (ipro)

B ><»: ltem 1, scheme 1 | T Scheme 1|
3 Item 1 i/ I;::::::::::::::::::::::{/ ;:::::::::::::::::::::::

T.807(23)_FC.4

Figure C.4 — Relationship between iloc, iinf and ipro

C.5.3  Additional requirements for item-based protection for JPEG family file formats

JP2, JPX and JPM files are not based on the ISO base file format but have some common boxes, e.g., the File Type Box
(‘ftyp"). In order to use the Item-based protection in this Recommendation | International Standard, these file formats
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shall incorporate protection by adding the ‘meta’,'nd1lzr', 'ipro’,'iloc’, and 'iinf' from ISO/IEC 14496-12 in addition
to the new boxes defined by this Recommendation | International Standard.

Operation of protection is the same as for the ISO base file format. However, codestreams in JPEG family file formats
can appear in contiguous codestream boxes in addition to Media Data ('mdat") boxes.

C.5.4  Sample-based protection

When a protection scheme is applied on a sample basis, it is signalled by a ProtectionSchemelnfoBox located in either
the ScalableSampleDescriptionEntry or the ScalableSampleGroupEntry. When the ProtectionSchemelnfoBox is located
in the ScalableSampleDescriptionEntry, the protection is applied to all samples in the track; when the
ProtectionSchemelnfoBox is located in the ScalableSampleGroupEntry, the protection is applied only to the samples in
the sample group.

Whep samples are applied with multiple protection schemes, the ScalableSampleDescriptionEntry or
Scal@bleSampleGroupEntry contains multiple ProtectionSchemelnfoBoxes. Under the major brand of 'ffsc', the isamples
shallfbe un-protected in the order that the corresponding ProtectionSchemelnfoBoxes were defined.

Figufe C.5 gives an example of "mp4v" sample description entry that is protected with an authentication’followed lpy an
encryption. Note that there are two ProtectionSchemelnfoBoxes in this entry: the first one is for the decryption scheme
whilg the second one is for the authentication scheme. To un-protect the sample, the file reader hast¢"apply the decryption
scheme followed by the authentication scheme, which is the order in which it appears in the sample entry.

Wheph sample-based protection is applied to composed ES, the protection is actually applied to the media data which is
contgined or pointed by the container, ByteData or pointers object. For instance, to epcrypt a sample in a composed ES,
which is wrapped by a container object, the protection process shall encrypt its media-data only, retaining the structyre of
the cpntainer.

The sample-based protection can be applied to all samples in a track or<&ample group as a whole (when GL 50 in
SchemelnformationBox) or separately to each sample (when GL = 1 in,SehemelnformationBox). In the former casg, the
ValueList has only one MAC or 1V, and in the latter case, the ValueListthas one MAC or IV for each sample.

Sample description entry (4CC code=,encv)

ProtectionSchemelnfoBoxl

OriginalFormatBoX(data format = autwv)

SchemeTypeBox (scheme type = decr)

SchemelformationBox for decryption scheme

ProtectionSchemelnfoBox 2

OriginalFormatBox (data_format = mp4v)

SchemeTypeBox (scheme type = auth)

SchemelnformationBox for authentication scheme

T.807(23)_FC.5

Figure C.5 — An example sample description entry protected by authentication scheme
followed by description scheme

C.6 Examptes(irformative)

C6.1 Examplel

This example shows a very simple JPEG file (using JP2 file format) using only authentication. As shown in Figure C.6,
authentication is applied to the coded media data stored in the "Contiguous codestream box", authentication algorithm is
HMAC with SHA-1 hashing.
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C.6.

This
The

JP2 file
JPEG 2000 signature box
File Type box (BR ="jp2\040'; CL = 'fsc")

JP2 Header box

Image Header box

Bits Per Component box

Colour Specification box

Contiguous codestream box (byte range: 00100, ..., 0x34567)

Meta box

Item Location box (Item 1: 0x100, ..., 0x34567) // pointing to contiguous codestream box

Item Protection box

ProtectionSchemelnfoBox1

AuthenticationSchemelnfoBox (Algo = HMAC with SHA-1; Key = k0)

Item Information box (Entry 1: item ID = item 1; scheme ID = scheme 1)

T.807(23)_FC.6

Figure C.6 — Example 1: Item-based protection of JP2 file (authentication)

p Example 2

first resolution is not encrypted in order to provide previéw capability, and the second and third resolution

example corresponds to the example given in 6.3.1. An imageis coded with JPEG 2000 and has three resolutions.

b are

encrypted with keys k1 and k2, respectively. The input imageis coded in RLCP progression order and has 1 tile gnd 3

resol

utions. (The number of layers, components and precifcts are not important in this specific example.) Encrypti

bn is

perfgrmed using AES in CBC mode without padding (using cipher-text stealing), using k1 to encrypt resolution 1 and

using k2 to encrypt resolution 2, and resolution 0 isdeft unencrypted.

First
othe
Decn
k2.

Item
Item

Notg
who

of all, the ItemLocationBox contains two ftems: one item points to the byte range from 0x31CC to 0XA3ES8 an
one points to the byte range~-from OxA3E9 to O0x31101. The ItemProtectionBox contains
yptionSchemelnformationBoxes: the first one uses AES in CBC mode and k1, the other uses AES in CBC mod

|_ocationBox. In ItemDescriptionBox, ItemDescription 1 describes Item 1 as resolution 1 of the image, V
Description 2 describes Item 2)as resolution 2 of the image.

that JPEG 2000 image-can be located in either MDAT box in the sample file as the META box, or in a differen
e format is described by the 1SO base file format, as shown in Figure C.7.

d the
two
e and

he IteminformationBox links the DecryptionSchemelnformationBoxes in ltemProtectionBox to the Items in

vhile

t file
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META box
ItemInformationBox ItemProtectionBox
ltemLocationBox % ItemInfoBox 1 \\ ProtectionSchemelnfoBox 1
Ttem 1- k / ItemInfoBox 2 ™ | DecryptionSchemelnformationBox
byte range = 0x31CC ... 0xA3ES (AES CBC mode; key: k1)
Item 2: x ItemDescriptionBox ProtectionSchemeInfoBox 2
byte_range = 0xA3E9 ... 0x31101 — e , ,
\ ItemDescription 1 DecryptionSchemelnformationBox
Res 1 (AES CBC mode; key: k2)
ItemDescription 2
Reg 2
MDAT box or external file
Res 0 (0%0000 ... 0x31CB) | | Res 1 (0x31CC ... 0xA3ES) ‘ ‘ Res 2 (0xA3E9 ... 0x31{G1) |
T.807(23)_FC.7
Figure C.7 — Example 2: Item-based protection of a JPEG 2000 images (encryption)
C.6.2.1 Transcoding to resolution 1
To securely transcode the above example to lower resolution by discarding resolution 2, the transcoder needs to dp the
following:
»  Discard the trunk of media data corresponding to resolution.2¢i.e., byte range OXA3E9 — 0x31101.
*  Remove Item 2 from ItemLocationBox.
*  Remove ItemInfoBox 2 from ItemInformationBox.
»  Remove ItemDescription 2 from ItemDescriptionBox.
*  Remove ProtectionSchemelnfoBox 2 from ItemProtectionBox.
After transcoding, the resulting File format is shown in&igure C.8. Note that the transcoder does not have to decrypt the
media data, and thereby achieve end-to-end security.
META box
ItemInformationBox [temProtectionBox
A ItemInfoBox 1 |\ ProtectionSchemelnfoBox 1
It§mLocationB ™~ : :
t¢gmLocationBox ™ | DecryptionSchemeInformationBox
Item 1: ItemDescriptionBox (AES CBC mode; Key: k1)
byte range = 0x31CC . 0*A3E8 .
ItemDescription 1
™ Res 1
MDAT box or external file
Res 0-(0%0000 ... 0x31CB) ‘ ‘ Res 1 (0x31CC ... 0xA3ES) |
T.807(24)_FC.8

Figure C.8 — Example 2: Secure transcoding to lower resolution (discarding resolution 2)

C.6.3 Example 3

This example corresponds to the example given in 6.3.2. In this case, authentication is applied to the same JPEG 2000
coded image as in Example 1. In this example all three resolutions are authenticated, where the authentication for each
resolution uses a different key. Each resolution is authenticated using different keys, and each layer within a resolution
has its own MAC value. In summary, there will be a total of three keys and nine MAC values for the entire image.

Spec

ifically
*  Resolution 0 has three MAC values MO, M1 and M2 (one for each layer) using KO
*  Resolution 1 has three MAC values M3, M4 and M5 (one for each layer) using K1

© ISO/IEC 2023 - All rights reserved Rec. ITU-T T.807 (02/2023)

77


https://standardsiso.com/api/?name=699639ceaa6c07560a6f8a5256544740

ISO/IEC 15444-8:2023 (E)

*  Resolution 2 has three MAC values M6, M7 and M8 (one for each layer) using K2

The authentication is performed using HMAC with SHA-1 hash. As shown in Figure C.9, the ItemLocationBox has three
items corresponding to three resolutions, and each item has three extents corresponding to three layers within a resolution.
The ItemProtectionBox contains three ProtectionSchemelnformationBoxes, the first one signals the applied
authentication tool using KO and three MAC values M0, M1 and M2, and so forth. The ItemInformationBox and
ItemDescriptionBox are used in the same way as the previous example.

Note that "granularity” field in the AuthenticationSchemelnformationBox is used to indicate the smaller protection unit
of the authentication tool. When "granularity" is "extent", the authentication tool will generate one MAC for each extent
(i.e., three MAC values for the entire Item in this example); when it is set to "item", it will generate only one MAC value
for the entire item.

META box
ItemInformationBox ItemProtectionBox
ldmLocationBox ItemInfoBox 1 \\ ProtectionSchemelnfoBox 1
- ItemInfoBox 2 ~al | DecryptionSchemelnformationBox
ftem 1: - (RSA; SHA-1; Key: K0)
Eﬁzgt ;: 8:8(1)88(1) 8;%888 { ItemInfoBox 3 Granularity: extent; ValuéList: MO, M1, M2}
Extent 2: 0x02001 ... 0x031CB /I . ProtectionSchemelafoBox 2
ltem 2- temDescriptionBox : - :
Extent 1: 0x031CC ... 0x601CC i/ ltemDescription 0 R U aelnformationBox
Extent 2: 0x061CD ... 0x091CC ¥ Res 0 (RSA; SHAY; Key: K1)
Extent 2: 0x091CD ... 0x0A3ES Grﬂllularl[y: extent; ValueList: M3, M4, M5
N TtemDescription 1
Item 3: Res 1 ProtéctionSchemelnfoBox 3
Extent 1: 0x0A3E9 ... 0x10000 é — ; -
Extent 2: 0x10001 ... 020000 ————__| ItemDescription 2 DecryptionSchemelnformationBox
Extent 2: 0x20001 ... 0x31101 Res 2 (RSA; SHA-1; Key: K2)
Granularity: extent; ValueList: M6, M7, M§
MDAT box or'external file
ROLO (000000 ... 0x01000) ROLT (001001 ... 0x02000) ROL2 (0x02001 ... 0x031CB)
RILO (0x031CC ... 0x061CC) RIL1L(0%061CD ... 0x091CC) RI1L2 (0x091CD ... 0x0A3ES)
R2L0O (0x0A3E9 ... 0x10000) R2LT (0x10001 ... 0x20000) R2L2 (0x20001 ... 0x31101)
T.807(p3)_FC.9
Figure C.9 — Example.3i\ltem-based protection of a JPEG 2000 image (Authentication)
C.6.3.1 Transcoding to resolution 1
To sg¢curely transcode the.above example to resolution 1, the transcoding has to do the following:
Discard trunk of media'data corresponding to resolution 1, i.e., byte range 0XA3E9 — 0x31101.
*  Remove Item 3 from ItemLocationBox
« < Remove IteminfoBox 3 from ItemInformationBox
*\’~"Remove ItemDescription 3 from ItemDescriptionBox
*  Remove ProtectionSchemelnfoBox 3 from ItemProtectionBox
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The resulting file format of the transcoded codestream is shown in Figure C.10.

META box
ItemInformationBox ItemProtectionBox
ItemL 1onB .
tembocationBox | ItemInfoBox 1 N ProtectionSchemelnfoBox 1

Item 1:

Extent 1: 000000 ... 0x01000 T[temInfoBox 2 ~al | DecryptionSchemelnformationBox
Extent 2: 0x01001 ... 0x02000 '{ (RSA; SHA-1; Key: KO)

Extent 2: 0x02001 .. 0x031CB >< Granularity: extent; ValueList: M0, M1, M2)

TtemDescriptionBox

Item 2: .
Extent |1 0x031CC .. 0x601CC ItemDescription 0 \
Extent 2: 0x061CD ... 0x091CC Res 0

Extent 2: 0<001CD ... 0<0A3ES

ProtectionSchemelnfoBox 2

DecryptionSchemelnformationBox
(RSAT SHA-T, Keyr K1)
Granularity: extent; ValueList: M3, M4, 'M$

~ ItemDescription 1
Res 1

MDAT box or external file
ROLO (000000 ... 0x01000) ROL1 (0x01001 ... 0x02000) ROL2 (0x02001%. 0x031CB)
RILO (0x031CC ... 0x061CC) RIL1 (0x061CD ... 0x091CC) RI1L2 (0%091CD ... 0x0A3ER)

T.807(2B)_FC.10

Figure C.10 — Example 3: Transcoding to resolution 1

C.6.4 Example 4

Thisjexample illustrates sample-based protection for a time-sequenced JPEG 2000 coded pictures. Each picture has three
layens (LO, L1 and L2), and all three layers are authenticated using a unigue key (AKO, AK1 and AK2). After that, the L1
and L2 are encrypted using a unique key (CKO and CKZ1). That is, £0"is authenticated with AKO producing one MAC
valu¢ MO. L1 and L2 are first authenticated with AK1 and AK2 (producing M1 and M2) and then encrypted using [CKO
and €K1 respectively. Authentication is applied using HMAC-\with SHA-1 and encryption is achieved using AES in[CBC
modg.

To preserve scalability at the file format level, three scalable composed ESs are generated, ESO, ES1, and ES2, one for
each|layer. Each ES is described by one media tracks-for instance, ESO is described by Trak0, ES1 is described by Tfak1,
and jo on.

The |format of the three tracks (Trak O,\Trak 1 and Trak 2) is illustrated in Figure C.11. Trak O has| one
ProtgctionSchemelnfoBox as LO is protected by authentication tool only. Trak 1 and Trak 2 have|two
ProtgctionSchemelnfoBox as L1 and L2.are protected by both authentication and encryption tool. Note that the decryption
tool [ appears in the first PratectionSchemelnfoBox and the authentication tool appears in the second
ProtgctionSchemelnfoBox. The(un=protection process has to follow the same order to get decodable JPEG R000
codeptream.

Note that for decodable eomposed ES and self-contained ES, sample-based protection is applied in the same way gs for
scalgble composed ES:
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MOOV Box

Trak 0

SampleDescriptionEntry (4CC code = encv)

ProtectionSchemelnfoBox|1

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (scheme_type = auth)

SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AKO0; ValueList = {MO0})

Trak 1

v
ol

SampleDescriptionEntry (4CC code = encv)

ProtectionSchemelnfoBox1

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (scheme_type = decr)

SchemeInformationBox for Auth (Algo = AES in CBC mode; Key=CKO0)

ProtectionSchemelnfoBox2

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (scheme type = auth)

SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AK1; ValueList = {M1})

Trak 2

~

xO

SampleDescriptionEntry (4CC code,= encv)

N
]

ProtectionSchemelnfoBox|1

OriginalFormatBex (data_format = SCAL)

SchemeTypeBox (scheme_type = decr)

SchefhelnformationBox for Auth (Algo = AES in CBC mode; Key = CK1)

ProteetionSchemelnfoBox2

OriginalFormatBox (data_format = SCAL)

SchemeTypeBox (scheme_type = auth)
SchemelnformationBox for Auth (Algo = HMAC with SHA-1; Key = AK2; ValueList = {M2})

T.807(23)_FC.11

Figure C.11 — Example 4: Sample-based protection of a time-sequenced JPEG 2000 pictures

C.6.4.1 Transcoding to layer 1
To securely transcode the sequence of JPEG 2000 picture to layer 1, the transcoder needs to do the following:

80 Rec. ITU-T T.807 (02/2023)

Discard the scalable composed ES 2 corresponding to layer 2, and discard the trunk of media data in

self-contained ES.

If necessary, the transcoder also needs to update the byte range values of Pointer objects in the remaining

two scalable composed ESs.

© ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=699639ceaa6c07560a6f8a5256544740

ISO/IEC 15444-8:2023 (E)

»  Discard Trak 2 that describes scalable composed ES 2.

The resulting file format is shown in Figure C.12.

MOOV Box
Trak 0
SampleDescriptionEntry (4CC code = encv)
ProtectionSchemelnfoBox 1
OriginalFormatBox (data_format = SCAL)
SchemeTypeBox (scheme_type = auth) D
SchemeInformationBox for Auth (Algo = HMAC with SHA-1; Key = AKO0; ValueList = {M0})
[\
Trak 1
vJ
. ~N
SampleDescriptionEntry (4CC code = encv)
oo ProtectionSchemelInfoBox 1

OriginalFormatBox (data format = SCAL)

SchemeTypeBox (scheme type = decr)

SchemelnformationBox for Auth (Algo = AES in CBCumode; Key = CK0)

ProtectionSchemelInfoBox2

OriginalFormatBox (data format = SCAL)

SchemeTypeBox (scheme type = auth)

SchemelnformationBox for Auth (Afgo = HMAC with SHA-1; Key = AK1; ValueList = {M1})

P

T.807(23)_Ff.12

Figure C.12 — Example 4: Secure transcoding to lower SNR quality (layer 1)

C.6.b Example 5

This|{example illustrates héw)Sample-based protection is applied for video browsing and video summarization. Ir this
example, a sequence of 0000 frames is summarized into 10 scenes. For instance, the first 1000 frames constitute thq first
sceng; the second 1000_frames constitute the second scene, and so on. For each scene, the first 50 frames (5-second Yideo
at 1( fps) are leftiunencrypted for preview purposes, the rest of the frames are encrypted using AES in CBC mode|with
key KO. In this"example, the 10000 pictures are stored in a self-contained ES, which can be located in MDAT bx or
extefqnal file'whaose format is not specified by the ISO base file format.

Figufe C.13 illustrates the file format when the above protection is applied to a self-contained ES, which is describ¢d by
Track 0-The SampleToGroupBox has 20 entries, the first 50 pictures of every scene are mapped to no descriptor anf the
next 950 pictures of each scene are mapped to the first ScalableSampleGroupEntry in SampleGroupDescriptionBox. The
grouping_type is "prot", for protection purposes.

The ScalableSampleGroupEntry has handler_type of “encv" and the protection is applied to all resolutions (res = -1), all
layers (layer = —1) and all regions of each sample (cropped width=cropped height=0). As only one protection
is applied to this sample group, the ScalableSampleGroupEntry contains only one ProtectionSchemelnfoBox, which in
turn contains the OriginalFormatBox, the SchemeTypeBox and the SchemelnformationBox.
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MOOV Box

Trak 0

SampleToGroupBox (grouping type = prot; entry count = 20)
Entry 1: sample count = 50; group description_index = 0; // 0 means it has no descriptor
Entry 2: sample count = 950; group description_index = 1;
Entry 3: sample _count = 50; group description_index = 0;

Entry 19: sample count = 50; group_description_index = 0;
Entry 20: sample_count = 950; group_description_index = 1;

SampleGroupDescriptionBox (grouping_type = prot: entry_count = 1)

C.6.

This
last §

The

SampleGroupDescriptionEntry 1

S

ProtectionSchemelnfoBox

OriginalFormatBox (data_tormat = j2k)

SchemeTypeBox (scheme_type = decr)
SchemelnformationBox for Auth (Algo = AES in CBC mode; Key =K0)

\\V

Figure C.13 — Example 5: Sample-based protection for video browsing or video summarization

b.1 Example 5: Transcoding to shorter time length

resulting codestream is shown in Figure C.14:

T.807(23)_FC.13

example illustrates how to securely transcode the above codestream to shorter the time length, i.e., discarding the
000 pictures. The transcoder has to do the following thingst

»  Discard the trunk of media data corresponding to the last 5000 pictures.
*  Remove the entries corresponding to the-last 5000 pictures in SampleToGroupBox.

MOOV Box

Trak 0

: ,_OVV

SampleToGroupBox (grouping type = prot; entry_count = 20)
Entry 1! sample count = 50; group description_index = (; // 0 means it has no descriptor
Euifry 2: sample _count = 950; group description_index = 1;
Entry 3: sample_count = 50; group_description_index = 0;
Entry 4: sample count = 950; group description_index = 1;

Entry 19: sample_count = 50; group_description_index = 0;
Entry 20: sample count =950; group_description_index = 1;

SampleGroupDescriptionBox (grouping_type = prot; entry count = 1)

SampleGroupDescriptionEntry 1

82

ProtectionSchemelnfoBox

OriginalFormatBox (data_format = j2k)

SchemeTypeBox (scheme_type = decr)
SchemeInformationBox for Auth (Algo = AES in CBC mode; Key = K0)

T.807(23)_FC.14

Figure C.14 — Example 5: Transcoding to shorter time length (discarding the last 5000 pictures)
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C.6.6 Example 6
This example demonstrates how the structures defined in this annex can be used to perform authentication and decoding

of verified data, as shown in Figure C.15.
An authentication adaptor/transcoder removes data that is not verifiable with the available media data and authentication

data. For example, in a streaming system, some media packets can be lost during transmission. A file format receiver can
reconstruct the received data to the best of its ability based on the available data. Then, an authentication
adaptor/transcoder can determine which data can be verified, and then remove the packets that are not verifiable. The

resulting file only contains the decodable, verified data.

ived medi
Recewemela|‘||.||‘||.||“|.||||||

Transcoded media
packets

packets
=
Authentication
transcoder
g
HEEE BN BEE BN BN EFca B
T.807(23)_FC.15

Recéived and

Received and Lost
unverified packet

Received
O] packet U verified packet packet

Figure C.15 — Example 6: Authentication transcoding, discarding received-but'unverifiable packets

c.6.Y Example 7
example shows the effect of length changes on the contents of a file dueto protection coding.

This
The |moov' box expanded in Figure C.16 contains boxes that referencetsamples in the 'mdat’ box. In this case the 'indat’
box gontains six samples, labelled ED1 to ED6.

jP| ftyp | jp2h| jp2c| meta xml | mdat | ED14-ED2°T E]jé."]—ibdr EDS | ED6 | moov,/ | xml

| Movie box |

| Movie Header box
— Track box (0)
— Track Header box |

— Media box

Media Header box
Handler Reference box
Media Information box
Media Header box |
Data Information box |
|—| Data Reference box |

Sample Table box |

—| Sample Description box

:_ ______ I_T_S:;b-a_tél__‘( _______ ! I Tumeto quplp box
,,,,,,,,,,,,,,,,,,,,,,,,, )

——{  Sample to Chunk box
7777777777777777777777777 i —| Sample Size box

' — Chunk Offset box

F i Track box (t-1) -~ :

|

|

1
1
1
I
I
I
1
1
1
I
|
I
1
I
1
I
1
1
1
I
1
1
I
Il
1
1
1
1
I
I
1
I
1
1
I
|
1
I
I
1
I
I
1
I
1
i
1
1
1
1
I
1
|
ol

I
| 1 Track Extends box (te-1) !
A T.807(23)_FC.16

Figure C.16 — Motion JPEG 2000 file with detailed box structure
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Without any protection, some of the boxes and the references to those boxes appear as shown in Figure C.17.

jP| ftyp [ jp2h| jp2c| meta xml

mdat

EDI1

ED2

ED3

ED4

ED5 | ED6 moov xml

T.807(23)_FC.17

Figure C.17 — Simplified Motion JPEG 2000 box structure showing references

Figure C.18 shows boxes or samples in pink that have been protected and can have had their length changed - The pointers

in the 'moov' box have been adjusted to point to the correct location of the protected samples.

NOTE - In order to function as shown in those figures, the protection tool understands all pointers presentuin the file. THus, a
Fotected Motion JPEG 2000 file requires a protection tool capable of adjusting Motion JPEG 2000 references. The alternatjve is
r the file with portions that have been changed to be marked as unreadable by a Motion JPEG 2000 reader.until all length chapging

berations have been undone.

o =T

C6.8

A h 4 b 4
iP| fiyp | ip2h | jp2c| meta | PN | gy | EDI [ ED2 | ED3 | ED4 | BD5 | ED6 [ moov | Cidhered
A 4 _ A
— |
T.807(23)_FC.18

Figure C.18 — Simplified Motion JPEG 2000 bex structure showing references after
length changing protéction operations

Example 8

These examples in Figures C.19, C.20 and C.21 shew the effect of length changes on the contents of a JPM file dpe to
protgction coding.

84
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jP| ftyp | jp2h | jp2e meta mhdr peol page _z(m]_——-ijE/‘_ijc ip2c page me‘~\jp2c jp2c jp2c
| Page box
i —| Page Header box |
—[ Primary Page Collection Locator box |
; T.807(2B) FC.19
Figure C.19 — JPM file with detailed<box structure
—= | — ¥ |
jP | ftyp | jp2h | jp2c meta mhdr pcol page Xml jp2c jp2c ip2c page xml jp2c jp2c ip2c
[ ]
T.807(2B)_FC.20
Figure C.20 — Simplified JPM box structure showing references
— | — 1 |
. . . Ciphered | Ciphered | Ciphered | Ciphered Ciphered [ Ciphered | Ciphered | Giphered
jP| ftyp | ip2h | jp2c metd )| mhdr | peol page xml ip2e ip2e ip2c page xml ip2c jp2e jp2c
= j
T.807(2p)_FC.21
Figure'€.21 — JPM box structure showing references after length changing protection operations
C.7 Boxes defined in ISO/IEC 14496-12 (infnrmm‘i\/p)

This clause is not a normative part of this Recommendation | International Standard. The definitions listed here are
repeated from ISO/IEC 14496-12 for convenience.

Box

Files are formed as a series of objects, called boxes in this Recommendation | International Standard. All data are
contained in boxes; there are no other data within the file.

Boxes start with a header which gives both size and type. The header permits compact or extended size (32 or 64 bits)
and compact or extended types (32 bits or full UUIDs). The standard boxes all use compact types (32-bit) and most boxes
will use the compact (32-bit) size. Typically only the Media Data Box(es) need the 64-bit size.

© ISO/IEC 2023 - All rights reserved
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The size is the entire size of the box, including the size and type header, fields, and all contained boxes. This facilitates
general parsing of the file. The definitions of boxes are given in the syntax description language (SDL) defined in MPEG-4
(see reference in clause 2). Comments in the code fragments in this Recommendation | International Standard indicate
informative material. The fields in the objects are stored with the most significant byte first, commonly known as network
byte order or big-endian format.

aligned(8) class Box(unsigned int (32) boxtype, optional unsigned int(8) [16] extype) {

unsigned int (32) size;
unsigned int (32) type = boxtype;
if (size==1) {

unsigned int (64) argesize;
} else if (size == 0) {

l)\) < ‘L,Cllkjlb ‘L,U Cllkjl UL J_J'.lC

}
if (boxtype == 'uuid') {

unsigned int(8) [16] usertype = extype;

}
The semantics of these two fields are:

sizge is an integer that specifies the number of bytes in this box, including all its fields and'centained boxes; if siz¢ is 1
then[the actual size is in the field large size; if size is 0, then this box is the last one in thé\file, and its contents extend to
the end of the file (normally only used for a Media Data Box).

type identifies the box type; standard boxes use a compact type, which is normaly-four printable characters, to pgrmit
ease |of identification, as reflected below. User extensions use an extended type;in this case, the type field is set to "fuid".

Boxgs with an unrecognized type shall be ignored and skipped.

Many objects also contain a version number and a flag field:

aligned(8) class FullBox (unsigned int (32) boxtypé, unsigned int(8) v, bit(24) f£f)
extgnds Box (boxtype) {

unsigned int(8) version = v;

bit (24) flags = f;
}

The $emantics of these two fields are:

vergion is an integer that specifies the vefsion of this format of the box.
flags isa map of flags.

Boxgs with an unrecognized version-shall be ignored and skipped.

Item Location Box

Definition

Box [Type: ‘iloc’

Container: Meta box (‘'meta’)

ManflatoryXNo

QuamTiTy' Zero or one

The item location box provides a directory of resources in this or other files, by locating their containing file, their offset
within that file, and their length. Placing this in binary format enables common handling of this data, even by systems
which do not understand the particular metadata system (handler) used. For example, a system might integrate all the
externally referenced metadata resources into one file, re-adjusting file offsets and file references accordingly.

The box starts with three values, specifying the size in bytes of the offset field, length field, and base offset field,
respectively. These values shall be from the set {0, 4, 8}.

Items can be stored fragmented into extents, e.g., to enable interleaving. An extent is a contiguous subset of the bytes of
the resource; the resource is formed by concatenating the extents. If only one extent is used (extent count = 1),
then either or both of the offset and length can be implied:
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« If the offset is not identified (the field has a length of zero), then the beginning of the file (offset 0) is
implied.
» If the length is not specified, or specified as zero, then the entire file length is implied. References into the

same file as this metadata, or items divided into more than one extent, should have an explicit offset and
length, or use a MIME type requiring a different interpretation of the file, to avoid infinite recursion.

The size of the item is the sum of the extent length (s).
NOTE — Extents can be interleaved with the chunks defined by the sample tables of tracks.

The data-reference index can take the value 0, indicating a reference into the same file as this metadata, or an index into
the data-reference table.

Some referenced data can itself use offset/length techniques to address resources within it (e.g., an MP4 file might be
inclyided" in this way). Normally such offsets are relative to the beginning of the containing file. The field 'base,offset'
provjdes an additional offset for offset calculations within that contained data. For example, if an MP4 file is included
within a file formatted to this Recommendation | International Standard, then normally data-offsets within-that [MP4
sectipn are relative to the beginning of file; base offset adds to those offsets.

Syntax

aligned(8) class ItemLocationBox () extends FullBox('iloc', version =-~0, 0) {
unsigned int (4) offset size;
unsigned int(4) length size;
unsigned int (4) base offset size;
unsigned int (4) reserved;
unsigned int (16) item count;
for (i=0; i < item count; i++) {
unsigned int (16) item ID;
unsigned int (16) data reference index;
unsigned int (base offset size*8) base\offset;
unsigned int (16) extent count;
for (3=0; j < extent count; j++) {
unsigned int (offset size*8) extent offset;
unsigned int (length size*8) extent length;

}

Semantics

offget size istaken from the set {0, 4, 8} and indicates the length in bytes of the offset field.

length size is taken from the set{0; 4, 8} and indicates the length in bytes of the length field.

bas¢ offset size is taken from the set {0, 4, 8} and indicates the length in bytes of the base offset field.
iter _count counts the number of resources in the following array.

iterp ID isan arbitrary“integer 'name’ for this resource which can be used to refer to it (e.g., in a URL).

Data reference{index is either zero (‘this file’) or a 1-based index into the data references in the data informption
box.

bas¢ offsetprovides a base value for offset calculations within the referenced data. If base offset sizelisO,
basp offiset takes the value 0, i.e., it is unused.

extgntcount provides the count of the number of extents into which the resource is fragmented; it shall have the yalue
1 or greater.

extent offset provides the absolute offset in bytes from the beginning of the containing file, of this item. If
offset sizeisO, offset takes the value 0.

extent length provides the absolute length in bytes of this metadata item. If length size is 0, length takes the
value 0. If the value is 0, then length of the item is the length of the entire referenced file.

Item Information Box

Definition

Box Type: 'iinf'
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Container: Meta Box (‘meta)
Mandatory: No
Quantity: Zero or one

The Item information box provides extra information about selected items, including symbolic ('fi1le') names. It can
optionally occur, but if it does, it shall be interpreted, as item protection or content encoding can have changed the format
of the data in the item. If both content encoding and protection are indicated for an item, a reader should first un-protect
the item, and then decode the item's content encoding. If more control is needed, an IPMP sequence code can be used.

This box contains an array of entries, and each entry is formatted as a box. This array is sorted by increasing item ID
in the entry records.

Syntax

aligned(8) class ItemInfoEntry () extends FullBox('infe', version = 0, 0) {
unsigned int (16) item ID;
unsigned int (16) item protection index
string item name;
string content type;
string content encoding; //optional

}

aligned(8) class ItemInfoBox () extends FullBox('iinf', version~=.0, 0) {
unsigned int (16) entry count;

ItemInfoEntry () item infos[entry count];

}

Semantics

iterp_id contains either O for the primary resource (e.g., the XMks.contained in an xml' box) or the ID of the itemq for
whigh the following information is defined.

iten protection index contains either O for an unprotected item, or the one-based index into the item protection box
defining the protection applied to this item (the first box in-the item protection box has the index 1).

iterp name is a null-terminated string in UTF-8 charactéers containing a symbolic name of the item.
content type is the MIME type for the item.

confent encoding is an optional null-terminated string in UTF-8 characters used to indicate that the binary fjle is
encofed and needs to be decoded before being interpreted. The values are as defined for Content-Encoding for HTTR/1.1.
Somg possible values are "gzip", "compress" and "deflate". An empty string indicates no content encoding.

enty count provides a count of(tne'number of entries in the following array.

Ite:I Protection Box

Definition
Box [Type: "ipro*
Container: Meta box ('meta")

Mangatoryi'No

Quantity: Zero or one

The item protection box provides an array of item protection information, for use by the Item Information Box.

Syntax
aligned(8) class ItemProtectionBox () extends FullBox('ipro', version = 0, 0) {
unsigned int (16) protection count;

for (i=1; i <= protection count; i++) {
ProtectionSchemeInfoBox () protection information;

}
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Semantics
protection count is the number of protection tools applied.
protection information contains the information for each protection tool applied.
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Annex D

Technology examples

(This annex does not form an integral part of this Recommendation | International Standard.)

D.1 Introduction

The JPSEC syntax allows normative and non-normative security tools to be applied to JPEG 2000 images. D.2 to D.11
describe ten informative technology examples that demonstrate different usages of JPSEC. These examples are purely
informative and not endorsed by this Recommendation | International Standard. However, they are provided to
demonstrate the flexibility of the standard.

The fechnology examples include:

—  Aflexible access control scheme for JPEG 2000;

— Aunified authentication framework for JPEG 2000 images;

—  Asimple packet-based encryption method for JPEG 2000 codestreams;
—  Encryption tool for JPEG 2000 access control;

—  Key generation tool for JPEG 2000 access control;

—  Wavelet and bitstream domain scrambling for conditional access control;
—  Progressive access for JPEG 2000 codestream;

—  Scalable authenticity of JPEG 2000 codestreams;

— JPEG 2000 data confidentiality and access control system based(r data splitting and luring;
—  Secure scalable streaming and secure transcoding.

D.2 A flexible access control scheme for JPEG 2000 codestreams

D.2.1  Security service

An gccess control scheme allows for rendering JPEG 2000: codestreams according to any combination of resolutions,
quality layers, tiles and precincts.

D.2.2  Typical application

It prpvides protection of content delivery via\variable media, e.g., Internet, digital cable TV, satellite broadcas{ and
CD-ROM. Generally, the technology is Viable to the applications where a codestream is encrypted only once op the
publ{sher side but the protected codestream is decrypted many ways according to the different privilege on the user gides.

D.2.3 Motivation

In the Super-distribution model the publisher distributes the protected content freely and the content keys securely. A
user [who desires to access-portions of a codestream sends his/her request to the key server. The key server, in [turn,
respdnds with appropridte-decryption keys according to the user's privilege. The user can access the allowed sub-impges.

D.2.4 Technicalkoverview

A prptected JREG 2000 codestream is produced by encrypting each packet by the publisher. The core of the technglogy
is hgw to manage a key tree which is constructed in any order of tiles, components, resolutions, layers, precincts| and
even|code=blocks. To describe the technology easily, assume that the key tree order is RLCP (resolution-layer-compopent-
precinct) and each resolution has the same number of precincts. In the following, given a one-way hash function|h(.),
consider a JPEG 2000 image codestream with nr tiles, nc components, n_ layers, nr resolution per tile-component, np
precincts per resolution. With a master key K for a JPEG 2000 codestream. Construct a key tree as follows.

1) Generate key k'= h(K|"T"|t), for each tile Type = 0, 1, ..., nt =1, where "|" is the concatenation, and "T"
denotes the ASCII code of the letter T.

2) Generate key k"= h(k™?), for each r = ng-2, ..., 1, 0, where ket = h(k'|"R") and "R" denotes the ASCII
code of the letter R.

3) Compute key k= h(k*D), for each r =ng—1, ..., 1,0, I =n_-2, ..., 1, 0, where k"™~ = h(k'|"L") and
where "L" denotes the ASCII code of the letter L.

4) Calculate key k"= h(k"|"C"[c), foreach r =ng-1, ..., 1,0,1=n.-1,..,1,0,¢=0,1, ..., nc—1, where
"C" denotes the ASCII code of the letter C and ¢ denotes the index of this component.
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