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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
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Introduction

The ISO/IEC 22460 series consists of the following parts, under the general title Cards and security devices
for personal identification — UAS license and drone/UAS security module:

— Part 1Y: Physical characteristics and basic data sets for UAS licence. Part 1 describes the basic terms for
the ISO/IEC 22460 series, including physical characteristics, basic data element set, visual layout, and
physical security features.

— Part 2 (this document): Drone/UAS security module. This document describes data and cryptographic
functions of the drone/UAS security module. The drone security module does not limit the types of data
coptained in this module and the cryptographic functions it provides.

— Paft 32): Logical data structure, access control, authentication and integrity validation for-drone |license.
Part 3 describes guidelines for the design format and data content of a UAS license with@egard to logical
data structure, access control, authentication and integrity validation.

1) Under development. Stage at the time of publication: ISO/IEC DIS 22460-1:2023.
2) Under development. Stage at the time of publication: ISO/IEC AWI 22460-3:2024.

© ISO/IEC 2024 - All rights reserved
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Cards and security devices for personal identification — ISO
UAS license and drone/UAS security module —

This dgcument specifies cryptographic functions of the drone/unmanned aircraft system (UAS) spcurity
modulg¢. The drone/UAS security module is a security device that serves as a container for the drone/UAS
pilot litense, drone/UAS operator license, and other personal identification. It proyides storage space for
storing optional elements and has the capability of cryptographic functions including integrity validation,
authentication and data encryption.

2 Ngrmative references

The following documents are referred to in the text in such a waythat some or all of their content congtitutes
requirg¢ments of this document. For dated references, only the édition cited applies. For undated references,
the latgst edition of the referenced document (including any amendments) applies.

[SO 21384-4, Unmanned aircraft systems — Part 4: Vocabulary

3 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO 21384-4 and the following ppply.
[SO andl IEC maintain terminology databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISQ Online browsing platférat: available at http://www.iso.org/obp

31
drone security module

drone/unmanned aircraft system security module
drone/|UAS securitydmodule

securitly devicechat serves as a container and cryptographic function provider for the drone pilot/operator
licenseland other personal identification and for drone ID and flight permit ID, as optional elements

3.2
access'entity
functional entity that can read, write and update data of the drone security module

3.3

drone security module issuer

authority, company or country issuing a drone security module, which applies a digital signature to a drone
security module and is responsible for the associated key management

3.4

drone security module user

entity that writes data to the drone security module and reads data from the drone security module, but
which cannot write or update data to be issued by the issuing authority

© ISO/IEC 2024 - All rights reserved
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3.5
remote control station
control station that provides the facilities for the pilot control or automatic flight of an unmanned aircraft (UA)

3.6

unmanned aircraft

UA

aircraft which is intended to operate with no pilot on board

3.7

unmanned aircraft system
UAS
aircraff and its associated elements which are operated with no pilot on board

3.8
unmanned aircraft system management system
UAS mpnagement system

countefpart entity as a system responsible for the identification, authentication, registration, opgration,
flight-germit, and other management of an unmanned aircraft (UA)

4 Symbols and abbreviated terms

For the purposes of this document, the following symbols and abbreviatedterms apply.

AAD Additional Authentication Data
AES Advanced Encryption Standard
AKA Authentication and Key Agreement
APDU Application Protocol Data Unit
BCD Binary Code Decimal

CA Certification Authority

DER-TLV Distinguished Encoding Rules - Tag Length Value

DH Diffie-Hellman

EC Elliptic Curve

ECDH Elliptic Cuarve Diffie-Hellman

ECDSA Elliptic€urve Digital Signature Algorithm

ECKA-DH Eliptic Curve Key Agreement Algorithm - Diffie-Hellman

eSIM embedded Subscriber Identity Module

GCM Galois/Counter Mode

HKDF HMAC-based Extract-and-Expand Key Derivation Function
HMAC Keyed-Hashing for Message Authentication Code

Y Initial Vector

KDF Key Derivation Function

MAC Message Authentication Code

© ISO/IEC 2024 - All rights reserved
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OID
SD
SHA
SoC
SPI
TLS
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Object identifier

Secure Digital

Secure Hash Algorithm
System on Chip

Serial Peripheral Interface

Transport Layer Security

UA
UAS
USB
USIM
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Other {

(SD) c:['d, an embedded subscriber identity module (eSIM), or a module in system on chip (SoC).

Unmanned aircraft
Unmanned aircraft system
Universal Serial Bus

Universal Subscriber Identity Module

rerview of a drone security module

feneral
e security module is a security device that serves as a container with personal identification for g

e security module can contain the drone pilot/operatorlicense and other personal identificatid
br, these data are not mandatory data that should besineluded in the drone security module.

e security module shall provide storage space for'storing optional elements such as user-specif

e security module shall provide cryptographig functions, including integrity validation, authent
[a encryption to protect personal identification data.

orm-factor of a drone securitymodule

m-factor of a drone security module is not limited to any specific hardware type. A drone s
is independent of physicaldnterface technology. The physical form-factor of a drone security
, for example, an IC card,'a_universal subscriber identity module (USIM) card, a micro secure

ission protocols uséd to communicate between the drone security module and its access entityj
ccordance with-ISO/IEC 7816-3 unless specified otherwise. Command-response pairs excha
brface, namely.a’command application protocol data unit (APDU) followed by a response APDI
e directionyshould be in accordance with ISO/IEC 7816-4.

ransmission protocols, such as serial peripheral interface (SPI) and universal serial bus (US

be use
securi

bétween the drone security module and its access entity according to the hardware type o
module.

drone.

n data.

ic data.

ication

pcurity
module
digital

should
hged at
J in the

B) may
f drone

This document does not limit transmission protocol between drone security module and its access entity.

5.3 Use of a drone security module

A drone security module is issued by a drone security module issuer. A UAS management system, aviation
authorities or a drone service provider may be the drone security module issuer.

A drone security module is used by the drone security module user, e.g. UA, UA operator or UAS management
system (when it is not an issuer). They may read data in the drone security module and write any data to the
drone security module.

© ISO/IEC 2024 - All rights reserved
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6 Data format of a drone security module

6.1 General

A drone security module contains data written by the issuer and the user.

There is no mandatory data that shall be issued by the drone security module issuer. Data to be written in
the drone security module can be different according to the regulations of each country.

As shown in Figure 1, a drone security module contains a drone pilot/operator license and other personal
identification data. A drone security module shall provide storage space for storing optional elements such

das use

This d

Fspecificdata

cument does not specify data elements of each data in the drone security module. Detaile

elements follow each country’s regulations.

NOTE
The en

— in

See Annex A for the informative data examples.
coding of each data may be:

ked BCD, if the value of data consists of only N characters;

bd data

hccordance with [SO/IEC 8859-1, if the value of data includes any alphabetical or special chardcters;

packed BCD, if the value denotes date.

Drone/UAS security module

Drone/UAS Personal : . .
. . e Cryptographié Optional Optional
pilot/operator identification
: key-related-data element 1 element 2
license data for drone

6.2 1
A dron
This dg

6.3 K
The pe
This dd

Figure 1 < Drone security module data

)rone pilot/operator license
b pilot/operator license ean be contained in the drone security module.

cument does not.specify the data elements and format of a drone pilot/operator license.

ersonal identification data for a drone

Fsonal.identification data for a drone can be contained in the drone security module.

cument does not specify the data elements and format of a personal identification data for a d1rone.

6.4 Cryptographic key-related data

Cryptographic key-related data is required to execute cryptographic functions and can be stored in the
drone security module.

The digital certificate and identifier of a private key is cryptographic key-related data. Security requirements
regarding storage and access of credential information, including private key, are out of scope of this
document. It is the responsibility of the drone security module issuer to ensure that all data stored in the
drone security module is stored securely.

© ISO/IEC 2024 - All rights reserved
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A drone security module issuer may define the certificate profile. An example of a certificate profile is shown
in Table 1. These are some of the most common fields in certificates. Other certificates can contain a number

of fields not listed in Table 1.

Table 1 — Example of a certificate profile signed by a drone security module issuer

(X.509 v3 certificate)

Field Field type Value, definition or explanation

Version m 3 (0x2)

Serial number m Non-sequential positive, non-zero integer, minimum containing at
least 63 hits of output from a CSPRNG, maximum 20 octets

Signatyre algorithm m Value shall match the OID in signature algorithm.

Issuer m Country name(mandatory): ISO 3166-1 alph2 (e.g. US erKR)
Organization(mandatory): name of root certificate igsuer

Validity Not before m The value of not before date shall not be later thenissuance dpte of
drone security module.
See RFC 5280 for data type format.

Not after m The value of not after date shall be latet. then expiry date of dfone

security module.
See RFC 5280 for data type formdt.

Subject m Country code(mandatory): ISO\3¥66-1 alph2 (e.g. US or KR)
Organization: name of dron€'security module signer

Subject pub- |Algorithm m OID of public key algorithim (Elliptic curve).

lickeynfo  p, ameters m OID of curve identifiet (e.g. P-256).

Public key m Public key shallsbejencoded in uncompressed form.

Extensjons m

Authorfity key identifier m Same value as subject key identifier of the drone security moglule CA
certificate.

Subject key identifier m SHA1%walue of the value as subject public key bit string.

Certifigate signature algo- m EEDSA-with SHA256

rithm ECDSA-with SHA384
ECDSA-with SHA512

Certifigate signature value m Value according to signature algorithm

6.5 (ther data

A drong security moduleshall provide storage space for storing optional elements such as user-specif

The usp of optional-elements is determined by each country’s regulations. Optional elements may

not be fised. The optional elements are related to users such as UA, UA operator or UAS management s

7 Cryptographic functions of a drone security module

ic data.

or may
ystem.

7.1 General

Cryptographic functions of the drone security module shall be used for security applications if the UA uses a
drone security module to compute cryptographic functions.

A UA may be a user of the drone security module. A UAS management system may be a counterpart entity
that communicates with the UA.

Communication between the UA and the UAS management system is divided into communication between
the drone security module and the access entity of the drone security module, between the access entity and
the UA, and between the UA and the UAS management system through wireless media.

© ISO/IEC 2024 - All rights reserved
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A drone security module performs cryptographic functions on the request of a UA or other user of the drone
security module.

Cryptographic functions implemented in the drone security module shall include integrity validation,
authentication, data encryption and digital signature.

In addition, a Transport Layer Security (TLS) and a digital signature for drone flight data can be implemented
in the drone security module according to each aviation authority’s policy.

Each country can use different cryptographic functions for the different security applications based on the
UA category, flight environment and other factors.

7.2 Iptegrity validation

7.2.1 | Purpose and general

The pufpose of integrity validation is to confirm that data that is written by a drone security modulq issuer,
such a$ a drone pilot/operator license and personal identification data, have not beén changed since the
drone gecurity module was issued.

However, a drone pilot/operator license and personal identification are not mandatory data. Therefore, no
integrify validation is required if there is no data issued by the issuer.

Integrity validation is implemented by way of a digital signature ovef.data written by the drone spcurity
modulg issuer, using a public-private (asymmetric) key pair.

Hash vjalues of data written by the drone security module issuer are calculated and the values are then
digitally signed using a private key and the digital signature is:stored in the drone security module.

The puplic key belonging to the private key used for the(digital signature is provided as part of th¢ drone
securitly module certificate. The drone security modulé.issuer’s CA root certificate is used to sign th¢ drone
securitly module certificate.

This dgcument does not mandate both methods, to obtain and to establish trust in a drone security module
issuer’s CA certificate. It is the responsibility of the person or organization responsible for the coungerpart
entity fo either obtain or to establish trustor both, in the drone security module issuer’s CA certificate used
to verify a drone security module certificate. It is the responsibility of a drone security module issuer to
ensurelthat keys are generated, administered and protected as necessary.

7.2.2 | Hash function

A drong security module iSsuer may use one of the following digest algorithms: SHA-256, SHA-384 ¢r SHA-
512 spe¢cified in ISO/IE€10118-3.

7.2.3 | Digital signature

The digital signature value is generated over the concatenation of the hash values of each data wriften by
the drdnesecurity module issuer and the value is stored in the drone security module.

A dronesecurity modute tssuer ray use EEDSAas specitfiedt imANSTXS62 asadigitat sigmatureatgorithm.
The elliptic curve domain parameters used to generate the ECDSA key pair may be described explicitly in
the parameters of the public key, i.e. parameters may be of type ECParameters (no named curves, no implicit
parameters) and may include the optional cofactor. ECPoints may be in uncompressed format. The minimum
size for the base point order should be 224 bits.

For example, a digital signature value may be implemented as a SignedData Type, as specified in RFC 5652.
The value may be encoded in DER-TLV format. Table 2 describes an example of SignedData Type.

© ISO/IEC 2024 - All rights reserved
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Table 2 — SignedData type

Data element m/o/c Comments

Signed Data m

version m v3

digestAlgorithms m

encapContentInfo m

eContentType m id-icao-mrtd-security-ldsSecurityObject

eContent m The encoded contents of digital signature value.

Certifigates !

crls X

signerIhfos m

Singerlnfo m

Versior m

sid m

issuerdndSerialNumber c It is recommended that a drone security module issuer support this field
over subjectKeyldentifier.

subjectKeyldentifier c

digest4lgorithm m The algorithm identifier of the algorithm used to produce the hash|value
over encapsulatedContent and sighedAttrs.

signed fAttrs 0 The drone security module isSuer may include additional attributefs for
inclusion in the signature,

signatyreAlgorithm m The algorithm identifietof'the algorithm used to produce the signjture
value and any associated parameters.

Signatyre m The result of the.sigiature generation process.

unsignpdAttrs 0 The drone security module issuer may use this field.

Key

m = manpdatory (the field shall be present);

x = do npt use (the field shall not be populated);

o = optipnal (the field may be present);

¢ = choige (the field content is a choice from alternatives).

7.3 Authentication

7.3.1 | Purpose and general

The objjective of drone’security module authentication is to verify whether the drone security mddule is

what iff says it is. Another objective is to prevent cloning of the drone security module and to mitigate the

man-in-the-middle attack.

The drpne‘security module authentication key pair consists of a public and a private key. The drone spcurity

modulg¢ private key is used to authenticate the drone security module. It is also used to authenticate the

response data contained from the counterpart entity it communicates with. The drone security module
public key is stored in the cryptographic key-related data.

In the security applications between UA and the counterpart entity, the counterpart entity assumes that the
drone security module is authentic if the authentication signature or MAC is correct.

For example, the drone security module authentication key shall be used to authenticating the drone security
module in one of two ways: ECDH-agreed MAC or ECDSA signature. A drone security module may choose

© ISO/IEC 2024 - All rights reserved
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either approach, but shall choose only one of the two. A drone security module authentication key shall not
be used to produce both MACs and signatures.

NOTE

See Annex B and Annex C for the informative security protocol examples.

This document does not limit the use of any other authentication algorithms. In addition to the drone
security module authentication methods of this document, each country and local authority can choose to
implement commercial authentication methods according to their own security requirements.

7.3.2 Authentication by MAC

Toaut anti etho dronao co 1 mad exarith MA honti lon ho drone co 1 mad Q_comn

MAC

ith an ephemeral MAC key derived from the drone security module’s private key, sbimkey., P

the coynterpart entity’s public key, EEntityKey.pub. The drone security module calculates this\eph
MAC kgy, EMacKey, by computing the key derivation function KDF(ECDH(spimKey.Priv, EEntityKey. Py
the coynterpart entity calculates this EMackey by performing KDF(ECDH(spimKey.Pub, EEntityKey
The KOF and ECDH functions shall be the same on both the drone security module and thé-¢eunterpart

A dron

e security module shall generate the MAC to be sent to the counterpart entity and the drone s

modulé shall verify the MAC received from the counterpart entity.

7.3.3

Authentication by signature

To autlenticate the drone security module by digital signature, the drotie security module shall gene
digital

7.4

7.4.1

signature with the drone security module private key.

Iata encryption

Purpose

The purpose of data encryption is to protect data sent out from the drone security modul

eavesd

Fopping and alteration.

In drome security applications, encrypting data between the drone security module and the coun
entity ith the session key protects data sent out from the drone security module from eavesdropp

alterat

7.4.2

on.

Procedure

For segsion encryption between the drone security module and the counterpart entity, the drone s

modulg
authen|

ficated symmetrieencryption. The following steps are performed in session encryption:

Stdp 1: Ephemeral key pair generation. The drone security module generates an ephemeral K
(EDimKey.Priyf EDimKey.Pub) and the drone security module generates a random number ra and §

to

[he counterpart entity.

Stdp-2:\Session establishment. The counterpart entity generates its ephemeral key pair (EEnt

Pri

ites the
iv, and
emeral
b)) and

PrivJ}
entity.

pcurity

ate the

e from

ferpart
ng and

pcurity

shall use ephemeral-key ECDH and two exchanged random numbers to establish session Keys for

ey pair
ends it

tyKey.

EEntiEuK Dﬂh) and the r‘nnnfnrparf nnh'fy gannrafpc a random number 2 and sends i

to the

drone security module. Two session keys (skeEntity, skpim) are derived independently by the drone
security module and the counterpart entity and used to encrypt and decrypt messages during the
remainder of the session. To compute the session keys (skEntity, SkDim), the drone security module uses
KDF(ECDH(EDimKey.Priv, EEntityKey.Pub), Ra, Rb) and the counterpart entity uses KDF(ECDH(EDimKey .
Pub, EEntityKey.Priv), Ra, Rb). The counterpart entity encrypts the session data with skEntityand sends
it to the drone security module.

Step 3 to Step n: Session data. The drone security module receives the data that is encrypted with
skEntity. The drone security module decrypts the encrypted session data with skpim and encrypts data
to be sent to the counterpart entity. Both skpim and skentity shall be the same. The counterpart entity

© ISO/IEC 2024 - All rights reserved
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and drone security module may optionally exchange additional messages. Each message is encrypted by
the drone security module and counterpart entity using their respective session keys.

Another method of session encryption may use standard ephemeral key ECDH to establish session keys for
authenticated symmetric encryption. The following steps are performed in session encryption:

— Step 1: Ephemeral key pair generation. The drone security module generates an ephemeral key pair
(EDimKey. Priv, EDimKey. Pub).

— Step 2: Session establishment. The counterpart entity generates its ephemeral key pair (EEntityKey.
Priv, EEntityKey.Pub). Two session keys (skeEntity, skpim) are derived independently by the drone
security module and the counterpart entity and used to encrypt and decrypt messages during the
refhainder of the session. To compute the session keys (skeEntity, Skpim), the drone security,.module
us¢s KDF(ECDH(EpimKey.Priv, EEntityKey.Pub)) and the counterpart entity uses KDF(ECPH(ETimKey .

pulh, EEntityKey.Priv)). The counterpart entity encrypts the session data with skentity ahd sends it to
the¢ drone security module.

wn

— Stdp 3 to Step n: Session data. The drone security module receives with the data thatis encryptéd with
skfntity. The drone security module decrypts the encrypted data with skpim-dnd encrypts data to be
semt to the counterpart entity. Both skpim and skEntity shall be the same. Fhe*counterpart entjity and
drone security module may optionally exchange additional messages. Eachumeéssage is encrypted by the
drone security module and counterpart entity using their respective session keys.

Table 3 shows examples of the different methods used for the cryptographic operations.

— For ECDH, Elliptic Curve Key Agreement Algorithm - Diffie-Hellman (ECKA-DH) according to BSI TR-
03[L11 should be used. The output of this function is the shared’secret value zab.

— Thk key derivation should use HKDF instantiated with SHA-256 as defined in RFC 5869.

— Fof encryption, AES-256-GCM should be used. The“counterpart entity encrypts its messaggs with
skfntity, and the drone security module encrypts‘its messages with skpim. Therefore, both th¢ drone
se¢urity module and the counterpart entity needto generate both session keys in order to be ablgto also
degrypt the messages they receive. The nonee used for encryption is built up according to the following
strjucture: identifier | counter. The identifier is an 8-byte value. The counterpart entity shall fise the
following identifier: 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00. The drone security module shalljuse the
following identifier: 0x00 0x00 0x00~0x00 0x00 0x00 0x00 0x01. Each session key has its own ¢ounter
value. The counter value is an unsigned integer. The first encryption with a key shall use a countgr value
of [L. For each following encryptien, the counter value shall be increased by 1. The counter value ghall be
foymatted as a 4 byte big endian value. A counter value shall never be reused in any future encryption
using the same key. For the encryption, the IV is the nonce value and the AAD is an empty string. The
forjmat of the encrypted méssage is the ciphertext, followed by 16 bytes of the tag.

Table 3 — Example of cipher suites

Am}eration Definition Specification
ECDH ECKA-DH BSI TR-03111
KDF HKDF-SHA-256 RFC 5869
Encrypt AES-256-GCM NIST SP 800-38D
MAC HMAC-SHA-256 RFC 2104

This document recommends the use of cipher suites (shown in Table 3), but each drone security module
issuer/user or aviation authority can use other cipher suites..

7.5 Transport layer security (TLS)
Communication between the drone security module and the counterpart entity may use TLS.

The drone security module may support TLS version 1.2 specified in RFC 5246 and may support TLS
version 1.3 specified in RFC 8446.
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S connection should use one of the cipher suites listed in Table 4.

Table 4 — TLS cipher suites

Cipher suite Reference
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 RFC 8422
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 RFC 8422

The key exchange should use one of the elliptic curves listed in Table 5.

Table5 — Mlipticcurvesforthe Il Skeyexchange

Elliptic curve Reference
P-256 FIPS PUB 186-4
P-384 FIPS PUB 186-4
P-512 FIPS PUB 186-4

The TIS cipher suites in Table 4 are recommended, but other cipher suites_ can’be used accor
regulafions and policy. The elliptic curve in Table 5 is recommended, but other#£lliptic curves can be

7.6 Digital signature

A dron

such aq UA, requests.

In this

case, a digital certificate and private key shall be pravided by the drone security module u

may bd contained in the module as optional elements. Sectrity requirements regarding storage and
of credential information, including the drone security module private key, is out of scope of this doc

ling to
ised.

e security module may generate a digital signature for some data that a drone security modulle user,

ber and
access
iment.
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Annex A
(informative)

Data examples of a drone security module

A.1 General principles

Contail

Howev
the mo

A2 |

A UA c@
in acco

Ifthe U

1ing optional data in the drone security module is not mandatory.

br, the drone security module does not limit types of data that can be contained in the module i
dule acts as a security container.

xample 1: Drone ID

rries the drone ID information required by the national government inwhich it is being opera
rdance with local aviation authority requirements.

A uses the drone security module, the drone ID can be stored in¢hedrone security module. Sg

ofadr

ne ID is at the discretion of the issuer or user.

ts.

Table A.1 — Example’of drone IDs

ecause

rfed and

lection

.1 shows examples of drone IDs that can be containedyin’the drone security module as optional

Drone ID ) s@ Format
Remote ID (ISO 23629-8) See ISO 23629-8
Remote ID (ASTM F3411-19) See ASTM F3411-19
Remote ID (ASD-STAN prEN 4709-002) See ASD-STAN prEN 4709-002

A3 K

A dron
candid

~op
~op
o
o

xample 2: Drone registration data

e security module shouldicontain the following drone registration data. Any or all data of thg
hte should be present for a particular implementation.

prating organization;
erator(pilot)'s ame;
brator’s-address;

brator’s e-mail address;

below

— operator’s telephone number;

— operator’s license number;

— pilot registration number of registration authority.

NOTE

Local regulations can apply to the selection and format of drone registration data.
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Annex B
(informative)

Mutual authentication between a drone security module and a

B.1

Mutuallauthentication between a drone security module and a counterpart entity is a bi-directiopnal p|
that the drone security module authenticates the counterpart entity to prevent access by ah unaut
entity |land the counterpart entity authenticates the drone security module to prevent access

unaut

In this
counte

For mufual authentication, both drone security module authentication and-counterpart entity authent

should

For deffails, see Annex C.

B.2 Drone security module authentication

See 7.3

B.3 (ounterpart entity authentication

Counterpart entity authentication uses information stored in the counterpart entity to confirm t

counte

The cqunterpart entity authentication method should be the same as the drone security

authen

counterpart entity

eneral

orized drone security module.
case, UA may be the drone security module user and the UAS management system may

Fpart entity.

be implemented using the same authentication method.

Fpart entity and the counterpart entity message are authenticated.

kication method.

]EOtOCOl

orized
by an

be the

ication

hat the

module
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Annex C
(informative)

Security applications — Use cases

C.1 Overview

This an

In this
securit]
contro

nex specifies use case security applications between a drone security module and a counterpat

case, the access entity of the drone security module is in the UA. The access entity.cair read
y module data and request to perform security mechanisms. A UAS management system or a
station can be a counterpart entity.

Comm
— co
— co
— co

This dd

C2 |

This ap
UASm

The UA

UA compmunication device. Wireless communication between the UA and the UAS management syster

covere
commuy

Before
Priv(d
manag
system
securit]
system
issuing
regulat

nications between the UA and the UAS management system are divided inte

Centity.

| drone
remote

munication between the drone security module and the access entity éf the drone security module,

munication between the access entity and the UA, and
munication between the UA and the UAS management system-through wireless media.

cument does not cover the implementation of security applications.

se case 1: AKA based on ECDSA authentication

plication describes ECDSA-based mutual authentication between the drone security module
inagement system and data encryption between them.

conceptually consists of a drone security module, an access entity of the drone security mod

1 in this document. Data exchange between the access entity of the drone security module
nication device is also out of scope of this document.

running the use case 1, it is‘assumed that the drone security module has its private key £q
) and certificate(C,.), and\the drone security module issuer CA’s certificate(C;,). Likewise, t
bment system has its, private key EEntityKey.priv (d,) and certificate(Cy), and the mana
CA’s certificate(Cyga):-C. is issued by the drone security module issuer CA and signed by thg
y module issuer(€A'S private key using the ECDSA algorithm. C; are issued by the UAS mana

certificate isTout of scope of this document because it is different depending on each c
ory requiréments.

ind the

ule and
nis not
hnd UA

imKey.
he UAS
bement

drone
bement

CA and signed by the UAS management system CA’s private key using the ECDSA algorithrr. The
0

ntry’s
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Drone security module |

| UAS management system

| Access entity " UA communication device |

initiation |
1, C,
IS CS )
Verification ofthe
authenticity and integrity 1,Cr
of C, T e >
” 1,C,r
Verification of the
authenticity afid inted
Sig(1.r)r, of C,
Sig(,r)r,
UA§ management system ]
autljentication Sig(l,r,) N )
" Sig(,r.) Drone security modu
authentication
Sesgion key generation . .
Session key generatio
E, (m) « Eulm)
. sk UM < Data encryption
Datj encryption p
m’ Secupé channel
E (m’)
. sk - ,
Datg encryption 4 Ei(m) »| Data decryption
Key
I Drone identification data
Cc dr¢ne security module certificate
rc  drgne security module random number

I UA
Cs UA
rg UA
m me

ssage

S management system identification data
S management system certificate
S management system random numpber

Figure C.1 — ECDSA-based mutual authentication and data encryption between drone secufrity
module and UAS management system

The pr
a) [In

UA
b) [Cq

take-off:

cel

btocol in Figure-C works as follows:

itiation] The-UA is a drone security module user. The UA initiates protocol either before or ju

rtification request] The UAS management system sends the UAS management system’s ID
tificate(C,) to the UA and the UA transmits I and C, to the drone security module through the

st after

1) and

access

entity of the drone security module.

c) [Verification of authenticity and integrity of UAS management system’s certificate] The drone security
module verifies the authenticity and integrity of the C; using C¢,. According to the result, the drone

security module chooses one of the following two cases:

1)

If the verification is successful, the drone security module ensures that C_ has really been issued for
the UAS management system. Therefore, the drone security module sends a random number(r,) to
the UAS management system through the access entity of the drone security module.
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If the verification fails, the protocol is terminated.

[Certification response] The drone security module transmits its ID(/) and certificate(C_) with r,, where
I.is a drone identification data.

[Verification of authenticity and integrity of drone security module certificate] The UAS management
system verifies the authenticity and integrity of C. using C.,. According to the result, the UAS
management system chooses one of the following two actions:

1)

If the verification is successful, the UAS management system signs I. and r. with the private key

EEntityKey.Priv(dg) that corresponds to C,. Then, the UAS management system ensures

that C,

has really been issued for the drone security module. Next, the UAS management system sends a

2)
[UA
re

Se(

1)

2)
[D
ry

on

1)

2)

[K
se(
m3

other one and exchanged random numbers. Finally, a secure channel is established between thg

Se(

1)

2)

\S management system authentication based on ECDSA] The drone security module*verifies

fone security module authentication based on ECDSA] The"UAS management system verifieg

e of the following two actions:

by agreement for session encryption] After successful mutual authentication between thd

random number(r,) with the signed value, Sig(I., r.), to the drone security module.

If the verification fails, the protocol is terminated.

with the public key EEntitykey.pPub(Q ) which is included in C,. According to thie Tesult, the
urity module chooses one of the following two actions:

For a positive result, the drone security module decides the UAS manageément system posses
right certificate private key EEntityKey.Priv(dy), i.e. the drone secugity’'module authenticat
management system. Then, the drone security module signs I, and(r)with the private key Er
priv(d.) that corresponds to C.and sends the signed value, Sig(I »%), to the UAS management §

For a negative result, the protocol is terminated.

with the public key EpimKkey. Pub (Q_). According to theiresult, the UAS management system (¢

For a positive result, the UAS management system decides that the drone security module po
the right certificate private key Epimkey.priv (d), i.e. the UAS management system auther]
the drone security module. In this step, mutual authentication procedure is completed.

For a negative result, the protocol is terminated.

urity module and the UAS, management system, both the drone security module and t}
nagement system computes-the same session key from their own private key, the public key

urity module and the UAS management system.

Session key generation at the drone security module:

Sig(I.,
drone

ses the
es UAS
imKey.
ystem.

Sig(1,
hooses

ssesses
ticates

drone
ne UAS
/' of the
p drone

i) The drenesecurity module obtains the public key of the UAS management system Q.=d P firom C,.

ii) Thé drone security module derives a session key sk = d .Q.r.rs = d.d.r.r,P from its own
Key(d_), UAS management system’s public key(Q,) and two exchanged random numbers(.

Session key generation at the UAS management system

private
e Ts)

i) The UAS management system obtains public key of the drone security module Q.=d_P from C..

ii) The UAS management system derives a session key sk = d Q.r.r, = d,d.r.r,P from its own private

key(d,), drone security module’s public key(Q.) and two exchanged random numbers(r,

ry.

[Data encryption and decryption] After mutual AKA, both the drone security module and the UAS
management system establish a secure channel using the common session key. This session key ensures

© ISO/IEC 2024 - All rights reserved
15


https://standardsiso.com/api/?name=4a21b5e1c7eaf464c7020fee44baa759

ISO/IEC 22460-2:2024(en)

the strong encryption of data during the further communication between the drone security module
and UAS management system.

1) Decryption
i) The UAreceives encrypted data E (m) from the UAS management system over secure channel.

ii) The drone security module receives the encrypted data E (m) through the access entity of the
drone security module.

iii) The drone security module recovers original data m using the session key sk, and returns m
back to the access entity of the drone security module.

2) | Encryption
i) Thedronesecurity module receives data m’through the access entity of the drone security module.

ii) The drone security module encrypts m’ using the session key sk and returns encryptéd data
E(m’) back to the access entity of the drone security module.

iii) The UA sends E (m’) to the UAS management system over secure channel.

C.3 Use case 2: AKA based on MAC authentication

This application describes MAC-based mutual authentication between the drone security module 4nd the
UAS management system and data encryption between them.

This application assumes that the drone security module has¥d_, C. and C;,. Also, the UAS management
system has d, C,, and C¢,.

s’ s
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