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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IECJCT:

The procpdures used to develop this document and those intended for its further maintendige Jre
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for
the differjent types of document should be noted. This document was drafted in accordance with the
editorial fules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document{may be the subjgct
of patent] rights. ISO and IEC shall not be held responsible for identifying any or all such patgnt
rights. Dletails of any patent rights identified during the development of the " document will be in the
Introductfion and/or on the ISO list of patent declarations received (see wwwiso.org/patents).

Any trad¢ name used in this document is information given for the convénience of users and does 1jot
constitutg an endorsement.

For an explanation on the meaning of ISO specific terms and expressions related to conformity assessmept,
as well ag information about ISO’s adherence to the World Tradé Organization (WTO) principles in the
Technical|Barriers to Trade (TBT) see the following URL: wwaw.iso.org/iso/foreword.html.

The comipittee responsible for this document is ISO/IE€ JTC 1, Information technology, Subcommittee
SC 27, IT $ecurity techniques.

This secdnd edition of ISO/IEC 27004 cancels“and replaces the first edition (ISO/IEC 27004:200p),
which hag been technically revised.

This editjon includes the following significant changes with respect to the previous edition:

A total restructuring of the document because it has a new purpose - to provide guidance pn
ISO/IEC 27001:2013, 9.1 - whichfat the time of the previous edition, did not exist.

The concgpts and processes’have been modified and expanded. However, the theoretical foundatipn
(ISO/IEC|15939) remains-the same and several of the examples given in the previous edition qre
preserved, albeit updated!
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Introduction

2016(E)

This document is intended to assist organizations to evaluate the information security performance
and the effectiveness of an information security management system in order to fulfil the requirements

of

ISO/IEC 27001:2013, 9.1: monitoring, measurement, analysis and evaluation.

The results of monitoring and measurement of an information security management system (ISMS)
can be supportive of decisions relating to ISMS governance, management, operational effectiveness and

co

ntinual improvement.

AS
to

applicable but the particular measures that any particular organization requires dependon c

fa
m

TH
of
IS

with other ISO/IEC 27000 documents, this document should be considered, interpreted an
suit each organization’s specific situation. The concepts and approaches are intended-to b

Ctors (such as its size, sector, maturity, information security risks, compliance* obliga
hnagement style) that vary widely in practice.

is document is recommended for organizations implementing an ISMS that meets the requ
ISO/IEC 27001. However, it does not establish any new requirementsfor ISMS which cq
D/IEC 27001 or impose any obligations upon organizations to obserye\the guidelines preser

1 adapted
e broadly
pntextual
ions and

lirements
nform to
ted.
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Information technology — Security techniques —
Information security management — Monitoring,
measurement, analysis and evaluation

1

T}

security performance and the effectiveness of an information security management systém i

fu

a)
b)

‘)
TH

2
T}

is document provides guidelines intended to assist organizations in evaluating the ‘inf

fil the requirements of ISO/IEC 27001:2013, 9.1. It establishes:
the monitoring and measurement of information security performance;

the monitoring and measurement of the effectiveness of an information security ma
system (ISMS) including its processes and controls;

the analysis and evaluation of the results of monitoring and measurement.

is document is applicable to all types and sizes of organizations:

Normative references

e following documents are referred to in the textin such a way that some or all of thej

ormation
1 order to

hagement

r content

copstitutes requirements of this document. For, dated references, only the edition cited applies. For

urj

T}

3
Fq
IS

dated references, the latest edition of the referenced document (including any amendmentg

ere are no normative references in thisdocument.

Terms and definitions
r the purposes of this document, the terms and definitions given in ISO/IEC 27000 apply.
D and IEC maintain terminological databases for use in standardization at the following add

IEC Electropediai-available at http://www.electropedia.org/

ISO Online browsing platform: available at http://www.iso.org/obp

Structure and overview

issdocument is structured as follows:

) applies.

resses:

d)

Rationale (Clause 5);
Characteristics (Clause 6);
Types of measures (Clause 7);

Processes (Clause 8).

The ordering of these clauses is intended to aid understanding and map to ISO/IEC 27001:2013, 9.1
requirements, as is illustrated in Figure 1.

Starting with the information needed to fulfil that requirement, referred to as information needs, the
organization determines the measures that it will use to fulfil those information needs. The process

© ISO/IEC 2016 - All rights reserved
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of monitoring and measurement produces data which is then analysed. The results of analysis are
evaluated in fulfilment of the organization’s information needs.

In addition, Annex A describes a measurement model for information security, including the relationship
between the components of the measurement model and the requirements of ISO/IEC 27001:2013, 9.1.

Annex B provides a wide range of examples. These examples are intended to provide practical guidance
on how organizations can monitor, measure, analyse and evaluate their chosen ISMS processes and
areas of information security performance. These examples use the suggested template given in Table 1.
Annex C provides a further example using an alternative free-form text-based format.

ISO/IEC 27001:2013, 9.1 ISO/IEC 27004:2016 clauses
4 N

a) What to monitor 6.2 What to monitor

and measure 6.3 What to measure
\_ J

¢) When to monitor
and reasure

6.4 When to monitor,
> measure, analyse,

e) WHen the results and evaluate
shoulfl be analysed

and epaluated
\ J

\

I\,

¢ [Annex B: \

Measurement
construct examples

SR

d) Who shall monitor Annex C: An example

~N
\and castre ) (6.5 Who will mionitor, of free-text form
e 3 measure, aalyse, measurement
f) WHo shall analyse and evaluSte \constructlon )
and gvaluate the \ J
\resul s ) p .
7,Types of measures
4 A 8 Processes
b) Ménitoring, . L )
meagurement, analysis, AN [ < N\
and qvaluation methods Annex A: An
\. J information security
&measurement model

Figure 1 — Mapping to ISO/IEC 27001:2013, 9.1 requirements

5 Rationale

5.1 The need for measurement

The overall objective of an ISMS is the preservation of confidentiality, integrity and availability of
information within its scope. There are ISMS activities that concern the planning of how to do this, and
the implementation of those plans. However, by themselves, these activities cannot guarantee that the
realisation of those plans fulfil the information security objectives. Therefore, in the ISMS as defined
by ISO/IEC 27001, there are several requirements to evaluate if the plans and activities ensure the
fulfilment of the information security objectives.

2 © ISO/IEC 2016 - All rights reserved
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5.2 Fulfilling the ISO/IEC 27001 requirements

2016(E)

ISO/IEC 27001:2013, 9.1 requires the organization to evaluate the information security performance
and the effectiveness of the ISMS. Measure types able to fulfil these requirements can be found in
Clause 7.

ISO/IEC 27001:2013, 9.1 further requires the organization to determine:

a) what needs to be monitored and measured, including information security processes and controls;

b)

the methods for monitoring, measurement, analysis and evaluation, as applicable, to ensure valid

‘)
d)
e)
f)
TH
Fi
n
IS
re

5.

IS
an
be
m

a)

b)

d)

results;
when the monitoring and measuring shall be performed;
who shall monitor and measure;
when the results from monitoring and measurement shall be analysed and gvaluated; ang
who shall analyse and evaluate these results.
e mapping of these requirements is provided in Figure 1.

hally, ISO/IEC 27001:2013, 9.1 requires the organization (t0 retain appropriate do
formation as evidence of the monitoring and measurementresults (See 8.9).

D/IEC 27001:2013, 9.1 also notes that methods selected.should produce comparable and rep
Sults in order for them to be considered valid (See 64);

3 Validity of results

D/IEC 27001:2013, 9.1 b) requires that organizations choose methods for measurement, m

comparable and reproducible. To -achieve this, organizations should collect, analyse, a
basures, taking the following pointsiinto consideration:

times, it is important to ehsure that scope and context of the ISMS are not changed;

changes in the methods or techniques used for measuring and monitoring do not genera

the original aswell as the changed methods can be required;

if subjective_elements are part of the methods or techniques used for measuring and m
specific Steps can be needed to obtain reproducible results. As an example, questionnai
should'be evaluated against defined criteria; and

are situations where results are non-reproducible, but are valid when aggregated.

rumented

roducible

bnitoring,

alysis and evaluation to ensure validcgesults. The clause notes that to be valid, resulks should

nd report

in order to get comparable results on measures that are based on monitoring at different points in

ly lead to

comparable results.In order to retain comparability, specific tests such as parallel application of

bnitoring,
e results

insome situations, reproducibility can only be given in specific circumstances. For examlple, there

5.4 Benefits

Fulfilling ISMS processes and controls and ensuring information security performance can provide a
number of organizational and financial benefits. Major benefits can include:

a)

b)

Increased accountability: Monitoring, measurement, analysis and evaluation can
accountability for information security by helping to identify specific information

increase
security

processes or controls that are implemented incorrectly, are not implemented, or are ineffective.

Improved information security performance and ISMS processes: Monitoring, measurement,
analysis and evaluation can enable organizations to quantify improvements in securing information

© ISO/IEC 2016 - All rights reserved
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within the scope of their ISMS and demonstrate quantifiable progress in accomplishing the
organization’s information security objectives.

c) Evidence of meeting requirements: Monitoring, measurement, analysis and evaluation can
provide documented evidence that helps demonstrate fulfilling of ISO/IEC 27001 (and other
standards) requirements, as well as applicable laws, rules, and regulations.

d) Support decision-making: Monitoring, measurement, analysis and evaluation can support risk-
informed decision-making by contributing quantifiable information to the risk management
process. It can allow organizations to measure successes and failures of past and current

infor
alloc

6 Chai

6.1 Gel

3 i H 4+ 4+ d <l 11 1l aal: 1] oo 2] 4+ 4+
IIdtlIUIl STLUIL lLy ITIVESUITITIILS, Al SITUUIU Pl UVIUCT quauuucuuc Udld tliidt Call au})}}ux LT TCTOUUIL

htion for future investments.

racteristics

heral

ce

Monitorifg and measurement is the first step in a process to evaluate informatioh.s€curity performarjce
and ISMS|effectiveness.

Faced with a potentially overwhelming variety of attributes of information security-related entit
that can be measured, it is not entirely obvious which ones should be,measured. This is an importgnt
issue bedause it is impracticable, costly and counterproductive té_mteasure too many or the wro
attributes$. Aside from the obvious costs of measuring, analysing<and reporting numerous attribut

there is

distinct possibility that key issues can be obscured within a large volume of information

missed altogether if suitable measures are not in place.

€S

ng
bS,

In order fo determine what to monitor and measure, the organization should first consider what it
wishes tq achieve in evaluating information security,performance and ISMS effectiveness. This chn
allow it t¢ determine its information needs.

Organizations should next decide what measures are needed to support each discrete informatipn
need and[what data are required to derive.the’requisite measures. Hence, measurement should always
correspond to the information needs of theorganization.

6.2 WHhat to monitor

Monitoring determines the status of a system, a process or an activity in order to meet a specified
information need.

Systems, processes and activities which can be monitored include, but are not limited to:

a) implg

b) incid

mentatighyof ISMS processes;

ent management;

c) vulne

rahility management;

d) configuration management;

e) security awareness and training;

f) access control, firewall and other event logging;

g) audit

)

h) risk assessment process;

i) risk treatment process;

j) third

4

party risk management;

© ISO/IEC 2016 - All rights reserved
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k) business continuity management;
1) physical and environmental security management; and
m) system monitoring.

These monitoring activities produce data (event logs, user interviews, training statistics, incident
information, etc.) that can be used to support other measures. In the process of defining attributes to be
measured, additional monitoring can be required to provide supporting information.

Note that monitoring can allow an organization to determine whether a risk has materialized, and
thereby indicate what action it can take to treat such a risk itself. Note also that there Canﬂe certain
types of information security controls that have the explicit purpose of monitoring. When.using outputs
of|such controls to support measurement, organizations should ensure that the meas@remerjt process
takes into account whether the data used was obtained before or after any treatmentaction was taken.

6.3 What to measure

Measurement is an activity undertaken to determine a value, status. @l trend in performance or
effectiveness to help identify potential improvement needs. Measurement can be applied to|any ISMS
prjocesses, activities, controls and groups of controls.

Agan example, consider ISO/IEC 27001:2013, 7.2 ), which requjres.an organization to take actipn, where
applicable, to acquire necessary competence. An organization‘can determine whether all irfdividuals
who require training have received it and whether the training was delivered as planned. This can be
measured by the number or percentage of people trained.An organization can also determin};whether
the individuals who have been trained actually acquired'and retained the necessary competenjce (which
can be measured with a post-training questionnaire}s

Wijth regards to ISMS processes, organizations*should note that there are a number of dlauses in
ISP/IEC 27001 that explicitly require the effectiveness of some activity to be determined. Forlexample,
ISP/IEC 27001:2013, 10.1 d) requires ,organizations to “review the effectiveness of any torrective
adtion taken”. In order to perform sucha review, the effectiveness of corrective actions should first be
dgtermined in terms of some definedform of measure. In order to do this the organization sHould first
ddfine an appropriate information‘\need and a measure, or measures, to satisfy it. The process|for doing
thjs is explained in Clause 8.

ISMS processes and activities’that are candidates for measurement include:
a)[ planning;

b)| leadership;

c)| risk management;

d)| policy'management;

e)| (tesource management;

f) communicating;

g) management review;
h) documenting; and

i) auditing.

With regards to information security performance, the most obvious candidates are the organization’s
information security controls or groups of such controls (or even the entire risk treatment plan). These
controls are determined through the process of risk treatment and are referred to in ISO/IEC 27001 as
necessary controls. They can be ISO/IEC 27001:2013, Annex A controls, sector-specific controls (e.g. as
defined in standards such as ISO/IEC 27010), controls specified by other standards and controls that

© ISO/IEC 2016 - All rights reserved 5
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have been designed by the organization. As the purpose of a control is to modify risk, there are a variety
of attributes that can be measured, such as:

j) the degree to which a control reduces the likelihood of the occurrence of an event;
k) the degree to which a control reduces the consequence of an event;
1) the frequency of events that a control can cope with before failure; and

m) how long after the occurrence of an event does it take for the control to detect that the event has
occurred.

6.4 When to monitor, measure, analyse and evaluate

Organizations should define specific timeframes in which to monitor, measure, analyse, and evaluate,
based on individual information needs, required measures, and the lifecycle of ddta~supportipg
individuall measures. The data supporting measures can be collected more frequently‘than the analy$is
and repofting of such measures to individual interested parties. For example, while data on securjty
incidents|can be collected continually, reporting of such data to external interested parties should pe
based on|specific requirements, such as severity (possibly requiring immediate notification as in the
case of a reportable breach) or aggregated values (as might be the case for.attempted intrusions which
were detg¢cted and blocked).

Organizations should note that in order to satisfy certain information needs, before analysis apd
evaluatioh can proceed, an appropriate volume of data needs<to“be collected in order to provide
a meanirgful basis for assessment and comparison (e.g. when conducting statistical analysis). [In
addition, [the processes of monitoring, measurement, analysis; and evaluation can need testing ahd
fine-tunipg before the resulting measures can be useful.té the organization. Organizations shoyld
thereforeldetermine a limit to the duration of any fine-tuning (so as to proceed with the real objectiye,
measuremnent of the ISMS) and for how long monitoring and collection should continue before analy$is
and evalyation can commence.

Organizations can adjust their measurement timéframes, as they update their measurement activitigs,
to addresf specific environmental changes-listed in 8.2. For example, if an organization is transitionipg
from a m@nual data source to an automated’source, a change in frequency of collection can be requirgd.
Furthernjore, a baseline is needed totcompare two sets of measures taken at different points in tige
and potentially by different methods\but aiming to fulfil the same information need.

An orgarjization can choose te, sStructure their monitoring, measurement, analysis, and evaluatipn
activities|into a measurement,programme. It is important to note, however, that ISO/IEC 27001 has po
requiremgent for organizatiens to have such a programme.

=}

6.5 WHho will monitor, measure, analyse and evaluate

Organizations (€onsidering requirements of ISO/IEC 27001:2013, 9.1 and 5.3) should specify who
monitors| measures, analyses and evaluates in terms of individuals or roles. Monitoring, measuremeht,
analysis, [dd evaluation can be performed using either manual or automated means. WhetHer
the measurement is performed manually or automatically, organizations can define the following
measurement-related roles and responsibilities:

a) measurement client: the management or other interested parties requesting or requiring
information about the effectiveness of an ISMS, controls or group of controls;

b) measurement planner: the person or organizational unit that defines the measurement constructs
that links measurable attributes to a specified information need;

c¢) measurement reviewer: the person or organizational unit that validates that the developed
measurement constructs are appropriate for evaluating information security performance and the
effectiveness of an ISMS, controls or group of controls;

6 © ISO/IEC 2016 - All rights reserved
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e)

f)
g)
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information owner: the person or organizational unit that owns the information that

provides

input into measures. This person is responsible for providing the data and is also frequently (but

not always) responsible for conducting measurement activities;

information collector: the person or organizational unit responsible for collecting, recording and

storing the data;

information analyst: the person or organizational unit responsible for analysing data; and

information communicator: the person or organizational unit responsible for communicating the

results of nnq]ycic

(0)i

In
di

7

7.

Far the purposes of this guidance, the performance of planned agtivities and the effectiven

re

a)

b)

Th
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N
w
ef

7.

Pe
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ganizations can combine some, or possibly all, of these roles.

Hividuals performing different roles and responsibilities throughout the processés ca
verse skill sets and associated awareness and training.

Types of measures

1 General

sults can be measured by applying the two following types-of measures:

performance measures: measures that express the planned results in terms of the charg
of the planned activity, such as head counts, milestone accomplishment, or the degree
information security controls have been implemented;

effectiveness measures: measures that express the effect that realization of the planned
has on the organization’s information security objectives.

formation security objectives, policies-and requirements.

te that the terms “performance-measures” and “effectiveness measures” should not be
th the ISO/IEC 27001:2013, 9.1 requirement to evaluate information security performance
fectiveness.

2  Performancemeasures

rformance measures can be used to demonstrate progress in implementing ISMS processes, a
ocedures andispecific security controls. Whereas effectiveness concerns the extent to whic

tent to which information security processes and controls have been implemented. These
Ip determine whether the ISMS processes and information security controls have been imp
specified.

1 require

bss of the

cteristics
to which

activities

ese measures can be inherently organization-specific since each organization has its own particular

confused
and ISMS

ssociated
1 planned

tivities have'been realised and intended results achieved, performance measures should concern the

measures
lemented

Performance measures use data that can be obtained from minutes, attendance records, project plans,
automated scanning tools and other commonly-used means of documenting, recording, and monitoring
ISMS activities.

The collection, analysis, and reporting of measures should be automated wherever possible, in order to

re

©

duce the cost and effort required and the potential for human error.
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Example 1

When measuring the degree of implementation of specific information security controls, such as
the percentage of laptops with hard disk encryption, the results of this measure will likely be, at
first, less than 100%. When the result reaches and remains at 100%, it can be concluded that the
information systems have fully implemented the security controls addressed by this measure, and
measurement activities can refocus on other controls in need of improvement.

Example 2

For a nev ISMS, the organization should first seek to ensure that top management attends the-reviey
and oth¢r meetings that can be called. The planned (or intended) result in this case is full attendanc
at all meetings, barring sickness and permitted prior commitments. The measure is.simply hoy
many afftend versus how many ought to attend, with a possible modifier that absencé was for goo
reason. At first, the results of these measures might indicate a shortfall. However, with time, result
should 1leach and remain close to their planned targets. At this point, the organization should begi
to focus|its measurement efforts on effectiveness measures (see 7.3).

- N = < (D <

After mogt performance measures reach and remain at 100%, the organization should begin to focus jts
measuremnent efforts on effectiveness measures. Organizations should fiever fully retire performance
measureq because they can be helpful in pointing out specific seeufity controls that are in need|of
improverpent; however, over time, the emphasis and resources being applied to measurement shoyld
shift away from these measures and towards effectiveness measures (see 7.3).

According to ISO/IEC 27001:2013, 9.1, it is likewise imporftant to also measure the effectiveness|of
the manjgement system (discussed next). To operate a‘suitable ISMS, organizations should measure
performalnce and effectiveness at planned intervals.

7.3 Effectiveness measures

Effectivemess measures should be used to deseribe the effectiveness and impact that the realisations|of
the ISMS|risk treatment plan and ISMS protesses and controls have on the organization’s informatipn
security [objectives. These measuresyshould be used to determine whether ISMS processes aphd
information security controls arg~operating as intended and achieving their desired outcomegs.
Dependirlg upon those objectives effectiveness measures can be used to quantify, e.g.:

a) costgavings produced bgithe ISMS or through costs incurred from addressing information security
incidgnts;

b) the dpgree of custemer trust gained/maintained by the ISMS; and
c) the afhievement of other information security objectives.
EffectivenesSsmeasures can be created by combining data obtained from automated monitoring ahd
evaluatioE tdols with manually-derived data about ISMS activity. This can require tracking a varigty
of measures across the organization in a manner that can be directly tied to the ISMS activities and
information security events. To achieve this, an organization should have an established capability to:

d) evaluate the degree to which ISMS processes, controls, or groups of controls have been implemented
through performance measures;

e) collect data from automated monitoring and evaluation tools;
f) manually collect data from ISMS activities;
g) normalize and analyse data originating from multiple automated and manual sources; and

h) interpretand report this data to decision makers.
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These effectiveness measures combine information about the realisation of the risk treatment plan
with a variety of information about resources and can provide inputs to the risk management process.
They can also provide the most direct insight into the value of information security to the organization
and can be the ones that ought to be of most interest to top management.

Example 3

Exploitations of known vulnerabilities are known to cause a large portion of information security
incidents. The greater the number of known vulnerabilities and the longer that they are not
addressed (e.g. patched), the greater the probability of their exploitation by associated threats and

e greater the related risk exposure. An effectiveness measure can help an organizationdgtermine
its risk exposure caused by such vulnerabilities.

xample 4

A training course can have specific training objectives for each course module. An effecfiveness
heasure can help the organization to determine the extent to which each trainee has understood
dach lesson and is able to apply their new knowledge and skills. These measures usually| require
rhultiple data points, such as: results of post-training tests; examination.of incident data cofrrelated
with training topics; or analysis of help desk calls correlated with training topics.

8| Processes

8.1 General
Mpnitoring, measurement, analysis and evaluation{s€e Figure 2) consists of the following prqcesses:
a)| identify information needs;

b)| create and maintain measures;

c)| establish procedures;

d)| monitor and measure;

e)| analyse results; and

f)| evaluate information security performance and ISMS effectiveness.

In|addition, there is:ai ISMS management process that covers the review and improvement of the above
priocesses, see 88.
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( )
Identify information
needs

Evaluate information

] ( Cr H
st;:u rity performance J L e
measures

and ISMS effectiveness

Analyse results Establish procedures

[ |

L Monitor and measure J‘

Figure 2 — Monitoring, measurenient, analysis and evaluation processes

8.2 Idgntify information needs

The creatfion of measures shouldbegin with identification of information needs, which can assist in the
understahding of the operational.characteristics and/or performance of any aspect of the ISMS, suchfas
any of thq following:

a) interpsted party neéds;
b) the strategic direction of the organization;

c) informatiensecurity policy and objectives; and

d) the risk®reatment plan.

The following activities should be performed to identify relevant information needs:

e) examine the ISMS, its processes and other elements such as:
1) information security policy and objectives, control objectives and controls;
2) legal, regulatory, contractual and organizational requirements for information security; and
3) the information security risk management process outcomes.

f) prioritize the identified information needs based on criteria, such as:

1) risk treatment priorities;

10 © ISO/IEC 2016 - All rights reserved
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2) capabilities and resources of an organization;

3) interested party needs;

4) the information security policy and objectives, and control objectives;

5) information required to meet organizational, legal, regulatory, and contractual obligations; and
6) the value of the information to be obtained in relation to the cost of measurement;

g) select a subset of information needs required to be addressed in measurement activities from the
prioritized list; and

h)| document and communicate the selected information needs to all relevant interested)parfties.
8.8 Create and maintain measures

8.B.1 General

O1jganizations should create measures once and thereafter review and ‘systematically update these
measures at planned intervals or when the ISMS’s environment undergoes substantial charlges. Such
chianges can include, among others:

a)| the scope of the ISMS;

b)| organizational structure;

c)| interested parties including interested party roles, responsibilities and authorities;
d)| business objectives and requirements;

e)| legal and regulatory requirements;

f)| achievement of desired and stable.nesults for several subsequent cycles; and

g)| introduction or disposition of information processing technologies and systems.
Crleating or updating such measures can include, among others, the followings steps:
h)| identify current secufity practices that can support information needs;

i)| develop or update-measures;

j)| document measures and define implementation priority; and

k)| keep management informed and engaged.

Updatingimeasures is expected to take less time and effort than the initial creation.

8 2 ldontifv currant cocnritvynieacticacthat can - cunnorbinformation-neadc
T rereRthy-eurrencsecurity pracaeesthatt €an-Sstppoerc Hrormaaoineeas

Once an information need is identified, organizations should inventory existing measurement and
security practices as a potential component of measurement. Existing measurement and security
practices can include measurement associated with:

a) risk management;
b) project management;
c) compliance reporting; and

d) security policies.

© ISO/IEC 2016 - All rights reserved 11


https://standardsiso.com/api/?name=9647226a6a539a95d4b743107a005b19

ISO/IEC 27004:2016(E)

8.3.3 Develop or update measures

Measures should respond to the information need. They can rely on the current practices or they
need new ones. Newly identified measures can also involve an adaptation of existing measures or
measurement processes. In any case, the identified measures should be defined in sufficient detail to
enable these measures to be implemented.

Examples of data that can be collected to support security measures include:

a) output of various logs and scans;

b) statigtics on training and other human resource activities;
c) relevpnt surveys and questionnaires;

d) incident statistics;

e) resulgs of internal audits;

f) resul[s of business continuity/disaster recovery exercises; and

g) reports from management reviews.

These angl other potential sources of data, which can be of either of interyal or external origin, shoyld
be examihed and types of available data identified.

The selecfed measures should support the priority of the information needs and can consider:
h) ease pf data collection;

i) availjbility of human resources to collect and manage-data;

j) availability of appropriate tools;

k) number of potentially relevant performance‘indicators supported by the measure;

1) ease pfinterpretation;

m) number of users of developed measurement results;

n) evidgnce showing the measute/sfitness for purpose or information need; and

0) costs|of collecting, mandging, and analysing the data.

Organizations should document each measure in a form that ties the measure to the relevgnt
informatjon need (or‘geeds) and provides sufficient information about the characteristics describipg
the measfire and how to collect, analyse, and report it. Suggested information descriptors are provided
in Table 1.

The exanpples-in Annex B use Table 1 as a template Two examples have an additional 1nformat1
descriptol{ea ah >
Organizations may 1nclude this mformatlon descrlptor 1fthey Con51der 1t useful There is no smgle way
to specify such measurement constructs and Annex C demonstrates an alternative free-form approach.

It should be noted that different measures may need to be provided to meet the needs of different
measurement clients (see Table 1), which can be internal or external. For example, measures for
addressing top management information needs can differ from those for system administrator
consumption (e.g. either interested party can have a specific range or focus, or granularity).

Each measure should correspond to, at least, one information need, while a single information need
might require several measures.

Organizations should take care when using subjective measures as measures formed by combining two
or more subjective measures can adversely affect the final result.
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Table 1 — Example security measure descriptors

Information Meaning or purpose
descriptor gorpurp
Measure ID Specific identifier.
Information need Over-arching need for understanding to which the measure contributes.
Measure Statement of measurement, generally described using a word such as “percentage”,
“number”, “frequency” and “average”.
Formula/scoring How the measure should be evaluated, calculated or scored.
Desired result of the measurement, e.g., a milestone or a statistical measure $r a set of
Tqrget thresholds. Note that ongoing monitoring can be required to ensure continued-dftainment
of the target.
Implementation Evidence that validates that the measurementis performed, helps iderntify possiple causes
eyidence of poor results, and provides input to the process. Data to provideinput into th¢ formula.
Flequenc How frequently the data should be collected and reported. Therecan be a reason for having
q y multiple frequencies.
Rbsponsible parties The person responsible for gathering and processing the measure. At the|least, an
FSP p Information Owner, Information Collector and Measurement Client should be idlentified.
Potential data sources can be databases, tracking ¢ools, other parts of, the orghnization,
Djta source S e e ae )
external organizations, or specific individual ro]és.
Reporting How the measure should be collected and reportited, e.g., as text, numerically, grapHically (pie
format chart, line chart, bar graph etc.), as part of a ‘dashboard’ or another form of prefpentation.

It lis very important to define measures in such way as-to collect data once and use it foif multiple
pyrposes. Ideally, the same data should support a variety of measures that can respond to| different
inferested parties’ information needs. Note also;that what is easiest to measure need nof be most
meaningful or most relevant.

Tdrgets should state the desired end states-for specific measures with respect to the ISMS processes
arld controls, the achievement of information security objectives, and for the effectiveness off the ISMS
to|be evaluated.

Egtablishment of targets can be ‘facilitated if historic data that pertains to developed o1 selected
measures is available. Trends ‘®bserved in the past can in some cases provide insight into franges of
pdrformance that have existed previously and guide the creation of realistic targets. [However,
organizations should be Caytioned that without due consideration, setting targets based upon what
was previously achievéd or previous performance can also perpetuate a status quo or evepn impede
continual improvemént.

8.8.4 Docunient measures and prioritize for implementation

Fallowing.definition of the required measures, their compilation should be documented and pfioritized

can be 1mplemented as well. See also 6.4 for guidance on when to perform monitoring and related
activities.

8.3.5 Keep management informed and engaged

Management on different organizational levels needs to be involved in developing and implementing
measures, so that the measures reflect management’s needs. Furthermore, management should receive
regular updates in appropriate formats and styles, to ensure that it remains informed concerning the
security measurement activities throughout the process of measures development, implementation
and application.
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8.4 Establish procedures

To implement defined and prioritized measures the following steps should be taken:

a) interested parties who should be participating in the security measurement process should be
made aware of measurement activities and the rationale behind it; and

b) data collection and analysis tools should be identified and, if needed, modified, to effectively and
efficiently gather measures.

Organiza

tions should establish procedures for data collection, analvsis, and reporting of measures

or

example |

c) data
data
Data

1) =
2) o
3) g

d) data
analy

e) repol
1) 5

NOTE
mode

2) e

Dy
collection, including secure data storage and verification. The procedures should define h
verification can be performed by applying such techniques as:

nsuring a value lies within a range of possible values;

hecking against a list of expected values; and

apturing contextual information, e.g., the time at which a datum was collected.

analysis and reporting of analysis of measures. The procedures should specify the df
sis techniques and the frequency for reporting the resulting measures;

ting methods and formats, which can include:
corecards to provide strategic information by integrating high-level performance indicator

These may be termed ‘key performance indigators’ (see the information security measuremg
in Annex A).

xecutive and operational dashboards fdcused on strategic objectives, rather than on speci
ontrols and processes;

eporting formats ranging from simple and static styles, such as a list of measures for a giv|
me period, to more sophisticated cross-referencing reports with nested groupings, rolli
ummaries, and dynamic drill:through or linking. Reports can be more useful when there i
eed to present interestéd,parties with raw data in an easy-to-read format; and

auges to represemt-dynamic values including alerts, additional graphical elements a
hbelling of end-points.

d

3) 1

t

S

1

4) ¢

1
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nitor andimeasure

Procedurgs for fiionitoring and measurement accomplished by either manual or automated means, a
for storage and verification, should be defined. Data verification can be performed by qualifying t
data colldcted against a checklist to ensure that the effects on the analysis of missing data are mininj

w

s collected, stored, verified and which context information is necessary for further processing.

nt

fic

cn

ng
b a

hd

hd
he
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and that the values are correct or within recognized bounds. For the purpose of analysing, sufficient
data should be collected to ensure that the results of analysis are reliable.

Organizations should collect, analyse, evaluate and report measures to relevant interested parties
with established periodicity. When any of the conditions stated in 8.3.1 occur, the organization should
consider updating its monitoring, measurement, analysis, and evaluation processes.

Prior to publishing information in reports, dashboards, etc., the organization should determine how
collected data and results can be shared, and with whom, as some information security-related data
can be sensitive from a confidentiality perspective.

14
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Moreover, there is benefit to having a process to check and evaluate the collection process to confirm
that the right measures are being collected and in a manner such that they are repeatable, precise and
consistent.

8.6 Analyse results

Collected data should be analysed in relation to the target for each individual measure. Guidance for
performing statistical analysis can be found in ISO/TR 10017.

The data analysis results should be interpreted. The person analysing the results (communicator)
shiould be able to draw some initial conclusions based on the results. However, since the commuhicator(s)
might not be directly involved in the technical and management processes, such conclusionstjeed to be
reviewed by other interested parties. All interpretations should take into account the‘contgxt of the
measures.

Ddta analysis should identify gaps between the expected and actual meastrement resylts of an
implemented ISMS, controls or groups of controls. Identified gaps can point to needs for impiroving the
implemented ISMS, including its scope, policies, objectives, controls, processes and procedureg.

8.7 Evaluate information security performance and ISMS effectiveness
Infaccordance with 5.2, organizations should:

a)| express their information needs in terms of the organization’s questions concerning information
security performance and ISMS effectiveness; and

b)| express their measures in terms of those information needs.

It |therefore follows that the analysis of the restlts of monitoring and measurement will provide
dgta which can be used to satisfy the information needs (see Annex A). Evaluation is the grocess of
inferpreting that data to answer the organization’s information security performance fnd ISMS
effectiveness questions.

8.8 Review and improve monitoring, measurement, analysis and evaluation prgcesses

Monitoring, measurement, analysis, and evaluation processes should continually improve|with the
needs of the ISMS. Continual improvement activities can include, among other things:

a)| soliciting feedbackifrom interested parties;
b)| revising collection and analysis techniques, based on lessons learned and other feedback
c)| revisingigiplementation procedures; and

d)| information security benchmarking data.

8.p“ Retain and communicate documented information

In order to fulfil the requirements of ISO/IEC 27001:2013, 9.1, it is only necessary for organizations
to retain documented information as evidence of the organization’s monitoring and measurements.
Organizations are at liberty to decide what is appropriate. Organizations can, for example, document
the process and the methods used to analyse and evaluate the results.

Reports that are used to communicate measurement results to relevant interested parties should be
prepared using appropriate reporting formats. The conclusions of the analysis should be reviewed by
relevant interested parties to ensure proper interpretation of the data. The results of data analysis
should be documented for communication to interested parties.

© ISO/IEC 2016 - All rights reserved 15
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The information communicator should determine how to communicate the information security
measurement results, such as:

a) which measurement results should be reported internally and externally;
b) listings of measures corresponding to individual interested parties, and interested parties;

c) specific measurement results to be provided, and the type of presentation, tailored to the needs of
each group; and

d) means for obtaining feedback from the interested parties to be used for evaluating the usefulness
of mgasurement results and the effectiveness of information security measurement.
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Annex A
(informative)

An information security measurement model

The measurement information model described in Figure A.1 is presented and explained in

ISP/IEC 15939, and can be applied to ISMS. It describes how attributes of relevant entiti

bs can be

qyantified and converted to indicators that provide a basis for decision making. The.njodel is a
stfucture which starts with linking information needs to the relevant entities and attributes of concern.
Fdr example, the information need can be how well the employees are informed abolt the information

security policy. Entities include processes, controls, documented informatign;”systems

devices,

pdrsonnel and resources. Examples of relevant entities in an ISMS are: risk 'management process,

a
m

The measurement information model helps to determine what the ‘measurement planner
specify during monitoring, measurement, analysis, and evaluation,

IS

ac

diting process, information classification, management of access rights, information secur
bbile device policy, back-end computer, administrator and employee.

ty policy,

needs to

D/IEC 27001:2013, 9.1 requires that organizations evaluaté-the information security performance
and the effectiveness of the ISMS. This often involves the identification of indicators, and fr

bm these,

cording to the significance and importance of the indicators to the organization’s purposes, key

pdrformance indicators (KPI - sometimes also referred-te as ‘key success indicators’) can be identified.

Td determine such indicators, an organization can‘€stablish base measures and derive a mea

th

The measurement model in this Annex (using base measure, derived measure, performance

em by using a measurement function that combines two or more base measures.

bure from

indicator

arld measurement result) is an example ofithe approach to fulfil the ISMS requirements for meagurement.

There are other possible ways of looking-at the process of measurement, analysis and evaluat

on.

© ISO/IEC 2016 - All rights reserved
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Figure A.1 — Key relationships in the measurement information model
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Annex B
(informative)

Measurement construct examples

B

T}
m
IS

1 General

mbers

D/IEC 27001:2013.
Related ISMS processes Measurement construct example nameés
and controls
(Clause or control number in
ISO/IEC 27001:2013)
51,71 B.2 Resource allocation
7.5.2,A.5.1.2 B.3 Policy review
5.1,9.3 B.4 Management commitment
8.2,8.3 B.5 Risk exposutre
9.2,A18.2.1 B.6 Audit programme
10 B.7 Improvement actions
10 B.8 Seeurity incidents cost
10,A.16.1.6 B.9\learning form information security incidents
10.1 B.10 Corrective action implementation
A.7.2 B.11 ISMS training or ISMS awareness
A72.2 B.12 Information security training
A.7.2.1,A.7.2.2 B.13 Information security awareness compliance
A7.2.2 B.14 ISMS awareness campaigns effectiveness
A.7.2.2,A9.3.1, Av16.1 B.15 Social engineering preparedness
A9.3.1 B.16 Password quality - manual
A9.3.1 B.17 Password quality - automated
A9.25 B.18 Review of user access rights
A1T1.2 B.19 Physical entry controls system evaluation
A11.1.2 B.20 Physical entry controls effectiveness
Al11.2.4 B.21 Management of periodic maintenance
Al121.2 B.22 Change management
A12.21 B.23 Protection against malicious code
Al12.21 B.24 Anti-malware
Al12.21,A17.2.1 B.25 Total availability
A12.2.1,A.13.1.3 B.26 Firewall rules
A12.4.1 B.27 Log files review
A12.6.1 B.28 Device configuration
A.12.6.1,A.18.2.3 B.29 Pentest and vulnerability assessment
Al12.6.1 B.30 Vulnerability landscape
A.15.1.2 B.31.1/B.31.2 Security in third party agreements

© ISO/IEC 2016 - All rights reserved
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and controls

Related ISMS processes Measurement construct example names

(Clause or control number in
ISO/IEC 27001:2013)

A.l6 B.32 Security incident management effectiveness
A.16.1 B.33 Security incidents trend
A16.1.3 B.34 Security event reporting
A18.2.1 B.35 ISMS review process
A182.3 B.36 Vulnerability coverage
A cross reference of the relationship to clauses or control objective numbers in ISO/IEC 27001:20[L3
is includ€d for each example. In addition, for two examples (B.20 and B.28) an additional informatipn
descriptolr called “action” is included. This defines the action to be taken in the event thatthe'targefis
not met. Qrganizations may include this information descriptor if they consider it useful;Indeed, thgre
is no single way to specify such measurement constructs and Annex C demonstrates\an alternative
free-form approach.
B.2 Repsource allocation
Informatjion descriptor Meaning or purpose
Measure |D Organization-defined
Information need Quantify resources which are being allocated to information security with respejct
to original budgets
Measure Breakdown of resources allocated’to information security (internal personngl,
contracted personnel, hardware,software, services) within annual budget
Formula/pcoring Allocated resources/used resources within a budgeted period of time
Target 1
Implemerftation evidence Information security fesource monitoring
Frequency Yearly
Responsible parties Information Owner: information security manager
InformationCollector: information security manager
Inforymation Customer: board of directors
Data sourfce Information security budget
Information security effective expenditure
Information security resources usage reports
Reporting format Radar diagram with a resource category for each axis and the double indication jof
allocated and used resources
Relationship ISO/IEC 27001:2013, 5.1: Leadership and commitment
ISOAEC 270012613, 7t Resources
20 © ISO/IEC 2016 - All rights reserved
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Information descriptor

Meaning or purpose

M

easure ID

Organization-defined

Information need

To evaluate whether the policies for information security are reviewed at planned

intervals or if significant changes occur

Manun < FCI Lcutasc Uf l.lU‘ll\,_y ICV iCVVCd

F¢rmula/scoring Number of information security policies that were reviewed in previous year/
Number of information security policies in place * 100

Tqrget Green: >80, Orange >=40%, Red <40%

Implementation evidence Document history mentioning review of document or décument list indicating
date of last review

Frequency Collect: after planned interval defined for reviews,(e.g. yearly or after dignificant
changes)
Report: for each collection

Responsible parties Information owner: Policy owner who has approved management responsibility

for the development, review and evaluation of the policy
Information collector: Internal auditor

Measurement client: Chief information security officer

Data source Review plan of policies, history'section of a security policy, list of docurpents
Reporting format Pie chart for current situation and line chart for compliance evolution repr¢sentation
Rglationship ISO/IEC 27001:2013, A.5.1.2: Review of the policies for information security

ISO/IEC 2700162013, 7.5.2: Creating and updating of documented in

formation

© ISO/IEC 2016 - All rights reserved
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B.4 Management commitment

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Assess management commitment and information security review activities
regarding management review activities

Measure a) rv{auaSClucut review ulcctiuso \,u1up1ctcd todate
b) Average participation rates in management review meetings to date
Formula/pcoring a) Divide [management review meetings performed] by [managemeht revigw
meetings scheduled]
b) Compute mean and standard deviation of all participation rate§ toomanagemeht
review meetings
Target Resulting ratio of indicator a) should fall between 0.7 and.1.1 to conclude the

achievement of the control objective and no action. Evenifitfails, it should be stjll
over 0.5 to conclude the least achievement. With regarid to indicator b), Comput¢d
confidence limits based on the standard deviation«ndicate the likelihood that gn
actual result close to the average participation rate will be achieved. Very wigle
confidence limits suggest a potentially large departure and the need for contingenty
planning to deal with this outcome.

Implemer]tation evidence

1.1 Count management review meetings sCheduled to date

1.2 Per management review meetingsto date, count managers planned to attend
and add a new entry with a default@alue for unplanned meetings performed in 4n
ad hoc manner

2.1.1 Count planned manageinent review meetings held to date
2.1.2 Count unplanned management review meetings held to date
2.1.3 Count rescheduled management review meetings held to date

2.2 For all managément review meetings that were held, count the number pf
managers who'attended

Frequency

Collect: Monthly

AnalysisYQuarterly

Réport: Quarterly

Measurement revision: Review and update every 2 years

Period of measurement: Applicable 2 years

Responsible parties

Information owner: Quality system manager (assuming combined managemept
system of QMS and ISMS)

Information collector: Quality manager; Information security manager

Measurement client: Managers responsible for ISMS; Quality system manager

Data source

1. Information security management review plan/schedule

2. Management review minutes/records

Reporting format

Line chartdepicting indicator with criteria over several data collection and reporting
periods with the statement of measurement results. The number of data collection

and reporting periods should be defined by the organization.

Relationship

22
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B.5 Risk exposure

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Assess exposure of the organization to information security risks
Measure a) High and medium risks beyond acceptable threshold

b) Timely review of high and medium risks

F¢rmula/scoring a) Threshold for high and medium risks should be defined and respensihle parties
alerted if the threshold is breached

b) Number of risks without status update

Tqrget 1
Implementation evidence Updated risk register
Frequency Collect: minimum quarterly

Report: each quarter

Responsible parties Information owner: Security staff

Information collector: Security staff

Data source Information risk register
Reporting format Trend of high risks
Trend of accepted high andunedium risks
Rglationship ISO/IEC 27001:201358.2: Information security risk assessment

ISO/IEC 27001:2013, 8.3: Information Security Risk Treatment
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B.6 Audit programme

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Completeness of the audit programme

Measure Total number of audit performed compared with the total number of audits planned
Formula/pcoring (Total number of audits performed) / (Total number of audits planned) * 100,
Target >95%
Implemerjtation evidence Audit programme and related reports monitoring
Frequency Yearly
Responsible parties Information owner: Audit manager
Information collector: Audit manager
Information customer: Top management
Data sourfce Audit programme and audit reports
Reporting format Trend chart linking the ratio of completed audits against the programme for eath
sampled year
Relationship ISO/IEC 27001:2013, 9.2: Internal audit
ISO/IEC 27001:2013, A.18.2.1: Independent review of information security
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B.7 Improvement actions

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Verify the status of improvement actions and their management according with plans

Measure Percentage of actions on time, costs and quality (i.e. requirements) against all
P}allllcd abtiUllD
The actions should be the ones planned (i.e. opened, stand-by and.ih.prpgress) in
the beginning of the timeframe

F¢rmula/scoring [(Actions on time, costs and quality) / (Number of actions)] * 100

Tqrget 90%

Implementation evidence Status monitoring of each action

Frequency Quarterly

Responsible parties Information Owner: project management offige
Information Collector: project management office
Information Customer: information security manager

Data source Relevant project plans

Reporting format List of all relevant actions and their status (actual time, costs and quality forecast
against the planned ones) with'the percentage of actions on time, costs ahd quality
against the relevant number of actions in the timeframe

Rglationship ISO/IEC 27001:20135Clause 10: Improvement

Ngte that this measure may be improved-by weighting each action considering their criticality (e.g.,

actions that address high risks).

A list of all relevant actions should be together with the synthetic result, so that a high numbgr of non-

critical but within acceptable boundaries won’t hide a low number of critical actions outside acceptable

bdundaries.

© ISO/IEC 2016 - All rights reserved
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B.8 Security incident cost

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Considerations about costs arising from lack of information security

Measure Sum of costs for each information security incident occurred in the sampling period
Formula/pcoring Sum (costs of each information security incident)

Target Less than an acceptable threshold defined by the organization

Implemerjtation evidence Systematic gathering of costs for each information security incidents

Frequency Quarterly

Responsible parties Information owner: Computer security incident response team-(GSIRT)

Information collector: Information security manager

Information customer: Top management

Data source Incident reports

Reporting format Column chart showing costs of information security incidents for this and previofis
sampling periods.

It can be followed by a drill-down with:
— average cost of each informatien security incident;

— average cost of each information security incident for each informati¢n
security incident category (categoties should be previously defined).

Relationship ISO/IEC 27001:2013, Clause 10: Improvement
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B.9 Learning from information security incidents

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Verify whether security incidents trigger actions for improving the

current security situation

Mfao urc

h N 1 £ s - oA | el dedeaas I e s H
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ntactions

F¢rmula/scoring

Sum of security incidents that triggered actions/Sum of security incide

hts

Tqrget

Value should be higher than the threshold defined by the organization

—
=

iplementation evidence

Action plan with link to security incidents

Frequency Collect: Quarterly
Report: Every semester
Responsible parties Information owner: Computer security incident response team (CSIRT)

Information collector: Information security manager

Information customer: Information security»manager

Data source

Incident reports

Reporting format

Column chart showing costs of infofmation security incidents for this and previous

sampling periods.
It can be followed by a drill-down with:

— average cost of each information security incident;

— average costof each information security incident for each information

security incident catégory (categories should be previously defined).
Rdlationship ISO/IEC 27001:2013, Clause 10: Improvement

ISO/IEE27001:2013, A.16.1.6: Learning from information security|incidents
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B.10 Corrective action implementation

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Assess performance of corrective action implementation

Measure a) Status expressed as a ratio of corrective action not implemented

b) Status expressed as a ratio of corrective action not implemented without reas¢n

) Trend of statuses

Formula/pcoring a) Divide [Corrective action not implemented to date] by [Correctiveactions
planned to date]

b) Divide [Corrective action not implemented without reasen|\by [Correctiye
actions planned to date]

c) Compare Statuses with Previous statuses

Target In order to conclude the achievement of the objectivelanid no action, the ratios jof
indicator a) and b) should fall respectively betweenr024 and 0.0 and between 0.2
and 0.0, and Trend of indicator c) should have beeh declining for the last 2 repot
ing periods. The indicator c) should be presented in comparison with previofis
indicators so that the trend in corrective action implementation can be examingd.

[nd
]

Implemer]tation evidence 1. Count corrective actions planned to be'implemented to date
2. Count corrective actions recordedas'implemented by due date

3. Count corrective actions recorded as planned actions not taken with the reas¢n

Frequency Collect: Quarterly

Analysis: Quarterly

Report: Quarterly

Measurement Revision: Review annually

Period of Measurement: Applicable 1 year

Responsible parties Informationowner: Managers responsible for ISMS
Inforymation collector: Managers responsible for ISMS

Measurement client: Managers responsible for ISMS; Information security managpr

Data sourfce Gorrective action reports

Reporting format Stacked bar chart with the statement of measurement results including an executiye
summary of findings and possible management actions, that depicts total numbgr
of corrective actions, separated into implemented, not implemented without| a
legitimate reason, and not implemented with a legitimate reason.

Relationship ISO/IEC 27001:2013, 10.1: Nonconformity and corrective action
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B.11ISMS training or ISMS awareness

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To measure how many employees received an ISMS related awareness training and
establish control compliance with the organization’s information security policy

Mfaobu < PCI \,cutasc Uf Clll}J}U_yCCD llavius pat ‘L'u,lpatcd tU dll ISI\V{S dvwdlTIITSS tl d nlng
F¢rmula/scoring I1 = [Number of employees who received ISMS training/number of empl¢yees who
have to receive ISMS training] * 100
12 = [Number of employees who renewed their ISMS training:in the last year /

number of employee in scope] * 100

Tqrget

Green: if 11>90 and 12>50%
otherwise Yellow: if 11>60% and 12>30%

otherwise Red

Red - intervention is required, causation analysis must be conducted to determine

reasons for non-compliance and poor performance
Yellow - indicator should be watched'closely for possible slippage to Re

Green - no action is required

jon

—

mplementation evidence

Participation lists of all awareness trainings; count of logs/registries Y
training field/row filler as “Received”

vith ISMS

Frequency

Collect: Monthly, first working day of the month
Analysis: Quarterly,

Report: Quarterly

Measurement Revision: Review annually

Period,ef Measurement: Annual

Responsible parties

Information owner: Training manager - Human resources
Information collector: Training management - Human resource depart

Measurement client: Managers responsible for an ISMS, Chief inf
security officer

ment

brmation

Data source Employee database, training records, participation list of awareness trainings
Reporting format Bar graph with bars colour-coded based on target. Short summary of what the measure
means and possible management actions should be attached to the bar fhart.
OR
Pie chart for current situation and line chart for compliance evolution reprgsentation.
Retatromship ISOAEC 270012643 A7 2Competence:
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B.12 Information security training

Informat

ion descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

requirement

To evaluate compliance with annual information security awareness training

Measure

D = £ 1 '} H | 1ot et e = -
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Formula/|

scoring

[Number of employees who received annual information security awarene
training/number of employees who need to receive annual information-securi
awareness training] * 100

S
Ly

Target

0-60% - Red; 60-90% - Yellow; 90-100% Green. For Yellow, if progress of at lea
10% per quarter is not achieved, rating is automatically red.

reasons for non-compliance and poor performance.
Yellow - indicator should be watched closely for possiblé slippage to Red.

Green - no action is required.

Red - intervention is required, causation analysis must be conducted to determine

St

Implemer

tation evidence

row filler as “Received”

Count oflogs/registries with annual informatien security awareness training fielgl/

Frequenc

Collect: Monthly, first working day of the'month
Analysis: Quarterly

Report: Quarterly

Measurement Revision: Review annually

Period of Measurement: Anual

Responsible parties

Information owner: Information security officer and Training manager

Information collector: Training management - Human resource department

Measurement'client: Managers responsible for an ISMS; Security managemert;
Training management

Data sourfce Employee database, training records

Reporting format Bar graph with bars colour-coded based on target. Short summary of what the meds-
ure means and possible management actions should be attached to the bar chart.

Relationship ISO/IEC 27001:2013, A.7.2.2: Information security awareness, education and
training.
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B.13 Information security awareness compliance

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Assess status of compliance with organization security awareness policy among
relevant personnel

Mfao urc

1D deocl e
L. T TUgITSS5 U Udtt

2. Progress to date with signing

F¢rmula/scoring

Derive the “progress to date” by adding status for all personiel having signed,
planned to be completed to date

Derive “progress to date with signing” by divide personnel-having signpd to date
by personnel planned for signing to date

a) [divide progress to date by (personnel planned t6,date times 100)] and progress
to date with signing

b) Compare status with previous statuses

Tqrget a) Resulting ratios should fall respectivelyibetween 0.9 and 1.1 and between 0.99
and 1.01 to conclude the achievement/of the control objective and no action; and
b) Trend should be upward or stable

Implementation evidence 1.1. Count number of personnel scheduled to have signed and completed the

training to date

1.2. Ask responsible individual for percent of personnel who have completed the
training and signed

2.1. Count numbet-0fpersonnel scheduled to have signed by this date

2.2. Count numpber of personnel having signed user agreements

Ffequency

Collect: Monthly, first working day of the month
AnalysisyQuarterly

Report: Quarterly

Measurement Revision: Review annually

Period of Measurement: Annual

Responsible parties

Information owner: Information security officer and Training manager
Information collector: Training management; Human resource departr:[ent

Measurement client: Managers responsible for an ISMS; Security ma
training management

agement.

Data source

1.1. Information security awareness training plan/schedule: Personnel identified in plan

1.2 Personnel who have completed or in progress in the training: Personlnel status
with rpg:n'd ta the h‘aining

2.1. Plan for signing user agreements/schedule: Personnel identified in plan for signing

2.2. Personnel having signed agreements: Personnel status with regard to the
signing of agreements

Reporting format

Standard Font = Criteria have been met satisfactorily
Italic Font = Criteria have been met unsatisfactorily

Bold Font = Criteria have not been met
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Relationship ISO/IEC 27001:2013, A.7.2.2: Management responsibilities

ISO/IEC 27001:2013, A.7.2.1: Information security awareness, education and
training
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B.14 ISMS awareness campaigns effectiveness

Information descriptor

Meaning or purpose

Measure ID Organization-defined

Information need To measure if employees have understood content of awareness campaign

Measure Percentage of employees passing a knowledge test before and after ISMS awareness
campatgn

F¢rmula/scoring Choose a given number of employees who were targeted by an awarenessjcampaign
and let them fill out a short knowledge test about topics of the awarenessicampaign
Percentage of people passed the test

Tqrget Green: 90-100% of people passed the test, Orange: 60-90%)of people gassed the
test, Red: <60% of people passed the test

Implementation evidence Awareness campaign documents/information previded to employees; list of

employees who followed awareness campaign; knowledge tests

Frequency Collect: one month after awareness campaign
Report: for each collection
Responsible parties Information owner: Human resources

Information collector: Human resources

Measurement client: Informatioh security manager

hta source

Employee database, awareness campaign information, knowledge test

results

pporting format

Pie chart for representing percentage of staff members passed the test
and line chart for evolution representation if extra training has been
for a specific topi¢

situation
brganised

Ré

lationship

ISO/IEC 27001:2013, A.7.2.2: Information security awareness, educ
training

ation and

© ISO/IEC 2016 - All rights reserved
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B.15 Social engineering preparedness

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To evaluate whether staff is prepared to react properly in case of some social
engineering attacks

Measure

in . £ cdbadt sl = b= 4=l 4= b= 4= L Al . N | ) .
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a given test consisting in sending a phishing email to (a selected part of the) stalff

Formula/pcoring

a=Number of staff having clicked on the link/number of staff participatinginthe tist

b = 1-Number of staff having reported the dangerous email through appropriafe

channels

¢ =Number of staff having followed the instruction given when €licking on the link,
i.e. start revealing a password/number of staff participating

d = An appropriate weighted sum of the above parameter;depending on the natufe
of the test

Target

d: 0-60: Red, 60-80: Yellow, 90-100: Green

Implemer]tation evidence

Count of activity on a simulated command and control addressed by the link. Take
care to respect personnel privacy aspects;"and to anonymise data so that tejst
participants do not have to fear negativeconsequences from this test.

Frequency

Collect: monthly to annually, depending en'the criticality of social engineering attacks

Report: for each collection

Responsible parties

Information owner: Chief information security officer
Information collector: IT sg@urity officer trained to respect privacy aspects

Measurement client: Risk owner

Data sourfce

il

—

List of staff, or userslof a given service; Awareness support, communication (ema
or intranet)

Reporting format

Test report indicating test details, measurements, analysis of results, and

recommen@dation, based on target and agreed treatment

Relationship ISO/IEC 27001:2013, A.16.1: Management of information security incidents
and improvements
ISO/IEC 27001:2013, A.9.3.1: Use of secret authentication information
ISO/IEC 27001:2013, A.7.2.2: Information security awareness, education and
training
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- manual

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

To assess the quality of the passwords used by the Users to access the

organization’s IT systems

e

a) Ratio of passwords which meet organization’s password quality pol

b) Trends of compliance status regarding password quality policy

ality policy

y

F¢rmula/scoring

Count number of passwords in user password database
Determine the number of passwords which satisfy organization’s passw

¥ of [Total number of passwords that comply with organization’s passwo
policy for each user]

a) Ratio of passwords which meet organization’s password quality poli
b) Trends of compliance status regardingipassword quality policy

c) Divide [Total number of passwords complied with organization’s
quality policy] by [Number of registered passwords]

d) Compare ratio with the previous ratio

brd policy
rd quality

y

pbassword

Tqrget Control objective is achieved‘and no action required if the resulting ratio is above
0.9.Ifthe resulting ratio isbetween 0.8 and 0.9 the control objective is nofachieved,
but positive trend indicates improvement. If the resulting ratio is below 0.8
immediate action shelild be taken.

Implementation evidence 1 Count number of passwords on user password database

2 Determine the-number of passwords which satisfy organization’s passw

Configuration file, password setting or configuration tool

ord policy

Ffequency

Collect:-Depending on the criticality but minimum yearly
Amalysis: After each collection

Report: After each analysis

Measurement Revision: Yearly

Period of Measurement: Yearly

Responsible parties

Information owner: System administrator
Information collector: Security staff

Measurement client: Managers responsible for an ISMS, Security manag

er

DataSource

User password database; Individual passwords

Reépeorting format

Trend line that depicts the number of passwords compliant with organization’s

password quality policy, superimposed with trend lines produced during previous

reporting periods.

Relationship

ISO/IEC 27001:2013, A.9.3.1: Use of secret authentication information

© ISO/IEC 2016 - All rights reserved
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B.17 Password quality - automated

Information descriptor Meaning or purpose
Measure ID Organization-defined
Information need To assess the quality of the passwords used by the Users to access the

organization’s IT systems

1 Todal 1 £ <l
Measure T rotarmmoer-or passworas

2 Total number of uncrackable passwords

Formula/pcoring 1 Ratio of passwords crackable within 4 hours
2 Trend of the ratio 1
a) Divide [Number of uncrackable passwords] by [Total number,of passwords]

b) Compare ratio with the previous ratio

Target Control objective is achieved and no action required if the.xré€sulting ratio is aboye
0.9.If the resulting ratio is between 0.8 and 0.9 the conttol objective is not achieved
but positive trend indicates improvement. If the fesulting ratio is below 0}8
immediate action should be taken.

Implemer]tation evidence 1 Run query on employee account records

2 Run password cracker on employee sysfentaccount records using hybrid attagk

Frequency Collect: Weekly

Analysis: Weekly

Report: Weekly

Measurement revision: Reviiew and update every year

Period of measurementnApplicable 3 years

Responsible parties Information owner:System administrator
Information cellector: Security staff

Measurement-client: Managers responsible for an ISMS, Security manager

Data sourfce Employee system account database

Reporting format Trendline that depicts password crackability for all records tested superimpos¢d
with lines produced during previous tests.

Relationship ISO/IEC 27001:2013, A.9.3.1: Use of secret authentication information
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B.18 Review of user access rights

Information descriptor

Meaning or purpose

Measure ID

Organization-defined

Information need

Measure on how many systematic user access rights reviews are performed on

critical systems

Measure Percentageoferiticalsystems-whereuseraceessrightsareperiodicaltyjreviewed

F¢rmula/scoring [Number of information systems classified as critical where periodie.aedess rights
reviews are performed/Total number of information systems classifiedas crifical] * 100

Tqrget Green: 90-100%, Orange: 70-90%, Red <70%

Implementation evidence Proofs of reviews (e.g. email, ticket in ticketing system, formula proofihg review

completion)

Ffequency

Collect: After any changes such as promotion, demotion oy termination of employment

Report: each semester

Responsible parties

Information owner: Risk owner
Information collector: Chief information-security officer

Measurement client: Information security manager

Data source Assetinventory, system used to track ifreviews were performed, e.g., Ticketng system
Reporting format Pie chart for current situation andline chart for compliance evolution repr¢sentation
Rglationship ISO/IEC 27001:2013, A9.:2.5: Review of user access rights
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B.19 Physical entry controls system evaluation

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need To show the existence, extent and quality of the system used for access control
Measure Strength of physical entry controls system

Formula/pcoring Scale from 0-5

0 There is no access control system

1 There is an access system where PIN code (one factor system)is used fpr
entry control

2 There is an access control card system where pass card (one, factor system)|is
used for entry control

3 There is an access card system where pass card and/PIN code is used fpr
entry control

4 Previous + log functionality activated

5 Previous + PIN code is replaced by biometric authentication (fingerprint, voife
recognition, retina scan etc.)

Target Value 3= satisfactory

Implemerftation evidence Qualitative assessment where each subsét grade is a part of the grade above. Contrjol
the type of entry control system and inspect the following aspects:

— Access control card system éxistence
— PIN code usage
— Log functionality

— Biometric authentication

Frequency Collect: Yearly.

Analysis: Yearly

ReportyYearly

Measurement revision: 12 months

Period of measurement: Applicable 12 months

Responsible parties Information owner: Facility manager
Information collector: Internal auditor/external auditor

Measurement client: Management committee

Data sourfce Identity management records
Reporting fermat Graphs
Relationship ISO/IEC 27001:2013, A.11.1.2: Physical entry controls
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B.20 Physical entry controls effectiveness

Information descriptor

Meaning or purpose

M

easure ID

Organization-defined

Information need

1. Ensure an environment of comprehensive security and accountability for

personnel, facilities, and products

2 Tmtegrate phystcat and foration SeCUTity protection MecanisSsS
appropriate protection of the organization’s information resources

0 ensure

Measure Number of unauthorized entry into facilities containing informatien'systeis (subset
of physical security incidents)

Formula/scoring Current number of physical security incidents allowing unauthorized ¢ntry into
facilities containing information systems/previous value
(Note that these measures need to take into accountorganization-specific context
such as the total number of physical security incidénts)

Tqrget Below 1.0

Implementation evidence Systematic analysis of physical security incidént reports and access corjtrol logs

Frequency Quarterly for data gathering and reporting

Responsible parties Information owner: Physical security)officer
Information collector: Computer, security incident response team (CSIRT)
Information customer: Chief information officer, Chief information securjity officer

Data source Physical security incidentreports
Physical access contrgllogs

Reporting format Plot showing trend-of unauthorized entry into facilities containing information

systems for the most recent sampling periods

Re

Ad

lationship

tion

ISO/IEC 27001:2013, A.11.1.2: Physical entry controls

Review and improve physical security controls applied to informatiof systems.

© ISO/IEC 2016 - All rights reserved
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B.21 Management of periodic maintenance

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need To evaluate timeliness of maintenance activities in relation to schedule

Measure Maintenance delay per completed maintenance event

[ For each completed event, subtract [Date of actual maintenance]| from [Date of

Formula/pcoring .
scheduled maintenance]
1. Organization-specific, for example, if average delay is consistently showing pt
over 3 days, the causes need to be examined

Target 2. Ratio of completed maintenance events should be greater than 0.9

3. Trend should be stable or close to 0
4. Trend should be stable or upwards

1 Dates of scheduled maintenance
) ) 2 Dates of completed maintenance
Implemerjtation evidence
3 Total number of planned maintenance events

4 Total number of completed maintenance eyents

Collect: quarterly

Frequency

Report: annually

Information owner: System administrator
Responsible Parties Information collector: Securijty staff

Measurement client: Secusity manager, IT manager

1 Plan/schedule of system maintenances
Data sourfce )
2 Records of system maintenances

Line chart that'depicts the average deviation of maintenance delay, superimpos¢d
with lines produced during previous reporting periods and the numbers of systems
Format within the'scope

An explanation of findings and recommendation for potential management actign

Relationship ISO/IEC 27001:2013, A.11.2.4: Equipment maintenance
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B.22 Change management

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Evaluate whether change management best practice as well hardening policy are
respected

Mezasure Percentageof rew-instattedsystemsthatwererespectedchangemanaggment best
practice and hardening policy

Fermula/scoring Number of newly installed applications or systems where evidences of respecting
the change management best practices are available/number of'hewly installed
applications

Tqrget All systems must follow the change management guidelines

Implementation evidence Ticketing system, e-mails, reports, checklist used forconfiguration

Frequency Collect: Every semester
Report: Yearly to management, each semester‘to' Information security thanager

Responsible parties Information owner: Risk owner
Information collector: Risk owner
Measurement client: Information/sécurity manager

Data source Ticketing system, e-mails, repoxts, checklist used for configuration, configuration
review tool report

Reporting format Pie chart for current situation and line chart for compliance evolution repr¢sentation

Rglationship ISO/IEC 27001:2013, A.12.1.2: Change management
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B.23 Protection against malicious code

Information descriptor

Meaning or purpose

Measure |

D

Organization-defined

Information need

To assess the effectiveness of the protection system against malicious software attacks

Measure Trend of detected attacks that were not blocked over multiple reporting periods
Formula/pcoring Number of security incidents caused by malicious software/number of detect¢d
and blocked attacks caused by malicious software
Target Trend line should remain under specified reference, resulting in a downward pr

constant trend
Implemerjtation evidence 1 Count number of security incidents caused by malicious saffware in the

incident reports

2 Count number of records of blocked attacks

Frequenc

Collect: Daily

Analysis: Monthly

Report: Monthly

Measurement Revision: Review annually

Period of Measurement: Applicable 1 year

Responsible parties

Information owner
Information collector

Measurement client

Data sourice 1 Incident reports
2 Logs of countermeasure software for malicious software

Reporting format Trend line that depicts ratio of malicious software detection and prevention with
lines produced-during previous reporting periods

Relationship ISO/IEC 27001:2013, A.12.2.1: Controls against malware

NOTE Organizations adepting this measure should consider the following issues that may lead to fan

incorrect

nalysis of suchsmeasure:

— “npmber of detected and blocked attacks caused by malicious software” can be very high; thus

such

— if

expe

measure'can result in very small ratios;

in‘ene period there is an increase of spreading of a specific virus, an organization may
[ience an increase of malware attacks and incidents; in this case the ratio remains the sanpe,

even if the increase of incidents can raise concern.
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24 Anti-malware
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Information descriptor

Meaning or purpose

M

easure ID

Organization-defined

Information need

Number of malware affected systems which do not have an updated anti-malware

solution
Measure Percentageof matwareaffectedsystemsconnectedtotheorganization’s network
with obsolete (e.g. more than one week) antimalware signatures
Fermula/scoring (Number of obsolete antivirus) / (Total workstation)
Tqrget 0 or a small value decided by the organization
Implementation evidence Monitoring of antivirus activities in each malware affected system
Frequency Daily
Responsible parties Information owner: IT operations
Information collector: IT operations
Information customer: Chief information security officer
Dfta source Monitoring tools
Antimalware console
Reporting format Numbers per system classes (workstations, servers, o/s)
Rglationship ISO/IEC 27001:2013, A.12:2.1: Controls against malware
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B.25 Total availability

Information descriptor

Meaning or purpose

Measure ID Organization-defined

Information need Availability of IT services for each service, compared with the defined maximum
downtime

Measure ForeachtFservicetheend-to-end availalu;ht_y 1S compat ed-with—thermraximam
availability (i.e., excluding the previously defined downtime windows)

Formula/pcoring (Total availability)/(Maximum availability excluding downtime windows)

Target Service availability target

Implemerjtation evidence

Monitoring of end-to-end availability of each IT service

Frequency

Monthly

Responsible parties

Information owner: IT operations
Information collector: IT quality

Information customer: Chief information officer

Data sourfce

Monitoring tools

Reporting format

For each service, two lines:

1. line linking the actual availability.(percentage) of each sampled period

2. line (for comparison purposes)showing the availability target
Relationship ISO/IEC 27001:2013, A.17.2.1:; Availability of information processing facilit
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B.26 Firewall rules

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need Evaluate current firewall performance

Measure Unused firewall rules on border firewalls

Formula/scoring Countofborder firewall rules which have been used 0 times in the last sampling period

Tqrget 0

Implementation evidence Records of usage counters on each firewall rules

Frequency Bi-annual or yearly

Responsible parties Information owner: network manager/information security manager
Information collector: network analyst/security analyst
Information customer: network manager/information security managdgr

Data source Firewall management console, firewall review report

Reporting format Countorlist of unused firewall rules to be'marked for review and possible deletion

Rglationship ISO/IEC 27001:2013, A.13.1.3: Ségpvegation in networks
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B.27 Log files review

Information descriptor Meaning or purpose

Measure ID Organization-defined

Information need To assess the status of compliance of the regular review of critical system log files
Measure Percentage of audit log files reviewed when required per time period
Formula/pcoring [# of log files reviewed within specified time period/total # of log files|*100
Target Result below 20% should be examined for causes of underperformance
Implemerjtation evidence Add up total number of log files listed in the review log list

Frequency Collect: Monthly (depending on the criticality, it could go to daily or\rgal-time)

Analysis: Monthly (depending on the criticality, it could go to daily or real-time
Report: Quarterly
Measurement Revision: Review and update every 2 years

Period of Measurement: Applicable 2 years

Responsible parties Information owner: Security manager
Information collector: Security staff

Measurement client: Managers responsible for an ISMS, Security manager

Data sourfce System; individual log files; evidence of'the log review

Reporting format Line chart that depicts the trend with a summary of findings and any suggest¢d
management actions

Relationship ISO/IEC 27001:2013, A.12.4.1: Event logging
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