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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take par
ad 1EC
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SO/IECJTC 1.

lescribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria ne¢
the different types of document should be noted. This document was drafted in-4Accordance W
pditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the
bf patent rights. ISO and IEC shall not be held responsible for identifying any or all such
rights. Details of any patent rights identified during the development\of the document will b
ntroduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for:the convenience of users and d
constitute an endorsement.

For an explanation on the voluntary nature of standards, the meaning of ISO specific ter
bxpressions related to conformity assessment, as wellas information about ISO's adherencg
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the fo
JRL: www.iso.org/iso/foreword.html.

[his document was prepared by Technical' Committee ISO/IEC JTC 1, Information tec
bubcommittee SC 31, Automatic identification and data capture techniques.

['his second edition cancels and replaces the first edition (ISO/IEC 29167-10:2015), which h
fechnically revised.

A list of all parts in the ISO/IEC 29167 series can be found on the ISO website.
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Introduction

This document specifies the security services of an AES-128 crypto suite. AES has a fixed block size of
128 bits and a key size of 128 bits, 192 bits or 256 bits. This document uses AES with a fixed key size of
128 bits and is referred to as AES-128.

This document specifies procedures for the authentication of a Tag and or an Interrogator using AES-
128 and provides the following features:

— Tag Authentication;

— Tag Authentication allows authenticated and encrypted reading of a part of the Tag’s memorys;

— Interrogator Authentication;

— Interrogator Authentication allows authenticated and encrypted writing of a part of theTag’s memory
— Mufual Authentication.

Crypto[suite only supports encryption on the Tag and uses encryption for “enctypting” messages senf
from thie Tag to the Interrogator and “decrypting” messages received from the'Interrogator.

The International Organization for Standardization (ISO) and International Electrotechnica
Commission (IEC) draw attention to the fact that it is claimed that ‘eompliance with this documenf
might involve the use of patents concerning radio-frequency identification technology given in thg
clauses|identified below.

ISO and IEC take no position concerning the evidence, validity’and scope of these patent rights.

The holders of these patent rights have assured ISO and EC that they are willing to negotiate licenseg
under reasonable and non-discriminatory terms andconditions with applicants throughout the world
In this fespect, the statements of the holders of these patent rights are registered with ISO and IEC
Information on the declared patents may be obtained from:

Impinj, Inc.
Chris Dorio

Chief Strategy and Technology Officer

The latpst information on IP_that might be applicable to this document can be found at www.isof
org/patents.
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Information technology — Automatic identification and

data capture techniques —

Part 10:

ommunications

Scope

['his document specifies the crypto suite for AES-128 for the ISO/IEC 18000.air interfaces stg
for radio frequency identification (RFID) devices. Its purpose is to provide al\common crypto §
security for RFID devices that might be referred by ISO committees for-air interface standa
hpplication standards.

['his document specifies a crypto suite for AES-128 for an air interface for RFID systems. The
buite is defined in alignment with existing air interfaces.

[his document specifies various authentication methods)and methods of use for the enc
hlgorithm. A Tag and an Interrogator can support one, a<subset, or all of the specified options
btating what is supported.

P Normative references

[he following documents are referred to.in the text in such a way that some or all of their

indated references, the latest editionlof the referenced document (including any amendments)

SO/IEC 9797-1, Information technology — Security techniques — Message Authentication Codes (M
Part 1: Mechanisms using a bleck:-cipher

Part 63: Parameters for air interface communications at 860 MHz to 960 MHz Type C

SO/IEC 19762, Information technology — Automatic identification and data capture (AIDC) techn
Harmonized vacabulary

SO/IEC 29167-1, Information technology — Automatic identification and data capture techni
Part 1: Security services for RFID

ndards
uite for
rds and

crypto

ryption
clearly

content

constitutes requirements of this document. For dated references, only the edition cited applliies. For

hpplies.
[ACs) —

SO/IEC 18000-63, Information technology — Radio frequency identification for item management —

ques —

ques —

B“OTerms, definitions, symbols and abbreviated terms

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 and the

following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at http://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1 Terms and definitions

© ISO/IEC 2017 - All rights reserved
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3.1.1

AES-CMAC-96 (key, data)

CMAC generation with input data "data", using initialization vector "IV" and 128-bit key "key",
truncating the result by using only the 96 most significant bits from the 128-bit CMAC code

3.1.2
AES-DEC (key, data)
AES in ECB decryption mode of input data "data" and 128-bit key "key"

3.1.3
AES-ENC (key, data)
AES in ECB encryption mode of input data "data" and 128-bit key "key"

3.14
AuthenticationBlock
variabl¢ that contains information to verify the authenticity of the Tag or the Interrogatér:

3.1.5
bit stripg
ordered sequence of Os and 1s

3.1.6
block dipher
family ¢f functions and their inverse functions that is parameterized by’keys

Note 1 tp entry: The functions map bit strings of a fixed length to bit stpings of the same length.

3.1.7
blocksjze
number of bits in an input (or output) block of the block«cipher

3.1.8
CBCEgn(_AES (1V, key, data)

AES in €BC encryption mode of input data "data”, using initialization vector "IV" and 128-bit key "key"|
accordiphg to NIST/SP 800-38A

Note 1 tp entry: Output blocks (Oj) are obtained from input blocks (I;) as follows:
— 01 § AES-ENC( key, I1 XOR IV ), and

— On § AES-ENC( key, I XORO(n=-1) ).

Note 2 tp entry: C.2 describes-the cipher block chaining.

3.19
CBCpg(_AES|nv (IV;i-key, data)
AES in £BC decryption mode of input data "data", using initialization vector "IV" and 128-bit key "key"
accordiphg tosNIST/SP 800-38A

Note 1 tp entry: Output blocks (Oj) are obtained from input blocks (I;) as follows:

— 01=AES-DEC( key, I1) XOR IV, and
—  Op = AES-DEC( key, I) XOR In1y ).

3.1.10
CBCgnc_AESinv (1V, key, data)
CBC in encryption mode using initialization vector "IV" and 128-bit key "key"

Note 1 to entry: Output blocks (0;) are obtained from input blocks (I;) as follows:

— 01=AES-DEC(key, I1 XORIV ), and

2 © ISO/IEC 2017 - All rights reserved
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—  On = AES-DEC( key, In XOR Opn-1) ).

3.1.11
CBCpgc_AES (1V, key, data)
CBC in decryption mode using initialization vector "IV" and 128-bit key "key"

Note 1 to entry: Output blocks (Oj) are obtained from input blocks (I;) as follows:

— 01 =AES-ENC( key, I;) XOR IV, and

yay A QAL I 2N A Y hY
— Un = ALOSTEINUGURCY, In ) AURN l(n.l) )

8.1.12
Ciphertext
encrypted plaintext

8.1.13

ripher-based message authentication code
CMAC

hlgorithm based on a symmetric key block cipher

Note 1 to entry: In this document, data is systematically padded with Zeho bits before computing the MAC,
Fesulting in the last block of MAC inputs is always complete. Therefore;K1-MAC is always used. It makes the
fomputation of K2-MAC useless.

Note 2 to entry: The computation of the MAC shall comply~with the requirements of MAC method 5 in
SO/IEC 9797-1.

8.1.14
Command (Message)
Jata that the Interrogator sends to a Tag with "Message" as parameter

8.1.15
D
humber of 128-bit blocks that can be added to the authentication response as custom data and feader

B.1.16

Hata block

block

sequence of bits whose length is the block size of the block cipher

8.1.17
ENC_key
Pariable that contdins the key that will be used for cryptographic confidentiality protection

Note 1 to entry: This variable shall be used for cryptographic confidentiality protection.

3.1.18
H
humber of bits of the header

3.1.19
Header
H bits composed of BlockSize, Offset, Profile and BlockCount

3.1.20

Initialization Vector

v

input block that some modes of operation require as an additional initial input

© ISO/IEC 2017 - All rights reserved 3
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3.1.21

input block

data that is an input to either the forward cipher function or the inverse cipher function of the block
cipher algorithm

3.1.22

Key

string of bits used by a cryptographic algorithm to transform plaintext into ciphertext or vice versa or
to produce a message authentication code

3.1.23
KeyID
numerifal designator for a single key

3.1.24
Key[KdyID].ENC_key
variabl¢ that contains the key that will be used for encryption

Note 1 tp entry: This variable shall be used for encryption.

3.1.25
Key[KgyID].MAC_key
key thaf can be used for cryptographic integrity protection

3.1.26
MAC_kgey
variabl¢ that contains the key that will be used for cryptographic integrity protection

Note 1 tp entry: This variable shall be used for cryptographic integrity protection.

3.1.27
Memorjy Profile
start pqinter within the Tag’s memory for addressing custom data block

3.1.28
Message
part of the command that is defined by the crypto suite

3.1.29
Mode df Operation
Mode
algorithm for the cryptographic transformation of data that features a symmetric key block ciphet
algorithm

3.1.30
output|block

data that is affoutput of either the forward cipher function or the inverse cipher function of the block
cipher 4lgoetithm

3.1.31
Plaintext
ordinary readable text before being encrypted into ciphertext or after being decrypted from ciphertext

3.1.32
Reply (Response)
data that the Tag returns to the Interrogator with "Response” as parameter

3.1.33
Response
part of the reply (stored or sent) that is defined by the crypto suite

4 © ISO/IEC 2017 - All rights reserved


https://standardsiso.com/api/?name=d5b7ed5ae81038e769d7e1ec7bfeee8c

3.1.34
word

ISO/IEC 29167-10:2017(E)

bit string comprised of 16 bits

3.2 Symbols and abbreviated terms

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CMAC Cipher-based Message Authentication Code

DIV integral part of a division

Field[a:b]  selection from a string of bits in Field
For a > b, selection of a string of bits from the bit string Field. Selection ranges fron bit
number a until and including bit number b from the bits of the string in Field, whergby
Field[0] represents the least significant bit. For selecting one single bit from Field agb.
For example, Field[2:0] represents the selection of the three'least significant bits of Field.

FIPS Federal Information Processing Standard

Vv Initialization Vector

.SB Least Significant Byte

MAC Message Authentication Code

MPI Memory Profile Indicator

MSB Most Significant Byte

NIST National Institute of Staridards and Technology (United States)

RFU Reserved for FutureUse

1D Tag-IDentification or Tag [Dentifier (depending on context)

J11 Unique Identification ID

KXX X binary.rfotation of term "xxxx", where "x" represents a binary digit

KXXXh bexadecimal notation of term "xxxx", where "x" represents a hexadecimal digit
In this crypto suite, the bytes in the hexadecimal numbers are presented with the most
significant byte at the left and the least significant byte at the right. The bit order gjer
byte is also presented with the most significant bit at the left and the least significant bit
at the right.

For example, in "ABCDEF" the byte "AB" is the most significant byte and the byte "EF" is

the least significant byte.

concatenation of syntax elements, transmitted in the order written (from left to right)
For example, "123456" || "ABCDEF" results in "123456ABCDEF", where the byte "12" is the

most significant byte and the byte "EF" is the least significant byte.

Note 1 to entry This protocol uses the following notational conventions:

— States and flags are denoted in bold. Some command parameters are also flags; a command
parameter used as a flag will be bold. Example: ready.

© ISO/IEC 2017 - All rights reserved
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— Command parameters are underlined. Some flags are also command parameters; a flag used as
a command parameter will be underlined. Example: Pointer.

— Commands are denoted in italics. Variables are also denoted in italics. Where there might be
confusion between commands and variables, this protocol will make an explicit statement.
Example: Query.

4 Conformance

4.1 Alir interface protocol specific information

To claimh conformance with this document, an Interrogator or Tag shall comply with all relevant clauseq
of this document, except those marked as “optional”.

4.2 I]:errogator conformance and obligations

To confform to this document, an Interrogator shall implement the mandatory €ommands defined in
this dogument and conform to the relevant part of ISO/IEC 18000.

To conform to this document, an Interrogator can implement any subset.ef the optional commands
defined in this document.

To confprm to this document, the Interrogator shall not

— imJ)lement any command that conflicts with this document,or

— require the use of an optional, proprietary or custom command to meet the requirements of this
doqument.

4.3 Tag conformance and obligations

To confprm to this document, a Tag shall implement the mandatory commands defined in this documen{
for the $upported types and conform to thetelevant part of ISO/IEC 18000.

To confprm to this document, a Tag can implement any subset of the optional commands defined in thig
documgnt.

To confprm to this document, a(Tag shall not

— implement any command that conflicts with this document, or

— require the use of an optional, proprietary or custom command to meet the requirements of this
dodqument.

5 Infroduection of the AES-128 crypto suite

aced En ntion Standard (A is an open, royalty-free mmetric block cipher based on sa
called substitution-permutation networks. AES is highly suitable for efficient implementation in both
software and hardware, including extremely constrained environments such as RFID Tags. The AES
cipher is standardized as ISO/IEC 18033-3.

AES is approved by the National Institute of Standards and Technology (NIST). It was approved as a
standard in 2001 following a 5-year standardization process that involved a number of competing
encryption algorithms and published as FIPS PUB 197 in November 2001.

6 © ISO/IEC 2017 - All rights reserved
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AES was published, along with design criteria and test vectors, in Reference [2].

NOTE AES normally uses encryption to encrypt plaintext and decryption to decrypt ciphertext. This
crypto suite uses encryption both to encrypt plaintext as well as to decrypt ciphertext. This allows the use of an
encryption-only implementation on the Tag.

References for AES test vectors are provided in Annex D.

Annex F provides examples for the implementation of the functionality that is specified in this
document.

b Parameter definitions

Ifable 1 describes all the parameters that are used in this document.

Table 1 — Definition of AES-128 crypto suite parameters

Parameter Description

Parameter used in IResponse of IAM3 Message-with the parameters:

AES-DEC(Key[KeyID].ENC_key, C_IAM3][11:0] || Purpose_IAM3[3:0] || IRnd_
[ AuthenticationBlock IAM3[31:0] || TChallenge_IAM1[79:0])

This parameter is only introduced €0 make the content of the IResponge of
[AM3 Message easier to read.

16-bit predefined constant for MAM1 with the value "DA83y"
(for Tag to Interrogator response)

12-bit predefined constant for MAM2 with the value "DA8y"
(for Tag to Interrogator response)

16-bit predefined,constant for TAM1 with the value "96C5"
(for Tag to Intébrogator response)

16-bit predefined constant for TAM2 with the value "96C5y"
(for Tag to Interrogator response)

16-bitpredefined constant for TAM2 with the value "96C0y"
(fop Tag to Interrogator response)

16-bit predefined constant for TAM2 with the value "96C1y"
(for Tag to Interrogator response)

16-bit predefined constant for TAM2 with the value "96C2,"
(for Tag to Interrogator response)

16-bit predefined constant for TAM2 with the value "96C3,"
(for Tag to Interrogator response)

12-bit predefined constant for [AM2 with the value "DA8y"
(for Interrogator to Tag response)

12-bit predefined constant for [AM3 with the value "DA8y"
(for Interrogator to Tag response)

12-bit predefined constant for [AM3 with the value "DA9y,"
(for Interrogator to Tag response)

12-bit predefined constant for [AM3 with the value "DAAy"
(for Interrogator to Tag response)

12-bit predefined constant for [AM3 with the value "DABy"
(for Interrogator to Tag response)

C_MAM1[15:0]

C_MAM2[11:0]

C_TAM1[15:0]

C_TAM2[15:0]

C_TAM2_0[15:0]

C_TAM2_1[15:0]

C_TAM2_2[15:0]

C_TAM2_3[15:0]

C_IAM2[11:0}

C_IAM3>0[11:0]

C IJAM3 1[11-{\]

C_IAM3_2[11:0]

C_IAM3_3[11:0]

CUSTOMDATA(D*128-H) Part of the Tag’s memory that may be included in the authentication process
HEADER(H) Header of H bits preceding the custom data

IChallenge MAM1[79:0] 80-bit challenge generated by the Interrogator for use in MAM1

IChallenge TAM1[79:0] 80-bit challenge generated by the Interrogator for use in TAM1
IChallenge_TAMZ2[79:0] 80-bit challenge generated by the Interrogator for use in TAM2

© ISO/IEC 2017 - All rights reserved 7
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Table 1 (continued)

Parameter Description

IRnd_IAM2[31:0] 32-bit random data generated by the Interrogator for use in [AM2
IRnd_IAM3[31:0] 32-bit random data generated by the Interrogator for use in IAM3
Key[KeyID] Keyset identified by KeyID, consisting of ENC_key for encryption and

(optional) MAC_key for integrity protection

Variable that shall contain the key that will be used for cryptographic
integrity protection

MAC_key[127:0]

Authentication purpose bits for IAM2
Purposg¢_IAMZ2[3:0] If Purpose_IAM2[3:3] = Op the bits [2:0] are RFU with value 000,

If Purpose_IAMZ2[3:3] = 1y, the bits [2:0] are manufacturer defined
Authentication purpose bits for [AM3

Purposg_IAM3[3:0] If Purpose_IAM3[3:3] = Oy the bits [2:0] are RFU with value 000y,
If Purpose_IAM3[3:3] = 1y, the bits [2:0] are manufacturer défined
Authentication purpose bits for MAM2

Purpos¢_ MAM2[3:0] If Purpose_ MAMZ2[3:3] = Oy, the bits [2:0] are RFU wiith value 000y,
If Purpose_ MAMZ2[3:3] = 1y, the bits [2:0] aregmaniufacturer defined
TChallepge_1AM1[79:0] 80-bit challenge that the Tag generates forwse in [AM1
TChallehge_ MAM1[79:0] 80-bit challenge that the Tag generatés for use in MAM1
TRnd_TAM1[31:0] 32-bit random data provided by the Tag for TAM1
TRnd_TAMZ2[31:0] 32-bit random data provided by the Tag for TAM2

7 Crypto suite state diagram
The trapsitions between the crypto suite states-are specified in Figure 1.

The Tag shall transition from the Start State to the Next State conforming to the requirements specified
in Anngx A.

8 © ISO/IEC 2017 - All rights reserved
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Power-up?

TAM1, TAM2

Initial

MAM1 IAM1

o

MAM2 IAM2, IAM3
MAM1 IAM1

[A-OK

Key
All variable fields will be reset at power-up.
All errors result in a transition to Initial state.

Figure1*— Crypto suite Tag state diagram

[he Interrogator is consideréd authenticated only in the IA-OK state.

B Initialization and resetting
After power-up and-after a reset, the crypto suite shall transition into the Initial state.
After the Tag.encounters an error condition, it shall transition into the Initial state.

After the\Tag encounters an error condition, it may send an error reply to the Interrogator, but
Case the Tag shall select one Error Condition from the list that is specified in Annex B.

A'transition to Initial state shall also cause a reset of all variables used by the crypto suite.

in that

Implementations of this crypto suite shall assure that all memory used for intermediate results is

cleared after each operation (message-response pair) and after reset.

9 Authentication

9.1 General

This document supports Tag Authentication, Interrogator Authentication and Mutual Authentication.
All functions are implemented using a message-response exchange. This clause describes the details of

the messages and responses that are exchanged between the Interrogator and Tag.
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All message and response exchanges are listed in Table 2.

Table 2 — Message and response functions

Command Function

TAM1 message Send Interrogator challenge and request Tag authentication response

TAM1 response Return Tag authentication response

TAM2 message Send Interrogator challenge and request Tag authentication response with custom data
TAM2 fesponse Return Tag authentication response and custom data

IAM1 lﬁessage Send Interrogator authentication request

IAM1 rpsponse Return Tag challenge

IAM2 message Send Interrogator authentication response

IAM2 response Return Interrogator Authentication result

IAM3 message Send Interrogator authentication response plus custom data

IAM3 response Return Interrogator Authentication result

MAM1 message Send Interrogator challenge and request Tag authentication response and challenge

MAM1 fresponse Return Tag authentication response and challenge

MAM?2 message Send Interrogator authentication response

MAM2 response Return Interrogator Authentication result

9.2 Adding custom data to authentication process

This ddcument supports including part of the Tag’s membry as custom data to the authenticatior
procesd. The custom data may be protected (protection-efintegrity and authenticity) and/or encrypted
(confid¢ntiality protection) with the authentications The authentication message shall include the
referenfe KeylD to select an encryption key in Table*27 (see Clause 11). If protection of integrity and
authenticity of the data is requested, the selected-neference KeyID shall also contain a MAC key.

A Tag that supports including custom data inthe authentication process shall define at least one and af
most 16 memory profiles. All supported addresses or pointers for the memory profiles are specified in
Annex [.

The mgmory profiles may also beilinked to a key in Table 27 that shall be used for the encryptior
procesq to protect the data.

Custom|data is specified as-anumber (1 to 16) of consecutive 16-bit or 64-bit blocks in the Tag's memory
The cugtom data blockshall be defined by the parameters BlockSize, Profile, Offset and BlockCount
The mdde of operatiafitthat shall be used for the encryption and/or protection of the custom data i
specifiqd by ProtMode:

BlockSipe shall'select the size of the custom data block; "0p" specifies custom data in 64-bit blocks, "1y
specifigs custem data as 16-bit blocks.

Profile ghall select one of the memory profiles that are supported by the Tag. The memory profiles are
specified in Annex E.

Offset specifies a 12-bit offset (in multiples of 16-bit or 64-bit blocks) that needs to be added to the
address that is specified by Profile. Minimum value "000000000000" corresponds to a zero offset.
Maximum value is 111111111111y, (decimal 4095). For 16-bit blocks, the maximum bit pointer offset is
16 x 4095 = 65520. For 64-bit blocks, the maximum bit pointer offset is 64 x 4095 = 262080.

BlockCount specifies the 4-bit number of custom data blocks that need to be selected from the offset
position onwards. Minimum value is "0000p", corresponding to one single block. Maximum binary
value is "1111y", or decimal 15, corresponds to a maximum number of 16 blocks of custom data that
shall be included. If the number of included bits of the custom data including header is not a multiple
of 128 then padding with zeroes shall be applied to the least significant bits of the last block that has
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a non-zero block size of less than 128 bits. The Interrogator shall maintain the value of BlockCount for
use as part of the MAC verification process. The Tag manufacturer shall specify the number of custom
data blocks that can be included.

NOTE When combined with the values for BlockSize and BlockCount, as well as requiring that all component
blocks are complete, the padding scheme proposed in this document is unambiguous.

HEADER is composed of the concatenation of the BlockSize, Profile, Offset, BlockCount and extra zeroes
padding.

f BlockSize = “Op”, HEADER is a 64-bit value defined as:
HEADER = BlockSize[0:0] || Profile[3:0] || Offset[11:0] || BlockCount[3:0] || 00000000000.}000[00000n

f BlockSize = “1y”, Header is a 32-bit value defined as:

HEADER = BlockSize[0:0] || Profile[3:0] || Offset[11:0] || BlockCount[3:0] || 00000000000y
H represents the number of bits of HEADER. If BlockSize = “0y”, then H = 64, else H = 32.

D represents the number of 128-bit custom data blocks including thécheader, when present} and is
lefined by BlockCount and BlockSize. The minimum value of D shallybe 1. The maximum value of D
supported by the Tag is specified by the Tag manufacturer.

f n represents the decimal value of BlockCount (0 to 15), then D-is as follows:
— For TAM2

— If BlockSize = 0y, and TAM2_Rev=0, then D: ={(n+1) DIV 2 + (n+1) MOD2
— If BlockSize = 1 and TAM2_Rev=0, then:D:= (n+8) DIV 8

— If BlockSize = 0 and TAM2_Rev=1, then D: = (n+2) DIV 2 + (n+2) MOD2
— If BlockSize = 1y and TAM2_ReyZl, then D: = (n+10) DIV 8

— For IAM3

— If BlockSize = 0p and, TAM2_Rev=1, then D: = (n+2) DIV 2 + (n+2) MOD2
— If BlockSize = 1y and'TAM2_Rev=1, then D: = (n+10) DIV 8

CUSTOMDATA(D*128]) contains the custom data as a bit string with a length of D*128-H bits (including
padding) for IAM3aid TAM2 command and TAM2_Rev=1.

CUSTOMDATA(R?128) contains the custom data as a bit string with a length of D*128 bits (including
padding) for, TAM2 command and TAM2_Rev=0.

NOTE Access rights to custom data can be restricted by the specification of the interface. Annex E describes
brotocol-specific implementations for various modes of the ISO/IEC 18000 series.

ProtMaode cppr‘ifipc the maode of operation that shall he used for the encryption qnd/nr protection of
the custom data. Table 3 specifies the mode of operation for encryption algorithms and/or message
authentication algorithms for the (optional) protection (authentication and/or encryption) of
custom data.
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Table 3 — Supported modes of operation for ProtMode

ProtMode[3:0]2 Description
0000y, o Plaintext .
(no integrity and/or confidentiality protection requested)
0001y CBC (encryption only)
0010y CMAC (message authentication only)
0011y CBC + CMAC
0100}, Reserved for future use
0111y, Reserved for future use
1000y Manufacturer defined
1111, Manufacturer defined

a  When a ProtMode is selected that specifies data encryption (ProtMode,'0001p"
and "0011yp"), the Tag may assert a privilege that makes all memory accessjble for the
duration of the execution of the command. See Annex E for details of the aif interface
specific implementations.

NOTE This document specifies the use of an encryption-only implementation on the Tag.

9.3 Message and response formatting

The funpctionality of this document is implemented by means of a Command(Message)/(Response]
exchange (see Figure 2) as described in the air interface specification.

Command{Message)

Tag

(Response)

A

Interrogator

Figure 2 /— Command(Message)/Response exchange

The "aif interface part" gfthe Tag passes the Message on to the "crypto suite part" of the Tag and returns
the Response from the Jcrypto suite part” as a Reply to the Interrogator. The crypto suite shall parse
the Megsages and process the data based on the value of AuthMethod, which is the first parameter (firsf
two bits) of all Messages.

The following-subclauses describe the formatting of Message and Response for Tag Authentication

Interrogator Authentication and Mutual Authentication. The Messages for Tag Authentication

Nt ol A haontioot: oo Ln}lL Aictingaa: haod by Ae b Nl o ]

ofas Al q i oot oo oo ] 33+ adict: 3
Il‘lterl‘o sactor oot acroantvracaar ottt atroT StaT ot UTrS T g arsict O y ratrivie e oG

If AuthMethod = "00y", the Tag shall parse the Message for Tag Authentication as described in 9.4.
If AuthMethod = "01p", the Tag shall parse Message for Interrogator Authentication as described in 9.5.
If AuthMethod = "10p", the Tag shall parse Message for Mutual Authentication as described in 9.6.

If AuthMethod = "11p", then the Tag shall return a "Not Supported" error condition.
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9.4 Tag authentication (Method “00” = TAM)

9.4.1 General

Tag Authentication allows an Interrogator to authenticate a Tag by verifying the Tag’s secret key
with the TAM1 response. Optionally, the Tag may return part of its memory as custom data, which
may be protected (protection of integrity, authenticity of origin and timeliness) and/or encrypted
(confidentiality protection), with the TAM2 response.

[ag authentication only 1S impiemented in TAMI and Tag authentication with the addition of jcustom
Jata is implemented as TAM2.

['he following subclauses describe the formatting of Message and Response for Tag Authenticatjon.

[he TAM Messages are distinguished by the value of CustomData, which is the secend parametdr (third
hit) of both TAM Messages.

f CustomData = "0Op", the Tag shall parse the TAM1 Message for Tag Authentication without [custom
Hata as described in 9.4.2.

f CustomData = "1y", the Tag shall parse the TAM2 Message for Tag Authentication with custom|data as
lescribed in 9.4.5.

D.4.2 TAM1 Message

For Tag authentication, the Interrogator shall generate ad 80-bit random TAM1 Interrogator challenge
hind include that in the TAM1 message. The TAM1 message shall also include the reference KeyID to
belect an encryption key in Table 27 (see Clause 11),

['he TAM1 Message format is specified in Table:4'and has the following parameters:
— AuthMethod: value "00p" specifies the use for TAM;
— CustomData: flag with value "0y to‘indicate that no custom data is requested (TAM1);

— TAM1_RFU: value "00000p"(makes the total length of the TAM1 Message a multiple of 8-lits and
might be used for future extensions of this document;

— KeylD: 8-bit value that specifies the key that shall be used for TAM1;
— IChallenge TAMT: 80-bit random challenge that the Interrogator has generated for use in TAM1.

Table 4 — TAM1 Message format

AuthMethod CustomData TAM1_RFU KeyID IChallenge_TANI1
#.of bits 2 1 5 8 80
- ) random Interroggtor
Description 00y Op 00000y [7:0] challenge

The Tag shall accept this message in any state. If the value of the parameters of the message are invalid,
then the Tag shall transition to the Initial state, thereby aborting any cryptographic protocol that has
not yet been completed.

If the length of the TAM1 message is <> 96 bits, then the Tag shall return an "Other Error" error
condition.

If TAM1_RFU[4:0] is <> "00000p", then the Tag shall return a "Not Supported" error condition.

If the Tag does not support key[KeyID].ENC_key, then the Tag shall return a "Not Supported"” error
condition.
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9.4.3 TAM1 Response

If all parameters have been successful verified, then the Tag shall generate a response as specified in
Table 5. The Tag shall generate the random data TRnd_TAM1[31:0] and encrypt the concatenation of the
constant C_TAM1[15:0], the random data TRnd_TAM1[31:0] and the challenge IChallenge TAM1[79:0]
using Key[KeyID].ENC_key.

After rgturning the TAM1 Response (TResponse), the Tag shall remain in the Initial state,

9.4.4 |Final Interrogator processing TAM1

The Interrogator (or the external application controlling the Interrogator) decrypts the TAM1 Response
(TResppnse) and shall verify whether C_TAM1 and IChallenge TAM1 have)the correct value. If thg
values are correct, then the Tag can be considered as authentic.

9.4.5 |TAM2 Message

TAM?2 if used for Tag Authentication if the Tag needs to return part of its memory as custom data. The
custom(data is specified in 9.2 and may be protected (protection of integrity and authenticity of origin]
and/or decrypted (confidentiality protection).

The Interrogator shall generate an 80-bit random numbér for use as TAM2 Interrogator challenge.

The TAM2 Message format is specified in Table 6-dnd has the following parameters:

14

Table 5 — TAM1 Response

FTResponse
# of bits 128

AES-ENC( Key[KeyID].ENC_key, C_TAM1[15:0] ||
TRnd_TAM1[31:0] || IChallenge TAM1[79:0])

Description

AuthMethod[1:0]: value "00p" specifiestheuse for TAM;

CugtomData[0:0]: value "1y" specifiesjthat custom data is included in the Message (TAM2);

BlolckSize[0:0]: indicator that defines the size of the custom data block, "0p" specifies custom data as
64bit block, "1p" specifies custom data as 16-bit block. The support of 64-bit blocks is mandatory
the|support of 16-bit blocks-is optional;

TAM2 Rev[0:0]: indicatoér that defines the TAM2 Message format to be used, "Op" specifies to usg
thellegacy TAM2 megssage format as published in ISO/IEC 29167-10:2015, "11," specifies to use thg
reviised TAM2 niessage format in this document;

The protocol instantiated in the case TAM2_Rev=1 is expected to be more cryptographically robus
than the. legacy version with TAM2_Rev=0. A certificational weakness in the TAM2 processing
haq been‘identified and while the practical impact may be low under typical usage conditions fo1
TAM2_ Rev=0, it can be further reduced or eliminated using TAM2_Rev=1 which is recommended
henceforth.

TAM2 RFU[2:0]: value "000," makes the total length of the TAM2 Message a multiple of 8-bits and
might be used for future extensions of this document;

KeyID[7:0]: value that specifies the key that will be used for TAMZ2;
IChallenge TAMZ2[79:0]: random challenge that the Interrogator has generated for use in TAM2;

Profile[3:0]: pointer that selects a memory profile for the addition of custom data as specified in E.4.5;

Offset[11:0]: value that specifies the number of multiples of 16-bit or 64-bit blocks that needs to be
added to the address that is specified by Profile to define the first address of the custom data block;
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— BlockCount[3:0]: number that defines the size of the custom data as a number of 16-bit o

r 64-bit

blocks. If the number of included bits of the custom data including header is not a multiple of 128
then padding with zeroes shall be applied to the least significant bits of the last block that has a non-
zero block size of less than 128 bits. The Interrogator shall maintain the value of BlockCount for use

as part of the MAC verification process. The Tag manufacturer shall specify the number of
data blocks that can be included;

custom

— ProtMode[3:0]: value to select the mode of operation that shall be used to process the custom data

as specified in Table 3.

Table 6 — TAM2 Message format

completed.

tondition.

f BlockSize = "1p" and the Tag does not support value *1,", then the Tag shall return a "Not Sup
error condition.

f TAM2_Rev specifies a TAM2 message format'that is not supported by the Tag, then the T
return a "Not Supported" error condition.

fTAM2_RFU[2:0] is <> "000p", then the Tag shall return a "Not Supported" error condition.

tondition.

bupported" error condition:

['he Tag shall check ifthespecified memory profile has the right to use KeylID for further procesg

f Profile = "0000p"“and key[KeyID].MPI[0:0] = "1p" or
f Profile = "@001p" and key[KeyID].MPI[1:1] = "1p"

f Profile’=)'0010p" and key[KeyID].MPI[2:2] = "1p" or
f Profile = "0011y" and key[KeyID].MPI[3:3] = "1p" or

g 11

Auth Custom Block TAM2_ TAM2_ Key IChallenge Profile Offset Block Prot
Method Data Size Rev RFU ID _TAM2 Count| | Mode
# ofbits| 2 1 1 1 3 8 80 4 12 4 4
Descrip- random
ti(?n 00p 1p [0:0] [0:0] 000p [7:0] Interrogator [3:0] [11:0] [3:0] [3:0]
challenge
[he Tag shall accept this message in any state. If the parameters of the niessage are invalid, then|the Tag

thall transition to the Initial state, thereby aborting any cryptographic protocol that has not yjet been

f the length of the TAM2 message is <> 120 bits, then the Tag shall return an "Other Errof" error

ported”

hg shall

f the Tag does not support key[KeylD].ENC_key, then the Tag shall return a "Not Supported" error

f the memory profile specified in Profile is not supported by the Tag, then the Tag shall return a "Not

sing:

£ 10 £l I Fa W WaWal AW antds
1 Tromnic = vUlu Ub dlluKEyl Cyl JlVll'll‘l"l'J— 1p OI

if Profile ="0101p" and key[KeyID].MPI[5:5] = "1}" or

if Profile = "0110y," and key[KeyID].MPI[6:6] = "1p" or
if Profile = "0111y" and key[KeyID].MPI[7:7] = "1}," or
if Profile = "1000p" and key[KeyID].MPI[8:8] = "1p" or
if Profile = "1001p" and key[KeyID].MPI[9:9] = "1}," or

[
if Profile = "1010p" and key[KeyID].MPI[10:10] = "1" or

U

© ISO/IEC 2017 - All rights reserved

15


https://standardsiso.com/api/?name=d5b7ed5ae81038e769d7e1ec7bfeee8c

ISO/IEC 29167-10:2017(E)

if Profile = "1011p" and key[KeyID].MPI[11:11] = "1}," or
if Profile = "1100p" and key[KeyID].MPI[12:12] = "1p" or
if Profile = "1101p" and key[KeyID].MPI[13:13] = "1}" or
if Profile = "1110y," and key[KeyID].MPI[14:14] = "1," or
[

if Profile = "1111y," and key[KeyID].MPI[15:15] = "1p",

h h 1 L1z 1INl . 4=l - 1L i - £l
thent RCYTACVIUTIS AULIIUTTIAZTU 101 LIS HITCINUL y PDIULLIC,

else key[KeyID] is not authorized for this memory profile and the Tag shall return a "Not Supported]
error cgndition.

If the block of custom data specified by BlockSize, Profile, Offset and BlockCount is not supported by the
Tag, th¢n the Tag shall return a "Memory Overrun" error condition.

If the ProtMode value is not supported by the Tag, then the Tag shall return a “Nét Supported” errot
conditign.

9.4.6 |TAM2 Response

9.4.6.1| General

If all pjrameters have been successful verified, then the Tagshall proceed with parsing the TAMZ
message.

If TAM2_Rev = "0y", then the Tag encrypts the concatenation of C_TAMZ2[15:0], TRnd_TAMZ2[31:0] and
IChallenge TAMZ2[79:0] and the custom data represented by CUSTOMDATA(D*128). If TAM2_Rev = "1y,
then th¢ constant C_TAM?2 is replaced by one of the four constants, C_.TAM2_0[15:0], C_.TAM2_1[15:0], C]
TAM2_2[15:0] or C_.TAM2_3[15:0], as a function of.thé ProtMode value and the Tag encrypts the custon
data represented by CUSTOMDATA(D*128-H).

After rgturning the TAM2 Response (TResponse), the Tag shall remain in the Initial state.

9.4.6.2| Response if TAM2_Rev = !'0}," and ProtMode = "0000y": Plaintext

The Tag shall add custom data. in/ plaintext to the authentication block and generate a response as
specifidd in Table 7.

The KeyID identifies the eticryption key for AES encryption.

Table 7-=Response if TAM2_Rev = "0p" and ProtMode = "0000y": Plaintext

TResponse
# of bits 128 + D*128

AES-ENC(Key[KeyID].ENC_key, C_TAM2[15:0] ||
Description TRnd_TAMZ[3T:0] [ IChallenge_TAMZ[79:0]J 11
CUSTOMDATA(D*128)

9.4.6.3 Response if TAM2_Rev = "0p" and ProtMode = "0001}": CBC encryption only

The Tag shall add custom data with confidentiality protection to the authentication block and generate
aresponse as specified in Table 8.

The Tag shall use AES encryption in CBC mode to encrypt all D custom data blocks.

The KeylID identifies the encryption key for AES encryption in CBC mode.
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Table 8 — Response if TAM2_Rev = "0p" and ProtMode = "0001,": CBC encryption only
TResponse
# of bits 128 + D*128

AES-ENC(Key[KeyID].ENC_key, C_ TAM2[15:0] || TRnd_TAMZ2[31:0] ||
IChallenge TAM2[79:0])

Description

|| CBCENc_AES ( 1V = AES-ENC(Key[KeyID].ENC_key, C_TAM2[15:0] ||

FRd-TAMZ 3101 IChattengeTAM 21797013, KeyTKeviD ENCkey,
CUSTOMDATA(D*128))

D.4.6.4 Response if TAM2_Rev = "0p" and ProtMode = "0010p": CMAC message
authentication only

response as specified in Table 9.
computation.

hind the D following plaintext custom data blocks.

Table 9 — Response if TAM2_Rev = "0b" and ProtMode = "0010b": CMAC message
authentication only

[he Tag shall add custom data with integrity protection to the authentication block and generate a

Parameter KeylID identifies key[KeyID].ENC_key for AES encryption and/key|KeyvID].MAC_key for CMAC

['he Tag shall use AES-CMAC-96 to calculate the truncated 96-bit\GMAC over the authenticatidn block

TResponse

# of bits 128 + D*128 + 96

AES-ENC( Key[KevID].ENC_key, C_TAM2[15:0] || TRnd_TAM2[31:0] ||
IChallenge_TAM2[79:0])

Description || CUSTOMDATA(D*128)

[FAES-CMAC-96(Key[KeyID].MAC_key, AES-ENC( Key[KeyID].ENC_key,
C_TAM2[15:0] || TRnd_TAM2[31:0] || IChallenge TAM2[79:0]) ||
CUSTOMDATA(D*128))

D.4.6.5 Response if TAM2_Rev = "0p" and ProtMode ="0011}": CBC encryption with CMA
message authentication

['he Tag shall add custom data with confidentiality and integrity protection to the authenticatig
hnd generate a response as specified in Table 10.

Parameter KeylID identifies key[KeyID].ENC_key for AES encryption and key[KeyID].MAC_key f

ot
lelllJuLaLlUll.

The Tag shall use AES encryption in CBC mode to encrypt the initial authentication block
following D custom data blocks.

n block

CMAC

and all

The Tag shall use AES-CMAC-96 to calculate the truncated 96-bit CMAC over the authentication block

and the D following encrypted custom data blocks.

© ISO/IEC 2017 - All rights reserved
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Table 10 — Response if TAM2_Rev = "0p" and ProtMode = "0011}": CBC encryption with CMAC
message authentication

TResponse
# of bits 128 + D*128 + 96

AES-ENC(Key[KeyID].ENC_key, C_TAM2[15:0] || TRnd_TAM2[31:0] ||
IChallenge TAM2[79:0])

[TCBCENC_AES (IV=AES-ENC(Key[KevID[.ENC_key, C_TAMZ[15707 1]

TRnd_TAMZ2[31:0] || IChallenge TAMZ2[79:0]), Key[KeyID].ENC_key,
Description CUSTOMDATA(D*128))

|| AES-CMAC-96(Key[KeyID].MAC_key, AES-ENC(Key[KevID].ENC_ke},
C_TAM2[15:0] || TRnd_TAM2[31:0] || IChallenge_TAMZ2[79:0]) || CBCgN¢DAES
(IV= AES-ENC(Key[KeyID].ENC_key, C_ TAM2[15:0] || TRnd_TAM2{31:0] ||
IChallenge TAM2[79:0]), Key[KeyID].ENC_key, CUSTOMDATA(D*128))

9.4.6.6| Response if TAM2_Rev = "1j" and ProtMode = "0000p": Plaintext

The tag shall compute the authentication block as the encryption of C_TAMZ_0[15:0], TRnd_TAMZ2[31:0]
and IChiallenge TAM2[79:0].

The Tag shall add the header and the custom data in plaintext to.the authentication block and generatsg
arespohse as specified in Table 11.

The KeyID identifies the encryption key for AES encryption.

Table 11 — Response if TAM2_Rev = "1"\and ProtMode = "0000}": Plaintext

TResponse
# of bits 128 + D*128
AES-ENG(Key[KeyID].ENC_key, C_TAMZ_0[15:0] ||

Description TRnd_TAM2[31:0] || IChallenge TAM2[79:0]) || HEADER(H) ||
CUSTOMDATA(D*128-H)

9.4.6.7| Response if TAM2_Rev = "1j" and ProtMode = "0001}": CBC encryption only

The tag shall compute the@uthentication block as the encryption of C_TAMZ2_1[15:0], TRnd_TAMZ2[31:0]
and IChiallenge TAM2[79:0].

The Tag shall add the*header and the custom data with confidentiality protection to the authenticatior
block and generate(a response as specified below and in Table 12.

The Tag shalluse AES encryption in CBC mode to encrypt all D data blocks composed of the header and
the cusfom data.

The KeylD identifies the encryption key for AES encryption in CBC mode.
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Table 12 — TAM2_Rev = "1}," and Response if ProtMode = "0001,": CBC encryption only

TResponse
# of bits 128 + D*128

AES-ENC(Key[KeyID].ENC_key, C_ TAM2_1[15:0] || TRnd_TAMZ2[31:0] ||
IChallenge TAM2[79:0])

Description
|| CBCgnc_AES ( IV = AES-ENC(Key[KeyID].ENC_key, C_TAM2_1[15:0] ||
FRd-TAMZ 3101 IChattengeTAM 21797013, KeyTKeviD ENCkey,
HEADER(H) || CUSTOMDATA(D*128-H))
D.4.6.8 Response if TAM2_Rev = "1,," and ProtMode = "0010p": CMAC message

authentication only
[he Tag shall compute the authentication block as the encryption of C_TAM2_2[15:0], TRnd_TAMZ2[31:0]
hnd [Challenge TAM2[79:0]

['he Tag shall add the header and the custom data with integrity protection’to the authenticatign block
hnd generate a response as specified below and in Table 13.

Parameter KeyID identifies key[KeyID].ENC_key for AES encryption-and key[KeyID].MAC_key for CMAC
computation.

[he Tag shall use AES-CMAC-96 to calculate the truncated 96-bit CMAC over the authenticatidn block
hind the D following plaintext data blocks composed of thé header and the custom data.

Table 13 — Response if TAM2_Rev = "1”’and ProtMode = "0010p": CMAC message
authentication only

TResponse
# of bits 128 + D*128 + 96

AES-ENC(\Key[KeyID].ENC_key, C_ TAM2_2[15:0] || TRnd_TAM2[31:0] ||
IChallenge TAMZ2[79:0])

Description || HEADER(H)CUSTOMDATA(D*128-H)

|| AES-CMAC-96(Key[KeyID].MAC_key, AES-ENC( Key[KeyID].ENC_key,
C_TAM2_2[15:0] || TRnd_TAM2[31:0] || IChallenge_TAM2[79:0]) || HEADER(H) |
CUSTOMDATA(D*128-H))

D.4.6.9 (Reésponse if TAM2_Rev = "1j" and ProtMode = "0011p": CBC encryption with CMAC
message-authentication

['he, Tag computes the authentication block as the encryption of C_TAMZ2_3[15:0], TRnd_TAMZ2[31:0] and

TAM2I7Q.01

chall
_\_.uaucusc lanlLall J.UJ.

The Tag shall add the header and the custom data with confidentiality and integrity protection to the
authentication block and generate a response as specified below and in Table 14.

Parameter KevID identifies key[KeyID].ENC_key for AES encryption and key[KevID].MAC_key for CMAC
computation.

The Tag shall use AES encryption in CBC mode to encrypt the initial authentication block and all
following D data blocks composed of the header and the custom data.

The Tag shall use AES-CMAC-96 to calculate the truncated 96-bit CMAC over the authentication block
and the D following encrypted custom data blocks.
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Table 14 — Response if TAM2_Rev = "1j" and ProtMode = "0011}": CBC encryption with CMAC
message authentication

TResponse
# of bits 128 + D*128 + 96

AES-ENC(Key[KevID].ENC_key, C_TAM2_3[15:0] || TRnd_TAM2[31:0] ||
IChallenge TAM2[79:0])

[ CBUENC_AES ([ 1V=AES-ENC(Key|ReVID|.ENC_Key, C_IAMZ_5]15:U] |

TRnd_TAM2[31:0] || IChallenge_TAM2[79:0]), Key[KeyID].ENC_key,

* -
Description HEADER(H) || CUSTOMDATA(D*128-H))

|| AES-CMAC-96(Key[KeyID].MAC_key, AES-ENC(Key[KevID].ENC_ke},
C_TAM2_3[15:0] || TRnd_TAMZ2[31:0] || IChallenge_ TAM2[79:0]) ||
CBCEgNc_AES (1V= AES-ENC(Key[KeyID].ENC_key, C_TAM2_3[15;0] ||
TRnd_TAMZ2[31:0] || IChallenge TAM2[79:0]), Key[KeyID].ENC key,
HEADER(H) || CUSTOMDATA(D*128-H))

9.4.7 |Final Interrogator processing TAM2

9.4.7.1| General

If ProtMode = 0010y or ProtMode = 0011y, the Interrogator (or‘the external application controlling
the Int¢rrogator) first checks the supplied MAC for correctness and aborts if MAC verification fails
The Intlerrogator (or the external application controlling thé Interrogator) then decrypts the TAMZ
Respongse (TResponse) according to the value of TAM2_Réw:

9.4.7.2| Final Interrogator processing for TAM2_Rev = "0p"

The Intgrrogator (or the external application cofitrolling the Interrogator) decrypts the TAM2 Responsg
(TResppnse) and shall verify whether C_TFAMZ2 and IChallenge TAM2 have the correct value. If thg
values @re correct, then the Tag can be considered as authentic and the custom data can be accepted
Otherwfise, the interrogator aborts and ‘daes consider the Tag and the custom data as invalid.

Note that the confidentiality of theteustom data is guaranteed only if ProtMode 0001y or 0011, and
the datj of the tag is only readable’in encrypted mode. The integrity of the custom data is guaranteed
if ProtMlode = 0010y, or 00115~The integrity of the custom data is not guaranteed if ProtMode = 0001y,

9.4.7.3| Final Interrogator processing for TAM2_Rev = "1p"

The Int¢rrogator (axthe external application controlling the Interrogator) decrypts the first block of TAM2
Responge (TResponse) and shall verify whether C_TAMZ constant and IChallenge TAMZ have the correcf
value. Fpr the E_.TAM2 constant, the interrogator verifies that it corresponds to the ProtMode value:

If ProtMléde = 0000y, C_TAM2 shall be C_TAM2_0.

If ProtMode = 0001p, C_TAM2 shall be C_TAM2_1.
If ProtMode = 0010y, C_TAM2 shall be C_TAM2_2.
If ProtMode = 0011y, C_TAM2 shall be C_.TAM2_3

If the values are not correct, the interrogator aborts. If the values are correct and ProtMode = 0001y, or
0011p, the interrogator decrypts the remaining blocks D of TAM2 response.

Then it verifies that HEADER is correct.
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If the values are correct, then the Tag can be considered as authentic and the custom data can be
accepted. Otherwise, the interrogator aborts and does consider the Tag and the custom data as invalid.

NOTE The confidentiality of the custom data is guaranteed only if ProtMode 0001y, or 0011}, and the data of

the tag is only readable in encrypted mode. The integrity of the custom data is guaranteed if ProtMode = 0010}
or 0011y,

9.5 Interrogator authentication (Method “01” = IAM)

D.5.1 General

['he IAM Messages are distinguished by the value of Step, the next 2-bit parameter in the-Message after
AuthMethod.

fStep ="00y,", the Tag shall parse the IAM1 Message for Interrogator Authentication’as described jn 9.5.2.

f Step = "01y", the Tag shall parse the IAM2 and IAM3 Messages and process the data based on the
alue of CustomData, which is the third parameter in the IAM2 and IAM3 Messages.

f Step = "01p" and CustomData = "Op", the Tag shall parse the TAM2 Message for Interjrogator
Authentication without custom data as described in 9.5.5

f Step = "01p" and CustomData = "1p", the Tag shall parseithe IAM3 Message for Interjrogator
Authentication with custom data as described in 9.5.8

f Step = "10p", the Tag shall return a "Not Supported" erfor condition.

f Step ="11y,", the Tag shall return a "Not Supported®etror condition.

D.5.2 [AM1 Message

[0 initiate the interrogator authentication, the Interrogator sends a request to get a challenge from
the Tag.

[he IAM1 Message format is specified in Table 15 and has the following parameters:
— AuthMethod[1:0]: value 01" specifies the use for IAM;
— Step[1:0]: value "00p " (specifies the use for the IAM1;

— I[AM1 RFU[3:0]: ¥alue "0000p" makes the total length of the IAM1 Message a multiple of 8-bits and
might be used.for future extensions of this document;

— KeyID[7;0]:identifier of the key in Table 27 (see Clause 11).

Table 15 — IAM1 Message format

AuthMethod Step IAM1_RFU KeyID
# of bits 2 2 4 8
Description 01y 00p 0000y [7:0]

The Tag shall accept this message only in the Initial or the IA-OK state (unless occupied by internal
processing and not capable of receiving messages). If the parameters of the message are invalid, then
the Tag shall transition to the Initial state, thereby aborting any cryptographic protocol that has not
yet been completed.

If the length of the IAM1 message is <> 16 bits, then the Tag shall return an "Other Error" error condition.
If the value of IAM1_RFU[3:0] is <> "0000p", then the Tag shall return a "Not Supported" error condition.

If the Tag does not support key[KeyID].ENC_key, then it shall return a "Not Supported" error condition.
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9.5.3 IAM1 Response

The Tag shall generate a random challenge TChallenge_IAM1[79:0] and store a copy of TChallenge_IAM1
for subsequent verification (see 9.5.5 or 9.5.8).

The Tag shall store a copy of KeyID for use in 9.5.5 or 9.5.8.
The Tag shall send the challenge TChallenge_IAM1 in the [AM1 Response as specified in Table 16.

Table 16 — IAM1 Dncpnncn format

TResponse
# of bits 80
Description TChallenge_IAM1[79:0]

After rgturning the IAM1 Response (TResponse), the Tag shall transition to the IAM-Initstate.

9.5.4 |Final Interrogator processing IAM1

The Intgrrogator (or the external application controlling the Interrogator) shall decrypt a concatenatior
of C_IAM2 (DAB8y), Purpose_IAM2[3:0], IRnd_IAMZ2[31:0] and TChallengedAM1 as input for the IAM?Z
Messagp or IAM3 Message.

NOTE Decryption is used here by the Interrogator because this-allows the use of an encryption-only
implemgntation on the Tag.

9.5.5 [IAM2 Message

The IAM2 Message format is specified in Table 17 and has the following parameters:

>

AuthMethod[1:0]: value "01y" specifies the usefor [AM;
— Step[1:0]: value "01p" specifies the use of FAM2 or IAM3;

— CugtomData[0:0]: value "0y" specifiesithat no custom data included (1IAM2);

— IAM?2 RFU[2:0]: value "000p" makes the total length of the [AM2 Message a multiple of 8-bits and
might be used for future extensions of this document;

— IResponse[127:0]: bit string”with decrypted concatenation of C_IAMZ2, Purpose_IAM2, IRnd_IAMJ
and TChallenge_IAM1.

C_IAMZ2 (DA8y), Purpose_[AMZ2[3:0], IRnd_IAMZ2[31:0] are described in Table 1.
TChallenge_IAM1[79:0] is received in the IAM1 Response (see 9.5.4).

Table 17 — IAM2 Message format

AuthMethod| Step CustomData IAM2 _RFU IResponse
# of bits 2 2 1 3 128

AES-DEC(Key[KeyID].ENC._key,
C_IAM2[11:0] || Purpose_IAM2[3:0] ||
IRnd_IAM2[31:0] ||
TChallenge_IAM1[79:0])

Description 01y 01y Op 000y

The Tag shall accept this message only in the IAM-Init state (unless occupied by internal processing and
not capable of receiving messages). If the Tag is not in the IAM-Init state, it shall abort any cryptographic
protocol that has not yet been completed and shall transition to the Initial state.

If the length of the [AM2 message is <> 136 bits, then the Tag shall return an "Other Error" error
condition.
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If the value of IAM2_RFU[2:0] is <> "000p", then the Tag shall return a "Not Supported" error condition.

If the parameter verifications have been completed successfully, the Tag shall perform an AES

encryption of IResponse and retrieve C_[AMZ[11:0], Purpose_IAMZ2[3:0], IRnd_IAMZ2[31:
TChallenge_IAM1[79:0]) for further verification.

NOTE The value for KeyID has been stored in IAM1 (see 9.5.3).

Cryptographic errors shall only be returned after all checks have been completed.

0] and

Tthe value of C_IAMZ[IT:0] is <> "DAB,", then the Tag shall return a "Not Supported™ error cond

f the value of Purpose_IAMZ2[3:0] is <> "0000p" and not supported by the Tag, then the Tag shal
h "Not Supported” error condition.

f the value for TChallenge_IAM1[79:0] is not equal to the copy of TChallenge_IAM1]79:0] that h
stored in [AM1 (see 9.5.3), then the Tag shall return a “Cryptographic Error” erpof_condition.

D.5.6 IAM2 Response

f the Interrogator Authentication has been completed successfully, the\Tag shall respond with 4
Response that shall be empty (zero bits).

After returning IAM2 Response (TResponse), the Tag shall transition to the IA-OK state.

D.5.7 Final Interrogator processing IAM2

[he reception of the [AM2 Response (with zero bits)\is the acknowledgement for the Interrog
'he external application controlling the Interrogateon) that the Tag has transitioned to the IA-OK

D.5.8 IAM3 Message

D.5.8.1 General

['he Interrogator shall use [AM3 ifitwants to write custom data in the Tag’s memory using Inter
Authentication. The custom data-is specified in 9.2 and may be protected (protection of integ]
huthenticity of origin) and/oeridecrypted (confidentiality protection).

[he [Response in the [AM3 Message consists of three parts.
h)  128-bit AuthenticationBlock

AES-DEC(Key[KeyID].ENC_key, C_IAM3[11:0] || Purpose_IAM3[3:0] || IRnd_IAM3[31:0] || TCh
IAM1[79:01)

Purpose_IAM3[3:0] and IRnd_IAM3[31:0] are described in Table 1.

According to ProtMode, C_IAM3[11:0] is the value C_IAM3_0[11:0], C_LIAM3_1[11:0], C_LIAM3,
or C IAM3 3[11:0] as defined in Table 1.

ition.

return

as been

n [AM2

htor (or
state.

rogator
ity and

llenge_

2[11:0]

If ProtMode = 0000y, C_IAM3=C_IAM3_0.
If ProtMode = 0001y, C_IAM3=C_IAM3_1.
If ProtMode = 0010y, C_LIAM3=C_IAM3_2.
If ProtMode = 0011y, C_LIAM3=C_IAM3_3.
TChallenge_IAM1[79:0] is received in the IAM1 Response (see 9.5.3)

The Interrogator needs to use decryption because this allows the use of an encryption-only

implementation on the Tag.
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b)

The lenjgth IResponse can either be (128 + D*128) bits or (128 + D*128 + 96) bits, depending on the
presenge of the message authentication code block.

The IAM3 Message format is specified in Table 18 and has the followingparameters:

24

HEADER and the custom data block CUSTOMDATA(D*128-H) consisting together of D data blocks
Depending on the value of ProtMode, the data block custom data can be in plaintext or in ciphertext.

If ciphertext is required, the Interrogator shall use AES in CBC decryption mode on the custom
data, using the AuthenticationBlock as the Initialization Vector.

CIPHERDATA(D*128) := CBCgnc_AESiny (IV= AuthenticationBlock, Key[KeyID].ENC_key, HEADER(H)
|| CUSTOMDATA(D*128-H))

Opfionally, the 96-bit message authentication code block MAC_Block

The¢ presence of this part depends on the value of ProtMode. The custom data block canbe i
plajntext or encrypted. If required, the interrogator shall use AES-CMAC-96 to protect the-intégrity
of he message by calculating a message authentication code over the authentication bléek’and thg
following D custom data blocks.

MAC Block := AES-CMAC-96(Key[KeyID].MAC_key, AuthenticationBlock -y HEADER |
CUSTOMDATA/CIPHERDATA)

thMethod[1:0]: value "01p" specifies the use for [AM;

E

%]

tep[1:0]: value "01p" specifies the use of IAM2 or [AM3;

)

Lo

ugtomData[0:0]: value "1p" specifies that custom data;is included in the Message (IAM3);

=)

lojckSize[0:0]: indicator that defines the size of the custom data block, "0p" specifies custom dat3
s §4-bit block, "1p" specifies custom data as 16bit block;

o8]

>
=

13_RFU[1:0]: value "00p" makes the totallength of the IAM3 Message a multiple of 8-bits and wil
1sed for future extensions of this doc¢ument;

Z
[¢°]

o
—
(@

file[3:0]: pointer that selects a memory profile for the addition of custom data as specified in E.4.5

o
=

cet[11:0]: value that specifies'the number of multiples of 16-bit or 64-bit blocks that needs to bg
ed to the address that ig'spécified by Profile to define the first address of the custom data block

o)
ol
o

lockCount[3:0]: numberthat defines the size of the custom data as a number of 16-bit or 64-bit blocks

—
=g o]
=

he number of irtcluded bits of the header and custom data is not a multiple of 128, then padding
witlh zeroes shdll-be applied to the least significant bits of the last block that has a non-zero blocK
siz¢ of less than 128 bits. The Interrogator shall maintain the value of BlockCount for use as par
of the MAC\¥érification process. The Tag manufacturer shall specify the number of custom dat3
blorks that can be included.

—-

NOTE When combined with the values for BlockSize and BlockCount, as well as requiring that al
component blocks are complete, the padding scheme proposed in this document is unambiguous.

ProtMode[3:0]: value to select the mode of operation that shall be used to process the custom data
as specified in Table 3;

IResponse: bit string which content depends on the value of ProtMode and is defined as follows:
For ProtMode with value "0000y,", IResponse consists of (128 + D*128) bits and contains:
AuthenticationBlock ||

HEADER(H)CUSTOMDATA(D*128-H)
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For ProtMode with value "0001p", IResponse consists of (128 + D*128) bits and contains:

AuthenticationBlock ||

CBCgnc_AESINY (Iv= AuthenticationBlock, Key[KevID].ENC_key,

HEADER(H)||CUSTOMDATA(D*128-H))

For ProtMode with value "0010y", IResponse consists of (128 + D*128 + 96) bits and contains:

AuthenticationBlock ||

HEADER(H) || CUSTOMDATA(D*128) ||
AES-CMAC-96(Key[KevID].MAC_key, AuthenticationBlock || HEADER(H) || CUSTOMDATA(D*1

For ProtMode with value "0011y,", IResponse consists of (128 + D*128 + 96) bits and contaifs:

28-H))

AuthenticationBlock ||
CBCgnc_AESINY (Iv= AuthenticationBlock, Key[KeyID].ENC ,key, HEADER(H) [l
CUSTOMDATA(D*128-H)) ||
AES-CMAC-96(Key[KevID].MAC_key, AuthenticationBlock Il CBCENc_AESINY (Iv=
AuthenticationBlock, Key[KeyID].ENC_key, HEADER(H) || CUSTOMDATA(D*128-H)))
Table 18 — IAM3 Message format
M‘l:ltl}tll; d Step Clll)s;& m leiozcek 11?11]\:’13_ Profile Offset (]?(l)(l)lcnl: ]5;:;32 IRefponse

] 128 +|p*128

#ofbits| 2 2 1 1 2 4 12 4 4 128:)*128+32
Description| 01} 01p 1p [0:0] 00y [3:0] [11:0] [3:0] [3:0]

[he Tag shall accept this message only in.the IAM-Init state (unless occupied by internal procesg
hot capable of receiving messages). If the'Tag is not in the IAM-Init state, it shall abort any crypto
protocol that has not yet been completed and shall transition to the Initial state.

[he Tag shall verify the length of'the IAM3 message.

f ProtMode is "0000p" oy™0001," and the length of the IAM3 message is <> (32 + 128 + D*17
'hen the Tag shall returfi an "Other Error" error condition.

f ProtMode is "0Q10y" or "0011y," and the length of the IAM3 message is <> (32 + 128 + D*12
hits, then the Tagshall return an "Other Error" error condition.

tondition:

f the'value of IAM3_RFU[1:0] is <> "00p", then the Tag shall return a "Not Supported" error con

ing and
oraphic

8) bits,

8 +96)

f the ProtMade value is not supported by the Tag, then the Tag shall return a “Not Supported” error

lition.

Supported” error condition.

irm a "Not

The Tag shall check if the specified memory profile has the right to use KeylID for further processing:

If Profile = "0000y" and key[KeyID].MPI[0:0] = "1," or

if Profile ="0001p" and key[KeyID].MPI[1:1] = "1}," or

if Profile ="0010y," and key[KeyID].MPI[2:2] = "1}" or

if Profile ="0011y" and key[KeyID].MPI[3:3] = "1}," or
].

if Profile = "0100y" and key[KeyID].MPI[4:4] = "1},"or
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if Profile ="0101p" and key[KeyID].MPI[5:5] = "1}," or

if Profile = "0110p" and key[KeyID].MPI[6:6] = "1p" or

- £

]
if Profile = "0111p" and key[KeyID].MPI[7:7] = "1}" or
KeyID].MPI[8:8] = "1p" or

if Profile = "1000p" and key|[

if Profile = "1001p" and key[KeyID].MPI[9:9] = "1}" or

if Profile="1010p"and key{KeyiDtMPH16-101="15"or
if Profile = "1011y" and key[KeyID].MPI[11:11] = "1p" or
if Profille = "1100y" and key[KeyID].MPI[12:12] = "1p" or
if Profile = "1101p" and key[KeyID].MPI[13:13] = "1}," or
if Profile = "1110y," and key[KeyID].MPI[14:14] = "1," or
if Profile = "1111y" and key[KeyID].MPI[15:15] = "1p"

then key[KeyID] is authorized for this memory profile,

else key[KeylID] is not authorized for this memory profile and the Tag-shall return a "Not Supported
error cgndition.

If the block of custom data specified by Profile, BlockSize, Offsetand BlockCount is not supported by thg
Tag, thgn the Tag shall return a "Memory Overrun" error condition.

If the block of custom data specified by Profile, BlockSizesOffset and BlockCount is write locked, ther
the Tag|shall return a "Memory Write Error" error condition.

In the fpllowing clauses, the length of IResponse will'be referred to by the numerical designator Lol.

If the vprifications have been completed successfully, the Tag shall perform an AES encryption of thg
authentication block in IResponse[Lol-1:L0ol-128] and retrieve C_IAM3[11:0], Purpose_IAM3[3:0], IRnd|
IAM3[3[L:0] and TChallenge_IAM1[79:0])for further verification.

NOTE The value for KeyID has been stored in IAM1 (see 9.5.3).

Cryptographic errors should only be returned after all checks have been completed.

ode is "0000y,", thé-Tag shall check if the value of C_IAM3[11:0] is equal to C_IAM3_0. In case of
h, the Tag shallreturn a Cryptographic Error” error condition.

ode is "00014," the Tag shall check if the value of C_LIAM3[11:0] is equal to C_IAM3_1. In case of
h, the Tagyshall return a Cryptographic Error” error condition.

ode i87'0010y,", the Tag shall check if the value of C_IAM3[11:0] is equal to C_IAM3_2. In case of
mismatich,-the Tag shall return a Cryptographic Error” error condition.

If ProtMode is "0011p", the Tag shall check if the value of C_IAM3[11:0] is equal to C_IAM3_3. In case of
mismatch, the Tag shall return a Cryptographic Error” error condition.

If the value of Purpose_IAM3[3:0] is <> "0000y" and not supported by the Tag, then the Tag shall return
a “Cryptographic Error” error condition.

If the value for TChallenge_IAM1[79:0] is not equal to the copy of TChallenge_IAM1[79:0] that has been
stored in [AM1 (see 9.5.3), then the Tag shall return a “Cryptographic Error” error condition.

If all verifications have been completed successfully, the Tag shall further process IResponse based on
the value of ProtMode.
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If ProtMode is "0000y,", the Tag shall process IResponse as described in 9.5.8.2.
If ProtMode is "0001p", the Tag shall process IResponse as described in 9.5.8.3.
If ProtMode is "0010y,", the Tag shall process IResponse as described in 9.5.8.4.
If ProtMode is "0011y,", the Tag shall process IResponse as described in 9.5.8.5.

9.5.8.2 IResponse if ProtMode = "0000y": Plaintext

Table 19 — IResponse if ProtMode = "0000p,": Plaintext

IResponse
# of bits 128 + D*128
Description AuthenticationBlock || HEADER(H) ||
p CUSTOMDATA(D*128-H)

the Tag shall return a “Cryptographic Error” error condition.

[he Interrogator has added custom data to the authentication block in plaintext as specified in Table 19.

['he tag shall retrieve HEADER from the IResponse[H:0] and verify thatt is valid. In case of mipmatch,

9.5.8.4 IResponse if ProtMode = "0010y": CMAC message authentication only

[he Tag shall retrieve the custom data from I[Response[(D*128-H-1):0] and stord it in
CUSTOMDATA(D*128-H).
D.5.8.3 IResponse if ProtMode = "0001}": CBC encryption only
['he Interrogator has added custom data with confidentiality protection to the authentication plock as
tpecified in Table 20.
Table 20 — IResponse if ProtMode = "0001}": CBC encryption only
IResponse
# of bits 128 + D*128
AuthenticationBlock ||
Description CBCENGAES|Ny (IV= AuthenticationBlock, Key[KeyID].ENC_key, HEADER(H) ||
CUSTOMDATA(D*128-H))
['he Tag shall recoverithe header and the custom data by encrypting CBCgnc_AES (IV=1Response|(Lol-1):
[Lol-128)], Key[KeVID].ENC_key, IResponse[(D*128-1):0]).
[hen the Tag shall retrieve HEADER from the previous result[H:0] and verify that it is valid. In| case of
mismatch, theé Tag shall return a “Cryptographic Error” error condition.
Finally,the Tag should retrieve the customer data from the previous result [(D*128-H-1):0] and|store it
n CUSTOMDATA(D*128-H).
NOTE ProtMode = 0001y offers nnly data encryption no protection of the integrity of the custom ddta.

The Interrogator has added custom data with integrity protection to the authentication block as

specified in Table 21.
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Table 21 — IResponse if ProtMode = "0010p": CMAC message authentication only

IResponse
# of bits 128 + D*128 + 96
AuthenticationBlock || HEADER(H) || CUSTOMDATA(D*128-H) ||
Description AES-CMAC-96(Key[KevID].MAC_key, AuthenticationBlock || HEADER(H)
CUSTOMDATA(D*128-H))

The Tag shall use A
truncated—96-bit CMAC
CUSTOMDATA(D*128-H).

ES-CMAC-96(Key[KeyID]. MAC_key,
~T - T T hiock—amnd

OV Z U [

IResponse[(Lol

-1):96]) to calculate the
E pla [ EADER

The Tag shall compare the result with [Response[95:0] and return a “Cryptographic Error”lerrof
conditign if the values are not identical.

The Tag shall retrieve the data from IResponse[(D*128+95):96]. From this data, the Tagyshall extrac
HEADER and verify it. In case of mismatch, the Tag shall return a “Cryptographic Errot’error condition

Finally,|the Tag shall extract the custom data and store it in CUSTOMDATA(D*128%H)).

9.5.8.5| IResponse if ProtMode = "0011}": CBC encryption with CMAC-meéssage authentication

The Interrogator has added custom data with confidentiality and- integrity protection to thg
authentication block as specified in Table 22.

Table 22 — IResponse if ProtMode = "0011},": CBC éncryption with CMAC message
authentication

IResponse
# of bits 128+ D*128 + 96
AuthenticationBlock ||

CBCgnc_AESinv (IV= AythenticationBlock, Key[KeyID].ENC_key, HEADER(H) ||
Descfiption CUSTOMDATA(D*128-H)) ||

AES-CMAC-96(Key|[KeyID].MAC_key, AuthenticationBlock || CBCEnc_AESiny (IV=
AuthenticationBlock, Key[KevID].ENC_key, HEADER(H) || CUSTOMDATA(D*128)-H))

The Tag shall use AES-CMAC-96(Key[KevID].MAC_key, IResponse[(Lol-1):96]) to calculate the truncated
96-bit qMAC over the authentication block and the encrypted data HEADER(H) || CUSTOMDATA(D*128-H)

The Tag shall compare-the’ result with IResponse[95:0] and return a “Cryptographic Error” erroj
conditiLn if the values-are not identical.

The Tag shall re€over the data by encrypting CBCgnc_AESiNy (IV= IResponse[(Lol-1): (Lol-128)]
Key[KeVID].ENCxkey, IResponse[(D*128+95):96].

From the ptevious result, the Tag shall extract HEADER and CUSTOMDATA(D*128-H). Then the Tag shal
verify the HEADER. In case of mismatch, the Tag shall return a “Cryptographic Error” error condition.

If HEADER is valid, the Tag shall store the custom data in CUSTOMDATA(D*128-H).

9.5.9 IAM3 Response

If the Interrogator Authentication and the verification of the custom data has been completed
successfully, the Tag shall write the value CUSTOMDATA(D*128-H), as specified by the parameters
BlockSize, Profile, Offset and BlockCount, to the Tag’s memory.

If writing the custom data CUSTOMDATA(D*128-H) to the specified memory area results in an error,
then the Tag shall return the “Memory Write Error” error condition.
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The Tag shall respond with an [AM3 Response that shall be empty (zero bits).

After sending the IAM3 Response, the Tag shall transition to the IA_OK state.

9.5.10 Final Interrogator processing IAM3

The reception of the [AM3 Response (with zero bits) is the acknowledgement for the Interrogator (or
the external application controlling the Interrogator) that the Tag has processed the custom data and
has transitioned to the IA-OK state.

D.6 Mutual authentication (Method “10” = MAM)

D.6.1 General
['he following subclauses describe the formatting of Message and Response for Muttial Authentication.

[he MAM Messages are distinguished by the value of Step, the next 2-bit parameter in the Nlessage
hfter AuthMethod.

f Step = "00y,", the Tag shall parse the MAM1 Message as described in-9.6.2.
f Step ="01yp", the Tag shall parse the MAM2 Message as described\in 9.6.5.
f Step = "10p", the Tag shall return a "Not Supported” error ¢endition.

f Step = "11y", the Tag shall return a "Not Supported” errér condition.

D.6.2 MAM1 Message

[he Interrogator shall generate an 80-bit random number for use as IChallenge_MAM1. To initjate the
mutual authentication, the Interrogator sends a request to get a challenge from the Tag.

[he MAM1 Message format is specified«n’ Table 23 and has the following parameters:
— AuthMethod[1:0]: value "10p"specifies the use for MAM;
— Step[1:0]: value "00y" specifies the use of MAM1;

— MAM1_RFU[3:0]: value/'0000," makes the total length of the MAM1 Message a multiple qf 8-bits
and might be used.for future extensions of this document;

— KeyID[7:0]: identifier of the key in Table 27;
— IChallenge~MAM1[79:0]: random challenge that the Interrogator has generated for use in MAM1.

Table 23 — MAM1 Message format

AuthMethod Step MAM1_RFU KeyID IChallenge_MAM1
#-ofbits 2 2 4 8 86
Description 10p 00y 0000 [7:0] random Interrogator challenge

The Tag shall accept this message only in the Initial or the IA-OK state (unless occupied by internal
processing and not capable of receiving messages). If the parameters of the message are invalid, then
the Tag shall transition to the Initial state, thereby aborting any cryptographic protocol that has not
yet been completed.

If the length of the MAM1 message is <> 96 bits, then the Tag shall return an "Other Error" error
condition.

If the value of MAM1 RFU[3:0] is <> "0000y", then the Tag shall return a "Not Supported” error
condition.
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If the Tag does not support key[KeyID].ENC_key, then it shall return a "Not Supported" error condition.

9.6.3 MAM1 Response
The Tag shall store a copy of IChallenge MAM1[31:0] for subsequent verification (see 9.6.5).
The Tag shall store a copy of KeyID for use in 9.6.5.

The Tag shall generate a random challenge TChallenge. MAM1[79:0] and store a copy of TChallenge_
MAM][ Q-ﬂ] for cnhcgqnnnf verification (cnp 96 ’—:)

The Tag shall encrypt a concatenation of the constant C_ MAM1(DA83}), TChallenge_ MAM1[31:0] and
IChallehge MAM1[79:0] using Key[KeyvID].ENC_key and concatenate TChallenge. MAM1[79:32] td
the resplt.

Table 24 — MAM1 Response format

TResponse
# of bits 128 + 48

AES-ENC( Key[KeyID].ENC_key, C_MAM1[15:0] /| TChallenge_ MAM1[31:0] ||
IChallenge_ MAM1[79:0]) || TChallenge_ MAM1{79:32]

After rgturning MAM1 Response (TResponse), the Tag shall transition®o the MAM-Init state.

Description

9.6.4 |Final Interrogator processing MAM1

The Inferrogator (or the external application controlling-the Interrogator) decrypts the MAMI]
Respongke (TResponse) and shall verify whether C_MAM1-and IChallenge MAM1 have the correct value
In that fase, the Interrogator (or the external control application) can accept the Tag as genuine and if
can store TChallenge_ MAM1 for further processing.

NOTE The Interrogator here uses decryption because this allows the use of an encryption-only
implemgntation on the Tag.

9.6.5 |MAM2 Message

The MAM2 Messages allows the Tag to authenticate the Interrogator after the Interrogator correctly
replies fo TChallenge_. MAM]1.

The MAM?2 Message format is-specified in Table 25 has the following parameters:
— AuthMethod[1:0]:valtie "10y" specifies the use for MAM2;

— Step[1:0]: value~01p" specifies the use of MAM?2;
— MAM2_RFU}3:0]: value "0000p" makes the total length of the MAM2 Message a multiple of 8-bits

and will be used for future extensions of this document;

— IResponsef 12701 bitstring witlhrdecrypted concatenation of C-MAMZ, Purpose_MAMZ, TChattenge
MAM1 and TChallenge_ MAM1;

C_MAM?2 (DA8y) and Purpose_MAMZ2[3:0] are described in Table 1;

IChallenge MAM1[31:0] is generated by the Interrogator for use in MAM1 (see 9.6.2) TChallenge_
MAM1[79:0] is generated by the Tag in the response for MAM1 (see 9.6.3).
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Table 25 — MAM2 Message format

. Ste MAM2_ IResponse
Method p RFU p
# of bits 2 2 4 128
AES-DEC(Key[KeyID].ENC_key, C_MAMZ2[11:0] ||
Description 10y 01y 0000y Purpose_MAMZ2[3:0] || IChallenge_MAM1[31:0] ||
TChallenge_MAM1[79:0])

1 Laal 1 1l N 1 - 4l AAR L -l S L 1 - h | . 1
L IIT Tdg SIIdII dULLTPU LIS TIITS545C Ullly 111 UIC IVEAIVETIIIIT SUALC (UIITSS OLLUpPITU DYy 1HILCT AL PI

Cryptographic protocol that has not yet been completed and shall transition to the Initial state.

condition.
fthe value of MAM2_RFU[2:0] is <> "000p", then the Tag shall return a "Not Supported" error co

f the verification of MAM2_RFU is completed, the Tag shall encrypt jthe Interrogator 1
|Response[127:0] to retrieve C_MAMZ2[11:0], Purpose_MAMZ[3:0];<IChallenge MAM1[31:
Challenge. MAM1[79:0]).

Cryptographic errors shall only be returned after all checks have been completed.

f the value of C_MAMZ2[11:0] is <> "DA8}", then the Tag,shall return a “Cryptographic Erroi
Condition.

f the value of Purpose_MAMZ2[3:0] is <> "0000p" ¢and not supported, then the Tag shall r
Cryptographic Error” error condition.

fthe value for IChallenge MAM1[31:0] is not equal to the copy of IChallenge MAM1[31:0] thath
stored in 9.6.3, then the Tag shall return a ‘Ceyptographic Error” error condition.

fthe value for TChallenge_ MAM1[79:0}is’not equal to the copy of TChallenge. MAM1[79:0] that h
stored in 9.6.3, then the Tag shall return a “Cryptographic Error” error condition.

D.6.6 MAM2 Response

f the Mutual Authentication has been completed successfully, the Tag shall respond with an
Response that shall be empty (zero bits).

After returning MAM?2 Response (TResponse), the Tag shall transition to the IA-OK state.

D.6.7 Finaldnterrogator processing MAM2

[he reception of the MAM2 Response (with zero bits) is the acknowledgement for the Interrog|
'he external application controlling the Interrogator) that the Tag has processed the MAM2 N
hind has transitioned to the IA-OK state.

cessing

hind not capable of receiving messages). If the Tag is not in the MAM-Init state, it shall abjrt any

f the length of the MAM2 message is <> 136 bits, then the Tag shall return an "Other Error" error

ndition.

lessage

D] and

"~ error

pturn a

as been

as been

MAM2

ator (or
lessage

10 Communication

This document does not support secure communication.

11 Key Table and KeyUpdate
A Tag shall store one or more keys in the Key Table as specified in Table 27.

This document does not support KeyUpdate.
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A key is identified by the KeyvID, the identification number of the key within the Key Table. KeyID shall
start with "00," and increment with one for every next key in the Key Table.

Each key shall contain an encryption key (ENC_key).
Each key may contain a message authentication key (MAC_key).

Encryption keys shall be exclusively used for Tag authentication, Interrogator authentication, Mutual
authentication and encryption of custom data.

Messagp authentication keys shall be exclusively used for the authentication of custom data.
The Tag shall maintain a record in the Key Table for each key.

A recorf of the Key Management Table is specified in Table 27 and shall have the following parameters
for every key:

— KeyID[7:0]: identifier of the key in Table 27;
— RFU_ENC[0:0]: reserved for future use;

— EN(_key[127:0]: Encryption Key that is used for Tag authentication, Interrogator authentication
Mutual authentication and for the confidentiality protection (encryption/decryption) of custom data

A recorf of the Key Management Table may have the following parameters for every key:
— MPJ[15:0]: Memory Profile Indicator.

Eadh key may be linked to a memory profile that is supported by the Tag. The links are stored ir
the| MPI parameter. The MPI parameter contains 16 bits'that correspond to a memory profile tha
is supported on the Tag and specifies if a security cdommand of the air interface has the right to use
thalt key to authenticate the Tag, encrypt the custom data and/or authenticate the custom data foj
thelspecified memory profile. MPI[0:0] to MPI[15:15] refers to memory profile 0 to 15, respectivelyj
as far as they are supported by the Tag. If the'value of an MPI bit is "0p", this key shall not be used
by the related profile. If the value of an MPEbit is "1p", this key may be used by the related profile.

Table 26 describes the link of each bit of MPI with a memory profile.

Table 26 == Link of MPI bits with memory profiles

MPI bit Function
MPI[0:0] Memory profile 00 has the right to use this key
MPI{1:1] Memory profile 01 has the right to use this key
MPI[2:2] Memory profile 02 has the right to use this key
MPI[3:3] Memory profile 03 has the right to use this key
MPI[14:14] Memory profile 14 has the right to use this key
MPI[15:15] Memory profile 15 has the right to use this key

The MPI bit or bits for non-existing profile on a Tag shall be permalocked to zero (bit "0p") by the Tag
manufacturer.

MPI is an optional parameter, but it shall be supported if the Tag supports the TAM2 mode (with
custom data).

— RFU_MAC[0:0]: reserved for future use.

— MAC_key[127:0]: Message Authentication Key that may be used for the computation and validation
of message authentication codes (MAC).
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It is recommended to generate the ENC_key and MAC_key independently to support separation of
different cryptographic functions.

Table 27 — Key Management Table

KeyIDa RFU_ENC ENC_key MPI (optional) RFU_MAC MAC_key (optional)
00y [0:0] key[127:0] MPI[15:0] [0:0] key[127:0]
01y [0:0] key[127:0] MPI[15:0] [0:0] key[127:0]
02 1661 key 2761 MPHE5:61 1661 key 2761
nnp [0:0] key[127:0] MPI[15:0] [0:0] key[127:0]
a  See the definition of KeyID in Clause 3.

['he size and initial values in Table 27 and its mapping to their respective physicalmemory locations on
the Tag shall be defined by the manufacturer.

© ISO/IEC 2017 - All rights reserved 33


https://standardsiso.com/api/?name=d5b7ed5ae81038e769d7e1ec7bfeee8c

ISO/IEC 29167-10:2017(E)

Annex A
(normative)

Crypto suite state transition table

Table A.1 — Crypto suite state transition table

Start qtate Response Action Next'state
Any TAM1 Verify Tag's secret key Initial
Anly TAM2 Verify Tag's secret key and request inclusion custom data Initial

Initial IAM1 Generate and return Tag challenge IAM-Init
IA-QK IAM1 Generate and return Tag challenge IAM-Init
IAM-|nit IAM2 Verify Interrogator's secret key IA-OK
IAM-|nit IAM3 Verify Interrogator's secret key and receive Custem*Data IA-OK
Initial MAM1 Generate and return Tag challengé MAM-Init
IA-QK MAM1 Generate and return Tag challenge MAM-Init
MAM/{Init MAM?2 Verify Interrogator's secret key IA-OK

Any combination of Start States and Transitions not listed in Table A.1 shall result in an error conditior
and corlsequently a transition to the Initial state.

All othgr errors resulting from the execution of commands shall result in an error and consequently 3
transition to the Initial state.
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Annex B
(normative)

Error conditions and error handling

"Tag that encounters an error during the execution of a Crypto Suite operation mignt send gn error
reply to the Interrogator. The details of these error replies are defined in the respective air ifgterface
standards.

Ifable B.1 specifies a list of the error conditions that may result from the operation of\this crypto suite.
Annex E specifies how to translate this error condition into an error code for the air interface.

Table B.1 — Error conditions

Crypto suite error condition Description
Cryptographic error Cryptographic error detected.
Memory overrun The command attempted to access a non-existent memory location.
Memory write error An error occurred during writing the' memory.
Not supported The requested functionality ismot supported by this crypto suite.
Other error Miscellaneous error.

© ISO/IEC 2017 - All rights reserved 35


https://standardsiso.com/api/?name=d5b7ed5ae81038e769d7e1ec7bfeee8c

ISO/IEC 29167-10:2017(E)

Annex C
(normative)

Cipher description

C.1 Description AES encryption algorithm

The Ad

C.2 Terminology for cipher block chaining

C.2.1

The tel

at this

with. Iy

General

forwardl cipher and inverse cipher.

Since F

following terminology:

— CB
— CB
— CB
— CB

36

CENC_AES for the Tag processing in TAM2;
Cpec_AESiNv for the final Interrogator processing in TAMZ;
CENc_AESINv for the Interrogator processing in IAM3;

Cpec_AES for the final Tag processifigin [AM3.

vanced Encryption Standard (AES) block cipher is described in detail in ISO/IEC 18033-3,

m encryption is used to transform a plaintext (something intelligible) into a ciphertex{
(something unintelligible). The mode of operation adopts the terms encryption and decryption because
evel, ciphertext messages and plaintext replies between Interrogator and Tag are being dealq
side these modes of operation, a cryptographic engine with two functions is used, coined af

PS 197 and NIST/SP 800-38A use the term "inverse gipher" function, this document uses the
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C.2.2 CBC for TAM2 rev "0"
The Tag uses an ENcryption scheme (as it starts with the XOR) and uses the AES in encryption mode.

The Interrogator uses a DEcryption scheme (as it finishes with the XOR) and uses the AES INV in
decryption mode.

Figure C.1 shows the CBC operation for TAM2 rev "0".

-
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Figure C.1 — CBC operation for TAM2 rev "0"
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C.2.3 CBC for TAM2 rev "1"
The Tag uses an ENcryption scheme (as it starts with the XOR) and uses the AES in encryption mode.

The Interrogator uses a DEcryption scheme (as it finishes with the XOR) and uses the AES INV in
decryption mode.

Figure C.2 shows the CBC operation for TAM2 rev "1".
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Figure C.2 — CBC operation for TAM2 rev "1"
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C.2.4 CBCforIAM3

The Interrogator uses an ENcryption scheme (as it starts with the XOR) and uses the AES INV in
decryption mode.

The Tag uses a DEcryption scheme (as it finishes with the XOR) and uses the AES in encryption mode.

Figure C.3 shows the CBC operation for IAM3.
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Figure C.3 — CBC operation for IAM3
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Annex D
(informative)

Test vectors

D.1 References for AES test vectors

D.1.1 [Test vectors for the AES algorithm

Test vdctors for the AES algorithm can be found in http://nvlpubs.nist.gov/nistpubs/FIPS/NIST
FIPS.19.pdf.

Additiopally, the original submission to NIST included test vectors as well:

http://dsrc.nist.gov/archive/aes/rijndael /rijndael-vals.zip

D.1.2 |Online AES calculator

An onlihe AES calculator can be found at http://testprotect.com/appendix/AEScalc.
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Annex E
(normative)

Protocol specific information

£.1 General

E.1.1 Concept of exchanging Message and Response

mplemented. The security command contains a message with parameters)for the crypto su

buch data exchange for this crypto suite is depicted in Figure E.1.

Command(Message)

Tag

(Response)

Interrogator

Figure E.1 — Message exchange for authentication process

['he crypto suites that are defined by ISO/IE€29167 can be defined by their Crypto Suite Identifi
According to ISO/IEC 29167-1, the CSI fanythis crypto suite shall be defined as the 6-bit value 0
For use by the air interface protocols.in this annex, the value is expanded to the 8-bit value 00,.

['his crypto suite is designed to provide security services for ISO/IEC 18000-3, Mode 1, ISO/IEC
hre described in E.2, E.2.2 dnd E.4, respectively.

E£.1.2 Supported security services

Ilable E.1 shows the'security services that are supported by this crypto suite.

Table E.1 — Security services

For the implementation of this crypto suite, an air interface protocol shall suppogrt security copmands
that allow the exchange of data between the Interrogator and the Tag that\lras this crypto suite

te. The

reply of the Tag contains a response with the data that is returned by thé ¢rypto suite. An example of

er (CSID.
D00003.

18000-

B, Mode 3 and ISO/IEC 18000:63. Details of the specific implementation for these air interface pfotocols

Mandatory, oitional,
Security services Method prohibited, ¢r not

supporteda
Authentication Mandatory
Tag authentication (TA) without custom data Mandatory
Tag authentication (TA) with custom data Optional
Interrogator authentication (IAM) All methods Optional
Mutual Authentication (MAM) All methods Optional
Communication Not supported
Authenticated Tag from TA Autheintlcated communication Not supported

(Tag => Interrogator)

a A crypto suite shall identify for each security service above and method if it is mandatory, optional or prohibited.
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Table E.1 (continued)

Mandatory, optional,
Security services Method prohibited, or not
supporteda

Secure authenticated communication

(Tag => Interrogator) Not supported
Authenticated Interrogator from IA Authentlcated_commumcatlon Not supported
(Interrogator => Tag)
Secure authenticated communication
Not supported

(Interrogator => Tag)

a A

ypto suite shall identify for each security service above and method if it is mandatory, optional or prohibited:

E.2
E.2.1
This su
E.2.2
A cryp
require
a) Indg
exe
NO
b) The
c) Thq
corl
d) Thq
sha
e) Thg
f) Thd
g) AT
(In
h) For

Security services for ISO/IEC 18000-3, Mode 1

General

bclause describes the implementation details for ISO/IEC 18000-3, Mode 1.

ISO/IEC 18000-3, Mode 1 protocol commands

Lo suite supporting ISO/IEC 18000-3, Mode 1 shall fulfil the protocol security command
ments as defined in this subclause.

ccordance with the air interface standard, the Tag shall uSe the In-Process reply if the maximunny
cution time for an Authenticate command exceeds t1, as'defined for the immediate reply.

[E This keeps the Interrogator informed about the'ongoing processing on the Tag.
 Tag shall ignore commands from an Interrogator during execution of a cryptographic operation

b Tag shall support sending the contents of the ResponseBuffer in the reply to a ReadBuffel
hmand if a ResponseBuffer is supported-by the Tag.

t Tag may support a security timéout following a crypto error. The length of the security timeout
1l be <200 ms.

b Authenticate command.shall be supported for all supported authentication methods.
e Challenge command may be supported for parts or all supported authentication methods.

ag in any cryptégraphic state shall ignore an invalid command and stay in the current state
yalid commands/means crypto commands with non-matching UID or CRC error.)

each errox'‘condition defined in the crypto suite,

the Tag shall transition to the Ready state;

the Tag shall send an error cade in case of a transition to the Ready state;

the Tag shall behave according to the error handling defined in ISO 18000-3, Mode 1;

if the Tag is in Selected Secure state, it shall transition to the Ready state.

i) The Tag shall remain in its current state after a Tag Authentication. The Tag shall transition to
Selected Secure state (corresponding to the IA-OK state) after processing successfully an
Interrogator or Mutual Authentication.

j)  This crypto suite does not support any encapsulation method.

k) This crypto suite does not support the KeyUpdate command.
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E.2.3 Security commands in ISO/IEC 18000-3, Mode 1

In ISO/IEC 18000-3, Mode 1, the message to execute Tag authentication shall be transmitted to

the Tag

with the Authenticate or the Challenge command. The message to execute Interrogator Authentication

or Mutual Authentication shall be transmitted to the Tag with the Authenticate command.
interface shall return the response; it shall be backscattered immediately after the command

The air
and/or

it shall be stored in the ResponseBuffer, from where it shall be returned to the Interrogator with the

ReadBuffer command.
NOTE Information about the A”f'hpnhrnf'p f'hn”anna and Panr”-?uffpr command and the annnncnR ffer for
ise in [SO/IEC 18000-3, Mode 1 can also be found in ISO/IEC 15693-3: 2009/AMD4 2017.
SO/IEC 18000-3, Mode 1 specifies an 8-bit CSI. For implementation of this document in ISO/1EC|18000-
B, Mode 1, the CSI shall be expanded to the 8-bit value 00y,
E.2.4 Implementation of crypto suite error conditions in ISO/IEC 18000-3'Mode 1
['his document specifies error conditions when the authentication is not suceessful. The crypfo suite
thall return the error conditions for the error handling described in the basé standard. Table E.2 shows
'he conversion of error conditions in the crypto suite to ISO/IEC 18000*3yMode 1 error codes.
Table E.2 — Implementation of crypto suite error conditions as Tag error codes
Crvoto suite ISO/IEC 18000-3 ISO/IEC 18000-3
yp ies Description Mode 1 Mode 1
error condition
error code error code name
Cryptographic error detected. This Generic
Cryptographic error |resets the cryptographic engineswhich 40y cryptographic
results in a transition to the ihitial state error
The specified hlock
Memory overrun The cor_nmand attempted yO access a 10 is not availabld (does
non-existent memoryocation :
not exist)
The command {s not
The requested-functionality is not supported, i.e. the
Not supported supported by this crypto suite 0ln request code is|not
recognized
Error with no
Other error Miscellaneous error OFy 1nfor.mat10n gtyenora
specific error dode is
not supported
E.2.5 Byteand bit order
[he bytei@and bit order in ISO 18000-3, Mode 1 is defined as LSByte, LSbit first.
[ransmission sequence of the payload:
Everv navigad narametershallbe transmitted L SBit and [ SByte firct
G el ekttt bttt S S g
The order of the payload parameters shall be transmitted in the sequence as defined in this document.
Bit field parameters shall be concatenated to achieve integer multiples of 8 bits.
Figure E.2 shows an example of the byte and bit order for the TAM2 message.
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Auth Custom | Block | TAM2 | Key | IChallenge | Pro Off | Block | Prot
Method Data Size RFU 1D _TAM2 file set | Count | Mode
# of bits 2 1 1 4 8 80 4 12 4 4
random
Description 00& 16 [0:0] 0000s | [7:0] | Interrogator | [3:0] | [11:0] | [3:0] [3:00
challenge
1 byte J 10 bytes 2 bytes
Y
Bit Field Parameters Multiple Byte Bit Field Parameters
[0] AuthMethode[0] Parameter Byte 0: Byte 1:
[1] AuthMethode[1] Transmitted [0] Profile[0] [0] Offset[4]
[2] CustomData LSByte & LSBit [1] Profile[1] [1] Offset[5]
[3] BlockSize] first as defined [2] Profile[2] [2] Offset[6]
[4] TAM1_RFUJ[0] in ISO 15693 [3] Profile[3] [3] Offset[7]
[5] TAM1_RFU[1] [4] Offset[0] [4] Offset[8]
[6] TAM1_RFU[2] [5] Offset[1] [5] Offset[9]
[7] TAM1_RFU[3] [6] Offset[2] [6] Offset[10]
\ / [7] Offset[3] [7] Offset[11]

Figure E.2 — Example byte and bit order for TAM2(message

Figure E.3 shows an example of the byte and bit order for the MAMI+esponse.
TResponse
# of bits 128 + 48
ddecription AES-ENC( Key[KeylD].ENC. key, C_NMAM1[15:0] || TChallenge_MAMT[31:0] ||

IChallenge MARI1[79:0]) || TChallenge_MAM1[79:32]

Figure

44

22 bytes cipher text

|

Tresponse[175:0] Is transmitted as ONE parameter; LSByte and LSBit first

TResponse[0]

TResponse[47]
TResponse[48]

TResponse[175]

TChallenge MAM1[32]

TChallenge MAM1[79]
Ciphertext[0]

Ciphertext[127]

Figure E.3 — Example byte and bit order for MAM1 response

4 shows an example of the byte and bit order for the MAM2 message.
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Auth st MAM2_ IR
Method | °**P | RFU esponse
# of bits 2 2 4 128
AES-DEC(, Key[KeyID].ENC key, C_MAMZ2[11:0] ||
description 10b 01e 0000y Purpose_MANMZ2[3:0] || 1Challenge MAM1[31:0] ||
TChallenge MAMT[79:0])

8

Y
T

}

E.2.6 Key properties

E.2.7 Memory profiles

16
\ TOOYTES

/ Ciphertext

AES calculation is done as defined in Crypto Suite:
C_MAM2[11:0]
Purpose_MAM2[3:0]
IChallenge MAM1[31:0]
TChallenge MAM1[79:0]

Ciphertext [127:0]

transmitted in the followingefder:
Ciphertext [0]

\ o Ciphertext [127]

N

Figure E.4 — Example byte and bit order fof.the ciphertext in MAM2 message

SO/IEC 18000-3, Mode 1 does not support the'definition of key properties.

Ilable E.3 shall contain zero or more.pointers to an area with custom data within the Tag’s mem
maximum number of pointers is'16.

ry. The

file

Table E.3 — Description of ISO/IEC 18000-3, Mode 1 specific memory profiles for Pro
Value Description
0000 globally defined memory profile: UID (64 bit)
0001 globally defined memory profile: user memory
(starting at word position 0)
0010 manufacturer-defined memory profile
0011 manufacturer-defined memory profile
1600 TTaTufacturer-aef ied memory profite
1001 reserved for future use
1111 reserved for future use

The memory profiles specified by the Profile parameter may allow the use of one or more of the
encryption algorithms and/or message authentication algorithms listed in Table 3 for the protection of
the custom data. The chip manufacturer shall define which modes a particular Tag model supports for
which memory profiles.

© ISO/IEC 2017 - All rights reserved
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E.3  Security services for ISO/IEC 18000-3, Mode 3
Reserved for the implementation for ISO/IEC 18000-3, Mode 3.

E.4  Security services for ISO/IEC 18000-63

E4.1 ISO/IEC 18000-63 protocol commands

A crypto suite supporting ISO/IEC 18000-63 shall fulfil the protocol security command requirements
as defiffed in this subclause.

Optiongl choices shall be accepted for one-to-one communication. Reason: Since the Tag is singulated
and the| TID is known, supported options can be derived from it.

a) The¢ Tag shall use the In-Process reply if the maximum execution time for an Authentieaté command
exdeeds 20 ms.

b) Th¢ Tagshallignore commands from an Interrogator during execution of a cryptographic operation
c¢) The¢ Tag may support sending the contents of the ResponseBuffer in the reply’to an ACK command.

d) Th¢ Tag shall support sending the contents of the ResponseBufferGnthe reply to a ReadBuffer
command.

e) The¢ Tag may support a security timeout following a crypto erroit.The length of the security timeou
shdll be <200 ms.

f) The Authenticate command shall be supported for all supported authentication methods.
g) The¢ Challenge command may be supported for parts'or all supported authentication methods.

h) A Tpgin any cryptographic state other than the@nitial state (i.e. state after power-up) shall reset it3
cryptographic engine and transition to the open state upon receiving an invalid command. (Invalid
corhmands means crypto commands with«{ncorrect handle or CRC error.)

i) Forfeach error condition defined in thécrypto suite,
— | the Tag shall transition to the arbitrate state;
— | the Tag shall send an error'code in case of a transition to the arbitrate state.

j)  The¢ Tag shall remain jn'its current state after a Tag Authentication. The Tag shall transition to the
sedured state after,processing successfully an interrogator or mutual authentication.

k) This crypto suite.does not support any encapsulation method.

1) This crypte‘suite does not support the KeyUpdate command.

E.4.2 Security commands in ISO/IEC 18000-63

In ISO/IEC 18000-63, the message to execute any authentication shall be transmitted to the Tag with
the Authenticate or the Challenge command. The air interface shall return the response, either it shall be
backscattered immediately after the command or it shall be stored in the ResponseBuffer, from where
it shall be returned to the Interrogator with the ReadBuffer command.

NOTE Information about the Authenticate, Challenge and ReadBuffer command and the ResponseBuffer can
also be found in ISO/IEC 19762.

ISO/IEC 18000-63 specifies an 8-bit CSI. For implementation of this document in ISO/IEC 18000-63, the
CSI shall be expanded to the 8-bit value 00,.
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