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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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committees collaborate in fields of mutual interest. Other international organizations, governmen
povernmental, in liaison with ISO and IEC, also take part in the work. In the field of infarmati
y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

task of the joint technical committee is to prepare International Standards. Draft Internatior
5 adopted by the joint technical committee are circulated to national bodies for voting. Publication

tional Standard requires approval by at least 75 % of the national bodies casting a vote.

[816-3 was prepared by Joint Technical Committee ISO/IEC JTC, Information technolog

edition cancels and replaces the second edition (ISO/IEC 7816-3:1997), which has been technica
also incorporates the Amendment ISO/IEC 7816-3:1997/Amd.1:2002.

h, it incorporates material extracted from the first edition of Part 4 (ISO/IEC 7816-4:1995), so that t
ion protocols are no longer present in the second edition of Part 4 (ISO/IEC 7816-4:2005).

(816 consists of the following parts, under the<general title /dentification cards — Integrated circ

1: Cards with contacts — Physical characteristics
D: Cards with contacts — Dimensions and location of the contacts

B: Cards with contacts — Electrical interface and transmission protocols

b: Registration of @pplication providers
6. Interindustry. data elements for interchange
V: Interindi/stry commands for Structured Card Query Language (SCQL)

B::Commands for security operations

al
DN

AS

y1

ly

ne

it

— Part 9: Commands for card management

—  Part
—  Part
—  Part
—  Part

—  Part

10: Cards with contacts — Electronic signals and answer to reset for synchronous cards
11: Personal verification through biometric methods

12: Cards with contacts — USB electrical interface and operating procedures

13: Commands for application management in multi-application environment

15: Cryptographic information application
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Introduction

ISO/IEC 7816 is a series of standards specifying integrated circuit cards and the use of such cards for
interchange. These cards are identification cards intended for information exchange negotiated between the
outside world and the integrated circuit in the card. As a result of an mformatlon exchange, the card delivers

14 Aol AL RHH t
In UIIIICH.IUII \UUIIIVULCH.IUII TCOouUl, OlUIUU ual.a/, ATTUrvr TrmioudiTimec o IlO UUIIKUIIL \ual.a OlUIGHU, UVUIIL mrerTrmiul Za |On

Five parts are specific to cards with galvanic contacts and three of them specify electrical interfaces.
—t ISO/IEC 7816-1 specifies physical characteristics for cards with contacts.
—t ISO/IEC 7816-2 specifies dimensions and location of the contacts.

—t ISO/IEC 7816-3 specifies electrical interface and transmission protocols for‘asynchronous cards

NOTE The first and second editions of ISO/IEC 7816-3 specified an ¢ptional use of contact C6 to provide the
card with programming power required to write or to erase internal non-volatile memory. As every card mgnufactured
since 1990 internally generates programming power, this third edition_deprecates this use, as well as the related
indications in the Answer-to-Reset and the related controls in each tfahsmission protocol.

—t ISO/IEC 7816-10 specifies electrical interface and answer to reset for synchronous cards.
—t ISO/IEC 7816-12 specifies electrical interface and eperating procedures for USB cards.

All the other parts are independent of the physical.interface technology. They apply to cards access¢d by one
or more of the following methods: contacts, close<oupling and radio frequency.

—t ISO/IEC 7816-4 specifies organization,‘'security and commands for interchange.
—t ISO/IEC 7816-5 specifies registfation of application providers.

—t ISO/IEC 7816-6 specifies-interindustry data elements for interchange.

— ISO/IEC 7816-7 speeifies commands for structured card query language.

—t ISO/IEC 7816-8.specifies commands for security operations.

—t ISO/IEC 7816-9 specifies commands for card management.

— ISOAEC 7816-11 specifies personal verification through biometric methods.

— CISO/IEC 7816-13 specifies commands for application management in multi-application environment.

— ISO/IEC 7816-15 specifies cryptographic information application.

ISO/IEC 10536 specifies access by close coupling. ISO/IEC 14443" and ISO/IEC 15693 specify access by
radio frequency. Such cards are also known as contactless cards.

© ISO/IEC 2006 — All rights reserved \


https://standardsiso.com/api/?name=3e3ee9873783cc63b5dc227054d5a95e

ISO/IEC 7816-3:2006(E)

ISO and IEC draw attention to the fact that it is claimed that compliance with this document may involve the
use of patents.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences under
reasonable and non-discriminatory terms and conditions with applicants throughout the world. In this respect,
the statements of the holders of these patent rights are registered with 1ISO and IEC. Information may be
obtained from the following companies.

P4dtent holder Patent number Details Foreign equivalents
Integrated circuit card, EEQ g;????g
JPN 2537199 (priority date: 1986-06-20; ’
L USA 4833595,
publication date: 1996-07-08)
Toshiba Qorporation USA'4901276
Intellectugl Property Division Processing system which
:\/;_1’ ?hfe u_lr_a k1 -Chome transmits a predetermined
Inato-ku, 10Kyo error code upon detection of
105-8001| Japan . . FRA 8713306,
USA 5161231 ig C;Zcorrecz‘ transmission FRA 9209880

(priority date: 1991-03-12;
publication date: 1992-11-03)

Attention [is drawn to the possibility that some of the elements of<this document may be the subject of patgnt
rights other than those identified above. ISO and IEC shall not’be held responsible for identifying any or all
such patgnt rights.
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Identification cards — Integrated circuit cards —

Part 3:
Cards with contacts — Electrical interface and transmission

protocols

Scope

This part of ISO/IEC 7816 specifies the power and signal structures, and infoermation exchange bd
infegrated circuit card and an interface device such as a terminal.

also covers signal rates, voltage levels, current values, parity conventien, operating procedure, tra

miechanisms and communication with the card.

It

does not cover information and instruction content, such as identification of issuers and users, sef

lirhits, security features, journaling and instruction definitions,

2 Normative references

d

a

3,

The following referenced documents are indispensable for the application of this document. §
references, only the edition cited applies.-For undated references, the latest edition of the r

ocument (including any amendments) applies.

ISO/IEC 7816-2, Identification cards—=<\Integrated circuit cards — Part 2: Cards with contacts — D

nd location of the contacts

ISO/IEC 7816-4, Identification."\cards — Integrated circuit cards — Part 4: Organization, seg
cemmands for interchange

3 Terms and-definitions

br the purposes of this document, the following terms and definitions apply.

1

tween an

hsmission

vices and

For dated
eferenced

Imensions

urity and

block
bJ\e string comprising two or three fields defined as prologue field, information field and epilogue fiel

3
c

2
lass of operating conditions

set of values for voltage and current

3
c
fi

3
d

p

3
old reset
rst reset occurring after activation

4
estination node address
ortion of the node address byte, identifying the intended receiver of the block

© ISO/IEC 2006 — All rights reserved
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elementary time unit
nominal duration of a moment within an asynchronous character

3.6
epilogue
final field

3.7

and for tra

[ISO/IEC

3.8

field
of a block, conveying the error detection code

nsactions based thereon

78101

information block

block whd

3.9

se primary purpose is to convey application layer information

information field

field of a

3.10
interface
terminal,

3.1
length by
portion of]

3.12
node add
portion of]

3.13

block, conveying data, generally application data

device
communication device or machine to which the card is electrically connected during operation

Ite
the prologue field, encoding the number of bytes:tin the information field of the block

ress byte
the prologue field, indicating both destination and source addresses of the block

operating card

card that

3.14

can correctly carry out all jts functions

procedure byte

byte trang
data byte

3.15

mitted by the card-for indicating the progression of a T=0 command and controlling the exchange

h

D

prologue field

first field

bf a’block, consisting of three bytes defined as node address, protocol control and length

of

3.16
protocol
portion of

3.17

control byte
the prologue field, encoding transmission control information

receive ready block
block conveying the send-sequence number of the expected I|-block, used as a positive or negative
acknowledgment

3.18

redundancy code
content of the epilogue field, computed from all the bytes in the prologue field and in the information field

© ISO/IEC 2006 — All rights reserved
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source node address
portion of the node address byte, identifying the transmitter of the block

3.

20

supervisory block
block conveying transmission control information

ing block

ite)

3.21

trans_mission control .
Insisionwih squnce ctrl, ynchronizationnd recovery o tranissio rrors
3.22

wprm reset

any reset that is not a cold reset

4| Symbols and abbreviated terms

For the purposes of this document, the following symbols and abbreviated-terms apply.
AlB,C classes of operating conditions

APDU application protocol data unit

BGT block guard time

BWI block waiting time integer

BWT block waiting time

CcGT character guard time

CN input capacitance

CLA class byte

CLK clock contact

Cout output capacitance

CRC cyclic redundancy code

cwi characterwaiting time integer

cwr character waiting time

(4(6) C(7)) value of the concatenation of bytes C(6) and C(7) (the first byte is the most significant b
D baud rate adjustment integer

DAD destination node address

Dd, Di, Dn  default values, indicated values and negotiated values of D

etu elementary time unit

F clock rate conversion integer

f frequency value of the clock signal provided to the card by the interface device
Fd, Fi, Fn  default values, indicated values and negotiated values of F

GND ground contact

GT guard time

© ISO/IEC 2006 — All rights reserved
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INS
Ion

IoL

I/0

L

L. field
L. field
LEN
LRC
N
NAD
Na

Ne

Ne

Nm

N

Ny

(O8]
PCB
PPS
P1 P2
R-block
RFU
RST
SAD
S-block
SPU

high state

information block

current at VCC

maximum information field size
IFS for the card

IFS for the interface device

high TeveT input current

low level input current

information field

instruction byte

high level output current

low level output current

input/output contact

low state

length field for coding number N,

length field for coding number N,

length byte

longitudinal redundancy code

extra guard time integer

node address byte

exact number of available data bytes
number of bytes in the command data field
maximum number of bytes expected in the response data field
number of remaining)data bytes

number of bytes.in the response data field
number of eéxtra data bytes still available
open.Systems interconnection

protocol control byte

|_-protocol and parameters selection

parameter bytes
receive ready block
reserved for future use
reset contact

source node address
supervisory block

standard or proprietary use contact

© ISO/IEC 2006 — All rights reserved
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state H high electrical level
state L low electrical level

SW1 SW2 status bytes

T type

T=0 half duplex transmission of characters

T=1 half duplex transmission of blocks

TA, TB, ... Interface byies

TCK check character

tr fall time, from 90 % to 10 % of signal amplitude

TPDU transmission protocol data unit

R rise time, from 10 % to 90 % of signal amplitude

T8 initial character

T0 format byte

T} T, historical bytes

Utc voltage at VCC

Uy high level input voltage

Ul low level input voltage

UbH high level output voltage

UbL low level output voltage

NOTE In accordance with 1ISO 31[”, the symbols Ucc, Un, Ui, Uon and Uo. replace the former symbols V¢c, Vin, Vi,
Vgn and VoL.

VCC supply power contact

WL waiting time integer:

wmr waiting time

WTX waiting time extension

X clocK stop indicator

Y dlass indicator

XY notation using the hexadecimal digits '0' to '9' and 'A' to 'F', equal to XY to the base 16
5  Electrical characteristics

5.1 General

51.1 Contact assignment

The dimensions and location of the contacts shall be as specified in ISO/IEC 7816-2.

© ISO/IEC 2006 — Al rights reserved 5
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This part of ISO/IEC 7816 supports at least the following contacts.

— C1:s

upply power input (VCC, see 5.2.1).

— C2: reset signal input (RST, see 5.2.2).

— C3: clock signal input (CLK, see 5.2.3).

— Cb5: ground (GND, reference voltage).

— Ce6:

tandard or Inrnlnrimfary use (QPI ] see 52 A)

— C7:i

NOTE
card manu

5.1.2

By definit
the corres

All measlirements on an electrical circuit are defined with respect to GND-and in an ambient temperatu

range 0°

with respéct to the appropriate threshold levels.

By definit]
and 0,4 V]

5.1.3

This docy
the card

— b Vi
— 3V
— 1,8V

The card
the card 4

— Ifthe

— If the

within the s¢ope of this document.

nput/output for serial data (1/0, see 5.2.5).

This document deprecates the use of contact C6 to provide the card with programming power bécause eve
factured since 1990 internally generates programming power.

Measurement conventions
on, when a card and an interface device are mechanically connected, each.eontact of the card a
ponding contact of the interface device together form an “electrical circuit”.

C to 50° C. All currents flowing into the card are considered positive. All timings shall be measur¢

on, an electrical circuit is “not active” when the voltage with respect to GND remains between 0
for currents less than 1 mA flowing into the interface device.

Classes of operating conditions

ment defines three classes of operating conditions, based on the nominal supply voltage provided
y the interface device through VCC.

br class A.
br class B.
for class C.

shall support one orlmore classes. If the interface device applies a class supported by the card, thg
hall operate as specified.

card supports.more than one class, those classes shall be consecutive.

interface ‘device offers more than one class, the order in which those classes are applied is n

ry

nd

re
pd

\

to

14
=}

v

b Aara Lo daf

No card sk

Sadrkban tatofo PAPXwH PN H ] PO-C S RToe PPRE 128 P | Pt H
AT oC uarmagCUuwitcTT e e TatC Ut vICTappPitS a CIasSS TTOT SUPpPUTCU Uy trcoard—(oy ot

a damaged card no longer operates as specified or contains corrupt data).

52 C

5.21

ontacts

VCC (C1)

This contact is used to supply the card with power.

© ISO/IEC 2006 — All rights reserved
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Table 1 — Electrical characteristics of VCC under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Class A 45 55
Ucc Class B 2,7 3,3 \Y
Class C 1,62 1,98
Class A, at maximum allowed frequency 60
Icc Class B, at maximum allowed frequency 50 mA
Class C, at maximum allowed frequency 30
When the clock is stopped, see 6.3.2 0,5
The current value is averaged over 1 ms.

The maximum current is defined for the card. The interface device shall be able to deliver-this current within
the range specified for the voltage value and may deliver more. The supply power shallmaintain the voltage
value within the specified range despite transient power consumption as defined in Aiable 2.

Table 2 — Spikes on I¢c

Class Maximum charge 2 Maximum duration Maximum variation 9| of Icc
A 20 nAss 400 ns 100 mA
B 10 nAs 400 ns 50 mA
C 6 nA.s 400 ns 30 mA
8l The maximum charge is half the product of the maximum duration and the‘maximum variation.
B The maximum variation is the difference in supply current with respect to the average value.

522  RST(C2)

This contact is used to provide the card withreset signal. See 6.2.2 (cold reset) and 6.2.3 (warm reset).

Table 3 — Electrical characteristics of RST under normal operating conditions

Symbol Conditions Minimum Maximum Uhit
Umn 0,8 Ucc Ucc V/
In Un -20 +150 HA
Ur 0 0,12 Ucc /
I UL -200 +20 HA
R IF Cin =30 pF 1 Hs
The voltage shall remain between — 0,3 V and Ugc + 0,3 V.

52.3 .CLK (C3)

This-contact is used to provide the card with clock signal. The actual value of the frequency of the clock signal
is denoted f. The minimum value shall be 1 MHz. At least during activation (see 6.2.1) and cold reset (see
6.2.2), the maximum value shall be 5 MHz. For the maximum value supported by the card, see Table 7.

Unless otherwise specified, the duty cycle of the clock signal shall be between 40 % and 60 % of the cycle
during stable operation. When switching the frequency from one value to another, care should be taken to
ensure that no pulse is shorter than 40 % of the shortest cycle allowed by the card (see maximum frequency
in Table 7). No information shall be exchanged when switching the frequency value. Two different times are
recommended for switching the frequency value, either

— after completion of an answer to reset, see 8.1, while the card is waiting for a character, or
— after completion of a successful PPS exchange, see 9.3, while the card is waiting for a character.

© ISO/IEC 2006 — All rights reserved 7
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Table 4 — Electrical characteristics of CLK under normal operating conditions

Symbol Conditions Minimum Maximum Unit
Un 0,7 Ucc Ucc \Y
In Umn -20 +100 MA
UL Class A and class B 0 0,5 \Y,
UL Class C 0 0,2 Ucc \Y
I UL -100 +20 MA
iR tF Ci =30 pF 9 % of cycle
The voltagé¢ shall remain between — 0,3 V and Ugc + 0,3 V.
5.2.4 SPU (C6)
This contact is available for either standard or proprietary use, as input and/or output.
Depending upon whether the card uses SPU or not, the first TB for T=15 shall be present‘or absent in tihe
Answer-tg-Reset: this global interface byte (see 8.3) indicates whether the use is standard or proprietary.
ISO/IEC JTC 1/SC 17 reserves the standard use for future use.
When thg card is powered through VCC, if contact C6 is connected in the interface device, then the voltage
shall remain between — 0,3 V and Ugc + 0,3 V.
No card ghall be damaged by an interface device where contact C6 is conhected to VCC or GND as such @n
interface device complies with the previous edition (ISO/IEC 7816-3:1997).
5.2.5 /0 (C7)
This contact is used as input (reception mode) or output (transmission mode). The information exchange usgs
two states of the electrical circuit as follows:
— state|H if the card and the interface device are in feception mode or if the transmitter imposes this state;
— state|L if the transmitter imposes this state.
When both the card and the interface device’/are in reception mode, the electrical circuit shall be at state H.
When thg card and the interface devicevare in non-matched transmission mode, the state may be indetermi-
nate. During operation, the interface device and the card shall not be simultaneously in transmission mode.

The interface device shall be able 1o support the defined range of input currents when the input voltages a

re

within thel allowed range. TheZimpedance presented by the interface device to the card shall allow the card [to
keep the putput voltages within'the defined range.
Table 5 — Electrical characteristics of /O under normal operating conditions
Symbol Conditions Minimum Maximum Unit
Umn 0,7 Ucc Ucc \Y
In Un -300 +20 MA
UL 0 0,15 Ucc \
I UL —-1000 +20 MA
UoH External pull-up resistor: 20 kQ to Ucc 0,7 Ucc Ucc \%
IoH Uon and external pull-up resistor: 20 kQ to Ucc +20 MA
UoL IoL =1 mA for class A @ and class B @ 0 0,15 Ucc \Y,
IoL =500 A for class C @
R tF Cin = 30 pF; Cout = 30 pF 1 us
The voltage shall remain between — 0,3 V and Ugc + 0,3 V.
a Interface device implementations should not require the card to sink more than 500 pA.
8 © ISO/IEC 2006 — All rights reserved
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Card operating procedure

1 Principles

:2006(E)

The electrical circuits shall remain not active until the contacts of the card are mechanically connected to the
contacts of the interface device. The interaction between the interface device and the card shall be conducted

th

rough the following sequence of operations.

The interface device shall apply a class of operating conditions to the electrical circuits, i.e., activation,

cold reset and possibly one or more warm resets. If the card supports the class, it shall answer to reset

set and a

T
al

el

dd

Fi

P2 rdina—t (P2 Q Tk HZE P20~ 20 PAPXwH P22 PSR T-GR T V1L | “UP- ralat andialdARnciioretOelt
aCCoUTUMmy O~ CIiatSC U e T aCt—uTvViICT—CTIUS O~ Wit o COMTPTCTC—arta— vanmt— 7 iSvWwoT—tO=TICT

class of operating conditions. The interface device shall be able to repeat the entire operation!

For exchanging information, the card and the interface device shall agree on a transmissjon prqg
values of transmission parameters. Clause 10 specifies T=0, the half-duplex transmission of g
with the interface device as the master. Clause 11 specifies T=1, the half-duplex,tfransmission
Clause 12 specifies the transmission of command-response pairs by T=0cand by T=1.

transmission is expected from the card (e.g., after processing a command-response pair a
initiating the next one), the interface device may stop the clock signal if the-card supports clock 3

The interface device shall perform a deactivation.

he deactivation should be completed before the mechanical disconnection between the contacts
d the contacts of the interface device.

2 Activation, resets and class selection

2.1 Activation

order to initiate an interaction with a mechanically‘connected card, the interface device shall ag
bctrical circuits according to a class of operating.conditions: A, B or C, see 5.1.3, in the following or]

RST shall be put to state L, see 5.2.2.
VCC shall be powered, see 5.2.1.

I/0 in the interface device shall(be“put in reception mode, see 5.2.5. The interface device shall
state on 1/O during activation.

CLK shall be provided with)a clock signal, see 5.2.3.

DTE 1 The delays between powering VCC, setting I/O in reception mode and providing the clock signal on G
fined.

DTE 2 The interface’ device may perform a deactivation due to short circuits.

gure 1 summmarizes activation (before time 7T,) and cold reset (after time T3,).

tocol and
haracters
of blocks.
When no
hd before
top.

f the card

tivate the
der.

gnore the

LK are not

©

vee ™ N
L
H
CLK |
L |
H
RST i to
L
fe— fa — tc i
H p
110 L . Undefined % L
! f=<—— Answer
T, Tv
tas% %gtb %Stcgmjgoo

Figure 1 — Activation and cold reset
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Cold reset

By the end of activation (RST in state L, VCC powered, /O in reception mode in the interface device, CLK
provided with a suitable and stable clock signal), the card is ready for a cold reset. The internal state of the

card is no

t defined before a cold reset.

According to Figure 1, the clock signal is applied to CLK at time T,. The card shall set 1/O to state H within
200 clock cycles (delay ¢,) after the clock signal is applied to CLK (at time T, + ;). The cold reset results from
maintaining RST at state L for at least 400 clock cycles (delay #,) after the clock signal is applied to CLK (at
time T, + #,). The interface device shall ignore the state on I/O while RST is at state L.

At time T}
t.) after th

cycles with RST at state H, the interface device shall perform a deactivation.

6.2.3

As the ar
warm res
character
after the |

WARNING
(ISO/IEC T

According
least 400
clock sign
(at time T]

At time T,
t) after th

cycles with RST at state H, the interface device shallperform a deactivation.

RST to
— 4 —— i tf i
/o " _Undefined | L
| f<—— Answer
T T4
tg <32 M <y, 20 < g < 20000

6.2.4

Figure 3 i

, RST is put to state H. The answer on /O shall begin between 400 and 40 000 clock cycles (del
e rising edge of the signal on RST (at time T, + z;). If the answer does not begin within 40 000 clo

Warm reset

swer to a warm reset may differ from the answer to the previous reset, the interface device m
et the card at any time, even during the answer to reset, but not before recéption of the mandatqg
5 TS and TO (see 8.1). The warm reset shall not be initiated less than 4 464\(= 12 x 372) clock cycl
bading edge of character TO.

A warm reset initiated during the answer to reset may damage a cardscompliant with the previous editi
816-3:1997).

to Figure 2, the interface device initiates a warm reset (attime 7.) by putting RST to state L for
clock cycles (delay ¢,) while VCC remains powered and ELK provided with a suitable and stab
al. The card shall set I/O to state H within 200 clock cycles (delay #4) after state L is applied to RS
+ t4). The interface device shall ignore the state on.J/@’while RST is at state L.

, RST is put to state H. The answer on I/O shall-begin between 400 and 40 000 clock cycles (del
e rising edge of the signal on RST (at time Ty¥%). If the answer does not begin within 40 000 clo

Figure 2 — Warm reset
Class sélection

lustrates the principles of selection of the class of operating conditions. The figure is not exhaustive

gy
Ck

gy
ry
PS

at
le
5T

gy
ck

— Ifth

A 4 n + H 1 HGA H & HGAH ' 4o 1 loons Liaell o fived T A
ATISWETTIUTTATOTT LATTICS a Lidss TIUiLadtlur miuivatiitg 1T Uldoos UTITTY dpPpPIiicUu (STT 1T TITot TAT

r

T=15 in 8.2), then normal operation may continue. Alternatively, the interface device may perform a
deactivation and after a delay of at least 10 ms, apply another class supported by the card.

— If the Answer-to-Reset carries no class indicator, then the interface device shall maintain the current class.
If, after completion of the answer to reset, the card does not operate, then the interface device shall
perform a deactivation and after a delay of at least 10 ms, may apply another class.

— Ifthe

card does not answer to reset, then the interface device shall perform a deactivation and either

o after a delay of at least 10 ms, apply another class, if any, or
e abort the selection process.

After abortion of a selection process, the interface device may initiate another selection process.

10
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( stat )

Apply a class Delay

A

Select another
class

Error handling

Card answer

Once selected, the class shall not be changed during normal operation. For changing it, the interfa
shall perform a deactivation and after a delay of at least 10 ms, @pply another class.

i id?
Answer is valid? to reset? YES
Take NO
further action?
Card indicates YES g Maintain NO Y ~ )
class ? Ll current class? ld Deactivate

Continue normal
operation

Y

Figure 3 — Class selection by the interface device

bort

ce device

6,3 Information exchange
6.3.1 Selection of transmission parameters and-protocol
After completion of the answer to reset, the cardishall wait for characters from the interface deyice: their
transmission is governed by transmission parameters (see 7.1); their interpretation is governed by a protocol
(see 9, 10 and 11). Figure 4 illustrates the principles of selection of transmission parameters and protocol.
—t If TA; (see 8.3) is present in the Answer-to-Reset (card in specific mode), then the interface dgvice shall
start the specific transmission protocol using the specific values of the transmission parameters.
—t Otherwise (card in negotiable mode), for the transmission parameters, the values used during the answer
to reset (i.e., the default values of the transmission parameters, see 8.1) shall continue to apply gs follows.
o If the value of the(first character received by the card is 'FF', then the interface device ghall have
started a PPS eXxchange (see 9); the default values of the transmission parameters shall cpntinue to
apply until campletion of a successful PPS exchange (see 9.3), after what the interface dgvice shall
start the negotiated transmission protocol using the negotiated values of the transmission pafameters.
o Otherwise, the interface device shall have started the “first offered transmission protocol” (see TD; in
8.2,3)The interface device shall do so when the card offers only one transmission protoco| and only

the.default values of the transmission parameters. Such a card need not support PPS exchange.

Warm reset —_— Specific transmission protod

ol

— Card in (specific values)

TA; present

(default values) (default values) (negotiated values)

TA, absent

Warm reset — ——————""

Card in
negotiable mode

(default values)

Figure 4 — Selection of transmission parameters and protocol

© ISO/IEC 2006 — All rights reserved
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NOTE 1
NOTE 2
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The value of PPSS ('FF', see 9.2) is invalid for CLA (T=0, see 10.3.2) and for NAD (T=1, see 11.3.2.1).

In a multi-protocol card offering T=0 in negotiable mode, only T=0 can be “implicitly” selected.

NOTE 3 An interface device facing a card in negotiable mode and supporting neither PPS exchange nor the “first
offered transmission protocol” can perform either a warm reset or a deactivation.

NOTE 4 A card transmitting character TA; to an interface device not aware of the existence of specific mode cannot rely

on awarm

reset to switch the mode.

NOTE 5 An interface device having detected character TAz should not initiate a warm reset before it detects either an
unsupported value in the received characters, or an overrun of WT (see 7.2).

6.3.2

For cardg
I/0 has rd

device may stop the clock on CLK (at time T;,) while VCC remains powered and RST at state/H.

CL

1/

When the
according

At time T}
least 700

6.4 Deactivation

When information exchange is completed or aborted (e.g., unresponsive card, detection of card removal), t

interface

— RST
— CLK
— 1/Os
— VCC

Clock stop

supporting clock stop, when the interface device expects no transmission from the card-and wh¢
mained at state H for at least 1 860 clock cycles (delay #y), then according to Figure §;-the interfa

K [' Clock stop
f— lg —i — th =i
p " L
Previous i fe—— Next
character Te T character

1860 « 700 «
— _Ig 7 <t

h
Figure 5 — Clockstop

clock is stopped (from time 7, to time T;), CLK shall be maintained either at state H or at state
to the clock stop indicator X defined in 8.3.

, the interface device restarts the clockl.and the information exchange on I/O may continue after
clock cycles (at time T; + #,).

Hevice shall deactivaté, the electrical circuits in the following order (see Figure 6).

ENn
ce

at

ne

12

shall be put to state L.
Shall be putito'state L (unless the clock is already stopped at state L).
nall be put to state L.
shall'be deactivated.
H
VCC L
H
CLK L
H
RST ' |
H
1/0 L % Undefined %I

Figure 6 — Deactivation

© ISO/IEC 2006 — All rights reserved


https://standardsiso.com/api/?name=3e3ee9873783cc63b5dc227054d5a95e

ISO/IEC 7816-3:2006(E)

7  Asynchronous character

71 Elementary time unit

The nominal duration of one moment on the electrical circuit I/O is named “elementary time unit” and denoted
etu. The etu shall be equal to F/D clock cycles on the electrical circuit CLK where F and D are the
transmission parameters: F'is the clock rate conversion integer and D the baud rate adjustment integer.

F
letu=—x—
D

The values of the transmission parameters shall be as specified in 6.3.1.

7.2 Character frame

Agcording to Figure 7, a character consists of ten consecutive moments numbered 4 'to 10. Each moment is
either at state H or at state L.

—t Before moment 1, the electrical circuit I/0 shall be at state H.

—t Moment 1 shall be at state L. It is the character start.

—t Moments 2 to 9 shall encode a byte according to a coding convention (see TS in 8.1).
—t  Moment 10 shall encode the character parity (see TS in 8.1):

—t After moment 10, both the card and the interface device* shall remain in reception mode (in |error-free
operation) for a certain time of “pause”, so that the electrical circuit I/O remains at state H.

H Start Byte Parit Start

1 2 3| 4 5 6. [>,7 8 9 | 10 Pause

L

i —=— Delay between consécutive characters

Pigure 7 — Character frame

Figure 8 illustrates character timings: even with a maximum shift between the receiver time origip and the
transmitter time origin, the reception windows shall be all distinct from the transition windows.

2 3

B I

1 4 5 6 7 8 9 10

Distorted () N“L [ W | L [H| L L |H|[L |H ®
character .
Start Parity

Receiver |=l I_l |_| |_| I_l |_| |_| I—l |_| D I_l
8,5

Transmitter ?

0\05 15 25 35 45 55 65 75 9,5 etu
first observation of state L Window for a transition op I/O
__Tast observation of state H B YWirmdowforareceptiorron 1/0

Figure 8 — Character timings

Within every character, if the state changes at the end of moment » for any » from 1 to 10, then the delay from
the character leading edge to the trailing edge of moment » shall be (n+0,2) etu.

When searching for a character, the receiver periodically samples the electrical circuit I/O. While the
transmitter time origin is the character leading edge, the receiver time origin is the mean between the last
observation of state H and the first observation of state L: the shift between time origins is at most half the
sampling time. The sampling time shall be less than 0,2 etu.
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The receiver shall confirm the start moment before 0,7 etu (in receiver time). The receiver shall read the
second moment at (1,510,2) etu, the third moment at (2,5+0,2) etu, ... the ninth moment at (8,5+0,2) etu and
the parity moment at (9,5+0,2) etu. Character parity is checked on the fly.

The minimum delay between the leading edges of two consecutive characters is named “guard time” and
denoted GT.

The maximum delay between the leading edge of a character transmitted by the card and the leading edge of
the previous character (transmitted by the card or the interface device) is named “waiting time” and denoted
WT. It allows detecting, e.g., an unresponsive card.

NOTE rnrougnout this document, the guard/walting times are minimum/maximum: delays between the leading edges
of consecUtive characters.
7.3 Errror signal and character repetition
The use of the error signal and character repetition is protocol dependent; see 8.1, 9.1, 10.2 and 11.2.
As shown in Figure 9, when character parity is incorrect, the receiver shall transmit an,error signal on the
electrical circuit 1/0. Then the receiver shall expect a repetition of the character.
1 1 I 1 1 1 I 1 1 1 1
Start Bytei ok Pause Start Byte,-+1
A
Character+par|ty Repetition
1 1 1 I 1 1 1 Error 1 1 1
Start Byte,- b( Signal |— Start Bytei
Figure 9 — Character transmission and repetition diagram
Figure 10|illustrates error signal timings.
. 0 1 2 3 4 5 6 7 8 9 10 11
Transmitter ' e T e .
Check
Pause (H) or
Error signal (L)
Reckiver ‘ ' i ‘ ' o - ' P -
1,5 256 35 4,5 55 65 75 8,5 95 10,5 11,5 etu
first oBservation of state L Window for a transition on 1/O
last observation of state H I:l Window for a reception on 1/0O
Figure 10 — Error signal timings
— To sigrat-an—errer—the—+eceiver—shallputHOo—te—state—t—at{10-5+02)-etu—in—receivertime—ferene—etu

minimum, two etu maximum.

To detect an error signal, the transmitter shall read I/O at (11+0,2) etu after the character leading edge.

e The correct reception is assumed if the state is H.

e The incorrect reception is assumed if the state is L. After a delay of at least two etu from the
detection of the error signal, the transmitter shall repeat the character.

If either the card or the interface device provides no character repetition, it ignores and shall not suffer
damage from the incoming error signal.

14
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8 Answer to reset

8.1 Characters and coding conventions

The etu initially used by the card shall be equal to 372 clock cycles (i.e., during the answer to reset, the values
of the transmission parameters are the default values Fd = 372 and Dd = 1). See TS below for an alternate
measurement of this etu. The character frame shall be as specified in 7.2 with GT'= 12 etu and WT =9 600 etu.
The error signal and character repetition according to 7.3 is mandatory for the cards offering T=0; it is optional
for the interface devices and for other cards.

Figure 11 shows the first character named “initial character” and denoted TS, and the beginning of-the second
character named “format character” and denoted TO.

H 1 2 3 4 5 6 7 8 9 10
I [ I [
H |L|H H|L]|LLorHHH [ L L [H (H) INT Charactey T0

L

12 etu < <9600 etu

Figure 11 — Initial character TS

The initial character TS shall be as follows.

—t The pattern of moments 1 to 4 shall be LHHL. The sequence (H) LHHL is a synchronization pattern.
When taking one third of the delay between the two fallingedges as an alternate measurement|of the etu
initially used by the card, the transmission and receptionnmechanisms in the card shall be consistent with
the timings specified in 7.2 and 7.3.

— The pattern of moments 5 to 7 shall be either LLL ‘or HHH. It indicates a convention to encodqg or to de-
code a byte (i.e., eight bits from the most significant bit (msb) to the least significant bit (Isb) with values 0
and 1) in every subsequent character (i.e., tef/consecutive moments numbered 1 to 10 at states | and H).

—t The pattern of moments 8 to 10 shall besELH.
The initial character TS has two possible-patterns.

—t (H) LHHL LLL LLH sets up the:inverse convention: state L encodes value 1 and moment 2 copveys the
most significant bit (msb first). When decoded by inverse convention, the conveyed byte is equa| to '3F".

— (H) LHHL HHH LLH-sets up the direct convention: state H encodes value 1 and moment 2 copveys the
least significant bit (Isb first). When decoded by direct convention, the conveyed byte is equal to['3B'".

Character parity is-Correct when there is an even number of bits set to 1 in the nine moments 2 to 10
The card uses-either coding convention. The interface device shall support both coding conventions.
The initial-character TS is followed by a sequence of at most 32 characters.

—t ~Denoted TO, the format character is mandatory.

— Denoted TA TB TC TD, the interface characters are optional. The presence of interface characters is
indicated by a bitmap technique initiated by the format character TO.

— Denoted T, T, ... Tx, the historical characters are optional. The presence of historical characters depends
upon a number K encoded in the format character TO.

— Denoted TCK, the check character is conditional. The presence of the check character depends upon the
types T encoded in some interface characters TD.

By definition, the answer to reset is completed 12 etu after the leading edge of the last character of the

sequence. By definition, the Answer-to-Reset is the value of the byte string (at most 32 bytes) encoded in that
sequence of characters.

© ISO/IEC 2006 — All rights reserved 15


https://standardsiso.com/api/?name=3e3ee9873783cc63b5dc227054d5a95e

ISO/IEC 7816-3:2006(E)

8.2
8.2.1

Answer-to-Reset

General configuration

Figure 12 shows the byte frame as used hereafter. The byte consists of eight bits numbered 8 to 1 with values
0 or 1; bit 8 is the most significant bit (msb) and bit 1 the least significant bit (Isb).

Bit 8

msb

Bit7 | Bit6 | Bit5

Bit4 | Bit3 | Bit2 | Bit1

Isb

Table 6 il
TATBT(Q

ustrates the Answer-to-Reset (a string of at most 32 bytes). For notation simplicity, each .ope of TO
TD ... T, T, ... Tx and TCK hereafter also denotes the byte conveyed in the respective character.

Figure 12 — Byte frame

Table 6 — Ans

wer-to-Reset

Format byte T0 (mandatory)

Encedes Y, and K

Interface bytes (optional)

TCK

TA, Global, encedes Fi and Di
TB, Global, deprecated

TC, Glabal, encodes N

TD, Structural, encodes Y, and T
TA; Global, specific mode byte
TB, Global, deprecated

TC, Specific to T=0, see 10.2

TD> Structural, encodes Yz and T

Fori 32,

TD;_4 Structural, encodes Y;and T
TA; — Specificto T after T from 0 to 14 in TD._4
TB; — Global after T=15in TD,_4

TC;

TD; Structural, encodes Y,.q and T

Historical bytes (optional)
T1
T2
See ISO/IEC 7816-4
Tx

Check byte TCK (conditional)

16
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8.2.2 Format byte TO
Figure 13 shows the format byte TO.
— Bits 8 to 5 form an indicator Y.

— Bits 4 to 1 encode a number K from 0 to 15.

Bit8 | Bit7 | Bit6 | BitS | Bit4 | Bit3 | Bit2 | Bit1

msb Isb

i Y, i K

Figure 13 — Coding of TO

8.2.3 Interface bytes TATB TC TD

Figure 14 shows the interface byte TD,. Each interface byte TD is structural.
— Bits 8 to 5 form an indicator Y,1.

—t Bits 4 to 1 encode a type T from 0 to 15.

Bit8 | Bit7 | Bit6 | Bit5 | Bit4 | Bity3 | Bit2 | Bit1

msb Isb

; Y,‘+1 ; T

Figure 14 — Coding of TD;

Therefore TO conveys Y,4; TD4 conveys Y,; TD, conveys Y3, and so on. In the byte conveying the inglicator Y,
bits 8 to 5 state whether TA, for bit 5, TB; for bit 6, C; for bit 7, TD, for bit 8 are present or absent (depending
on whether the relevant bit is set to 1 or 0) in this‘order after the byte conveying Y.

If[TD; is absent, then TA+1, TB;+1, TC;+1 and<I-D;,; are also absent.

The type T refers to a transmission protecol and/or qualifies interface bytes.

—t T=0 refers to the half-duplex transmission of characters specified in clause 10.
—t  T=1 refers to the half-duplex transmission of blocks specified in clause 11.

—t T=2 and T=3 are reserved for future full-duplex operations.

—t T=4is reserved fot.an enhanced half-duplex transmission of characters.

—t T=5to T=13re reserved for future use by ISO/IEC JTC 1/SC 17.

—t  T=14 refersto transmission protocols not standardized by ISO/IEC JTC 1/SC 17.

—t  T=15:does not refer to a transmission protocol, but only qualifies global interface bytes.
NOTE In TA, (see 8.2) and PPSO (see 9.2), bits 4 to 1 also encode a type T.

If TD4, TD, and so on are present, the encoded types T shall be in ascending numerical order. If present, T=0
shall be first, T=15 shall be last. T=15 is invalid in TD;.

The “first offered transmission protocol” is defined as follows.
— If TD, is present, then it encodes the first offered protocol T.

— If TD, is absent, then the only offer is T=0.

Each interface byte TA, TB or TC is either global or specific.
— Global interface bytes refer to parameters of the integrated circuit within the card, see 8.3.

— Specific interface bytes refer to parameters of a transmission protocol offered by the card.
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TC,4, TA; and TB, are global. TC, is specific to T=0, see 10.2.

The interpretation of TA; TB; TC, for i > 2 depends on the type T encoded in TD,_;.

— After
— After

T from 0 to 14, TA,; TB; and TC, are specific to the transmission protocol T.
T=15, TA, TB; and TC, are global.

If more than three interface bytes TA; TB; TC; TA;.1 TB;+1 TC;4 ... are defined for the same type T, then each
one is unambiguously identified by its position after the first, the second ... occurrence of T in TD,_4 for i > 2.
Consequently, for each type T, the first TA TB TC, the second TA TB TC, and so on, are available.

NOTE
when neeq

For exam
T=1. If ne
Dependin|

8.24

The histo
specified

If K is not

8.25

If only T=
the other
shall give

8.3 G
This clau
and the fi
— Ifpre

— If sug

ISO/IEC
the unuse

TA, enco
adjustme
values ar
10.2. For

The combination of the type T with the bitmap technique allows transmitting only useful interface bytes;a
ed, to use default values for parameters corresponding to absent interface bytes.

ple, clause 11.4 specifies three interface bytes specific to T=1, namely the first TA, TB and TC f

g on whether the card also offers T=0 or not, TD, shall indicate either T=0 or T=1.

Historical bytes T, T, ... T¢

rical bytes describe operating characteristics of the card. Their structure’and content shall be
n ISO/IEC 7816-4.

zero, then the Answer-to-Reset continues on K (at most 15) historical bytes T4 T, ... Tg.

Check byte TCK

D is indicated, possibly by default, then TCK shall be @bsent. If T=0 and T=15 are present and in
cases, TCK shall be present. When TCK is present; exclusive-oring all the bytes TO to TCK inclusi
'00'. Any other value is invalid.

lobal interface bytes

5e specifies the content of the globakinterface bytes TA,, TB4, TCy, TA,, TB,, the first TA for T=
st TB for T=15.

sent, such a byte shall be interpreted in order to process correctly any transmission protocol.

h a byte is absent, then when needed, default values shall be used for the relevant parameters.

TC 1/SC 17 reservés)for future use all the global interface bytes not defined in this clause and
d values of the global interface bytes defined in this clause.

nt integer (i) and the maximum value of the frequency supported by the card (f (max.)). The defa
b Fi =372, Di =1 and f(max.) = 5 MHz. For the use of Fi and Di, see 7.1, TC4 and TA; below, 9.2 a
the use of f(max.), see 5.2.3.

eded, such a byte shall be transmitted respectively as TA; TB3 and TC3 after TD, indicating T1.

Hes the indicated value of the clock rate conversion integer (Fi), the indicated value of the baud rate

hd

[N

AS

all

all

It
nd

— Acco

rding to Table 7, bits 8 to 5 encode Fi and f (max.).
Table 7 — Fi and f (max.)

Bits 8to 5 0000 0001 0010 0011 0100 0101 0110 0111

Fi 372 372 558 744 1116 1488 1860 RFU

f(max.) MHz 4 5 6 8 12 16 20 —

Bits 8 to 5 1000 1001 1010 1011 1100 1101 1110 1111

Fi RFU 512 768 1024 1536 2048 RFU RFU

f(max.) MHz — 5 7,5 10 15 20 — —

18
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According to Table 8, bits 4 to 1 encode Di.

:2006(E)

Table 8 — Di
Bits 4 to 1 0000 0001 0010 0011 0100 0101 0110 0111
Di RFU 1 2 4 8 16 32 64
Bits 4 to 1 1000 1001 1010 1011 1100 1101 1110 1111
Di 12 20 RFU RFU RFU RFU RFU RFU
TB, and TB; are deprecated. The card should not transmit them. The interface device shall ignore:them.
NOTE The first two editions of ISO/IEC 7816-3 specified TB1 and TB; to fix electrical parameters| of the|integrated
cifcuit for the deprecated use of contact C6 (see 5.1.1).

T4

T4

L, encodes the extra guard time integer (V) from 0 to 255 over the eight bits. The défault value is M|

If N=0 to 254, then before being ready to receive the next character, the card-requires the folloy
from the leading edge of the previous character (transmitted by the card 'or.the interface device).

GT= 12etu+R><%

e If T=15is absent in the Answer-to-Reset, then R = F'/ D;i.e., the integers used for computin

e If T=15Iis present in the Answer-to-Reset, then R =i Di, i.e., the integers defined above b

No extra guard time is used to transmit characters fromthe card: GT= 12 etu.

The use of N=255 is protocol dependent: GT =12 etu in PPS (see 9) and in T=0 (see 10). For
N=255inT=1, see 11.2.

A\, is the specific mode byte as shown in kigure 15. For the use of TA,, see 6.3.1 and 7.1.

Bit 8 indicates the ability for changing the negotiable/specific mode:
[ ]

capable to change if bit 8 is set to 0;

e unable to change if bit,8'is set to 1.

Bits 7 and 6 are reseryed for future use (set to 0 when not used).

Bit 5 indicates the'definition of the parameters F and D.
[ ]

If bit 5(is_set to 0, then the integers Fi and Di defined above by TA; shall apply.

If bit,5 is set to 1, then implicit values (not defined by the interface bytes) shall apply.

Bits(4 to 1 encode a type T.

0.

ing delay

g the etu.
Yy TA1

he use of

NOTE

Bit 1

Isb

Bit 8 Bit6 | BitS5 | Bit4 | Bit3 | Bit2

msb

Bit 7

Figure 15 — Coding of TA,

An interface device supporting the three values F, D and T referenced by TA> should initiate the transmission

protocol T with 7 and D. Otherwise, it should perform either a warm reset (bit 8 set to 0) or a deactivation (bit 8 set to 1).

©
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The first TA for T=15 encodes the clock stop indicator (X) and the class indicator (Y). The default values are
X = “clock stop not supported” and Y = “only class A supported”. For the use of clock stop, see 6.3.2. For the
use of the classes of operating conditions, see 6.2.1 and 6.2.4.

— According to Table 9, bits 8 and 7 indicate whether the card supports clock stop (# 00) or not (= 00) and,
when supported, which state is preferred on the electrical circuit CLK when the clock is stopped.

Table 9 — X
Bits 8 and 7 00 01 10 11
X Clock stop not supported State L State H No preference

Y
0

— According to Table 10, bits 6 to 1 indicate the classes of operating conditions accepted by the card.Ea¢
bit represents a class: bit 1 for class A, bit 2 for class B and bit 3 for class C (see 5.1.3).

Table 10 — Y
Bits 6 to[1 00 0001 00 0010 00 0100 00 0011 000110 00 0111 Any other value
Y A only B only C only Aand B Band C A, BandC RFU

The first [TB for T=15 indicates the use of SPU by the card (see 5.2.4). The defaultvalue is “SPU not used”,
Coded oVer bits 7 to 1, the use is either standard (bit 8 set to 0), or proprietaby (bit 8 set to 1). The value 'O’

indicates that the card does not use SPU. ISO/IEC JTC 1/SC 17 reserves.for future use any other value whefe
bit 8 is sef to 0.

9 Protocol and parameters selection

9.1 PIPS exchange

The PPS|exchange shall start as specified in 6.3.1.The character frame shall be as specified in 7.1 and 72,
using the|coding convention fixed by TS (see 8.1), with GT as specified in 8.3 and WT =9 600 etu. The ernor
signal ang character repetition according to-7.3"is mandatory for the cards offering T=0; it is optional for the
interface devices and for other cards.

Only the interface device is permitted-te start the PPS exchange.
— The interface device shall transmit a PPS request to the card.

— If the|card receives ancerroneous PPS request, it shall not transmit any response.

— If thel card receives/a-correct PPS request, it shall transmit a PPS response, if implemented, or WT will be
excegded.

— In the followihg three cases: overrun of WT, erroneous PPS response, unsuccessful PPS exchange, the
interflace device shall perform a deactivation.

9.2 PPS request and response

The PPS request and PPS response each consist of an initial byte PPSS, followed by a format byte PPSO,
three optional parameter bytes PPS,, PPS,, PPS; and a check byte PCK as the last byte.

— PPSS identifies the PPS request or response and is set to 'FF'.

— In PPSO0, each bit 5, 6 or 7 set to 1 indicates the presence of an optional byte PPS,, PPS,, PPS;,
respectively. Bits 4 to 1 encode a type T to propose a transmission protocol. Bit 8 is reserved for future
use and shall be set to 0.
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PPS, allows the interface device to propose values of F and D to the card. Encoded in the same way as
in TA4, these values shall be from Fd to Fi and from Dd to Di respectively. If an interface device does not
transmit PPS,, it proposes to continue with Fd and Dd. The card either acknowledges both values by
echoing PPS; (then these values become Frn and Dn) or does not transmit PPS, to continue with Fd and
Dd (then Frn =372 and Dn = 1).

PPS, allows the interface device to propose a use of SPU. PPS,; shall be encoded in the same way as
the first TB for T=15. If an interface device does not transmit PPS,, or if it transmits PPS, = '00', it
proposes not to use SPU.

cgnveying PCK.

9.3

Figure 16 shows the structure of the PPS request and response.

PR3, is-reserved-forfuture-use-

Exclusive-oring all the bytes PPSS to PCK inclusive shall give '00'. Any other value is invalid.

PPSS

I
PPSO

Figure 16 — Structure of PPS request and response

definition, the PPS request or response is completed 12 etu after the leading edge of the [character

Successful PPS exchange

A|PPS exchange is suecessful if and only if the PPS response is in the following conditions with resgect to the
PPS request.

Bits 1 to 4fPPS0_Response shall be identical to bits 1 to 4 of PPS0_Request.

Bit 5.0 PPS0_Response shall be either identical to bit 5 of PPS0_Request or set to 0.
o YIf bit 5 is set to 1, PPSy_Response shall be identical to PPS,_Request.
¢ Ifbit5is setto 0, PPS;_Response shall be absent, meaning that Fd and Dd shall be used.

Bit 6 of PPS0_Response shall be either identical to bit 6 of PPS0_Request or set to 0.
e Ifbit6is setto 1, PPS,_Response shall be identical to PPS,_Request.
o Ifbit6is setto 0, PPS,_Response shall be absent, meaning that the card does not use SPU.

Bit 7 of PPS0_Response shall be either identical to bit 7 of PPS0_Request or set to 0.
e Ifbit7is setto 1, PPS;_Response shall be identical to PPS, Request.
o Ifbit7is setto 0, PPS;_Response shall be absent (the exact meaning is reserved for future use).

In the most common case, the PPS response is identical to the PPS request.
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10 Protocol T=0, half-duplex transmission of characters

10.1

Scope

This clause defines the structure and processing of commands in a half-duplex transmission of characters.
The interface device initiates these commands. This clause covers transmission control.

10.2 Character level

The transmmission protocot shattstartas specified i 6.3t 1 he character frame shattbe as specifiedin 7. ta
7.2, using the coding convention fixed by TS (see 8.1), with GT as specified in 8.3. Both the card and(t

interface

When using D =64, the interface device shall ensure a delay of at least 16 etu between the leading edge
the last rgceived character and the leading edge of the character transmitted for initiating a cormmand.

If presenf in the Answer-to-Reset, the interface byte TC, encodes the waiting time integer WI over the eig
bits, except the value '00' reserved for future use. If TC, is absent, then the default valde is W7 = 10.

The “wait

10.3 Sftructure and processing of commands

10.3

The interflace device initiates every command by transmitting.a five-byte header that tells the card what to d
The comrmand processing continues with the transfer of a:variable number of data bytes in one direction und
the contrgl of procedure bytes transmitted by the card.

It is assymed that the card and the interface device know a priori the direction of transfer, in order
distinguish

10.3

The header consists of five/bytes denoted CLA, INS, P1, P2 and P3. The values of CLA, INS, P1 and P2 sh
be as specified in ISQ/UEC 7816-4.

22

A

commands for incoming data transfer where the data bytes enter the card while processing, and

comrmands for outgoing data transfer where the data bytes leave the card while processing.

2

CLA

NOTH ISO/IEC 7816-4 enforces 'FF' as invalid value of CLA.

Hevice shall use the error signal and character repetition according to 7.3.

ng time” (see 7.2) shall be: WT = W1x960x?

Principles

Command header

HenoteS.a class of commands. The value 'FF'is invalid (reserved for PPSS, see 6.3.1 and 9.2).

2|

INS denotes an instruction code. The values '6X' and '9X' are invalid.

NOTE ISO/IEC 7816-4 enforces '6X' and '9X' as invalid values of INS.

P1 P2 denotes an instruction parameter, e.g., a reference completing the instruction code.

P3 encodes the number of data bytes denoted D, to D, to be transferred during the command.

In an outgoing data transfer command, P3='00" introduces a 256-byte data transfer from the card.
In an incoming data transfer command, P3="00' introduces no data transfer.

© ISO/IEC 2006 — All rights reserved
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10.3.3 Procedure bytes

:2006(E)

After transmitting the header as a string of five characters, the interface device shall wait for a character
conveying a procedure byte. There are three types of procedure bytes, see Table 11.

— If the value is '60', it is a NULL byte. It requests no action on data transfer. The interface device

for a character conveying a procedure byte.

interface device shall wait for a character conveying a SW2 byte. There is no restriction on SW2

shall wait

If the value is '6X' or '9X’, except for '60', it is a SW1 byte. It requests no action on data transfer. The

value.

NOTE ISO/IEC 7816-4 enforces '60' as invalid value of SW1, as well as any value different from '9Xa

If the value is the value of INS, apart from the values '6X' and '9X’, it is an ACK byte. All rema
bytes if any bytes remain, denoted D, to D,, shall be transferred subsequently. Then the’interfa
shall wait for a character conveying a procedure byte.

nd '6X'".

ning data
ce device

—t If the value is the exclusive-or of 'FF' with the value of INS, apart from the-values '6X' and '9X/, it is an
ACK byte. Only the next data byte if it exists, denoted D,, shall be transfetred. Then the interfaice device
shall wait for a character conveying a procedure byte.

—t Any other value is invalid.

Table 11 — Procedure bytes

Byte Value Action on data.transfer Then receptioh of

NULL '60' No ag¢tion A procedure byte

swi1 '6X' (#'60"), 'OX' Ne.action A SW2 byte

ACK INS All remaining data bytes (if any bytes remain) A procedure byte

INS @ 'FF' The next data byte (if it exists) A procedure byte

['he first two editions of ISO/IEC 7816-3 specified the use of two values of ACK (namely, the exclusive-or of the value of IINS with '01'
hnd 'FE') to control the deprecated use of contact C6'(see 5.1.1). These two values are deprecated.

Al each procedure byte, the card can proceed with the command by NULL or ACK, or finish the command by

SW1 SW2, or show its disapproval by becoming unresponsive (WT will be exceeded).

T
s

N

g
N

—

10.3.4  Status bytes

ecified in ISO/IEC%816-4.

DTE ISQ/EC 7816-4 enforces the meaning of six values of SW1 SW2, specified for T=0 by the previo|
bO/IEC 7846-8:1989 and 1997).

'9000:._\.command normally completed

'6E0Q'" CLA not supported

ne status bytes SWd4-SW2 indicate the card status at the end of the command. Their values shall be as

Us editions

[YaS mVaYall

6506 CtA-supportedbutiNSnotprogrammed-or-invatid
'6B00" CLA INS supported, but P1 P2 incorrect

'6700" CLA INS P1 P2 supported, but P3 incorrect

'6F00' command not supported and no precise diagnosis given

By definition, the command is completed 12 etu after the leading edge of the character conveying SW2.

©
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11 Protocol T=1, half-duplex transmission of blocks

11.1  Scope and principles

This clause defines the structure and processing of commands in a half-duplex transmission of blocks. A block
is a byte string conveyed in asynchronous characters. The interface device and the card may initiate these
commands. This clause covers data transmission control such as flow control, block chaining and error
correction.

The main.characteristics of the transmission Ir\rr\fnr‘nl are the fnllnwing

— The fransmission protocol starts with a first block transmitted by the interface device; it continues\with
alterpating the right to transmit a block.

k is the smallest data unit that can be exchanged. A block may be used to convey
pplication data transparent to the transmission protocol,
ransmission control data including transmission error handling.

lock structure allows checking the received block before processing the conveyed data.

ission protocol applies the principle of the OSI reference model. Three layers are defined.
hysical layer transmits moments organized in asynchronous characters-according to 11.2.

ata link layer includes a character component and a block component.
he character component recognizes the beginning and the end of a block according to 11.5.
he block component exchanges blocks according to 11.6.

— The application layer processes commands, which involves thedexchange of at least one block or chain |of
blocKs in each direction.

11.2 Clharacter frame

The transmission protocol shall start as specified in.6)3.1. The character frame shall be as specified in 7.1 and
7.2, using the coding convention fixed by TS (seé.8.1). The error signal and character repetition according to
7.3 shall mot be used. There are two guard times:

— Denqted CGT, the “character guard-time” is the minimum delay between the leading edges of two
consgcutive characters in the same.direction of transmission. If N=0 to 254, CGT = GT as specified in 8J3.
If NH 255, CGT= 11 etu in both directions of transmission.

— Denqted BGT, the “block guard time” is the minimum delay between the leading edges of two consecutiye
characters in opposite directions. BGT =22 etu.

Character parity allows,checking a block in addition to the error detection code (see 11.3.4 and 11.4.4).

11.3 Bllock frame

11.3.1 General

As shown in Figure 17, a block consists of two or three fields.
— The prologue field consists of a node address byte, a protocol control byte and a length byte.
— The information field consists of zero to 254 bytes.

— The epilogue field consists of one or two bytes.

Prologue field (mandatory) Information field (optional) Epilogue field (mandatory)
NAD (1 byte) PCB (1 byte) LEN (1 byte) INF (0 to 254 bytes) LRC (1 byte) or CRC (2 bytes)

Figure 17 — Block frame
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The transmission protocol defines three types of blocks.

2006(E)

— An information block (I-block) is used to convey information for use by the application layer. In addition, it

conveys a positive or negative acknowledgment.

— A receive ready block (R-block) is used to convey a positive or negative acknowledgment. Its information

field shall be absent.

— A supervisory block (S-block) is used to exchange control information between the interface device and

the card. Its information field may be present depending on its controlling function.
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relatively independent of each other.
.3.2  Prologue field

3.21 Node address byte

ne node address byte (NAD) allows identifying the source and the intended déstination of the blo

be used to distinguish between multiple logical connections when they coexist_The value 'FF' is in

served for PPSS (see 6.3.1 and 9.2). Bits 1 to 3 are the source node address denoted SAD and
e destination node address denoted DAD. Bits 4 and 8 are deprecated(-The card should set them f{
erface device shall ignore them.

DTE The first two editions of ISO/IEC 7816-3 specified bits 4 and\8 to control the deprecated use of
e 5.1.1).

hen the addressing is not used, the values of SAD and DAD shall be set to 000. Any other valu
nere SAD and DAD are identical is reserved for future use:

the first block transmitted by the interface device,"NAD shall set up a logical connection by assoq
dresses SAD and DAD. Subsequent blocks in-which NAD contains the same pair of addresses
A\D are associated with the same logical connegtion. During information exchange, other pairs of §
AD and DAD may set up other logical connections.

DTE For example, blocks transmitted by:the interface device with the values x for SAD and y for DAD
nsmitted by the card with the values . for"SAD and x for DAD belong to a logical connection denoted (x,
bcks transmitted by the interface device.with the values v for SAD and w for DAD and blocks transmitted by th
b values w for SAD and v for DAD keleng to another logical connection (v, w).

3.2.2 Protocol confrol'byte

ne protocol control.byte (PCB) conveys information required to control transmission. PCB define
e block is an I-bloek, an R-block or an S-block.

every |-blockybit 8 of PCB is set to 0 as shown in Figure 18.
Bit 7 enhcodes the send-sequence number denoted N(S).
Bit &is the more-data bit denoted M-bit.

ck; it may
valid. It is
hits 5to 7
0 00. The

tontact C6

e of NAD

iating the
SAD and
ddresses

and blocks
), whereas
e card with

5 whether

Bits 5 to 1 are reserved for future use and shall be set to 0.

0 Bit7 | Bit6é | Bit5 | Bit4 | Bit3 | Bit2 | Bit1

msb Isb

Figure 18 — Coding of I-block PCB

In every R-block, bits 8 and 7 of PCB are set to 10 as shown in Figure 19. Bits 6 to 1 are used as follows.

— 0-N(R)-0000 denotes an error-free acknowledgement.

— 0-N(R)-0001 indicates a redundancy code error or a character parity error.

©
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— 0-N(R)-0010 indicates other errors.

— Any other value is reserved for future use.

NOTE

The value N(R) states whether the R-block indicates an error or not. Bits 4 to 1 may be ignored.

1 0 Bit6 | BitS5 | Bit4 | Bit3 | Bit2 | Bit1

msb Isb

Figure 19 — Coding of R-block PCB

In every $-block, bits 8 and 7 of PCB are set to 11 as shown in Figure 20. Bits 6 to 1 are used as follows:

0000
0000
0000
0000
1001

D0 indicates a RESYNCH request and 100000 a RESYNCH response.
D1 indicates an IFS request and 100001 an IFS response.

0 indicates an ABORT request and 100010 an ABORT response.

1 indicates a WTX request and 100011 a WTX response.

D0 is deprecated.

Any dther value is reserved for future use.

NOTE

11.3.2.3

Bit 6 is the response bit.

1 1 Bit6 | BitS5 | Bit4 | Bit3 | Bit2 | Bit1

msb Isb

Figure 20 — Coding of'S-block PCB

Length byte

The length byte (LEN) encodes the number of bytes-in the information field of the block (see also 11.4.2).

— The Malue '00' encodes zero: INF is absent.

— The Values from '01' to 'FE' encode the numbers 1 to 254: INF is present.

— The Malue 'FF' is reserved for future use.

11.3.3

Information field

The use of the information field (INF) depends upon the block type.

— Wher) present in airl-block, INF conveys application information.

— INF shall be_absent in an R-block.

— Wher) present in an S-block, INF conveys non-application information.

11.3.4

The epilogue field conveys the error detection code of the block, either a longitudinal redundancy code (LRC),

INF shall be present with a single byte in an S-block adjusting IFS and WTX.
INF shall be absent in an S-block managing chain abortion or resynchronization.

Epilogue field

or a cyclic redundancy code (CRC).

— LRC consists of one byte. When LRC is used, exclusive-oring all the bytes of the block from NAD to LRC

inclusive shall give '00'. Any other value is invalid.

— CRC consists of two bytes. For its value, see ISO/IEC 13239,

26
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11.4 Protocol parameters

11.4.1  Specific interface bytes for T=1

:2006(E)

Three specific interface bytes are specified: the first TA for T=1, the first TB for T=1 and the first TC for T=1
(see 8.2.3). They are used to set up protocol parameters at non-default values.

11.4.2 Information field sizes

IFSC is the maximum size of information field of blocks that can be received by the card. If present, the first

TATor T=13ets up the Inftfat value of IFST. The defauitvalue 15 32.
IHSD is the maximum size of information field of blocks that can be received by the interface deviee. [The initial
value of IFSD is 32.
Af the start of the transmission protocol, IFSC and IFSD are initialized. During the transmiission protqcol, IFSC
and IFSD may be adjusted by S(IFS request) and S(IFS response) where INF consists,of one byte named IFS.
In|any case, the first TA for T=1 and each byte IFS shall be encoded as follows.
—t The values '00' and 'FF' are reserved for future use.
— The values '01' to 'FE' encode the numbers 1 to 254.
NOTE 1 This document recommends an IFS value of at least '20'.
NOTE 2 The block size is the total number of bytes present in the prolegue, information and epilogue fields. The
maximum block size is set to IFS plus four or five, depending upon the sizé.of the epilogue field.
11.4.3  Waiting times
By definition, CWT is the maximum delay between the“leading edges of two consecutive characters in the
blpck (see Figure 21). The minimum delay is CGT (see11.2).
NOTE When there is a potential error in the lengthj<C#T may be used to detect the end of a block.

Character of a block Next character of the same block

b= €GT<t<CWT —=1}
Figure 21 — Character timings within the block

Bits 4 to 1 of the first B, for T=1 encode CWI from zero to fifteen. The default value is CWI = 1B. CWT is

C4

by
B

Iculated from CWI by-the following formula. Therefore the minimum value is CWT = 12 etu.
CWT =(11+2)etu

definition, BWT is the maximum delay between the leading edge of the last character of the bloch
the card and the leading edge of the first character of the next block transmitted by the card (see |
VT is wsed to detect an unresponsive card. The minimum delay is BGT (see 11.2).

Last character of a block First character of the next block
sent by the interface device sent by the card

received
Figure 22).

b= BGT<t<BWI ——i

Figure 22 — Block timings

Bits 8 to 5 of the first TB for T=1 encode BWI from zero to nine. The values 'A' to 'F' are reserved for future use.
The default value is BWI= 4. BWT is calculated from BWI by the following formula.

©

BWT =11etu + 25" ><960><F—d
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11.4.4

Bit 1 of th
— CRC

7816-3:2006(E)

Redundancy code

e first TC for T=1 indicates the error detection code to be used:

if bit 1 is set to 1;

— LRC (default value) if bit 1 is set to 0.

Bits 8 to 2 of the first TC for T=1 are reserved for future use and shall be set to 0.

11.5 C:Idldbtcl bUIlIlJUIIcIIt upclatiun dt dﬂtﬂ :ilI;\ :dyUl

At the start of the transmission protocol, the interface device has the right to transmit. Asynchronols
characterg are always grouped in blocks.

When either the card or the interface device has transmitted a block, it switches to reception mode. Whéen
either the| card or the interface device has received a block according to the number of bytes’encoded in the
length byle, it assumes that it has the right to transmit.

11.6 Block component operation at data link layer

11.6.1 [Block notation

The following blocks are used in the descriptions of the transmission protocol.

I-blocks dre denoted as follows.

I(N(S), M I-block where N(S) is the send-sequence numbér and M is the more-data bit (see 11.6.2.2)
N4(S), Np(S)  send-sequence numbers of I-blocks wheretindices a and b distinguish sources A and B
R-blocks pre denoted as follows.

R(N(R)) R-block where N(R) is the send=sequence number of the expected I-block

S-blocks are denoted as follows.

S(RESYNCH request) S-blockrequesting a resynchronization

S(RESYNCH response) S-block acknowledging the resynchronization

S(IFS request) S-block offering a maximum size of the information field

S(IFS response) S-block acknowledging IFS

S(ABORT request) S-block requesting a chain abortion

S(ABORT respense) S-block acknowledging the chain abortion

S(WTX rgquest) S-block requesting a waiting time extension

S(WTX response) S-block acknowledging the waiting time extension

In S(IFS...) and S(WTX...), INF is present according to rules 3 and 4 in 11.6.2.3.

11.6.2  Error-free operation

11.6.2.1 General procedures

At the start of the transmission protocol, the first block transmitted by the interface device to the card shall be

either an
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After a block (I-, R- or S-block) has been transmitted, an acknowledgment shall be received before starting the
transmission of the next block, as described hereafter.

Every |-block carries its send-sequence number N(S). The I-blocks transmitted by the interface device and
those transmitted by the card are counted independently from each other. N(S) is counted modulo 2 and
encoded by one bit. At the start of the transmission protocol or after resynchronization, the initial value is N(S)
= 0; then the value alternates after transmitting each I-block.

Every R-block carries N(R) which is the send-sequence number N(S) of the expected I-block. In error-free
operation, R-blocks are used for chaining I-blocks (see 11.6.2.2).

An I-block is acknowledged by receiving either
—t an I-block where N(S) is different from N(S) of the previously received I-block, or

—t an R-block where N(R) is different from N(S) of the transmitted I-block (see rule 2.2 iny11.6.2.3).

An S-block carries no send-sequence number. S(...request) carries no acknowledgment. S(...response)
ag¢knowledges S(...request).

11.6.2.2 Chaining

The chaining function allows the interface device or the card to transmit information (application data) longer
than IFSC or IFSD. If the interface device or the card has to tragsmit information longer than IFSC or IFSD
relspectively, it should divide the information into pieces, each with length less than or equal to IFSG or IFSD,
and it should transmit each piece in a block using the chaining function. Figure 23 illustrates thg chaining
function.

| Appli cation Data | is transmitted\by
[ P] Appii | E ] [ P[ cation] E | [ P| Data] E |
—— O e 0o _ ___ Interface_
P: Prologue
E: Epilogue [ P[E | [ P E ] [P [E]
R(1) R(0) 10, 0)

Figure 23 — Chaining function

The M-bit in PCB controls the chaining of I-blocks. The value of the M-bit indicates the state of the I-block.
— If M =1, then the I-block.is chained to the next block, which shall be an I-block.
—t If M =0, then the I-block is not chained to the next block.

If the receiver carrectly receives a more-data I-block, then it shall transmit R(N(R)), where N(R) is set to N(S)
oflthe expectedq-block.

NOTE I*blecks with LEN ='00"' may be used within a chain (see scenario 7 in annex A).

11.6:2.3 Protocol rules for error-free operation

Rule 1 — The interface device transmits the first block, either an I-block with N(S) = 0 denoted 1(0, M), or an
S-block.

Rule 2.1 — [(N4(S), 0) transmitted by A is acknowledged by I(Ny(S), M) transmitted by B to transfer
application data and to indicate readiness to receive the next |-block from A.

Rule 2.2 — I(N,(S), 1) transmitted by A is acknowledged by R(N,(R)) transmitted by B [Ny(R) is not set to
N,(S)] to indicate that the received block was correct and the readiness to receive the next I-block from A.

NOTE Chaining is only possible in one direction at a time.
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Rule 3 — If the card requires more than BWT to process the previously received I-block, it transmits S(WTX
request) where INF conveys one byte encoding an integer multiplier of the BWT value. The interface device
shall acknowledge by S(WTX response) with the same INF.

The time allocated starts at the leading edge of the last character of S(WTX response).

Rule 4 — The card transmits S(IFS request) to indicate a new IFSC it can support. The interface device shall
acknowledge by S(IFS response) with the same INF. The interface device assumes the new IFSC is valid as
long as no other IFSC is indicated by another S(IFS request).

The interface device transmits S(IFS request) to indicate a new IFSD it can support. The card shall
acknowleflge by S(IFS response) with the same INF. The card assumes the new IFSD is valid as long as mo
other IFSD is indicated by another S(IFS request).

For the epcoding of IFSC and IFSD in INF, see 11.4.2.

Rule 5 —+ Chaining is indicated by the M-bit, where I(N(S), 0) is a non-chained block or the\last block of|a
chain. I(N(S), 1) is a part of a chain and shall be followed by at least one chained block.

R(N(R)) requests transmission of the next chained I-block I(N(S) = N(R), ...) and acknowledges the received
chained liblock I(NOT N(R), 1).
11.6.3 [Error-handling

11.6.3.1 Errors detected by the receiver

The taskq of the block layer are to transmit blocks, to detect transmission and sequence errors, to handle sugh
errors ang to resynchronize the transmission protocol. Therefore the block component of the data link layer
should bg able to handle the following errors.

— BWT {ime-out — The card did not transmit any character within the specified delay.

— Reception of an invalid block — Examples are
o haracter parity error(s),
e fedundancy code error,
e invalid PCB (due to unknown encoding),
e invalid LEN (transmission(enror or incompatibility with the block type or with IFSC or IFSD),
e lpss of synchronizatien‘because the block size and the number encoded by LEN are inconsistent,

e failure to receive.thé relevant S(... response) after having transmitted S(... request).

Resynchrpnization ofithe transmission protocol may be attempted at three consecutive levels. If one level|is

unsuccespful, thentthe next level is tried.

— For the interface device, the three levels are

$ PPN ian-af-bl [}
° CTartsSTImSSTUTT UT UTUUNRST

e use of S(RESYNCH request),

e warm reset or deactivation.

— For the card, the three levels are
e retransmission of blocks,
e use of S(RESYNCH response),

e without action by the interface device, the card becomes unresponsive.
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11.6.3.2 Protocol rules for error-handling

Rule 6 — S(RESYNCH request) may be transmitted only by the interface device to reach resynchronization
and to initiate resetting the communication parameters of the transmission protocol to its initial values.

Rule 6.1 — If the receiver detects a loss of synchronization, it gets back the right to transmit after a silence on
the electrical circuit I/O greater than the larger of CWT or BGT.

Rule 6.2 — S(RESYNCH request) shall be responded to by S(RESYNCH response) from the card.

RfiTe 6.3 — After the nterface device has received S(RESYNCH response), the transmission. grotocol is
in|tiated.

Rule 6.4 — After the interface device has failed a maximum of three times in succession toyeach the intended
rgsynchronization by transmitting S(RESYNCH request), it performs either a warm resetcora deactivation.

Rule 6.5 — When S(RESYNCH request) is received, the previously transmitted block-is assumed ngt to have
bgen received.

Rule 7.1 — When an I-block was transmitted and an invalid block is received or a BWT time-ouf (with the
inferface device) occurs, an R-block is transmitted, which requests withts N(R) for the expected I-block with
N(S) = N(R).

Rule 7.2 — When an R-block was transmitted and an invalid btock is received or a BWT time-ouf (with the
inferface device) occurs, this R-block is retransmitted.

Rule 7.3 — When §(... request) was transmitted and the.received response is not S(... response)|or a BWT
time-out occurs (only with the interface device), S(... request) is retransmitted.

When S(... response) was transmitted and an invalid block is received or a BWT time-out occurs (only with the
inferface device), an R-block is transmitted.

Rule 7.4.1 — After failing to receive an error=free block at the start of the transmission protocol, thq interface
dIvice makes a maximum of two further,attempts in succession before performing either a warm feset or a
deactivation.

Rule 7.4.2 — During the transmission protocol, if the interface device fails to receive an error-freg block, it
miakes a maximum of two further attempts in succession before transmitting S(RESYNCH request).

Rule 7.4.3 — If the card fails to receive an error-free block after a second attempt in succession, it remains in
refception mode.

Rule 7.5 — Oncteceiving an invalid first block, the card reacts by transmitting R(0).

Rule 7.6 — Jf the first block transmitted by the interface device is not responded to within BWT, thq interface
device transmits R(0).

Rule.8 — When the card transmits S(IFS request) and receives an invalid block, it retransmits a mgximum of
one more S(IFS request) in order to elicit an S(IFS response). After the second failure, it remains in reception
mode.

Rule 9 — The abortion of a chain can be initiated by either the transmitter or receiver of a chain transmitting
S(ABORT request) which shall be answered by S(ABORT response), after what an R-block may be
transmitted depending on whether it is necessary to give back the right to transmit.

NOTE Abortion of chaining may be due to physical errors in the card, such as memory error.
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12 Transmission of command-response pairs

121 A

12.1.1

pplication protocol data units

Command-response pairs

An application protocol data unit is either a command APDU or a response APDU. A step in application
protocol consists of transmitting a command APDU, processing it in the receiving entity and returning the

response

APDU. This pair of APDUs is called a command-response pair.

Illustrated

— ama

by Figure 24, each command APDU defined in this document consists of
hdatory header of four bytes denoted CLA INS P1 P2,

— a congditional body of variable length.
Caommand header Command body
CLA INS P1 P2 [Lc field] [Data field] [Le field]
Figure 24 — Command APDU structure

lllustrated by Figure 25, each response APDU defined in this document consist$.of

— a conditional body of variable length,

— a mandatory trailer of two bytes denoted SW1 SW2 and encoding,'the status of the receiving entity after
processing the command.

Response body Response trailer
[Data field] SW1SW2
Figure 25 — Response-APDU structure

The valugs of the command header and the respofse trailer shall be as specified in ISO/IEC 7816-4. If the

process i$ aborted, then the card may become unresponsive. However if a response APDU occurs, then the

response|body shall be absent and SW1 SW2 shall indicate an error.

12.1.2 [Data fields within command-response pairs

Each compmand-response pair may.carry a command data field and/or a response data field.

— N, dgnotes the number of-bytes in the command data field. If N, = 0, then the L, field is present for
encoding N, and the command data field consists of the subsequent N; bytes. If N, = 0, then both the |,
field and the commandydata field are absent.

— N, depotes the miaximum number of bytes expected in the response data field. If N, # 0, then the L, field|is
presgnt for enc¢oding Ne. If N, = 0, then the L, field is absent.

— N, depotes'\the number of bytes in the response data field. N; shall be from zero to N,. If N, = 0, then the
respanse, data field is absent.

In case 1, N, = N,= 0. The command APDU consists of the header; the L. field, the command data field and
the L, field are absent. The response APDU consists of the trailer; the response data field is absent.

In case 2, N, =0 and N, = 0. The command APDU consists of the header and the L. field; the L, field and the
command data field are absent. The response APDU consists of the response data field and the trailer.

In case 3, N; # 0 and N; = 0. The command APDU consists of the header, the L, field and the command data
field; the L, field is absent. The response APDU consists of the trailer; the response data field is absent.

In case 4, N, # 0 and N, = 0. The command APDU consists of the header, the L. field, the command data field
and the L, field. The response APDU consists of the response data field and the trailer.
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Table 12 summarizes the four possible cases of command-response pairs.

Table 12 — Data fields within command-response pairs

Case 1 No command data field No response data field
Case 2 No command data field Response data field
Case 3 Command data field No response data field
Case 4 Command data field Response data field

Figure 26 shows the four structures of command APDUs according to the previous four cases.

s

Fi
na

—Acommmand APDUof tasetconsistsof aheader:

Case 1 | Command header |

Case 2 ‘ Command header L. field ‘

Case 3 Command header | L. field L Data field

Case 4 Command header | L, field | Daafield | L, field

2.1.3 Decoding conventions for command APDUs

A command APDU of case 2 consists of a header and a L, field.
A command APDU of case 3 consists of a header, a L. field and a data field.

A command APDU of case 4 consists of a header, a L. field, a data field and a L. field

Figure 26 — The four structures of command APDUs

pnsequently, within any command-response pair, the absence of L field in the command APDU is the
andard way for receiving no response data field in the response APDU.

gure 27 illustrates a command APDU as a_string of n bytes. The header consists of the first fpur bytes,
mely CLA INS P1 P2. The body consists of\all the subsequent bytes, namely C(5) to C(n) if any.

{C(1)=CLA} {C(2).INS} {C(3)=P1} {C4)=P2} [C(5) ... C(n)] ‘

G(g) to G(S*M) Genseq ront . 5+ (Q(g\\
T 7 A

Figure-27 — Command APDU as a byte string

In case 1, the body is absent” Consequently, n = 4.

In case 2, the L, field.is\either short (case 2S) or extended (case 2E).

Case 2S — The shert L, field consists of C(5) encoding N, from 1 to 256 ('00' means the maximum, 256).
Consequently, z="5.

Case 2E = The extended L. field consists of C(5) = '00' and C(6) C(7) encoding N, from 1 o 65 536
('0000' means the maximum, 65 536). Consequently, n=17.

In case 3, the L. field is either short (case 3S) or extended (case 3E).
Case 3S — The short L. field consists of C(5) = '00', encoding N, from 1 to 255. The data field donsists of

Case 3E — The extended L. field consists of C(5) = '00' and C(6) C(7) = '0000', encoding N, from 1 to
65 535. The data field consists of C(8) to C(7+N.). Consequently, n =7 + (C(6) C(7)).

In case 4, both length fields are either short (case 4S) or extended (case 4E).

Case 4S — The short L. field consists of C(5) = '00", encoding N, from 1 to 255. The data field consists of
C(6) to C(5+N;). The short L, field consists of C(6+N;) encoding N, from 1 to 256 (‘00" means the
maximum, 256). Consequently, n = 6 + (C(5)).

Case 4E — The extended L. field consists of C(5) = '00' and C(6) C(7) # '0000', encoding N, from 1 to
65 535. The data field consists of C(8) to C(7+N;). The extended L, field consists of C(8+N;) C(9+N;)
encoding N, from 1 to 65 536 ('0000' means the maximum, 65 536). Consequently, n = 9 + (C(6) C(7)).
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Table 13 summarizes the command APDU decoding according to the seven cases.

Table 13 — Command APDU decoding

Condition on C(5) Condition on C(6) C(7) Number of bytes Case
Absent Absent 4 1
Present, any value Absent 5 2S
Present, = '00' C(6) and possibly C(7) present 5+ (C(5)) 3S
Present, = '00' Present, any value 6 + (C(5)) 4S
Proennf’ ='00"' Drocanf’ 3Ry valus 7 2E.
Rresent, = '00' Present, = '0000' 7 + (C(6) C(7)) 3E
Rresent, = '00' Present, = '0000' 9 + (C(6) C(7)) 4E
Any other jommand APDU is invalid.
Cases 1,|2S, 3S and 4S apply to all cards. Cases 2E, 3E and 4E also apply to cards explicitly stating their
capability|of handling extended length fields (card capabilities shall be as specified in ISO/IEC 7816-4).
12.2 Command-response pair transmission by T=0
12.21 [General
This clauge defines the mapping of application protocol data units (APDU) into transmission protocol data
units (TPPU) by T=0 using GET RESPONSE and ENVELOPE commands (see ISO/IEC 7816-4) as needed. Flor
example,|a command-response pair of case 4S is processed. as two consecutive pairs of command and
response| TPDUs: the second command TPDU is a GET RESPONSE command. Table 14 summarizes certgin
responsel|trailer values (see ISO/IEC 7816-4) used hereafter for the mapping.
Table 14 — Response trailer values used-hereafter for the mapping by protocol T=0
SW1 sw2 Meaning
'9000" Process completed normally. In cases 1, 2:and-3, no further action. In case 4, after receiving N. command data bytes, the
card shall be ready to receive at least one'\GET RESPONSE command for transferring at most N, response data bytes.
'61XY" Process completed normally (SW2wencodes Ny, i.e., the number of extra data bytes still available). In cases 1 and 3, the
card should not use such a value. In cases 2 and 4, for transferring response data bytes, the card shall be ready to receive
a GET RESPONSE command with-P3 set to the minimum of Ny and Ne.
62XY" Process completed witl warning. In case 1, no further action. In cases 2, 3 and 4, if the warning indication appears before
"63XY" transferring all the command and/or response data bytes, then either the process continues (e.g., GET RESPONSE commangd
for transferring résponse data bytes), or the warning indication induces another command (e.g., '6202' to '6280', GET DATA
command for.transferring a card-originated byte string, see ISO/IEC 7816-4). Hence, the card should not use such a valug
until the lastresponse TPDU (see text below).
'6700' Processhaborted due to a wrong length. No further action.
6CXY" Process aborted due to a wrong L. field (SW2 encodes N,, i.e., the exact number of available data bytes). In cases 1 and B,
thecard-shoutd ot use sucha vatue- fmrcases 2 and 4, thecard shattbe Teady toreceive the same command with P3—=—
Sw2.
'6D00’ Process aborted due to an invalid or not supported instruction code. No further action.

Consecutive interindustry command-response pairs may be chained: CLA = 0xx1 xxxx in the first command
APDU up to the penultimate one and CLA = 0xx0 xxxx in the last one; the other six bits remain constant within

the chain

(chaining shall be as specified in ISO/IEC 7816-4).

— When an interindustry command-response pair within a chain (CLA = 0xx1 xxxx) is processed as two or
more consecutive pairs of command and response TPDUs, then in the command TPDUs, all the CLAs
shall be set to the same value, i.e., Oxx1 xxxx.
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— When the last interindustry command-response pair of a chain (bit 5 of CLA switched from 1to 0, i.e., CLA
= 0xx0 xxxx) is processed as two or more consecutive pairs of command and response TPDUs, then the
chain really ends up at the last pair of command and response TPDUs. Consequently, for providing the
right indication in the command TPDUSs, the first CLA up to the penultimate one shall be set to Oxx1 xxxx

and the last CLA to 0xx0 xxxx.

In cases 4S, 2E, 3E and 4E, if the card supports command chaining (see ISO/IEC 7816-4), then for any
interindustry command-response pair with CLA = 0xx0 xxxx, whatever bit 5 is in the previous CLA, the above
rule shall apply where appropriate. Hence command chaining allows the card to know whether a command
TPDU is the last one or not, so as not to use warning indications until the last response TPDU.

12.2.2 Case 1

The command APDU is mapped onto the command TPDU with P3 ='00".

Command APDU

CLA INS P1 P2

Command TPDU

CLA INS P1 P2 {P3='00}

The response TPDU is mapped onto the response APDU without any change.

Response TPDU

SW1 SW2

Response APDU

SWH _8W2

12.2.3 Case 2S

The short L, field consists of one byte: C(5) with any.'value for encoding N, from 1 to 256 ('00' n
maximum, 256). The command APDU is mapped onto the command TPDU without any change.

heans the

Command APDU CLA INS P1 P2

{Le field = C(5)}

Command TPDU

CLA INS P1 P2 {P3=C(5)

the processing of the command.

Case 2S.1 — Process completed; N, accepted

The response TPDU.is‘mapped onto the response APDU without any change.

The response TPDU is mapped ontothe response APDU according to the acceptance of N, and ac

cording to

Response TRPDU

N data bytes

SW1 SW2

Responhse APDU

N data bytes

SW1 SW2

T

se'2S.2 — Process aborted; N, definitely not accepted

e
response TPDU from the card indicates that the process is aborted due to a wrong length: SW1 SW

The response TPDU is mapped onto the response APDU without any change.

rong. The

2='6700"

Response TPDU

{SW1 SW2 ='6700'}

Response APDU

{SW1 SW2 ='67007}
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Case 2S.3 — Process aborted; NV, not accepted, /V, indicated

The card does not accept N, and the response TPDU from the card indicates that the process is aborted:
SW1 ='6C' (wrong length) and SW2 with any value for encoding N, from 1 to 256 ('00' means 256), namely,
the exact number of available data bytes.

Resp

The card shall be read

Co

onse TPDU

{SW1 = '6C'} SW2

y to receive the same command TPDU with P3 = SW2.

and TPDU

CLA INS P1 P2 {P3=SW2}

The respq

Resy
— If N5

Resy

— If N; ¥ N,, then the response TPDU is mapped onto the response APDU by keéeping only the first N, bytg

of the

Resy

nse TPDU consists of N, data bytes followed by SW1 SW2.

onse TPDU

N, data bytes

SW1 Sw2

N, then the

response TPDU is mapped onto the response APDU without any change.

onse APDU

Ny (£ Ng) data bytes

SW1 SW2

response APDU and the two status bytes SW1 SW2.

onse APDU

Ne (< N,) data bytes

SW1 SwW2

Case 2S.4 — SW1 SW2 ="9XYZ', except for '9000’

The respq

12.2.4

The shorf
mapped q

The respq

Resy

Resy

12.2.5

nse TPDU is mapped onto the response APDU without any change.

Case 3S

L. field consists of one byte: C(5) = '00'for encoding N, from 1 to 255. The command APDU |is
nto the command TPDU without any change.
Command APDU CLA INS P1 P2 {L field = C(5)} N, data bytes
Command TPDU CLA NS P1 P2 {P3=C(5)} N, data bytes
nse TPDU is mapped onto/the response APDU without any change.
onse TPDU SW1 Sw2
onse APDU SW1 Sw2
Case 4S
Lo_field consists of one byte: C(5) = '00' for encoding N, from 1 to 255. The short L, field consists |of

The shorf]

one byte: C(n) with any value for encoding N, from 1 to 256 ('00' means the maximum, 256). The command
APDU is mapped onto the command TPDU by cutting off the L, field, i.e., C(n).

Command APDU

Com

36

mand TPDU

CLA INS P1 P2 (L, field = C(5)} N, data bytes {Le field = C(n)}

CLA INS P1 P2 {P3=C(5)}

N, data bytes
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Case 4S.1 — Process aborted

The first response TPDU from the card indicates that the process is aborted: SW1 = '6X', except for '61', '62'
and '63'. The response TPDU is mapped onto the response APDU without any change.

Response TPDU | {SW1 ="'6X" except for '61', '62' and '63'} SW2 ‘

Response APDU | {SW1 ="'6X" except for '61', '62' and '63"} SW2 ‘

Case 4S.2 — Process completed

The first response TPDU from the card indicates that the process is completed: SW1 SW2 = '9000%| The card
shall be ready to receive a GET RESPONSE command TPDU with P3 = C(n).

Command TPDU CLA {INS = GeTRESPONSE} P1 P2 {P3=C(n)}

Depending on the second response TPDU from the card, the process shall continuecaceording to cgdses 2S.1,
2$.2, 2S.3 and 2S.4 above.

ase 4S.3 — Process completed with information added

V1 ='61" and SW2 with any value for encoding N, from 1 to 256 ('‘00“means 256), namely, the pumber of
tra data bytes still available. The card shall be ready to receive, a(GET RESPONSE command TPDU with P3
set to the minimum of N, and N..

C
The first response TPDU from the card indicates that the process is completed and the card gives information:
S
e

Command TPDU | CLA {INS = GETRESPONSE} P1 P2 {P3 = min(Ne, Ny)} ‘

The second response TPDU is mapped onto the response APDU without any change.

Response TPDU | P3 data bytes ‘ SW1 Sw2 ‘

Response APDU | R3 data bytes ‘ SW1 SW2 ‘

Case 4S.4 — SW1 SW2 = either '62XY"or '63XY" or '9XYZ', except for ‘9000’
The response TPDU is mapped onto.the response APDU without any change.

NOTE In case 4S, the use of '62XY¥' and '63XY" is not recommended in the first response TPDU.

12.2.6 Case 2E

The extended L, field\consists of three bytes: C(5) C(6) C(7); C(5) = '00" and C(6) C(7) has any|value for
encoding N, from\to 65 536 ('0000' means the maximum, 65 536).

Command’APDU CLA INS P1 P2 {L field = C(5) C(6) C(7)}

Case2E.1 — N, <256, C(5) = '00", C(6) C(7) from '0001" to 0100’

As M is from 1 to 256 _the command APDU shall he mapped onto the command TPDLI with P3 = _,(7)‘ The
process shall continue according to case 2S.

Command TPDU | CLA INS P1 P2 {P3=C(7)} |

Case 2E.2 — N, > 256, C(5) = '00', C(6) C(7) = either '0000' or from '0101' to 'FFFF'
As N, > 256, the command APDU shall be mapped onto the command TPDU with P3 ="'00".

Command TPDU | CLA INS P1 P2 {P3='00}
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a)

b)

d)

12.2.7 [Case 3E

The extended L. field consists of three bytes? C(5) C(6) C(7); C(5) = '00" and C(6) C(7) = '0000' for encoding
N, from 1{to 65 535.

Case 3E.fl — N, from 1 to,255; C(5) C(6) = '0000', C(7) = '00'
As N is ffom 1 to 255, the.command APDU is mapped onto the command TPDU with P3 = C(7).

The respense TPDU is mapped onto the response APDU without any change.

If the first response TPDU from the card indicates that the process is aborted due to a wrong length (SW1
SW2 ='6700"), then the response TPDU shall be mapped onto the response APDU without any change.

Response TPDU | (SW1 SW2 = '67007) |

Response APDU | (SW1 SW2 = '67007) |

If the first response TPDU from the card indicates that the process is aborted due to a wrong length and
the card gives information: SW1 ='6C' and SW2 with any value for encoding N, from 1 to 256 ('00' means
256), namely, the exact number of available data bytes, then the process shall be completed as described
in cage2S73:

If the [first response TPDU is 256 data bytes followed by SW1 SW2 = '9000', this means that the card has
no more than 256 data bytes, and/or does not support the GET RESPONSE command. The response TPOQU
shall then be mapped onto the response APDU without any change.

Response TPDU 256 data bytes {SW1 SW2.="'9000"}

Response APDU 256 data bytes {SW1-8W2 ='9000}

If the[first or subsequent response TPDU from the card is SW1 = '61', thenSW2 with any value encodés
N, frdgm 1 to 256 ('00' means 256), namely, the number of extra data bytes\still available. The number |of
remaijning data bytes to be retrieved from the card is N,, = N, minus the fumber of data bytes received|in
the previous response TPDUs.

If N, = 0, then the response APDU shall be the concatenation.ofithe data bytes of all received responge
TPDUs together with the trailer of the last received response“\FPDU.

If Nm > 0, then the card shall be ready receive a GET"RESPONSE command TPDU with P3 set to tihe
minimum of N, and N,,,. The corresponding responseTPDU from the card shall be processed
— according to case d), if SW1 ='61",

— as above when N, is zero, if SW1 SW2'='9000'".

Command APDU CLA INS\P1 P2 {L; field = C(5) C(6) C(7)} N, data bytes

Comjmand TPDU CLA INS P1 P2 {P3=C(7)} N, data bytes

Response TPDU SW1 SW2

Response APDU SW1 SW2

Case 3E.2 — N, > 255, C(5) = '00", C(6) = '00", C(7) any value

The command APDU shall be split into consecutive segments of less than 256 bytes transmitted into the data
bytes of consecutive ENVELOPE command TPDUs. The absence of data bytes means “end of data string”.

38

Command TPDU CLA {INS =EeNvELOPE} P1 P2 P3 P3 bytes
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— If the first response TPDU from the card indicates that the card does not support the ENVELOPE command
(SW1 SW2 ='6D00"), the TPDU shall be mapped onto the response APDU without any change.

Response TPDU {SW1 SW2 ='6D00"}

Response APDU {SW1 SW2 ='6D00"}

— If the first response TPDU from the card indicates that the card does support the ENVELOPE command
(SW1 SW2 ='9000"), then the card shall be ready to receive further ENVELOPE commands as needed.

Response TPDU {Sw1 Sw2 ='9000'}

Command TPDU CLA {INS = ENvELOPE} P1 P2 P3 P3 bytes

—t The response TPDU corresponding to the last ENVELOPE command is mapped ontathe resporise APDU
without any change.

Response TPDU SW1 Sw2

Response APDU SW1 Sw2

12.2.8 Case 4E

The extended L, field consists of three bytes: C(5) C(6) C(7);"C(5) = '00" and C(6) C(7) = '0000' for|encoding
N{ from 1 to 65 535. The extended L, field consists of two bytes: C(n—1) C(n) with any value for encoding N,
from 1 to 65 536 ('0000' means the maximum, 65 536).

Command APDU | CLA INS P1 P2 |{L.field=€(5) C(6) C(7)} | N.databytes | {Le field = C(n—1] C(n)}

Chse 4E.1 — N, < 256, C(5) C(6) = '0000", C(7)*# '00'

As$ N, is from 1 to 255, the command ARDU is mapped onto the command TPDU with P3 = C(f) and by
appending the N, data bytes. The L, field; i.e., C(n—1) C(n), is cut off.

Command TPDU | CLA INS“P1 P2 {P3=C(7)} N, data bytes

a) If SW1 ='6X" except for'et’, '62' or '63" in the first response TPDU from the card, then the responpse TPDU
is mapped onto the response APDU without any change.

Response TPDU {SW1 ='6X" except for '61', '62' or '63"} SW2

Response.APDU {SW1 ="'6X" except for '61', '62' or '63"} SW2

b)Y If SW:=SW2 ='9000' in the first response TPDU from the card, then
o If Ny < 256, i.e.,, C(n—1) C(n) from '0001' to '0100', then the card shall be ready to feceive a

CET RESRAONSE command-TPDLLL with P2 = C(x) Thga siitheaauant nracess—shall ha accaording to cases
RO A Re—+—= WHHR— eSS gHe AP A8 a3

2S.1,2S.2, 25.3 and 2S.4 above.

o If N, > 256, i.e., C(n—1) C(n) = either '0000' or > '0100', then the card shall be ready to receive a
GET RESPONSE command TPDU with P3 = '00'. The subsequent process shall be according to case
2E.2 above.

c) If SW1 ="'61"in the first response TPDU from the card, then the process shall continue according to case
2E.2 d) above.

d) If SW1 SW2 ='62XY" or '63XY" or '9XYZ', except for '9000', in the first response TPDU from the card, then
the response TPDU is mapped onto the response APDU without any change.

NOTE In case 4E, the use of '62XY' and '63XY" is not recommended until the last response TPDU.
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Case 4E.2 — N, > 255, C(5) ='00", C(6) = '00', C(7) any value

As N, > 256, the process shall continue according to case 3E.2 described above, until the command APDU
has been completely transmitted to the card. It shall then continue as described above in case 4E.1 a), b), c)
and d).

12.3 Command-response pair transmission by T=1

12.3.1 General

This clayse defines the mapping of application protocol data units (APDU) into information fields- [of
transmisdion protocol data units (TPDU) by T=1.

12.3.2 [Case 1

The command APDU is mapped onto the information field of an I-block without any change-

Command APDU CLA INS P1 P2

Infofmation field CLA INS P1~P2

The information field of the I-block in response is mapped onto the response APDU without any change.

Infofmation field SW1 Sw2

Response APDU SWA, SW2

12.3.3 [Cases 2S and 2E

The command APDU is mapped onto the informatiof field of an I-block without any change.

Command APDU CLA INS P1 P2 L, field

Infofmation field CLA INS P1 P2 L, field

The respgnse APDU consists of either
— the |nformation field of the l<block in response, or
— the [concatenation of“the information fields of successive I-blocks in response. These blocks shall Ipe

chalned.
Eithler information'field Data field SW1 SW2
Or goncatenation of information fields Data

field SW1 SW2
Response APDU Data field SW1 SW2
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