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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
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International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the
Draft |
Publicg

Attention is drawn to the possibility that some of the elements of this part of ASO/IEC 9594 may be the

patent

International Standard ISO/IEC 9594-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, In
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rate in fields of mutual interest. Other international organizations, governmental and non-goyern
with 1ISO and IEC, also take part in the work.

ield of information technology, ISO and IEC have established a joint technical committee, ISO/IH
ternational Standards adopted by the joint technical committee are circulated-to national bodies
tion as an International Standard requires approval by at least 75 % of the national bodies casting

Fights. 1ISO and IEC shall not be held responsible for identifying any or alt’'such patent rights.

ogy, Subcommittee SC 6, Telecommunications and information exchange between sy
ration with ITU-T. The identical text is published as ITU-T Recommendation X.501.

rd edition cancels and replaces the second edition (ISO/IEC 9594-2:1995), of which it constitute
.

C 9594 consists of the following parts, underithe general title Information technology — Open
hnection — The Directory :

rt 1: Overview of concepts, models and;services
rt 2: Models

rt 3: Abstract service definition

rt 4: Procedures for distributed operation

rt 5: Protocol specifications

rt 6: Selected attribute types

rt 7z Selected object classes
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FC JTC 1.
or voting.
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subject of
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Systems
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I8 AUthentication frarmework

— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

Annexes A to F and P form a normative part of this part of ISO/IEC 9594. Annexes G to O and Q are for
information only.
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| ntroduction

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminas

and di

stribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

syst

This §
for th

(functional) model; the administrative authority model, generic Directory Information Models providing [

and A
Fram

The ¢
Direc

The
distril

This |
supp(

This third edition technically revises and enhances, but does not replace, the second edition of this R

Intern
secon
imple

This t

The f
desig
the p
ITU-T|

will ngt function unléss all Directory entities involved in the operation have negotiated version 2.

Imple]
Intern
Reco

S
from different manufacturers;

under different managements;

of different levels of complexity; and

of different ages.

Recommendation | International Standard provides a number of different madels for the Directory
e other Recommendations in the ITU-T X.500 series | parts of ISOAEC 9594. The models

dministrative User views on Directory information, generic DSA and“"DSA information models, &
bwork and a security model.

ory entries for those objects and how that information provides names for objects.

jeneric DSA and DSA information models and the ©perational Framework provide support]
ution.

Recommendation | International Standard provides a specialization of the generic Directory Inform
rt Directory Schema administration.

ational Standard. Implementations may; still claim conformance to the second edition. However, at
d edition will not be supported((ise. reported defects will no longer be resolved). It is recq
mentations conform to this third edition as soon as possible.

hird edition specifies versioh 1'and version 2 of the Directory protocols.

rst and second editionsalso specified version 1. Most of the services and protocols specified in

otocols defined ih-the three editions are accommodated using the rules of extensibility defined i
Rec. X.519 (1997) | ISO/IEC 9594-5:1998. However some enhanced services and protocols, e

mentors-should note that a defect resolution process exists and that corrections may be applied
ational~Standard in the form of technical corrigenda. The identical corrections will be a
mmendation in the form of Corrigenda and/or an Implementor’s Guide. A list of approved technical

riaf th raational tandard oo na-tha

as a framework
are the overall
irectory User
n Operational

eneric Directory Information Models describe, for example~how information about objects is giouped to form

for Directory

ation Models to

ecommendation |
some point, the
mmended that

this edition are

hed to function undéerversion 1. When version 1 has been negotiated, differences between the services and betweel

n this edition of
0. signed errors,

o this part of this
bplied to this
corrigenda for

this p

olat < hiaiaad £
arcorttmsrteTraanorarotantaarg-carr ot oo e o T o e

stbeemmittee-seeretariat—ublishedtechnical corrigenda

are available from your national standards organization. The ITU-T Corrigenda and Implementor's Guides may be
obtained from the ITU Web site.

Annex A, which is an integral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object identifiers in the ITU-T X.500-series Recommendations | parts of ISO/IEC 9594.

Annex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which

conta

ins all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schema in ASN.1.
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Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains al the definitions associated with DSA operational attribute types.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains al the definitions associated with operational binding management operations.

Annex G, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

AnneX H, which is not an integral part of this Recommendation | International Standard, describes some criteriathat can
be considered in designing names.

Annex |, which is not an integral part of this Recommendation | International Standard, provides some“examples of
varioys aspects of Schema.

Annex J, which is not an integral part of this Recommendation | International Standard, provides’an overview |of the
semarftics associated with Basic Access Control permissions.

Annex K, which is not an integral part of this Recommendation | International Standard, rovides an extended etample
of the|use of Basic Access Contral.

Annex L, which is not an integral part of this Recommendation | International Standard, describes some DSA-specific
entry ¢ombinations.

Annex M, which is not an integral part of this Recommendation | International Standard, provides a framework for the
modjing of knowledge.

Annex N, which is not an integral part of this Recommendation |dternational Standard, lists aphabetically thg terms
defingd in this Recommendation | Internationa Standard.

Annex O, which is not an integral part of this Recommendation | International Standard, describes criteria on whether a
name [can be an alternative distinguished name or the primary distinguished name, whether it can contain atefnative
valueg, and whether it can include context information.

Annex P, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modulefwhich
contaips all the definitions associated with enhaficed security.

Annex Q, which is not an integral part of thisRecommendation | International Standard, lists the amendments and|defect
reportf that have been incorporated toform this edition of this Recommendation | International Standard.

© ISO/IEC 1998 — All rights reserved iX
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RNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY — OPEN SYSTEMS INTERCONNECTION —
THE DIRECTORY: MODELS

98 (E)

SEC

1

The 1
framey

TION 1 — GENERAL

Scope

nodels defined in this Recommendation | International Standard provide a conceptud and terminol
vork for the other ITU-T X.500-series Recommendations | parts of 1SO/IEC 9594 which define various asp

the Directory.

The f
functi
provig

The g
and A

ThisH
suppo

The of
Recor
provig

The
for id
accesy

Lnctional and administrative authority models define ways in which the Directory can be distributed
bnally and administratively. Generic DSA and DSA information models and an Operational Framework al
led to support Directory distribution.

dministrative Users. In these models, the fact that the Directory is@istfibuted, rather than centralized, is not

Recommendation | International Standard provides a specialiZation of the generic Directory Information Mol
't Directory Schema administration.

her ITU-T Recommendations in the X.500 series | parts of 1SO/IEC 9594 make use of the concepts defined

e specific information, DSA and operational models supporting particular directory capabilities (e.g. Replic
a) theservice provided by the Directory is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) in terms

of the physical distribution of the DIB,;

b) thedistributed operation of the Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4) so as
provide that service, and'therefore maintain that logical information structure, given that the DIB is
highly distributed;

c) replication capabilities offered by the component parts of the Directory to improve overall Directory
performaneeare specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

urity model establishes a framework for the specification of access control mechanisms. It provides a mech
tifying the @ecess control schemein effect in a particular portion of the DIT, and it defines three flexible,
control schemes which are suitable for a wide variety of applications and styles of use. The security mod

provid
encry,

les a framework for protecting the confidentiality and integrity of directory operations using mechanisms g
tiofmand digital signatures. This makes use of the framework for authentication defined in ITU-T Rec. X

ogical
bets of

| both
e aso

Eneric Directory Information Models describe the logical structure©fythe DIB from the perspective of Directory

isible.

Hels to

in this

hmendation | International Standard to define specializations of the generic information and DSA models to

tion):

of

the concepts of the information ffamework: this allows the service provided to be somewhat independent

to
n fact

anism
pecific
b also
Lch as
509 |

I SO/IEC29594-8 as well as generic upper layers security tools defined in ITU-T Rec. X.830 | ISO/IEC 11586-1.

DSA models establish a framework for the specification of the operation of the components of the Directory.
Specificaly:

a) the Directory functional model describes how the Directory is manifested as a set of one or more
components, each being a DSA;

b) the Directory distribution model describes the principals according to which the DIB entries and
entry-copies may be distributed among DSAS;

c) theDSA information model describes the structure of the Directory user and operational information held

inaDSA;

d) the DSA operational framework describes the means by which the definition of specific forms of

cooperation between DSASs to achieve particular objectives (e.g. shadowing) is structured.

ITU-T Rec. X.501 (1997 E)
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2

Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and 1SO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

21

I dentical Recommendations | International Standards
— ITU-T Recommendation X.2 1994) | | IEC 7498-1:1 rmation hnol - I

Interconnection — Basic Reference Model: The Basic Model.

ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:198frmation technology —Qpen
Interconnection — The Directory: Overview of concepts, models and services

ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:198frmation technolegy — Open
Interconnection — The Directory: Authentication framework

ITU-T Recommendation X.511 (1997) | ISO/IEC 9594-3:198rmation-technology — Open
Interconnection — The Directory: Abstract service definition

ITU-T Recommendation X.518 (1997) | ISO/IEC 9594-4:198&yrmation technology — Open
Interconnection — The Directory: Procedures for distributed opération

ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:198frmation technology — Open
Interconnection — The Directory: Protocol specifications

ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-:6:198rmation technology — Open
Interconnection — The Directory: Selected attributé.types

ITU-T Recommendation X.521 (1997) | ISO/IEC' 9594-7:198&rmation technology — Open
Interconnection — The Directory: Selected object classes

ITU-T Recommendation X.525 (1997) |-ISO/IEC 9594-8:198frmation technology — Open
Interconnection — The Directory: Replication

ITU-T Recommendation X.530 (13997) | ISO/IEC 9594-10:19898ymation technology ©pen §
Interconnection- The Directory: se of systems management for administration of the Directory.

CCITT Recommendation X.660 (1992) | ISO/IEC 9834-1:1988rmation technology — Open
Interconnection — Procedures for the operation of OSI Registration Authorities: General prg

ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:19%%®rmation technology — Abstral
Notation One (ASN;I): Specification of basic notation

ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1%%®rmation technology — Abstral
Notation Ohe-(ASN.1): Information object specification

ITU-T.Recommendation X.682 (1997) | ISO/IEC 8824-3:19%f@rmation technology — Abstra
Notation One (ASN.1): Constraint specification

IFU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:19%8®rmation technology — Abstra|
Notation One (ASN.1): Parameterization of ASN.1 specifications

ITU-T Recommendation X.803 (1994) | ISO/IEC 10745:19afrmation technology — Oper

Systems
Systems
Systems
Systems
Systems
Systems
Systems
Systems
Systems
bystems
Systems
cedures
Ct Syntax
Ct Syntax
Ct Syntax
Ct Syntax

Systems

toroannanti o Lanarla b paadal

Lo 1 ora oot o
TItCTCOTITTCTTIoTT PP IaAyCTrS STty raucT

ITU-T Recommendation X.811 (1995) | ISO/IEC 10181-2:19%6rmation technology — Open Systems

Interconnection — Security frameworks for open systems: Authentication framework

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:19%6rmation technology — Open Systems

Interconnection — Security frameworks for open systems: Access control framework

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:19%drmation technology — Open Systems

Interconnection — Security frameworks for open systems: Non-repudiation framework

ITU-T Recommendation X.830 (1995) | ISO/IEC 11586-1:198f6rmation technology — Open Systems

Interconnection — Generic upper layers security: Overview, models and notation

ITU-T Recommendation X.833 (1995) | ISO/IEC 11586-4:198f6r mation technology — Open Systems

Interconnection — Generic upper layers security: Protecting transfer syntax specification
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22 Paired Recommendations| I nternational Standards equivalent in technical content

CCITT Recommendation X.800 (19913ecurity architecture for Open Systems Interconnection for
CCITT applications.

ISO 7498-2:1989|nformation processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 OSl Reference Model Definitions
The fallowing terms are defined in ITU-T Rec. X.200 | ISO/IEC 7498-1:

a)
b)

0)

32 Basic directory definitions

The fgllowing terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1.

a)
b)
<)
d)
€)

f)

3.3 Distributed operation definitions
The following terms are defined in ITU-T Rect X.518 | ISO/IEC 9594-4:

a)
b)
<)
d)

e

34 Replication definitions

The fTIIowi ng terms are defined in ITU-T Rec. X.525 | ISO/IEC 9594-9:

application-context;
application-entity;

application-process.

Directory;

Directory Access Protocol;

Directory Information Base;

Directory Operational Binding Management Protocol;
Directory System Protocaol;

(Directory) user.

access point;

hierarchical operational binding;

name resolution;

non-specific\hierarchical operational binding;

relevant\hierarchical operational binding

)
b)
©)
d)
e
)
9)
h)
i)

Tache-copy;
consumer reference;
entry-copy;

master DSA;

primary shadowing;
replicated area;
replication;

secondary shadowing;

shadow consumer;

ITU-T Rec. X.501 (1997 E) 3
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i) shadow supplier;
k) Shadowed DSA-Specific Entry;
I)  shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of thesetermsis provided in Annex N for easy reference.

4 Abbreviations
For the-purpeses-ef-this-RecommendationHaternationa-Standare-the-foHowing-abbreviations-apphy-
ACDF Access Control Decision Function
ACI Access Control Information
ACIA Access Control Inner Area
ACSA Access Control Specific Area
ADDMD Administration Directory Management Domain
ASN.1 Abstract Syntax Notation One
AVA atribute value assertion
BER (ASN.1) Basic Encoding Rules
DACD Directory Access Control Domain
DAP Directory Access Protocol
DIB Directory Information Base
DISP Directory Information Shadowing Pragtocol
DIT Directory Information Tree
DMD Directory Management Domain
DMO Domain Management Qrgahization
DOP Directory Operational.Binding Management Protocol
DSA Directory Systemr Agent
DSE DSA-Specific Entry
DSP Directory-System Protocol
DUA Direectory User Agent
HOB Hierarchical Operational Binding
NHOB Non-specific Hierarchical Operational Binding
NSSR Non-Specific Subordinate Reference
PRBMD Private Directory Management Domain
RHOB Relevant Hierarchical Operational Binding (i.e. either aHOB or NHOB, as appropriate)
RDN Relative Distinguished Name
SDSE Shadowed DSE
5 Conventions

With minor exceptions, this Directory Specification has been prepared according to the "Presentation of ITU-T |
I SO/IEC common text" guidelinesin the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, March 1997.

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.501 |
I|SO/IEC 9594-2. The term "Directory Specifications' shall be taken to mean the X.500-series Recommendations | parts
of ISO/IEC 9594.

4 ITU-T Rec. X.501 (1997 E)
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This Directory Specification uses the term "1988 edition systems' to refer to systems conforming to the first (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition. This Directory Specification uses the term "1993 edition systems' to refer to systems
conforming to the second (1993) edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T
X.500 Recommendations and the | SO/IEC 9594:1995 edition. Systems conforming to this third edition of the Directory
Specifications are referred to as " 1997 edition systems'.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typicaly referenced when specifying the semantics of processing, are differentiated from
normal text by displaying them in bold Times. Access control permissions are presented in italicized Times.

SEC]

6.1
For th

6.1.1
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6.1.2
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6.1.4

6.1.5
single

6.1.6
6.1.7
6.1.8

6.1.9

TION 2 — OVERVIEW OF THE DIRECTORY MODELS

Directory Models

Definitions

P purposes of this Directory Specification, the following definitions apply:

administrative authority: An agent of the Domain Management Organization concerned with various g
fectory administration. The term administrative authority (in lower/ case) refers to the power vested

nistrative Authority by the Domain Management Organization to exécute policy.

administration directory management domain (ADDMD): A DMD which is managed
histration.

TE — The term Administration denotes a public telecommunications administration or other organization
bcommunications services.

directory administrative and oper ationalinfor mation: Information used by the Directory for adminig

DIT domain: That part of the global, DIT held by the DSAs forming a DMD.

directory management domain (DMD): A set of one or more DSAs and zero or more DUAS managg
organization.

domain management.or ganization: An organization that manages a DMD (and the associated DIT Dor
directory userjnformation: Information of interest to users and their applications.
directory/system agent (DSA): An OSl| application process which is part of the Directory.

(directory) user: The end user of the Directory, i.e. the entity or person which accesses the Directory.

ISpects
in an

by an

offering public

trative

d by a

nain).

6.1.1G

directory user agent (DUA): An OS| application process which represents a user in accessing the Direc

ory.

NOTE — DUAs may also provide a range of local facilities to assist users compose queries and interpret the responses.

6.1.11 privatedirectory management domain (PRDMD): A DMD which is managed by an organization other than
an Administration.
6.2 The Directory and its Users

The Directory is a repository of information. This repository is known as the Directory Information Base (DIB).
Directory services provided to users are concerned with various kinds of access to thisinformation.

The services provided by the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

ITU-T Rec. X.501 (1997 E)
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A Directory user (e.g. a person or an application-process) obtains Directory services by accessing the Directory. More
precisaly, a Directory User Agent (DUA) actually accesses the Directory and interacts with it to obtain the service on
behalf of a particular user. The Directory provides one or more access points at which such accesses can take place.
These concepts areillustrated in Figure 1.

A DUA is manifested as an application-process. In any instance of communication, each DUA represents precisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAS),

each of which provides one or more of the access points. For a more detailed description of DSAS, see 19.2.
NOTE 1 — Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.
NOTE 2 — The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to
make-ofe-or-more-DUHAS-visibte-withinthe-OStEnvironment-as-apphication-entities:

NQTE 3 — ADUA may exhibit local behaviour and structure which is outside the scope of envisaged Direetary| Specifications.
For example, a DUA which represents a human directory user may provide a range of local facilities to aSsist it useeto compos
quries and interpret the responses.

Access Point,

The Directo

TIS03220-94/d01

Figure 1 ~Access to the Directory

6.3 Directory and DSA | nformation-M odels
6.3.1 Generic Models

Directiory information may be clasSified as either:

— user information) placed in the Directory by, or on behalf of, users; and subsequently adniinistered by, or
on behalf of,“Users. Section 3 provides a model of this information; or

— administrative and operational information, held by the Directory to meet various administrative and
operational requirements. Section 5 provides a model of this information. Also provided in| Section 5 is a
spegification of the relationship between the user, administrative and operational informatign models.

Thes¢ models, presenting views of the DIB from different perspectives, are referred to as the ge¢neric Directory
Information Models.

Direc ofy formation—motdels—describe—thow-the D;lcutuuy as—a—whote IC'.JIC.)CIIt.) formation—he \..unlpOSition of the
Directory as a set of potentially cooperating DSAs is abstracted from the model. The DSA information model, on the
other hand, is especially concerned with DSAs and the information that must be held by DSAs in order that the set of
DSAs comprising the Directory may together realize the Directory information model. The DSA Information Model is
provided in clauses 20 through 21.

The DSA information model is a generic model describing the information held by DSAs and the relationship between
this information and the DIB and DIT.

Some, but not all, of the information represented by the DSA information model is accessible via the Directory abstract
service. Therefore, administration of all of the information described in these Directory Specifications is not possible via
the Directory abstract service. It is envisioned that administration of DSA information will initially be a local matter, but
that eventually some generic system management service will be employed to provide access to all of the information
described in the DSA information model.

6 ITU-T Rec. X.501 (1997 E)
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6.3.2 Specific Information Models

Subsequent to the development of generic models for the Directory as a whole and for its components, specific
information models are required for the standardisation of particular aspects of the operation of the Directory and its
components.

The generic Directory Information Models establish a framework for the following specific information models:
— an access control information model;
— asubschema information model;

— acollective attribute information model.

The generic DSA Information Model in turn establishes a framework for the following specific information models:

— a model 1or a DSA’s distribution Knowledge;

— amodel for a DSA’s replication knowledge.

6.4 Directory Administrative Authority Model

A Dirgctory Management Domain (DMD) is a set of one or more DSAs and zero or more ‘DUAs managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred toz§:&omain. There is a one to one

corregpondence between DMDs and DIT Domains. The term DMD is used when referring to the mapagement of the
functipnal components of the Directory. The term DIT Domain is used whef-referring to the management of Directory
Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more disjoint subtrees.of the DIT (see 10.5). A DIT Dormain shall not
contain the root of the global DIT.

— The term DMD may also be used as a general term when both aspects of managemerjt are considered
together.

An organization that manages a DMD (and the associated DIT Domain) is referred tboasia Management

Organization (DMO).
NOTE 1 — A DMO may be an Administration (i.e. aspublic telecommunications administration or other organjzation offering
puplic telecommunications services) in which case*the managed DMD is said to be an Administration DMD (ADDMD);
otherwise, it is a Private DMD (PRDMD). It should’be recognized that the provision of support for private direcfory systems by
ITU-T members falls within the framework of mational regulations. Thus, the technical possibilities described mdy or may not be
offered by an Administration which provides.directory services. The internal operation and configuration of private DMDs is not
within the scope of envisaged Directory Specifications.

Figure 2 illustrates the relationship between aDMO, DMD and DIT Domain.

[ Domain Management Organization j

I I

Manages Manages

DIT Domain DMD

A\

TISO3230-94/d02

Figure 2 — Directory Management
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Management of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g. maintenance, or in
some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative
Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority by
aDMO to execute policy.

NOTE 2 — A Directory Administrative Authority Model is specified in Section 4.

SECTION 3 — MODEL OF DIRECTORY USER INFORMATION
7 Directory Information Base
7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
711 alias entry: An entry of the class "alias’ containing information used to provide-an aternative name ffor an
object|or dias entry.
712 direct superclass: Relative to a subclass — an object class from whichthe subclass is directly defived.
7.1.3 directory information base (DIB): The complete set of informatien to which the Directory provides access,
and which includes all of the pieces of information which can be~tead or manipulated using the operations of the
Directory.
714 directory information tree (DIT): The DIB considered-as a tree, whose vertices (other than thqg root) are the
Direcfory entries.

NOQTE — The term DIT is used instead of DIB only in contexts‘where the tree structure of the information is relevant.
7.15 (directory) entry: A named collection of informiation within the DIB. The DIB is composed of entries.
7.1.6 immediate superior (noun): Relative toaparticular entry or object (it shall be clear from the context which is
intended), the immediately superior entry or object:
717 immediately superior
7.1.8 (entry): Relative to a partictilar entry — an entry which is at the initial vertex of an arc in the DI[F whose final
vertex is that of the particular entry:
7.1.9 (object): Relative-to-a particular object — an object wholsiect entry is the immediate superior arfy|of the
entrigs (object or alias)for.the second object.
7.1.1q object (ofnterest): Anything in some ‘world', generally the world of telecommunications and|information
processing or sofme part thereof, which is identifiable (can be named), and which it is of interest to hold information on
in the| DIB.
7.1.1Y .ebject class: An identified family of objects (or conceivable objects) which share certain charactaristics.
711L Ubj C\.,t clltl Yy AII Clltly Vvh;b:l ;D t:IC plilllaly \,u”c:\,tiun Uf iIIfUIIIIClt;UII ill t:IC D:B abuut arll Ubjcb y and Wthh

can therefore be said to represent that object in the DIB.

7.1.13

of the

subclass: Relative to one or more superclasses — an object class derived from one or more superclasses. The
members of the subclass share all the characteristics of the superclasses and additional characteristics possessed by noi

members of those superclasses.

7.1.14 subordinate: The converse of superior.

7.1.15
super

7.1.16

superclass. Relative to a subclass — a direct superclass, or superclass to an object class
class (recursively).

that is a direct

superior: (Applying to entry or object) immediately superior, or superior to one which is immediately superior
(recursively).
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Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which exist
in some’world’. An object can be anything in that world which isidentifiable (can be named).

NOTE 1 — The ‘world' is generally that of telecommunications and information processing or some part thereof.

NOTE 2 — The objects known to the Directory may not correspond exactly with the set of 'real' things in the world. Foraxample,
real-world person may be regarded as two different objects, a business person and a residential person, as far as tise Directory

co

ncerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers dfottye Direc

in the context of their applications.

An object class is an identified family of objects, or conceivable objects, which share certain characteristics. Every
object belongs to at least one class. An object clas may be a subclass of other object classes, in WhICh case the members

Of tI«. £ acctha ibelaca _ara alan, ta-ba (! af-thalattaor ol thao Tha Q be
IOt \.plu.)a, Llluwu\;luqa T C o SO CONSOC I COtO OCTTIC T IIOCT S O tHNICTar tC CIriosoSCS; Llluquluul\.plw rReFe-+ ay

subcld

7.3

The DIIB is composed of (Directory) entries. An entry isanamed collection of information.

Therelare three kinds of entries:

A usdr view of the structure of directory entries is depicted.in/Figure 3 and described in 8.2.

Each

sses of subclasses, etc., to an arbitrary depth.

Directory Entries

— Object entries. Representing the primary collection of information-in the DIB about a particular object.
For any particular object there is precisely one object entry.cThe object entry is said t¢ represent the
object.

— Aliasentries: Used to provide alternative names for object entries.

— Subentries: Representing a collection of informatien ih the DIB used to meet admin|strative and
operational requirements of the Directory. Subentfies are discussed in Section 5.

entry contains an indication of the object classesiand their superclasses, to which the entry belongs.

Somg object entries are specially designated for“the purpose of Directory administration. These ertries are termed
administrative entries. The Directory user is notinormally aware of this, and views these entries in the same way as other

objec

7.4

entries.

The Directory Information. Tree (DIT)

In order to satisfy requirements for the distribution and management of a very large DIB, and to ensurg that entries can
be unambiguously named and-rapidly found, a flat structure is not likely to be feasible. Accordingly, the hierarchical

relatignship commonly foGnd”among objects (e.g. a person works for a department, which belongs to [an organization,
which is headquartered-n a country) can be exploited, by the arrangement of the entries into a tree, known as the

Directory InformationTree (DIT).

NQTE — An intreduction to the concepts and terminology of tree structures can be found in Annex G.

Thec

bmponent parts of the DIT have the following interpretations:

a) the vertic& are the entries. Object entries may be either Ieaf or non-Ieaf vertices whereas alias entrjes are
ert-to-te—soteg-in the

def| nmons of b) and c) bel ow] be V|ewed asa nuII Obj ect entry [see d) below];

b) the arcs define the relationship between vertices (and hence entries). An arc from vertex A to vertex B
means that the entry at A is the immediately superior entry (immediate superior) of the entry at B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry
at A. The superior entries (superiors) of a particular entry are its immediate superior together with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

c) the object represented by an entry is, or is closely associated with, the naming authority (see clause 8) for
its subordinates,

d) theroot represents the highest level of naming authority for the DIB.

ITU-T Rec. X.501 (1997 E) 9
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A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediate superior of any of the object entries for the second object. The terms immediately subordinate object,
immediate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate rel ationships among objects are governed by the DIT structure definitions (see 12.3).
The Directory maintains, in addition to information concerning Directory entries, additional information regarding

collections of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not a true
tree structure). See clause 11.

- e | — . .
8 UITELIUNY CTILNIES

8.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

8.1.1 attribute: Information of a particular type. Entries are composed of attributes.
8.1.2 user attribute: An attribute representing user information.

8.1.3 attribute hierarchy: The aspect of an attribute that permits a user attribdte type to be derived from a more
generilc user attribute type. The relationship of the two attribute type definitions\(which mandates certain behaviour of
attribytes corresponding to these attribute types) is thus hierarchical.
814 attribute subtype (subtype): An attribute type A is related to‘another attribute type B by the fact that either A
has been derived from B, in which case A is a direct subtype of B, or-A*has been derived from an attribute type which is
asubtype of B, in which case A isan indirect subtype of B.
8.1.5 attribute supertype (supertype): An attribute type'B is related to another attribute type A by the fact that
either[A has been derived from B, in which case B is a direct supertype of A, or A has been derived from an atfribute
type which is a subtype of B, in which case B is an indirect supertype of A.
8.1.6 attribute type: That component of an attribute which indicates the class of information given by that attijibute.

8.1.7 attribute value: A particular instance of the class of information indicated by an attribute type.

8.1.8 attribute value assertion; A-proposition, which may be true, false, or undefined, according to the spécified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type.

8.1.9 auxiliary object class/ An object class which is descriptive of entries or classes of entries and is not used for
the structural specification of-the DIT.

8.1.1J collectiveattribute: A user attribute whose values are the same for each member of an entry collection.

8.1.1f context;)A property that can be associated with a user attribute value to specify information that can be ysed to
determine the applicability of the value.

8.1.12 ““eontext assertion: A proposition, which may be true or false, regarding a context type and particular qontext
valuesfor that type, that determines the applicability of an attribute value.

8.1.13  context type: That component of a context which indicates its type or purpose.
8.1.14 context list: The set of contexts associated with an attribute value.
8.1.15 context value: A particular instance of the property indicated by a context type.

8.1.16 direct attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of their attribute type.

8.1.17 distinguished value: An attribute value in an entry which may appear in the relative distinguished name of the
entry.
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8.1.18 entry collection: A collection of entries belonging to an explicitly specified subtree or subtree refinement of
the DIT.

8.1.19 indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values using the identifier of a supertype of their attribute type.

8.1.20 matching rule: A rule, forming part of the Directory Schema, which allows entries to be selected by making a
particular statement (a matching rule assertion) concerning their attribute values.

8.1.21 matching ruleassertion: A proposition, which may be true, false or undefined, concerning the presence in an
entry of attribute values meeting the criteria defined by the matching rule.

8.1.22___operational attribute: An attribute representing operational and/or administrative infarmation

O

8.1.23 structural object class: An aobject class used for the structural specification of the DIT. O-)O_)

8.1.24 structural object class of an entry: With respect to a particular entry, the single structural o@]bf::t class ysed to
determine the DIT Content Rule and DIT Structure Rule applying to the entry. This object cl \is’indicated by the
strucﬂLJJraIObjectCIass operational attribute. This object class is the most subording} ject class [of the entry’s
structural object class superclass chain. C)
\

8.2 Overall Structure O

As dgpicted in Figure 3, an entry consists of a settobutes.

eNTRY \§\
[ [wmie ] [ | A
N\
ATTRIBUTE @
One or more per entry X7 ENTRY
A\
T T N
Attribute Attribute \
Type Value(s)

ATTRIBUTE VALUE(S)
One or more per attribute

ATTRIBUTE

Attribute (| Attribute

stinguished

Attribute Value Value
i m Context(s)

Context(s)

\VCoNTEXT(S)
zero or more per attribute value

Distinguished

Attribute

TISO8900-99/d03

Context Context Fallback
Value(S) _

Figure 3 — Structure of an entry
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Each attribute provides a piece of information about, or describes a particular characteristic of, the object to which the
entry corresponds.

NOTE 1 — Examples of attributes which might be present in an entry include naming information such as the object’s personal
name, and addressing information, such as its telephone number.

An attribute consists of an attribute type, which identifies the class of information given by an attribute, and the
corresponding attribute values, which are the particular instances of that class appearing in the entry. A user attribute
value may have zero, one, or more contexts associated with it in its context list. Operational attribute values shall not
have contexts.

NOTE 2 — Attribute types, attribute values, and contexts are described in 8.4, 8.5 and 8.7 respectively. Operationahitributes
described in clause 11.

Attribute ::= SEQUENCE {

type ATTRIBUTE.&id ({ SupportedAttributes }),

values SET SIZE (0 .. MAX) OF ATTRIBUTE.&TYPE ({ SupportedAttributes{ @type});
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {

value ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),

contextList SET SIZE (1 .. MAX) OF Context } OPTIONAL }

An atfribute may be designated as single-valued or multi-valued. The Directory shall ensure that‘single-valued attfibutes
have only a single value. This value may have a context list to associate properties with the attribute value. Attribpites in
storage shall have at least one value, but may at times appear to have zero values whentransferred to or from gtorage
(e.g. Hecause values are hidden by access control).

8.3 Object Classes

Object classes are used in the Directory for anumber of purposes:

— describing and categorizing objects and the entries that correspond to these objects;
— where appropriate, controlling the operation of the/Directory;

— regulating, in conjunction with DIT structure tule specifications, the position of entries in thg DIT;

— regulating, in conjunction with DIT content'rule specifications, the attributes that are contained in entries;

— identifying classes of entry that are to be associated with a particular policy by thHe appropriate
administrative authority.

Somg object classes will be internationally:standardized. Others will be defined by national administrative authorities
and/ar private organizations. This implies'that a number of separate authorities will be responsible for defining object
classgs and unambiguously identifying them. This is accomplished by identifying each object class| with an object
identifier when the object class is-defined. A notation for this purpose is provided in 12.3.3.

NQTE — An administrative authority may use object classes other than the useful object classes defined ang registered in the

Difectory Specifications. Anadministrative authority may itself specify and register object classes, for example to supplement
thgse defined in the Directory Specifications

An oljject class (a subelass) may be derived from an object class (its direct superclass) which is itself derived fiom an
even 1nore generic object class. For structural object classes, this process stops at the most generic object class, tap. An
orderad set of superclasses up to the most superior object class of an object classisits superclass chain.

An oljject class may be derived from two or more direct superclasses (superclasses not part of the same supgrclass
chain). This feature of subclassing istermed multiple inheritance.

The specifitationm of am object Tthass Tdentifies whether—amattribote 75 mandatoryoroptionat; this Specification aso
applies to its subclasses. The subclass may be said to inherit the mandatory and optiona attribute specification of its
superclass. The specification of a subclass may indicate that an optional attribute of the superclass is mandatory in the
subclass.

There are three kinds of object class:
— Abstract Object Classes;
—  Structural Object Classes; and

— Auxiliary Object Classes.

Each object class is of precisely one of these kinds, and remains of this kind in whatever situation it is encountered
within the Directory. The definition of each object class must specify what kind of object that it is.
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tries shall be amember of the object classtop and at least one other object class.

Abstract Object Classes

98 (E)

An abstract object class is used to derive other object classes, providing the common characteristics of such object
classes. An entry shall not belong only to abstract object classes.

top is

832

an abstract object class used as a superclass of all structural object classes.

Structural Object Classes

An object class defined for use in the structural specification of the DIT is termed a structural object class. Structural

object

classes are used in the definition of the structure of the names of the objects for compliant entries.

An ol

structdiral object class as the most subordinate object class. This structural object class is referred to aspthe stru

object

Struct

The s

8.3.3

Spec
used

class
handl
Persd

This
maint

This
regist

Auxili

Therd
auxili

ject or alias entry is characterised by precisely one structural object class superclass chain which has'a

class of the entry.

Lral object classes are related to associated entries:

— an entry conforming to a structural object class shall represent the real-world object con
object class;

—  DIT structure rules only refer to structural object classes; the structural object class of an
specify the position of the entry in the DIT;

— the structural object class of an entry is used, along with ‘an associated DIT content rule
content of an entry.

tructural object class of an entry shall not be changed.

Auxiliary Object Classes

in the construction of entries of several types.“For example, message handling systems make u
MHS User (see ITU-T Rec. X.402 | ISO/IEC 10021-2) to specify a package of mandatory and o
ng attributes for entry types whose structural object class is variable, e.g. Organizational Persd
n.

pined within a local community, which change from time to time as needed.

Ffequirement may“also be met using the facilities of DIT content rule definitions to dynamically
ration) allow thesaddition or exclusion of attributes from entries at particular points in the DIT (see 1

Ary object classes are descriptive of entries or classes of entries.

fore, besides being a member of the structural object class, an entry may be optionally a memb¢
hry-object classes.

single

ictural

strained by the

entry is used to

, to control the

fic applications using the Directory will frequently:find it useful to specifsuaiiary object class which may be

be of the auxiliary
ptional message
n or Residential

In cer]tain environments, there is a need to be able to add to or remove from the list of attributes permitied in an entry of
a parficular, perhaps standardizedsclass (or classes).

fequirement may be met by the definition and use of an auxiliary object class having semantics, known and

(i.e. without
2.3.3).

er of one or more

An entry’s auxiliary object classes may change over time.

NOTE - The unregistered object class facility, available in the 1988 edition of these Directory Specifications to support the
requirements discussed in this clause, is now deprecated in favour of the use of DIT content rules.

8.34

Object Class Definition and the 1988 Edition of this Directory Specification

Object classes defined using the terminology of the 1988 edition of this Directory Specification will not be classified as

one of

structural, auxiliary or abstract.

Alias object classes specified using the terminology of the 1988 edition of this Directory Specification may be
considered to be specified as either abstract, auxiliary or structural object classes and deployed in a subschema
accordingly.

ITU-T Rec. X.501 (1997 E)
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Attribute Types

Some attribute types will be internationally standardized. Other attribute types will be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for defining
types and unambiguously identifying them. This is accomplished by identifying each attribute type with an object
identifier when the type is defined. Using the notation of the ATTRIBUTE information object class defined in 12.4.6, an
attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id

All att

ributesin an entry shall be of distinct attribute types.

There are anumber of attribute types which the Directory knows about and uses for its own purposes. They include:

Thes¢

The t
apply|

attriblites which may appear in a subentry are governed by the rules of the system schema.

Somsg
called

Operational attributes are discussed in more detail in Section 5.

8.5

Defin
shall
is def]

Attrib

An attribute value may be designated adistinguished value, in which case the attribute value can form

relati
conte

8.6

Wher
the b
from

Attrib
comp,

attriblite) oftby the identifier of a more generic attribute type identifier (an indirect reference).

a) objectClass — An attribute of this type appears in every entry, and indicates the obhjed
superclasses to which the object belongs.

b) aliasedEntryName — An attribute of this type appears in every alias entry, and holds the narn
the entry which the alias entry references.

b attributes are defined in 12.4.6.

ypes of user attributes which shall or which may appear within an object of_alias entry are go
ng to the indicated object classes as well as by the DIT content rule ferithat entry (see 12.7

Directory entries may contain special attributes not normally visible to the Directory User. Thes
operational attributes and are used to meet the administrative and operational requirements

Attribute Values

ng an attribute also involves specifying the syntax;@and hence data type, to which every value i

ned as:

LiteValue ::= ATTRIBUTE.&Type

e distinguished name of the entry (see 9.3). It is possible to have multiple distinguished values
Xt, as described in 9.3.

Attribute Type Hierar chies

defining an attribute-type, the characteristics of some more generic attribute type may optionally
hsis of the definition: The new attribute type direct subtype of the more generic attribute type, the
vhich it is derived)

ite hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allg
pnents_of attributes to be accessed by using either their specific attribute type identifier (a direct

t classes and

he (see 8.5) of

verned by rules
). The types of

e attributes are
of the Directory.

such attributes

conform. Using the notation of tA& TRIBUTE information object class defined in clause 12.4.6, an ati{ribute value

part of the
Hifferentiated by

be employed as
prtype,

wing the value
reference to the

Semg

ntically related attributes may be placed in_a hierarchical relationship, the more specialize]

d being placed

subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting the
more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for the
guoted type; a context assertion specified for the more generalized attribute type is also applied to the more specialized

type.

Where subordinate specialized types are selected to be returned as part of a search result these types shall be returned
available. Where the more general types are selected to be returned as part of a search result both the general and th
specialized types shall be returned, if available. An attribute value shall always be returned as a value of its own attribute

type.

For an entry to contain a value of an attribute type belonging to an attribute hierarchy, that type must be explicitly
included either in the definition of an object class to which the entry belongs, or because the DIT content rule applicable
to that entry permits it.
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All of the attribute types in an attribute hierarchy are treated as distinct and unrelated types for the purpose of

admin

istration of the entry and for user modification of entry content.

An attribute value stored in a Directory object or aias entry is of precisely one attribute type. The type is indicated when
the valueis originally added to the entry.

8.7

Contexts

The information model may be refined by associating with attribute values properties called contexts. Associated with
any user attribute value may be alist of contexts which provide additional information that can be used to determine the
applicability of the attribute value.

NOTE 1 — For example, contexts can be used to associate a particular language, time, or locale with an attribute value.

Each
notati

Contsg

conte
in12.

conte
partic

fallba
to hay
TRUE]

An at
to be

N(
do
co

All co

context consists of atype field, avalue field whose syntax is determined by the type, and afallback flag-Usi
bn of the CONTEXT information object class defined in 12.8, a Context is defined as:

xt ::= SEQUENCE {

contextType CONTEXT.&id ({SupportedContexts}),

contextValues  SET SIZE (1..MAX) OF CONTEXT.&Type ({SupportedContexts}{ @conhtextType}),
fallback BOOLEAN DEFAULT FALSE }

ktType is an OBJECT IDENTIFIER, and is specified using the CONTEXT information object class d

B. It specifies the particular property represented by the Context.

xtValues is the set of one or more values of the property specified by contextType that are associated w
Ilar attribute value.

ing any specific contextValues of that context type associatedhwith it, an attribute value for which fallk
for agiven contextType is

considered as being associated with any value of the giveaxtType for which no other valug
same attribute are otherwise associated:\Thus a context assertion of this context type th
any values of the attribute based on thé rules for matching:xtvalues shall match with any
value for whichfallback is TRUE for this‘context type.

NOTE 2 — For example, an attempt to select the attribute value associated with a particular lan
those values witliallback set to;FRUE if none of the attribute values is otherwise associated wit
language.

considered as a valueyto -preserve during an operation which resets attribute values for
type. A Modify (resetwalue) removes all values of a chosen attribute type which have
context for whichtheallback is set FALSE.

NOTE 3(— Modify (reset value) is further described in 11.3.2 of ITU-T Rec. X.511 | ISO/IEC 9
ribute value without-contexts, or one whose context list does not contain a context of a specific type, is cons
plicable under.all)context values of that specific type.

TE 4 — For ‘example, a selection based on the French context value of a language context shall select an
PS not have any language context specifically associated with it (as well as those attribute values having th
htext associated with them specifically).

ng the

efined

th the

Ck is used to designate one or more attribute values for specific behaviour in relation to a context type. In agidition

ack is

ps of the
At fails to match
attribute

juage shall yield
h the chosen

n given attribute
an associated

594-3.

idered

attribute value that
e Freach languag

htexts in an attribute value’s context list shall be of distinct context types.

Context information associated with attribute values may be retrieved along with the attribute values (e.g. to differentiate
between those attribute values). A user of the Directory may also make use of contexts to refine selection and retrieval of
information during Directory operations.

8.8

881

Matching Rules

Overview

Of paramount importance to the Directory is the ability to be able to select a set of entries from the DIB based on

asser

tions concerning attribute values held by these entries.

A matching rule allows entries to be selected by making a particular assertion concerning their attribute values.

ITU-T Rec. X.501 (1997 E)
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The most primitive type of assertion is the attribute value assertion. More complex assertions may be supported using
matching rule assertions. A matching rule assertion is a proposition, which may be true, false or undefined, concerning
the presence in an entry of attribute values meeting the criteria defined by the matching rule.

An attribute value or matching rule assertion is evaluated based on the matching rule associated with the assertion.

A matching rule is defined through the specification of:

Som
exam
entry.

Som
exam

equal
8.8.2

An atfribute value assertion (AVA) is a proposition, which may be true, false, or undefined, according to the sp
matchjng rules for the type, concerning the presence in an entry of an attribute value of a particular type. It invol
attriby

Attrib

— the range of attribute syntaxes supported by the rule;
— the specific types of matches supported by the rule;
— the syntax required to express an assertion of each specific type of match;

— rules for derlvmg a value of the assertion syntax from a value of the attrlbute syntax, if requwed

However rules deflned to support one partlcular appllcatlon may not be W|dely supported by Dy
Wherever possible, the matching rules defined in ITU-T Rec. X.520 | ISO/IEC 9594-6 should be'used
the specification of new ones.

imes there will be a one to one correspondence between a matching rule and the types of matches’supporte
le, the Directory Abstract Service supports a presence matching rule to detect the presenceof "an attributg

imes there will be a many to many correspondence between a rule and the types.of matches supporte

fypes of matches.

Attribute Value Assertions

igular application.
As and DSAs.
in preference to

d. For
b in an

0. For

le, the Directory Abstract Service supports a generic ordering rule allowing greatér.than or equal and less than or

reified
Ves an

te type, an asserted attribute value, and optionally an assertion about contexts associated with the attribute vl ue:
LiteValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributesl{ @type})
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET OF ContextAssertion } OPTIONAL }
ContgxtAssertion ::= SEQUENCE {
contextType CONTEXT.&id{{SupportedContexts}),
contextValues SET SIZE (1::MAX) OF

The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the at
type, and may be different from-the’syntax of the attribute itself.

8.8.2.
AnA

CONTEXT.&Assertion ({SupportedContexts}{@contextType})}

| Evaluation of an‘AVA
Ais
a) undefined, if any of the following holds:
1) the attribute type is unknown;
2) theattribute type has no equality matching rule,

2\ tha ol daacnat-ranfarm-ta-thae-data—bwa V- H Al th fibhao accar TP

tribute

/) tRe—varte- oSOt Coror—tothe—tate: I._yp\. III\JI\.:uLL;U oy—tic Jylllu/\ OT i aSSCTtoTT U

equality matching rule;

f the attribute’s

NOTE - 2) and 3) normally indicate a faulty AVA; 1) however, may occur as a local situation (e.g. a particular

DSA has not been configured with support for that particular attribute type).

b) true, if the entry contains an attribute of that type, and the attribute contains a value of that value, and the

value contains a context that matches the assertedContexts as described in 8.8.2.2;
c) false otherwise.

8.8.2.2 Useof assertedContexts or context assertion defaults

The inclusion of assertedContexts within an AttributeValueAssertion is optiona. If assertedContexts is specified,
then the assertion shall be evaluated only against those values of the attribute for which the assertedContexts is true,
asdefinedin 8.8.2.3.
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If assertedContexts is not provided within an AttributeValueAssertion, then a default context assertion may be applied
in the same manner; that is, the assertion shall be evaluated only against those values of the attribute for which, as
defined in 8.8.2.3, the default context assertion is true. There are three potential sources for a default context assertion:
that specified for the operation as a whole, that available within subentries in the DIT, and that available localy in the
DSA. They are applied asfollows:

1) If assertedContexts is not provided within an AttributeValueAssertion, then any context assertion for
the given attribute type which has been supplied for the operation as a whole, as part of
operationContexts asdescribed in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3, shall be applied.

2) If the user has not provided assertedContexts for the AVA and there is no context assertion for the
given attribute type which has been supplied for the operation as a whole, then the default context
assertion for the given attribute type in the context assertion subentries (if any) controlling the entry shall
be applied. as described in 13.7.

3) If there is no context assertion through steps 1) and 2) above, the DSA may apply a locally-tlefined
default context assertion for the given attribute type. Such a default shall typically (eftect local
parameters, such as the language or location of the place of deployment of the DSA, or the-current me of
day, but may betailored differently by the DSA for each DUA to which it responds.

4) If no context assertion is available from any of these sources, then the assertion) shall be evaluated
against all values of the attribute.

8.8.2.8 Evaluation of assertedContexts

asserfedContexts istrueif:

a) allContexts is specified (this permits a context assertion to ovefride any default context assertian that
might otherwise be applied if assertedContexts were omitted.from the AttributeValueAssertion); pr

b) each ContextAssertion in selectedContexts istrue as described in 8.8.2.4.

asserfedContexts isfalse otherwise.

8.8.2.4 Evaluation of a ContextAssertion

A ContextAssertion istrue for a particular attribute value if:

a) the attribute value has a context of the same’contextType of the ContextAssertion and any of the|stored
contextValues of that context matcheswith any of the asserted contextValues according to the def}nition
of how amatch is determined for that‘contextType; or

b) the attribute value contains no.contexts of the asserted contextType; or

c) none of the other attribute-values for the attribute satisfies the ContextAssertion according to 1) or 2)
in 8.8.2.2 above, but the attribute value does contain a context of the asserted contextType with the
fallback set to TRUE!

A ContextAssertion isfalse otherwise.

8.8.3 Built-in Matching Rule Assertions

A number of categoriesof related matching rules, whose semantics are generally understood and applicable to values of
many [different types-of attributes, are understood by the Directory:

— <présent;
<.V equality;

Z substrinas:
o hal

— ordering;
— approximate match.

Syntax for asserting certain types of matches associated with these categories of matching rules has been built into the
Directory Abstract Service:

— apresent syntax for the present rule;

— anequality syntax for equality rules;

— greaterOrEqual andlessOrEqual syntaxes for ordering rules;
— initial, any andfinal syntaxes for substrings rules;

— anapproximateMatch syntax for approximate matching rules.
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The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a
particular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning
these attributes are undefined.

The approximateMatch syntax supports an approximate matching rule whose definition is alocal matter to aDSA.

8.8.4 Matching Rule Requirements

In order for the D|rectory to behave ina consstent and weII defmed manner, it is necmry that certam restnctlons be
‘ , Hectory

For ap equality matching rule in which the syntax of the assertion is different from the attribute syntax-to’whiich the
matchjng rule applies, rules for deriving a value of the syntax of the assertion from a value of the attribute syntak shall
be supplied.

Equal |ty matching rules for attributes used for naming shall be transitive, commutative and fiave an assertion pyntax
identi¢al to the attribute syntax.

A transitive matching rule is characterized by the fact that if a value a matches a value;>and if that value b matiches a
third yalue c; then value a must necessarily match value c using therule.

A commutative matching rule is characterized by the fact that if a value a matches a value b then that value p must
necessarily match the value a. The attribute presentationAddress is an example of an attribute supporting an atfribute
syntay whose matching rule is not commutative.

With fespect to a specific attribute type, the equality and ordering rules (if both present) must aways be relatefl in at
least the following respect: two values are equa using the equality relation if and only if they are equa usipg the
ordering relation. In addition, the ordering relation must be well=0rdered; that is, for al x, y and z for which x pregedesy
and y precedes z according to the relation, then x must precede z.

NQTE — These requirements imply that when ordering is/defined, it also defines equality.

With fespect to a specific attribute type, the equalityand substrings rule (if both present) must always be relatef in at
least the following respect: for al x and y that\match according to the equality relation, then for all values z|of the
substring relation, the result of evaluating the-assertion against the value x must equal the result of evaluatipg the
assertjon against the value y. That is, twowalues that are indistinguishable using the equality relation must gso be
i ndi stilngui shabl e using the substrings relation.

8.85 Object Identifier and Distinguished Name equality matching rules

There|lare a number of equality/matching rules used to evaluate attribute value assertions which the Directory knows
about jand uses for its own-purposes. They include:

— objectidentifierMatch: This rule is used to match attributes withjectidentifier syntax.

— dijstinguishedNameMatch: This rule is used to match attributes wiitistinguishedName syntax.

8.9 Entry Collections

89.1 Overview

A collection of object and alias entries may have certain common characteristics (e.g. certain attributes that have the
same value for each entry of the collection) because of some common characteristic or shared relationship of the
corresponding objects. Such a grouping of entries is termed an entry collection.

Entry collections may contain object and alias entries that are related by their position in the DIT. These collections are
specified as subtrees or subtree refinements as described in Section 5.

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.9.2 Collective Attributes

When user attributes are shared by the entries of an entry collection, they arecti#hentide attributes.
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It is also permissible that the same collective attribute be independently associated with two or more of these collections.
In such cases the entry’s collective attribute has multiple values. Collective attributes shall, therefore, always be
specified as multi-valued.

Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the
Directory modification operations in that collective attributes cannot be administered (i.e. modified) via the entries in
which they appear but must be administered via their associated subentries.

NOTE — The independent sources of these values is not manifested to the users of the Directory interrogation operations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the DIT
content rule governing the entry.

Entrigs may specifically exclude a particular collective attribute. This is achieved through the useHof the
colledtiveExclusions attribute, described in 11.7 and defined in 13.6.

9 Names

9.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

911 alias, alias name: An alternative name for an object, provided by the lse of alias entries.
9.1.2 (alias) dereferencing: The process of converting an object’s alias name to its distinguished name.
9.1.3 distinguished name (of an entry): Every object entry,calias entry, and subentry has at least one [distinguished
name. If any RDN for the entry or any superior entry includes an attribute for which there exist multiplg¢ distinguished
valuep differentiated by context (as described in 9.3);°then the entry shall have multiple distinguished names
differentiated by context. Thprimary distinguished name.is that distinguished name in which each RON has the
primary distinguished value of each contributing attribute as the main value in the RDN construct.

9.14 (directory) name: A construct that singles out a particular object from all other objects. A name shall be
unampiguous (that is, denote just one object), however it need not be unique (that is, be the only name which
unampiguously denotes the object).

9.15 (entry) name: A construct that singles out a particular entry from all other entries.

9.1.6 purported name: A construct which is syntactically a name, but which has not (yet) been shown to be a valid
name;.

9.1.7 naming authority: An authority responsible for the allocation of names in some region of the DIT.
9.1.8 relative distinguished name (RDN): A set of one or more attribute type and value pairs, ea¢h of which

matches a distingt distinguished attribute value of the entry.

9.2 Namesin General

A (directory) name is a construct that identifies a particular object from among the set of all objects. A name shall be
unambiguous, that is, denotes just one object. However, a name need not be unique, that is, be the only name that
unambiguously denotes the object. A (directory) name also identifies an entry. This entry is either an object entry that
represents the object or an alias entry which contains information that helps the Directory to locate the entry that
represents the object.

NOTE 1 — The set of names of an object thus comprises the set of alias names for the object, together with the distinguished
names of the object.

An object can be assigned a distinguished name without being represented by an entry in the Directory, but this nameis
then the name its object entry would have had were it represented in the Directory.

Syntactically, each name for an abject or entry is an ordered sequence of relative distinguished names (see 9.3).
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Name ::= CHOICE { -- only one possibility for now --rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

NOTE 2 — Names which are formed in other ways than as described herein are a possible future extension.

Each initial subsequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be avalid name.

9.3 Relative Distinguished Names

Each pbject and entry has at least one relative distinguished name (RDN). An RDN of an object or alias entry congists of
a set of attribute type and value (with optional context list) pairs, each of which matches, using the equality matching
rule and the applicable context matching rule, a distinct distinguished attribute value of the entry.

Any gttribute contributing to an RDN may have more than one distinguished value, differentiated by context, as
descriped below. This provides alternative RDNs for the same object. Within an attribute’s.set of distinguished values
(diffefentiated by context), precisely one of them is designated the primary distinguishedvalue. The primary rglative
distinguished name of an object comprises the set of primary distinguished values from the set of attributes that comprise
the RIDN. When conveyed in protocol, each attribute in an RDN signals the primary distinguished value (if it is present)
and rfay optionally include a context for the value and additional alternative attribute values with context. In this case,
each gttribute value with its context matches a distinct distinguished attribdte value of the entry for the attribute type
accordling to the applicable equality matching rule and context matching rules.

NQTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the pssertion syntax of
the equality matching rule are the same. Similarly, for contexts that'may be used to differentiate distinguished Valoeésgn a na
attribute, the context syntax and the context assertion syntax are the same.

The RDNs of al of the entries with a particular immediate\superior are distinct irrespective of any associated gontext
lists. It is the responsibility of the relevant naming authority for an entry to ensure that this is so by appropriately
assigning distinguished attribute values. Allocation of~*RDNs is considered an administrative undertaking that rpay or
may rot require some negotiation between involved organizations or administrations. This Directory Specification does
not prpvide such a negotiation mechanism, and makes no assumption as to how it is performed.

RelativeDistinguishedName ::= SET SIZE.(1..MAX) OF AttributeTypeAndDistinguishedValue

AttriblteTypeAndDistinguishedValug~::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
value ATFRIBUTE.&Type({SupportedAttributes}{ @type}),
primaryDistinguished- \BOOLEAN DEFAULT TRUE,
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {
distingAttr\Value ATTRIBUTE.&Type ({SupportedAttributes{ @type}) OPTIONAL,
contextList SET SIZE (1 .. MAX) OF Context } OPTIONAL }

The st that fotms an RDN contains exactly one AttributeTypeAndDistinguishedValue for each attribute [which
contains distinguished values in the entry; that is, a given attribute type cannot appear twice in the same RDN.

An atfribute value that has been desgnated to appear in an RDN is caled a dlstmgwshed value There may be other

have multiple distinguished val ues only if they are differentiated by assoqated context. This allows an object to have
alternative names differentiated by contexts. This is the only case where an attribute may have more than one
distinguished value. In that case, the distinguished value shall have context lists containing the same context type(s), the
context values of which shall provide that only one of the distinguished valuesis applicable given any specific context.

An RDN for agiven entry is formed by using one distinguished value from each attribute that has distinguished values.
The simplest case is an entry that has one distinguished value; it thus has one RDN, formed by using that distinguished
value. More than one attribute in an entry may contribute to the RDN. If each contributing attribute has only one
distinguished value, then the entry has a single RDN, formed by using the distinguished value for each attribute. If any
of the contributing attributes has multiple distinguished values differentiated by context, then the entry has
multiple RDNs, each formed by using one of the possible combinations in which one distinguished value is chosen for
each attribute type forming the RDN.
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Each RDN for an entry shall contain a type and value pair for each given attribute type forming part of the RDN.
primaryDistinguished is used to indicate that the value is the primary distinguished value of that attribute type.
valuesWithContext is used to convey the context list for the distinguished attribute value in value when necessary to do
s0. It is aso used to convey in a single RDN, some or all of the other distinguished values of the same attribute type.
Each distingAttrvalue is accompanied by its contextList. The distingAttrvalue is only omitted for the distinguished
value that appearsin value; thisis how the context list for that value is made present in the RDN.

One and only one of the distinguished values for a given attribute type in an entry shall be considered the primary
distinguished value for that attribute type. This value shal be wused as the value in the
AttributeTypeAndDistinguishedValue when forming the primary relative distinguished name of the object (see 9.8 and
9.6). The primary relative distinguished name is an RDN in which the primary distinguished values for each attribute in
the RDN appear in the value components of each AttributeTypeAndDistinguishedValue in the RDN. Context and
alterngtvve—distinguished——values—ay——appear——H——the—valbesWithCentext—eermpenert—ef— each

ey
AttriblteTypeAndDistinguishedValue.

The RDN may be modified if necessary by complete replacement of all the distinguished values of_all\contriputing
attribytes.

NQTE 2 — RDNSs are intended to be long-lived so that the users of the Directory can store the-distinguished|names of objects
(efo. in the Directory itself) without concerns for their obsolescence. Thus RDNs should be changed cautiously.

NQ@TE 3 — Changing the RDN of a non-leaf entry automatically changes the name of suberdinate entries.

NQTE 4 — The context in which a particular attribute type and value forming part.of an RDN is applicable is indlependent of the
coptexts associated with any other part of that RDN or other RDNSs in a distinguishéd name.

NQTE 5 — For example, a valid distinguished name for an entry can be(formed by combining an RDN dpsignated as the
Lahguage= French variant of that entry's RDN with the Languadenglish DN\of its superior entry).

9.4 Name Matching

It is often necessary in the operation of the Directory to determine if two names match. This requires that corresponding
RDNg be matched. The general approach to name matchingtis described here; specific approaches for particular uges for
name matches are described where appropriate.

A purported RDN is said to match a target RDN,if‘\eéach AttributeTypeAndDistinguishedValue in the purported RDN
matches with the AttributeTypeAndDistinguisiiedValue for the same attribute type in the target RDN. There is ajmatch
if the purported value or any distingAttrvalue of the purported AttributeTypeAndDistinguishedValue matcheq either
the tafjget value or any distingAttrvalug in the target AttributeTypeAndDistinguishedValue. primaryDistinguished, if
present in either the purported or target:AttributeTypeAndDistinguishedValue, isignored for matching.

NQTE 1 — The equality matching rule can be used because for naming attributes, the attribute syntax and the pssertion syntax of
the equality matching rule aréjthe same.

NQTE 2 — Note that-thefe is no guarantee that every distinguished value for a given naming attribute {s present in the
AttributeTypeAndDistingdishedValue for that attribute type in a given RDN. Two RDNs for the same object coyld be formed
us|ng different distinguished values (differentiated by context) for the same attribute type. If there is no overlpp snothe set
digtinguished vajues for a given attribute that each uses, then they will fail to match, even though the purported RDN and
target RDN . are) alternative RDNs for the same object. How this could occur, and the impact of this, depends|on the reason for
name matehing (e.g. name resolution, access control, filtering).

If matiching attribute values are not found as a result of the above, then the RDNs do not match. If matching atfribute
attribute type and value pairs are consdered to match. Each context in the purported attribute value's context list is
considered a context assertion against the matching target attribute value's context list, and shall evaluate to true as
described in 8.8.2.4 in order for the contexts to be considered a match. fallback in the purported contexts is ignored
when forming the context assertions.

NOTE 3 — The purported contexts can be used as context assertions in this way because the context assertion syntaasis the same
the context syntax for context types that may be used with distinguished values.

If valuesWithContext is not present in a purported RDN, then context assertions supplied as part of the operation, or
defaults that are set up to be applied to an operation shall also be applied as described in 8.8.2.2. The exception to thisis
for the case of name matching during name resolution during a Directory operation; in that case, ho context assertions
are applied if noneisavailablein valueswithContext.
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95 Namesreturned during operations

Many Directory operations return the name of an entry. When an operation returns a name for an entry, or names for
multiple entries, it shall return the primary distinguished name for each entry and may return in addition aternative
distinguished name information and context information (see 7.7 of ITU-T Rec. X.511 | ISO/IEC 9594-3).

9.6 Names held as attribute values or used as parameters

Where a name is held as an attribute value within some other attribute, or passed as an attribute value in some exchange
(e.g. an dlias pointer), there is always the question of whether the name held can be an alternative distinguished name or
must be the primary distinguished name, whether it can contain aternative distinguished values, and whether it can
include context information. Specific restrictions are mentioned where necessary throughout these Directory
SpeCI fieattons:

NQTE — Annex O includes suggestions for improving interoperability with pre-1997 edition systems and @nsUring predictable

behaviour in regards to using contexts with names.

9.7 Distinguished Names

The djstinguished name of a given object is defined as that name which consists of the sequence of the RDNs|of the
entry which represents the object and those of all of its superior entries (in descending order). Because of the onejto one
corregpondence between objects and object entries, the distinguished name of an object.isthe distinguished nameof the
object entry.

NQTE 1 — It is preferable that the distinguished names of objects which humans‘have to deal with be user-friend|y.

NQTE 2 — ISO/IEC 7498-3 defines the concept of a primitive name. A distingtished name can be used as a prinpitive name for the
object it identifies.

NQTE 3 — Because only the object entry and its superiors are involygdy distinguished names of objects can njever involve alias
entries.

Alias pntries also have distinguished names; however, this name.cannot be the distinguished name of an object.[When
this distinction needs to be made, the complete term "distinguished name of an alias entry” is used. The distingpished
name of an alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNs|of the
alias gntry and those of all of its superior entries (in descefding order).

It alsq proves convenient to define the 'distinguished name' of the root, although this can never be the distingpished
name pf an object. The distinguished name of thereot is defined to be an empty sequence.

If any| attribute contributing to an RDN within the distinguished name for an object has multiple distinguished yalues
differgntiated by contexts, then that object has multiple distinguished names. Each unambiguously identifies the pbject.
The pfimary distinguished name is that.distinguished name for which every RDN is a primary RDN. When conveyed in
protogol, the primary distinguished-name is formed by using the primary distinguished value as value |n the
AttribliteTypeAndDistinguishedValue for each attribute in each RDN forming the name. Alternative distingpished
names are formed by using alternative distinguished values for attributes in one or more RDNs. In some uses for g name,
the primary distinguished:name shall be used. In other cases, aternative distinguished names may be used. Sirjce the
AttribliteTypeAndDistingtishedValue in RDNs may include alternate distinguished values in the valuesWithCpntext
component, any distinguished name may include aternative values within its RDNs.

NQTE 4 — The)distinguished name is said to include alternative names when an RDN includes multiple distinguished values for
any contributing attribute.

Context-infermation may be included with adlst| ngwshed name |n the valuesWuthContext component within any|RDN.

3 2 e 2 : primary
disti ngwshed name, |f the name may incl ude alternatlve vaI ues, and |f Context |nf0rmat|on may be mcl uded Where there
is no explicit statement, aternative distinguished names may be used, and the name may include alternative values
and/or context information.

NOTE 5 — Any requirement to use a primary distinguished name in protocol instead of an alternative distinguished name need not
be reflected to the end user.

An example which illustrates the concepts of RDN and distinguished name appearsin Figure 4.

9.8 Alias Names

An alias, or an alias name, for an object is a an alternative name for an object or object entry which is provided by the
use of alias entries.
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RDN Distinguished Name

ROOT

A\ {1}

Countries
ﬁ* \il C=GB {C=GB}

Organizations

\f’ * E’ O =Telecom| {C =GB, O = Telecom}

Organizational Units

‘—_4’ l—_l—l ? (OU = Sales, | {C =GB, O = Telecom,

L = Ipswich) | (OU = Sales, L = Ipswich)}
I

People
{C =GB, O = Telecom,
h CN = Smith | (OU = Sales, L = Ipswich),

CN = Smith}

TISO3250-94/d04

Figure 4 — Determination of distiguished names

Each dlias entry contains, within the aliasedEntryName attribute, a name of some.object. The distinguished name of the
alias antry isthus also a name for this object.

N(

name of any entry.

NQTE 2 — TheAliasedEntryName attribute value may be the primary distinguished name or any alternative disti

if S

The gonversion of an alias name to an object name is_térmed (alias) dereferencing and comprises the syst

replag

attribyte. The process may require the examination of more than one alias entry.

Any g

point
An ali

Every

entry shall have no subordinates, so that an alias entry is always aleaf entry.

aias entry shall belong to the'alias object class which is defined in 12.3.3.

SECTION 4 — DIRECTORY ADMINISTRATIVE MODEL

10

10.1
For th

Directory Administrative Authority model

Definitions

TE 1 — The name within thaliasedEntryName is said to be pointed-to.by the alias. It does not have to be the distinguished

hguished name

uch exist. Consistency and interworking with pre-1997 DSAs’may be affected if the primary distinguished nanje is not used.

ematic

ement of alias names, where found within a purported name, by the value of the corresponding aliasedEntryName

articular entry in the DIT may have zero ‘er-more alias names. It therefore follows that several alias entrigs may
o0 the same entry. An dias entry may point-to an entry that is not aleaf entry and may point to ancther alias gntry.

e purposes of this Directory Specification, the following definitions apply:

10.1.1 administrative area: A subtree of the DIT considered from the perspective of administration.

10.1.2 administrative entry: An entry located at an administrative point.

10.1.3 administrative point: Theroot vertex of an administrative area.

10.1.4

user concept is outside the scope of this Directory Specification.

10.1.5

Administrative Authority. Autonomous administrative areas are non-overlapping.

ITU-T Rec. X.501 (1997 E)

administrative user: A representative of an Administrative Authority. The full definition of the administrative

autonomous administrative area: A subtree of the DIT whose entries are all administered by the same
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10.1.6 DIT domain administrative authority: An Administrative Authority in its role as the entity having
responsibility for the administration of a part of the DIT.

10.1.7 DIT domain policy: An expression of the general goals and acceptable procedures for aDIT Domain.

10.1.8 DMD administrative authority: An Administrative Authority in its role as the entity responsible for the
administration of aDMD.

10.1.9 DMD palicy: A policy governing the operation of the DSAsinaDMD.
10.1.10 DMO policy: A policy defined by aDMO, expressed in terms of DMD and DIT Domain policies.

10.1.11 inner administrative area: A specific administrative area whose scope is wholly contained within the scope
of another specific administrative area of the same type.

10.1.12 policy: An expression by an Administrative Authority of general goals and acceptable procedures.
10.1.13 policy attribute: A generic term for any Directory operational attribute which expresses policy.
10.1.14 policy object: An entity with which apolicy is concerned.

10.1.15 policy procedure: A rule defining how a set of policy objects should be considered-and what actions should
be taken as aresult of this consideration.

10.1.16 policy parameter: A policy procedure is characterized by certain policy parameters which are subject to
confiduration (i.e. choice) by an Administrative Authority.

10.1.37 specific administrative area: A subset (in the form of a subtree) ‘of ‘an autonomous administrative area
defingd for a particular aspect of administration: access control, subschema or’entry collection administration. |When
defingd, specific administrative areas of a particular kind partition an autoriomous administrative area.

10.1. specific administrative point: The root vertex of a specificadministrative area.

10.2 Overview

A fundamental objective of the Directory information modél is to consider well-defined collections of entries $o that
they may be administered consistently as a unit. This clause clarifies the nature and scope of the authorities respgnsible
for that administration and the means by which their authority is exercised.

The cpncept of policy, defined in 10.3, providesthe mechanism by which Administrative Authorities exercise cortrol of
the Difectory.

Some|aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Opergtional Information (see clausg 11). This is to alow the modelling of information required for the regulation of
Directory user information and fot other administrative purposes.

Other| aspects of the Directory Administrative Model require support for the distribution of administrativie and
operational information among the component parts of the Directory, i.e. DSAs. Clauses 20 through 22 describe @ DSA
Information Model to support these requirements.

10.3 Policy:

A policyds‘an expression by an Administrative Authority, acting as an agent of the DMO, of general gods and
accep able procedur% A pollcy is deflned in terms of rules thaI are to be enforced (by the D|rectory, |f appropn ale) and

responsibi I ities.

An Administrative Authority expresses DMO policy in terms of:
—  DIT Domain Policy;
— DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policies is defined in 10.6.

NOTE — Clause 13 defines the system schema necessary to support the administration of collective attributes. Clausa 14 defines
framework for supporting subschema administration policies. Clause 16 defines a framework supporting access control policies.

DMD policies relate specifically to DSAs as components of the distributed Directory. These DMD policies are described
in 10.7 which defines amodel for DSA administration.
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Finally, there are policies which relate to externa matters (such as bilateral agreements between DMOs) and are
therefore not further described here.

A policy object is an entity with which apolicy is concerned (e.g. a subschema administrative areais a policy object).

A policy procedure is arule defining how a set of policy objects should be considered and what actions should be taken
(and under what circumstances) as a result of this consideration (e.g. clause 14 defines subschema administration policy
procedures).

A policy procedure is characterized by certain policy parameters which are subject to configuration (i.e. choice) by an
Administrative Authority.

Operationa attributes are used to represent policy parameters. The values of such an attribute form an expression of
some or all of the policy parameter it represents.
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Specific administrative authorities

dministration of a DIT Domain involves the execution of four functions related to diffeyent asps
istration:

naming administration;
subschema administration;

security administration;

collective attribute administration.

Cific Administrative Authority is an Administrative Authority in its role-as the entity responsible for d
ic aspects of DIT Domain policy.

The termNaming Authority (see clause 9) identifies the role of<the” Administrative Authority as it pe
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The
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tion of names and administration of the structure of thhese names. A role of the Subschemal
ment these haming structures in the subschema.

ermSubschema Authority identifies the role of the Administrative Authority as it pertains to the eg
istration and execution of the subschema policy:eontrolling the naming and content of entries in
e 14 describes Directory support of Subschema’Administration.

brmSecurity Authority (see ITU-T Rec. X.509.] ISO/IEC 9594-8) identifies the role of the Administrati
pertains to the establishment, administration and execution of a security policy governing the G
ory with respect to entries in a DIT-Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it perta

estab

10.5

10.5.1
Each

ishment and administration.gf.eollective attributes (see 11.7) in a DIT Domain.

Administrative areas and administrative points

Autonomous administrative ar eas

entry in the BIF-is administered by precisely one Administrative Authority (which may operate in g

cts of

ne of these

rtains to the
Authority is to

tablishment,
a DIT Domain.

e Authority
ehaviour of the

ins to the

ifferent roles).

An altonomous-administrative area is a subtree of the DIT whose entries are all administered hy the same
AdminpistrativesAdthority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas

The setofome—ormore—autonomous—administrative—areas forwhich—a BWMO—has—admimistrative—=wthority is its DIT

Domain. This is represented in Figure 5.

10.5.2

Specific administrative areas

In the same way that an Administrative Authority may operate in a specific role, entries in an administrative area may be
considered in terms of a specific administrative function. When viewed in this context, an administrative area is termed a
specific administrative area. There are four kinds of specific administrative area:

subschema administrative areas;

access control administrative areas;

collective-attribute administrative areas;

context default administrative areas.
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Figure 5 — A DIT Domain

An ajtonomous administrative area may be considered as implicitly defining a single specific administrative afea for
each $pecific aspect of administration. In this case, there is a precise correspondence between each such specific
administrative area and the autonomous administrative area.

Alternjatively, for each specific aspect of administration, the autonomous administrative area may be partitiongd into
non-oyerlapping specific administrative areas.

If so partitioned for a particular aspect of administration, each entry of therautonomous administrative areais corjtained
in ongand only one specific administrative area of that aspect.

A spegific Administrative Authority is responsible for each specific administrative area. If, for a particular adminidtrative
aspect, an autonomous administrative area is not partitioned, a'specific Administrative Authority is responsible fpr that
adminjistrative aspect for the entire autonomous administrativie area.

10.5.3 Inner administrative areas

For the purpose of security or collective attribute administration, inner (administrative) areas within these kihds of
specif|c administrative areas may be defined:

a) torepresent alimited form of ‘delegation; or

b) for administrative or operational convenience (e.g. where the administrative point of asubtreeisin f DSA
other than the one holding the entries within the subtree, that subtree may be designated as an inng¢r area
to allow administration viathe local DSA).

An inner administrative areamay be nested within another inner administrative area.

1054 Administrative points

The specification of the extent of an autonomous administrative area is implicit and consists of the identification of a

point in the DIT (the root of the autonomous administrative area’s subtrea)t@omous administrative point, from

which the administrative area proceeds downwards until another autonomous administrative point is encountered, at
which another autonomous area begins.

NOTE 1 — The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an autonomous administrative area is not partitioned for a specific aspect of administration, then the
administrative area for that aspect coincides with the autonomous administrative area. In this case, the autonomous
administrative point is also the specific administrative point for this aspect of administration.
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Where an autonomous administrative area is partitioned for a specific aspect of administration, then the specification of

the extent of each specific administrative area consists of the identification of the root of the specific administrative

area’s subtree, gpecific administrative point, from which the specific administrative area proceeds downwards until
another specific administrative point (of the same administrative aspect) is encountered, at which another specific
administrative area begins.

Specific administrative areas are always bounded by the autonomous administrative area they partition.

A particular administrative point may be the root of an autonomous administrative area and may be the root of one or
more specific administrative areas.

The specification of the extent of an inner administrative area (within a specific administrative area) consists of the
identification of the root of the inner administrative area’s subtregnenadministrative point. An inner administrative
area is bounded by the specific administrative area within which it is defined.

An adiministrative point corresponding to the root of an autonomous administrative area represents
(and PSA) boundary. That is, its immediate superior in the DIT must be under the administrativi
another DMD.

N(

An administrative point is represented in the Directory information model by an entry holding,@h administratiy

attribu

Clausgs 20 through 22 describe how administrative areas are mapped onto DSAs and the BSA information model.

Figure 6 depicts an autonomous administrative area which has been partitioned intodwo’specific administrative ar
a spedific aspect of administration (e.g. access control). In one specific administrative area, a nested inner adminis

area

admirfistrative area).
Figure 6 uses the abbreviations AAP (Autonomous Administrative Point), SAP (Specific Administrative Point) ar

(Inner|
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An entry located at an administrative point is an administrative entry. Administrative entries may have specia €

called

the entries encompassed by the associated administrative area.

Wheré¢ inner administrative areas are used, the scopes of these areas may overlap.

Therg
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associpted with an inner area defineg-for that aspect.
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coptrol purposes only.

TE 2 — This implies that a DMO cannot arbitrarily partition a DIT Domain into autonomous administrative areg

te. The values of this attribute identify the type of administrative point. This attribute is-defined in 13.3.

as been created (e.g. because the subtree is to be held in a different DSA from the remainder of the g

Administrative point).

Administrative entries

subentries, as immediate subordinates. The admihistrative entry and its associated subentries are used to ¢

ore, for each specific aspect of administrative authority, a definition is required of the method of combinal
istrative information when it is pessible for entries to be included in more than one subtree or subtree refir]

TE — It is not necessary fof an-administrative point to represent each specific aspect of administrative authd
re might be an administrative point, subordinate to the root of the autonomous administrative area, which
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Figure 6 — Administrative Points and Areas
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10.6 DIT Domain policies

A DIT Domain policy has the following components: DIT policy objects, DIT policy procedures, and DIT policy
parameters.

An operational attribute that represents a DIT policy parameter is termed a DIT policy attribute (e.g. subschema
administration operational attributes defined in clause 13 are DIT Domain policy attributes).

For a particular DSA, the possible values of a policy parameter may not correspond to distinct, realisable courses of
action for that component. This may be the case, for example, when the DSA lacks the technical capability to perform al
aspects of the policy procedure (e.g. implement a particular access control scheme). To be well-defined, a policy
procedure must take such circumstances into account as part of its definition.

10.7 DMD policies

A DMD policy is a policy that pertains to the operation of one or more of the DSAs in the DMD, AXDMD poligy may
apply |either to al the DSAsin the DMD in a uniform manner, to a subset of the DSAs in the DMD), or it may apply to
one specific DSA.

One sprt of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by pne or
more PSAs.

Examples of such restrictions are;

a) Limiting the basic service provided to Directory (i.e. non-administrative) users to interrogation opefations
only, in accordance with CCITT Recommendation F.500.

b) Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions
based on whether the user request traversed a trusted path.

¢) Limitations on requests accepted from users accessing the DSA directly when chaining is required to
DSAsin the DMD known to be subject to limitations of the kind indicated in the previous point.

SECITION 5 — MODEL OF DIRECIORY ADMINISTRATIVE AND OPERATIONAL
INFORMATION

11 Model of Directory-Administrative and Operational I nformation

111 Definitions
For the purposes of thisDirectory Specification, the following definitions apply:

11.1.2 base <The root vertex of the subtree or subtree refinement produced by the evaluation of a gubtree
specif|cation.

11.1.3 . chop: A set of assertions concerning the names of the subordinates of a base.

11.1.4 directory operational attribute: An operationa attribute defined and visible in the Directory Administrative
and Operational information model.

11.1.5 directory system schema: The set of rules and constraints concerning operational attributes and subentries.

11.1.6 entry: A Directory entry or extended Directory entry, depending on the context (either users and their
applications or administration and operation of the Directory) in which the term is used.

11.1.7 subentry: A specia sort of entry, known by the Directory, used to hold information associated with a subtree
or subtree refinement.

11.1.8 subtree: A collection of object and alias entries situated at the vertices of atree. The prefix "sub" emphasizes
that the base (or root) vertex of thistreeis usually subordinate to the root of the DIT.
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vertices of asingle subtree.

subtreerefinement: An explicitly specified subset of the entries in a subtree, where the entries are not located

11.1.10 subtree specification: The explicit specification of a subtree or subtree refinement. A subtree specification
consists of zero or more of the specification elements base, chop and specification filter. The definition is termed explicit
(in contrast to that of an administrative area) because the portion of the DIT subordinate to the base that is included in
the subtree or subtree refinement is explicitly specified.

11.2

Overview

From an administrative perspective, user information held in the DIB is supplemented by administrative and operational
information represented by:

This i
used

Two 1

Acceq

Entrig
ultimd
these

operational attributes, which represent information used to control the operation of the\D
access control information) or used by the Directory to represent some aspect of jts.ope
stamp information); and

subentries, which associate the values of a set of attributes (e.g. collective attributes) with
the scope of the subentry. The scope of a subentry is a subtree or subtreerefinement.

hformation, illustrated in Figure 7, may be placed in the Directory by administrative authorities or b
by the Directory in the course of its operation.

hechanisms in the Directory abstract service that relate to this view of Birectory information are:

and

thesubentries service control has been added to.permit the list and search operations to
object and alias entries or to subentries.

S to operational information, as for user informationy-may be limited by an access control mechanig
s are made visible to Directory users via the Directory abstract service, but their relationships t

tely hold them are not. The DSA information model, described in clauses 21 through 24, expresse
entries onto the information repositories of DSAs.
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Figure 7 — Model of Directory Administrative and Operational Information
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11.3 Subtrees

11.3.1 Overview

A subtree is a collection of object and alias entries situated at the vertices of a tree. Subtrees do not contain subentries.
The prefix "sub", in subtree, emphasizes that the base (or root) vertex of this tree is usualy subordinate to the root of
the DIT.

A subtree begins at some vertex and extends to some identifiable lower boundary, possibly extending to leaves. A
subtree is always defined within a context which implicitly bounds the subtree. For example, the vertex and lower
boundaries of a subtree defining a replicated area are bounded by a naming context. Similarly, the scope of a subtree
defining a specific administrative areais limited to the context of an enclosing autonomous administrative area.

11.3. Subtree specification

Subtrge specification is the definition of a subset of the entries below a specified vertex which forms the®base|of the
subtree or subtree refinement.

The vertex and/or the lower boundary of the subtree may be implicitly specified, in which case they are determined by
the context within which the subtree is used.

The vertex and/or the lower boundary may be explicitly specified using the mechanisgi_specified in this clausg. This
mechanism may also be used to specify subtree refinements which are not true tree struetures.

NQTE — The topological concept of a (sub)tree is useful in considering such spe€gifications, although a particular specification
mgy determine a collection of entries that aoe located at the vertices of a single (sub)tree. The sebtree refinement is
preéferred when the entries of the collection are not so located.

Speciflication of a subtree consists of three optional elements of specification which identify the base of the subtrge, and
then reduce the collection of subordinate entries. These elements of specification are:

a) Base — The root vertex of the subtree or subtree refinement produced by the evaluatign of a subtree
specification;

b) Chop — A set of assertions concerning the:hames of the subordinate entries; and
c) Specification filter — A proper subset 0f'the assertive capability of a filter applied to the subofdinates.
The gpecification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtrgeSpecification ::= SEQUENCE {

base [0] LecalName DEFAULT {},
COMPONENTS OF ChopSpecification,
specificationFilter [4) ~Refinement OPTIONAL }

-- empty sequence specifies-whole administrative area
The three componentsof'this sequence correspond to the three specification elements identified above.

Wherg a value oBubtreeSpecification identifies a collection of entries that are located at the verticeg of a single
subtrg¢e, the collection is termed a subtree, otherwise the collection is termed a subtree refinement.

The HubtreeSpecification type provides a general purpose mechanism for the specification of subtre¢s and subtree
refingments: Any particular use of this mechanism defines the specific semantics of precisely what is specified and may
impoge limitations or constraints on the componen&ubfreeSpecification. T

When each of the componentsSafbtreeSpecification is absent (i.e. a value of tygabtreeSpecification which is an
empty sequence{}), the subtree so specified is implicitty determined by the context within which the
SubtreeSpecification is used.

These terms are illustrated in Figure 8, for the case where subtrees are deployed within the context of administrative
areas.

11.3.3 Base

Thebase component oBubtreeSpecification represents the root vertex of the subtree or subtree refinement. This may
be an entry which is subordinate to the root vertex of the identified scope or may be the root vertex of the identified
scope itself (the default).
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Figure 8 — Specification of Subtrees and Subtree Refinements
within the context of Administrative Areas

The r¢lative name of the root vertex of the subtree with respect to the root vertexof-the identified scope is a va
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used to name the root vertex of the subtree shall be primary RDNs.
Chop Specification

hopSpecification component consists of a set*of assertions concerning the names of the subordinates of ali
ts of avalue of type ChopSpecification:

Bpecification ::= SEQUENCE {
specificExclusions [1] SET OF CHOICE {

chopBefore [0] LocalName,

chopAfter [1] LocalName} OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }

ype is intended.te’ permit the specification of a tree structure (or subset thereof) starting at the base f
ds, specific éxelusions and base distance.

b any attribute in an RDN in chopBefore or chopAfter has multiple distinguished values differentiated by ¢
mary. distinguished value shall be used asthe value inthe RDN in LocalName.
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bntext,

11.3.4.1 Specific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be used individually or in

combi

nation.

The chopBefore component defines alist of exclusions, each in terms of some limit point which is to be excluded, along
with its subordinates, from the subtree or subtree refinement. The limit points are the entries identified by a LocalName,
relative to the base.

The chopAfter component defines a list of exclusions, each in terms of some limit point whose subordinates are to be
excluded from the subtree or subtree refinement. The limit points are the entries identified by a LocalName, relative to
the base.
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11.3.4.2 Minimum and Maximum

These components allow exclusion of all entries that are superior to entries that are minimum RDN arcs below the base
as well as entries which are subordinate to entries that are maximum RDN arcs below the base. These distances are
expressed by values of the type BaseDistance:

BaseDistance ::= INTEGER (0 .. MAX)

A vaue of minimum equal to zero (the default), corresponds to the base. An absent maximum component indicates that
no lower limit should be imposed on the subtree or subtree refinement.

11.35  Specification Filter

The dpecificationFilter component consists of a proper subset of the assertive capability of a filter (see,|TU-T
Rec. X.511 | ISO/IEC 9594-3) applied to the subordinates of a base. Only entries for which the filter evaluatesto tfue are
included in the resulting subtree refinement. It consists of avalue of type Refinement:

Refingment ::= CHOICE {

item [0] OBJECT-CLASS.&id,
and [1] SET OF Refinement,
or [2] SET OF Refinement,
not [3] Refinement}

A Refjnement evaluates to TRUE asif it were afilter making an equality assertiontegarding values of the attribute type
objectClass only.

11.4| Operational attributes

Therelare three varieties of operational attribute: Directory operatianalattributes, DSA-shared operational attributes, and
DSA-specific operational attributes.

Direclory operational attributes occur in the Directory information model and are used to represent control information
(e.g. access control information) or other information provided by the Directory (e.g. an indication of whether an gntry is
aleaf pr non-leaf entry).

DSA-ghared operational attributes occur only. in the DSA Information Model, and are not visible at al in the Dirjectory
Information Models.

DSA-gpecific operational attributes oectir only in the DSA Information Model, and are not visible at al in the Dirjectory
Information Models.

NQTE — These are described\in clauses 19 through 20.

The definition and usecofv'each operationa attribute is a matter for specification in the appropriate Directory
Speciflication.

11.5 Entries

11.5. Overview

From an administrative perspective, user information held in an entry may be supplemented by administrative and
operational information represented by operational attributes.

The Directory uses the object class attribute and DIT content rules applicable to an entry to control the user attributes

required and permitted in the entry. The operational attributes of an entry are governed by the Directory system schema
(see clause 13) applicable to the entry.

11.5.2 Accessto operational attributes
Although not normally visible, the directory operational attributes within entries may be made visible to authorized

(e.g. administrative) users of the directory abstract service. Certain operational attributes (e.g. entryACl, or
modify Timestamp) might also be available to ordinary users.
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11.6 Subentries

11.6.1 Overview

A subentry is a specia kind of entry immediately subordinate to an administrative point. It contains attributes that
pertain to a subtree (or subtree refinement) associated with its administrative point. The subentries and their
administrative point are part of the same naming context (see clause 17).

A single subentry may serve al or several aspects of administrative authority. Alternatively, a specific aspect of
administrative authority may be handled through one or more of its own subentries. At most one subentry is permitted
for a subschema administrative authority. Access control and collective attribute authorities may have several subentries.

A subentry is not considered in list and search operations unless the subentries service control is included in the
requeft.

A subgntry shall not have subordinates.
The structure of a subentry corresponding to an administrative point is depicted in Figure 9.

A subgntry consists of:

— acommonName attribute, specified in ITU-T Rec. X.520 | ISO/IEC 9594-6 "which contains the RDN of
the subentry;

— asubtreeSpecification attribute, specified in clause 13;

— anobjectClass attribute, specified in clause 12, which indicates the purpose(s) of the sdibentry in the
operation of the Directory;

— other attributes, depending on the values obtijectClass attribute.

Subenptries may also contain operational attributes with appropriate semantics (see 11.6.4).

11.6.2 Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentrigs that may be
defined as immediate subordinates of a specific administrative entry.

NQTE — The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrptive Authority.

The commonName attribute for a subentry may-not contain multiple distinguished values differentiated by context; only
asing|e distinguished value is permitted.

ADMINISTRATIVE ENTRY

User Operational
Attributes Attributes
Subentry Subentry
SUBENTRY
Subentry Subtree Object
RDN Specification Class Attribute Attribute
Attribute Attribute Attribute ot

TISO3300-94/d09

Figure 9 — Structure of a Subentry
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Subtree Specification attribute

The subtreeSpecification attribute defines the collection of entries within the administrative area with which the subtree

iscon

cerned.

11.64 Useof the Object Classattribute

The content of a subentry is regulated by the values of the subenitjgtsClass attribute.

The objectClass attribute of all subentries shall contain the valubentry. Thesubentry object class is a structural
object class, defined in clause 13, used to includedhenonName, subtreeSpecification andobjectClass attributes

in all

subentries.

In order to regulate the remaining attributes, the other values afbihetClass attribute, representing the auxiliary

objec

The ¢
attribyite types that must or may appear in the subentry whehijheClass attribute assumes the value. The
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A suf
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If such an autonomous administrative area is not partitioned, there is a single specific administrative a
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Classes allowed Tor the subentry, shall be used.

lefinition of the semantics of one of these values includes an identification and specification g

semantics of a value for thigjectClass attribute shall include:

associated with the particular purpose (e.g. it may not be permitted in the(éabsatfema, but
permitted for access control); and if so

the effects of the combination of associated subentry attributes, if any:

entry of a particular object class may only be subordinate to an administrative entrydifnthestratiy

[ object and alias entries, information held in a subentry may be/supplemented by administrative

hat this ACI is permitted by and consistent with the walue ofatlu@ssControlScheme attribute
Eponding access control specific point. Similarly, a subefqtty may contaififg Timestamp.

Other subentry attributes

Information model for collectivea@ttributes

tonomous administrative area may’ be designated as a collective attribute specific administrati
loy and administer collective® attributes. This shall be indicated by the presence

ollectiveAttributeSpecificAréa)in the associated administrative entrgtiministrativeRole attribute (in
presence of the valaetonomousArea, and possibly other values).

ic partitions. In this.ease, the administrative entries for each of the collective attribute specific adm
dicated by the{pr€sence of the vatliat-collectiveAttributeSpecificArea in these entriesadministratiy
tes.

tes encompassing the entire autonomous administrative area.

f zero or more
definition

an indication of whether an entry may be included in more than one subiree or subfree refinement

may be

eRole

and operational
y ACI, provided
of the

bmaining attributes within a subentry depend .op the values afjtieClass attribute. For example, a siibschema
attribyite may only be placed in a subentry ibitectGlass attribute hasubschema as one of its values.

e area in order
of the value
iddition

an autonomous administrative area may be partitioned in order to deploy and administer collectivg attributes in the

inistrative area
eRole

ea for collective

hally, a specific administrative area defined for the purpose of collective attribute administration
€ administrative €

may be further
ntries for

each such inner administrative area shall indicate this by the presence of thd-aale@lectiveAttributelnnerArea.

An entry collection and its associated collective attributes are represented in the Directory information model by a

subentry,

termed a collective attribute subentry, whose objectClass attribute has the

value

id-sc-collectiveAttributeSubentry, as defined in clause 13. A subentry of this class may be the immediate

subordinate of

an administrative entry whosadministrativeRole  attribute  contains the

id-ar-collectiveAttributeSpecificAreaor id-ar-collectiveAttributelnnerArea.

value

Where there are different entry collections within a given collective attribute area, each must have its own subentry.

The entry collection itself is defined by the value of¢hbtreeSpecification operational attribute of the subentry. This
value defines thescope of the collective attribute subentry. The user attributes of the subentry are the collective

attrib

34

utes of the entry collection.
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NOTE 1 — Because subtree refinement is based on object class, the association of collective attributes with object lemtries can
done in a manner that naturally extends the schema for these entries. For exampiganthationalPerson entries of an
organization might be extended with a set of collective attributes appropriate for all persons affiliated with the orgayittegion
creation of a subentry whose associated subtree is refined to includergeiyzationalPerson entries and which contains the
organization’s set of collective attributes. Additionally, a DIT Content Rule for such entries would need to be defined to allo
collective attributes to become visible in the entries.

Collective attribute types and non-collective attribute types differ semantically. An attribute type capable of expressing
collective semantics must be designated as a collective attribute type at the time of its definition.

NOTE 2 — Merging procedures employed by the Directory in the case of independent sources of values of a collective attribute
type are described in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Collective attributes may be excluded from appearing in a particular entry through use of the collectiveExclusions
attributedefined in clause 13

11.8 Information model for context defaults

An alfitonomous administrative area may be designated as a context default specific administrative area in| order
to deploy and administer context defaults. This shal be indicated by the presénce of the |value
id-ar-¢ontextDefaultSpecificArea in the associated administrative entrgtiministrativeRoléattribute (in addition to
the pilesence of the valiear-autonomousArea, and possibly other values).

Such|an autonomous administrative area may be partitioned in order to depley, and administer context defaults in the
specific partitions. In this case, the administrative entries for each of the context default specific areas|are indicated by
the priesence of the valiskar-contextDefaultSpecificArea in these entriesidministrativeRole attribute.

If an autonomous administrative area is not partitioned, there is a single specific administrative area for|context defaults
encompassing the entire autonomous administrative area.

Context defaults are represented in the Directory Information. model by a subentry, tesomsektadefault subentry,
whosgobjectClass attribute has the valud-sc-contextAssertionSubentry as defined in 13.7. A subentry of|this class
may be the immediate subordinate of an administrativeentry wdubsiistrativeRole attribute contains the value
id-ar-¢ontextDefaultSpecificArea.

The dontext default subentry defines a set of context'assertions, any one of which is applied whenever there is no context
assertion applicable to a given attribute type spetified by the user when accessing the portion of the D|T defined by the
subtrg¢eSpecification operational attribute of-the subentry. Application of default context assertions|is described

in 8.8(2.2, and in 7.6.1 of ITU-T Rec. X.521\HMSO/IEC 9594-3.

SECITION 6 — THE DIRECTORY SCHEMA

12 Directory Schema

12.1 Definitians

For the purposes of this Directory Specification, the following definitions apply:

12.1.1] “Zattribute syntax: The ASN.1 data type used to represent values of an attribute.

12.1.2 directory schema: The set of rules and constraints concerning DIT structure, DIT content, DIT context use,
object classes, and attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schema is
manifested as a set of non-overlapping subschemas each governing entries of an autonomous administrative area (or a
subschema specific partition thereof). The Directory schemais concerned only with Directory User Information.

12.1.3  (directory) subschema: The set of rules and constraints concerning DIT structure, DIT content, object classes
and attribute types, syntaxes and matching rules which characterize the DIB entries within an autonomous administrative
area (or a subschema specific partition thereof).

12.1.4 DIT content rule: A rule governing the content of entries of a particular structural object class. It specifies the
auxiliary object classes and additional attribute types permitted to appear, or excluded from appearing, in entries of the
indicated structural object class.
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1215

12.1.6

12.1.7

12.1.8

Name

DIT context use: A rule governing the context types that may be associated with attribute values of particular
attribute types. It specifies the permitted and the mandatory context types for the attribute type.

DIT structure rule: A rule governing the structure of the DIT by specifying a permitted superior to
subordinate entry relationship. A structure rule relates a name form, and therefore a structural object class, to superior
structure rules. This permits entries of the structural object class identified by the name form to exist in the DIT as
subordinates to entries governed by the indicated superior structure rules.

governing structure rule (of an entry): With respect to a particular entry, the single DIT structure rule that
appliesto the entry. Thisruleisindicated by the governingStructureRule operationa attribute.

name form: A name form specifies a permissible RDN for entries of a particular structural object class. A
name form identifies a named object class and one or more attribute types to be used for naming (i.e. for the RDN).

N(
ad

12.1.9
super

12.2

The [
entrig
orgar

attriblites may be matched in attribute value and matching rule assertions:

NQ

Formg

forms are primitive pieces of specification used in the definition of DIT structure rules

Mministrative area with which they are associated.

superior structure rule: With respect to a particular entry, the DIT structure rule governing
ior.

Overview

Directory Schema is a set of definitions and constraints concerning the strdeture of the DIT, th
s are named, the information that can be held in an entry, the attributes (sed to represent that infg
ization into hierarchies to facilitate search and retrieval of the information and the ways in w

TE 1 — The schema enables the Directory system to, for example:
—  prevent the creation of subordinate entries of the wrong object-class (e.g. a country as a subordinate

entry);
—  prevent the addition of an attribute value of a syntax not matching that defined for the attribute-type
string to a bit string).
1y, the Directory Schema comprises a set of:
a) Name Form definitions that define primitive naming relations for structural object classes;

entries may be related to oneancther in the DIT;

¢) DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond
indicated by the structuralobject classes of the entries;

d) Object Class definitions that define the basic set of mandatory and optional attributes that shall be p|
and may be present;, respectively, in an entry of a given class, and which indicate the kind of objed
that is being defined (see 7.3);

e) Attribute-Type definitions that identify the object identifier by which an attribute is known, its 4
associated’ matching rules, whether it is an operational attribute and if so its type, whether it isa col
attribute, whether it is permitted to have multiple values and whether or not it is derived from 4
attribute type;

f) \"“Matching Rule definitions that define matching rules;

TE — Name forms are registered and have global scope. DIT structure rules are not registered and_havg the scope of the

the entry’s

b possible ways
rmation and their
hich values of

of a person);

—  prevent the addition of attribute-types to an entry inappropriate to the object-class (e.g. a serial nunjber to a person’s

(e.g. a printable

b) DIT Sructure Rule definitions that-define the names that entries may have and the ways in which the

those

resent,
t class

yntax,
ective
nother

g) DIT Context Use definitions that govern the context types that may be associated with ettribute vajues of

any particular attribute type.

Figure 10 illustrates the relationships between schema and subschema definitions on the one side, and the DIT, directory
entries, attributes, and attribute values on the other.

Figure 10 isinterpreted as follows:

36

— the items listed vertically on the left represent elements of schema,;

— the items listed vertically on the right represent instances of corresponding schema items, instantiated

according to the rules defined by these schema items;
— the relationship between items of schema is illustrated by the "uses" relationship;

— the relationship between instances of different aspects of schema is illustrated using the "belong to"

relationship.
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Figure 10 — Overview of Directoy

irectory Schema is distributed, like the DIB itsdlf. It is manifested{as a set of non-overlapping subschemd
ning entries of an autonomous administrative area (or a subschema specific partition thereof). A subg
istrative authority establishes the rules and constraints constituting the subschema.

Ibschema administrative authority may elect to use individual elements of the Directory Schema having
which are defined in these Directory Specifications. name forms, object classes and attributes (types and ma

It may also choose to define alternatives to these-elements more appropriate to its own environment or
b some intermediate approach, using both standardised and proprietary schema elements.

Ibschema administrative authority defines those schema elements whose scope is limited to the subschem

y which matching rules are applicableto which attribute types.

irectory Schema s concerned onlyrwith directory user information. Although some support for the specifical

fional Information is the concern of the Directory System Schema.
TE 2 — The Directory System Schema is described in clause 13.

Object classdefinition

finition of art object classinvolves:
a)«.indicating which classes this object classisto be a subclass of;
b)" indicating what kind of object class is being defined;

5 each
chema

gl obal
tching
t may

o DIT
y also

ion of
Ve and

¢) listing the mandatory attribute types that an entry of the object class shall contain in addition
mandatory attribute types of all its superclasses,

to the

d) listing the optional attribute types that an entry of the object class may contain in addition to the optional

attributes of all its superclasses,
€) assigning an object identifier for the object class.
NOTE — Collective attributes shall not appear in the attribute types of an object class definition.

12.3.1 Subclassing

There

are restrictions on subclassing, namely:

— only abstract object classes shall be superclasses of other abstract object classes.
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There is one special object class, of which every structural object class is a subclass. This object classis called top. top
is an abstract object class.

12.3.2 Theobject class attribute

Every entry shall contain an attribute of type objectClass to identify the object classes and superclasses to which the
entry belongs. The definition of this attribute is givenin 12.4.6. This attribute is multi-valued.

There shall be one value of the objectClass attribute for the entry’s structural object class and a value for each of its
superclassesop may be omitted.

An entry’s structural object classes shall not be changed. The initial valuesobjdbeClass attribute are provided by
the user when the entry is created.

Wher
class
then

Wher

N(

N(
toq

NQ

In cor
the D
allow!

N(

12.3.3
Objec
OBJE

WITH

Objec]

b auxiliary object classes are used, an entry may contain valuesbfetti€lass attribute for the auxilian
bs and their superclasses allowed by a DIT content rule. If a value for an allowed auxiliary object
alues for the superclasses of the auxiliary object class shall also be present.

TE 1 — The requirement that tbéjectClass attribute be present in every entry is reflected inthe definitido jof

TE 2 — Because an object class is considered to belong to all its superclasses, each member of the chain g
is represented by a value in thigiectClass attribute (and any value in the chain may bednatched by a filter).

TE 3 — Access Control restrictions may be placed on modification ebijeetClass attribute.
junction with the applicable DIT content rules, the Directory enforces thé«defined object class for every el

IB. Any attempt to modify an entry that would violate the entry’s-object class definition that is
pd by the entry’s DIT content rule shall fail.

TE 4 — In particular, the Directory will ordinarily prevent:

a) attribute types absent from an entry’s structural object class definition and not permitted by the ent
rule being added to an entry of that object class;

b) an entry being created with one or more absent'mandatory attribute types for an object class of the e

c) amandatory attribute type for the object class of the entry being deleted.
Object class specification
classes may be defined as values of the @BIECT-CLASS information object class:

CT-CLASS ::= CLASS({

&Superclasses OBJECT-CLASS OPTIONAL,

&kind ObjectClassKind DEFAULT structural,
&MandatoryAttributes ATTRIBUTE OPTIONAL,

&Optional Attributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {

[ SUBCLASS Ok &Superclasses ]

[ KIND &kind ]

[ MUST CONTAIN &MandatoryAttributes ]

[ MAY CONTAIN &OptionalAttributes ]

ID &id }

tClassKind ::= ENUMERATED {

y object
class is present,

b theobjectClass attribute contains an object identifier value for an auxiliary object class; then the entry shall
contaln the mandatory attributes indicated by that object class.

f superclasses up t

ntry in
not explicitly

ry’s DIT content

ntry;

abstract __ (0),
structural (1),
auxiliary  (2)}

For an object class which is defined using this information object class:

38

a) &Superclasses isthe set of object classes which are its direct superclasses,
b) &kind isitskind;

C¢) &MandatoryAttributes isthe set of attributes which entries of that class must contain;

d) &OptionalAttributes is the set of attributes which entries of that class may contain, except that if an

attribute appears in both the mandatory and optional sets, it shall be considered mandatory;
€) &id istheobject identifier assigned toit.
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The object classes previously mentioned (top and alias) are defined below:

top OBJECT-CLASS ::= {

KIND abstract
MUST CONTAIN {objectClass }
ID id-oc-top }

alias OBJECT-CLASS ::= {
SUBCLASS OF {top}
MUST CONTAIN { aliasedEntryName }
ID id-oc-alias }
NOTE — The object classlias does not specify appropriate attribute types for the RDN of an alias entry. Administrative
Authorities may specify subclasses of the ckdgs which specify useful attribute types for RDNs of alias entries.

124 | Attributetypedefinition

The definition of an attribute type involves:

a) optionaly indicating that the attribute type is a subtype of a previously defined attribute type, it direct
supertype;

b) specifying the attribute syntax for the attribute type;

c) optionaly indicating the equality, ordering and/or substring matching rule(s)for the attribute type;
d) indicating whether an attribute of this type shall have only one or may-have more than one valug;
e) indicating whether the attribute type is operational or user;

f)  optionally indicating that a user attribute typeis collective;

g) optionaly indicating that an operational attribute is not.usér modifiable;

h) for operational attributes, indicating the application;

i) assigning an object identifier to the attribute typé.

124 Operational attributes

Somgq operational attributes are under direct user control. In other cases the operational attribute’s vallies are controlled
by th¢ Directory. In the latter case, the definition of the operational attribute shall indicate that no user modifications to
the attribute values are permitted.

The gpecification of an operational attribute type shall indicate its application, which shall be one of the fpllowing:
— Directory operational attribute (e.g. access control attributes);
— DSA-shared operational attribute (e.g. a master-access-point attribute);

— DSA-specificioperational attribute (e.g. a copy-status attribute).

12.4.3 Attribute hierarchies

An attribute hiérarchy shall contain either user attributes or operational attributes but not both. It follgws that a user
attriblite shall-hot be derived from an operational attribute and that an operational attribute shall not b¢ derived from a
user attribute:

as its supertype.

If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the ASN.1
data type.

If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct, supertype
the indicated syntax must be compatible with the supertype’s syntax, i.e. every possible value satisfying the attribute’s
syntax must also satisfy the supertype’s syntax.

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the subtype, unless extended or modified in the definition of the subtype. A matching rule defined for a supertype may
not be removed when defining a subtype.

ITU-T Rec. X.501 (1997 E) 39


https://standardsiso.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

SO/

EC 9594-2 : 1998 (E)

12.4.3 Collective attributes

An operational attribute shall not be defined to be collective.

A user attribute may be defined to be collective. This indicates that the same attribute values will appear in the entries of
an entry collection subject to the use of the collectiveExclusions attribute.

Collective attributes shall be multi-valued.

12.4.4  Attribute syntax

If an equality matching rule is specified for the attribute type, the Directory shall ensure that the correct attribute syntax
isused for every value of this attribute type.

1244 Matchingrules

Equal

ty, ordering and substrings matching rules may be indicated in the attribute type definition. The same matching

rule may be used for one or more of these types of matches if the semantics of the rule allows for moredthan one of these
different types of matches.

NQTE 1 — This fact must be reflected in the definition of the indicated matching rule.

If no equality matching ruleisindicated, the Directory:

a) treats values of this attribute as having type ANY, i.e. the Directory .may ‘not check that those
conform with the data type or any other rule indicated for the attribute;

b) doesnot permit the attribute to be used for naming;
¢) doesnot alow individual values of multi-valued attributes to.bé added or removed;
d) doesnot perform comparisons of values of the attribute;

e) will not attempt to evaluate AVAs using values of sugh.an attribute type.

If an gquality matching rule isindicated, the Directory:

a) treats values of this attribute as having the type defined in the &Type field in the attribute’s defin
that of the attribute from which the attribute is derived);

concerning the attribute;

NQTE 2 — This subclause applies equally to an attribute whose equality matching rule uses an assertion synta

sy

If no

htax of the attribute type.

brdering matching rule is-indicated, the Directory shall treat any assertion of an ordering match using the

provided by the Directory Abstract Service as undefined.

If no $ubstrings matching-rule is indicated, the Directory shall treat any assertion of a substring match using the
provided by the DireCtory Abstract Service as undefined.

An at

12.4.49
Attribt

ATTR
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values

tion (or

b) will use the indicated equality matching rule for the purpose of evaluating attribute vglue assertions

c) will only match a presented.value of a suitable data type as specified in the attribute type definition.

diffeeent from th

Syntax

Sy ntax

ribute type shall only specify matching rules whose definition apply to the attribute’s attribute syntakx.
Attribute definition

otes Tmay bedefiredas vatues of A RIBUTE mformatiom object tiass:

IBUTE ::= CLASS {

&derivation ATTRIBUTE OPTIONAL,

&Type OPTIONAL, -- either &Type or &derivation required --

&equality-match MATCHING-RULE OPTIONAL,

&ordering-match MATCHING-RULE OPTIONAL,

&substrings-match MATCHING-RULE OPTIONAL,

&single-valued BOOLEAN DEFAULT FALSE,

&collective BOOLEAN DEFAULT FALSE,

-- operational extensions --

&no-user-modification BOOLEAN DEFAULT FALSE,

&usage AttributeUsage DEFAULT userApplications,

&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {

[ SUBTYPE OF &derivation ]

[ WITH SYNTAX &Type ]

[ EQUALITY MATCHING RULE &equality-match ]

[ ORDERING MATCHING RULE &ordering-match ]

[ SUBSTRINGS MATCHING RULE &substrings-match ]

[ SINGLE VALUE &single-valued ]

[ COLLECTIVE &collective ]

[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage ]

ID &id }

AttributeUsage ::= ENUMERATED {

For ar

The &
Direct

objec

aliase

NQ

userApplications Q)

directoryOperation 2),
distributedOperation  (2),
dSAOperation 3)}

attribute which is defined using this information object class:

a)
b)
c)
d)
e
f)
9)
h)
i)

)

&derivation isthe attribute, if any, of which it is a subtype;

&Type isits attribute syntax. This shall be an ASN.1 type, but not atype that contains an Embedde
&equality-match isits equality matching rule (if any);

&ordering-match isits ordering matching rule (if any);

&substrings-match isits substrings matching rule (if any);

&single-valued is TRUE if it issingle valued, and fal se otherwise;

&collective isTRUE if it is a collective attribute, and falseotherwise;

&no-user-modification is TRUE if it is an operational “attribute which cannot be modified by the us

&usage indicates the operational usage of the attribute. userApplications means it is a user att

HPDV;

e

ribute,

directoryOperation, distributedOperation,tand dSAOperation mean it is a directory, distributed, or

DSA-operational attribute respectively;
&id isthe object identifier assigned to(it.

tribute types defined in the 1988 editiofuof this Directory Specification which are known to and used
ory for its own purposes are defined as follows:

Class ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

ID

id-at-objectClass }

dEntryName ATTRIBUTE ::={

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

ID

id-at-aliasedEntryName }

TE,« The matching rules referred to in these definitions are themselves defined in 12.5.2.

The obyj

by the

operations and semantically should be defined as operational. This is because these attributes were defined as user
attributes before the operational attribute concept and must remain as user attributes to facilitate interworking between
systems implementing different editions of this Directory Specification.

125

1251

Matching rule definition

Overview

The definition of amatching rule involves:

a)
b)

defining the syntax of an assertion of the matching rule;

specifying the different types of matches supported by the rule;
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¢) defining the appropriate rules for evaluating a presented assertion with respect to target attribute values
held in the DIB;

d) assigning an object identifier to the matching rule.

A matching rule shall be used to evaluate attribute value assertions of attributes indicating the rule as their equality
matching rule. The syntax used in the attribute value assertion (i.e. the assertion component of the attribute value
assertion) is the matching rule’s assertion syntax.

A matching rule may apply to many different types of attributes with different attribute syntaxes.

The definition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require a full specification of the attribute
syntak 10 which the maiching rule may apply. A definition of a matching rule Tor use with attribuies |with different

ASN.[ syntaxes shall specify how matches shall be performed.

The dpplicability of defined matching rules to the attributes contained in a subschema specification (ovér and above the
matching rules used in the definition of these attribute types) is indicated through the rsubschema specification
operdtional attributenatchingRuleUse, defined in 14.7.7.

125.2 Matchingruledefinition
Matching rules may be defined as values ofMld CHING-RULE information objectclass:

MATQHING-RULE ::= CLASS {
&AssertionType OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH[SYNTAX {

[ SYNTAX &AssertionType ]

ID &id }

For ajmatching rule which is defined using this information ebject class:

a) &AssertionType is the syntax for an assertion using this matching rule; if it is omitted, the assertion
syntax is the same syntax as that of the attribute the rule is applied to;

b) &id is the object identifier assigned-to it.
TheobpjectldentifierMatch matching rule is defined as follows:

objectldentifierMatch MATCHING-RULE ::= {
SYNTAX  OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

A presented value of typé-object identifier matches a target value of type object identifier if and only if they both have
the same number of integral components and each integral component of the first is equal to the corresponding
comppnent of the-~second. This matching rule is inherent in the definition of the ASN.1 type object identifier.
objectldentifierMateh is an equality matching rule.

Thed|stinguishedNameMatch is defined as follows:

distinpdishedNameMatch MATCHING-RULE ::= {
S‘I’I‘V‘TA/\ Dibiillgui:ilcu'f\iaulc

ID id-mr-distinguishedNameMatch }

A presented distinguished name value matches a target distinguished name value if and only if all of the following are
true:

a) the number of RDNs in each is the same;
b) corresponding RDNs have the same numbeattiofbuteTypeAndValue;

c) correspondingittributeTypeAndValue (i.e. those in corresponding RDNs and with identical attribute
types) have attribute values which match as described in 9.4.

distinguishedNameMatch is an equality matching rule.
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12.6 DIT structure definition

12.6.1 Overview

A fundamental aspect of the Directory schema is the specification of where an entry of a particular class may be placed
in the DIT and how it should be named, considering:

— the hierarchical relationship of entries in the DIT (DIT structure rules);
— the attribute or attributes used to form the RDN of the entry (name forms).
12.6.2 Nameform definition

The definition of a name form involves:

a) specifying the named object class;

b) indicating the mandatory attributes to be used for the RDNs for entries of this object class where this
name form applies;

c) indicating the optional attributes if any that may be used for the RDNs for-entries of this object class
where this name form applies;

d) assigning an object identifier for the name form.

If diffgrent sets of naming attributes are required for entries of a given structural‘\object class, then a nane form must be
specified for each distinct set of attributes to be used for naming.

Only structural object classes are used in name forms.

For eptries of a particular structural object class to exist in a portion~0f the DIB, at least one name form for that object
class|shall be contained in the applicable part of the schema. The{Schema contains additional name forms as required.

The RDN attribute (or attributes) need not be chosen from the.list of permitted attributes of the structurgl object class as
specified in its structural or alias object class definition.

NOQTE — Naming attributes are governed by DIT content rulés*and DIT context use in the same way as other attrjputes.
A name form is only a primitive element of the full specification required to constrain the form of the DIT {o that

requirpd by the administrative and naming authorities that determine the naming policies of a given region of the DIT.
The rémaining aspects of the specification of DIT stricture are discussed in 12.6.5.

12.6.3 Nameform specification
Namejforms may be defined as values of.the NAME-FORM information object class:

NAMHE-FORM ::= CLASS {

&namedObjectClass _OBJECT-CLASS,
&MandatoryAttributes \ATTRIBUTE,
&Optional Attributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH[SYNTAX {
NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes
[ AND GPTIONALLY &OptionalAttributes ]
ID &id }

For a hameform whichis defined usingthis information-object class:
a) &namedObjectClass isthe structural object classit names;
b) &MandatoryAttributes isthe set of attributes which must be present in the RDN of the entry it governs;
Cc) &OptionalAttributes isthe set of attributes which may be present in the RDN of the entry it governs;
d) &id istheobjectidentifier assigned toit.

All attribute types in the mandatory and optional lists shall be different.

12.6.4 Thestructural object class of an entry

Some subschema specifications will include name forms for no more than one structural object class per structural object
class superclass chain represented in the subschema.
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Some subschema specifications may include name forms for more than one structural object class per structural object
class superclass chain represented in the subschema.

In either case, with respect to a particular entry, only the most subordinate structural object class in the structural
superclass chain present in the entiytectClass attribute determines the DIT content rule and DIT structure rule
applying to the entry. This class is referred to as the structural object class of the entry and is indicated by the
structuralObjectClass operational attribute.

12.6.5

DIT structureruledefinition

A DIT structure rule is a specification provided by the subschema administrative authority which the Directory uses to
control the placement and naming of entries within the scope of the subschema. Each object and alias entry is governed
by a single DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT structure

ht

rules

A DIT|

The {
subsd

A DI

ermiting-severa-ypes-ofentreswithinthe subtree:

structure rule definition includes:
a) an integer identifier which is unique within the scope of the subschema;
b) anindication of the name form for entries governed by the DIT structure rule;
c) the set of allowed superior structure rules, if required.

et of DIT structure rules for a subschema specify the forms of distinguished.names for entries
hema.

structure rule allows entries in a given subschema to subscribe toZa-particular name form. T

governed by the

he form of the

last RDN component of an entryfSistinguishedName is determined by the “name form of the DIT striicture rule

gover

Then
class

A DIT
form.

With
rule. T

With
structy

An er
gover

If an ¢
in its
gover
Entrig

entrie
until 4

ning the entry.

hmedObjectClass component of the name form (the name formis/object class) corresponds to the g

bntry which is itself.a subschema administrative point is not included for the purposes of subschen
subschema sabentry, then the subschema from the immediately superior subschema administrati

of the entry.

structure rule shall only permit entries belonging to the.structural object class identified by its a
It does not permit entries belonging to any of the subcldsses of the structural object class.

espect to a particular entry, the DIT structure rule governing the entry is termed the gaovieysng str
his rule may be identified by examining the entgydserningStructureRule attribute.

try may only exist in the DIT as a.subordinate to another entry (the superior) if a DIT structure ry
ning subschema which:

indicates a name farm for the structural object class of the entry; and

either includes-the-entry’s superior structure rule as a possible superior structarelogds not s
superior strycture rule, in which case the entry must be a subschema administrative point.

n the entry.

s which-are administrative point entries but have no subschema subentry (e.g. newly created ad

S), have no governing structure rule. The Directory shall not allow subordinates to be created bg

tructural object

ssociated name

ucture

respect to a particular entry, the DIT structure rule governing the entry’s superior is termed thesgpenygs
irerule.

le exists in the

pecify a

a administration
ve area is used tc

Ministrative point
low such entries

| Subschema subentry has been added.

If an entry is converted to a new subschema administrative point, then the governing structure rule of all entries in the
new subschema administrative area is automatically changed to that implied by the new subschema.

12.6.6

DIT structurerule specification

The abstract syntax of a DIT structure rule is expressed by the following ASN.1 type:

DITStructureRule

Ruleldentifier

44

;2= SEQUENCE {

Ruleldentifier ,

-- must be unique within the scope of the subschema
NAME-FORM.&id,

SET OF Ruleldentifier OPTIONAL }

ruleldentifier

nameForm
superiorStructureRules

;2= INTEGER

ITU-T Rec. X.501 (1997 E)


https://standardsiso.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

I SO/IEC 9594-2 : 1998 (E)

The correspondence between the parts of the definition, as listed in 12.6.5, and the various components of the ASN.1

type d

efined above, isasfollows:
a) theruleldentifier component identifies the DIT structure rule uniquely within a subschema;

b) the nameForm component of the DIT structure rule specifies the name form for entries governed
DIT structurerule;

by the

¢) thesuperiorStructureRules component identifies permitted superior structure rules for entries governed
by the rule. If this component is omitted, then the DIT structure rule applies to a subschema

administrative point.

The STRUCTURE-RULE information object classis provided to facilitate the documentation of DIT structure rules:

STRU

WITH

12.7

12.7.1

A DIT
of an
includ

A DIT

For a

Every
of theg

If no
perm

The [

CTURE-RULE ::= CLASS/{

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }

SYNTAX {

NAME FORM &nameForm

[ SUPERIOR RULES &SuperiorStructureRules ]

ID &id }

DIT content rule definition

Overview

content rule specifies the permissible content of entries of a particularstructural object class via the identif
bptional set of auxiliary object classes, mandatory, optional and precluded attributes. Collective attributes s
ed in DIT Content rules if they are to be permitted in an entry.

content rule definition includes:
a) anindication of the structural object class to which'it applies;

b) optionally, anindication of the auxiliary objett classes allowed for entries governed by the rule;

auxiliary object classes, required forsentries governed by the DIT content rule;

auxiliary object classes, permitted for entries governed by the DIT content rule;

e) optionaly, an indicationtof optional attribute(s) from the entry’s structural and auxiliary obj
which are precludedfrom appearing in entries governed by the rule.

ny valid subschema specification, there is at most one DIT content rule for each structural object cl

entry in the DIT is‘geverned by at most one DIT content rule. This rule may be identified by exani
entry’sstructural@bjectClass attribute.

DIT contentsule is present for a structural object class, then entries of that class shall contain of
tted by thie structural object class definition.

As a

IT content rules of superclasses of the structural object class for an entry do not apply to that entry.

cation
nall be

¢) optionaly, an indication of the mandatory: attributes, over and above those called for by the structutfal and

d) optionaly, an indication of the @ptiona attributes, over and above those called for by the structura and

ect classes

ASS.

ining the value

ly the attributes

[T content rule is associated with a structural object class, it follows that all entries of the same

structural object

class will have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An entry governed by a DIT content rule may, in addition to the structural object class of the DIT structure rule, be
associated with a subset of the auxiliary object classes identified by the DIT content rule. This association is reflected in
the entry’'sobjectClass attribute.

An entry’s content must be consistent with the object classes indicatetbjeitsClass attribute in the following way:

— mandatory attributes of object classes indicated bylijeztClass attribute shalblways be present in the

entry;

— optional attributes (not indicated as additional optional or mandatory in the DIT content rul

e) of auxiliary

object classes indicated by the DIT content rule may only be presentlfjtheClass attribute indicates

these auxiliary object classes.
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Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in aDIT

content rule.

12.7.2

DIT content rule specification

The abstract syntax of aDIT content rule is expressed by the following ASN.1 type:

DITContentRule ::= SEQUENCE {

The ¢
typed

TheC

CONT

WITH

structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET OF OBJECT-CLASS.&id OPTIONAL,

mandatory [1] SET OF ATTRIBUTE.&id OPTIONAL,

optional [2] SET OF ATTRIBUTE.&id OPTIONAL,

precluded [3] SET OF ATTRIBUTE.&id OPTIONAL }

brrespondence between the parts of the definition, as listed in 12.7.1, and the various components of the

a)

b)

0)

d)

e

efined above, is as follows:

ONTENT-RULE information object class is provided:to facilitate the documentation of DIT content rules:
ENT-RULE ::= CLASS{

&structuralClass OBJECT-CLASS.&id  UNIQUE,

&Auxiliaries OBJECT-CLASS OPTIONAL,

&Mandatory ATTRIBUTE OPTIONAL,

&Optional ATTRIBUTE OPTIONAL,

&Precluded ATTRIBUTE OPTIONAL }

SYNTAX {

STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ]}

A\SN.1

the structuralObjectClass component identifies the structural object class to which the' DIT content rule

applies;

the auxiliaries component identifies the auxiliary object classes allowed for an-entry to which the DIT

content rule applies;

the mandatory component specifies user attribute types which an entry\to which the DIT contel
applies shall contain in addition to those which it shall contain according to its structural and au
object classes;

Nt rule
Xiliary

the optional components specify user attribute types which anentry to which the DIT content rule @pplies

may contain in addition to those which it may contain according to its structural and auxiliary
classes;

the precluded component specifies a subset of the.optional user attribute types of the structur,
auxiliary object classes which are precluded froman entry to which the DIT content rule applies.

object

Al and

12.8 Context type definition
The definition of a context type involves:
a) specifying the syntax of the context;
b) specifying the syntax of a context assertion;
¢) defining the semantics of the context;
d) specifying how matches are done; and
€) assigning an object identifier to the context type.

1281

Context Value matching

A presented context assertion matches a stored context value of the same context type according to the description of
matching which is part of the context definition.

46
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Context definition

Contexts are defined using the CONTEXT information object class:

CONTEXT ::= CLASS {

&Type,
&Assertion OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
WITH SYNTAX  &Type
[ ASSERTED AS &Assertion ]

|f the Accartian icamittad tha cantavt accartion evntav icthacama ac 2. Thvna
FASSeFHERHS- O e HHe-CoREXtaSSeHOR-SHteStHe-Sae-aS&+ype-

ID &id }

When
iseval

ITU-Ti

12.9

12.9.1

A DIT Context Use is a specification provided by the subschema administrativie ‘authority to specify the perm

contey

A DIl

If no DIT Context Use definition is present for @,given attribute type, then values of attributes of that type shall ¢
no cotext lists. For a given subschema administrative area, there can be only one DIT Context Use for a given at
type. A DIT Context Use may be defined to apply to al attribute types, in which case it shall be the only DIT G

Usein

12.9.2

The alpstract syntax of a DIT, Context Use is expressed by the following ASN.1 type:

DITCd

The ¢

acontext is defined, the specification shall include a description of the semantics of the context, and how a
uated.

Rec. X.520 | ISO/IEC 9594-6 specifies selected Context Definitions.

DIT Context Use definition

Overview

match

ssible

t types that may be stored with an attribute, and the mandatory context.types that shall be stored with an attribute.

Context Use definition includes:
a) anindication of the attribute type to which it applies;

b) optionaly, an indication of the mandatory context types that shall be associated with values
attribute type whenever the attribute is stored;

c) optionaly, an indication of the optional cohtext types that may be associated with values of the at]
type whenever the attribute is stored.

the subschema.

DIT Context Use specifieation

ntextUse ::= SEQUENCE {

attributeType ATTRIBUTE.&id,
mandatoryContexts [1] SET OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET OF CONTEXT.&id OPTIONAL }

brrespondence between the parts of the definition, as listed in 12.9.1, and the various components of the

of the

tribute

ontain
tribute
ontext

ASN.1

type

H ok H £all -
ITTICU AJUVT, TO Ao TUITUVV O.

a) the attributeType component identifies the attribute type to which the DIT Context Use applies,
attribute type (id-oa-allAttributeTypes);

or any

b) themandatoryContexts component specifies context types that shall be associated with an attribute value
of the given type whenever the attribute is stored. If this is omitted, then attribute values may exist

without context lists;

¢) theoptionalContexts component specifies context types that may be associated with an attribute value of
the given type whenever the attribute is stored. If this is omitted but mandatoryContexts is present, then
al attribute values shall appear with the mandatory context types and no others. If this is omitted and
mandatoryContexts is also omitted, it is equivalent to having no DIT Context Use for the attribute type;

that is, attribute values of the given attribute type shall not have associated context lists.
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The DIT-CONTEXT-USE-RULE information object class is provided to facilitate the documentation of the DIT Context

Userules:
DIT-CONTEXT-USE-RULE ::= CLASS {
&attributeType ATTRIBUTE.&id UNIQUE,
&Mandatory CONTEXT OPTIONAL,
&Optional CONTEXT OPTIONAL }
WITH SYNTAX {
ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS ~ &Mandatory |
[ OPTIONAL CONTEXTS &Optional 1}

13

131

The D
needs
attribu

NQ

Form

The @
apprd

The [
the sy
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Each
Admi
Authd
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defing

Certajn aspects of the directory system schema are specified in the following subclauses.

The d

DiTectory System schema

Overview

irectory System Schema is a set of definitions and constraints concerning the information that|the Directory
to know in order to operate correctly. This information is specified in terms of subéntiies and oper
tes.

TE — The system schema enables the directory system to, for example:

subentry subordinate to an administrative entry defined only as a secufity-administrative entry);

—  prevent the addition of inappropriate operational attributes to anzentry or subentry (e.g. a subsc
attribute toa person’s entry).

hlly, the Directory System Schema comprises a set of:

a) Object class definitions that define the attributes\that shall or may be present in a subg
class;

used by the Directory.

omplete definition of an operational attribute includes a specification of the way in which the Direct
priate) provides or manages, the attributeiin’ the course of its operation.

birectory System Schema is distributed, like the DIB itself. Each Administrative Authority establis
stem schema that will apply for thaese portions of the DIB administered by the authority.

Directory System Schema defined in this Directory Specification is an integral part of the Directory
DSA participating in a directory system requires a full knowledge of the system schema es
histrative Authority. The system schema for an Administrative Area may be defined by the
rity using the notation.defined in this clause.

irectory System-Schema is not regulated by DIT structure or content rules. When an element of
bd, a specification’ of how it is used and where it appears in the DIT is provided.

irectory-system schema required to support directory distribution is specified in clauses 21 through

itself
ational

—  prevent the association of subentries of the wrong type with administrative, entries (e.g. the creatiop of a subschema

hema operational

ntry of a given

b) Operational Attribute Type definitions that specify the characteristics of operational attributes known and

bry uses and (if

nes the part of

System itself.
ablished by its
A\dministrative

ystem schema is

24,

13.2

System schema supporting the administrative and oper ational infor mation model

Although subentry andsubentryNameForm are specified using the notation of clause 12, subentries are not regulated
by DIT structure or DIT content rules.

13.21 The Subentry object class

Thesubentry object class is a structural object class and is defined as follows:

subentry OBJECT-CLASS ::={

48

SUBCLASS OF {top}

KIND structural
MUST CONTAIN {commonName | subtreeSpecification }
ID id-sc-subentry }
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13.22 The Subentry nameform

The subentryNameForm name form allows entries of class subentry to be named using the commonName attribute;

subentryNameForm NAME-FORM ::= {

No ot

NAMES subentry

WITH ATTRIBUTES { commonName }

ID id-nf-subentryNameForm }
her name form shall be used for subentries.

13.2.3___The Subtree Specification oper ational attribute

Thes

subtr

ibtreeSpecification operational attribute, whose semantics are specified in clause 10, is defined as foltows:

geSpecification ATTRIBUTE ::= {

WITH SYNTAX  SubtreeSpecification
SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-subtreeSpecification }

This gttribute is present in all subentries.

133

System schema supporting the administrative model

The Administrative Model defined in clause 10 requires that administrative entries contain an administratiy
attribyte to indicate that the associated administrative area is concefnied with one or more administrative roles.

The agiministrativeRole operational attribute is specified as follows:

admirjistrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJEGT-CLASS.&id
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

The values of this attribute defined by-thi's Directory Specification are:

id-ar-
id-ar-
id-ar-
id-ar-
id-ar-
id-ar-
id-ar-

ccessControlSpecifieArea
ccessControlinnérArea
subschemaAdminSpecificArea
ollectiveAttributeSpecificArea
ollectiveAttributelnnerArea
ontextBefaultSpecificArea

{utonomousArea

The sefmanti cs of these values are defined in clause 11.

eRole

The administrativeRole operational attribute is also used to regulate the subentries permitted to be subordinate to an
administrative entry. A subentry not of a class permitted by the administrativeRole attribute may not be subordinate to
the administrative entry.

134

System schema supporting general administrative and operational requirements

The following clauses describe subschema operational attributes which are not attributes in the usual sense (i.e. are not
held within an entry), but may be thought of as 'virtual’ attributes, representing information which is derivable (e.g. from
existing operational attributes, their values, and other information). Such virtual attributes are valid for all entries within
an administrative area. This has the effect that these subschema operational attributes appear to be present in every entry.
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1341 Timestamps

The createTimestamp indicates the time that an entry was created:

createTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-createTimestamp }
The modifyTimeStamp indicates the time that an entry was last modified:
modify Timestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-modify Timestamp }
The slibschemaTimestamp indicates the time that the subschema subentry for.the entry (see 14.3) was created
modif|ed. It isavailablein every entry:
subsghemaTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
--as per41.3 b) or c¢) of ITU-T Rec. X.680,] ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oarsubschemaTimestamp }
The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in ITU-T Rec. X

SO/

13.4.2
Thec

creatd

FC 9594-6.
Entry Modifier operational attributes
eatorsName operational attribute indicates the distinguished name of the Directory user that created an entry:
rsName ATTRIBUTE ::= {
WITH SYNTAX DistinguishedName
EQUALITY~MATCHING RULE distinguishedNameMatch
SINGLE.VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation

or last

520 |

ID id-oa-creatorsName }

The modifiersName operational attribute indicates the distinguished name of the Directory user that last modified the

entry:

modif

These

50

iersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }
operational attributes shall use the primary distinguished name.
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13.4.3 Subentry identification operational attributes

The subschemaSubentry operational attribute identifies the subschema subentry that governs the entry. It is available
in every entry:

subschemaSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaSubentryList }

The accessControlSubentry operational attribute identifies all access control subentries that affect the entryf. It is
availaple in every entry.

accesisControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }

The collectiveAttributeSubentry operational attribute identifies all collective attribute subentries that affect the entry. It
isavallablein every entry:

colledtiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-collectiveAttributeSubentryList }

The contextDefaultSubentry operational<attribute identifies all context default subentries that affect the entry.
Itisayailablein every entry:

contektDefaultSubentryList ATTRIBUTE :'= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-contextDefaultSubentryList }

13.4.4 Has Subordinates operational attribute

The hpsSubordifates operational attribute indicates whether any subordinate entries exist below the entry holding this
attribyte. A value of TRUE indicates that subordinates may exist. A value of FALSE indicates that no subordinates exist.
If thig attribute is absent, no information is provided about the existence of subordinate entries. The attribute will
ordi nariy-disclose-the-existence-of-subordinates-event-the-Hmmediate-subordinates-arehitdentby—aceesseontrols — to

prevent disclosure of the existence of subordinates the operational attribute itself must be protected by access controls.

NOTE — A value ofTRUE may be returned when no subordinates exist if all possible subordinates are available only through a
non-specific subordinate reference (see ITU-T Rec. X.518 | ISO/IEC 9594-4) or if the only subordinates are subentries.

hasSubordinates ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-hasSubordinates }
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135 System schema supporting access contr ol

13.5.1 Accesscontrol subentries

If a subentry contains prescriptive access control information, then its objectClass attribute shall contain the value
accessControlSubentry:

accessControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

A subentry of this object class shall contain precisely one prescriptive ACI attribute of atype consistent with the value of
theid-sc-accessControlScheme attribute of the corresponding access control specific point.

13.6 System schema supporting the collective attribute model
Subentries supporting collective attribute specific or inner administrative areas are defined as follows:

colledtiveAttributeSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-collectiveAttributeSubentry }

A subgntry of this object class shall contain at least one collective attribute.

Collegtive attributes contained within a subentry of this object class are conceptualty,available for interrogation and
filtering at every entry within the scope of the subenteyibtreeSpecification aftribute, but are administergd via the
subentry.

ThecollectiveExclusions operational attribute allows particular collective attributes to be excluded from ap entry:

collegtiveExclusions ATTRIBUTE ::= {

\WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
USAGE directoryOperation

ID id-oa-collectiveExclusions }

This attribute is optional for every entry.

The BJECT IDENTIFIER valueid-oa-excludeAllCollectiveAttributes may be used, by its presence as a value of the
collegtiveExclusions attribute, to exclude all cgllective attributes from an entry.

13.7 System schema supporting eontext assertion defaults
Subentries providing default values for context assertions are defined as follows:

contektAssertionSubentry OBJEET-CLASS ::= {

KIND auxiliary
MUST CONTAIN {centextAssertionDefaults}
ID id“sc-contextAssertionSubentry }

A sulentry of this-object class shall contaicoatextAssertionDefaults attribute:

contektAssertienDefaults ATTRIBUTE ::= {

WITHISYNTAX TypeAndContextAssertion
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-oa-contextAssertionDefault }

Whenever a context is evaluated and no context assertion is provided by the user, the Directory provides context
assertion defaults equal to the values of this attribute in the context assertion subentry controlling the entry being
accessed, as described in 8.8.2.2.

NOTE - TypeAndContextAssertion is defined in 7.6 of (and evaluation of it is defined in 7.6.3 of) ITU-T Rec. X.511 |
ISO/IEC 9594-3.
13.8 Maintenance of system schema

It is the responsibility of DSAs to maintain consistency of subentries and operational attributes with the system schema.
Inconsistency between various aspects of system schema, and between system schema and subentries and operational
attributes, shall not occur.
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The Directory executes entry addition and modification procedures whenever a new subentry is added to the DIT or an
existing subentry is modified. The Directory shall determine whether the proposed operation would violate the system
schema; if it does the modification shall fail.

In particular, the Directory ensures that subentries added to the DIT are consistent with the values of the
administrativeRole attribute, that the attributes within the subentry are consistent with the values of the subentry’s
objectClass attribute.

The value of theadministrativeRole attribute may be modified to permit classes of subentries to be subordinate to the
administrative entry that are not yet present. The value cfdiinénistrativeRole attribute shall not be modified so as to
cause existing subentries to become inconsistent.

The Directory also ensures, where the values of operational attributes are provided by the Directory, that they are
corregt.

139 System schema for first-level subordinates

The Directory enforces the following rules and constraints on entries created immediately subordinate to|the DIT root:
— All such entries shall be created as administrative point entries.

— The object class and naming attributes of such entries shall be.as-specified in CCITT Rec. X.660 |
ISO/IEC 9834-1.

14 Directory schema administration

14.1 Overview

The gverall administration of the directory schema of the glebal DIT is realized through independent afiministration of
the sybschemas of the autonomous administrative areas ‘of the DIT Domains that constitute the global OJIT.

Coordiination of the administration of the directory.schema at boundaries between DIT Domains is a subject for bilateral
agregment between DMOs and is beyond the s¢ope of this Directory Specification.

The subschema administrative capabilities.defined in this clause for the purpose of managing a DIT domnjain include:
1) creation, deletion and modification of subschema subentries;

2) support of the publication mechanism for the purpose of permitting DSAs to include scheipna information
in operational binding protocol exchanges and DUASs to retrieve subschema information vigd DAP;

3) subschema egulation for the purpose of ensuring that any modify operations will be| performed in
accordangce\with the applicable subschema specification.

14.2 Policy objects

A suldschema_policy object may be one of the following:

—“ a subschema administrative area;

— an object or alias entry within a subschema administrative area;

— auser attribute of such an object or alias entry.

An autonomous administrative area may be designated as a subschema specific administrative area in order to administel
the subschema. This shall be indicated by the presence of theidalaesubschemaAdminSpecificArea in the
associated administrative entry’administrativeRole attribute (in addition to the presence of the value
id-oa-autonomousArea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer the subschema of the
specific partitions. In this case, the administrative entries for each of the subschema specific administrative areas are
indicated by the presence of the valdeoa-subschemaAdminSpecificArea in these entriesadministrativeRole

attributes.
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Policy parameters

Subschema policy parameters are used to express the policies of the subschema Administrative Authority. These
parameters, and the operational attributes used to represent them, are:

aDIT structure parameter: used to define the structure of the subschema administrative area and to store

information about obsolete DIT structure rules which some entries may have identified as their governing
DIT structure rule. This parameter is represented bylitf@ructureRules andnameForms operational

attributes;

subschema administrative area and to store information about obsolete DIT content r

aDIT content parameter: used to define the type of content of object and alias entries contained within the

ules which the

Directory may have used in determining the content of some entries. This parameter is represented by the

difTContentRules, ODJECILIaSSGS, attrlbutelypes,
attributes;

contextlypes, ahnd difContextUse 0Ope

amatching capability parameter: used to define the matching capabilities supported by mat
applied to the attributes types defined in a subschema administrative area. This paramet
by thematchingRules andmatchingRuleUse operational attributes.

ational

ching rules as
br is represented

A single subschema subentry is used by the subschema authority to administer-the subschema fg¢r the subschemsa
administrative area. For this purpose, the subschema subentry contains the operational attributes reprgsenting the policy
parameters used to express subschema policiessuliteeeSpecification attribute\of”a subschema subgntry shall
specify the whole subschema administrative area, i.e. it shall be an empty seguence.
The gubschema subentry is specified as follows:
subsghema OBJECT-CLASS ::= {
KIND auxiliary
MAY CONTAIN {
dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |
contextTypes |
dITContextUse |
matchingRules |
matchingRuleUse’}
ID id-soc-subschemat
The dperational attributes of the subschema subentry are defined in 14.7.
14.4 Policy procedurés
Therg are two policyprocedures associated with subschema administration:
— asubschema modification procedure;
— _\an entry modification procedure.
145 Sobschemarmodificationprocedures

A subschema authority may administer a subschema in a dynamic fashion, including making restrictive subschema
modifications. This may be accomplished by modifying the values of the subschema operational attributes, using
Directory modify operations, effectively changing the subschema which is in force in the subschema administrative area.
A subschema authority may also create new subschema areas, or remove existing subschema areas by creating o
removing subschema subentries, respectively.

Before the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by adding an
auxiliary object class, or a mandatory or an optional attribute to an existing rule, the referenced schema information shall
be described in the appropriate attribute in the subschema subentry. Name forms, object classes, attribute types and
matching rules that are referenced (directly or indirectly) bylIEStructureRule, dITContentRule or by a
matchingRuleUse attribute shall not be removed from the subschema subentry.
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The definition of information objects such as object classes, attribute types, matching rules and name forms which have
been registered (i.e. assigned a name of type object identifier) are static and cannot be modified. Changes to the
semantics of such information objects require the assignment of new object identifiers.

DIT structure and DIT content rules may be active or obsolete. Only active rules are used to regulate the DIT. The
identification and preservation of obsolete rules is an administrative convenience allowing location (and possibly repair)
of entries added under old rules that have since changed.

This obsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content rules creating
inconsistencies in the DIB, otherwise the appropriate active rule may be modified directly. The Directory permits
deletion of obsolete rules at any time.

NOTE — The obsolete mechanism provided in subschema operational attributes ensures that all entries with obsolete

It is the responsibility of the Subschema Administrative Authority to maintain consistency of entries with-the|active
subscihema by means of the Directory abstract service, or by other local means. This may be done at the convenignce of
the Subschema Administrative Authority. It is not defined when such an adjustment of inconsistent entries shopld be
done. However, deletion of obsolete rules prior to the location and repair of inconsistent entries will.make this taslk more
difficdit.

14.6 | Entry addition and modification procedures

The Directory executes entry addition and modification procedures whenever a new entry is added to the DIT| or an
existimg entry is modified. The Directory must determine whether the proposed. operation would violate a subschema

policyl.

In parficular, the Directory shall ensure that entries added to the DIT are’consistent with appropriate active DIT stijucture
and DJ T content rules.

The Dlirectory shall allow interrogation of entries which are inconsistent with their active rules.

The Qirectory enforces active rules when requested to modify the DIB. If an entry is inconsistent with its activefule, a
request to modify the entry shall be permitted if it repairs an existing inconsistency, or does not introduce g new
incongistency. A request which introduces a new inconsistency shall fail.

For any valid entry in a valid subschema administrative area, there can be only one most subordinate structural |object
class |n the structural object class superclass'ehain. When an entry is added to the DIT, the Directory determings this
most subordinate structural object class from the objectClass attribute values provided and permanently associates it
with the entry via the entry'structural©bjectClass attribute.

schema can

Wher} an entry is created, values of tigectClass attribute shall be provided so that the content of 1he entry is
a

consistent with the DIT content rule governing the entry. In particular, where a value afj#leeClass aftribute

identifies a particular objeeticlass having superclasses othetofnatien values for all of these superclasses must also

be provided. Otherwiseé-the Directory operation creating the entry shall fail.

Directory users may. subsequently add or delete values objbetClass attribute for the auxiliary object clagses of an
entry| The content of an entry shall remain consistent with the DIT content rule governing the entry follpwing a change
to thg values:of thebjectClass attribute. In particular, where a value of titgectClass attribute identifies a particular

object classihaving superclasses other tharis added or deleted, then values for all of these superclasse$ must

also be

added orydeleted, except where such superclasses are also present in the superclass chains associatged with other valu

not beng added or deteted TesSpectvely.

14.7 Subschema policy attributes

The following subclauses specify the subschema policy operational attributes. These attributes are:

— present in the subschema subentry. The values of these attributes are administered via Directory modify

operations using the distinguished name of the subschema subentry;

— available for interrogation in all entries governed by the subschema.

The ASN.1 parameterized tyérectoryString { ub-schema }, used in the following definitions, is defined in ITU
Rec. X.520 | ISO/IEC 9594-6.
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TheintegerFirstComponentMatch and objectldentifierFirstComponentMatch equality matching rules are also defined
in ITU-T Rec. X.520 | ISO/IEC 9594-6.

For management purposes, a number of human readable name components and a description component are optionally
allowed as components of a number of the subschema policy operational attributes defined in the following subclauses.

A number of subschema policy operational attributes defined in the following clauses contain an obsolete component.

This component is used to indicate whether the definition is active or obsolete in the subschema administrative area.

14.7.1

The dITStructureRules operational attribute defines the DIT structure rules which are in force within a subschema:

DIT Structure Rules operational attribute

dITSt

DITSt

Thed

Thec

14.7.2

Thed
value

dITCo

DITC(d

Thed

Thec

14.7.3

Them

UCIUTERUIES ATTRIBUTE 7= {
WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITStructureRule }

uctureRuleDescription ::= SEQUENCE {

COMPONENTS OF DITStructureRule,

name [1]  SET OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

TStructureRules operational attribute is multi-valued; each value defines ene'DIT structure rule.

bmponents of dITStructureRule have the same semantics as the corresponding ASN.1 definition in 12.6.6.

DIT Content Rules operational attribute

TContentRules operational attribute defines the DIT content rules which are in force within a subschema
pf the operational attribute is tagged by the object identifierof the structural object classto which it pertains:

ntentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id:sea-dITContentRules }

ntentRuleDescription ::= SEQUENCE {

COMPONENTS OF BiTContentRule,

name [4]~-\_SET OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema }OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE }

TContentRules operational attribute is multi-valued; each value defines one DIT content rule.

pmponents of-dfTContentRule have the same semantics as the corresponding ASN.1 definitionin 12.7.2.

Matching Rules oper ational attribute

atchingRules operational attribute specifies the matching rules used within a subschema:

matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRules }

MatchingRuleDescription ::= SEQUENCE {

56

identifier MATCHING-RULE.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema}}

-- describes the ASN.1 syntax
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Theidentifier component of avalue of the matchingRules attribute is the object identifier identifying the matching rule.

The description component contains a hatural language description of the algorithms associated with the rule.

Thein

formation component contains the ASN.1 definition of the assertion syntax of therule.

Such an ASN.1 definition shall be given as an optional ASN.1 Imports production, followed by optional ASN.1
Assignment productions, followed by an ASN.1 Type production. All type names defined in Directory modules are
implicitly imported and do not require explicit import. All type names, whether imported or defined via an Assignment,
are local to the definition of this syntax. If the ASN.1 type includes a user-defined constraint and is not one of the ASN.1
types defined in the Directory modules, then the last UserDefinedConstraintParameter of the constraint shall be an actual

param

N(
Ug

N(

Them

14.74

The a

er\whose governinatvne is SvntaxConstraint andwhose value is the obiect identifier assianed.-to the con
~ ~ 70 7 J ~J

SyntaxConstraint ::= OBJECT IDENTIFIER

TE 1 — The ASN.1 productions Imports, Assignment, and Type are defined in ITU-T Rec. X.680 | IS
erDefinedConstraintParameter is defined in ITU-T Rec. X.680 | ISO/IEC 8824-1.

TE 2 — A typical ASN.1 definition is simply a Type name.

atchingRules operational attribute is multi-valued; each value describes one matching rule.

Attribute Types operational attribute

tributeTypes operational attribute specifies the attribute types usediwithin a subschema:

attribliteTypes ATTRIBUTE ::= {

Attrib

Theid

The a

Attrib

WITH SYNTAX AttributeTypeDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-attributeTypes }

LiteTypeDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,

name SET OF DiréctoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,
information [0] AttributeTypelnformation }

entifier component of avalue of the attributeTypes attribute is the object identifier identifying the attribute

traint.

O/IEC 8824-1.

type.

tributeTypes ogperational attribute is multi-valued; each value describes one attribute type:
LiteTypelaformation ::= SEQUENCE {

derivation [0] ATTRIBUTE.&id OPTIONAL,

equalityMatch [1] MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
SubStrimgsvarch B MATCHING-RULE &d OPTIONAL,
attributeSyntax [4] DirectoryString { ub-schema} OPTIONAL,
multi-valued [5] BOOLEAN DEFAULT TRUE,
collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplications }

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application components have the same
semantic as the equivalent pieces of notation introduced by the corresponding information object class.

The attributeSyntax component contains a text string giving the ASN.1 definition of the attribute’s syntax. Such an
ASN.1 definition shall be given as specified for theormation component of the Matching Rules operational attribute.
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14.75 Object Classes operational attribute
The objectClasses operational attribute specifies the object classes used within a subschema.

objectClasses ATTRIBUTE ::= {

WITH SYNTAX ObjectClassDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-objectClasses }

ObjectClassDescription ::= SEQUENCE {

identifier OBJECT-CLASS.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassinformation }

Theidentifier component of avalue of the objectClasses attribute is the object identifier identifying the object class.
The opjectClasses operational attribute is multi-valued; each value describes one object class:

ObjecftClassIinformation ::= SEQUENCE {

subclassOf SET OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural§
mandatories [3] SET OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET OF ATTRIBUTE.&id OPTIONAL }

The stibclassOf, kind, mandatories and optionals components have the same&smantics as the corresponding pigces of
notatipn introduced by the corresponding information object class.

14.7.4 Name Formsoperational attribute
The nameForms operational attribute specifies the name forms used'within a subschema.

nameforms ATTRIBUTE ::= {

WITH SYNTAX NameFormDgseription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directory©peration

ID id-soa-nameForms }

NamefFormDescription ::= SEQUENCE {

identifier NAME-FORM&id,

name SET OF 'DirectoryString { ub-schema } OPTIONAL,
description DireCtoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,

information [0] (NameForminformation }

Theidentifier componentof\avalue of the nameForms attribute is the object identifier identifying the object clasd.
The nameForms opérational attribute is multi-valued; each value describes one name form:

NamefForminfarmation ::= SEQUENCE {

subordinate OBJECT-CLASS.&id,
namingMandatories SET OF ATTRIBUTE.&id,
namingOptionals SET OF ATTRIBUTE.&id OPTIONAL }

The subordinate, mandatoryNamingAttributes and optionalNamingAttributes components have the same semantics
as the corresponding pieces of notation introduced by the corresponding information object class.

14.7.7 Matching Rule Use operational attribute

The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule appliesin a
subschema:

matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-matchingRuleUse }
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MatchingRuleUseDescription ::= SEQUENCE {

identifier MATCHING-RULE.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] SET OF ATTRIBUTE.&id }

The identifier component of avalue of the matchingRulesUse attribute is the object identifier identifying the matching
rule.

Theinformation component of avalue identifies the set of attribute types to which the matching rule applies.

14.7.8  Structural Object Class operational attribute

Every|entry in the DIT has a structuralObjectClass operational attribute which indicates the structural objeet(¢|ass of
the enfry:

structuralObjectClass ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-structuralObjectClass }

1479 Governing Structure Rule operational attribute

Every| entry in the DIT, with the exception of administrative point entfiés'that have no subschema subentry,| has a
goverhingStructureRule operational attribute which indicates the governing structure rule of the entry:

goverhingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

14.7.70 ContextTypesoperational attribute
The contextTypes operational attributespecifies the context types used within a subschema.

contektTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING)RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

ContgxtDescriptian ::= SEQUENCE {

identifier CONTEXT.&id,

name SET OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOI EAN DEFAUL T FAI SE
information [0] Contextinformation }

The identifier component of a value of the contextTypes operational attribute is the object identifier identifying the
context type.

The contextTypes operational attribute is multi-valued; each value describes one context type:
Contextinformation ::= SEQUENCE ({
syntax DirectoryString { ub-schema},

assertionSyntax DirectoryString { ub-schema } OPTIONAL }

The syntax and assertionSyntax components have the same semantics as the corresponding pieces of notation
introduced in the corresponding information object class.
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The syntax component and the assertionSyntax component each contain a text string giving the ASN.1 definition of
the context syntax and context assertion syntax respectively. Such an ASN.1 definition shall be given as an optional
ASN.1 Imports production, followed by optional ASN.1 Assignment productions, followed by an ASN.1 Type
production. All type names defined in Directory modules are implicitly imported and do not require explicit import. All
type names, whether imported or defined via an Assignment, are local to the definition of this syntax. If the ASN.1 type
includes a user-defined constraint and is not one of the ASN.1 types defined in the Directory modules, then the last
UserDefinedConstraintParameter of the constraint shal be an actual parameter whose governing type is
SyntaxConstraint and whose value is the object identifier assigned to the constraint.

NOTE 1 —UserDefinedConstraintParameter and the ASN.1 productions Imports, Assignment, and Type are defined in ITU-T
Rec. X.680 | ISO/IEC 8824-$yntaxConstraint is defined in 14.7.3.

NOTE 2 — A typical ASN.1 definition is simply a Type name.

14.7.24T DIT Context USe operational attripute

The d[TContextUse operational attribute is used to indicate the contexts which shall or may be used with anttribdte:

dITCgntextUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-dITContextUse }
DITCgntextUseDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,

name SET OF DirectoryString { ub-schema } OPTIONAL,

description DirectoryString { ub-schema} OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] DITContextUselnformation }

The identifier component of a value of the diITContextUse operational attribute is the object identifier of the atfribute
type to which it applies. The value id-oa-allAttributeTypes indicateSthat it appliesto all attribute types.

The information component of a value identifies the mandatory and optional context types associated with the atfribute
type identified by identifier:

DITCgntextUselnformation ::= SEQUENCE ({

mandatoryContexts [1] SET OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET OF.CONTEXT.&id OPTIONAL }

SECTION 7 — SECURITY

15 Security model

15.1 Definitions

This Directory-Specification makes use of the following terms defined in CCITT Rec. X.800 | ISO 7498-2:

~_' access control;

—authentication:

—  security policy;

— confidentiality;

— integrity.

The following terms are defined in this Directory Specification:

15.1.1  access control scheme: The means by which access to Directory information and potentially to access rights
themselves may be controlled.

15.1.2 protected item: An element of Directory information to which access can be separately controlled. The
protected items of the Directory are entries, attributes, attribute values and names.
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15.2 Security policies

The Directory exists in an environment where various administrative authorities control access to their portion of the
DIB. Such access is generally in conformance with some administration controlled security policy (see ITU-T
Rec. X.509 | ISO/IEC 9594-8).

Two aspects or components of the security policy which effect access to the Directory are the authentication procedures
and the access control scheme.

NOTE - Clause 16 defines two access control schemes known as Basic Access Control and Simplified Access Control, and clause
17 defines Rule-based Access Control. These schemes may be used in conjunction with local administrative controls; however,
since local administrative policy has no standardized representation, it cannot be communicated in shadowed information.

15.2. —ATutiTentication procedures and mechanmsms

Authentication procedures and mechanisms in the context of the Directory include the methods to verify ahd propagate
wherg necessary:

— the identity of DSAs and Directory users;

— the identity of the origin of information received at an access point.

NOTE 1 — The administrative authority may stipulate different provisions for the authentication of admjnistrative users
as compared to provisions for the authentication of non-administrative users:

Generl-use authentication procedures are defined in ITU-T Rec. X.509 | |ISOAEC 9594-8 and can be uged in
conjumction with the access control schemes defined in this Directory Specification to enforce security policy.

NQTE 2 — Future editions of the Directory Specifications may define otheéraccess control schemes.

NQTE 3-Local administrative policy may stipulate that authentication taking place in certain other DSAs|(e.g. DSAs in
other DMDs) is to be disregarded.

In gerferal, there will be a mapping function from the authenticated identity (e.g. human user identity as authenticated by
an authentication exchange) to the access control identity (e.g. the distinguished name of an entry, together wjth an
optiona unique identifier, representing the user). A particular security policy may state that the authenticated igentity
and the access control identity are the same.

For ngmes in the access control identity, primary:distinguished names shall be used. Similarly, where access contrgl uses
nameg in its specification of grants and denial;primary distinguished names shall be used.

1524 Accesscontrol scheme

The definition of an access control scheme in the context of the Directory includes methods to:
—  specify acceSs-control information (ACI);

— enforceraccess rights defined by that access control information;

— maiptain access control information.

The gnforcement of access rights applies to controlling access to:

= Directory information related to names;

—  Directory user information;

— Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

NOTE 1 — Administrative policy may grant or deny any form of access to particular attributes (e.g. operational attributes)
irrespective of access controls which may otherwise apply.
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The Directory provides a means for the access control schemein force in a particular portion of the DIB to be identified
through the use of the operational attribute accessControlScheme. The scope of such a scheme is defined by an Access
Control Specific Area (ACSA), which is a specific administrative area that is the responsibility of the corresponding
Security Authority. This attribute is placed in the Administrative Entry for the corresponding Administrative Point. Only
administrative entries for Access Control Specific Points are allowed to contain an accessControlScheme attribute.

NOTE 2 - If this operational attribute is missing with respect to access to a given entry, then the DSA shall behavé®&& for a 1
edition DSA (i.e. it is a local matter to determine an access control mechanism and its effect on operations, resulé3.and error

accessControlScheme ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

USAGE directoryoperation

ID id-aca-accessControlScheme }

Any siibentry or entry in an ACSA is permitted to contain entry ACI if and only if such ACI is permitted and consistent
with the value of the accessControlScheme attribute of the corresponding ACSA.

153 Protection of Directory operations

15.3.1  Protection and Security Transformations

The directory operations (arguments, results and errors) can be protectedusing the PROTECTION, SECURITY-
TRANSFORMATION and PROTECTION-MAPPING notation based upon the Generic Upper Layers Security
specif|cations (as defined in ITU-T Rec. X.830 | ISO/IEC 11586-1).

Depending on the protection requirements, a system may support one.or more of the following:

a) The signed PROTECTION-MAPPING as definedin (ITU-T Rec. X.830 | ISO/IEC 11586-1) to provide
integrity and data origin authentication using digital signature techniques. This maps onfo the
dirSignedTransformation which results.in encoding identical to the same data type used with the
SIGNED ASN.1 construct (as defined in TTU-T Rec. X.509 | ISO/IEC 9594-8);

b) The encrypted PROTECTION-MAPRPING to provide confidentiality (and under some algorithms and key
management schemes, integrity and data origin authentication) using encryption techniques. This uges the
following definitions:

genEncryptedTransform {KEY-INFORMATION: SupportedKIClasses } SECURITY-TRANSFORMATION ::=
{
IDENTIFIER { enhancedSecurity gen-encrypted(2) }
INITIAL-ENCODING-RULES {joint-iso-itu-t asn1(1) ber(1) }

-- This default for initial encoding rules may be overridden
-- using a static protected parameter (initEncRules).

XFORMER-DATA-TYPE SEQUENCE {

initEncRules OBJECT IDENTIFIER DEFAULT { joint-iso-itu-t asn1(1) ber(1) },
encAlgorithm Algorithmlidentifier OPTIONAL, -- Identifies the encryption algorithm,
keyinformation SEQUENCE {
kiClass KEY-INFORMATION.&kiClass ({SupportedKIClasses}),
keylInfo KEY-INFORMATION.&KiType ({SupportedKIClasses} {@kiClass})
} OPTIONAL,

-- Key information may assume various formats, governed by supported members
-- of the KEY-INFORMATION information object class (defined in ITU-T
-- Rec. X.830 [ ISO/IEC 11586-1)

encData  BIT STRING ( CONSTRAINED BY {

-- the encData value must be generated following
-- the procedure specified below -- })
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Other details

Encoding process: Theinput datais encrypted.

Encoding process local inputs:

Decoding process: The datais decrypted.

Decoding process local inputs:

Identifier of encryption algorithm, (optional) algorithm parameters, key identifier.

Algorithm and key identifier if they are not conveyed as protected parameters.

ier of

Decoding process outputs: Decrypted data.

Parameters: Optional static protected parameters are: initial encoding rules, identif
encryption algorithm, parameters of encryption algorithm, key information.

Transtormation qualifiers: Key identifier.

Errorg: An error condition occursiif the encryption or decryption process fails,

Security Services: Confidentiality.

encrypted PROTECTION-MAPPING ::= {

0)

SECURITY-TRANSFORMATION {genEncryptedTransform} }

The signedAndEncrypt PROTECTION-MAPPING to provide a combination,of the protection deg
above.

signeflAndEncrypt PROTECTION-MAPPING ::= {

SECURITY-TRANSFORMATION {signedAndEncryptedTransform} }

signefd AndEncryptedTransform {KEY-INFORMATION: SupportedKIClasses}

SECURITY-TRANSFORMATION ::= {

IDENTIFIER { enhancedSecurity dirzencrypt-sign (1) }
INITIAL-ENCODING-RULES {joint-iso-itu-t asnl (1).ber-derived (2) distinguished-encoding (1)
XFORMED-DATA-TYPE

PROTECTED
{
PROTECTED
{
unprotectedData ABSTRACT-SYNTAX.&Type,
signed
h
encrypted
}

1532 Selecting Protectiontobe Applied

The application of protectionto directory operations is generally optional using the following notation:

OPTIONALLY-PROTECTED {ToBeProtected, PROTECTION-MAPPING:generalProtection} ::=

CHOICE {

toBeProtected ToBeProtected,
-- no DIRQOP specified for operation

icribed

signed PROTECTED {ToBeProtected, Signed},
-- DIRQOP is Signed
protected [APPLICATION 0]

PROTECTED { ToBeProtected, generalProtection } }
-- DIRQORP is other than Signed

The specific protection mappings to be applied to the operations for a particular open system is defined using the
following DIRQOP notation:

a)

b)

The protection required for all the operation argument, results and errors (excluding results/errors from
chained operations — see below) over a binding is indicated at bind establishment D&R@OR

specification; if noDIRQOP is identified at bind establishment, then the operations on that binding are

unprotected.

In a DIRQOP specification, if no protection is specified for a particular operation argument, result or

errors then this is unprotected.
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0)

d)

e

The requestor may indicate in a request alternative protection required on the result or errors of a
particular operation.

For chained operations, unless the requestor has indicated alternative protection requirements, the
protection required on the result/errors is indicated in the request to reflect the DIRQOP selected on the
DUA to DSA binding for the operation being chained.

If a DSA cannot provide the required protection in a response or error, then it may return with
unprotected information although this information may be rejected by the recipient.

A managed object for the DIRQOP is defined in ITU-T Rec. X.530 | ISO/IEC 9594-10. A default DIRQOP for a
directory component can be made available using the following attribute in the entry for that directory component.

defau

DIRQ
-- Thig
-- requ
-- The
{

tDirQop ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

&dirBindError-QOP
&dirErrors-QOP
&dapReadArg-QOP
&dapReadRes-QOP
&dapCompareArg-QOP
&dapCompareRes-QOP
&dapListArg-QOP
&dapListRes-QOP
&dapSearchArg-QOP
&dapSearchRes-QOP
&dapAbandonArg-QOP
&dapAbandonRes-QOP
&dapAddEntryArg-QOP
&dapAddEntryRes-QOP
&dapRemoveEntryArg-QOP
&dapRemoveEntryRes-QOP
&dapModifyEntryArg-QOPR
&dapModifyEntryRes-QOP
&dapModifyDNArg-QoOR
&dapModifyDNRes-QOP
&dspChainedOp-QOP
&dispShadowAgreelnfo-QOP
&dispCoorShadowArg-QOP
&dispCoorShadowRes-QOP
&dispUpdateShadowArg-QOP
&dispUpdateShadowRes-QOP
&d|spRequestShadowUpdateArg QOP

}
WITH
{
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&dopEstabllshOpBlndArg QOP
&dopEstablishOpBindRes-QOP
&dopModifyOpBindArg-QOP
&dopModifyOpBindRes-QOP
&dopTermOpBindArg-QOP
&dopTermOpBindRes-QOP

SYNTAX
DIRQOP-ID
DIRECTORYBINDERROR-QOP

DIRERRORS-QOP
DAPREADARG-QOP

ITU-T Rec. X.501 (1997 E)

OBJECT IDENTIFIER
objectldentifierMatch
directoryOperation

ID id-at-defaultDirQop }
DP ::= CLASS

information object class is used to define the quality of protection

ired throughout directory operation.

Quality Of Protection can be signed, encrypted, signedAndEncrypt

&dirqop-Id OBJECT IDENTIFIER UNIQUE,

PROTECTION-MABPING: protectionReqd,
PROTECTION-MAPRRING: protectionReqd,
PROTECTION:MAPPING: protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PRQTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING'protectionReqd

PROTECTION-MAPPING: protectlonReqd
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd,
PROTECTION-MAPPING:protectionReqd

&dirqop-Id
&dirBindError-QOP
&dirErrors-QOP
&dapReadArg-QOP
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DAPREADRES-QOP
DAPCOMPAREARG-QOP
DAPCOMPARERES-QOP
DAPLISTARG-QOP
DAPLISTRES-QOP
DAPSEARCHARG-QOP
DAPSEARCHRES-QOP
DAPABANDONARG-QOP
DAPABANDONRES-QOP
DAPADDENTRYARG-QOP
DAPADDENTRYRES-QOP
DAPREMOVEENTRYARG-QOP
DAPREMOVEENTRYRES-QOP

I SO/IEC 9594-2 : 1998 (E)

&dapReadRes-QOP
&dapCompareArg-QOP
&dapCompareRes-QOP
&dapListArg-QOP
&dapListRes-QOP
&dapSearchArg-QOP
&dapSearchRes-QOP
&dapAbandonArg-QOP
&dapAbandonRes-QOP
&dapAddEntryArg-QOP
&dapAddEntryRes-QOP
&dapRemoveEntryArg-QOP
&dapRemoveEntryRes-QOP

16

16.1

This

schen]
basic
attrib

N(
B4
th
clg

The &
within
accesy

VT

DAPMODIFYENTRYRES-QOP
DAPMODIFYDNARG-QOP
DAPMODIFYDNRES-QOP
DSPCHAINEDOP-QOP
DISPSHADOWAGREEINFO-QOP
DISPCOORSHADOWARG-QOP
DISPCOORSHADOWRES-QOP
DISPUPDATESHADOWARG-QOP
DISPUPDATESHADOWRES-QOP
DISPREQUESTSHADOWUPDATEARG-QOP
DISPREQUESTSHADOWUPDATERES-QOP
DOPESTABLISHOPBINDARG-QOP
DOPESTABLISHOPBINDRES-QOP
DOPMODIFYOPBINDARG-QOP
DOPMODIFYOPBINDRES-QOP
DOPTERMINATEOPBINDARG-QOP
DOPTERMINATEOPBINDRES-QOP

PRARMODIEVENMTDNVADC OAOD
7T T TN T T I T SO O

Basic Access Control

Scope and application

flause defines one specific access. control scheme (of possibly many) for the Directory. The access
e defined herein is identified \with the accessControlScheme operational attribute by giving it the
access-control. Subclause 15,2.2 describes which entries contain the accessControlScheme oper

te.

TE — An access controhscheme known as "Simplified Access Control" is specified in 16.9. It is defined a
sic Access Control sheme. When Simplified Access Control is uset,cibesControlScheme operational attribute S
valuesimplified-aecéss-control. Additional access control shemes known as "Rule-based Access Control" 3

use 17.

ctheme defined here is only concerned with providing means of controlling access to the Directory inforr
the DIB~(potentially including tree structure and access control information). It does not address contr

forcthe purpose of communication with a DSA application-entity. Control of access to information meal

O A MAcf e A O\O\D)

haieht MM LD AL LA LE° B4 d)
&dapModifyEntryRes-QOP
&dapModifyDNArg-QOP
&dapModifyDNRes-QOP
&dspChainedOp-QOP
&dispShadowAgreelnfo-QOP
&dispCoorShadowArg-QOP
&dispCoorShadowRes-QOP
&dispUpdateShadowArg-QOP
&dispUpdateShadowRes-QOPR.
&dispRequestShadowUpdateArg-QOP
&dispRequestShadowUpdaieRes-QOP
&dopEstablishOpBindArg-QOP
&dopEstablishOpBindRes-QOP
&dopModifyOpBindArg-QOP
&dopModifyOpBindRes-QOP
&dopTermOpBindArg-QOP
&dopTermQpBindRes-QOP

preverption of unauthorized detection, disclosure, or modification of that information.

ontrol
value
ati onal

5 a subset of the
hall have
re specified in

hation
olling
ns the

16.2

Basic Access Control model

The Basic Access Control model for the Directory defines, for every Directory operation, one or more points at which
access control decisions take place. Each access control decision involves:

— that element of Directory information being accessed, callegt thected item;

— the user requesting the operation, called ¢aestor;

— a particular right necessary to complete a portion of the operation, callastrtiission;

— one or more operational attributes that collectively contain the security policy governing access to that

item, calledACl items.
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Thus,

16.2.1

the basic access control model defines:

the protected items;

the user classes;

the permission categories required to perform each Directory operation;
the scope of application and syntax of ACI items;

the basic algorithm, called the Access Control Decision Function (ACDF), used to dec
particular requestor has a particular permission by virtue of applicable ACI items.

Protected. items.

A pro
items
polici
or all

16.2.2
Acces

The s
SCopH

Perm
acceq
are tvi
(refer
accesy
permi
and a

tected item is an element of Directory information to which access can be separately controlled
of the Directory are entries, attributes, attribute values and names. For convenience in specifyin
bs, Basic Access Control provides the means to identify collections of related items, suchas attrig
attribute values of a given attribute, and to specify a common protection for them.

Access control permissions and their scope
s is controlled by granting or denying permissions. The permission categories are described in 16.

cope of access controls can be a single entry or a collection of entries\that are logically related by
of a subentry for a particular administrative point.

ssion categories are generally independent. Since all Direefory entries have a relative position
s to user and operational information always involves some form of access to DIT related inform3
o main forms of access control decision associated with a' Directory operation: access to entries
Fed to agntry access); and access to attributes containing user and operational information (referrexdf
). For many Directory operations, both forms of permission are required. In addition, where appl

provided grant present in the access control information used by the Directory to make the access ¢

ide whether a

The protected
g access control
utes in an entry

.3 and 16.2.4.

being within the

within the DIT,
tion. Thus, there
as named objects
ribate

cable, separate

, forms of access

), it is usually
ned within that
e is attribute or

cessary to have

he entry or of the

ssions control the name or error type returned. Seme important aspects of permissions categorieq
ccess control decision making are as follows:

a) To perform Directory operations.'oh entire entries (e.g. read an entry or add an entry
necessary for permission to be-granted with respect to the attributes and values contal
entry. Exceptions are permissions controlling entry renaming and removal: in neither cas
attribute value permissions-taken into account.

b) To perform Directopy-operations that require access to attributes or attribute values, it is ne
entry access permission to the entry or entries that contain those attributes or values.

NOTE 1 —The/removal of an entry or of an attribute does not require access to the contents of t
attribute.

¢) Thedecision whether or not to permit entry access is strictly determined by the position of the entry|in the
DIT;interms of its distinguished name, and is independent of how the Directory locates that entry.

d) <A.design principle of Basic Access Control is that access may be allowed only when there is an explicitly

ontrol

66

usually necessary to explicitly set access policy for both forms of access.

NOTE 2 — Certain combinations of grants or denials are illogical, but it is the responsibility of us
the Directory, to ensure that such combinations are absent.

NOTE 3 — Consistent with the above design principle, granting or denying permissions for an attri

¢ other

s thus

ers, rather than

ibute value does

not automatically control access to the related attribute. Moreover, in order to access an attribute value(s) in the
course of a Directory interrogation operation, a user must be granted access to both the attribute type and its

access

value(s).
€) Theonly default access decision provided in the model is to deny access in the absence of explicit
control information that grants access.
f) A denia specified in access control information always overrides a grant, al other factors being equal.
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A particular DSA may not have the access control information governing the Directory data it caches.
Security Administrators should be aware that a DSA with the capability of caching may pose a significant
security risk to other DSAS, in that it may reveal information to unauthorized users.

For the purposes of interrogation, collective attributes that are associated with an entry are protected
precisely asif they were attributes part of the entry.

NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry that holds them,
not with entries within the scope of the subentry. Modify-related access controls are therefore not relevant to
collective attributes, except when they apply to the collective attribute and its values within the subentry.

Permission categoriesfor entry access

Discld
SO/
categd
grante
contrg

a)

b)

d)

e

f)

9)
k)

ermission categaries used to control entry access are Read, Rrowse  Add_Remave  Moaodify,  Rename,
seOnError, Export, and Import and ReturnDN. Their use is described in more detail in ITU-T Rec0X.511 |
FC 9594-3. Annex J provides an overview of their meaning in general situations. This subclause intreduges the
ries by briefly indicating the intent associated with the granting of each. The actual influence of. a particular
d permission on access control decisions must, however, be understood in the full context of the ACDF and jpccess
| decision points for each Directory operation.

Read, if granted, permits read access for Directory operations which specificallyyname an entry (i.e. as
opposed to the List and Search operations) and provides visibility to the,ibformation contained|in the
entry to which it applies.

Browse, if granted, permits entries to be accessed using Directory_operations which do not explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subjéct to controls on all attributes and atfribute
valuesto be placed in the new entry at time of creation.

NOTE 1 - In order to add an entry, permission must.also be granted to add at least the mandatory attributes and
their values.

NOTE 2 — There is no specific "add subordinate permission”. Permission to add an entry is tontrolled using
prescriptiveACl operational attributes as described in 16.3.

Remove, if granted, permits the entry to befemoved from the DIT regardless of controls on attriblites or
attribute values within the entry.

Modify, if granted, permits the information contained within an entry to be modified.

NOTE 3 — In order to modify information contained within an entry other than the distinguished |name attribute
values, appropriate attribute and value permissions must also be granted.

Granting Rename is{necessary for an entry to be renamed with a new RDN, taking into account the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the
superior is unchanged, the grant is sufficient.

NOTE @~ In order to rename an entry, there are no prerequisite permissions to contained attfibutes or values,
including the RDN attributes; this is true even when the operation causes new attribute value$ to be added or
refnoved as a result of the changes of RDN.

DistloseOnError, if granted, permits the name of an entry to be disclosed in an error (or empty) restilt.

Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed from the
current location and placed in a new location subject to the granting of suitable permissions|at the

)

destimation. e tast RDNTS Changed, REmame 15 alSo TequiTed at the Carrent focatior.

NOTE 5 — In order to export an entry or its subordinates, there are no prerequisite permissions to contained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to
be added or removed as a result of the changes of RDN.

Import, if granted, permits an entry and its subordinates, if any, to be imported; that is, removed from
some other location and placed at the location to which the permission applies (subject to the granting of
suitable permissions at the source location).

NOTE 6 — In order to import an entry or its subordinates, there are no prerequisite permissions to contained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to
be added or removed as a result of the changes of RDN.

ReturnDN, if granted, allows the distinguished name of the entry to be disclosed in an operation result.
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16.24 Permission categoriesfor attribute and attribute value access

The permission categories used to control attribute and attribute value access are Compare, Read, FilterMatch, Add,
Remove, and DiscloseOnError. They are described in more detail in ITU-T Rec. X.511 | ISO/IEC 9594-3. Annex J
provides an overview of their meaning in general situations. This subclause introduces the categories by briefly
indicating the intent associated with the granting of each. The actual influence of a particular granted permission on
access control decisions must, however, be understood in the full context of the ACDF and access control decision
points for each Directory operation.

a) Compare, if granted, permits attributes and values to be used in a compare operation.

b) Read, if granted, permits attributes and values to be returned as entry information in a read or search
access operation.

c) FilterMatch, if granted, permits evaluation of afilter within a search criterion.

d) Add, if granted for an attribute, permits adding an attribute subject to being able to add ‘all specified
attribute values. If granted for an attribute value, it permits adding avalue to an existing attribute.

e) Remove, if granted for an attribute, permits removing an attribute complete withhall of its valyes. If
granted for an attribute value, it permits the attribute value to be removed from ap-existing attribute.

f) DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed| by an
attribute or security error. If granted for an attribute value, it permits the presence of the attribute vaue to
be disclosed by an attribute or security error.

16.3 Access control administrative areas

The OIT is partitioned into subtrees termed autonomous administrative@reas, each of which is under the adminisfrative
authotlity of a single Domain Management Organization. It may befurther partitioned into subtrees termed specific
admirfistrative areas for the purposes of specific aspects of administration; alternatively, the whole of an autongmous
admirfstrative area may comprise a single specific administrative area. Each such specific administrative arealis the
responsibility of a corresponding specific administrative autherity. A particular administrative area may be shaied by
severd specific administrative authorities. See clause 10.

16.3.1 Accesscontrol areas and Directory Access Control Domains

In the|case of access control, the specific administrative authority is a Security Authority, and the specific adminigrative
area i termed an Access Control Specific ‘Area (ACSA). The root of the ACSA is termed an Access Control Specific
Point.|Each Access Control Specific Point is represented in the DIT by an Administrative Entry which includes a¢cess-
contrgl-specific-area as a value ofjits administrativeRole operationa attribute; it has (potentially) one or] more
subentries which contain access gontrol information. Similarly, each Access Control Inner Point is represented|in the
DIT ly an Administrative Entry-which contains access-control-inner-area as a value of its administratieRole
operational attribute; it alsa-has (potentially) one or more subentries which contain access control information| Each
such administrative entry-which has a subentry containing prescriptive ACI information has basic-access-control,
simpl{fied-access-conirol; or other relevant value as a value of its accessControlScheme operationa attributd Each
subeniry that is_an—Access Control Specific Point and which contains access control informatior), has
accesisControlSubéntry as a value of its object-class attribute. An administrative entry and its subentries may hold
operational attributes (such as access control information) which relate, respectively, to the administrative point (and
possifly its\subentries) and to collections of entries (within the administrative area) defined by the subentry
subtreeSpecification.

The accessControlScheme attribute shall be present if and only if the holding administrative entry is an access control
specific entry. An administrative entry can never be both an access control specific and an access control inner entry;
corresponding values can therefore never be present simultaneoudly in the administrativeRole attribute.

The scope of a subentry that contains access control information, as defined by its subtreeSpecification (which may
include subtree refinements), is termed a Directory Access Control Domain (DACD).

NOTE — A DACD can contain zero entries, and can encompass entries that have not yet been added to the DIT.
The Security Authority may permit an Access Control Specific Area to be partitioned into subtrees termed inner
(administrative) areas. Each such inner areais termed an Access Control Inner Area (ACIA) with access-control-inner-

area as the value of the administrativeRole operational attribute. Each subentry of the corresponding administrative
point that contains prescriptive ACI has, as before, an accessControlSubentry value within its object class attribute.
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The scope (subtreeSpecification ) specified in a subentry within an ACIA is also a DACD and contains entries inside
the associated Access Control Inner Area.

ACIAs allow a degree of delegation of access control authority within the ACSA. The authority for the ACSA still
retains authority within the ACIA since the ACI in the subentries of the ACSA’s administrative point apply as well as
the ACI in the subentries of the relevant ACIAs (subclause 16.6 explains how the ACSA controls authority).

In summary, in evaluating access controls, the type of access control scheme (e.g. Basic Access Control) is indicated by
the accessControlScheme attribute value of the relevant access control specific entry; the role of each relevant
administrative entry within the ACSA is indicated by He&ministrativeRole attribute values; the presence of
prescriptive access control in a particular subentry is indicated hycassControlSubentry value in its object class

attribute.

Subentries, like other entries, can holdeatryACI attribute for protection of its own contents.

16.3.4 Associating controlswith administrative areas

Access to a given entry is (potentially) controlled by the totality of superior access control_administrati

inner|and specific) up to and including the first non-inner access control administrative point of

Administrative Point encountered moving up the DIT from the entry towards the rooty Access Control

superjor to this access control administrative point have no effect on access controlto the given entry.
NOTE 1 — An Autonomous Administrative Point is considered implicitly to be andAceéss Control Specific Point
of this description, even if it is not associated with any prescriptive controls.

Somelimportant points regarding the association between access controls and@dministrative areas are:

a) Access controls for Directory information may apply to only selected entries, or may have
extending throughout portions of the DIB that are logically related by a common security policy
common Access Control administration.

b) Access control may be imposed on entries within ACSAs or within ACIAs by placing prescripti
attributes (see 16.5) within one or more-sabentries of the corresponding Access Control Adminis
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 —prescriptiveACI attributes are not collective attributes. There are a number of significa
betweemrescriptiveACl and.collective attributes:

— although arescriptiveACI attribute may affect access control decisions for each entry withi
the subentry that-holds it, tipeescriptiveACI attribute is not considered to supply accessible
to any such(entry or to be in any sense a part of such an entry;

assoeiated with Access Control Specific and Inner Points, not with entry-collection administ

— { The purpose of grescriptiveACI attribute is to express a policy that influences across a d
entries, while the purpose of a collective attribute is to provide information that assd
accessible set of attributes within a defined set of entries;

—  prescriptiveAClI attributes represent policy information that will, in general, not be widely 4
ordinary users. Administrative users who need to aqoessriptiveACI information can acces
operational attributes within subentries.

e points (both
Autonomous
Specific Points

for the purpose

scope
and a

veACl
trative

nt differences

the scope of
information

—  prescriptiveACl attributes are associated with the access control aspects of administjation, and are

rative points;
efined set of

ciates a user-

ccessible by
5 them as

c) A prescriptiveACI operational attribute contains ACllitems (see 16.4.1) common to all entries within the
scope of the subentry, i.e. DACD, in which the prescriptiveACI occurs. A DACD normally contains

entries inside the associated Access Control Specific Area (but can contain no entries at all).

d) Although particular AClitems may specify attributes or values as protected items, AClitems are logically

associated with entries. The particular set of AClitems associated with an entry is a combination of:

— AClitems that apply to that particular entry, specified as values ofritrg ACI operational attribute,

if present (see 16.5.2);

— AClitems from prescriptiveACI operational attributes applicable to the entry by virtu

e of being

placed in subentries of administrative entries whose scope includes the particular entry (see 16.5.1).
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e

f)

Each entry (controlled by entryACI and/or prescriptiveACI) necessarily falls within one and only one
ACSA. Each such entry may also fall within one or more ACIAs nested inside the ACSA containing the
entry. The prescriptiveACI that potentially affects the outcome of access control decisions for a given
entry are located within subentries (of the administrative entry) for the ACSA and for each ACIA
containing the entry. Other subentries cannot affect access control decisions regarding that entry.

If an entry iswithin the scope of more than one DACD, the complete set of AClitems that may potentially
affect access control decisions regarding that entry includes all prescriptiveACI item attributes of those
DACDs, in addition to any entryACI attributes in the entry itself. An example is shown in Figure 11. The
effective access control at entry E1 is a combination of the prescriptiveACI for DACD1, DACD?2,
DACD3, and entryACI (if present) in entry E1. The effective access control at entry E2 is a combination
of the prescriptiveACI for DACD1 and DACDS3, and entryACI (if present) in entry E2.

9)

=
Co—

The subtreeSpecification attribute in each subentry defines a collection of entriesywithin an
administrative area. Since a subtreeSpecification may define a subtree refinement, "'DACD$ may
arbitrarily overlap within the intersection of their respective administrative areas. |[For simplicity,
Figure 11 does not show administrative points, subentries, or administrative areas;however, it may be
considered as three DACDs in the same ACSA with each DACD corresponding‘ta-a single subentry of
the administrative point for that ACSA (and there are no ACIAS). Alternatively, Figure 11 may be
considered in the context of a single ACSA containing a single ACIA where'DACD1 is congruent|to the
ACSA and DACD3 is congruent to the ACIA (DACD1 and DACD2 would correspond to subenties of
the ACSA administrative point and DACD3 would correspond to a subentry of the ACIA adminigrative
point). An administrative area is congruent to a DACD when the collection of entriesin the DACO is the
same as the collection of entriesin the implicitly defined subtree eorresponding to the administrative area.
See the example in Annex K for figures depicting the rélationship between administrative gntries,
administrative areas, subentries and DACDs.

T DACD1

| DACD2

DACD3

//il

g

E2

TISO3320-94/d11

Figure 11 — Effective Access Control using DACDs
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16.4 Representation of Access Control Information

16.4.1 ASN.1for Access Control Information

I SO/IEC 9594-2 : 1998 (E)

Access Control Information is represented as a set of AClitems, where each AClltem grants or denies permissions in

regard to certain specified users and protected items.
In ASN.1 the information is expressed as.

AClltem ::= SEQUENCE {

identificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationl evel Authenticationl Q\lﬂl'
itemOrUserFirst CHOICE {
itemFirst [0] SEQUENCE{
protecteditems Protectedltems,
itemPermissions SET OF ItemPermission },
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)

Protegtedltems ::= SEQUENCE {

entry [0] NULL
allUserAttributeTypes [1] NULL

attributeType [2] SET OF AttributeType
allAttributeValues [3] SET OF AttributeType
allUserAttributeTypesAndValues [4] NULL

attributeValue [5] SET OF AttributeTypeAndValue
selfValue [6] SET OF AttributeType
rangeOfValues [7]  Filter

maxValueCount [8] SET OF MaxValueCount
maximmSub [9] INTEGER

restrictedBy [10] SET-QF RestrictedValue
contexts [11] SET OF ContextAssertion

MaxValueCount ::= SEQUENCE ({

type AttributeType,
maxCount INTEGER }
RestrictedValue ::= SEQUENCE-{
type AttributeFype,
valuesin AttributeType }

User(lasses ::= SEQUENCE {

allUsers  [Q]2vNULL OPTIONAL,
thisEntry _{23}* NULL OPTIONAL,
name [2] SET OF NameAndOptionalUID OPTIONAL,

userGroup [3] SET OF NameAndOptionalUID OPTIONAL,
-- dn component must be the name of an
-- entry of GroupOfUniqueNames

OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL }

suptree 14] o T UF subtreespecitication OUFTIUNAL

ItemPermission ::= SEQUENCE {

precedence Precedence OPTIONAL,

-- defaults to precedence in AClltem --
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }

UserPermission ::= SEQUENCE ({
precedence Precedence OPTIONAL,
-- defaults to precedence in AClltem

protecteditems Protectedltems,
grantsAndDenials GrantsAndDenials }
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AuthenticationLevel ::= CHOICE {

basicLevelsSEQUENCE ({

level ENUMERATED { none (0), simple (1), strong (2) },

localQualifier INTEGER OPTIONAL },
other EXTERNAL }

GrantsAndDenials ::= BIT STRING {

-- permissions that may be used in conjunction
-- with any component of Protecteditems

grantAdd 0),
denyAdd ),
grantDiscloseOnError (2),
denyDiscloseOnError (3),

Attrib

16.4.2

16.4.2.

| denti
the pu

grantRead 4),
denyRead (5),
grantRemove (6),
denyRemove ),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse 9),

grantExport (20),
denyExport (12),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
denyRename a7,
grantReturnDN (18),
denyReturnDN (29),

-- permissions that may be used in conjunction
-- with any component, except entry, of Protectedltems

grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23)}

LiteTypeAndValue ::= SEQUENCE (

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}i{ @type}) }
Description of AClltem_Parameters

1 IdentificationTag

poses of protéection, management and administration.

.2 Precedence

icationTag isdsed to identify a particular ACllitem. This is used to discriminate among individua ACliter

hs for

control deC|sron in accordance W|th 16 8 ACIltems haV| ng hlgher precedence val ues may prevall over others Wlth lower
precedence values, other factors being equal. Precedence values are integers and are compared as such.

Precedence can be used by a superior authority within the Security Authority to permit partial delegation of access
control policy setting within an ACSA. This can be achieved by the superior authority setting a general policy at a high
precedence and authorizing users representing the subordinate authority (e.g. associated with an ACIA) to create and
modify ACI with alower precedence, in order to tailor the general policy for specific purposes. The partial delegation
thus requires the means for the superior authority to limit the maximum precedence which the subordinate authority can
assign to ACI under its contral.

Basic Access Control does not specify or describe how to limit the maximum precedence that can be used by a
subordinate authority. This must be done by local means.
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16.4.2.3 AuthenticationL evel

AuthenticationLevel defines the minimum requestor authentication level required for this AClitem. It has two forms:

— basicLevels which indicates the level of authentication, optionally qualified by positive or negative
integerlocalQualifier;

— other: an externally defined measure.

WhenbasicLevels is used, aruthenticationLevel consisting of devel and optionalocalQualifier shall be assigned to

the requestor by the DSA according to local policy. For a requestor’'s authentication level to exceed a minimum
requirement, the requestoffsvel must meet or exceed that specified in A@item, and in addition the requestor’s
localQualifier must be arithmetically greater than or equal to that oAttitem. Strong authentication of the requestor

is considered to exceed a requirement for simple or no authentication, and simple authentication exceeds a requirement
for ng authentication. For access control purposes, the "simple" authentication level requires a password; the case of
identification only, with no password supplied, is considered "none"loéaQualifier is not specified ipstha&dlitem,

then the requestor need not have a corresponding value (if such a value is present it is ignored).

Wherother is used, an appropriatauthenticationLevel shall be assigned to the requestor by.the DSA gccording to
local | policy. The form of thisAuthenticationLevel and the method by which it¢is) compared | with the
AuthdnticationLevel in the ACI is a local matter.

NQTE 1 — An authentication level associated with an explicit denial indicates the minimum level to which a rgquestor must be
authenticated in order not to be denied access. For exampl€lisam that denies access,tova particular user class|and requires
strpng authentication will deny access to all requestors who cannot prove, by means of a strongly authenticated idbetity, that
are not in that user class.

NQTE 2 — The DSA may base authentication level on factors other than valuesyreceived in protocol exchanges.

16.4.24 itemFirst and userFirst Parameters

Each ACIitem contains a choice of itemFirst or userFirst. The choiee alows grouping of permissions depend|ng on
whether they are most conveniently grouped by user classes. or by protected items. itemFirst and userFirst are
equivalent in the sense that they capture the same access control-information; however, they organize that inforation
differgntly. The choice between them is based on adminigtrative convenience. The parameters used in itemF|rst or
userFjrst are described below.

a) Protectedltems define the items to which the specified access controls apply. It is defined ag a set
selected from the following:

— entry means the entry-contents as a whole and does not necessarily include the infprmation in the
entry.

— alluserAttributeTypes means all user attribute type information associated with the gntry, but not
values associated with those attributes.

— allUuserAttributeTypesAndValues means all user attribute information associated with the entry,
including-all values of all user attributes.

— attributeType means attribute type information pertaining to specific attributes bui not values
associated with the type.

=,V allAttributeValues means all attribute value information pertaining to specific attributes.

— attributevValue means a specific value of specific attributes.

= seifvalue mearns the attribute vatue assertion comesponding to- thecomrent Tequestor. The protected
item selfValue applies only when the access controls are to be applied with respect to a specific
authenticated user. It can only apply in the specific case where the attribute specified is of
DistinguishedName or uniqgueMember syntax and the attribute value within the specified attribute
matches the distinguished name of the originator of the operation.

NOTE 1 —allUserAttributeTypes and allUserAttributeTypesAndValues do not include operational attributes,
which should be specified on a per attribute basis, using attributeType, allAttributeValigthatevalue.

rangeOfValues means any attribute value which matches the specified filter, i.e. for which the
specified filter evaluated on that attribute value would return TRUE.

NOTE 2 — The filter is not evaluated on any entries in the DIB; it is evaluated using the semantics
defined in 7.8 of ITU-T Rec. X.511 | ISO/IEC 9594-3, operating on a fictitious entry that contains only
the single attribute value which is the protected item.
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The remaining items provide constraints that may disable the granting of certain permissions to protected
items in the same SEQUENCE:

maxValueCount restricts the maximum number of attribute values allowed for a specified attribute
type. It is examined if the protected item is an attribute value of the specified type and the permission
sought is add. Values of that attribute in the entry are counted without regard to context or access
control and as though the operation which adds the values were successful. If the number of values
in the attribute exceeds maxCount, the ACI item is treated as not granting add access.

maxlmmSub restricts the maximum number of immediate subordinates of the superior entry to an

entry being added or imported. It is examined if the protected item is an entry, the permission sought
is add or import, and the immediate superior entry is in the same DSA as the entry being added or
imported. Immediate subordinates of the superior entry are counted without regard to context or

Names used to specify a user, group or subtree shall be primary distinguished namg
alternative distinguished values shall not be included. The access control decision functior
to determine the primary distinguished name for alternative names with which it is supplied.

access control as though the entry addition or Importing were successiul. 1.t
subordinates exceeds maximmsSub, the ACI item is treated as not granting add orim

restrictedBy restricts values added to the attribute type to being values that are alread
same entry as values of the attribute valuesin. It is examined if the protected. item is af
of the specified type and the permission sought is add. Values of the valuesin attriby
without regard to context or access control and as though the operation ‘which adds

successful. If the value to be added is not present in valuesin the ACFitem is treated
add access.

contexts restricts values added to the entry to having context lists that satisfy all ¢
assertions irtontexts. It is examined if the protected item\jS/an attribute value and th
sought isadd. If the value to be added does not satisfy the context assertions the ACI
as not grantingdd access; if it does satisfy all of them, the ACI item is treated as not
access.

NOTE 3 — This is only relevant when the permission sougadds and all context assertion
satisfied. It does not provide for general use of contexts to differentiate protected i
permissions.

allUsers means every directory-user (with possible requirementsufbenticationLlevel).
thisEntry means the user with the same distinguished name as the entry being access
name is the user with the specified distinguished name (with an optional unique identifi

userGroup is theset of users who are members ofgitueipOfUniqueNames entry, identi
the specified-distinguished name (with an optional unique identifier). Members of a gr
names are-tréated as individual object names, and not as the names of other groups
How greup-membership is determined is described in 16.4.2.5.

subtree’ is the set of users whose distinguished names fall within the definition of th
Subtree.

e number of
ort access.

present in the
attribute value
te are checked
he values were
as not granting

f the context
P permission
item is treated

deaddng

s shall be
ems for other

b) UserClasses defines a set of zero or more users the permissions apply to. The set of users is sglected
from the following:

ed.
er).

fied by
pup of unique
bf unique names.

e (unrefined)

s. Context and
is not required

equently resolved by

the Dlrectory to the prlmary dlstlngwshed name, access control based on prlmary dlstlngwshed names may fail to
recognize the requestor as belonging to the user class granted or denied access.

C) SubtreeSpecification is used to specify a subtree relative to the root entry named in base. The base
represents the distinguished name of the root of subtree. The subtree extends to the leaves of the DIT
unless otherwise specified in chop. The use of a specificationFilter component is not permitted; if
present, it shall be ignored.

NOTE 5 —SubtreeSpecification does not allow subtree refinement because a refinement might require a DSA to

use a distributed operation in order to determine if a given user is in a particular user class. Basi

¢ Access Control

is designed to avoid remote operations in the course of making an access control decision. Membership in a
subtree whose definition includes omlyse andchop can be evaluated locally, whereas membership in a subtree

definition usingspecificationFilter can only be evaluated by obtaining information from the user's e
potentially in another DSA.
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ItemPermission contains a collection of users and their permissions with respect to Protecteditems
within an itemFirst specification. The permissions are specified in grantsAndDenials as discussed in
item f) of this subclause. Each of the permissions specified in grantsAndDenials is considered to have
the precedence level specified in precedence for the purpose of evaluating access control information as
discussed in 16.8. If precedence is omitted within ItemPermission, then precedence is taken from the
precedence specified for the ACIitem (see 16.4.2.2).

UserPermission contains a collection of protected items and the associated permissions with respect to
userClasses within a userFirst specification. The protected items are specified in protecteditems as
discussed in 16.4.2. The associated permissions are specified in grantsAndDenials as discussed in item f)
of this subclause. Each of the permissions specified in grantsAndDenials is considered to have the
precedence level specified in precedence for the purpose of evaluating access control information as

discussed in 16 8 nrecedence omitteq within erPerm an the precedence aken m the

f) GrantsAndDenials specify the access rights that are granted or denied in the AClitem specificatiop. The
precise semantics of these permissions with respect to each protected item is discussed in JTU-T
Rec. X.511 | ISO/IEC 9594-3.

g) Uniqueldentifier may be used by the authentication mechanism to distinguish between instanges of

distinguished name reuse. The value of the unique identifier is assigned by ‘the authentication authority
according to its policy and is provided by the authenticating DSA. If thisfield is present, then [for an
accessing user to match the name user class of an AClitem that grants) permissions, in addition|to the

specified value.

NOTE 6 — When authentication is based on sup@iedirityParameters, the unique identifier assoc
the user may be taken from th@&bjectUniqueldentifier field of the sender'SCertificate in the
CertificationPath.

.5 Determining group membership

ining whether a given requestor is a group member requires checking two criteria. Also, the determinatid
5 are discussed below.

a) A DSA is not required to perform a remote operation to determine whether the requestor belong
particular group for thevpurposes of Basic Access Control. If membership in the group can
evauated, the DSA shalMassume that the requestor does not belong to the group if the ACI item gra
permission sought,(and does belong to the group if it denies the permission sought.

NOTE 1 < Access control administrators must beware of basing access controls on membersh
available ‘groups or groups which are available only through replication (and which may, therd
date):

NOTE 2 — For performance reasons, it is usually impractical to retrieve group membership from
part of the evaluation of access controls. However, in certain circumstances it may be practica
permitted, for example, to perform remote operations to obtain or refresh a local copy of a group
Compare operation to check membership prior to applying this clause.

requirement that the user’s distinguished name match the specified distinguished name, the authentication
of the user must yield an associated unique identifier, angkthat value must match for equality with the

ated with
bptional

n may

strained if the group definition is not known }ocally. The criteria for membership and the treatment of nom-local

s to a
ot be
nts the

ip of non-locally
fore, be out of

emote DSAs as
I, and a DSA is
entry or use the

b) 1n order to datermine whether the requestor is amember of a userGrod Ho-LiSer cl ass, the followi ng
bt |

apply:

riteria

— The entry named by theserGroup specification must be an instance of the object class

groupOfNames or groupOfUniqueNames.

— The name of the requestor must be a value ahtheber or uniqueMember attribute of that

entry.

NOTE 3 — Values of thenember or uniqueMember attribute that do not match the name of the

requestor are ignored, even if they represent the names of groups of which the originato

r could be found

to be a member. Hence, nested groups are not supported when evaluating access controls.

NOTE 4 — Names used imember or uniqueMember shall be primary distinguished names. Context,

and alternative values with context, shall not be included.
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16.5

The ACI operational attributes

Access control information is stored in the Directory as an operational attribute of entries and subentries. The

operational attribute is multi-valued, which allows ACI to be represented as a set of AClitems (defined in 16.4).

165.1

Prescriptive access control information

A Prescriptive ACI attribute is defined as an operational attribute of a subentry. It contains access control information
applicable to entries within that subentry’s scope:

prescriptiveAClI ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE

AClltem
directoryStringFirstComponentMatch

16.5.2

An Entry ACI attribute is defined as operational attributes of an entry. It contains access control informg
entry in which it appears, and that entry’s contents:

to the

entry

16.5.3

Sube
suber
point,
only i

In eva

suber

16.6

USAGE
ID

\CI ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

SubentryACI

specific area (if.any).

tryACl ATTRIBUTE\:2 {
WITH SYNTAX

EQUALITY MATGHING RULE
USAGE

ID

Protecting the ACI

directoryOperation
id-aca-prescriptiveACl }

Entry access control information

AClltem
directoryStringFirstComponentMatch
directoryOperation

id-aca-entryACl }

ntry ACI attributes are defined as operational attributes>of administrative entries, and provide
infornpation that applies to each of the subentries of the corfesponding administrative point. Prescriptive
tries of a particular administrative point never applies to the same or any other subentry of tha
but can be applicable to the subentries of subordinate administrative points. Subentry ACI attribut
n administrative points and do not affect any elerment of the DIT other than immediately subordinat¢ subentries.

luating access control for a specific subentry, the ACI that must be considered is:
— theentryACI within the subentry’itself (if any);
— thesubentryACI within the associated administrative entry (if any);

— prescriptiveACl associated with other relevant administrative points within the same a

AClltem
directoryStringFirstComponentMatch
directoryOperation
id-aca-subentryACl }

tion applicable

access control
ACI within the

t administrative
S are contained

ccess control

ACI operational attributes may be subjected to the same protection mechanisms as ordinary attributes. Some important

relate

76

d points are:

a) TheidentificationTag provides an identifier for eackCllitem. This tag can be used to remove a specific
AClitem value, or to protect it by prescriptive or entry ACI.

NOTE 1 — Directory rules ensure that only om@litem per access control attribute possesses any specific

identificationTag value.

b) The creation of subentries for an Administrative Entry may be access controlled by means of the
subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security policy; this

provision is required to create access controls in new autonomous administrative areas.
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Access control and Directory operations

Each Directory operation involves making a series of access control decisions on the various protected items that the
operation accesses.

For some operations (e.g. Modify operations), each such access control decision must grant access for the operation to
succeed; if access is denied to any protected item, the whole operation fails. For other operations, protected items to

which

access isdenied are simply omitted from the operation result and processing continues.

If the requested access is denied, further access control decisions may be needed to determine if the user has
DiscloseOnError permissions to the protected item. Only if DiscloseOnError permission is granted may the Directory
respond with an error that reveas the existence of the protected item; in al other cases, the Directory acts so as to

CONCe; | tha avictanca of tha nraotected-itam.
p—tHE-EXTStERCE-OtHEe-Protectea+er-

The agcess control requirements for each operation, i.e. the protected items and the access permission required-to access

each [

The algorithm by which any particular access control decision is madeis specified in 16.8.

16.8

rotected item, are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Access Control Decision Function

This subclause specifies how an access control decision is made for any particular protected item. It provides a

conceptual description of the Access Control Decision Function (ACDF) for basic-access-control. It describe
ems are processed in order to decide whether to grant or deny a particularrequestor a specified permission to a
given protected item.

ACI i

16.8.1

For eg

In ad
numb

The @

Inputs and outputs

ich invocation of the ACDF, theinputs are:

a) the requestor’s Distinguished Name (as defined in 7.3 of ITU-T Rec. X.511 | ISO/IEC 95
identifier, and authentication level, or a&’many of these as are available;

b) the protected item (an entry, anattribute, or an attribute value) being considered at the
point for which the ACDF was invoked;

c) the requested permission category specified for the current decision point;

d) the ACI items associated with the entry containing (or which is) the protected item. Protd
described in 16.3:2 and 16.5.1. The scope of influence for ACI items withemteyACI attri
described in-16.3.2 and 16.5.2. The scope of influence for ACI items withibemtryACI attri
described-in16.5.3.

lition, if the AClkitems include any of the protected item constraints described in 16.4.2.4, the who
er of immedidte subordinates of its superior entry may also be required as inputs.

utputiis-a decision twant or deny access to the protected item.

5 how

94-3), unique

current decision

cted items are

described in 16.4.2.4. The scope of influence for ACI items withipregcriptiveACI attrithute is

bute is
bute is

e entry and the

In an

particular instance of making an access control decision, the outcome shall be the same as if tlj

e steps in 16.8.2

through 16.8.4 were performed.

16.8.2 Tuples

For each ACI value in the ACI items of 16.8.1 d), expand the value into atsplesf one tuple for each element of the
itemPermissions and userPermissions sets. Collect all tuples from all ACI values into a single set. Each tuple
contains the following items:

(userClasses, authenticationLevel, protecteditems, grantsAndDenials, precedence)

For any tuple whos@rantsAndDenials specify both grants and denials, replace the tuple with two tuples —one
specifying only grants and the other specifying only denials.
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16.8.3 Discarding non-relevant tuples

Perform the following steps to discard al non-relevant tuples:
1) Discard all tuples that do not include the requestor in the tupdeisClass [16.4.2.4 b)] as follows:

— For tuples that grant access, discard all tuples that do not include the requestor’s identity in the
tuples’suserClasses element taking into accouatiqueldentifier elements if relevant. Where a
tuple specifies aniqueldentifier, a matching value must be present in the requestor’s identity if the
tuple is not to be discarded. Discard tuples that specify an authentication level higher than that
associated with the requestor in accordance with 16.4.2.3.

— For tuples that deny access, retain all tuples that include the requestor in theukglefasses
C:CIIICIIt tCllr\;ll ;IItU auuuuuhl UC:dCIIt;f;CI C:CIIICI |ta If IC:CV(]I It. I"\‘\:QU ICtG;II (1:: tu :CD that den
g 9 q P y
access and which specify an authentication level higher than that associated with"the requestor in
accordance with 16.4.2.3. All other tuples that deny access are discarded.

NOTE 1 — The second requirement in the second sub-item above (i.e. to retain any-tuple that denies access
and also specifies an authentication level higher than that associated with the requestor) reflects the fact that
the requestor has not adequately proved non-membership in the user class forwhich the derjial is specified.

2) Discard al tuplesthat do not include the protected item in protecteditems [16:4.2:4 @)].

3) Examineall tuplesthat include the maxVvalueCount, maximmSub, restrictedBy, or contexts. Disdard all
such tuples which grant access and which do not satisfy any of these constraints [16.4.2.4 8)].

4) Discard dl tuples that do not include the requested permission as 6ne'of the set bitsin grantsAndDenials
[16.4.1, 16.4.2.4f)].

NOTE 2 — The order in which discarding of non-relevant’ tuples is performed does not change the output of
the ACDF.

16.84  Selecting highest precedence, most specific tuples

Perform the following steps to select those tuples of highest precedence and specificity:
1) Discard al tuples having aprecedence tess than the highest remaining precedence.

2) If more than one tuple remains, cheose the tuples with the most specific user class. If there are any|tuples
matching the reguestor with UserClasses element name or thisEntry, discard al other tuples. Otherwise
if there are any tuples matching UserGroup, discard all other tuples. Otherwise if there are any [tuples
matching subtree, discard all other tuples.

3) If more than one tuple remains, choose the tuples with the most specific protected item. If the pratected
item is an attribute'and there are tuples that specify the attribute type explicitly, discard all other tuples. If
the protected item is an attribute value, and there are tuples that specify the attribute value explicitly,
discard all-other tuples. A protected item which is a rangeOfValues is to be treated as specifyjng an
attribute'valde explicitly.

Grant|accessif and\anly if one or more tuples remain and all grant access. Otherwise deny access.

16.9 Simplified Access Control

16.9.1 Introduction

This subclause describes the functionality of an access control scheme, known as Simplified Access Control, that is
designed to provide a subset of functionality found in Basic Access Control.

16.9.2 Definition of Simplified Access Control functionality

The functionality of Simplified Access Control is defined as follows:

a) access control decisions shall be made only on the basis of ACIllitem values of prescriptiveACI and
subentryACI operational attributes.

NOTE 1 —entryACl, if present, shall not be used to make access control decisions.
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b) access control specific administrative areas shall be supported. Access control inner administrative areas
shall not be used. Particular access decisions shall be made on the basis of AClitem values obtained from
asingle Administrative Point, or from subentries of that Administrative Point.

NOTE 2 — Values ofrrescriptiveACI attributes appearing in subentries of Administrative Points containiitg no
ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make access control
decisions.

¢) dl other provisions shall be as defined for basic access control.

17 Rule-based Access Control

171 Scope and application

This dlause defines a specific access control scheme (of possibly many) for the Directory. The access control scheme
defingd herein is identified with the accessControlScheme operational attribute by giving it the value rule-hased-
accesis-control or if used in conjunction with the basic or simplified access control schemes defined.in ‘Clause 14, rule-
and-bpsic-access-control or rule-and-simple-access-control. Subclause 15.2.2 describes which)entries contgin the
accessControlScheme operational attribute.

The gcheme defined here is only concerned with controlling access to the Directory.information within the DIB
(poterftially including tree structure and access control information). It does not address controlling access TJor the
purpoge of communication with a DSA application-entity. Control of access to information means the prevention of
unauthorized detection, disclosure, or modification of that information.

17.2 Rule-based Access Control model

Therelmay be environments where information relating to the clearance (instead of identity) of the requestor is ysed in
determining whether or not access to an attribute value is to be denied. Thisis defined as Rule-based Access Contijol and
uses gdministratively imposed access control policy rules in detefmining when access is to be denied to certain cantents
of the| Directory. If access is denied under Rule-based Access Control, it cannot be allowed under other access gontrol
schemes. The Rule-based Access Control model identifies;the information used in determining whether access i$ to be
denieql. Thisis applied to every operation. Each access-eontrol decision involves:

a) Access control information associated with the attribute values being accessed. This access ¢ontrol
information is called a security.label.

b) Access control information “associated with the user requesting the operation. This access ¢ontrol
information is called the clearance. The user requesting the operation is called the requestor.

¢) Ruleswhich defingwheéther an access is authorized given a security label and a clearance, called sgcurity
policies.

See Figure 12.

Access Control Decision

Requestor > >
access request grant/deny
argument

oneration

p r
DN, .
authentication level, access decision
and clearance grant/deny

Protected =

item . g
security TIS08910-99/d12

label T

access control policy rules

Figure 12 — Rule-based Access Control Decision Model
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The security label(s) can be securely associated with attribute values by binding the label to the information through the
use of a digital signature or other integrity mechanism. A security label is a property of the attribute value and is
associated with the value as a context.

The clearance is needed to enable a comparison to be made against the security label. The clearance can be bound to the
Distinguished Name of the requestor through a certificate extension field (subject Directory attribute) or through an
attribute certificate. The means selected for providing the clearance is a matter for the security policy in effect.

NOTE - The use of other clearance information, (e.g. that associated with any intermediate DSAs which may have chained the
operation), is outside the scope of this Directory Specification.

The security rules to be applied in making an access control decision are defined as part of the security policy. The
security policy is either identified in the security label or defined for the environment containing the labelled object.

17.3 | Accesscontrol administrative areas
As for basic access control (see 16.3), the DIT is divided into administrative areas including Access (Control Specific
Areas| The administrative entry for an ACSA identifies the labelling security policies (access rules) that are applicable

for that administrative area as well as the applicable access control scheme (rule-based-accessscontrol or rulg-and-
basic{access-control or rule-and-simple-access-control or some other access control scheme).

17.4 Security L abel

17.4.1 Introduction

Security labels may be used to associate security-relevant information with-attributes within the Directory.

Security labels may be assigned to an attribute value in line with the-security policy in force for that attribute. The
securify policy may also define how security labels are to be used téienforce that security policy.

A seclrrity label comprises a set of elements optionally including a security policy identifier, a security classificgtion, a
privady mark, and a set of security categories (see 8.5.9 of k\TU-T Rec. X.411 | ISO/IEC 10021-4). The security |gbel is
bound to the attribute value using a digital signature or atkier integrity mechanism.

17.4.2 Administration of Security Labels
A seclirity label is assigned to an attribute value by an administrative function before being placed in the Directory

This gdministrative function is responsible for assigning security labels to attribute values in line with the security [policy
in forge for the ACSA.

The binding of a security label )is protected using a digital signature or other integrity mechanism. This protegtion is
applied by the administrativefunction, or creator of the attribute value.

1743 Labelled Attribute Values

A seclrrity label‘context associates a security label with an attribute value. Only a single label can be associated with an
attribyte value. That is, the security label context is single-valued. In addition, matching rules for the security label

context are.not supported.

attributeValueSecurityLabelContext CONTEXT ::={

SYNTAX  SignedSecurityLabel -- At most one security label context can be assigned to an
-- attribute value
ID id-avc-attributeValueSecurityLabelContext }

SignedSecurityLabel ::= SIGNED {SEQUENCE {
attHash HASH {AttributeTypeAndValue},
issuer Name OPTIONAL, -- name of labelling authority
keyldentifier Keyldentifier OPTIONAL,
securityLabel SecurityLabel } }

Keyldentifier ::= OCTET STRING
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This context is not used to filter or select particular attributes, as for other contexts, and the mechanisms associated with
contexts (fallback, default context values, etc.) are not used to apply rule-based access control.

The attHash component contains the resulting value of applying a cryptographic hashing procedure to DER-encoded
octets, as defined in ITU-T Rec. X.509 | ISO/IEC 9594-8.

Theis

suer component conveys the name of the labelling authority.

The keyldentifier component may be the identifier of a certified public key as held in the Subject Public Key Identifier
extension field defined in ITU-T Rec. X.509 | ISO/IEC 9594-8 or the identifier of a symmetric key and associated
security control information.

The securityLabel component is composed of a set of elements optionally including a security policy identifier, a
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Clearance
Irance attribute associates a clearance with a named entity including DUAS.

nce ATTRIBUTE ::= {
WITH SYNTAX  Clearance
ID id-at-clearance }

aince 1= SEQUENCE {

policyld OBJECT IDENTIFIER,

classList ClassList DEFAULT {unclassified},
securityCategories SET OF SecurityCategory OPTIONAL}

nce classList and securityCategories relates.
assList component includes a listof classifications that are associated with the named entity.

pcurityCategories (see 8.5:9ef ITU-T Rec. X.411 | ISO/IEC 10021-4) component, if present, provides
tions within the context pfa.classList.

TE — A clearance is«s€curely bound to a hamed entity using an Attribute Certificate (ITU-T Rec. X.509 | 1S(
blic key CertificateCextension field (e.g. within tBebjectDirectoryAttribute extension) (ITU-T Rec. X.509 |
D4-8), or means.6utside the scope of this Directory Specification.

Access.Control and Directory operations

411 |

| ist ::= BIT STRING {
unmarked (0),
unclassified (2),
restricted (2),
confidential 3),
secret 4,
topSecret 5)}
olicyld component conveys an identifier that may be used to identify the security policy in force to whigch the

urther

D/IEC 9594-8), a
ISO/IEC

aCCesy

S,

Directory operation involves making a series of access control decisions on the attribute values that the opTration

For some operations (e.g. RemoveEntry operation), even though the operation may appear to have succeeded if accessis
denied to one or more attribute values, the hidden attributes would remain in the directory. For other operations,
protected items to which accessis denied are simply omitted from the operation result and processing continues.

The access control requirements for each operation are specified in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Thed

gorithm by which any particular access control decision is made is specified as:

— If access to all the attribute values of an entry is denied ualdebased-access-control, the access is

denied to that entry for all operations.

— If access to all the attribute values of an attribute is denied underased-access-control, the
is denied to that attribute for all operations.

ITU-T Rec. X.501 (1997 E)

access

81


https://standardsiso.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

ISO/IEC 9594-2 : 1998 (E)

— Rule-based access control affects operations on reading attribute values (e.g. Read, Search) in that the

attribute value is not visible (the operation is carried out as though the attribute value is
access is denied to the attribute value.

not present) if

— Rule-based access control affects operations which involve removing an entry (e.g. Remove Entry) in that

they do not remove those attribute values to which access is denied.

— Rule-based access control affects operations which involve removing an attribute type (e.g. Modify
Entry — Remove Attribute) in that they do not remove those attribute values to which access is denied.

— Rule-based access control affects operations which involve removing an attribute valu

e (e.g. Modify

Entry — Remove Value) in that these operations fail if the access is denied to the attribute value.
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18.1

A cecess Contral Decicsiaon Ernection
7 EEESS- S OHtH-oD eSO ctron

subclause specifies how an access control decision is made for any particular attribute~yalug
ptual description of the Access Control Decision Function (ACDFufetbased-access-controh It’ deg

ied permission to a given attribute value. The decision function applies the security.pelicy rules
er an access is authorized on an attribute value given its security label and <{the requestor'g

rules forrule-based-access-control is given in K.10.

Inputs and outputs

hch invocation of the ACDF, the inputs are:
a) the requestor’s clearance (as defined in 17.5);
b) attribute value being considered at the current decisioh*point for which the ACDF was invo
c) the security policy in force for the access-control-specific area;

d) security label bound to the attribute value.
utput is a decision whether to deny access to thetattribute value.

hy particular instance of making an access control decision, the outcome shall be the same as ff
performed.

Use of Rule-based and Basic Access Control

) rule-based and basic access-control are in effect, the order in which they are applied is a local nj

mechanism. In this respebBliscloseOnError (see 16.2.3 and 16.2.4) permissionbaéic-access-contr
ssion that shall not override a denywé-based-access-control.

Cryptographic Protection in Storage

Data Integrity in Storage

18.1.

b, It provides a
cribes

. clearance and a security label are processed in order to decide whether to grant or deny a parficular requestor a

which establish
clearance. The

ion of the security rules is outside the scope of the Directory Specifications. A-simplified example of security

ed;

the steps in 17.6

atter, except that

bss is denied to the entry,-an/attribute type or an attribute value by either mechanism it shall not e granted by the

bl is a

Introduction

In some situations, the Directory may not give sufficient assurance that data is unchanged in storage, regardless of access
controls. The integrity of data stored in the Directory may be validated using digital signatures held as part of the
Directory Information. Either the digital signature of an entry or selected attributes within an entry may be held as an
attribute (see 18.1.2), or the digital signature of a single attribute value may be held in a context (see 18.1.3).

NOTE — The DSA shall maintain the encoding of the attribute placed in the Directory to ensure that the signature calculated on
the returned result is correct.

18.1.2

Protection of an Entry or Selected Attribute Types

Data integrity of attributes in storage is provided through use of digital signatures held alongside the attributes they are
protecting. The integrity of a whole entry, or of all attribute values for selected attributes in an entry, is protected by an
attribute holding adigital signature of all the attribute values being protected.
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This digital signature is created by an authority or directory user responsible for placing the information in the directory
entry. The digital signature can be validated by any user reading the attribute values for the entry. The directory service

itself i

snot involved in the creation or validation of the digital signature held in this attribute.

This integrity mechanism protects the integrity of directory attributes both in storage and during transfer between
components of the Directory (DSAs and DUAS). This integrity mechanism does not depend on the security of the
directory service itself.

Digital signatures applied to the whole entry do not include operationa or collective attributes. Any attribute value
contexts are included.

Addit
user w
a cert
attribu

The f
provid

onal control information is held along with the digital signature. This includes information on the authority
ho created the digital signature, the information to limit the validity of the signature and areference, inthef
ficate serial number, which could be used in a certificate revocation list to revoke the validity rof-the
tes.

bllowing defines an attribute type to hold a digital signature, along with associated contfol information,
les integrity of awhole entry or all values of selected attribute types.

attribyitelntegritylnfo ATTRIBUTE ::= {

Attrib

Scopé

Selec

Attrib

18.1.2

WITH SYNTAX AttributelntegrityInfo
EQUALITY MATCHING RULE attributelntegrityMatch
ID id-at-attributelntegritylnfo}
Litelntegritylnfo ::= SIGNED { SEQUENCE {
issuer Name, -- Authority or data eriginators name
scope Scope, -- Identifies the-attributes protected
subject Name OPTIONAL, -- If not presént can be implied from Name of entry
keyldentifier Keyldentifier OPTIONAL,
attribsHash AttribsHash } } -- Hastryalue of protected attributes
;2= CHOICE {
wholeEntry [0] NULL, -- Signature protects all attribute values in this entry

selectedTypes [1] SelectedTypes
-- Signature protects all attribute values of the selected attribute types

t

edTypes ::= SEQUENECE OF AttributeType

5Hash 1= HASH{SEQUENCE {
subject Name,
protectedAttributes SEQUENCE OF ProtectedAttributes } }
- Attribute type and values with associated context values for the selected Scope

JC-Attribute Integrity Matching Rule

or the
brm of
5ighed

which

The matching rule for the issuer, scope or key identifier is asfollows:

attributelntegrityMatch MATCHING-RULE ::= {

SYNTAX  AttributelntegrityAssertion
ID id-mr-attributelntegrityMatch }

AttributelntegrityAssertion ::= SEQUENCE ({

issuer Issuer OPTIONAL,
scope Scope OPTIONAL,
keyldentifier Keyldentifier OPTIONAL }

ITU-T Rec. X.501 (1997 E)
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The matching rule returns TRUE if all of the components that are present in the presented value match the corresponding
components of the attribute value, as follows:

a) issuer matches if the stored attribute value contains the name component of the same name type as
indicated in the presented value;

b) scope matchesif itisegual to the scope component of the stored attribute value;
c) keyldentifier matchesif it is equal to the keyldentifier component of the stored attribute value.

NOTE — Conformant implementations are not required to recognize all possible forms.

18.1.3 Context for Protection of a Single Attribute Value

The following defines a context to hold a digital signature, along with associated control information, which-prpvides
integrity for a single attribute value. Any attribute value contexts are included in the signature, excludingthe qontext
used tp hold signatures.

attribfiteValuelntegrityInfoContext CONTEXT ::= {

SYNTAX AttributeValuelntegrityInfo
ASSERTED AS  AVIAssertion
ID id-avc-attributeValuelntegritylnfoContext}

AttributeValuelntegritylnfo ::= SIGNED { SEQUENCE {

issuer Name, -- Authority or data eriginators name
subject Name OPTIONAL, -- May be implied-by Name for entry
keyldentifier Keyldentifier OPTIONAL,

aVIHash AVIHash } } -- Hash value)of protected attribute

AVIHgsh ::= HASH { SEQUENCE {

subject Name OPTIONAL,
-- Not present if name already in AttributeValuelhtegritylnfo
protectedAttributeValue AttributeTypeValueCaontexts } }

-- Attribute type and value with associated.context values

AttributeTypeValueContext ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),
value ATTRIBUTE.&Type ({SupportedAttributes}{{ @type}),
contextList SET SIZE (1..MAX) OF Context OPTIONAL }

AVIAgsertion ::= SEQUENCE {
issuer Name OPTIONAL,
keyldentifier Keyldentifier OPTIONAL }

NQTE — This context is not generally used to filter or select particular attributes, as for other contexts, howevefibieisqoss
usg context selection to_obtain attribute values for which there are digital signatures from known issuers or key identifiers.

18.2 Confidentiality of stored data

18.2.] Intreduction

|n Some Sitiatianc tha Mirootorn s oy nat v n cnffioi ot acciiranan that data 1o leant canfidanti ol 1 ctarana rocaed ess Of
1C-Srtorctr oS tHE T ECtoOry oy ot grv E-SarrererrosoSararicetH o tiotet TS K Epr CorractaTH-Storageregara

access controls. Confidentiality of attributesin storage is provided through use of:

a) A template for the definition of an attribute type which is an encrypted variant of an existing attribute
type.

b) Anattribute for distributing confidentiality keys.
Once the Directory accepts a protected variant of an attribute value, the matching rules of the original (cleartext)
attribute cannot be invoked.

NOTE — Any mechanism can be used to distribute the keys required to protect attributes defined using the "Confidential
Attribute” template. Further information on key management techniques can be found in ISO/IEC 11770: Information technology
— Security techniques — Key Management.
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Encrypted Attribute Value Template

If an encrypted variant is required of an existing directory attribute type, the following syntax is used:

EncryptedAttributeSyntax {AttributeSyntax} ::= SEQUENCE {

keylInfo SEQUENCE OF KeyldOrProtectedKey,
encAlg Algorithmldentifier,
encValue ENCRYPTED { AttributeSyntax } }

KeyldOrProtectedKey ::= SEQUENCE {

keyldentifier [0] Keyldentifier OPTIONAL,
protectedKeys [1] ProtectedKey OPTIONAL }

Prote¢tedKey ::= SEQUENCE ({

AuthReaders ::= SEQUENCE OF Name

EncAftKey ::= PROTECTED {SymmetricKey, keyProtection}
SymnjetricKey ::= BIT STRING

keyPrptection PROTECTION-MAPPING ::= {

NQ
re

Attrib
confid

The k

field defined in ITU-T Rec. X.509(| 1SO/IEC 9594-8, clause 12, or the identifier of a symmetric key and assq

securi
The al

The k
to app

Theg
is furt]

-- Al least one Key raentiier or protecied Key must be present

authReaders AuthReaders, -- if absent, use attribute in authorized reader entry
keyEncAlg Algorithmlidentifier OPTIONAL, -- algorithm to encrypt encAttrkey
encAttKey EncAttKey }

-- confidentiality key protected with authorized user’s
-- protection mechanism

SECURITY-TRANSFORMATION {genEncryption} }

TE 1 — It is not reasonable that ordering matching rdlés or substring matching rules be used for encrypted 3
ommended that encrypted attributes are only defined for user attributes.

iteSyntax is the clear text syntax of thenatribute and EncryptedAttributeSyntax the syntax of the equ
ential attribute.

byldentifier may be the identifier\ef a certified public key as held in the Subject Public Key Identifier ext

y control information.
IithReaders identifjesthose subjects who are permitted to retrieve the ProtectedKey.

pyEncAlg isthelidentifier for the algorithm used to encrypt the encAttKey, which isthe identifier for the ke
y the confidentiality service.

ttriblsi@s. It is

valent

ension
ciated

y used

bnEACKyption SECURITY-TRANSFORMATION defines the transformation which is used for key distributiof. This
her-defined in 15.3.1. This transformation may be used with any encryption algorithm, including reversibl eTpuinc

key algorithms and Symmetric K€y algorithms.

NOTE 2 — Key management, which includes key distribution, is within the purview of some administratively controlled security
policy. Therefore, this specification does not constrain geaEncryption SECURITY-TRANSFORMATION in such a
manner as to preclude the security manager of the DMD from specifying the precise details of key distribution. Furthermore, thi
specification does not require qualities of tpenEncryption SECURITY-TRANSFORMATION such that these qualities

preclude the use of particular key distribution mechanisms.

Support for an attribute does not imply support for the equivalent encrypted attribute.

Where a user attribute is defined in this set of specifications, the object identifier for the encrypted equivalent of that

attributeis allocated in ITU-T Rec. X.520 | ISO/IEC 9594-6, Annex A.
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18.2.3

Attributefor Confidentiality Key

If it is necessary to distribute information about the encryption that provides confidentiality of stored data, the following
attribute shall be used:

confK

eylnfo ATTRIBUTE ::= {

WITH SYNTAX ConfKeyInfo
EQUALITY MATCHING RULE readerAndKeylDMatch
ID id-at-confKeylnfo }

ConfKeyInfo ::= SEQUENCE {

keyldentifier Keyldentifier,
protectedKey ProtectedKey }

18.24

Reader and Key Identifier Matching Rule

A matiching rule for alist of authorized readers and their associated keysis as follows:

reade

Readq

The
correq

SEC

19
This d
Direct
19.1
For th

19.1.]

AndKeylDMatch MATCHING-RULE ::= {
SYNTAX  ReaderAndKeyIDAssertion
ID id-mr-readerAndKeylDMatch }
rAndKeyIDAssertion ::= SEQUENCE {
keyldentifier Keyldentifier,
authReaders AuthReaders OPTIONAL }

natching rule returns a TRUE if al of the components that are gpresent in the presented value mat
ponding components of the attribute value, as follows:

a) keyldentifier matches if it is equal to the keyldentifier. component of the ProtectedKey in the
attribute value;

the ProtectedKey in the stored attribute value:

TION 8 — DSA MODELS

DSA Models

lause is concerned with general models describing various aspects of the components comprising the Dir
ory System Agents (DSAS). Subsequent clauses treat additional DSA models.

Definitions
P purposes.of this Directory Specification, the following definitions apply:

context prefix: The sequence of RDNSs leading from the Root of the DIT to the initial vertex of an

ch the

stored

b) if present the authReaders matches if it is equdl to one of the names in the authReaders comporent of

pctory,

laming

contey

ti-corresponds to the distinguished name of that vertex.

19.1.2

DIB fragment: The portion of the DIB that is held by one master DSA, comprising one or more naming

contexts.

19.1.3 naming context: A subtree of entries held in asingle master DSA.

19.2

Directory Functional M odel

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAS),
each of which provides zero, one or more of the access points. This is illustrated in Figure 13 where the Directory is
composed of more than one DSA, it is said to be distributed. The procedures for the operation of the Directory wheniitis
distributed are specified in ITU-T Rec. X.518 | ISO/IEC 9594-4.
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The Directory

DSA

DSA

N

NQ
Fol
da

A parficular pair of application-processes which need to interact in the provision of directory services (either aDU

aD
Dir

Clausg 19 specifies the models that are used as the basis for specifying the distributed aspects of the Direct
frameyvork for the specification of operational modelsrconcerned with particular aspects of the operation

comp

19.3

This qubclause defines the principles aceording to which the DIB can be distributed.

Each

autharity for that entry. Maintenance and management of an entry shall take place in a DSA adm

admir

Each
descr

entrigs of which have a common administrative authority and are held in the same master DSA. A nami

at a
const

mastgr(tPSA. Subordinates of the non-leaf vertices belonging to the border denote the start of further na

TISO3330-94/d13

Figure 13 — The Directory Provided by Multiple DSAs

TE — A DSA will likely exhibit local behaviour and structure which is outside,the-scope of envisaged Directoryj
example, a DSA which is responsible for holding some or all of the information in the DIB will normally do s
abase, the interface to which is a local matter.

Specifications.
by means of a

A and

, or two DSASs) may be located in different open systems. Sueh an interaction is carried out by means ¢f OSI

ry protocols, as specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

nents of the Directory, DSAS, is provided in clauses 23 through 26.

Directory Distribution M odel

entry within the DIB is administered by one, and only one, DSA’s Administrator who is said to have
istrative authority forthe entry. This DSA is thaster DSA for the entry.

master DSA Avithin the Directory holdsfragment of the DIB. The DIB fragment held by a masts
bed in terms,6f the DIT and comprises one or more naming contewsidy context is a subtree of the)

ertex_af<the DIT (other than the root) and extends downwards to leaf and/or non-leaf verticeg
tutel thie border of the naming context. The superior of the starting vertex of a naming context is

Dry. A
of the

administrative
nistered by the

r DSA is

DIT, all

ng context starts
5. Such vertices
not held in that

ning contexts.

NOTE 1 — The DIT is therefore partitioned into disjoint naming contexts, each under the administrative authority of a single
master DSA.

NOTE 2 — A naming context in itself is not an administrative area having an administrative point or an explicit subtree
specification, but it may coincide with an administrative area.

It is possible for a master DSA’s administrator to have administrative authority for several disjoint naming contexts. For
every naming context for which a master DSA has administrative authority, it shall logically hold the sequence of RDNs
which lead from the root of the DIT to the initial vertex of the subtree comprising the naming context. This sequence of
RDNs is called theontext prefix of the naming context.

NOTE 3 — The primary distinguished name of the naming context shall be used as the context prefix. Contexts and alternative
values with context may optionally be included in the RDNSs.
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A master DSA’s administrator may delegate administrative authority for any immediate subordinates of any entry held
locally to another master DSA. A master DSA that delegated authority is cadlgmréor DSA and the context that

holds the superior entry of one for which the administrative authority was delegated, is catapette naming

context. Delegation of administrative authority begins with the root and proceeds downwards in the DIT; that is, it can
only occur from an entry to its subordinates.

Figure 14 illustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D and E), which
are physically distributed over three DSAs (DSA1, DSA2, and DSA3).

From the example, it can be seen that the naming contexts held by particular master DSAs may be configured so as to
meet a wide range of operational requirements. Certain master DSAs may be configured to hold those entries that
represent higher level naming domains within some logical part(s) of the DIB, the organizational structure of a large
company say, but not necessarily all the subordinate entries. Alternatively, master DSAs may be configured to hold only
those[naming contexts representing primarily leaf entries.

From|the above definitions, the limiting case for a naming context can be either a single entry or thetwhdle of the DIT.

Whilst the logical to physical mapping of the DIT onto master DSAs is potentially arbitrary,/the task pf information
locatipn and management is simplified if the master DSAs are configured to hold a small number of namjng contexts.

DSA9 may hold entry-copies as well as entries. Shadowed entries, the only sort,of entry-copy cdnsidered in the
Direcfory Specifications, are maintained by means of the shadowing service described in ITU-T Rec. X.525 | ISO/IEC
959449. In addition to this standardized sort of replicated information, two additional non-standardized sorts of entry-
copy may be encountered in the Directory.

— Copies of an entry may be stored in other DSA(s) through hilateral agreement.
— Copies of an entry may be acquired by storing (locallyand dynamically) a cache-copy of an entry which
results from a request.

NOTE 4 — The means by which these copies are~maintained and managed is not defined in| these Directory
Specifications. Due to more precise handling of features like access control, it is recommended |that the shadow
service be used instead of using cached-copies.

Root
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@ c=-ww c=w . Dsa3

DSA1

Context A Context B

Context D
ContextC
O = DEF

O.= ABC

ou=c @ou=H@ Context E o O
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Figure 14 — Hypothetical DIT
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A DSA holding an entry-copy is a shadow DSA for that entry. A shadow DSA may hold a copy of a naming context or a
portion thereof. The specification of the portion of a naming context that is shadowed is termed a unit of replication.

As described in 9.2 of ITU-T Rec. X.525 | ISO/IEC 9594-9, a unit or replication is defined within the Directory
information model, and a specification mechanism is provided. The shadowing mechanism in the Directory is based on
the definition of the subset of the DIT that will be shadowed. This subset is called unit of replication. The unit of
replication comprises a three-part specification which defines the scope of the portion of the DIT to be replicated, the
attributes to be replicated within that scope, and the requirements for subordinate knowledge. The unit of replication also
implicitly causes the shadowed information to include policy information in the form of operationa attributes held in
entries and subentries (e.g. access control information) which is to be used to correctly perform Directory operations.
The prefix information to be included begins at an autonomous administrative point and extends to the replication base
entry.

The ofiginator of a Directory request is informed (via fromEntry) as to whether information returned in respanse to a
request is from an entry-copy or not. A service control, dontUseCopy, is defined which alows the user ta_prohipit the
use of|entry-copies to satisfy the request (although copy information may be used in name resolution).

NOQTE 5 — Such name resolution will fail in some instances for a valid alternative name when resolved against a copy held in a
pre-1997 edition DSA, or in a later edition DSA holding a copy with incomplete name information, where an RDN includes an
attribute type for which there are multiple distinguished values differentiated by context.

In order for a DUA to begin processing a request it shall hold some information, specifically the presentation agldress,
about jat least one DSA that it can contact initially. How it acquires and holds thisinformation is alocal matter.

During the process of modification of entries it is possible that the Directory may become inconsistent. This will be
partictilarly likely if modification involves aliases or aliased objects which may be in different DSAs. The inconsistency

shall e corrected by specific administrator action, for example to delete aliases if the corresponding aliased objects have
been deleted. The Directory continues to operate during this period of inconsistency.

SECTION 9 — DSA INFORMATION MODEL

20 Knowledge

20.1 Definitions
For the purposes of this Directory/Specification, the following definitions apply:
20.1.1 category: A characteristic of a knowledge reference that qualifiesit asidentifying a master or a shadow [DSA.

20.1.2 commonlyusable: A characteristic of areplicated area that permits general distribution of the access ppint of
the D$A holding it;.a’commonly usable replicated areais normally a complete shadow copy of a naming context.

20.1.3 crossteference: A knowledge reference containing information about a DSA that holds an entry or[entry-
copy. [Thisisiused for optimization. The entry need have no superior or subordinate relationship to any entry in the DSA
holdir|g‘the cross reference.

20.1.4 immediate superior reference: A knowledge reference containing information about a DSA that holds the
naming context (or a commonly usable replicated area derived from it) that is immediately superior to one held by the
DSA for which the knowledge reference is relevant.

20.1.5 knowledge (information): DSA operational information held by a DSA that it uses to locate remote entry or
entry-copy information.

20.1.6  knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or entry-copy
with the DSA inwhich it islocated.

20.1.7 master knowledge: Knowledge of the master DSA for a naming context.
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one or more unspecified subordinate entries or entry-copies.

20.1.9 referencepath: A continuous sequence of knowledge references.

non-specific subordinate reference: A knowledge reference containing information about a DSA that holds

20.1.10 shadow knowledge: Knowledge of one or more shadow DSAs for a naming context (if the knowledge is

specif

ic) or contexts (if non-specific).

20.1.11 subordinate reference: A knowledge reference containing information about a DSA that holds a specific
subordinate entry or entry-copy.

20.1.12 superior reference: A knowledge reference containing information about a DSA considered capable of

resolv

ing (i.e. finding any entry within) the whole of the DIT.
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IB is distributed across a large number of master DSAS, each holding and having administrative authority
agment. The principles governing this distribution are specified in 19.3.

ition, these and other DSAs may hold copies of portions of the DIB.

requirement of the Directory that, for particular modes of user interaction, the distribution of the direct

h the DIB associated with any name (i.e. any object’s distinguished or alias nhames). If the DSA do
ject entry or object entry-copy associated with the name, it-must be able to interact with a DSA
y or indirectly by means of direct and/or indirect interactions with other DSAs.

the Directory user indicates that entry-copy informatign shall not be used to satisfy his request, th
ne name supplied in the user’s request.

Clause defines knowledge as that DSA operational information required to achieve these tech
pquent clauses specify the representation«of knowledge in the context of a general DSA informatiot

TE — The preceding statements represént technical objectives of the Directory. Realization of these te
pends on other matters (e.g. policy matters) in addition to a consistent configuration of knowledge in DSAs. G
establish a framework to address some of these matters.

M contains an illustration of (the'modelling of knowledge. The illustration is based on the hypothetical DIT|
Lre 14.

Knowledge References
edge is that gperational information held by a DSA that represents a partial description of the distribution o
ntry-copy 4nformation held in other DSAs. Knowledge is used by a DSA to determine an appropriate D
t when-a-+request received from a DUA or another DSA cannot be satisfied with locally held information.

edge‘consists of knowledge references. A knowledge reference associates, either directly or indirectly, the

for a
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er to support this operational requirement, it is necessary that each DSA be'able to gain access to the infornation
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Names used in knowledge references, whether as context prefixes, DSA names or entry names, shal be primary
distinguished values. Context, and alternative values with context, may also be included in RDNs.

NOTE — Name resolution may fail for a valid alternative name when knowledge references are held in pre-1997 DSAs which do
not recognize multiple distinguished values differentiated by context, or in DSAs not holding all the alternative distinguished

nal

mes in knowledge references or entry-copies.

20.3.1 Knowledge Categories

There

are two categories of knowledge reference, master knowledge references and shadow knowledge references.

Master knowledge is knowledge of the access point of the master DSA for a naming context.

90

ITU-T Rec. X.501 (1997 E)


https://standardsiso.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

I SO/IEC 9594-2 : 1998 (E)

Shadow knowledge is knowledge of DSAs holding replicated Directory information; it may be distributed by shadow
suppliers to shadow consumers by means of the replication procedures described in ITU-T Rec. X.525 |
ISO/IEC 9594-9. Shadow knowledge is knowledge of the access point of a set of one or more shadow DSAs for a
replicated area (a naming context or a portion thereof).

A DSA that is the object of shadow knowledge shall hold a commonly usable replicated area. One form of replicated
area that is commonly usable is a complete shadow copy of a naming context. An incomplete shadow copy of a naming
context held by a DSA may be commonly usable if it is sufficiently complete to satisfy the interrogation requests that
users commonly make to the DSA. It is the responsibility of the administrative authority who causes shadow knowledge
of aDSA holding an incomplete copy of a naming context to be distributed that the replicated area be commonly usable.

A given DSA may hold both master and shadow knowledge, the latter involving multiple shadow DSAS, regarding a
particular naming context. The specific knowledge used in the processing of a request received from a DUA or another
DSA,lI‘e.g. in the name resolution process, is determined by a DSA-specific selection procedure whereby the DSA
complites, based on any non-standardized criteria deemed appropriate by the administrative authority, an accéssppint of
aDSA capable of progressing the request.

NQTE — The Directory Specifications do not constrain how master and shadow knowledge is used by DSAs (other than indirectly
through constraints on DSA behaviour, for example dithveUseCopy andcopyShallDo service contrels’as specified in ITU-T

Rdc. X.511 | ISO/IEC 9594-3).

20.3.2 Knowledge Reference Types

The khowledge possessed by a DSA is defined in terms of a set of one or more Knowledge references wherg each
reference associates, either directly or indirectly, entries (or entry-copies) of the DIB with the DSA which holdg those
entries (or entry-copies).

A DSA may hold the following types of knowledge reference:
— asuperior reference;

— immediate superior references;

— subordinate references;

— non-specific subordinate references; and

- cross references.

A kndwledge reference of a particular type.shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in- shadowing as a shadow supplier and/or consumer may hold one or more of the

followjing types of knowledge reference:
—  supplier referencésjand

- consumer references.

Thes¢ knowledge reference types are described below.

20.3.41 Superior\Réference

A sugerior feference consists of:

—" the Access Point of a DSA.

Each non-first level DSA (see 20.5) maintains precisely one superior reference. The superior reference shall form part of
a reference path to the root. Unless some method outside the standard is employed to ensure this, for example within a
DMD, this shall be accomplished by referring to a DSA which holds a naming context or replicated area whose context

prefix has fewer RDNs than the context prefix with fewest RDNs held by the DSA holding the reference.

20.3.2.2 Immediate Superior References

An immediate superior reference consists of:

— the context prefix of a naming context that is immediately superior to one held (as entries or entry-copies)

by the DSA holding the reference;

— the Access Point of the DSA holding that naming context (as entries or entry-copies).
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Immediate superior references are an optional reference type that only occur when there is a hierarchical operational
binding to the referenced DSA (see clause 26 in ITU-T Rec. X.518 | ISO/IEC 9594-4). In the absence of such explicit
operational bindings, an immediate superior naming context may be referenced by means of a cross reference.

20.3.2.3 Subordinate References

A subordinate reference consists of::

— a context prefix corresponding to a naming context immediately subordinate to one held (as entries or
entry-copies) by the DSA holding the reference;

— the Access Point of the DSA holding that naming context (as entries or entry-copies).

All naming contexts immediately subordinate to naming contexts held by a master DSA shall be represented by
suboidi - ifi i i i

In the case where a DSA holds entry-copies, the subordinate naming contexts may or may not begepresented, depending
shadowing agreement in effect.

20.3.24 Non-Specific Subordinate References

A nont-specific subordinate reference consists of:

— the Access Points of a DSA that holds the entries (or entry-capies) of one or morg immediately
subordinate Naming Contexts.

This type of reference is optional, to allow for the case in which a DSA is known to contain some subordinate entries (or
entry{copies) but the specific RDNs of those entries (or entry-copies) is net\known.

For epch naming context that it holds, a master DSA may hold zerg @r more non-specific subordinate references. DSAs
accegsed via a non-specific reference shall be able to resolve thé request directly (either success or fallure). In the even
of failure, aserviceError reporting a problem afnableToProceed i$\returned to the requestor.

In thg case where a DSA holds entry-copies, the non-spegific subordinate references may or may nqt be represented,
depending on the shadowing agreement in effect.

20.3.25 Cross References

A cross reference consists of:
— a Context Prefix;

— the Access Point of a DSAwhich holds the entries or entry-copies for that naming context.

This type of reference is optionaland serves to optimize Name Resolution. A DSA may hold any number (including
zero) |of cross references.

20.3.2.6 Supplier References

A sugplier reference held'by a shadow consumer DSA consists of:

— the.cantext prefix of the naming context from which the replicated area received from the shadow
supplier is derived,;

— «the identifier of the shadowing agreement that the shadow consumer has established|with a shadow
supplier;

—theAccessPointoftheshadow-suppter BSA;
— anindication of whether the shadow supplier of the replicated area is or is not the master; and

— optionally, the access point of the master DSA if the supplier is not the master.

20.3.2.7 Consumer References

A consumer reference held by a shadow supplier DSA consists of:

— the context prefix of a naming context from which the replicated area provided by the shadow supplier is
derived,;

— the identifier of the shadowing agreement that the shadow supplier has established with a consumer; and

— the Access Point of the shadow consumer DSA.
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Minimum Knowledge

property of the Directory that each entry can be accessed independently of where arequest is generated.

It is also a property of the Directory that, to achieve adequate levels of performance and availability, some requests can
be satisfied using a copy of an entry, while other requests may only be satisfied using the entry itself (i.e. the information
held at the master DSA for the entry).

To realize these location independence properties of the Directory, each DSA must maintain a minimum quantity of

knowl

edge which depends on the particular configuration of the DSA.

The objective of these minimum requirements is to permit the distributed name resolution process to establish a
reference path, as a continuous sequence of master knowledge references, to all naming contexts within the Directory.
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of naming contexts. Cross reference knowledge (master and shadow) may be employed to establish-opt
nce paths to naming contexts and copies of naming contexts.

inimum knowledge requirements for DSAs are specified in 20.4.1-20.4.4.

Superior Knowledge

DSA that isnot afirst level DSA shall maintain a single superior reference.

Subordinate Knowledge

A\ that is the master DSA of a naming context shall maintain subordinate or, non-specific subordinate referer
ry master knowledge to each master DSA holding (as master) an immediately subordinate naming context.

Supplier Knowledge

nce. If the shadow consumer’s subordinate knowledge for the copy of the naming context is inc
5 supplier reference to establish a reference path, to' subordinate information. This procedure is d
ITU-T Rec. X.518 | ISO/IEC 9594-4.

Consumer Knowledge

ach shadow consumer DSA that it.Supplies with a replicated area, a shadow supplier DSA
mer reference.

First Level DSAs

SA referenced by a sdperior reference assumes the burden of establishing a reference path to al
wn to the referring~DSA. A DSA referenced by other DSAs may itself maintain a superior r
bive superior reférral process stops at a séirsdbflevel DSAs upon whom the ultimate responsibilif
ishment of reference paths falls.

level DSA\S characterized as follows:
a) it does not hold a superior reference;

b) it may hold one or more naming contexts immediately subordinate to the root of the DIT]

d these minimum requirements, additional knowledge may be employed to establish other reference pzixths to

mized

ces of

Ich shadow supplier DSA that supplies it with areplicated area,"a shadow consumer DSA shall maintain a siipplier

omplete, it shall
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¢) it holds a subordinate reference (of category master and/or shadow) for each naming context immediately

subordinate to the root of the DIT that it does not itself hold.

The administrative authorities for first level DSAs are jointly responsible for the administration of the immediate
subordinates of the root of the DIT. The procedures governing this joint administration are determined by multilateral
agreements which are outside the scope of the Directory Specifications.

To limit the quantity of interrogation requests that might be directed to a master first level DSA (i.e. a DSA that is a

master for a naming context immediately subordinate to the root of the DIT), it is possible to establish shadow first level
DSAs for that master first level DSA. Such shadow DSAs hold copies of the entries and subordinate references
immediately subordinate to the root held in its master (or supplier) first level DSA. They therefore may serve as the
superior reference for non-first level DSASs.
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Basic Elements of the DSA Information M odel

Definitions

For the purposes of this Directory Specification, the following definitions apply:

2111

2112 DSA-shared attribute: An operationa attribute in the DSA information model associated with a par
name whose value or values, if held by several DSAS, are identical (except during periods of transient inconsistency).

21.1.3

name p

21.1.4 DSA-specificentry (DSE): Theinformation held by a DSA that is associated with a particular name; th

may (

21.1.5 DSE type: An indication of the particular purpose of a DSE; a DSE may serve multiple purposes an
have multiple types.

21.2

The DOirectory information model describes how the Directory as a whole representsinformation about objects ha

distin
the Di

The OSA information model, on the other hand, is especially concerned with DSAs and the information that m

held 4

The purpose for modelling a representation of DSA operational information such as knowledge is
genelfal framework for management.access to DSA operational information.

21.3

In theg
are te
eleme

the other variety of.information element from which DSEs may be composed.

If a D
itis s

For ekge

DSA information tree: The set of all DSEs held by a DSA when viewed from the perspective of their names.

ticular

DSA-specific attribute: An operational attri bute in the DSA information model associated with a particular
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but need not) contain the information associated with the corresponding Directory entry.

I ntroduction

uished name and optionally alias names. In its description of the DIT, entrieS and attributes, the composi
ectory as a set of potentially cooperating DSAs s abstracted from the model.

It is concerned with:
— how Directory information (object and alias entries and subentries) is mapped onto DSAs;
— how copies of Directory information may-be held by DSAs;
— the operational information required by DSAs to perform name resolution and operation ev

— the operational information required by DSAs to engage in shadowing and to use shadowe

DSA-Specific Entriesand their Names

DSA information madel, the information repositories holding the information associated with a g
b rmedD SA-Specific-Entries (DSES). Directory entries exist in the DSA information model only as
bnts from whieh"\DSEs may be composed. Operational attributes specific to the DSA information

SA holds*any information concerning a name directly (i.e. information held in a repository identified
hid to know or have knowledge of that name.

e DSE

d thus

ving a
ion of

ust be

y DSAs in order that the set of DSAs comprising the Directory may together realize the Directory inforation
model|.

aluation; and

d information.

o establish the

articular name
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model comprise

by the name),
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name itself is represented by one DSE. This latter information (i.e. the RDN and its relationship to the DIT) is not
represented explicitly as attributes in the DSA information model; the set of nhames known by a DSA constitute an
implicit fabric on which the associated DSEs can be considered to be attached.

NOTE 1 — One consequence of the way the DSA information model handles names is that, for DSEs that are not of type entry,
alias or subentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

Where alternative names exist because of naming attributes having multiple distinguished values differentiated by
context, asingle DSE represents all the information held by the DSA about all the alternative names. Thisis modelled in
the DSA information model as a single name with context-specific variants, rather than as separate names.

NOTE 2 — For consistent name resolution and interworking with pre-1997 DSAs, every DSA shall have information about at least
the primary distinguished values of all attributes contributing to a name, and desirably as many of the alternative distinguish
values as possible.
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The set of al names known by a DSA, together with the information associated with each name, when viewed from the

perspective of these names, is termed the DSA information tree for that DSA. A DSA information tree is depicted in
Figure 15.
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Figure 15 — A.DSA Information Tree

The minimum information that a DSA may assdciate with a name, and thus know the name, consists of an expressgion of
the purpose for which the name is known (i(e.jthe role played by the name in the operation of the DSA knowing it). This
purpoge is represented in the DSA information model by the DSA-specific attribute, dseType.

In addition, a DSE may hold other‘information associated with the name such as an entry or entry-copy, DSA-ghared
attribytes and DSA-specific attributes.

A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The informatidn held
in a DISE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAS.

— A DSE directly representing a Directory entry contains the user and operational attributeg corresponding
tethat Directory entry (as depicted in DSE 2 in Figure 15). The DSE may also contain DEA-shared and
DSA-specific attributes.

—." A DSE representing a portion of an entry (as a result of shadowing) contains some qf the user and
' i i i - ifi i y also contain
DSA-shared attributes.

— A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant
user and operational attributes corresponding to a Directory subentry (as depicted in DSE 3 in Figure 15).
The DSE may also contain DSA-shared and DSA-specific attributes.

— A DSE representing no Directory entry information contains only DSA-shared and/or DSA-specific
attributes (as depicted in DSEs 1 and 4 in Figure 15). For example, a DSE representing a subordinate
reference may have a DSA-shared attribute that indicates the master access point and a DSA-specific
attribute to indicate that the DSE is a subordinate reference.

NOTE — The DSE is a conceptual entity which facilitates the specification and modelling of information components
in a consistent and convenient way. Although DSEs are said to "hold" or "store" information, this is not intended to
impose any particular constraints or data structure on implementations.
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214

Basic Elements

A DSE is comprised of three basic elements: the DSE type, some number of DSA operational attributes (the DSE typeis

one of

2141

these) and optionally an entry or entry-copy.

DSA Operational Attributes

Two varieties of operational attribute occur in the DSA information model that do not correspond to information in

Direct

ory entries. Those are DSA-shared and DSA-specific attributes.

A DSA-shared attribute is an operational attribute in the DSA information model associated with a particular name
whose value or values, if held by several DSAS, are identical (except during periods of transient inconsistency). A DSA

whosg value or values, if held by several DSAS, need not be identical. A DSA-specific attribute representsoper
infornation that is specific to the functioning of the DSA holding it. A DSA cannot hold a shadow-coepy of al
specif|c attribute.
NQTE — While a shadow-supplier DSA may provide a shadow-consumer DSA with a DSA-specific attribute, thig
not a shadow-copy of information held by the supplier but, rather, information produced by the supplier for the
the consumer may then use and modify.
2142 DSE Types
The type of a DSE, represented in the DSA information model by the DSASSpecific operational attribute dse

indicg
dseTy
repreg

The p
dseTy

A\-specific attribute is an operational attribute in the DSA information model associated with a particular

fes the particular purpose (or role) of a DSE. This purpose is indicated ™y the named bits of the single valug
pe attribute. As a DSE may serve several purposes, several namedibits of the dseType attribute may be

hrase "a DSE of type x" is used in the Directory Specifications to indicate that the named bit x of the
pe attribute has been set. For a DSE of typether named bits may or may not be set, as required.

ent these purposes. A number of combinations of named bits thatare likely to occur are specified in Annex M.

name
ational
DSA-

is conceptually
consumer which

Type,
of the
Set to
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DSE’s

The alternate

n as follows:

DN iS:

phrage "the DSE type include’$may also be used.
The gyntactic specification of thiseType operational attribute may be expressed using the attribute notatig
dseType ATTRIBUTE ::= {

WITH SYNTAX DSEType

EQUALITY MATCHING RULE bitStringMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-dseType }
This DSA-specific operational attribute is managed by the DSA itself.
The ASN.1 type that represents the syntax of the possible valuesdskthge attribute iSDSEType. Its definiti
DSEType ::=.BIT STRING {

root (0), -- root DSE --

glue (1), -- represents knowledge of a name only --

cp (2) -- context prefix --

entry 3), -- object entry --

alias 4, -- alias entry --

subr (5), -- subordinate reference --

nssr (6), -- non-specific subordinate reference --

supr ), -- superior reference --

Xr (8), -- cross reference --

admPoint (9), -- administrative point --

subentry (20), -- subentry --

shadow (1), -- shadow copy --

immSupr (13), -- immediate superior reference --

rhob (14), -- rhob information --

sa (15), -- subordinate reference to alias entry --

dsSubentry (16) } -- DSA Specific subentry --
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The values of DSEType are:

a) root: The root DSE contains DSA-specific attributes, used by the DSA, that characterize that DSA as a
whole. The name corresponding to the root DSE is the degenerate name consisting of a sequence of zero
RDNSs.

NOTE - Information that characterizes a DSA that is to be made available via the Directory abstract service is
contained in the DSA’s entry. A DSA may, but need not, hold its own entry or a copy of its own entry.

b) glue: A glue DSE represents knowledge of a name only. A DSA holding a context prefix DSE or a cross
reference DSE may hold glue DSES to represent the names of the superiors of the context prefix or cross
reference DSE if no other operational information (e.g. knowledge) is associated with those names. This
isillustrated in Figure 15. A DSE of type glue shall not have any other DSEType bit set.

c) cp: I'he DSE representing the context prefix of a naming context.

d) entry: A DSE that holds an object entry.

€) alias: A DSE that holds an aias entry.

f)  subr: A DSE that holds a specific knowledge attribute to represent a subordinate reference.

g) nssr: A DSE that holds a non-specific knowledge attribute to represent(a;non-specific subotdinate
reference.

h) supr: A DSE that holds a specific knowledge attribute to represent the DSAs superior reference.
i) xr: A DSE that holds a specific knowledge attribute to represent a€ross reference.

j) admPoint: A DSE corresponding to an administrative point:

k) subentry: A DSE that holds a subentry.

I) shadow: A DSE that holds a shadow-copy of can entry (or part of an entry) or other information
(e.g. knowledge) received from a shadow-supplier; this named bit is set by the shadow consumer.

m) immSupr: A DSE that holds a specific knowledge attribute to represent aimmediate superior reference.

n) rhob: A DSE that holds administrative point and subentry information received from a superior DSA in a
Relevant Hierarchical Operational/Binding (i.e. in either a Hierarchical Operational Binding or a8 Non-
specific Hierarchical Binding.as:described in clauses 25 and 26 of ITU-T Rec. X.518 | ISO/IEC 9591-4).

0) sa: A quaifier of asubr DSE indicating that the subordinate naming context entry isan alias.

p) dsSubentry: A DSEthat holdsaDSA specific subentry.

The uge of this operational attribute to represent aspects of the DSA information model is described in clause 21.

22 Representation of DSA Information

This dause treats the representation of DSA information. It describes the representation of DSA operational information
(knowjledge)y Directory user information and Directory operational information.

22.1 Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information
model.

22.1.1 Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e. the object’s distinguished
name).

If the DSE holds a copy of the entry, the DSE type inclutiegiow.
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If the name of the object entry includes any alternative distinguished names differentiated by context, the name of the
DSE may aso include those aternative distinguished names differentiated by context. In the case of a DSE that holds a
shadow of the entry, the name of the DSE may include a subset of the alternative distinguished names. In the case of a
DSE that is not a copy, the name of the DSE shall include all distinguished names.

NOTE - For consistency and interworking with pre-1997 DSAs, the name of a DSE holding a copy shall include at least the

primary distinguished value of any naming attribute. Thus the copy has at least the primary distinguished name of the object
entry. Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.

2212 AliasEntry

An alias entry is represented by a DSE of type alias which contains the attributes associated with the dias entry (i.e. the
RDN attributes and the aliased object name attribute). The name of the DSE is the name of the dlias entry.

If the DSE holds a copy of the alias entry, the DSE type includes shadow.

If the|name of the dias entry includes any alternative distinguished names differentiated by context; the name|of the
DSE Ray aso include those alternative distinguished names differentiated by context. In the case of\a DSE that holds a
shadow of the alias entry, the name of the DSE may include a subset of the alternative distinguished names. In tHe case
of a DSE that is not a copy, the name of the DSE shall include al distinguished names.

NQTE - For consistency and interworking with pre-1997 DSAs, the name of a DSE\holding a copy shall indude at least the
primary distinguished value of any naming attribute. Thus the copy has at least the/primary distinguished name| of the alias ent
Ngme resolution is enhanced if every distinguished value (and thus every alternative-distinguished name) is pregent.

22.1.3 Administrative Point

An agministrative point is represented by a DSE of type admPoint wWhich contains the attributes associated w(th the
admirfistrative point. The name of the DSE is the name of the administrative point.

If the| DSE represents an entry, the DSE type includes entry>H the DSE holds a copy of the administrativg point
infornpation, the DSE type includes shadow.

If the [name of the administrative point includes any alternative distinguished names differentiated by context, thg name
of thef DSE may also include those alternative distinguished names differentiated by context. In the case of a DSE that
holds fa shadow of the administrative point, the'name of the DSE may include a subset of the alternative distingpished
nameg. In the case of a DSE that is not a copythe name of the DSE shall include all distinguished names.
NOQTE — For consistency and interworking with pre-1997 DSAs, the name of a DSE holding a copy shall inqude at least the
primary distinguished value of afiyshaming attribute. Thus the copy has at least the primary distinguished name of the

administrative point. Name resolution is enhanced if every distinguished value (and thus every alternative distinguisieed name)
present.

2214 Subentry

A subentry is represented by a DSE of type subentry which contains the operational and user information assgciated
with the subentry=The name of the DSE is the name of the subentry.

If the DSE-halds a copy of the subentry, the DSE type is subentry and shadow.

222  Representation of Knowledge References

A knowledge reference consists of a DSE of an appropriate type which holds a correspondingly appropriate DSA
operational attribute and which is identified by a name bearing a defined relationship to the naming context held by the
referenced DSA.

The name of this DSE shall be the primary distinguished name and may include aternative names and context
information if they are present in the context prefix of the naming context held by the referenced DSA. In the case of a
DSE that holds a shadow, the name of the DSE may include a subset of the alternative names. In the case of a DSE that
is not a copy, the name of the DSE shall include all distinguished names.

NOTE — Name resolution is enhanced if every distinguished value (and thus every alternative distinguished name) is present.
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22.2.1 Knowledge Attribute Types

DSA

Objeqt Identifier values are assigned in Annex E for these operational attributes.

22.2.1.1 My Access Point

The nfyAccessPoint operational attribute type is used by a DSA to represent its own access point. It is
attribfite. All DSAs shall hold this attribute in their root DSE. It is single-valued and‘managed by the DSA|

myAcgessPoint ATTRIBUTE ::= {

The ASN.1 typeAccessPoint is defined in ITU-T Rec. X.518}ISO/IEC 9594-4. Its ASN.1 specification is
here for the convenience of the reader.

AccegsPoint ::= SET {

NOQTE — TheName in the ae-titte may, be/the primary distinguished name or an alternative distinguished n3

co

How & DSA obtains the information held in myAccessPoint is not described in the Directory Specifications.
The nyAccessPoint attribute type is held in a DSE of typeroot.

The information held immyAccessPoint may be employed in the DOP when establishing or modifying an oper
binding.

22212 Superior Knowledge

operational attributes are defined in the DSA information model to express a DSA's:
— knowledge of its own access point;
—  superior knowledge;
— specific knowledge (its subordinate references);
— non-specific knowledge (its non-specific subordinate references);

—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;

= knowledge of its consumer(s) if it is a shadow supplier; and

—  knowledge of secondary shadows, if it is a shadow supplier.

WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-myAccessPoint.}

ae-title [0] Name,
address [1] PresentationAddress
protocolinformation [2] SET OFProtocolinformation OPTIONAL }

hsistency and interworking with pre-1997 DSAs is enhanced if the primary distinguished name is used.

h DSA-specific
itself.

reproduced

me; however,

itional

nce. It

perlorKnowIedge operatlonal attrlbute type isused by a non- -first Ievel DSA to repreeent its superlor refere

managed by the DSA |teelf

super

iorknowledge ATTRIBUTE ::= {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-superiorKnowledge }

A DSA may acquire the information held in superiorKnowledge by means not described in the Directory
Specifications. It might also construct it from its immediate superior references, e.g. from its immediate superior
reference whose context prefix has the least number of RDNs in its name.

ITU-T Rec. X.501 (1997 E)

99


https://standardsiso.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

ISO/IEC 9594-2 : 1998 (E)

The superiorKnowledge attribute type isheld in a DSE of typeroot.

The information held in superiorknowledge may be employed by a DSA when constructing a continuation reference
returned in aDAP or DSP referral or when performing chaining.

22.2.1.3 Specific Knowledge

Specific knowledge consists of the access points for the master DSA of a naming context and/or shadow DSASs for that
naming context. It is specific because the context prefix of the naming context is known and associated with the access
point information. Specific knowledge is represented by the specificKknowledge operational attribute type. It is a DSA-
shared attribute, is single-valued, and managed by the DSA itself.

specificKknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-specificknowledge }

The ASN.1 type MasterAndShadowAccessPoints is defined in ITU-T Rec. X.518 | ISO/MEC 9594-4. Its ASN.1
specif|cation is reproduced here for the convenience of the reader.

MastgrAndShadowAccessPoints ::= SET OF MasterOrShadowAccessPoint

MastdrOrShadowAccessPoint ::= SET {
COMPONENTS OF AccessPoint,

category [3] ENUMERATED {
master 0),
shadow (1) } DEFAULT master }

A DSA may acquire the information held in specificKnowledge by means not described in the Directory Specificgtions.
In the case of a cross reference (DSE of type xr), it might also construct it from information received fin the
crossReference component of ChainingResults of a DSPreply. In the case of a subordinate reference (DSE gf type
subr)|it might construct it from information received inithe DOP when establishing or modifying a HOB.

The specificKnowledge attribute type is held in a DSE of type subr, immSupr, or xr. It is used by a DSA to regresent
subordglinate, immediate superior and cross referénces.

The information held in specificKknowledge may be employed by a DSA when constructing a continuation reference
in a DAP or DSP referra_(en'when performing chaining) and when constructing Shadowed DSA-Specific
(SDSESs) of type subr, immSupr, or xr provided in the DISP.

ecific knowledge-consists of the access points for the master DSA of one or more naming contexts and/or shadow
DSAgfor the same afe.or more naming contexts. It is non-specific because the context prefixes of the naming congext(s)
is (are) not known:~The immediate superior of the naming context(s) is known, however, and the accesy point
information is\associated with its name. Non-specific knowledge is represented by the nonSpecificknowledge
operafional attribute type. It is a DSA-shared attribute, is multi-valued and managed by the DSA itsdlf.

nonSpecificknowledge ATTRIBUTE ::= {

WITH SYNTAX MasterAndShadowAccessPoints
EQUALITY MATCHING RULE masterAndShadowAccessPointsMatch
NO USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKknowledge }

The MasterAndShadowAccessPoints value consists of an access point for a master DSA holding one or more
subordinate naming contexts, and zero or more access points of DSAs holding shadows of some or all of these naming
contexts.

A DSA may acquire the information held in nonSpecificKknowledge by means not described in the Directory

Specifications. In the case of a non-specific subordinate reference (DSE of type nssr), it might also construct it from
information received in the DOP when establishing or modifying a NHOB.
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The nonSpecificKknowledge attribute typeis held in a DSE of type nssr. It is used to represent non-specific subordinate
references.

The information held in nonSpecificKknowledge may be employed by a DSA when constructing a continuation
reference returned in a DAP or DSP referral (or when performing chaining) and when constructing SDSEs of type nssr

provided in the DISP.

22.2.1.5 Supplier Knowledge

The supplier knowledge of a shadow consumer DSA consists of the access point(s) and shadowing agreement

identi

The A

shadgw supplier DSA’s access point and the agreement ID of the shadowing agreement-between the

the ¢

indicgtion of whether the supplier of the replicated area is or is not the master of/the naming context
derived, and, if not, optionally, the access point of the master DSA.

SupplierOrConsumer ::= SET {
COMPONENTS OF AccessPoint, -- supplier or consumer --
agreementID [3] OperationalBindingID }
Supplierinformation ::= SET{
COMPONENTS OF SupplierOrConsumer, --@upplier --
supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL }

edge. Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA S
i-valued and managed by the DSA itself.

ecific,

SN.1 syntax for avalue of supplierKnowledge is Supplierinformation. A value of this attribute is composgd of a

supplier DSA and

bnsumer DSA holding the DSA-specific attribute (expressed as a value of tf&upyperOrConsumeér), an

from which it is

suppllerKknowledge ATTRIBUTE ::= {

WITH SYNTAX Supplierinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-supplierKnowledge }
A D$A may acquire thecinformation held isupplierknowledge by means not described in the [Directory
Specifications. A shadow~consumer DSA might also construct it from information received in the DOP when
establishing or modifyingya shadowing agreement.
The supplierKnowledge attribute type is held in a DSE of type. It is used to represent one or morne supplier
refergnces. Allk.shadow consumer DSAs shall hold a value of this attribute for each shadowing agreement they engage in

as a (

onsumer.

The i

nformation held iisupplierKnowledge may be employed by a DSA When constructing a continuation reference

returned in a DAP or DSP referral. ThgreementIlD component (its typeperationalBindinglID, is defined in 25.2) of
supplierKnowledge is required in the operations of the DOP for managing a shadowing agreement and in all the DISP
operations.

22.2.1.6 Consumer Knowledge

The consumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing agreement
identifier(s) for the consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Consumer
knowledge is represented by tbensumerKnowledge operational attribute type. It is DSA-specific, multi-valued and
managed by the DSA itself.
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The ASN.1 syntax for a value of consumerkKnowledge is Consumerinformation (which has the same syntax as
SupplierOrConsumer, but refers to a consumer access point).

Consumerinformation ::= SupplierOrConsumer -- consumer --

consumerKnowledge ATTRIBUTE ::= {

WITH SYNTAX Consumerinformation

EQUALITY MATCHING RULE supplierOrConsumerinformationMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-consumerKnowledge }

A DSA may acquwe the mformanon held in consumerKnowIedge by means not described in the Directory

:Ilfy| ng shad0W| ng agreements

asasypplier.

The 3

shadoWing agreement and in all the DISP operations.

2227 Secondary Shadow Knowledge

Secondary shadow knowledge consists of information a supplier DSA (e.g. atnaster DSA) may choose to m

regarg
isrep
by the

access point of a shadow supplier and alist of its direct consumers.

SupplierAndConsumers ::= SET {
COMPONENTS OF AccessPoint, -- stipplier --
consumers [3] SET OF AccessPoint’}
secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-secondaryShadows }
The cpnsumers component of SuppliersAndConsumers contains only access points of DSASs that hold com

usabl g copies of areplicated,afea

A sug
follow

Thes

Suppd

plier DSA may obtain the information required to construct values of this attribute from a consumer D
ing the procedurédescribed in 23.1.1 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

pbcondaryShadows attribute typeis held in a DSE of type cp.

rt fot secondary shadow knowledgeis optional.

ing consumer DSAS that are engaged in secondary shadowing from itS perspective. Secondary shadow knoy
esented by the secondaryShadows operational attribute type. 1t4s.DSA-specific, multiple-valued and managed
DSA itself. The ASN.1 syntax for a value of secondaryShadows is SupplierAndConsumers. It consists

ishing

pnsumerKnowledge attribute type is held in a DSE of type cp. It is used to represent one or.more consumer
nces. All shadow supplier DSAs shall hold a value of this attribute for each shadowing agreement.they endage in

greementlD component of consumerKnowledge is required in the operations of-~the’ DOP for managing a

i ntain
viedge

of the

monly

SA by

22.2.1.8 Matching Rules

Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with
syntaxes of types AccessPoint, MasterAndShadowAccessPoints, Supplierinformation, Consumerinformation and

Suppl

iersAndConsumers.

22.2.1.8.1 Access Point Match

The Access Point Match rule is specified as:

acces

102

sPointMatch MATCHING-RULE ::= {
SYNTAX Name
ID id-kmr-accessPointMatch }
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The accessPointMatch matching rule applies to attribute values of type AccessPoint. A value of the assertion syntax is
derived from a value of the attribute syntax by using the value of the [0] context specific tag (Name) component. Two
values are considered to match for equality if the Name component of each match using the matching procedure for
DistinguishedName values.

22.2.1.8.2 Master And Shadow Access Points Match
The Master and Shadow Access Point Match equality matching ruleis specified as:

masterAndShadowAccessPointsMatch MATCHING-RULE ::= {
SYNTAX  SET OF Name
ID id-kmr-masterShadowMatch }

The masterAndShadowAccessPointsMatch matching rule  applies to attributes _ ©f type
MastdrAndShadowAccessPoints. A value of the assertion syntax is derived from a value of the attribute syntax by
removing the category and address components of each SET in the SET OF MasterOrShadowAceessPointy. Two
such yalues are considered to match for equality if both values have the same number of SET OF elements, and, after
orderipg the SET OF elements of each in any convenient fashion, the ae-title component of, each pair of SET OF
elements matches using the matching procedure for distinguishedNameMatch.

22.2.1.8.3 Supplier or Consumer Information Match
The Slipplier or Consumer Information Match rule is specified as:

suppllerOrConsumerinformationMatch MATCHING-RULE ::= {
SYNTAX  SET {

ae-title [0] Name,
agreement-identifier  [2] INTEGER}
ID id-kmr-supplierConsumerMatch }

The spipplierOrConsumerinformationMatch matching rule\applies to attribute values of type Supplierinformatjon or
Conslyimerinformation (and other attributes having vaues compatible with Supplierinformation or
Consyimerinformation). A value of the assertion syntax is derived from a value of the attribute syntax by selecti*:g the

SET domponents with tags that match the SET components of the assertion syntax. Two such values are considéred to
match| for equality if the ae-title component of each (after removing the explicit [0] tag information) matches usijng the
matchjng procedure for DistinguishedName~values and the identifier component contained in the agrepment
component of each (after removing the.explicit [2] and SEQUENCE tag information) matches using the matching
proceglure for INTEGER values.

22.2.1.8.4 Suppliers And ConsumersMatch
The Supplier and ConsumersMatch ruleis specified as:

suppllerAndConsumersMatch MATCHING-RULE ::= {
SYNTAX ~ Name
ID id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and| other
attributes h:ming values r\nmp:\fihln with QupplinrAndr‘nncumnrc) Two-such-values are considered-to-match for
equality if the ae-title component of each (after removing the explicit [0] tag information) matches using the matching
procedure for DistinguishedName values.

22.22 Knowledge Reference Types
This subclause specifies the representation of knowledge in the DSA information model.
22.2.2.1 Sdf Reference

A self reference represents a DSA’s knowledge of its own access point. It is represented by a value of the attribute
myAccessPoint held in the DSA’s root DSE, a DSE of typeot.
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22.2.2.2 Superior Reference

A superior referenceis represented by a DSE of type supr and root which contains asuperiorkKnowledge attribute.

22.2.2.3 Immediate Superior Reference

An immediate superior reference is represented by a DSE of type immSupr which contains a specificKknowledge
attribute. The name of the DSE holding the attribute corresponds to the context prefix of the naming context held by the
referenced superior DSA.

Since a specificKnowledge attribute value may contain access points of several DSAS, it may therefore represent
several immediate superior references, at most one of category master and zero or more of category shadow.

If thefDSEhofdimg the immediale SUPerior Teference 15 recaved fTom a shadow supptier, the DSE type ircludes
shadqw.

22.2.44 Subordinate Reference

A subprdinate reference is represented by a DSE of type subr which contains a specificknowledge\éttribute. The name
of the]DSE holding the attribute corresponds to the context prefix of the relevant naming context’held by the refefenced
suborglinate DSA.

Since|a specificKnowledge attribute value may contain access points of several DSAS, it may therefore represent
severd subordinate references, at most one of category master and zero or more of eategory shadow.

If the[DSE holding the subordinate reference is shadowed information, received.from a shadow supplier, the DSE type
includes shadow.

The OSE may also include immSupr in a DSA holding two naming contexts, one superior to the other, which are
separdted by a third single-entry naming context held in another DSA. An example of this situation is depigted in
Annex M.

22.2.25 Non-Specific Subordinate Reference

A non-specific subordinate reference is represented by *a DSE of type nssr (and entry normally) which confains a
nonSpecificknowledge attribute. The name of the)DSE holding the attribute corresponds to the name formed by
elimirfating the final RDN of the context prefixes.of the naming context held by the referenced subordinate DSAs.

Sincela nonSpecificKknowledge attribute value may contain access points of several DSAS, it may therefore represent
severd non-specific subordinate references; at most one of category master and zero or more of category shadow|. Each
nonSpecificknowledge attribute yalue represents a related set of non-specific subordinate references|— the DSAs of
categpryshadow hold one or more’replicated areas derived from the naming context(s) held by the D$A of category
mastdr.

If the| DSE holding the nan-specific subordinate reference is shadowed information, received from a shadow-supplier,
the DSE type includeshadow.

The IDSE includeghadow in the situation of a shadow DSA when the DSE corresponds to an entry for which the
masteér DSA has’non-specific subordinate knowledge and for which onhoti8pecificknowledge attribute |for the
non-specifig;subordinate reference is shadowed.

The DSE)includesp andshadow in the situation of a shadow DSA whose replicated area does not inclugle the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.

The DSE includesadmPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp andshadow.

22.2.2.6 CrossReference

A cross reference is represented by a DSE of typghich contains apecificknowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.
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Since a specificKknowledge attribute value may contain access points of several DSAS, it may therefore represent
several cross references, at most one of category master and zero or more of category shadow.

22.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierkKnowledge attribute. The name of
the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a supplierKnowledge attribute may have severa values, it may represent several supplier references. Each
attribute value represents one supplier reference.

22.2.2.8 Consumer Reference

A consumer reference is represented by a DSE of type cp which contains aconsumerknowledge attribute. Thelhame of
the D$E holding the attribute corresponds to the context prefix of the shadowed naming context.

Since|a consumerkKnowledge attribute may have severa values, it may represent several consumer, referenceg Each
attribute value represents one consumer reference.

22.3 Representation of Names and Naming Contexts

22.3.1 Namesand Glue DSEs

As depcribed in 21.3, the minimum information that a DSA may associate with@name is the purpose for which i{ holds
the name, represented by a DSE holding a value of the attribute dseType~When a DSE contains only such a minimal
infornation, its DSE type shall be glue. In this case the DSE shall not heldvan entry or subentry (or a shadow-copy of an
entry or subentry) or a DSA-shared attribute.

Glue PSEs arise in the DSA information model to represent names that are known by a DSA as a consequence of
holdirlg information associated with other names. For example,.consider the cross reference depicted in Figure 1p. The
DSA holding this cross reference also "knows' (in the senseidescribed in 21.3) the names that are superior to the gontext
prefix|name associated with the cross reference. When ne@ther information is associated with such superior names, they
are represented in the DSA information model by glue DSEs.

22.3.2 Naming Contexts

A naming context consists of a context, prefix, a subtree of zero or more entries subordinate to the context pref{x (the
root gf the subtree), and, if there ar&paming contexts subordinate to it, subordinate and/or non-specific suboidinate
references sufficient to constitute full-subordinate knowledge.

A context prefix is represented-by a DSE of type cp. If the context prefix corresponds to an entry, the DSE type includes
entry | If it corresponds te- an-dias, the DSE type includes alias. If the context prefix corresponds to an adminigtrative
point, [the DSE type ineludes admPoint.

The slibtree of entries and subentries subordinate to the context prefix is represented by DSEs as described ih 22.1
to 22.41.

The representation of the subordinate knowledge of the naming context is represented by DSEs as described in 22.p.2.

A replicated area (a shadow-copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operational attributes are received from the shadow supplier. In the case
of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of the
shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.

2233 Example

Figure 16 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto

the information tree of a DSA. In addition to the naming context information itself, the DSA’s root DSE containing its
superior reference (this is not the DSA information tree for a first level DSA), a glue DSE and a DSE representing a
reference (either a cross reference or an immediate superior reference) to an immediately superior naming context are
also depicted.
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Figure 16 — DSEs for a Naming Context

SECTION 10 — DSA OPERATIONAL FRAMEWORK

23 Overview

231 Definitions
For the purposes of this Directory Specification, the following definitions apply:

23.1.Y directory operational framework: Provides the framework from which specific operational models
concefned with partieular aspects (e.g. shadowing or creating a naming context) of the operation of the compongnts of
the D|rectory (DSAS) may be derived by application of the framework. It factors out common elements which are
present in al intéractions between Directory components.

23.1.2 _‘operational binding: A mutual understanding between two DSAs that, once established, expresses their
"agregment" subsequently to engage in some sort of interaction.

23.1.3 operational binding type: A particular type of operational binding specified for some distinct purpose, that
expresses the "agreement” of two DSAs to engage in specific types of interaction (e.g. shadowing).

23.1.4 operational binding instance: An operational binding of a specific type between two DSAS.
23.15 operational binding establishment: The process of establishing an operational binding instance.
23.1.6 operational binding modification: The process of modifying an operational binding instance.

23.1.7 operational binding termination: The process of terminating an operational binding instance.
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23.1.8 operational binding management: The process of establishing, terminating or modifying an instance of an
operational binding. This management may be achieved via information exchanges defined by Directory Specifications,
via exchanges defined in other Specifications, or by other means.

23.1.9 cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding
instance has been established and has not been terminated.

23.1.10 non-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment or after
the termination of an operational binding instance.

23.2 Introduction

The Directory Specifications define application protocol information exchanges and associated DSA procedures that
defing the distributed operation of the Directory. Clauses 23 through 26 define a DSA operational framewark (which
models certain common elements in these information exchanges and procedures.

Two [DSAs interact in a cooperative manner because, in addition to their technical capacity to exchange informatipn and
perform procedures associated with these exchanges, each has been configured to accept certaipinteractions with the
other.

These| clauses are concerned with the expression of a common framework for the specifieation of the structure|of the
elements of the cooperation between two DSAs.

One objective of thisframework isthat it be sufficiently general to account for alf;of the forms of DSA cooperation to be
defingd in this and future editions of the Directory Specifications. The framework is used within the Directory
Specifications to define shadowing and hierarchical operational binding tyjpes.

24 Operational bindings

24.1 General

This dlause is concerned with the definition of a general framework, the DSA operational framework, within which the
specif|cation of the nature of the cooperativeinteractions of components of the Directory (DSAS) may be structyred in
order {o achieve acommonly agreed objective;

The general framework factors out common features which characterize al interactions between DSAs. By applying the
DSA pperational framework to spegcific aspects of cooperative interaction between DSAS, the resulting specifigations
will be both concise and consistent-so that the overall number of mechanisms a DSA must support will be reduced.

The mutual understanding bétween two DSAs that, once established, expresses their "agreement" subsequently to
engage in some sort of{interaction is termed an operational binding. Two DSAs may share as many operational hinding
instanpes of a specific'type as are required.

The ODSA operational framework provides a common approach to the definition of an operational binding type. An
operational bimding type is a particular type of operational binding specified for some distinct purpose, that expresses the
ations

Two particular DSAs that have reached such an "agreement" share an operationa binding instance of a specific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operationa binding instance, two DSAs are said to be in the non-
cooper ative state.

Operational binding management is the process of establishing, terminating or modifying an instance of an operational
binding. This management may be achieved via information exchanges defined by Directory Specifications, via
exchanges defined in other Specifications, or by other means.

These general concepts are depicted in Figure 17.
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Figure 17 — An operational binding

24.2 Application of the operational framework

The application of the DSA operational framework to define an operational binding type is concerned with the following
basic €lements:

a) twoDSAs;
b) an"agreement” of the service that one DSA/Wwill provide to another DSA,;

c) aset of one or more operations, together with the accompanying procedures a DSA shall follow, through
which the service can be realized,

d) aspecification of the DSA interactions needed to manage the agreement.

The r¢lationship of these basic elements is expressed by an operational binding. An operational binding comprisges the
set of[these basic elements that are involved to represent the abstract agreement in technical terms. It represefts the
envirgnment, governed by an 'fagreement”, in which one DSA provides a defined service to the other (and vice versa).

2421 TwoDSAs

The OQSA operationa framework provides a structure within which the interaction of one DSA with another ahd the
proceglures they~consequently execute may be specified.

The tya DSAs may each play an |dent|cal role in the operatlonal bmdl ng in wh|ch case both DSAs may mancge the
operatrorat-bme A ke S . . S follow
the same set of procedures This |stermed asymmetric operaruonal b| nd| ng

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. Thisis
termed an asymmetric operational binding.

2422 Theagreement

An "agreement” is a mutual understanding reached between the administrative authorities of two DSAs about a service
that shall be provided by one DSA to the other (and/or vice versa). The "agreement” is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of the Directory Specifications.
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Parameters of this "agreement" can be formalized by the recording in a DSA of an ASN.1 data type for use in a protocol
exchange in the management of the operationa binding. In this way both DSAs reach a mutual understanding of the
service that each is providing to the other.

2423 Operations

Operations are the basic medium that DSAs use to interact. A pair of DSAs will pass on one or more operations between
themselves, in order to provide the agreed to service.

Whilst a DSA may be technically capable of supporting a large number of operations, it may only be willing to
cooperate with another DSA in the processing of a small number of these operations, or in the processing of operations
that only have particular values set for certain parameters.

The definition of an operationa binding type requires the enumeration of the operations that can be exchanged) |t aso
allows restrictions to be placed on the values of parameters defined within the operations.

2424 Management of the agreement

The ffamework provides generic operations for managing an instance of an operational bihding. These opefations
provide for the establishment, modification and termination of an operational binding.

The application of the framework to the specification of a particular operational binding type requires the initigtor of
each of the three management operations to be specified and also requires the ptoecedures to be defined for epch of
establ{shment, modification and termination. Whenever a management operationis'applied to an operational binding of
the specified type, the DSA shall follow the corresponding procedure.

24.3 States of cooper ation

The generic operational model defines two states of cooperation{/as governed by an instance of a particular opergtional
binding type, between two DSASs as seen by one DSA with respect to the other DSA and three transitions betweer these
states| Each identified instance of an operational binding type'shared by two DSAs has its own states of cooperation. The
states|of cooperation are;

a) Non-cooperative state: A particular-identified instance of an operational binding type has nof been
established or has been terminated between the two DSAs. The interaction between the two DSA$ (with
respect to the identified instance of an operational binding type) is not defined. A DSA contacted by
another with whom it is in-a non-cooperative state may, for example, refuse to engage in any intefaction
at all, or it may be prepared to service the request.

b) Cooperative state: (There is an instance of an operational binding of the type in question between the two
DSAs. Their caoperative behaviour is governed by the definition of the operational binding type gnd its
specific parameéters and associated procedures.

The tfansitions between’ these two states of cooperation may be invoked in two ways. by standardized protocol
interagtions or by ather means.

shadoing.agreement) are distinct from their potential interactions as governed by the binding (e.g. the interaction to

The interactions between two DSAS to manage an instance of an operational binding (e.g. to establish and terminate a
updatlva Onit of replication).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between
two DSAS, resulting in the movement from the non-cooperative to the cooperative state.

b) Thetermination transition destroys an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the cooperative to the non-cooperative state.

¢) The modification transition modifies the parameters of an instance of an operational binding between two
DSAs, resulting in the movement from the cooperative state to the cooperative state.

These generic states and transitions are illustrated in Figure 18.
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Figure 18 — States of cooperation

Operational binding specification and management

Operational binding type specification

applying the framework to define a specific type of operational binding, the following characteristics of th

a) Symmetry
A specification of the respective roles of the DSAsthat are party to the operationa binding.

Operational bindings may be symmetric, in which case the role of one DSA is interchangeable w|
other and both DSAs exhibit the same external interactions. They may also be asymmetric, in whid

each DSA plays a distinet role and both DSAs exhibit different external interactions. In this latter

the Directory operational framework distinguishes the two abstract roles as "ROLE-A" and "ROLE-

Each of the abstract roles "ROLE-A" and "ROLE-B" have to be associated with a concrete rol
defined semantics (e.g. "ROLE-A" as shadow supplier, "ROLE-B" as shadow consumer).

b) Agreement

e type

th the
h case

e with

A\definition of the semantics and representation of the components of the "agreement”. This inforiation

parameterizes the specific instance of an operational binding between two DSAS.

¢) Initiator

A definition which of the two abstract roles "ROLE-A" and "ROLE-B" is alowed to initiate the

establishment, modification or termination of an operational binding of this type.
d) Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is establ
modified or terminated.

e) Typeidentification

lished,

This identifies the type of DSA interaction that is determined by the operational binding. These identifiers

are object identifier values.
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f)  Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed

during the cooperative phase of the operational binding.

For each operation referenced by the operational binding type, a description of the procedures to be
followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes OPERATIONAL-
BINDING, OP-BIND-COOP and OP-BIND-ROLE defined in this clause.

25.2

In general, the management of an operational binding requires initialy the establishment of an operationa b

instan
agreer|
instan|
thesp

Durin
creatg
bindir]
establ
being

The i
additi
bindin
paran
return
Figurd

Operational binding management

Ce. This may optionally be followed by one or more modifications to some or al of the parameters of thej
nent, and finally may involve the termination of the operational binding instance. The precise details of I
Ce may be managed are defined during the definition of the operational binding type. Thistype definition re
bcification of:

a) theinitiator of each of the management operations (this can be either, both,€r neither of the two DS
b) the parameters for each of the management operations; and

c) the proceduresthat each DSA must follow for each of the management operations.

j the establishment of an operational binding instance, an operational{binding instance identifier (binding
0. This identifier, when combined with the distinguished names of-the two DSAs involved in the oper
g, will form a unique identifier for the binding instance->All management operations subsequent

modified or terminated.

nitiator of the establish operation always transfers. the parameters of the "agreement” to the second DS
bn, the initiator may also transfer some establishment parameters which are specific to its role in the oper
0. If the responding DSA is willing to enter into the operational binding, it may return in the result establis
eters which are specific to itsrole. If the responding DSA is unwilling to enter into the operational binding,
an error, which may optionally contain-an agreement with a revised set of parameters. This is depig
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shment of the operational binding instance will use the binding.id to identify which operational binding instgnceis
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19 in the case where Role A and in Figure 20 in the case where Role B is the initiator of the establish operation.

\

TISO3390-94/d19

Error (")
a Agreement

b Establishment parameter

Figure 19 — DSA with Role A initiating establishment
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Figure 20 — DSA with Role B initiating establishment

Operational binding specification templates

mann
ITU-T

2531

OPER

WITH

s templates. They allow those parts of the operational binding type that can be formalized to be specified

similar to the informal description of the DSA procedures during the name resolution process descri
Rec. X.518 | ISO/IEC 9594-4).

Operational binding information object class

ATIONAL-BINDING ::= CLASS {

&Agreement,
&Cooperation OP-BINDING-CQOP;,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT.IDENTIFIER UNIQUE }
SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS  &Cooperation
[ SYMMETRIG &both ]
[ ASYMMETRIC
[ ROLE-A &roleA ]
[,ROLE-B &roleB ]]
ID &id }

e definition of a specific type of operational binding, the following-three ASN.1 information object classes may be

by the

use off ASN.1. Other aspects of the operationa binding type, such“as the procedures a DSA has to follow wien an
operational binding is established or terminated have to be specified by some other means (this can be don

eina
bed in

The OPERATIONAL-BINDING information object class serves as a specification template for an operational binding
type. A variable notation is defined for this class to simplify its use as a template. The correspondence between the
definition of an operational binding type and the fields of the variable notation is as follows:

112

a) The ASN.1 type of the agreement parameter that is used for this type of operational binding is that

referenced by the "AGREEMENT" field.

b) The application contexts and the operations of these application-contexts that are employed within the

cooperation phase of an operational binding instance of the defined type are those enumerated foll
the"APPLICATION-CONTEXTS" field. All operations of alisted application-context are selected

owing
unless

the optional "APPLIES TO" field is present and followed by a list of references to operations that are
selected from the application context. This list is an object class set composed of instances of the

OPERATION information object class.
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The class of the operational binding is defined by the "'SYMMETRIC" or "ASYMMETRIC" fields. In the
case of a symmetric operationa binding, the term "SYMMETRIC" is followed by a single information
object of class OP-BIND-ROLE that is valid for both roles of the operational binding. In the case of an
asymmetric operational binding, the term "ASYMMETRIC" is followed by two information objects of
class OP-BIND-ROLE, one referenced by the subfield "ROLE-A" and the other by "ROLE-B".

The object identifier value that serves to identify this type of operational binding is defined by the "1D"
field.

Operational binding cooper ation information object class

OP-BINDING-COOP_::= CLASS{

WITH

Thed
of an

classt
fields

25.3.3

OP-BI

WITH

The O

&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
SYNTAX {

&applContext

[ APPLIES TO &Operations ] }

P-BIND-COOP information object class serves as a specification template for the identification of the opetations
bmed application context, some aspect of which is determined by the operational binding. An instance of this class
is megningful only within the context of a particular operational binding type. A variable’notation is defined fpr this
0 simplify its use as a template. The correspondence between the definition of an operational binding type gnd the

of the variable notation is as follows:

a)

b)

Operational binding role infor mation object class

ND-ROLE ::= CLASS {

&establish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }
SYNTAX {

[ ESTABLISHMENT:INITIATOR &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]

[ MODIFICATION:INITIATOR &modify ]

[ MODIFICATION-PARAMETER &ModifyParam ]

[ TERMINATION-INITIATOR &terminate ]

[ TERMINATION-PARAMETER &TerminateParam ] }

The applContext field identifies an application context, some’or al of whose operations are in sonje way
determined by an operational binding.

The"APPLIES TO" field, if present, identifies the particular operations to which the operational binding
applies. If the field is absent, the operationa™ binding applies to al the operations ¢f the
application-context.

P-BIND-ROLE information object class serves as a specification template for roles of an operational binding type.

An instance of this class Is meaningful only within the context of a particular operational binding type. A variable
notation is defined for this class to simplify its use as a template. The correspondence between the definition of an
operational binding role and the fields of the variable notation is as follows:

a)

b)

The "ESTABLISHMENT INITIATOR" field indicates whether the DSA assuming the defined role may
initiate the establishment of an operational binding of a particular type.

The "ESTABLISHMENT PARAMETER" field defines the ASN.1 type exchanged by a DSA assuming
the defined role when an instance of the operational binding type is established.

The "MODIFICATION INITIATOR" field indicates whether the DSA assuming the defined role may
initiate the modification of an operational binding of a particular type.
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d) The"MODIFICATION PARAMETER" field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is modified.
€) The "TERMINATION INITIATOR" field indicates whether the DSA assuming the defined role may
terminate the establishment of an operational binding of a particular type.
f) The"TERMINATION PARAMETER" field defines the ASN.1 type exchanged by a DSA assuming the
defined role when an instance of the operational binding type is terminated.
26 Operationsfor operational binding management

This dause defines a set of operations that can be used to establish, modify and terminate operational bindings of-\arious
types.| These operations are generic in the way that they can be used to manage operational bindings of any-iype. The
specif|cation of these operations makes use of the definitions provided for a certain type of operational -binding by

applicgtion of the OPERATIONAL-BINDING information object class template.
NQTE — By using this facility, arbitrary types of operational bindings may be managed. These operations (t

aspociated application-context) provide a means of extensibility concerning DSA interactions.New types of ope
may be defined in the future which extend the functionality that is provided between DSAs(

26.1 Application-context definition

The sgt of operations for managing operational binding instances can be used for-the definition of an application-dontext

in theffollowing two ways:

1)

2)

26.2 Establish Operational Binding operation

NOTE - The first approach.is useful in the case where a specialized component of a DSA wants to U
solely for managing the(set of operational bindings of that DSA, and it is not prepared to accept any
defined for the co-operative phase (e.g. updateShadow).

An application-context may be constructed containing only the operations for operational hinding
management. An application-context for genericioperational binding management is defined in
ITU-T Rec. X.519 | ISO/IEC 9594-5.

The operations that may be exchanged during'the cooperative phase of the operational binding form one
or more separate application-contexts.

The set of operations can be imparted into the module used to define a specific application-context. The
operational binding management) operations can then be used together with the operations pf the
cooperative phase within a single application-context.

The Hstablish Operational Binding operation allows establishment of an operational binding instance of a predefined
type, between{wo DSAs. This is achieved through the transfer of the establishment parameters and the tefms of
agreement which were defined in the definition of the operational binding type. The arguments of the operation may be
signed, ererypted, or signed and encrypted (see 15.3) by the requestor. If so requested, the responder may sign, efcrypt,
or sign and encrypt the results. elll

In the case of a symmetrical operational binding, either of the two DSAs may take the initiative to establish an
operational binding instance of the predefined type.

In the case of an asymmetrical operationa binding, either the DSA assuming "ROLE-A" or "ROLE-B" establishes the
operational binding, depending on the specific definition of the operational binding type.

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument

RESULT EstablishOperationalBindingResult

ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-establishOperationalBinding }

114 ITU-T Rec. X.501 (1997 E)

pgether with the
brational bindings

se an association
pof the operations


https://standardsiso.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

Estab

I SO/IEC 9594-2 : 1998 (E)

lishOperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1]  OperationalBindinglD OPTIONAL,

accessPoint [2]  AccessPoint,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

OpBir

Operg

The c{
defing
value

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSetl{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSetH{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
{opBindingSet{@bindingFypehs
valid [71  Validity DEFAULT { },

securityParameters [8] SecurityParameters OPTIONAL },
DIRQOP.&dopEstablishOpBindArg-QOP{@dirqop} }

dingSet  OPERATIONAL-BINDING ::= {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

tionalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

d by the use of the OPERATIONAL-BINDING information object €lass template which assigns an object idg
to the operationa binding type. The bindingType is taken from the "ID" field of one of the instance]

operational binding type referenced by  OpBindingSet. This set is a paramete]

Estab

ishOperationalBindingArgument, a parameterized type,

The initiating DSA may assign an identification to the gperational binding instance via the bindingID compon

bindin
instan
establ

gID is absent within the operation argument, the\résponding DSA shall assign an ID to the operationa b
Ce and return it in the bindinglD component(of the establishOperationalBindingResult. In either case,
shing an operational binding, both the idéntifier and version components of the OperationalBindingID|

must Ipe assigned and issued by the DSA making-the assignment.

Thec

Ther
with
establ

bmponent accessPoint specifies the access point of the initiator for subsequent interactions.

ple that the DSA issuing the Establish Operational Binding operation assumes is indicated by the CHOIC
the options symmetrig;~roleA-initiates, and roleB-initiates. The CHOICE option governs the par
shment parameters employed by the initiating and responding DSAs. The semantics of the roles are defi

part ¢f the definition of~the operational binding type. The ASN.1 type of the CHOICE is determined

"EST
type i

The
conte

A\BLISHMENT-RARAMETER" of the initiator'sOP-BIND-ROLE information object class template. Ta
5 omitted if establishment of the operational binding type requires no establishment parameter fron

omponentgreement contains the terms of agreement governing the operational binding instar
ht depends on the type of operational binding to be established. The ASN.1 type for this paramg

the "A

bmponent bindingType states which type of operational binding is to'be established. Operational binding types are

ntifier
5 of an
of

ent. If
nding
when
value

= type
ticular
ned as

y the

OICE

the initiator.

ce. Its actual
ter is defined by

GREEMENT" field of theDPERATIONAL-BINDING information object class template of the operatio

nal binding

type.

The duration that the operational binding instance shall exist is definatldnThe starting time of the existence of the
operational binding instance is specified/#idFrom and the time that the operational binding instance is terminated is

given

invalidUntil.

Validity ::= SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] UTCTime } DEFAULT now : NULL,
validuntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] UTCTime } DEFAULT explicitTermination : NULL }

ITU-T Rec. X.501 (1997 E)

115


https://standardsiso.com/api/?name=8ba6a7135e6cad3259ee381ba20d46db

ISO/IEC 9594-2 : 1998 (E)

If the Establish Operational Binding operation succeeds, the following result is returned and, may be signed, encrypted,
or signed and encrypted (see 15.3) by the responder.

Estab

lishOperationalBindingResult ::= OPTIONALLY-PROTECTED { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,

accessPoint [2] AccessPoint,

-- symmetric, Role A replies , or Role B replies --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({ﬁlnRinnlingQnt}{ﬂhindingTypn}%

Theb
CHOI
one g
Estab

roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dopEstablishOpBindRes-QOP{@dirqop} }

CE element. Its value is the same as that provided by the establishment initiator and isitaken from the "ID" f
f the instances of an operationa binding type referenced by OpBindingSet<{This set is a parame
ishOperationalBindingResult, a parameterized type.

The identification of the established operational binding instance may be returned in bindingID. It shall be U

identit
may b
instan

Thec

y this operational binding instance in any subsequent Modify or Terminate Operational Binding operatio
e used in any other operation that is executed within the cooperative phase of the established operational i
Ce.

pmponent accessPoint specifies the access point of the responder for subsequent interactions.

The initiating DSA may assign an identification to the.gperational binding instance via the bindingID compon

bindi
instan

gID is absent within the operation argument, the responding DSA shall assign an ID to the operationa b
Ce and return it in the bindinglD component, ofithe establishOperationalBindingResult.

The rgle that the DSA replying to the Establish Operational Binding operation assumes is indicated by the CHOIC

with t
defini
PARA
estab

26.3

The N
indicg
OP-BI

he options symmetric, roleA-inittates and roleB-initiates. The semantics of the roles are defined as part
ion of the operationa bindingtype. The ASN.1 type of the CHOICE is determined by the "ESTABLISHI|

ishment of the operational binding type requires no establishment parameter from the responder.

M odify Qperational Binding operation

lodify_Operational Binding operation is used to modify an established operational binding. The rig
ted<byi the "MODIFICATION INITIATOR" field(s) within the definition of the operational binding typ

ndingType component is contained within the result to indicate the type of operational bifiding for use within the

eld of
ter of

sed to
n, and
inding

ent. |f
nding

E type
of the
MENT

METER" of the responder’©P-BIND-ROLE information object class template. TBeIOICE type is onjitted if

ht to modify is
e using the

NB-ROLE andOPERATIONAL-BINDING information object class templates.

The components of an operational binding that can be modified are the content of the agreement for the operational
binding and its period of validity. Further, a modification parameter can be specified by the initiating role. The

arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3) by the requestor. If so
requested, the responder may sign, encrypt, or sign and encrypt the result.

modifyOperationalBinding OPERATION ::= {

116

ARGUMENT ModifyOperationalBindingArgument

RESULT ModifyOperationalBindingResult

ERRORS { operationalBindingError | securityError | serviceError }
CODE id-op-modifyOperationalBinding }
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;2= OPTIONALLY-PROTECTED { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

symmetric [3]
[4]

(5]

OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,

roleA-initiates

roleB-initiates

The ¢
the "I
of Mo

Theid
oper
that o

The @
chang

Ther
the 0
defini
PARA

newBindingID [6] OperationalBindingID,
rewAgreemert—H——OPERAHONALBINBINGSAgreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] Validity OPTIONAL,
securityParameters
[9] SecurityParameters OPTIONAL },

DIRQOP.&dopModifyOpBindArg-QOP{@dirqop} }

bmponent bindingType states which type of operational binding is to be modified. ThebindingType is takef
D" field of one of the instances of an operational hinding type referenced by OpBindingSet. Thisset isa par
HifyOperationalBindingArgument, a parameterized type.

lentification of the operational binding instance to be modified is given by bindingID. The revised identifier,
ional binding instance is given by newBindingID. The version componentyof newBindingID must be greats
bindingID.

ptional component accessPoint is present if the initiator'ssaccess point for subsequent interacti
ed.

Dle that the DSA issuing the Modify Operational Binding operation assumes is indicateccHptaE tyq
ptionssymmetric, roleA-initiates and roleB-initiatést The semantics of the roles are defined as
ion of the operational binding type. The ASN type of @MOICE is determined by the "MODIFI(
METER" of the initiator'sOP-BIND-ROLE information object class template. TB&IOICE type is oni

modifjcation of the operational binding type requires no modification parameter from the initiator.

The d
instar

omponentewAgreement, if present, contains the modified terms of agreement governing the operg
ce. The ASN.1 type for this parameter is defined by the "AGREEMENT" field afREBATIONAL-BIN

infornhation object class template ofithe operational binding typewfgreement is not present, the parame

agres

The d
comp
assur
curre

If the
signe

ment are not changed by the/operation.

ptionalalid componént-may be used to indicate a revised period of validity for the altered agreem
pnent is absent, thvalidFrom component is presumed to have the valoe and thevalidUntil compag
hed to be unchamnged. If tr@idFrom component is present and refers to an instant of time in th
Nt agreementremains in effect until that time.

N from
Ameter

of the
br than

bns is to be

e with

part of the
CATION
itted if

tional binding
IDING
ers of the

prtlild the
nent is
e future, the

d, encrypted, or

ModifysOperational Binding operation succeeds, the following result is returned and, may be signe
d and'encrypted (see 15.3) by the responder:
ModifyOperationalBindingResult .= CHOICE {
null [0] NULL,
protected [1] PROTECTED { SEQUENCE {
newBindingID OperationalBindinglID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement

({OpBindingSet{@bindingType}),
valid Validity OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dopModifyOpBindRes-QOP{@dirqop} } }

It is not possible for the responding DSA to return the modification parameter defined for its role to the modification
initiator.
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26.4  Terminate Operational Binding operation

The Terminate Operational Binding operation is used to request the termination of an established operational binding
instance. The right to request termination is indicated by the "TERMINATION INITIATOR" field(s) within the

definition of the operational binding type using the OP-BIND-ROLE and OPERATIONAL-BINDING information
class templates. The arguments of the operation may be signed, encrypted, or signed and encrypted (see 15.3)
requestor. If so requested, the responder may sign, encrypt, or sign and encrypt the result.

terminateOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument

object
by the

RESULT TerminateOperationalBindingResult
ERRQORS { npprntinnanindingFrrnr ! Qnr‘llritylzrrnr ! serviceError }
CODE id-op-terminateOperationalBinding }

TermipateOperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID,

-- symmetric, Role A initiates, or Role B initiates --

initiator CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateRaram
({OpBindingSet{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet{@bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingTyp&})} "OPTIONAL,
terminateAt [5] UTCTime OPTIONAL,

securityParameters [6] SecurityParameters OPTIONAL ¥
DIRQOP.&dopTermOpBindArg-QOP{@dirqop} }

The cpmponent bindingType states which type of operational\binding is to be terminated. The bindingType is
from the "ID" field of one of the instances of an operational binding type referenced by OpBindingSet. This s
parameter of TerminateOperationalBindingArgument, adparameterized type.

The identification of the operational binding instance to be terminated is given by bindingID. The version com
present in the bindingID isignored.

The role that the DSA issuing the Terminate Operational Binding operation assumes is indicated by the CHOIC
with the options symmetric, roleAlinitiates and roleB-initiates. The semantics of the roles are defined as part
definition of the operationa binding type. The ASN.1 type of the CHOICE is determined by the "TERMINA
PARAMETER" of the initiator'sOP-BIND-ROLE information object class template. TB&IOICE type is oni
termimation of the operatignal binding type requires no termination parameter from the initiator.

If the [operationalhinding is not to be terminated immediately, a delayed termination time can deéineth e

If the [Terminate Operational Binding operation succeeds, the following result is returned and, may be si
or signed and encrypted (see 15.3) by the responder:

taken
et isa

bonent

E type
of the
TION
itted if

AL.

hned, encrypted,

TerminateOperationalBindingResult ::= CHOICE {

null [0] NULL,

protected [1] PROTECTED { SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResults },
DIRQOP.&dopTermOpBindRes-QOP{@dirqop} } }

It is not possible for the responding DSA to return the termination parameter defined for its role to the ter
initiator.
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Operational Binding Error

An Operationa Binding Error reports a problem related to the usage of operations for management of operational
bindings. The parameter of the error may be signed, encrypted, or signed and encrypted (see 15.3) by the responder.

operationalBindingError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {

Thev

OpBindingErrorParam,
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-err-operationalBindingError }
OpBindingErrorParam ::= SEQUENCE {
problem [0] ENUMERATED {
mvandiD (0,
duplicatelD 1),
unsupportedBindingType (2),
notAllowedForRole 3),
parametersMissing 4),
roleAssignment 5),
invalidStartTime (6),
invalidEndTime (7),
invalidAgreement (8),
currentlyNotDecidable 9),
modificationNotAllowed (20) },
bindingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,
agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
retryAt [3] UTCTime OPTIONAL,
COMPONENTS OF CommonResults }
blues of problem have the following meanings:

a) invalidID: The operational binding ID given indhe request is not known by the receiving DSA or igin the
wrong state for the requested operation.

b) duplicatelD: The operational binding~lD given in the establishment request already exists fat the
responder. This may be caused by aprior attempt to establish an operational binding instance when the
result was lost and initiator has repeated the establishment request.

¢) unsupportedBindingType: ‘The requested operational binding type is not supported by the DSA.

d) notAllowedForRole: Asmanagement operation on the operational binding instance has been requested
which is not allowed'for the role that the requestor plays (e.g. a Terminate Operational Binding opération
has been issued-by~a DSA that takes a role which is not allowed to initiate the termination [of the
operational binding instance).

€) parametersMissing: Any required establishment or termination parameters that are defined for the type
of operational binding are missing.

f) raleAssignment: The requested role assignment for an asymmetric operational binding instance has not
been accepted.

g) invalidStartTime: The specified starting time for the operational binding instance has not been acdepted.

h) invalidEndTime: The specified termination time for the operational binding instance has not been
accepted.

i) invalidAgreement: Theterms of agreement for the requested operational binding instance have not been
accepted. The terms of agreement that would be accepted by the responding DSA can be returned in
agreementProposal.

j)  currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or modification
of the requested operational binding instance. A time when the request should be repeated can be given in
retryAt.

k) modificationNotAllowed: The Modify Operational Binding operation is rejected since modification is

not permitted for this binding instance.
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The bindingType component shall be the same as that transmitted by the invoker of the failed operational binding
management operation.

The agreementProposal component shall only be used in response to an EstablishOperationalBinding operation to
propose arevised set of agreement parameters as described in 25.2.

The retryAt component shall be used only in conjunction with the problem value currentlyNotDecidable to indicate a
time when the EstablishOperationalBinding or ModifyOperationalBinding operation should be retried.

The CommonResults component (see 7.4 of ITU-T Rec. X.511 | ISO/IEC 9594-3) includes SecurityParameters. The
SecurityParameters component (see 7.10 of ITU-T Rec. X.511 | ISO/IEC 9594-3) shall be included in the
CommonResults if the parameter of the error is to be signed by the responder.

26.6

The D
in 26

Operational binding Management bind and Unbind

SAOperationalBindingManagementBind and DSAOperationalBindingManagementUnBind operations, d
6.1 and 26.6.2, are used by a DSA at the beginning and end of a particular period of operationa b

management activity.

Proteq

tion for the dSAOperationalBindingManagementBind and dSAOperationalBindingMafagementUnbing

be equivalent to the protection applied to the DSABind and DSAUnbind operations.

N(
R¢

26.6.1
A dSA
dSAQ

The (¢
(seel]

N(
R¢

26.6.1

TheC
sent tq

26.6.1

The d
sent tq

26.6.2
A dS/
dSAQ
There

TE — The credentials required for authentication may be carried by the Security’ Exchange Service Ele
c. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind argumentsorresults.

DSA Operational Binding M anagement Bind
OperationalBindingManagementBind operation is used to begin a period-of operational binding managem
perationalBindingManagementBind OPERATION ::= directoryBind

omponents of the dSAOperationalManagementBind are .identica to their counterparts in directo
[U-T Rec. X.511 | ISO/IEC 9594-3) with the following differences.

TE — The credentials required for authentication may.bhe carried by the Security Exchange Service Ele
c. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

.1 Initiator Credentials

redentials of the DirectoryBindArgument allows information identifying the AE-Title of the initiating DSA
the responding DSA. The AE-title shall.bein the form of a Directory Distinguished Name.

.2 Responder Credentials

redentials of the DirectoryBindResult alows information identifying the AE-Title of the responding DSA
theinitiating DSA. The AE-title shall be in the form of a Distinguished Name.

efined
nding

shall

ment (see ITU-T

ent.

yBind

ment (see ITU-T

to be

to be

DSA Operational“Binding M anagement Unbind
OperationalMariagementUnbind operation is used to end a period of providing operational binding manag¢ment.
perationalBindingManagementUnbind OPERATION ;= directoryUnbind
are no arguments, results or errors.
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Object identifier usage
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(This annex forms an integral part of this Recommendation | International Standard)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called UsefulDefinitions in which al non-
leaf nodes in the subtree are assigned names.

tained

hstrain

UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 3}
DEFINITIONS ::=

BEGIIN

-- EXHORTS All --

-- The| types and values defined in this module are exported for use in the othef /ASN.1 modules cor
-- withfn the Directory Specifications, and for the use of other applications which will use them to qccess
-- Dirdctory services. Other applications may use them for their own purposes, but this will not co
-- extgnsions and modifications needed to maintain or improve the Directory service.
ID :=  OBJECT IDENTIFIER

ds |[D = {joint-iso-itu-t ds(5)}

-- catggories of information object --

modulje ID = {ds1}
servigeElement ID = {ds 2}
applidationContext ID = {ds:3}
attribliteType ID = ({ds 4}
attrib:tteSyntax ID =, {ds 5}
objeciClass ID = {ds 6}

-- attriputeSet 1D =  {ds7}

algorifthm ID = {ds 8}
abstractSyntax ID = {ds 9}

-- objgct ID = {ds 10}

-- port ID =  {ds 11}
dsaOperational Attribute ID = {ds 12}
matchingRule ID = {ds 13}
knowledgeMatchingRute ID = {ds 14}
nameform ID = {ds 15}

grou ID = {ds 16}

subentry ID = {ds 17}
operationalAttributeType ID = {ds 18}
operationalBinding ID = {ds 19}
schemaObjectClass ID = {ds 20}
schemaOperationalAttribute ID = {ds 21}
administrativeRoles ID = {ds 23}
accessControlAttribute ID = {ds 24}
rosObject ID = {ds 25}

contract ID = {ds 26}

package ID = {ds 27}
accessControlSchemes ID = {ds 28}
certificateExtension ID = {ds 29}
managementObject ID = {ds 30}
attributeValueContext ID = {ds 31}
securityExchange ID = {ds 32}
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-- modules --

usefulDefinitions ID = {module usefulDefinitions(0) 3}
informationFramework ID = {module informationFramework(1) 3}
directoryAbstractService ID = {module directoryAbstractService(2) 3}
distributedOperations ID = {module distributedOperations(3) 3}
protocolObjectldentifiers ID = {module protocolObjectldentifiers(4) 3}
selectedAttributeTypes ID = {module selectedAttributeTypes(5) 3}
selectedObjectClasses ID = {module selectedObjectClasses(6) 3}
authenticationFramework ID = {module authenticationFramework(7) 3}
algorithmObjectldentifiers ID = {module algorithmObjectldentifiers(8) 3}
directoryObjectldentifiers ID = {module directoryObjectldentifiers(9) 3}
upperBaunds 1D = {module upperBounds(10) 3}

dap ID = {module dap(11) 3}

dsp ID = {module dsp(12) 3}
distriputedDirectoryOIDs ID = {module distributedDirectoryOIDs(13) 3}
directpryShadowOIDs ID = {module directoryShadowOIDs(14) 3}
directpryShadowAbstractService ID = {module directoryShadowAbstractServicg(15) 3}
disp ID = {module disp(16) 3}

dop ID = {module dop(17) 3}
opBindingManagement ID = {module opBindingManagement(18) 3}
opBindingOIDs ID = {module opBindingOIDs(19)-3}
hierarichicalOperationalBindings ID = {module hierarchicalOperationalBindings(20) 3}
dsaOyperationalAttributeTypes ID = {module dsaOperationalAttributeTypes(22) 3}
schemaAdministration ID = {module schemaAdministration(23) 3}
basicfccessControl ID = {module basicAceessControl(24) 3}
directpryOperationalBindingTypes ID = {module directoryOperationalBindingTypes(25) 3}
certificateExtensions ID = {module certificateExtensions(26) 0}
directpryManagement ID = {module directoryManagement(27) 1}
enharjcedSecurity ID = {modulé/enhancedSecurity (28) 1}
directprySecurityExchanges ID = {moduwle directorySecurityExchanges (29) 1}
-- synpnyms --

id-oc ID =~ objectClass

id-at ID = attributeType

id-as ID = abstractSyntax

id-mr ID = matchingRule

id-nf ID = nameForm

id-sc ID = subentry

id-oa ID = operationalAttributeType

id-ob ID = operationalBinding

id-doa ID = dsaOperationalAttribute

id-km ID = knowledgeMatchingRule

id-soq ID = schemaObjectClass

id-sod ID = schemaOperationalAttribute

id-ar ID = administrativeRoles

id-acg ID = accessControlAttribute

id-ac ID = applicationContext

id-ros'©btect B rosObject

id-contract ID = contract

id-package ID package

id-acScheme ID = accessControlSchemes

id-ce ID ;= certificateExtension

id-mgt ID = managementObject

id-avc ID ;=  attributeValueContext

id-se ID = securityExchange

-- obsolete module identifiers --

-- usefulDefinition
-- informationFramework
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directoryAbstractService ID = {module 2}
distributedOperations ID = {module 3}
protocolObjectldentifiers ID = {module 4}
selectedAttribute Types ID = {module 5}
selectedObjectClasses ID = {module 6}
authenticationFramework ID = {module 7}
algorithmObjectidentifiers ID = {module 8}
directoryObjectldentifiers ID ‘= {module 9}
upperBounds ID = {module 10}
dap ID = {module 11}
dsp ID = {module 12}
distributedDirectoryObjectldentifiers ID = {module 13}
sed module identifiers --

directoryShadowOIDs ID = {module 14}
directoryShadowAbstractService ID ‘= {module 15}
disp ID = {module 16}
dop ID = {module 17}
opBindingManagement ID = {module 18}
opBindingOIDs ID ‘= {module 19}
hierarchicalOperationalBindings ID = {module 20}
dsaOperationalAttribute Types ID = {module 22}
schemaAdministration ID = {module 23}
basicAccessControl ID ‘= {module 24}
operationalBindingOIDs ID = {module25}
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Annex B

I nformation Framework in ASN.1

(Thisannex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of al of the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

InfornLationFramework {joint-iso-itu-t ds(5) module(1) informationFramework(1) 3}

DEFIN
BEGIN

- EXH

-- The
-- with
-- Dirg
-- extq

IMPO

-- attri

Attrib

Attrib

Attrib

Contsg

ITIONS ::=
N

ORTS All --

types and values defined in this module are exported for use in the other \ASN.1 modules cor

id-oc, id-at, id-mr, id-oa, id-sc, id-ar, id-nf, selectedAttributeTypes,\directoryAbstractService
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 3}

commonName, generalizedTimeMatch, generalizedTimeOrderingMatch, booleanMatch,
objectldentifierFirstComponentMatch

FROM SelectedAttributeTypes selectedAttributeTypes

OPTIONALLY-SIGNED, TypeAndContextAssertion
FROM DirectoryAbstractService directoryAbstractService ;

bute data types --

Lite ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

values SET,SIZE (0 .. MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{ @type}),
valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {

value ATTRIBUTE.&Type ({SupportedAttributes{ @type}),

contextList SET SIZE (1 .. MAX) OF Context } OPTIONAL }

LiteType ::= ATTRIBUTE.&id

LiteValue <:=*ATTRIBUTE.&Type

Xt ;=\'SEQUENCE {

tained

hstrain

in the Directory Specifications, and for the use of other applications which/will use them to fccess
ctory services. Other applications may use them for their own purposes, but this will not co
nsions and modifications needed to maintain or improve the Directory service.

RTS

contextType CONTEXT.&id ({SupportedContexts}),
ON %

fallback BOOLEAN DEFAULT FALSE }

AttributeValueAssertion ::= SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{@type}),
assertedContexts CHOICE {
allContexts [0] NULL,
selectedContexts [1] SET OF ContextAssertion } OPTIONAL }
ContextAssertion ::= SEQUENCE {
contextType CONTEXT.&id({SupportedContexts}),
contextValues SET SIZE (1..MAX) OF

124

CONTEXT.&Assertion ({SupportedContexts}{@contextType})}
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-- Definition of the following information object set is deferred, perhaps to standardized

-- profiles or to protocol implementation conformance statements. The set is required to

-- specify a table constraint on the values component of Attribute, the value component

-- of AttributeTypeAndValue, and the assertion component of AttributeValueAssertion.

SupportedAttributes  ATTRIBUTE ::= {objectClass | aliasedEntryName, ... }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the context specifications

SupportedContexts CONTEXT ::= {...}

-- nanjing data types --

Name| ::= CHOICE { -- only one possibility for now -- rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF RelativeDistinguishedName

DistinguishedName ::= RDNSequence

RelativeDistinguishedName ::= SET SIZE (1..MAX) OF AttributeTypeAndDistinguishedValue

AttriblteTypeAndDistinguishedValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{@type}),
primaryDistinguished BOOLEAN DEFAULT TRUE,

valuesWithContext SET SIZE (1 .. MAX) OF SEQUENCE {

distingAttrvalue ATTRIBUTE.&Type ({SupportedAttributes}{@type}) OPTIONAL,
contextList SET SIZE (1 .. MAX) OF Caontext } OPTIONAL }

-- subfree data types --

SubtrgeSpecification ::= SEQUENCE {

base [0] LocalName DEFAULT{},
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL }

-- empty sequence specifies whole administrative area
LocalName ::= RDNSequence

Chop$pecification ::= SEQUENCE {
specificExclusions [1] SET OF CHOICE {

chopBefore [0] LocalName,

chopAfter [1] LocalName} OPTIONAL,
minimum [2] BaseDistance DEFAULT O,
maximum [3] BaseDistance OPTIONAL }

Baselistance\'= INTEGER (0 .. MAX)

Refingment ::= CHOICE {

TTeTT O —OBIECT-CLASSI;
and [1] SET OF Refinement,
or [2] SET OF Refinement,
not [3] Refinement}

-- OBJECT-CLASS information object class specification --

OBJECT-CLASS ::= CLASS{
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,

&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
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WITH SYNTAX {
[ SUBCLASS OF
[ KIND
[ MUST CONTAIN
[ MAY CONTAIN
ID &id}

&kind ]

ObjectClassKind
abstract
structural
auxiliary

::= ENUMERATED {
(0),
),
@}

- ObjF clclasses --

&Superclasses |

&MandatoryAttributes ]
&OptionalAttributes ]

top BJECT-CLASS ::= {

KIND abstract
MUST CONTAIN {objectClass }
ID id-oc-top }

alias [OBJECT-CLASS ::= {

SUBCLASS OF {top}

ID id-oc-alias }

MUST CONTAIN { aliasedEntryName }

-- ATTRIBUTE information object class specification --

ATTR|BUTE ::= CLASS {
&derivation

&Type
&equality-match
&ordering-match
&substrings-match
&single-valued
&collective

-- operational extensions --
&no-user-modification

&usage

&id

WITH[SYNTAX {

[ SUBTYPE OF

[ WITH SYNTAX

[ EQUALITY MATCHING RULE
[ ORDERING MATEHING RULE
[ SUBSTRINGS MATCHING RULE
[ SINGLE VALUE

[ COLLEGTIVE

[ NO USER'MODIFICATION

[ USAGE

ID

ATTRIBUTE OPTIONAL,

OPTIONAL, -- either &Type or &derivation required --
MATCHING-RULE OPTIONAL,
MATCHING-RULE@PTIONAL,
MATCHING-RULE*OPTIONAL,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,

BOOLEAN DEFAULT FALSE,
AttributeUsage DEFAULT userApplications,
OBJECT IDENTIFIER UNIQUE }

&derivation ]

&Type ]
&equality-match ]
&ordering-match ]
&substrings-match ]
&single-valued ]
&collective ]
&no-user-modification ]
&usage ]

&id }

AttributeUsage ::= ENUMERATED {

userApplications 0),
directoryOperation (2),
distributedOperation  (2),
dSAOperation 3)}

-- attributes --

objectClass ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
ID
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aliasedEntryName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

ID id-at-aliasedEntryName }

-- MATCHING-RULE information object class specification --

MATCHING-RULE ::= CLASS {
&AssertionType OPTIONAL,
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&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SYNTAX ,?,AeenrfinnTypn]

ID &id }

-- matghing rules --

objectldentifierMatch MATCHING-RULE ::= {
SYNTAX  OBJECT IDENTIFIER
ID id-mr-objectldentifierMatch }

distinpuishedNameMatch MATCHING-RULE ::= {
SYNTAX  DistinguishedName
ID id-mr-distinguishedNameMatch }

-- NAME-FORM information object class specification --

NAMHE-FORM ::= CLASS {

&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE}
WITH|SYNTAX {
NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes
[ AND OPTIONALLY &OptionalAttributes\]
ID &id }

-- STRUCTURE-RULE class and DIT structure rule data types --

STRUCTURE-RULE ::= CLASS{

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier }
WITH[SYNTAX {
NAME FORM &nameForm
[ SUPERIORRULES &SuperiorStructureRules ]
ID &id }
DITStfuctureRule ::= SEQUENCE {
ruleldentifier Ruleldentifier ,
AHSt-be-trique-within-the-scope-of-the-subscheria
nameForm NAME-FORM.&id,
superiorStructureRules SET OF Ruleldentifier OPTIONAL }
Ruleldentifier ::= INTEGER

-- CONTENT-RULE class and DIT content rule data types --

CONTENT-RULE ::= CLASS{

&structuralClass OBJECT-CLASS.&id UNIQUE,

&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
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WITH

SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]

[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ] }

DITContentRule ::= SEQUENCE {

structuralObjectClass OBJECT-CLASS.&id,

auxiliaries SET OF OBJECT-CLASS.&id OPTIONAL,
mandatory [1] SET OF ATTRIBUTE.&id OPTIONAL,
optional [2] SET OF ATTRIBUTE.&id OPTIONAL,
precluded [3] SET OF ATTRIBUTE.&id OPTIONAL }

CONT

WITH

DITCdq

DIT-C

WITH

-- sysl
-- 0bje

suber

suber

EXT ::= CLASS {

&Type,

&Assertion OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {

WITH SYNTAX  &Type
[ ASSERTED AS &Assertion ]
ID &id }

ntextUse ::= SEQUENCE {

attributeType ATTRIBUTE.&id,
mandatoryContexts [1] SET OF CONTEXT.&id OPTIONAL,
optionalContexts [2] SET OF CONTEXT.&id OPTIONAL }

DNTEXT-USE-RULE ::= CLASS {

&attributeType ATTRIBUTE.&id UNIQUE,
&Mandatory CONTEXT OPTIONAL;
&Optional CONTEXT OPTIONAL }
SYNTAX {

ATTRIBUTE TYPE &attributeType

[ MANDATORY CONTEXTS  &Mandatory |
[ OPTIONAL CONTEXTS &Optional 1}

lem schema information objects --

ct classes --

try OBJECT-CLASS ::={
SUBCLASS OF { top(}

KIND structural
MUST CONTAIN_¢commonName | subtreeSpecification }
ID id-sc-subentry }

tryNamekorm NAME-FORM ::= {

NAMES subentry
WITHATTRIBUTES { commonName}
D id-nf-subentryNameForm }

acces

collec

sControlSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-accessControlSubentry }
tiveAttributeSubentry OBJECT-CLASS ::= {
KIND auxiliary

ID id-sc-collectiveAttributeSubentry }

contextAssertionSubentry OBJECT-CLASS ::= {
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KIND auxiliary
MUST CONTAIN {contextAssertionDefaults}
ID id-sc-contextAssertionSubentry }
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-- attributes --

createTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-createTimestamp }

modifyTimestamp AT TRIBUTE ——¢

WITH SYNTAX GeneralizedTime
--as per41.3 b) or c) of ITU-T Rec. X.680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-modifyTimestamp }

subsghemaTimestamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime
--as per41.3b) orc) of ITU-T Rec.X. 680 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-subschemaTimestamp }

creatqrsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-creatorsName }

modiffersName ATTRIBUTE ;=4

WITH SYNTAX DistinguishedName
EQUALITY MATCHING/RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MOBIRICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

subsghemaSubentryList ATTRIBUTE ::= {

WITPH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-subschemaSubentryList }

accessControlSubentryList ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-accessControlSubentryList }
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collectiveAttributeSubentryList ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

contextDefaultSubentryList ATTRIBUTE

WITH SYNTAX

EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE

ID

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-collectiveAttributeSubentryList }

=

DistinguishedName
distinguishedNameMatch

TRUE

directoryOperation
id-oa-contextDefaultSubentryList }

hasSybordinates ATTRIBUTE ::={
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

admirjistrativeRole ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

subtr¢eSpecification ATTRIBUTE ::= {

colledtiveExclusions ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

contektAssertionDefaults ATTRIBUTE :

WITH SYNTAX

EQUALITY MATCHING RULEE
USAGE

ID

-- objgct identifier assignments --

BOOLEAN
booleanMatch

TRUE

TRUE
directoryOperation
id-oa-hasSubordinates }

OBJECT-CLASS.&id
objectldentifierMatch
directoryOperation
id-oa-administrativeRole }

WITH SYNTAX  SubtreeSpecification
SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-subtreeSpecification }

OBJECT IDENTIFIER
objectidentifierMatch
directaoryOperation
id:oa-collectiveExclusions }

= {

TypeAndContextAssertion
objectldentifierFirstComponentMatch
directoryOperation
id-oa-contextAssertionDefault }

-- objgct classes -+

id-oc-top OBJECT IDENTIFIER ::= {id-oc 0}
id-oc-amnas OBJECT IDENTIFTIER .= {i1d-ocC I}
-- attributes --

id-at-objectClass OBJECT IDENTIFIER ::= {id-at O}
id-at-aliasedEntryName OBJECT IDENTIFIER  ::= {id-at 1}
-- matching rules --

id-mr-objectldentifierMatch OBJECT IDENTIFIER  ::=  {id-mr 0}
id-mr-distinguishedNameMatch OBJECT IDENTIFIER  ::=  {id-mr 1}
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-- operational attributes --

id-oa-excludeAllCollectiveAttributes
id-oa-createTimestamp
id-oa-modifyTimestamp
id-oa-creatorsName
id-oa-modifiersName
id-oa-administrativeRole
id-oa-subtreeSpecification
id-oa-collectiveExclusions
id-oa-subschemaTimestamp
id-oa-hasSubordinates

id-0a-pubschemaSubentiyist— OBJECTIDENHRIER—== fidoato}—

id-oa-pccessControlSubentryList
id-oa-collectiveAttributeSubentryList
id-oa-contextDefaultSubentryList
id-oa-contextAssertionDefault

-- subentry classes --

id-sc-gubentry
id-sc-pccessControlSubentry
id-sc-pollectiveAttributeSubentry
id-sc-pontextAssertionSubentry

-- Nafne forms --

id-nf-gubentryNameForm

-- admjinistrative roles --

id-ar-accessControlSpecificArea
id-ar-accessControllnnerArea
id-ar-subschemaAdminSpecificArea
id-ar-¢ollectiveAttributeSpecificArea
id-ar-¢ollectiveAttributelnnerArea
id-ar-¢ontextDefaultSpecificArea

id-ar-futonomousArea

END

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTFIER
OBJECT IBENTIFIER
OBJEGT.DENTIFIER
OBJEET IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
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{id-oa 0}
{id-oa 1}
{id-oa 2}
{id-oa 3}
{id-oa 4}
{id-oa 5}
{id-oa 6}
{id-oa 7}
{id-oa 8}
{id-oa 9}

{id-oa 11}
{id-oa 12}
{id-oa 13}
{id-oa 14}

{id-sc 0}
{id-sc 1}
{id-sc 2}
{id-s¢ 3}

{id-nf 16}

{id-ar 1}
{id-ar 2}
{id-ar 3}
{id-ar 4}
{id-ar 5}
{id-ar 6}
{id-ar 7}
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Annex C
SubSchema Administration Schemain ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration in the form
of an ASN.1 module, SchemaAdministration.

ScherhaAdministration {joint-iso-itu-t ds(5) module(1) schemaAdministration(23) 3}
DEFINITIONS ::=
BEGIN

-- EXHORTS All --

-- Thel|types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access

-- Dirdctory services. Other applications may use them for their own purposes, but this will nof-constrain

-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
informationFramework, selectedAttributeTypes, upperBounds, id-soc,id-soa
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulPDefinitions(0) 3}

OBJECT-CLASS, ATTRIBUTE, MATCHING-RULE, DITStructureRule, DITContentRule,
ObjectClassKind, AttributeUsage, NAME-FORM, CONTEXT, objectldentifierMatch
FROM InformationFramework informationFramework

DirectoryString {}, integerFirstComponentMatch, intégerMatch,
objectldentifierFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes

ub-schema
FROM UpperBounds upperBounds;

-- typds --

DITStfuctureRuleDescription ::= SEQUENCE {
COMPONENTS OF DITStructureRule,

name [1] (SET OF DirectoryString { ub-schema } OPTIONAL,

description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE }
DITCgntentRuleDescription ::= SEQUENCE {

COMPONENTS OF DITContentRule,

name [4] SET OF DirectoryString { ub-schema } OPTIONAL,

description DirectoryString { ub-schema }OPTIONAL,

ohsolete BOOLEAN DEFAULT FALSE }
MatchimgRuleDescription .= SEQUENCE{

identifier MATCHING-RULE.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,

description DirectoryString { ub-schema} OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] DirectoryString { ub-schema}}

-- describes the ASN.1 syntax
AttributeTypeDescription ::= SEQUENCE {

identifier ATTRIBUTE.&id,

name SET OF DirectoryString { ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] AttributeTypelnformation }
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AttributeTypelnformation ::= SEQUENCE {
derivation [0] ATTRIBUTE.&id OPTIONAL,
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equalityMatch [1] MATCHING-RULE.&id OPTIONAL,

orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch [3] MATCHING-RULE.&id OPTIONAL,

attributeSyntax [4] DirectoryString { ub-schema }OPTIONAL,

multi-valued [5] BOOLEAN DEFAULT TRUE,

collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [7] BOOLEAN DEFAULT TRUE,
application AttributeUsage DEFAULT userApplication }

ObjectClassDescription ::= SEQUENCE {
identifier OBJECT-CLASS.&id,
name SET OF Directorystring { ub-schema j _ OPTTONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassInformation }

ObjecftClassInformation ::=

subclassOf

kind

mandatories [3]
optionals [4]

NameFormDescription
identifier

name
description
obsolete
information [O]

NameForminformation
subordinate
namingMandatories

MatchingRuleUseDescription

SEQUENCE {
SET OF OBJECT-CLASS.&id
ObjectClassKind
SET OF ATTRIBUTE.&id
SET OF ATTRIBUTE.&id

1= SEQUENCE {

NAME-FORM.&id,

OPTIONAL,
DEFAULT structural,
OPTIONAL,
OPTIONAL }

SET OF DirectoryString { ub-schema } OPTIONAL,
DirectoryString { ub-schema } OPTIONAL,

BOOLEAN DEFAULT FALSE,
NameForminformation }

::= SEQUENCE {

OBJECT-CLASS.&id,
SET OF ATTRIBUTE.&id}

namingOptionals SET OF ATTRIBUTE.&id OPTIONAL }

;= SEQUENCE{

identifier MATCHING;RULE.&id,
name SET OF DireetoryString { ub-schema} OPTIONAL,
description DirectofyString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] SET,0F ATTRIBUTE.&id }

ContgxtDescription ::= SEQUENCE {
identifier CONTEXT.&id,
name SET OF DirectoryString {ub-schema} OPTIONAL,
description DirectoryString { ub-schema} OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] Contextinformation }

Contgxtinformation ::= SEQUENCE ({

DircctoryStrina [ b cobham ol

Ty ek

assertionSyntax

DITContextUseDescription
identifier
name
description
obsolete
information [0]

DITContextUselnformation
mandatoryContexts
optionalContexts

D CCtoTy ot g[St

DirectoryString { ub-schema } OPTIONAL }

::= SEQUENCE {
ATTRIBUTE.&id,

SET OF DirectoryString { ub-schema}

DirectoryString { ub-schema}
BOOLEAN
DITContextUselnformation }

::= SEQUENCE {

OPTIONAL,
OPTIONAL,
DEFAULT FALSE,

[1] SET OF CONTEXT.&id OPTIONAL,
[2] SET OF CONTEXT.&id OPTIONAL }
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-- object classes --

subschema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN {
dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |
contextTypes |
dITContextUse |
matchingRules |

matchinaRulallsa L
I J

ID id-soc-subschema}

-- attriputes --

dITStfuctureRules ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

dITCgntentRules ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

matchingRules ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

attribliteTypes ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID

object{Classes ATTRIBUTE ::= §{
WITH SYNTAX

EQUALITY MATCHING'\RULE
USAGE

ID

nameforms ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

D

DITStructureRuleDescription
integerFirstComponentMatch
directoryOperation
id-soa-dITStructureRule }

DITContentRuleDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-dITContentRules }

MatchingRuleDescription
objectldentifierFitstComponentMatch
directoryOperation
id-soa-matchingRules }

AttributeTypeDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-attributeTypes }

ObjectClassDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-objectClasses }

NameFormDescription
objectldentifierFirstComponentMatch
directoryOperation
id-soa-nameForms }

matchingRuleUse ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

structuralObjectClass ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID
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governingStructureRule ATTRIBUTE ::= {

WITH SYNTAX INTEGER

EQUALITY MATCHING RULE integerMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-soa-governingStructureRule }

contextTypes ATTRIBUTE ::= {

WITH SYNTAX ContextDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-contextTypes }

dITCogntextUse ATTRIBUTE ::= {

WITH SYNTAX DITContextUseDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-dITContextUse }

-- objgct identifier assignments --

-- schéma object classes --

id-sog-subschema OBJECT IDENTIFIER  ::= {id-soc 1}
-- schéma operational attributes --

id-s0g-dITStructureRule OBJECT IDENTIFIER  ::= {id-soa 1}
id-sog-dITContentRules OBJECT IDENTIFIER {id-soa 2}
id-sog-matchingRules OBJECT IDENTIFIER {id-soa 4}
id-sog-attributeTypes OBJECT IDENTIFIER {id-soa 5}
id-sog-objectClasses OBJECT IDENTIRIER {id-soa 6}
id-sog-nameForms OBJECT IDENTIFIER {id-soa 7}
id-sog-matchingRuleUse OBJECT IDENTIFIER {id-soa 8}
id-sog-structuralObjectClass OBJECT\IBENTIFIER {id-soa 9}
id-sog-governingStructureRule OBJEET IDENTIFIER {id-soa 10}
id-sog-contextTypes OBJECT IDENTIFIER {id-soa 11}
id-sog-dITContextUse OBJECT IDENTIFIER {id-soa 12}

END
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Annex D

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-itu-t ds(5) module(1) basicAccessControl(24) 3}
DEFINITIONS ::=
BEGIN

-- EXRORTS All --

-- Theltypes and values defined in this module are exported for use in the other ASN.1 modules/contained
-- within the Directory Specifications, and for the use of other applications which will use_theni to access

-- Dirgctory services. Other applications may use them for their own purposes, but thiS.will not constrain

-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
id-aca, id-acScheme, informationFramework, upperBounds, sélectedAttributeTypes,
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)\usefulDefinitions(0) 3}

ATTRIBUTE, AttributeType, DistinguishedName, ContextAssertion, SubtreeSpecification,
MATCHING-RULE, objectldentifierMatch
FROM InformationFramework informationkramework

ub-tag

FROM UpperBounds upperBounds
Uniqueldentifier, NameAndOptionalUID, directoryStringFirstComponentMatch,
DirectoryString

FROM SelectedAttributeTypes selectedAttributeTypes;

-- typgs --
ACIlltgm ::= SEQUENCE+A
identificationTag DirectoryString { ub-tag },
precedence Precedence,
authenticationLevel AuthenticationLevel,
itemQrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protectedltems Protectedltems,
ltemPermissions SET OF ltemPermission J,
userFirst [1] SEQUENCE {
userClasses UserClasses,
userPermissions SET OF UserPermission } } }

Precedence ::= INTEGER (0..255)

Protectedltems ::= SEQUENCE ({

entry [0] NULL OPTIONAL,
allUserAttributeTypes [1]  NULL OPTIONAL,
attributeType [2] SET OF AttributeType OPTIONAL,
allAttributeValues [3] SET OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,
attributeValue [5] SET OF AttributeTypeAndValue OPTIONAL,
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selfValue [6] SET OF AttributeType OPTIONAL,

rangeOfValues [7]  Filter OPTIONAL,

maxValueCount [8] SET OF MaxValueCount OPTIONAL,

maximmsSub [91 INTEGER OPTIONAL,

restrictedBy [10] SET OF RestrictedValue OPTIONAL,

contexts [11] SET OF ContextAssertion OPTIONAL }
MaxValueCount ::= SEQUENCE ({

type AttributeType,

maxCount INTEGER }

RestrictedValue ::= SEQUENCE {
type AttributeType,
valuesin AttributeType }

UserGlasses ::= SEQUENCE {

allUsers [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET OF NameAndOptionalUID OPTIONAL,

userGroup [3] SET OF NameAndOptionalUID OPTIONAL,
-- dn component must be the name of an
-- entry of GroupOfUniqueNames

subtree [4] SET OF SubtreeSpecification OPTIONAL }

ItemPgermission ::= SEQUENCE {

precedence Precedence OPTIONAL,

-- defaults to precedence in AClltem --
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }

UserHermission ::= SEQUENCE ({
precedence Precedence OPTIONAL,
-- defaults to precedence in AClltem

protecteditems Protectedltems,
grantsAndDenials GrantsAndDenials.}

AuthgnticationLevel ::= CHOICE {
basicLevelsSEQUENCE {

level ENUMERATED { none (0), simple (1), strong (2) },
localQualifier INTEGER OPTIONAL },
other EXTERNAL-}

GrantsAndDenials ::= BITCSTRING {
-- permissions thatanay be used in conjunction
-- with any component of Protecteditems

grantAdd (0),
denyAdd (2),
grantDiscloseOnError (2),
denyDiscloseOnError (3),

gtantRead 4,
denyRead (5);
grantRemove (6),
denyRemove ),

-- permissions that may be used only in conjunction
-- with the entry component

grantBrowse (8),

denyBrowse 9),

grantExport (20),
denyExport (11),
grantimport (12),
denylmport (13),
grantModify (14),
denyModify (15),
grantRename (16),
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{id-acal}
{id-aca4}
{id-aca5}
{id-aca6}

{id-acScheme 1}

{d-acScheme 2’}
{id-acScheme 3}
{id-acScheme 4}
{id-acScheme 5}

denyRename @,

grantReturnDN (18),

denyReturnDN (29),

-- permissions that may be used in conjunction

-- with any component, except entry, of Protectedltems

grantCompare (20),

denyCompare (21),

grantFilterMatch (22),

denyFilterMatch (23)}
AttributeTypeAndValue ::= SEQUENCE {

type ATTRIBUTE.&id ({SupportedAttributes}),

value ATTRIBUTE.&Type({SupportedAttributes}{ @type}) }
-- attriputes --
acceslsControlScheme ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectldentifierMatch

SINGLE VALUE TRUE

USAGE directoryOperation

ID id-aca-accessControlScheme }
prescliptiveACI ATTRIBUTE ::= {

WITH SYNTAX AClltem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch

USAGE directoryOperation

ID id-aca-prescriptiveACl }
entryACl ATTRIBUTE ::= {

WITH SYNTAX AClltem

EQUALITY MATCHING RULE directoryStringFirst€omponentMatch

USAGE directoryOperatign

ID id-aca-entryACI\}
subentryAClI ATTRIBUTE ::= {

WITH SYNTAX AClltem

EQUALITY MATCHING RULE directoryStringFirstComponentMatch

USAGE diréctoryOperation

ID id-aca-subentryACl }
-- objgct identifier assignments --
-- attriputes --
id-acg-accessControlScheme OBJECT IDENTIFIER
id-acg-prescriptiveACl OBJECT IDENTIFIER
id-acg-entryACl OBJECT IDENTIFIER
id-acgd-subentryACl OBJECT IDENTIFIER
-- access control'schemes —
basicfccessControlScheme OBJECT IDENTIFIER
simplifiedAccessControlScheme OBJECT IDENTIFIER
rule-based-access-control OBJECT IDENTIFIER
rule-and-basic-access-control OBJECT IDENTIFIER
rule-and-simple-access-control OBJECT IDENTIFIER
END
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This annex includes all of the ASN.1 type and value definitions contained in clauses 10 through 20 in the form of an
ASN.1 module, DSAOperationalAttributeTypes.

DSAQperational AttributeTypes {joint-iso-itu-t ds(5) module(1) dsaOperational AttributeTypes(22) 3}

DEFINITIONS ::=
BEGIN

-- EXRORTS All --

-- Theltypes and values defined in this module are exported for use in the other ASN.1 modul€s contained
-- within the Directory Specifications, and for the use of other applications which will use them {6 access
-- Dirdctory services. Other applications may use them for their own purposes, but this will\iiot constrain
-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS

bitStringMatch

OperationalBindingID
FROM OperationalBindingManagementopBindingManagement

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

IAccessPoint, MasterAndShadowAccessPoints
FROM DistributedOperations distributedOperations

FROM SelectedAttributeTypes selectedAttributeTypes ;

id-doa, id-kmr, informationFramework, distributedOperations, opBindingManagement,
selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)usefulDefinitions(0) 3 }

-- datq types --
DSEType ::= BIT STRING/({
root (0), -- root DSE --
glue ), -- represents knowledge of a name only --
cp (2), -- context prefix --
entry 3), -- object entry --
alias (4), -- alias entry --
subr (5), -- subordinate reference --
RSSF 6} ROR-Speciic-suberdinatereference
supr (), -- superior reference --
Xr (8), -- cross reference --
admPoint (9), -- administrative point --
subentry (20), -- subentry --
shadow (11), -- shadow copy --
immSupr (13), -- Iimmediate superior reference --
rhob (14), -- rhob information --
sa (15), -- subordinate reference to alias entry --
dsSubentry (16) } -- DSA-Specific subentry --
SupplierOrConsumer ::= SET {

COMPONENTS OF

agreementID

(3l

AccessPoint, -- supplier or consumer --
OperationalBindingID }
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Supplierinformation ::= SET {
COMPONENTS OF
supplier-is-master
non-supplying-master

(4]
(5]

Consumerinformation
SupplierAndConsumers

COMPONENTS OF
consumers

= SET{

(3]

-- attribute types --

SupplierOrConsumer,
BOOLEAN DEFAULT TRUE,
AccessPoint OPTIONAL }

::= SupplierOrConsumer

AccessPoint,
SET OF AccessPoint }

-- supplier --

-- consumer --

-- supplier --

dseType ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

myAcgessPoint ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

superjorKnowledge ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

specificKknowledge ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

DSEType
bitStringMatch
TRUE

TRUE
dSAOperation
id-doa-dseType }

AccessPoint
accessPointMatch
TRUE

TRUE

dSAOperation
id-doa-myAccessPoint }

AccessPoint
accessPointMatch

TRUE

TRUE

dSAOperation
id-doa*superiorKnowledge }

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

TRUE

distributedOperation
id-doa-specificKknowledge }

nonSpecificKnowledge YATTRIBUTE ::= {

WITH SYNTAX
EQUALITY~-MATCHING RULE
NO USER MODIFICATION
USAGE

ID

MasterAndShadowAccessPoints
masterAndShadowAccessPointsMatch
TRUE

distributedOperation
id-doa-nonSpecificKknowledge }

supplierKknowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID

consumerKnowledge ATTRIBUTE ::= {
WITH SYNTAX
EQUALITY MATCHING RULE
NO USER MODIFICATION
USAGE
ID
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secondaryShadows ATTRIBUTE ::= {

WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE supplierAndConsumersMatch
NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-secondaryShadows }

-- matching rules --

accessPointMatch MATCHING-RULE ::= {
SYNTAX  Name

ID id-kmr-accessPointMatch }
mastgrAndShadowAccessPointsMatch MATCHING-RULE ::= {

SYNTAX  SET OF Name

ID id-kmr-masterShadowMatch }
suppllerOrConsumerinformationMatch MATCHING-RULE ::= {

SYNTAX  SET {

ae-title [0] Name,
agreement-identifier  [2] INTEGER}

ID id-kmr-supplierConsumerMatch }
suppllerAndConsumersMatch MATCHING-RULE ::= {

SYNTAX  Name

ID id-kmr-supplierConsumersMatch }
-- objgct identifier assignments --
-- dsa|operational attributes --
id-dog-dseType OBJECT IDENTIFIER = {id-doa 0}
id-dog@-myAccessPoint OBJECT IDENTIFIER ::= {id-doa 1}
id-dog-superiorKnowledge OBJECT IDENTIFIER = {id-doa 2}
id-doa-specificKknowledge OBJECT IDENTIFIER = {id-doa 3}
id-doa-nonSpecificKknowledge OBJECTIDENTIFIER ::= {id-doa 4}
id-doa-supplierKnowledge OBJECT IDENTIFIER = {id-doa 5}
id-dog-consumerKnowledge OBJECT IDENTIFIER = {id-doa 6}
id-dog-secondaryShadows OBJECT IDENTIFIER ::= {id-doa 7}
-- knowledge matching rules --
id-kmf-accessPointMatch OBJECT IDENTIFIER  ::=  {id-kmr 0}
id-kmf-masterShadowMatch OBJECT IDENTIFIER = {id-kmr 1}
id-kmf-supplierConsumeritatch OBJECT IDENTIFIER = {id-kmr 2}
id-kmf-supplierConsumersMatch OBJECT IDENTIFIER  ::=  {id-kmr 3}
END
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Annex F

Operational Binding Management in ASN.1
(Thisannex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational Bindings
relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperdtionalBindingManagement {joint-iso-itu-t ds(5) module(1) opBindingManagement(18) 3}
DEFINITIONS ::=
BEGIN

-- EXRORTS All --

-- The|types and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access

-- Dirgctory services. Other applications may use them for their own purposes, but this will nof«constrain

-- extgnsions and modifications needed to maintain or improve the Directory service.

IMPORTS
directoryShadowAbstractService, hierarchicalOperationalBindings,
dop, directoryAbstractService, distributedOperations
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) useftDefinitions(0) 3}

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadewAbstractService

hierarchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

OPERATION, ERROR
FROM Remote-Operations-Informations©bjects
{joint-iso-itu-t remote-operations(4) informationObjects(5) version1(0)}

APPLICATION-CONTEXT
FROM Remote-Operations-Information-Objects-extensions {joint-iso-itu-t
remote-operations(4) informatignObjects-extensions(8) version1(0)}

id-op-establishOperationalBinding, id-op-modifyOperationalBinding,
id-op-terminateOperationalBinding, id-err-operationalBindingError
FROM Directory©perationalBindingManagementProtocol dop

directoryBind, direetoryUnbind, securityError, CommonResults, SecurityParameters
FROM DirectoryAbstractService directoryAbstractService

OPTIONALLY-PROTECTED, DIRQOP
EROM EnhancedSecurity enhancedSecurity

ACcessPoint

ERAOM-ietwilatank-o). " PP R e "
FINUNVEUTOLNTUUTCTUUPTTAUTUTTS UTolnvuttuuptlr ativito,

-- bind and unbind --
dSAOperationalBindingManagementBind OPERATION ::= directoryBind
dSAOperationalBindingManagementUnbind OPERATION ::= directoryUnbind

-- operations, arguments and results --

establishOperationalBinding OPERATION ::= {

ARGUMENT EstablishOperationalBindingArgument
RESULT EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }
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EstablishOperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1]  OperationalBindinglD OPTIONAL,
accessPoint [2]  AccessPoint,

-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {

Operg

Validi

Estab

modif]

symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSetl{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSetH{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
{opBindingSet{@bindingFypehs
valid [71  Validity DEFAULT { },

securityParameters [8] SecurityParameters OPTIONAL },
DIRQOP.&dopEstablishOpBindArg-QOP{@dirqop} }

tionalBindingID ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

y ::= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] UTCTime } DEFAULT now : NULL,

validUntil [1] CHOICE {
explicitTermination [0] NULL,
time [1] UTCTime } DEFAULT explicitTermination : NULL }

ishOperationalBindingResult ::= OPTIONALLY-PROTECTED { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID ORTIONAL,

accessPoint [2] AccessPoint,

-- symmetric, Role A replies , or Role B replies ¢
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet{@bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({QpBindingSet{@bindingType}),
roleB-replies [5].\_OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
COMPONENTS OF CommonResults },
DIRQOP.&dopEstablishOpBindRes-QOP{@dirqop} }

yOperationalBinding OPERATION ::= {

ARGUMENT ModifyOperationalBindingArgument
RESULT ModifyOperationalBindingResult
ERRQORS { operationalBindingError | securityError }
CODE id-op-modifyOperationalBinding }

ModifyOperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, Role A initiates, or Role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{@bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{@bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{@bindingType}) } OPTIONAL,
newBindingID [6] OperationalBindingID,
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newAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,
valid [8] \Validity OPTIONAL,
securityParameters
[9] SecurityParameters OPTIONAL },
DIRQOP.&dopModifyOpBindArg-QOP{@dirqop} }

ModifyOperationalBindingResult ::= CHOICE {

null [0] NULL,
protected [1] PROTECTED { SEQUENCE {
newBindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
newAgreement OPERATIONAL-BINDING.&Agreement
({OpBindingSet{@bindingType}),
valid Validity OPTIONAL,

COMPONENTS OF CommonResults },
DIRQOP.&dopModifyOpBindRes-QOP{@dirqop} } }

terminateOperationalBinding OPERATION ::= {
ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }

TermipateOperationalBindingArgument ::= OPTIONALLY-PROTECTED { SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID,

-- symmetric, Role A initiates, or Role B initiates --

initiator CHOICE {

symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSetH{@bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet{ @bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{@bindingType})} OPTIONAL,
terminateAt [5] UTCTime OPTIONAL,

securityParameters [6] SecurityParameters OPTIONAL },
DIRQOP.&dopTermOpBindArg-QOP{@dirqop} }

TermipateOperationalBindingResulte.i= CHOICE {

null [0]  NULL,

protected [1] PROTECTED { SEQUENCE {
bindingID OperationalBindingID,
bindingType OPERATIONAL-BINDING.&id ({OpBindingSet}),
terminateAt GeneralizedTime OPTIONAL,

COMPONENTS OF CommonResults },
DIRQOP.&dopTermOpBindRes-QOP{@dirqop} } }

-- errgfs and-parameters --

operationalBindingError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
OpBindingErrorParam,
DIRQOP.&dirErrors-QOP{@dirqop} }

CODE id-err-operationalBindingError }

OpBindingErrorParam ::= SEQUENCE {

problem [0] ENUMERATED {
invalidIlD 0),
duplicatelD (2),
unsupportedBindingType (2),
notAllowedForRole 3),
parametersMissing 4),
roleAssignment (5),
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currentlyNotDecidable
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bindingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{@bindingType}) OPTIONAL,

retryAt [3] UTCTime OPTIONAL,

COMPONENTS OF CommonResults }

-- information object classes --

OPER

WITH

OP-Bl

WITH

OP-BI

WITH

ATIONAL-BINDING ::= CLASS {
&Agreement,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS  &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC

[ ROLE-A &roleA ]

[ ROLE-B &roleB 1]
ID &id }

NDING-COOP ::= CLASS {
&applContext

&Operations OPERATION OPTI
SYNTAX {

&applContext

[ APPLIES TO &Operations ] }

ND-ROLE ::= CLASS {
&establish

&EstablishParam

&modify

&ModifyParam

&terminate

& TerminateParam

SYNTAX {

[ ESTABLISHMENT=INITIATOR
[ ESTABLISHMENT-PARAMETER
[ MODIFICATION-INITIATOR

[ MODIFICATION-PARAMETER
[ TERMINATION-INITIATOR

[ TERMINATION-PARAMETER

OpBir

END

INDING

APPLICATION-CONTEXT,

ONAL }

BOOLEAN DEFAULT FALSE,
OPTIONAL,

BOOLEAN DEFAULT FALSE,
OPTIONAL,

BOOLEAN DEFAULT FALSE,
OPTIONAL }

&establish ]
&EstablishParam ]
&modify ]
&ModifyParam ]
&terminate |
&TerminateParam ] }

L
T

shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperational

Binding }
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Annex G

The Mathematics of Trees

(This annex does not form an integral part of this Recommendation | International Standard)
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arc at

example, the oriented path from vertex.V1 to vertex V8 is the set of arcs (a3, &, &). The term "path" sho

under

TISO3410-94/d21

B are the initial and final vertices, respectively, of arc a. Several différent arcs may have the same initial
t the same final vertex. For example, arcs al and a3 have the samednitia vertex, V1, but no two arcs in the
he same fina vertex.

brtex that is not the final vertex of any arc is often referredto as the root vertex, or even more informally
of the tree. For example, in the figure, V1 isthe root.
" of the tree graph. For example, vertices V36 and V7 are |eaves.

ented path from a vertex V to a vertex'\/-is a set of arcs (al, &, ..., a") (n = 1) such that V istheinitial vef
V'’ isthe final vertex of arc &, and.thefinal vertex of arc & is also theinitial vertex of arc a*1 for 1<k <

itood to denote an oriented path from the root to a vertex.

is a set of points, called vertices, and a set of directed lines, called arcs; each arc,a leads from a vertex V to a
V. For example, the tree in the figure has seven vertices; labelled V1 through V7,.andsix arcs, labelled al through

ertices V' and V are said to be the initial and final vertices, respectively, of-an arc afrom V to V. For example, V2

ertex,
figure

as the

ex that is not the initial vertex of any arc is often\referred to informally as a leaf vertex, or even more informally,

tex of
n. For
ld be
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Annex H

Name Design Criteria

(Thisannex does not form an integral part of this Recommendation | International Standard)

The information framework is very general, and alows for arbitrary variety of entries and attributes within the DIT.
Since, as defined there, names are closely related to paths through the DIT, this means that arbitrary variety in namesis
possible. This annex suggests criteriato be considered in the design of names. The appropriate criteria have been used in
the design of the recommended name forms which are to be found in ITU-T Rec. X.521 | ISO/IEC 9594-7. It is
suggested that the criteria also be used, where appropriate, in designing the names for objects to which the recommended
name forms do not apply.

Presevlntly, only one criterion is addressed; that of user-friendliness.

N(
There

Name)

rathe

The d

The f

TE — Not all names need to be user-friendly.

mainder of this annex discusses the concept of user friendliness applied to names.

5 with which human beings must deal directly should be user-friendly. A user-friendly mame is one that tal
human user’s point of view, not the computer’s. It is one that is easy for people.tordeduce, remember|
than one that is easy for computers to interpret.

oal of user-friendliness can be stated somewhat more precisely in tefms of the following two princi

A human being usually should be able to correctly guess an object’s user-friendly name
information about the object that he naturally possesses. For example, one should be

es the
and understand,

bles:

on the basis of
able to guess a

business person’s name given only the informatien~about her casually acquired through fpormal business

association.

When a object's name is ambiguously specified, the Directory should recognize that fact rather than

conclude that the name identifies one particular object. For example, where two people ha

name, the last name alone should be considered as inadequate identification of either party.

bllowing subgoals follow from the goal of-user-friendliness:

a)

b)

c)

Names should not artificially' remove natural ambiguities. For example, if two people sharg
"Jones", neither should.be required to answer to "WJones" or "Jones2". Instead, the nar
should provide a user:friendly means of discriminating between the entities. For example,
first name and middle initial in addition to last name.

Names shoudld-admit common abbreviations and common variations in spelling. For exa
employed_by the Conway Steel Corporation and the name of one’s employer figures in o
of the_fames "Conway Steel Corporation”, "Conway Steel Corp.", "Conway Steel", and

suffice to identify the organization in question.

In*Certain cases, alias names can be used: to direct the search for a particular entry, in
user-friendly, or to reduce the scope of a search. The following example demonstrates thg
name for such a purpose: As shown in Figure H.1, the branch office in Osaka can also bg

ve the same last

b the last name
ning convention
t might require

mple, if one is
ne’s name, any
'CSC" should

brder to be more
e use of an alias
identified with

ARC O\l

d)

e)
f)
a)

+lo [ O 1 1 O 1 O O ] o [
urc 1iarrmc 1 o = JQ}JGII, L = VUodnd, U = ADLU, UU = Uodina“Juraricli I.

If names are multi-part, both the number of mandatory parts and the number of optional
relatively small and thus easy to remember.

parts should be

If names are multi-part, the precise order in which those parts appear should generally be immaterial.

User-friendly names should not involve computer addresses.

In certain cases, contexts can be used to provide alternative names. For example, as shown in Figure H.2,

the person Jones can be identified by {O = "XYZ", OU = "Research", CN = "Jones"} when

the context is

Language = English, and {O ="XYZ", OU = "Recherche", CN = "Jones"} when the context is Language

= French.
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OU = Osaka-branch

TISO3420-94/d22

Figure H.1 — Aliasing.example

O = XYX

OU = Research Recherche
Language=English, Language=French

CN = Jones
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Annex |

Examples of various aspects of schema

(This annex does not form an integral part of this Recommendation | International Standard)

.1 Example of an Attribute Hierarchy

Figure I.1 shows a simple hierarchy of values of a generic telephoneNumber attribute, values of which are represented
as contained in the outer set. Two specific attribute types are derived from the generic type, workTelephoneNumber
and homeTelephoneNumber. Values of these types are represented as contained in the inner sets.

A vallie of type homeTelephoneNumber is contained in both the inner set representing homeTelephoneNumbgr and
the outer set representing telephoneNumber, but not the inner set representing workTelephoneNumber values:

A DIT structure rule could be defined which permits entries to contain values of al three types shown in Figyre I.1.
Another rule could be defined permitting entries to contain only values of type telephoneNumber.

TISO3430-94/d24

A value having telephoneNumberSyntax
homeTelephoneNumber

workTelephoneNumber

00 @"

TelephoneNumber

Figure 1.2~ Hierarchy of Telephone Number Attribute Values

1.2 Example of a-Subtree Specification

The following is an‘example illustrating the specification of subtrees. Consider the portion of the DIT represented in
Figure 1.2

Subtree 1 and-subtree 2 are specified with respect to the administrative point having name a. The identifiers bl, 42, d3,
etc. regpresent local name values with respect to the administrative point a.

Subtree 1 may be specified as:

subtreel SubtreeSpecification ::= {
specificExclusions { chopBefore b1} }

Subtree 2 may be specified as:

subtree2 SubtreeSpecification BER
base b1}

Suppose that the entries identified in the figure with local names el, €2, etc., represent organizational person entries. A
subtree refinement could be specified to include all of these entriesin the administrative area as:
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subtree-refinementl SubtreeSpecification ::= {
specificationFilter
item id-oc-organizationalPerson }

This could be further refined to include only the organizational personsin subtree 2 as:

subtree2-refinement SubtreeSpecification::=  {
base b1,
specificationFilter
item id-oc-organizationalPerson }

TISO3440-94/d25

Subtree refinement 1

Figure-h2'= Subtree Specification Example

1.3 Schema Specification

1.3.1 Object Classes and-Name Forms

The following object-¢lasses, defined in ITU-T Rec. X.521 | ISO/IEC 9594-7, are used within a particular subschema
administrative area:

— _Sorganization;

- organizationalUnit;

— organizationalPerson.

A name form is not required for the administrative entry, which will be the only entry in the subschema of object class
organization. The following name forms, defined in ITU-T Rec. X.521 | ISO/IEC 9594-7, are used to include entries of
class organizationalUnit and organizationalPerson:

— orgNameForm;

— orgUnitNameForm;

— orgPersonNameForm.
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1.3.2 DIT Structure Rules

The following structure rules are defined to specify a tree structure as shown in Figure 1.3. Figure 1.3 illustrates which
rule may be used to add entries at the various pointsin the DIT.

rule-0 STRUCTURE-RULE::={
NAME FORM
ID

rule-1 STRUCTURE-RULE::={

orgNameForm
0}

NAME FORM orgUnitNameForm

SUPERIOR RULES {rule-0}

ID 1}
rule-2l STRUCTURE-RULE::= {

NAME FORM orgUniNameForm

SUPERIOR RULES {rule-1}

ID 2}
rule-3|STRUCTURE-RULE::={

NAME FORM orgUniNameForm

SUPERIOR RULES {rule-2}

ID 3}
rule-4 STRUCTURE-RULE::= {

NAME FORM orgPersonNameForm

SUPERIOR RULES {rule-1, rule-2, rule-3}

ID 4}

Rule # 1
Organizational
Unit
Rule # 4 Rule # 2
Organizational Organizational
Persen Unit
Rule # 4 Rule # 3
Organizational Organizgtional
Person Unit
Rule # 4
Organizational
Person
TISO3450-94/d26
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.4 DIT content rules

The subschema administrator has the following two requirements to add supplemental information to entries in the
subschema administrative area:

- all organizationalPerson and organizationalUnit entries should have the
organizationalTelephoneNumber attribute. This attribute should be returned when the Directory is
queried for telephoneNumbers;

— allorganizationalPerson entries will have the new attribute manager.
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