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Foreword

:2015(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

An essential property of cooperative intelligent transport systems (C-ITS)[1€] is the sharing of data
between different ITS applications providing different ITS services to the users. This approach replaces
the traditional approach where each application is operated in an isolated environment, i.e. referred
to as “silo approach”. The C-ITS approach enables synergies in components of an ITS station unit, e.g.
sharing of communication tools, improves overall performance and reliability, and reduces overall cost.
In order to protect the interests of the various ITS applications, C-ITS implements the concept of an
ITS station (ITS-S) operated as bounded secured managed domain.

The sharing of data between applications is achieved by subscribe/publish mechanisms, where| at
least two mechanisms are distinguished, i.e. one allowing ITS-S application processes to subsecribg to
standardiged messages from ITS message sets (direct forwarding upon reception of such'messages
in an ITS ptation unit) and one using a Local Dynamic Map (LDM) as repository of standardized data
objects. Slich data objects stored in an LDM are named LDM Data Objects (LDM-DOs). LDM-DOs provjde
self-consi$tent information on real objects existing at a given geo-location duringha-given lifetime-
interval. Authorized ITS-S application processes may add LDM-DOs to an LDM an@may retrieve LOM-
DOs fromjan LDM. Retrieval of LDM-DOs may be performed in queries and by means of subscriptior]. A
subscriptjon will result in automatic notifications of selected LDM-DOs either'in’/defined time intervjals
or event

This Technical Specification introduces the usage of LDMs and specifiesthe LDM for global usage in C-I[T'S.

Initial implementations of LDMs were in the EU research projects GVIS[32] and Safespotl[34].

vi © ISO 2015 - All rights reserved
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Intelligent transport systems — Cooperative systems —
Definition of a global concept for Local Dynamic Maps

1

Thﬂ'n Toachinical Conoifs o4 o0
ST Caropttmtatont

2

Scope

describes the functionality of a “Local Dynamic Map” (LDM) in the context of the “Boundé
Managed Domain” (BSMD), and

specifies

— general characteristics of LDM Data Objects (LDM-DOs) that may be stored in an
information on real objects such as vehicles, road works sectionsislew traffic sectio
weather condition sections, etc. which are as a minimum requirement location-refer
time-referenced,

— service access point functions providing interfaces in an I'TS station (ITS-S) to access 3
— secure add, update, and delete access for ITS-Sapplication processes,
— secure read access (query) for ITS-S application processes,
— secure notifications (upon subscriptign)\to ITS-S application processes, and
— management access,

— secure registration, de-registration, and revocation of ITS-S application pr
LDM, and

— secure subscriptiénjand cancellation of subscriptions of ITS-S application pr
— procedures in an LDM:considering
— means to maintain the content and integrity of the data store, and

— mechanismssupporting several LDMs in a single ITS station unit.

Normative references

d Secured

LDV, i.e.
hs, special
enced and

n LDM for

pbcesses at

jocesses,

The followdntg documents, in whole or in part, are normatively referenced in this document and are

ing

reilerences, the latest edition of the referenced document (including any amendments) applies.

ispensable for its application. For dated references, only the edition cited applies. Fo

 undated

[SO 21217, Intelligent transport systems — Communications access for land mobiles (CALM) — Architecture

ISO/IEC 8824-1:2008, Information technology — Abstract Syntax Notation One (ASN.1): Specification of
basic notation — Part 1

ISO/IEC 8825-2:2008, Information technology — ASN.1 encoding rules: Specification of Packed Encoding
Rules (PER) — Part 2

[SO 24102-3, Intelligent transport systems — Communications access for land mobiles (CALM) — ITS station
management — Part 3: Service access points

© ISO 2015 - All rights reserved
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

data integrity
property that data has not been altered or destroyed in an unauthorized manner

[SOURCE:
3.2

ISO 24534-5]

Internati
time since

3.3
LDM areq
locationr

3.4
LDM ared
informati

Noteltoe
for LDM m

3.5

pnal Atomic Time
00:00:00 UTC, 1 January, 2004, identical with UTC except that no leap seconds need to be"ada

of interest
bquirement used in the filter process of queries and automatic notifications

of maintenance
bn on the operational location area of an LDM used by LDM maintefiance

htry: Reference [22] restricts the LDM Area of Maintenance to “geographical area specified by the L
hintenance”

LDM permnissions

informati

3.6

LDM dat4d
location-r
any furthg

3.7
LDM dat4d
identifier

3.8
LDM datg
dictionary

3.9
LDM dat4d
identifier

3.10
location ¥

bn on how a specific ITS-S application process mayaise an LDM

object
eferenced and time-referenced representation of a real object that is self-explanatory with
br context information

object ID
pf an LDM data object which is unique in an LDM

dictionary
r of LDM data objecttypes

object type
pf the type,of information contained in an LDM data record

ralidity

ed

put

informati

3.11

ea 43 1 43 'S il 1 4 s A3 14
II uluu,auus d 1UCdlIVUITI at VilItIT aIl L, v udtlta UUJC\,L 1S5 vdllu

time validity
information indicating a time interval during which an LDM data object is valid

3.12

LDM time of interest
time requirement used in the filter process of queries and automatic notifications

3.13

Local Dynamic Map
entity consisting of LDM data objects, services, and interfaces for manipulating these LDM data objects

© ISO 2015 - All rights reserved
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3.14
location reference
uniquely identifiable description of position or area in the real world

3.15
metadata
data about data

2015(E)

Note 1 to entry: The term “metadata” is ambiguous as it is used for fundamentally different concepts. Structural
metadata are 1nformat10n related to the design and spec1f1cat10n of data structures; it is also referred to as “data

ontent; itis

time when an LDM data record was created and updated

3.17

time of deletion

timme when an LDM data record may be deleted and will no more ‘be’ considered by the LIPM search
functionality

3.18

time of generation

tinie when the content of the LDM data object informatien field was created

Nofe 1 to entry: This is different to the time when the LDMdata object was written into an LDM.
4 | Symbols and abbreviated terms

BSMD Bounded Secured Managed Domain

BSME Bounded Secured Managed Entity

IAT International Afomic Time

ICY Implementation Conformance Statement

IT$ InteHigent Transport Systems

IT$-SU [FS’Station Unit

It Implementation Under Test

LDM Local Dynamic Map

LDM-DD LDM Data Dictionary

LDM-DT LDM Data Type

LDM-DAT LDM Data Attribute Type

LDM-DATID LDM-DAT Identifier

LDM-DTID LDM-DT Identifier

NoO Notification of Obligations

OoT Obligation of Trust

© IS0 2015 - All rights reserved 3
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PMI
SAO
SUT
TPEG
UTC

8750:2015(E)

Privilege Management Infrastructure
Signed Acceptance of Obligations
System Under Test

Transport Protocol Experts Group

Universal Time Coordinated

5 Arch

5.1 Ger
This Claus

5.2 Lod

A Local D
interfaces
Data obje
DD). The g

NOTE
datal3]), Ty
transitory
and speed

An LDM-I
location,
informati
Such infor

— DATE
— CEN/

composed
processes
attribute

5.3 LD]

The Local
architectd

itectural environment

jeral

e contains informative descriptions of the architectural environment of an IDM.

al Dynamic Map

ynamic Map (LDM) is an entity consisting of LDM Data Object§S{EDM-DO), services, g
for manipulating these LDM Data Objects. LDM-DOs are distingtiished by means of their LI
ct Type (LDM-DT). LDM-DTs are specified by registration inr an’/LDM Data Dictionary (LD
oncept of the LDM-DD is specified in Annex B.

In Reference [17], LDM-DOs are classified into Type 1 (staticpermanent data objects, e.g. cartograp
pe 2 (static transitory data objects, e.g. temporary parking lot on the road[5]), Type 3 (dyna
data objects, e.g. works location), and Type 4 (highly dynamic data objects, e.g. location, orientati
bf surrounding vehicles). This classification is not used in this Technical Specification.

O provides information on real objects (cars; road events, etc.) that are existent at a defir
.g.in a defined geo-area and within a defined time interval. In the uppermost simple case,
bn provided by an LDM-DO is just its type, its geo-location, and its time interval of valid
mation may be received in an ITS station unit via different channels such as

X I, TPEG, RDS-TMC (legacy systems),[301[26] and
ETSI/ISO/SAE ITS message-sets,[22][21]

of different sets of attribttes, and presented in different formats (encodings). ITS-S applicat
capable to receivé-this information perform a mapping on LDM-DOs and a translation
ormats into the €emmon format given by the LDM-DTs.

M in an ITS-S

Dynamic Map (LDM) specification provided in this Technical Specification is designed for
ral‘environment of an ITS station operated as a Bounded Secured Managed Domain (BSM

nd
DM
M-

hic
mic

ed
he

on
of

he
D)

specified

n1S0 21217 and illustrated in Figure 1.
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e
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Figure 1 — LDM in an ITS-S operated as a Bounded Secured-Managed Domain (BSMD)

The LDM functionality specified in Clause 6 is located in the I'TS:S facilities layer. An LDM interfaces with
IT$-Sapplication processes specifiedin ISO 21217. The interfacefunctionality is specified in 6.6.4 by means
of functions of services of the FA-SAP and the MF-SAP; both service access points (SAPs) offef identical
functions for this purpose. The generic services of FA-SAP-and MF-SAP are specified in ISO 24102-3.

5.4 LDMin an ITS-SU

Various examples of supported implementation configurations are illustrated in Figure 2, Figure 3,

i

Figure 4, and Figure 5.

Figure 2 illustrates a “single-box” configuration of an ITS station unit (ITS-SU) with a single ILDM.

ITS-SCU {host and router)

Applications

Management

Facilities LD

Metworking & transpaort

Ancess

Security

I

Figure 2 — Implementation configuration example a)

Figure 3 illustrates a “single-box” configuration of an ITS-SU with two LDMs.

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=febd6e5eb9ded968774fcf31f92f20e6

ISO/TS 1

8750:2015(E)

ITS-5CU (host and router)

Applications

LOM 1
LDM 2

Metwarking & transport

Faciliies

Security

Management

Access

)

Figure 4 i
One of the

ITS-SCU hj

v

Figure 3 — Implementation configuration example b)

lustrates a configuration of an ITS-SU with two ITS station communication thits (ITS-SC

se ITS-SCUs has a host-only role specified in ISO 21217 and contains a single LDM. The ot]
as a router-only role specified in ISO 21217 and does not contain an LDM.
ITS-SCU {host)
Applications ITS-SCU (router) Q o

5 |Facilit LDM 5 O

E acilities E E \\Q %‘

E Metwarking & fransport = c Metworking & transport =

= Access = Acoess

. N
ITS station-intermalMo&twork

Figure 4 — Implementation configuration example c)

U).
ner

U).
ner

Figure 5 iJlustrates a configuration of:an ITS-SU with two ITS station communication units (ITS-SC
One of thgse ITS-SCUs has a host-enly role specified in ISO 21217 and contains a single LDM. The ot}
ITS-SCU hfas a host-and-router role-specified in ISO 21217 and contains also an LDM.
ITS-SCU {hast) ITS-SCU (host and router)
Applications Applications
N § |Facties  [LOM1] | § |Facis  [LOM2] |
\ = =
> % I a % . 3
E Metworking & fransport = c Metworking & transport 2
= Access = Acoess

* ITS station-intermal network * :

Figure 5 — Implementation configuration example d)

Many other implementation configurations are feasible.

NOTE
manageme

In ITS-SUs composed of several ITS-SCUs, the ITS station management can use the “ITS station-inter
nt communications protocol” (IICP)[11] to support overall station management

© ISO 2015 - All rights reser
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5.5 LDM-related processes

5.5.1 Synchronization of LDMs

Th

e concept of synchronization of LDMs is introduced in Reference [17], distinguishing

synchronization of LDMs operated in ITS station units of different vehicles, and

:2015(E)

— synchronization of LDMs operated in ITS station units at the roadside, in central offices, and in vehicles.

Re
Su
ap
De

NO
Re

5.5

Ar
inf]

erence is made to means which are already in nse for TPEG and DATEX

ch synchronization means updating of an LDM by an authorized “master” LDM,As™(
blication processes can access LDM-DOs, any synchronization is to be realized by([[S ap
tails are outside the scope of this Technical Specification.

TE Updates of information in an ITS-SU can be performed using remote management stang
erence [10].

.2 Archiving of LDM Data Objects

Chiving of LDM Data Objects is a feature that produces a kind«of log-file of an LDM. Su|
prmation mightbe ofinterestfordifferentpurposes,butmightalse’be subjectto privacy consi

Thiis Technical Specification specifies neither an archiving funictionality nor related interfaces.

ca

be implemented in a non-standardized way.

5.6 LDM for road safety and vehicle-to-vehicle applications

An|
sp
sp

5.]

e
4

5.

Th
res
for
fir
All
pr

po
thg
as

5.7.2

LDM dedicated to usage for road safety amd vehicle-to-vehicle applications (electronic |
bcified by ETSI in Reference [22]. This ETSLLDM specification constitutes a functional sub
ecification provided in this Technical Spe¢ification.

f  Security perspective

.1 Authorized access to.LDM

e architecture of an LBMin the context of BSMD from a security perspective is to ensure th4

operation in a BSMD may access an LDM via a secure gateway described in I1SO 21217,
bwall ITS-S application process of this gateway is authorized for read-access to the LDM.

the core~assets are to be considered as vulnerable and therefore subject to protecti
tection:takes the form of specific guards. The guard mechanism used in protecting the
icy;based access control scheme where ITS-S application processes will pre-register their p
[TS-S, and if that policy is agreed, all future access by the ITS-S application process will &

nly ITS-S
blications.

ardized in

ch log-file
iderations.

Archiving

orizon) is
-set of the

taccessis

tricted to identified-and authorized ITS-S application processes. Application processes not certified

where the

bn, where
LDM is a
olicy with
e verified

- et + R R ) 1.
ClIIg CULISISTTIIU WILIT UHITCT PUTIC Y.

Initialisation and installation of applications to the BSMD

The kernel of an ITS-SCU forms a trust centre of the BSME and is identifiable to third-party ITS-S
application processes as such. Any ITS-S application process to be added to an ITS-SCU within the
BSME verifies the identity and capability of the ITS-SCU prior to installation. If installation is allowed,
an ITS-SCU verifies the credentials offered by the ITS-S application process. Prior to distribution, each
ITS-S application process is functionally verified and tested and assertions of required functionality, of
developer identity, and of the tester are validated prior to installation.[18]

The core model follows that developed in the i-Tour project[33] as an extension of an “Obligation of Trust”
(OaT) protocol, extending the models used for Java midlet distribution used in many common application

© ISO 2015 - All rights reserved
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stores.[18] The protection framework is a form of a Privilege Management Infrastructure (PMI) based
on common cryptographic modules and processing where authorization is viewed as a set of mutually
agreed actions through the assignment of permissions to the parties, i.e. the LDM and the LDM user. In
the OoT protocol, the participating parties exchange difficult-to-repudiate digitally signed obligating
constraints, also referred to as “Notification of Obligations” (NoO), which detail their requirements for
sending their sensitive information to the other party, and proof of acceptances, also referred to as
“Signed Acceptance of Obligations” (SAO), which acknowledge the conditions they have accepted for
receiving the other party’s sensitive information. The required capabilities of the LDM user, i.e. an ITS-S
application process, to be installed will be declared and the application restricted to use only those
capabilities by means of a policy enforcement engine acting in the role of a Policy Enforcement Point in
the LDM ifselT.

For prote¢tion of data, the data objects identified below capture the primary policy elements:
— PrivagyPolicyDirective;

— SecurjityPolicyDirective;

— SigneflPrivacyPolicy;

— SigneflSecurityPolicy;

— CounterSignedPrivacyPolicy;

— CounterSignedSecurityPolicy.

The privagy policy directive is a set of policy statements that identify the identity of the data control]er.
The privagy enforcement point agrees to implement the policy and to indicate that in the Signed Privacy
Policy where the signature is of the data processor (acting'as policy enforcement point).

Acceptange of the privacy policy is notified by the.client in the Countersigned Privacy Policy where
the signaflure is given by the client using the pseudonymous identity agreed during registration. The
retention pf the countersigned policy agreementprovides the basis of non-repudiation of consent.

NOTE The data privacy legislation in Europeassumes the presence of a number of entities in a system dealfing
with private data. These are the data controller,/data processor and data subject, and a contract of consent. In an
all-informgd C-ITS, there is no a priori consent establishment between the transmitting ITS-SU and any of the
receiving I[[S-SUs, thus, the security mpdelattempts to minimize the possibility of any personal data being made
known to g receiving ITS-SU. The model-therefore virtualizes the functionality of data controller, data processor,
and conser]t by use of verifiable preofs’of authority to act on data.

PermissioEs resulting from\pelicy are of type “Permit” and “Deny” based on authorization, i.e. affer
application of the policy;the request is either permitted or denied. Requests themselves may contain
specific a¢cess requests;-€.g. read data from the LDM, write data to the LDM.

Every incgming command to the LDM is associated with a set of claims that are checked against the lofal
policy at the PEP:in the LDM. If any data access attempt from an application is made post-registratjon
and post-dcceptance of the policy that does not comply with the policy, it is denied.

5.7.3 Privacy

The C-ITS enforces pseudonymity capabilities through the security functions described in ETSI/TS 102
940[24] and ETSI/TS 102 941[25] which maintains privacy control of data entered into the LDM.

5.8 LDM versus other similar functionalities in an ITS-SU

ThesharingofdatabetweenITS-Sapplication processesinanITS-SUcanbeachieved by subscribe/publish
mechanisms, where at least two mechanisms are distinguished, i.e.

a) one allowing ITS-S application processes to subscribe at the ITS-S facilities layer to standardized
messages from ITS message sets as specified in[19] without using an LDM, and

8 © IS0 2015 - All rights reserved
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one using a Local Dynamic Map (LDM) as repository of standardized data objects.
e approach a)[19] standardizes an ITS-S facility layer message handler which can

directly forward complete received messages to subscribed ITS-S application processes without
storing these messages, and

present LDM Data Objects to an LDM in case these LDM Data Objects are contained in messages that
follow the message format convention of this message handler.

ere may be also other data storages, which are basically different to an LDV, i.e. which may store data
ects that are not following the definition of an LDM-DO.

Functionality

lis Clause contains informative descriptions of the functionality of an LDM.

explained in 5.2, an LDM deals with information on real objects that-are existent at a defindd location

(gg¢o-area) and within a defined time interval. Such information onia real object is identified n an LDM
Data Record (see Figure 7). Every LDM Data Record is identified with a unique LDM Data Rec¢rd ID; the

va

Different location and time definitions are used to define:the functionality of an LDM.

©lI

ue zero indicates an “unknown record”.

Definitions related to the information on the realgbject:

— Location Validity

Information at which geo-location or in which geo-area the LDM-DO applies.
— Time Validity

Information in which time interval(s) the LDM-DO applies.

— Time of Generation

Information on the time'when the LDM-DO information was generated, e.g. time when a perception
system (e.g. a sensor) detected the event “slippery road”.

— Time of Mandatory Deletion
Informatiefi on time after which the LDM record will no longer be returned in a query.
Definitions used in queries:

~ “LDM Area of Interest

Geo-location(s) or geo-area(s) that are of interest for the querying ITS-S application process.
— LDM Time of Interest

Time instant or time interval(s) that are of interest for the querying ITS-S application process.
— Age of Interest

Age of LDM record as required by the querying ITS-S application process. The age is calculated with
anumerical operator presented by the ITS-S application process against the time of generation of an
LDM-DO, if available, or alternatively against the time of last update of an LDM-DO.

S0 2015 - All rights reserved 9
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Several lo

Definitions used for maintenance purposes:

— L

DM Area of Maintenance

Geo-area(s) considered by the LDM search functionalityand defined by the LDM inanimplementation-
specific way. Without overlap of the LDM Area of Interest with the LDM Area of Maintenance, a query
will not result in a hit. Note that the area of maintenance can be defined relative to the momentary
location of the host ITS-S.

— LDM Inactive Area

Geo-drea(s) considered by the LDM to store LDM records with are not considered by the sea

funct
Detai

onality; there is no overlap between the LDM Area of Maintenance and the LDM Inactive At
s on the usage of the LDM Inactive Area are not specified in this Technical Specification.

— Tjime of Creation

Time

ht which the LDM record was created in the LDM Data Storage.

— Tjime of Deletion

Time
funct

AnnexDa

onality.

cation reference systems and time reference systems are&knoewn; examples are presented
hd Annex E. This Technical Specification supports any kindiofreference system by defining ti

reference
at a later fime according to the needs of C-ITS services. The generic approach for location is given in {

ASN.1 typ

and location reference with the ASN.1 type CLASS whichallows defining specific instantiatig

e LDMarea. The generic approach for time is givenin the ASN.1 type Timelnformation.

In order §o manage time, an LDM needs to maintain-or access a time reference system (clock). T
Technical
used in ar] implementation-specific way. Time syrnichronization with an external clock to ensure unig
time inforjmation in all ITS-SUs will be a task ofithe ITS-S management.

Similarly,
of the ITS

Specificat

As this Te
applicatio

a)
b)

c)

Specification assumes that there is a trustéd time service available in an ITS-SU which can

it is assumed that an LDM has access to a service providing continuously the kinematic st

jon.

chnical Specification supports various implementation architectures illustrated in 5.4, IT
h processes need tg-he’enabled to select appropriate LDMs. For this purpose,

LDMs|are identified/by-an LDM ID that is unique in an ITS-SU,

LDMs| register_at~the ITS-S management entity reporting about their capabilities in terms
suppqrted LDM-DOs, and

ITS-S
requi

application processes register at the ITS-S management entity reporting their LI

nfter which an LDM record may be deleted and will no more be cousidered by the LDM sear

ch
ea.

ch

in
me
ns
he

his
be
ue

hte

SU in which it resides; thus, no explicit interface to such a service is specified in this Technilcal

S-S

of

ESS

rements in terms of required LDM-DOs, which is acknowledged by providing the addr

information of the best-suited LDMs.

The LDM performs the following procedures to maintain integrity of the LDM Data Storage:

removal of LDM Data Records that are out of date;

removal of LDM Data Records which are out of the LDM Area of Maintenance.

Further integrity checking is supposed to be performed by ITS-S application processes.

6.2 Structure of an LDM

An LDM is composed of functional blocks presented in Figure 6.

10
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Figure 6 — Structure of an LDM

LDM Data Storage: This is the entity in an LDM that storeSA.DM-DOs as described in 6.3
LDM Service: This functional block provides means for

— managing registration, deregistration requests;and revocation of ITS-S application
— security checking in access requests, and

— managing access requests (add, update, delete, subscribe, query, notify) fT|
application processes

described in 6.4.

LDM Maintenance: This functional block provides means for
— updating the LDM Area of Maintenance, and

— removing LDM®Data Records

described in 6.5¢

processing as described in 6.6. This functional block includes

— tMetadata,

rocesses,

om ITS-S

LDM Knowledge Base: This provides the knowledge that is required in the LDM for internal

= the LDM Data Dictionary,

— information on ITS-S application processes’ registrations and subscriptions to the LDM, and

— LDM utility functions.
Interfaces: The interfaces used and offered by an LDM are the following.
— Data interface towards ITS-S application processes for

— add, update, and delete access,

— query access,

— subscription access, and

© ISO 2015 - All rights reserved
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— notifications upon subscription.
— Management and security interfaces for
— registration, deregistration, and revocation of ITS-S applications,
— validation of access rights claimed by ITS-S applications at time of registration, and
— LDM management (e.g. registration of LDM at the ITS-S management)

as described in 6.6.2.

— LDM Management: This functional block provides means for

— r¢gistration of an LDM at the ITS-S management.

6.3 LDM Data Storage

An LDM Dlata Storage logically contains LDM data records presented in Figure 7.

\
LDM LDM-DO Parameters \0_>
record 10 (% .
Location Time Time o
LOM-DT validity validity }|-péneration
E 2
E LDM-DO Attri S
o
0 Attribute O | Attribute 1 Attribute n
[}
A o
s LDM Maigténanoe Parameters
O ITS-5 application’| Time of | Time of | Privacy
— processib creation | deletion flag
J

Figure 7*— Elements of LDM Data Record

An LDM dpta record is uniquely-identified by its LDM record ID. An LDM data record consists of
— LDM-DO Parameters;

— tlie LDM-DOFype (LDM-DT);
— the Loe¢ation Validity of the real object;

— thé-Time Validity of the real object;

— Time of Generation of information contained in the LDM-DO (set to the value zero in case the
time is unknown);

— Time of Mandatory Deletion of an LDM Data Record.

NOTE1 Updates of an LDM Data Record can only be provided by the same ITS-S application process that
originally generated the LDM Data Record.

NOTE 2  The Location Validity and Time Validity fields basically consist each of two parts, one
containing the values of the original reference system and the other one containing the values of the
reference system used in the LDM.

— the LDM-DO Attributes as specified in the LDM Data Dictionary (LDM-DD).
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— LDM Maintenance Parameters which cannot be set explicitly by an ITS-S application process and
which cannot be retrieved by an ITS-S application process:

— identifier of the ITS-S application process that presented this instantiation of an LDM-DO for
storing in the LDM;

— Time of Creation of the LDM Data Record which is different to the time of generation of the
information contained in the attributes of the LDM-DO;

— Time of Deletion of the LDM Data Record from the LDM;

— Privacy tlag.

Table 1 explains and specifies the elements of an LDM Data Record in Figure 7; it refer's'to ASN.1 type

definition specified in Annex A.

Table 1 — LDM Data Record elements

Element

Specification and explanation

LOM record ID

This element uniquely identifies a specific record in the LDM. The format of thi§ element
is given by the ASN.1 element LDMrecordID specifiedin Annex A. The value z¢ro points
to the “non-existent” LDM Data Record.

LOM-DO type

This element uniquely identifies the type of tie’LDM-DO. The format of this elenent is
given by the ASN.1 element LDMdataObje¢tTypeID specified in Annex A.

Location Validity

This element uniquely identifies the position or area at which the information given by
the LDM-DO applies. Several location‘teference systems are allowed in the intefface func-
tions. This field basically consist of &wo parts, one containing the values of the priginal
reference system and the other o1e containing the values of the reference systgm used

in the LDM. The format of location reference systems is given by the ASN.1 elenjent
LDMarea specified in AnnéxéA.

Tine Validity

This element uniquely.identifies the time period when the information given by the
LDM-DO applies. Several time formats to present a time period are allowed in the inter-
face functions. Thus,this field basically consist of two parts, one containing th¢ values
of the original feference system and the other one containing the values of the feference
system used in,the LDM. The format of time reference systems is given by the ASN.1 ele-
ment TimeInformation specified in Annex A.

Time of Generation

This elenréent uniquely identifies the time when the data contained in the LDM-DO
was-generated. Note that this is different to the time of creation when the LDM [Data
Recotd was stored in the LDM. The format of this element is given by the ASN.1{element
TimeOfGeneration specified in Annex A.

Tijne of Mandatorxy
Deletion

This element is used to indicate up to which time the LDM Data Record may be main-
tained in the LDM. After this time, the LDM Data Record has to be removed from the
LDM. This allows ITS-S applications to request timely deletion of LDM Data Redords due
to, for example, privacy regulations or privacy policies. The format of this elemgnt is
given by the ASN.1 element TimeOfDeletion specified in Annex A.

LOMData Object

This element is an instance of the LDM-DT as specified in the LDM-DD. The format of this

element is given by the ASN.1 element LDMdataObject specified in Annex A.

ITS-S application
process ID

This is the identifier of the ITS-S application process specified in Table 2 that presented
the LDM-DO to the LDM. The format of this element is given by the ASN.1 element
ApplicationID specified in Annex A.

Time of Creation

This element identifies two time events, i.e. the time when the LDM Data Record was
added to the LDM and the time when an existing record was updated. The format of this
element is given by the ASN.1 element TimeOfCreation specified in Annex A.
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Table 1 (continued)

Element

Specification and explanation

Time of Deletion Time of Deletion of an LDM Data Record from an LDM is identical with Time of Manda-

tory Deletion, if set by an ITS-S application process, or may be derived from the element
Time Validity. This time information indicates the time from which the LDM Data Record
will no more be disclosed to ITS-S application processes and may be archived and deleted

from the data store. In case Time of Mandatory Deletion is set, archiving is prohibited.

AnnexA.

The format of this element is given by the ASN.1 element TimeOfDeletion specified in

Privacy fl4g This element 1s a Boolean Ilag indicating with the true-value that the LDM Data Record

has to be deleted once Time of Deletion passed. The privacy flag may be set by differén
means. In case Time of Mandatory Deletion is presented with a valid value, the pfivacy
flag is set to true. Default value is false. The format of this element is given by the ASN.]
element PrivacyFlag specified in Annex A.

6.4 LDM services

64.1 R

pgistration, deregistration, and revocation of ITS-S application pfocesses

An ITS-S dpplication process (see 5.7) presents security credentials together, with a list of permission;

time of re

bistration at an LDM. An LDM uses services of the ITS-S security-entity to check the validity

claimed pgrmissions through the registration and verification of the aceess control policy for the applicati

Security dervices in the ITS-S security entity continuously check.whether an authorization of an IT

applicatio

An ITS-S

I process needs to be revoked completely or in parts:

hpplication process may also deregister from an*LDM, which disables subsequent attem

to use thelLDM.

A normative specification of the related procedure.is presented in 7.1.1.

6.4.2 Security checking in access requests

Every acc
the local
registrati

bss request to the LDM (see 6.4.3) is associated with a set of claims that are checked agai
bolicy at the PEP in the LBM: If any data access attempt from an application is made pd
bn and post-acceptance of the policy that does not comply with the policy, it is denied.

A normative specification of the-related procedure is presented in 7.1.2.

643 A

6.4.3.1
Request
— adda

Ccess request management

Overview

anagement includes the following:

at
of

b-S

Dts

nst

n LDM Data Record as described 1n 6.4.5.4;

— update an LDM Data Record as described in 6.4.3.3;

— delete an LDM Data Record as described in 6.4.3.4;

— query LDM-DOs as described in 6.4.3.5;

— subsc

ribe and unsubscribe for updates of LDM-DOs as described in 6.4.3.6;

— notify updates of LDM-DOs as described in 6.4.3.8.

14
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As part of the request management, filtering is applied in queries and in subscriptions. ITS-S application
processes present the properties upon which queries and subscriptions are performed. First-level
filtering uses the following parameters presented in Figure 7:

— LDM-DO ID, record ID;
— LDM-DT;
— LDM Area of Interest, e.g. absolute area or area relative to position and movement of ITS-SU;

— LDM Time of Interest;

—| Age of Interest;
—| any combination of the above-listed properties applying simultaneously (logical AND).

A pecond-level filter process selects those pre-filtered LDM-DOs with attribute’ values fhat meet
requested conditions as described in 6.4.3.9.

NOTE For some applications, e.g. crash avoidance, it is necessary to track thé. movement of a real dbject. Such
trajectories can be produced by ITS-S application processes based on LDM-DQ@selated to this real object.

6.4.3.2 Add LDM data record

Upjon successful registration at an LDM (see 6.4.1), an ITS-S application process may requestl adding of
an|LDM data record to the LDM using the interface function of ASN.1 type LDMaddRequest specified
in p.7.4.1. In case the ITS-S application process is permitted to add an LDM-DO of a specific LDM-DT, the
request is granted and the LDM Data Record is created. This request is acknowledged with th¢ interface
fuiction of ASN.1 type LDMaddConfirm specified in6:7.4.1, returning the LDM record identifigr of ASN.1
type LDMrecordID.

A normative specification of the related procedure is presented in 7.1.3.1.

6.4.3.3 Update LDM data record

An|ITS-S application process that.successfully requested adding of an LDM data record to thg LDM (see
6.4.3.2) may subsequently update the LDM data record identified by the LDM record identifief using the
intlerface function of ASN.1 type LDMupdateRequest specified in 6.7.4.2. This requestis ackrjowledged
with the interface function.of ASN.1 type LDMupdateConfirm specified in 6.7.4.2.

A normative specification of the related procedure is presented in 7.1.3.3.

6.4.3.4 Delete.lDM data record

An[ITS-S application process that successfully requested adding of an LDM data record to thg LDM (see
6.4.3.2)may subsequently delete the LDM data record identified by the LDM record identifieq using the
intlerfaee function of ASN.1 type LDMdeleteRequest specified in 6.7.4.3. This requestis ackrjowledged
withthe interface function of ASN.1 type I.DMdeleteConfirm specified in 6.7.4.3

A normative specification of the related procedure is presented in 7.1.3.4.

6.4.3.5 Query LDM-DO

Upon successful registration at an LDM (see 6.4.1), an ITS-S application process may request retrieval of
LDM-DOs from the LDM using the interface function of ASN.1 type LDMgueryRequest specified in 6.7.4.6.
In case the ITS-S application process is permitted to query LDM-DOs of the specific LDM-DT, the request
is granted and LDM-DOs of the requested LDM-DT are retrieved with the interface function of ASN.1 type
LDMqueryConfirm specified in 6.7.4.6, considering the filter parameters presented in the request.

A normative specification of the related procedure is presented in 7.1.3.5.
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6.4.3.6 Subscribe for updates of LDM-DOs

Upon successful registration at an LDM (see 6.4.1), an ITS-S application process may request subscription
to updates of LDM-DOs from the LDM using the interface function of ASN.1 type LDMsubscribeRequest
specifiedin 6.7.4.5.In case the ITS-Sapplication processis permitted to subscribe to automatic notifications
of updates of LDM-DOs of the specific LDM-DT, the request is granted and acknowledged with the interface
function of ASN.1 type LDMsubscribeConfirmspecified in 6.7.4.5. Upon updates of LDM-DOs subject to a
subscription, these updates will be notified automatically to the ITS-S application process.

A normative specification of the related procedure is presented in 7.1.3.6.

6.4.3.7 [Unsubscribe for updates of LDM-DOs

Upon sucgessful subscription for updates of LDM-DOs, an ITS-S application process can unsubscribe
from the qubscription using the interface function of ASN.1 type 1dmUnsubscribe specified in 6.7.4.5
This request is acknowledged with the interface function of ASN.1 type 1dmUnsubscribeConf.

o1

A normative specification of the related procedure is presented in 7.1.3.7.

6.4.3.8 Notify updates of LDM-DOs

Upon sucdessful subscription for updates of LDM-DOs (see 6.4.3.6), an ITS3S application process will{be
notified apout updates of LDM-DOs with the interface function of ASN{ type 1dmNotify specified in
6.7.4.7. Thjs notification is not acknowledged by the ITS-S applicationprocess.

A normative specification of the related procedure is presented. in 7.1.3.8.

6.4.3.9 BSecond-level filtering

Second-leyel filtering is applied to values of attributes of LDM-DOs resulting from first-level filtering
performegl in queries and notifications of updates (see 6.4.3.5 and 6.4.3.8). The return set from the
first-levelffiltering is further reduced to only those LDM-DOs that match the second-level attribute filter.
The filtered result will be returned in the inferface functions of ASN.1 types LDMqueryConfirm gnd
LDMnotilffyRequest specified in 6.7.4.6 and 6.7.4.7, respectively.

The seconld-level filter is a logical combination of one or more filter statements. A filter statement is a
comparis¢n statement in which an‘attribute from the LDM-DO is tested against a reference value. The
test is de;fined by a comparison operator. The reference value is an absolute value of the data typq of
the attribfite. A filter statement-logically evaluates to true or false, i.e. the filter statement is true if the
LDM-DO gttribute matchegs-the test and false if it fails the test. A compound filter statement is a logical
operation|on two filter statéments. The logical operator is an AND or an OR operator. The compoynd
statement also logically-evaluates to true or false. More complex filter expressions can be constructed

and presepted in the filter parameter of ASN.1 type FilterSecondLevel.

The filter| parameter of ASN.1 type FilterSecondLevel allows to indicate a sequence of logical
operationf that are combined with a logical AND (ASN.1 type ANDsequence), where each of th¢se

]ogica] operations is a sequence of basic ]ngi{‘a] operations that are combined with a ]ngi{‘a] QR (AQ N.1

type ORsequence). A basic logical operation (ASN.1 type FilterPrimitive) allows to present

— the unique attribute ID of the given LDM-DT,
— the numerical operation (ASN.1 type Operators), and
— the reference value presented as an OCTET STRING to be converted in the appropriate format.

A normative specification of the related procedure is presented in 7.1.4.
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6.5 LDM maintenance

6.5.1 LDM Area of Maintenance

The area management maintains appropriate values of the LDM Area of Maintenance. LDM-DOs which
are outside the LDM Area of Maintenance may be deleted and may be archived.

NOTE The LDM Area of Interest is presented by an ITS-S application process in a query (see also 6.1).

A normative specification of the related procedure is presented in 7.2.1.

6.3.2 Outdated data management

The outdated data remover is in charge to delete information from the LDM which istnot'morg valid and
subject to deletion. A decision on deletion of an LDM Data Record does not require insSpecting the LDM-DO.

A nnormative specification of the related procedure is presented in 7.2.2.
6.6 LDM knowledge base

6.6.1 Metadata

Mgtadata are either data on the structure of other data or on<the content of data:
—| location formats;

—| time formats;

— | additional information formats;

—| LDM Data Dictionary;

— | ITS-S application process registry;

—| LDM Maintenance.

Su¢h metadata are necessary-for the operation of an LMD.

Registrations of ITS-S application processes as provider and user of LDM-DOs and subscrjptions by
IT$-S application progesses for automatic notification of updates of LDM-DOs are maintained in order
to lensure data integrity (only serving authorized ITS-S application processes and maintaining LDM
Dafa Records fromauthorized ITS-S application processes) and support timely delivery of updates to all
registered ITS<S‘application processes.

6.6.2 Utility functions

LDMCutility functions perform internal processing including the following:

— LDM Data Record ID management: Creation and deletion of values ensuring uniqueness;
— spatial referencing functions:

— translation in the method used in an LDM;

— translation in the method requested in a query;
— time referencing functions:

— translation in the method used in an LDM;
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— translation in the method requested in a query;

— registration of the LDM at the ITS-S management;

— management of updates of the LDM (e.g. firmware, LDM-DD).

6.7 Interfaces

6.7.1 Types of interfaces

The LDM

Four type

6.7.2 Parameters of interface functions

LDM

(g

LDM

Security interface specified in 6.7.5 allowing

— s¢curity services to notify the revocation of authorizations of ITS-S application processes.

Management interface specified in 6.7.6 allowing

ST

Paramete
Annex A.

— notify LDM-DOs to an ITS-S application process.

S accessible via intertaces illustrated In FIgure o.

5 of interfaces applicable for the LDM are distinguished.

hpplication management interface specified in 6.7.3 allowing an ITS-S applicatien proce
initially register itself at an LDM and to deregister from it.

lata interface specified in 6.7.4 allowing

n [TS-S application process to

- add, update, and delete LDM Data Record into an LDM,

- query LDM-DOs from an LDM,

- subscribe at an LDM for automatic provisioning of kDM-DOs by this LDM, and

n LDM to

n LDM to use security services to venify authorizations claimed by an ITS-S application proce
nd

n LDM to register @t the ITS-S management entity and present its capabilities in terms
ipported LDM-DTs,*and

h LDM to uségervices from the ITS-S management entity.

FsLof interface functions are presented and described in Table 2. ASN.1 details are specified i

bS

of

Table 2 — Parameters of interface functions

No. Name ASN.1 type Description

1 Age of Interest AgeOfInterest Required age of LDM-DO. Used in queries
to filter time of generation (see 6.1).

2 ITS-S application process |ApplicationID Unique identification of an ITS-S appli-

identifier cation process for a given ITS-AID in an

ITS-SU.

3 LDM Area of Interest AreaOfInterest Used in queries and in subscriptions to
filter Location Validity (see 6.1).
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No.

Name

ASN.1 type

Description

LDM capabilities

LDMcapabilities

Used at time of registration of an LDM at
the ITS station management (see 6.7.6.1).

LDM data

LDMinterfaceRecords

Information returned to an ITS-S appli-
cation upon a query or in a notification
upon subscription.

LDM Data Object

LDMdataObject

Information presented by an ITS-S appli-
cation processto he stored in an LDM

Data Record.

LDM ID

LDMid

Unique identifier of an LDM in pn ITS-SU.
The value zero indicates.an unknown
LDM.

LDM Permissions

LDMpermissionList

Information ontiew an ITS-S application
process is authorized to use arjf LDM.

Used by @nJTS-S application pfocess
for registration at an LDM and|by the
revgeation process to indicateremaining
pérmissions.

Details on which LDM-DTs may be
accessed are to be defined by g registra-
tion authority.

LDM record ID

LDMrecordID

LDM record identifier that is upique in
an LDM. The value zero points|to the
“non-existent/unknown” LDM|Data
Record.

10

Time of Generation

TimeOfGeng¥ation

Time when the information cohtained
in an LDM Data Record was genherated
(see 6.1).

11

LDM Time of Interest

TimebOfInterest

Time instant or time interval(q) that are
of interest for the querying ITY-S appli-
cation process. Used in querieq and in
subscriptions to filter Time Validity.

12

LDM-DT ID

LDMdataObjectTypelID

LDM data type identifier. Used|in que-
ries.

13

List of supported’.DM-DTs

ListOfLDMDTids

Information on the LDM Data Types
contained in the local LDM-DD} Used at
time of registration of an LDM [at the ITS
station management (see 6.7.6/1).

14

Legcation Validity

LocationValidity

Information at which geo-location or in
which geo-area the LDM-DO pifesented
by an ITS-S application applies|(see 6.1).

15

Noftification 1nterval

NotificationIintervar

T1me mterval between subsequent
notifications upon subscription. In case
the value is set to zero, notification is
only applicable upon updates. Other-
wise, period notification is performed
disregard the setting of notification
upon update.

16

Notification upon update

NotificationUponUpdate

Flag indicating whether notification
upon update is performed or not. In case
notification interval is set to zero, then
notification upon update is true.
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Table 2 (continued)

No. Name ASN.1 type Description
17 Priority UserPriority Indicates the priority of processing a
request from an ITS-S application pro-
cess by the LDM. The maximum allowed
value is assigned to ITS-S application
process by a registry and presented to
an LDM at time of registration at the
LDM.
18 Refison for revocation REVOTaCIONTREaSON Tndicates reasons wily permissions anfl
priority were withdrawn or changed.
19 Repult code ResultCode Indicates the result of a request)
20 Se¢ond-level filtering FilterSecondLevel Information on how to filtex-LDM-DO
attribute values.
21 Segurity credentials LDMsecurityCredential Used to check LDM Permissions claimg¢d
by an ITS-S application process.
22 Subscription ID SubscriptionID Identifier of a §ubscription unique in ap
LDM.
23 Tithe of Mandatory Deletion |TimeOfMandatoryDeletion |Time infermation requiring deletion of
an LDM Data Record (see 6.1).
24 Time Validity ValidityTimeInterval [aformation in which time interval(s) the
LDM-DO applies (see 6.1).
6.7.3 LDM application management interface
6.7.3.1 [Register function
The “register ITS-S application process” functien’with ASN.1 details specified in Annex A allows|an
ITS-S application process to register at an LDM-for subsequent accesses. It consists of the following:
a) arequestpartof ASN.1 type LDMregisterRequest with the parameters:
1) identifier of the ITS-S application process: ASN.1 type ApplicationID;
2) identifier of an LDM: ASN:¥type L.DMid;
3) applicable maximum-priority: ASN.1 type UserPriority;
4) lipt of permissions: ASN.1 type LDMpermissionList;
5) security cfedentialsto verifythe claimed permissions: ASN.1type LDMsecurityCredentifl;
b) aconfirm part of ASN.1 type LDMregisterConfirm with the parameters:
1) idertifierofthelTS-Sapplicationprecess:ASNItyperpptieationtd:
2) identifier of the responding LDM: ASN.1 type LDMid;
3) list of confirmed permissions: ASN.1 type LDMpermissionList;
4) result code: ASN.1 type ResultCode.
NOTE In Reference [22], similar functions are named RegistrationDataConsumer message and

RegisterDataProvider message.
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6.7.3.2 Deregister function

The “deregister ITS-S application process” function with ASN.1 details specified in Annex A allows an
ITS-S application process to deregister from an LDM at which it was previously successfully registered.
It consists of the following:

a) arequest part of ASN.1 type LDMderegisterRequest with the parameters:
1) identifier of the ITS-S application process: ASN.1 type ApplicationID;

2) identifier of the selected LDM: ASN.1 type LDMid;

b) | a confirm part of ASN.1 type LDMderegisterConfirm with the parameters:

1) identifier of the ITS-S application process: ASN.1 type ApplicationID;

2) identifier of the selected LDM: ASN.1 type L.DMid;

3) result code: ASN.1 type ResultCode.

An|ITS-S application process may deregister from an LDM using the deregister function.

NO[TE In Reference [22], similar functions are named DeregistrationDataConsumer mefssage and
DefegisterDataProvider message.

6.7.3.3 Revoke ITS-S application process notify function

The “revoke ITS-S applicationprocess notify” function with ASN.1 details specified in Annex A allows an
LDM to revoke a previously accepted registration of awlITS-S application process completely dr in parts.
It donsists of the following:

a) | arequest part of ASN.1 type LDMrevokeAppNotifyRequest with the parameters:
1) identifier of the ITS-S application‘process: ASN.1 type ApplicationID;

2) identifier of the selected LDM>ASN.1 type LDMid;

3) still applicable maximum priority: ASN.1 type UserPriority;

4) list of still applicable-permissions: ASN.1 type LDMpermissionList;

5) reason for revoeation: ASN.1 type RevocationReason;

b) | a confirm partof ASN.1 type LDMrevokeAppNotifyConfirm with the parameters:
1) identifier of the ITS-S application process: ASN.1 type ApplicationID;

2)  dentifier of the selected LDM: ASN.1 type LDMid;

3) result code: ASN.1 type ResultCode.

In case there are no more applicable permissions, this constitutes deregistration of the ITS-S
application process.

NOTE In Reference [22], similar functions are named RevokeDataConsumerRegistration message and
RevokeDataProviderRegistration message.
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6.7.4 LDM data interface

6.7.4.1 Add LDM Data Record function

The “add LDM Data Record” function with ASN.1 details specified in Annex A allows a registered ITS-S
application process with appropriate permissions to present an LDM-DO to be written in the LDM Data
Store on an LDM. It consists of the following:

a) arequestpart of ASN.1 type LDMaddRequest with the parameters:

1)
2) identifier of the selected LDM: ASN.1 type L.DMid;

3) tle LDM data to be written: ASN.1 type LDMdataObject;

4) the Location Validity: ASN.1 type LocationValidity;

5) the Time Validity: ASN.1 type ValidityTimeInterval;

6) tle Time of Generation: ASN.1 type TimeOfGeneration;

7) the Time of Mandatory Deletion: ASN.1 type TimeOfMandatoryDeletion;

b) aconfirm part of ASN.1 type LDMaddConfirm with the parametérs:

1y
2)

—

dentifier of the ITS-S application process: ASN.1 type ApplicationID;

—

dentifier of the selected LDM: ASN.1 type LDMid;
3) LPM Data Record identifier: ASN.1 type LDMregordID;

4) ré¢sult code: ASN.1 type ResultCode.

NOTE In Reference [22], a similar function is named AddProviderdata message.

6.7.4.2 |[Update LDM Data Record function

The “update LDM Data record” furiction with ASN.1 details specified in Annex A allows a registered
ITS-S application process with appropriate permissions to update an LDM Data Record that it wrpte
previously in the LDM Data Stdre. Tt consists of the following:

a) arequest part of ASN.¥type LDMupdateRequest with the parameters:

1y

—n

dentifier of the TTS-S application process: ASN.1 type ApplicationID;

2) identifierofthe selected LDM: ASN.1 type L.DMid;

[

3) LPM.record identifier of the LDM Data Record to be updated: ASN.1 type LDMrecordID;

4) the LDM data to be written: ASN.1 type LDMdataObject;

5) the Location Validity: ASN.1 type LocationvValidity;

6) the Time Validity: ASN.1 typeValidityTimeInterval;

7) the Time of Generation: ASN.1 type TimeOfGeneration;

8) the Time of Mandatory Deletion: ASN.1 type TimeOfMandatoryDeletion;
b) aconfirm part of ASN.1 type LDMupdateConfirm with the parameters:

1) identifier of the ITS-S application process: ASN.1 type ApplicationID;
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2) identifier of the selected LDM: ASN.1 type LDMid;
3) LDM record identifier: ASN.1 type LDMrecordID;
4) result code: ASN.1 type ResultCode

TE In Reference [22], a similar function is named UpdateProviderdata message.

6.7.4.3 Delete LDM Data Record function

b)

NO

6.7

a Record from the LDM Data Store. It consists of the following:

arequest part of ASN.1 type LDMdeleteRequest with the parameters:

1) identifier of the ITS-S application process: ASN.1 type ApplicationI®;
2) identifier of the selected LDM: ASN.1 type LDMid;

3) LDM record identifier of the LDM Data Record to be deleted: ASN.1 type LDMrecord
a confirm part of ASN.1 type LDMde leteConfirm with the parameters:

1) identifier of the ITS-S application process: ASN.1 typeRpplicationID;
2) identifier of the selected LDM: ASN.1 type LDMid;

3) LDM record identifier: ASN.1 type LDMreco@gd1D;

4) resultcode: ASN.1 type ResultCode.

TE In Reference [22], a similar function isshamed DeleteProviderdata message.

4.4 Subscribe function

registered
ated LDM

The “subscribe” function with ASN.T details specified in Annex A allows a registered ITS-S application

pr
LD

a)

cess with appropriate permissions to subscribe for automatic notifications of LDM-DO
M. It consists of the following:

arequest part of ASN)1 type LDMsubscribeRequest with the parameters:
1) identifier 6fthe ITS-S application process: ASN.1 type ApplicationID;
2) identifiér of the selected LDM: ASN.1 type LDMid;

3) priority of the request: ASN.1 type UserPriority;

4)\ LDM record ID: ASN.1 type LDMrecordID;

5) LDM-DT ID: ASN.1 type LDMdataObjectTypelD;

6) LDM Area of Interest: ASN.1 type AreaOfInterest;

7) LDM Time of Interest: ASN.1 type TimeOfInterest;

8) age of LDM Data Record: ASN.1 type AgeOfInterest;

9) second-level filtering: ASN.1 type FilterSecondLevel;

10) notification interval: ASN.1 type NotificationInterval;

© ISO 2015 - All rights reserved
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11) notification upon update: ASN.1 type NotificationUponUpdate;

b) aconfirm part of ASN.1 type LDMsubscribeConfirm with the parameters:

1) identifier of the ITS-S application process: ASN.1 type ApplicationID;

2) identifier of the selected LDM: ASN.1 type L.DMid;

3) subscription ID: ASN.1 type SubscriptionID;

4) result code: ASN.1 type ResultCode.

Paramete
with valug

NOTE

6.7.4.5

Fsa)-4) througha)-8) areused asfilter parameters concatenated with alogical AND. Paramet
s indicating “no value” or “don’t care” are excluded from the filter process.

In Reference [22], a similar function is named SubscribeDataConsumer message.

Unsubscribe function

The “unsubscribe” function with ASN.1 details specified in Annex A allows a registered ITS-S applicat

process W
automatia

ith appropriate permissions to unsubscribe from a previously performed subscription
notifications of LDM-DOs from an LDM. It consists of the following:

a) arequestpartof ASN.1 type LDMunsubscribeRequest with thé parameters:

1y

s

(¢
2)
3) p

i

(¢

entifier of the ITS-S application process: ASN.1 type AppdicationID;
entifier of the selected LDM: ASN.1 type L.DMid;

Fiority of the request: ASN.1 type UserPriority;

4) syibscription ID: ASN.1 type SubscriptionkDp;

b) acon

[

1) id

2)

e

(¢

irm part of ASN.1 type LDMunsubscripeConfirm with the parameters:
entifier of the ITS-S application process: ASN.1 type ApplicationID;

entifier of the selected LDM:tASN.1 type L.DMid;

3) subscription ID: ASN.1 type-SubscriptionID;

4) rq

NOTE

6.7.4.6

The “quer

esult code: ASN.1 typeResultCode.

In Reference [22],a’similar function is named UnsubscribeDataConsumer message.

Query fung¢tion

y” function with ASN.1 details specified in Annex A allows a registered ITS-S applicat

process wlith appropriate permissions to query LDM-DOs from an LDM. It consists of the following:

ET'S

on
for

on

a) arequestpart of ASN.1 type LDMgueryRequest with the parameters:

1) identifier of the ITS-S application process: ASN.1 type ApplicationID;

2) identifier of the selected LDM: ASN.1 type LDMid;

3) priority of the request: ASN.1 type UserPriority;

4) LDM record ID: ASN.1 type LDMrecordID;

5) LDM-DT ID: ASN.1 type LDMdataObjectTypeID;

6) LDM Area of Interest: ASN.1 type AreaOfInterest;

24
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7) LDM Time of Interest: ASN.1 type TimeOfInterest;
8) age of LDM Data Record: ASN.1 type AgeOfInterest;

9) second-level filtering: ASN.1 type FilterSecondLevel;

b) aconfirm part of ASN.1 type LDMgueryConfirm with the parameters:
1) identifier of the ITS-S application process: ASN.1 type ApplicationID;
2) identifier of the selected LDM: ASN.1 type LDMid;
3) sequence of LDM data: ASN.1 type LDMinterfaceRecords;
4) resultcode: ASN.1 type ResultCode.
NOTE In Reference [22], a similar function is named RequestDataObjects message.

6.7.4.7 Notification function

The “notification” function with ASN.1 details specified in Annex A allow§'an LDM to notify L]
IT$-S application process that previously subscribed successfully to-this notification service.

of
a)

he following:
arequest part of ASN.1 type LDMnotifyRequest with4he parameters:
1) identifier of the ITS-S application process: ASN.1:itype ApplicationID;
2) identifier of the selected LDM: ASN.1 type LDMid;
3) subscription ID: ASN.1 type SubscripfionID;

4) sequence of LDM data: ASN.1 type LBMinterfaceRecords.

No| confirmation is expected.

6.7.5 Security interface

6.7.5.1 Check authorization function

Thee “check authorization” function with ASN.1 details specified in Annex A allows an LDM
the Policy Enforcement Point (PEP) and Policy Decision Point (PDP) (architecturally loca
IT$-S security entity) to check whether permissions claimed by an ITS-S application proce

of
va

a)

b)

©lI

Fegistration@re correctly claimed during run time. This includes checking of the maximu
ue of priexity of the ITS-S application process. It consists of the following:

a reguest part of ASN.1 type LDMcheckAuthorizationRequest with the parameters:

DM-DOs to
[t consists

[0 request
ted in the
ss at time
m allowed

1) identifier of the ITS-S application process: ASN.1 type ApplicationID;

2) identifier of an LDM: ASN.1 type LDMid;
3) priority of the request: ASN.1 type UserPriority;

4) list of permissions: ASN.1 type LDMpermission;

5) securitycredentialstoverifythe claimed permissions: ASN.1type LDMsecurityCredential;

a confirm part of ASN.1 type LDMcheckAuthorizationConfirm with the parameters:
1) identifier of the ITS-S application process: ASN.1 type ApplicationID;

2) identifier of the responding LDM: ASN.1 type LDMid;

SO 2015 - All rights reserved
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3) confirmed maximum priority: ASN.1 type UserPriority;
4) list of confirmed permissions: ASN.1 type LDMpermissionList;

5) result code: ASN.1 type ResultCode.

NOTE In Reference [22], a similar function is named Authorize message.

6.7.5.2 Revoke authorization function

The “revoke authorization” function with ASN.1 details specified in Annex A allows the ITS-S security
entity to rjotify to an LDM that authorization of an ITS-S application process is revoked completely,or in
parts. It cpnsists of the following:

a) arequest part of ASN.1 type LDMrevokeAuthorizationRequest with the parameters:

—

1) identifier of the ITS-S application process: ASN.1 type ApplicationID;

2) identifier of an LDM: ASN.1 type LDMid;

—n

3) priority still applicable: ASN.1 type UserPriority;
4)

—

ipt of still applicable permissions: ASN.1 type LDMpermission;

b) aconfirm part of ASN.1 type LDMrevokeAuthorizationConfixm with the parameters:

—

1) identifier of the ITS-S application process: ASN.1 type ApplicationID;

2) identifier of the responding LDM: ASN.1 type LDMid;

—

3) result code: ASN.1 type ResultCode.

NOTE1 [Reasons for this revocation do not need to be disclosed to the LDM, as neither the LDM nor the affected
ITS-S application process can do anything with this information.

NOTE 2  |In Reference [22], a similar functionis.snramed RevokeAuthorize message.

6.7.6 LDM management interface

6.7.6.1 [LDM registration at ITS-S management entity

The “LDM register at ITS-S‘management” function with ASN.1 details specified in Annex A allows the
LDM toregister at the ITS=Sshanagement entity to notify supported LDM-DTs and capabilities. It consifsts
of the follIWing:

a) arequest partof ASN.1 type LDMregisterManagementRequest with the parameters:

1y

—

identifier of an LDM: ASN.1 type LDMid;

2) listofsupported LDM-DTsTASN.IType L1STOT LDMDT1ds;
3) LDM capabilities: ASN.1 type IL.LDMcapabilities;
b) aconfirm part of ASN.1 type LDMregisterManagementConfirm with the parameters:
1) identifier of the responding LDM: ASN.1 type LDMid;
2) result code: ASN.1 type ResultCode.
LDM capabilities identified so far are
— basic capabilities (LDMcapabilities =0),
— electronic horizon capability ((LDMcapabilities =1),
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Six further distinct capabilities may be defined in the future, referenced by LDMcapabilities =4, 8,
16, 32, 64, and 128.

A normative specification of the related procedure is presented in 7.5.1.

6.7.7 Service access points

Inflerfaces are implemented as functions of service primitives of service access points (SAPs)|of the ITS
stdtion reference architecture specified in ISO 21217. Services and service primitives of the SAPs are
specified in ISO 24102-3.
The service primitive MF-COMMAND.request is used to present a command to’an LDM; [it may be
acknowledged with the service primitive MF-COMMAND.confirm; both specifiedin ISO 2410p-3. ASN.1
types for the applicable functions are specified in Annex A and presented in-Table 3.

Table 3 — Functions used in the MF-COMMANDJservice
MF-Command-request
&nxref |&MXParam (Interface function) Description
140 LDMregisterRequest Implementsithé register request function (see 6..3.1).
191 LDMderegisterRequest Implements the deregister request function (see|6.7.3.2).
192 LDMaddRequest Impléments the write request function (see 6.7.4{1).
193 LDMupdateRequest Implements the update request function (see 6.7}4.2).
1d4 LDMdeleteRequest Implements the delete request function (see 6.7.4.3).
195 LDMsubscribeRequest Implements the subscribe request function (see ¢.7.4.4).
196 LDMunsubscribeRequest Implements the unsubscribe request function (s¢e 6.7.4.5).
1d7 LDMqueryRequest Implements the query function (see 6.7.4.6).
MF-Command-confirm
&mxref |&MXParam (Interface function) Description
190 LDMregistexConfirm Implements the register confirm function (see 6.f.3.1).
101 LDMderedg¥sterConfirm Implements the deregister confirm function (see|6.7.3.2).
1092 LDMagdGonfirm Implements the add confirm function (see 6.7.4.1]).
193 LRMépdateConfirm Implements the update confirm function (see 6.74.2)
194 LDMdeleteConfirm Implements the delete confirm function (see 6.7.4.3).
195 LDMsubscribeConfirm Implements the subscribe confirm function (see p.7.4.4).
196 LDMunsubscribeConfirm Implements the unsubscribe confirm function (s¢e 6.7.4.5).
107 LDMgueryConfirm

Implements the query confirm function Implements the

query function (see 6.7.4.6).

The service primitive MF-REQUEST.request is used to present a command by the LDM to the ITS-S
management entity: it may be acknowledged with the service primitive MF-REQUEST.confirm; both specified
in ISO 24102-3. ASN.1 types for the applicable function are specified in Annex A and presented in Table 4.
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Table 4 — Functions used in the MF-REQUEST service

MF-Request-request
&mxref |&MXParam (Interface function) Description
108 LDMrevokeAppNotifyRequest Implements the revoke application notify request func-
tion (see 6.7.3.3).
109 LDMnotifyRequest Implements the notify request function (see 6.7.4.7).
110 LDMregisterManagementRequest |Implements the register LDM request function (see
6.7.6.1).
MF-Requgst-confirm
&mxref &MXParam (Interface function) Description
108 NullType No confirmation of the revoke application notify requefst
function is expected. If a confirmation is présented in the
SAP, the NullType function is used.
109 NullType No confirmation of the notify request function is
expected. If a confirmation is preSented in the SAP, the
NullType function is used.
110 LDMregisterManagementConfirm |Implements the LDM registerconfirm function (see
6.7.6.1).
The servife primitive SF-COMMAND.request is used to present a.seg¢urity command to an LDM, gnd
acknowleglged with the service primitive SF-COMMAND.confirm; Both specified in ISO 24102-3. ASN.1
types for the applicable functions are specified in Annex A and presented in Table 5.
Table 5 — Functions used in the SEF=COMMAND service
SF-Commpand-request
&mxref ||&MXParam (Interface function) Description
100 LDMrevokeAuthorizationRequesSt-|Implements the revoke authorization request function
(see 6.7.5.2).
SF-Commpand-confirm
&mxref ||&MXParam (Interface function) Description
100 LDMrevokeAuthorizationConfirm |Implements the revoke authorization confirm function
(see 6.7.5.2).
The servige primitive SF-REQUEST.request is used present a security command by the LDM to the ITf-S
security dntity, and ackhowledged with the service primitive SF-REQUEST.confirm; both specified| in
ISO 24102}3. ASN.1 and-values for the applicable functions are specified in Annex A and presented in Table 6.
Table 6 — Functions used in the SF-REQUESTservice
SF-Requesgt-request
&mxref |&MXParam (Interface function) Description
100 LDMcheckAuthorizationRequest |Implements the check authorization request function (see
6.7.5.1).
SF-Request-confirm
&mxref |&MXParam (Interface function) Description
100 LDMcheckAuthorizationConfirm |Implements the check authorization confirm function (see
6.7.5.1).

Table 7 lists the functions of the FA-SAP service primitives applicable for this Technical Specification,
with ASN.1 details specified in Annex A. These service primitives are referred to as FASAPDOWN and
FASAPUP specified in ISO 24102-3.
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Table 7 — Functions used in the FA-SAP services

FASAPDOWN
&primitiveRef |&Primitive (Interface function) Description
100 LDMregisterRequest Implements the register request function (see
6.7.3.1).
101 LDMderegisterRequest Implements the deregister request function
(see 6.7.3.2).
102 LDMaddRequest Implements the add request function (see 6.7.4.1).
103 LDMupdateRequest Implements the update request function{sge 6.7.4.2).
144 LDMdeleteRequest Implements the delete request function (se¢ 6.7.4.3).
145 LDMsubscribeRequest Implements the subscribe requestfunction
(see 6.7.4.4).
196 LDMunsubscribeRequest Implements the unsubscribe ¥équest functipn
(see 6.7.4.5).
147 LDMqueryRequest Implements the query function (see 6.7.4.6)|
148 NullType No confirmation ©fthe revoke application notify
request functién is expected. If a confirmatjon is pre-
sented in the SAP, the NullType function is ised.
149 NullType No confirmation of the notify request functjon is
expectéd. If a confirmation is presented in the SAP,
the NullType function is used.
130 LDMregisterManagementConfirm |fmplements the LDM register confirm function
(see 6.7.6.1).
FASAPUP
&ﬂrimitiveRef &Primitive (Interface function) Description
140 LDMregisterConfirm Implements the register confirm function ($ee
6.7.3.1).
1q1 LDMderegisterCanfirm Implements the deregister confirm functiop
(see 6.7.3.2).
142 LDMaddConfitm Implements the add confirm function (see 4.7.4.1).
1493 LDMupdatelonfirm Implements the update confirm function (s¢e 6.7.4.2).
194 LDMdédeteContirm Implements the delete confirm function (sep 6.7.4.3).
145 LDMSubscribeConfirm Implements the subscribe confirm function
(see 6.7.4.4).
146 LDMunsubscribeConfirm Implements the unsubscribe confirm functjon
(see 6.7.4.5).
197 LDMqueryConfirm Implements the query confirm function Implements
the query function (see 6.7.4.6).
108 LDMrevokeAppNotifyRequest Implements the revoke application notify request
function.
109 LDMnotifyRequest Implements the notify request function.
110 LDMregisterManagementRequest

Implements the register LDM request function
(see 6.7.6.1).

7 Procedures

This Clause contains normative requirements on procedures.
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7.1 LDM services

7.1.1 Registration, deregistration, and revocation of ITS-S application processes

Secure registration shall be performed upon request presented by the “register function” specified
in 6.7.3.1 with support of the ITS-S security entity requested with the “initial check of authorization
function” specified in 6.7.5.1.

Deregistration shall be performed upon request presented by the “deregister function” specified
in 6.7.3.2, or upon request from the ITS-S security presented in “notify revocation of authorization
function” ppecified in 6.7.3.3.

7.1.2 Se¢curity checking in access requests

All attempts of an ITS-S application process to access an LDM shall be based on the poliey’eénforcement
mechanism described in 5.7, 6.4.1, and 6.4.2, which intercepts all function calls to the [\DM and pernits
them only|if the call complies with a previously registered policy.

7.1.3 Agcess request management

7.1.3.1 Authorization and plausibility checking

Upon recqption of an access request management interface functien, the LDM shall check whether the
ITS-S application process is already properly registered for the giveh request and whether the presented
parametel values are within valid ranges (plausible). In case of failure, the request shall be confirmed
with an appropriate result code:

— 3:unknown ITS-S application process;

— 5:invplid priority (priority presented is higher than the maximum allowed priority);
— 6: invplid filter (second-level filtering is not-supported or an inappropriate operator was selectedl);
—  9: unknown LDM-DT (not supported By the LDM);
— 10: nq authorization for the givenrequest;

— 11: inpalid time information (e.g. time in the past).

Alternatively, the requested.action shall be performed.

7.1.3.2 |Add LDM DataRecord

Add acceps shalk:be performed upon request presented by the “add function” of ASN.1 type
LDMaddRpquest specified in 6.7.4.1 after successful authorization checking specified in 7.1.3.1.

The LDM ghall create a new LDM Data Record with a unique LDM record ID, shall set the value of the
LDM record ID field to the appropriate value of this new LDM Data Record, shall set Time of Creation to
the current time, shall set the values of LDM-DO type, Location validty, Time validty, Time of Generation,
Time of Mandatory Deletion, LDM Data Object, ITS-S application process ID as given in the respective
parameters of the request. In case the formats of Location Validity, Time Validity, Time of Generation,
and Time of Mandatory Deletion are different to the format used in the LDM, an appropriate format
transformation shall be performed, and both formats shall be stored.

Time of Deletion shall be set equal to Time of Mandatory Deletion, if available, or derived from Time Validity:.
The Policy flag shall be set to true if Time of Mandatory Deletion is set to a valid value.

NOTE The Policy flag can also be set to true by other means that are outside the scope of this Technical
Specification.
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Successful performance of the request shall be confirmed with result code = 0 (success) presented in the
confirm function of ASN.1 type LDMaddConfirm.

7.1.3.3 Update LDM Data Record

Update access shall be performed upon request presented by the “update function” of ASN.1 type
LDMupdateRequest specified in 6.7.4.2 after successful authorization checking specified in 7.1.3.1.

The LDM shall update those fields of the LDM Data Record indicated by the unique LDM record ID. Update
shall be performed on those parameters (Location validty, Time validty, Time of Generation, Time of

Mmmmmmm'ahd value
(different to the null value). Format transformation and storage of both formats shall bejperformed as

sp¢cified in 7.1.3.2.
Ti

—

1Ee of Deletion shall be set equal to Time of Mandatory Deletion, if available, or derivédfrom Tinpe Validity.
The Policy flag shall be set to true if Time of Mandatory Deletion is set to a validvalue.

NOTE The Policy flag can also be set to true by other means that are outside the scope of this Technical
Spé¢cification.

Sugcessful performance of the request shall be confirmed with result code = 0 (success) presented in the
confirm function of ASN.1 type LDMupdateConfirm.

7.1.3.4 Delete LDM Data Record

Delete access shall be performed upon request presented by the “delete function” of ASN.1 type
LDMdeleteRequest specified in 6.7.4.3.

Thle LDM Data Record shall be completely remoyed from the active area of the LDM.

Sug¢cessful performance of the request shallbe confirmed with result code = 0 (success) presented in the
copfirm function of ASN.1 type I.DMdeleteConfirm.

7.1.3.5 Query LDM-DO

Quleries shall be performed-upon request presented by the “query function” of A$N.1 type
LDMgueryRequest specified in 6.7.4.6. The “query function” implements a mandatory first-]evel filter
function and an optionalsecond-level filter feature as specified in 7.1.4.

Fiffst-level filteringshall be performed on the presented parameters:
—| LDM record/1D, if set to a valid value (different to zero);
—| LDM-BTID (compared with ID of LDM-DOs);

—| LBM Area of Interest (compared with Location Validity);

— LDM Time of Interest (compared with I'ime Valldity);

— age of LDM Data Record (compared with Time of Generation of LDM-DO, if available, or alternatively
with time of last update contained in Time of Creation).

All above requirements shall be fulfilled simultaneously in order to preselect the respective LDM-DO
and forward it to the optional second-level filtering.

In case the querying ITS-S application presents LDM Area of Interest or LDM Time of Interest in a format
different to either the original format of Validity area and Validity time, respectively, or the format used
by the LDM, an appropriate format transformation shall be performed.
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Upon successful finalization of the search in the LDM Data Storage, all hits shall be returned to the querying
ITS-S application process presented in the confirm function of ASN.1 type LDMgueryConfirm with result
code = 0 (success). In case of a failure, the appropriate result code indicating the error shall be returned.

7.1.3.6 Subscribe for updates of LDM-DOs

Subscription shall be performed upon request presented by the “subscribe function” of ASN.1 type
LDMsubscribeRequest specified in 6.7.4.4. The “subscribe function” is identical with the “query”
function except that not just a single query of the LDM Data Storage is performed. Subscription shall
result in either periodic notifications of available LDM-DOs, or event-driven notifications, i.e. upon
available ipdates of LDM-DOs].

The LDM [shall confirm successful acceptance of the “subscribe” request with result code 0-(success)
presented in the confirm function of ASN.1 type LDMsubscribeConfirm.

Subsequent to this confirmation, notifications shall be performed as specified in 7.1.3:8 'until the LDPM
receives an “unsubscribe” function as specified in 7.1.3.7.

7.1.3.7 nsubscribe for updates of LDM-DOs

”

Cancellatipn of subscription shall be performed upon request presented by the “unsubscribe functipn
of ASN.1 type LDMunsubscribeRequest specified in 6.7.4.5.

The LDM phall terminate respective notifications of updates of LBM-DOs and shall confirm this wjith
result code 0 (success) in the confirm function of ASN.1 type LDMunsubscribeConfirm.

7.1.3.8 Notify updates of LDM-DOs

Notificatipn shall be restricted to successfully subscribe@ITS-S applications and to authorized LDM-[JOs
as requested at time of subscription. Notification shall'be performed with the “notification functionf of
ASN.1 type LDMnotifyRequest specified in 6.74.7.

An ITS-S dpplication process shall not acknowledge such notifications.

7.1.4 Se¢cond-level filtering

Second-leyel filtering is an optignal/feature based on the filter interface parameter of ASN.1 type
FilterSpcondLevel. Availability of this feature shall be indicated during time of registration of the
LDM (see [/.5.1).

Second-leyel filtering is @pplied to those LDM-DOs resulting from first-level filtering in query functigns
and subsgribe functions’(see 6.4.3.1, 7.1.3.5, and 7.1.3.6). The second-level filtering shall compgre
attribute yalues of the pre-selected LDM-DOs with reference values according to the filter requiremepts
presented in the filter parameter. Reference values are presented as OCTET STRINGs. An OCTET STRING
representption‘\ofa value shall be converted into the appropriate format of the respective attributg in
order to a]low comparison of values.

LDM-DOs that pass successfully first- and second-level filtering shall be presented to the requesting
ITS-S application process.

7.2 LDM maintenance

7.2.1 Area management

The area management may delete an LDM Data Record in case its Location Validity is completely outside
of the LDM Area of Maintenance. Alternatively, the LDM Data Record may be moved to an inactive area
of the LDM Data Store which is not used for queries and notifications if the Privacy flag is set to false.
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In case inactive areas of the LDM Data Store are implemented, the area management shall move LDM
Data Records to the active area used for queries and notifications once at least a part of the area of
validity is within the LDM Area of Maintenance.

7.2.2 Outdated data removal

The outdated data management shall delete an LDM Data Record at a time equal to or later than the
Time of Deletion given in the LDM maintenance parameters illustrated in Figure 7. In case the Privacy
flag is set to false, the LDM Data Record may be stored in an inactive area of the LDM.

7.3 LDM knowledge database
The LDM knowledge database is, as the name says, a database.

Upidates of the LDM knowledge database may be done by the ITS-SCU configuration‘managemient centre
infroduced in Reference [18] using ITS remote station management specified in‘Reference [1(]. Further
details are outside the scope of this Technical Specification.

=

Thee normative specification on how to create the LDM Data Dictionary s provided in Annex |

7. Interfaces

Normative specifications of interfaces are not applicable, asyall interfaces are specified ih 6.6.2 as
functions of service primitives of service access points (SAPs).

NOTE Service primitives may become observable PBUs, e.g. as specified for the ITS statipn-internal

management communications protocol (IICP)[11] which.i{syalso used in conformance testing to exdhange test
prqtocol data units between the test system and the syStem under test.

7.5 LDM management

7.3.1 Registration of LDM at ITS-S mianagement entity

An| LDM shall register at the ITS-S management entity with the “LDM register function” of ASN.1 type
LDMregisterManagementReGuestspecifiedin6.7.6.1. The LDM shall presentto the ITS-Smgnagement

—| its LDM identifier as assigned at time of installation or update of the LDM software,
—| the list of supported LDM-DTs, and
—1| its capabiliti€s)(see 6.7.6.1).

Sug¢cessful registration will be confirmed by the ITS-S management with return status 0 (sucdess) in the
confirm funetion of ASN.1 type LDMregisterManagementConfirm.

7.3.2+ "Multiple ITS-SCUs

In case of a distributed implementation of an ITS-SU as illustrated in Figure 4 and Figure 5, the
ITS-S management in the various ITS-SCUs shall communicate with each other in an appropriate
way to act as a global management of the ITS-SU. This functionality may be implemented with ITS
station-internal management communications (IICP) specified in Reference [11], allowing for remote
management SAP access.
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A1 Ov

The ASN.1 basic notation is specified in ISO/IEC 8824-1:2008. The following ASN.1 module is-specif

in this An

— CITSI

A.2 Mo

Unaligned packed encoding rules (PER) as specified in ISO/IEC 8825-2:2008 shall be applied for

ASN.1 mo

SAPs of the ITS-SU. Encoding rules for other usage are outside the scope of the present document.

This mod
[9], [18],

CITS1ldm

DEFINITIQNS AUTOMATIC TAGS::=BEGIN

IMPORTS

FASAPDOWN, FASAPUP, MFSAP-CR, MFSAP-CC, MFSABD-RR, MFSAP-RC, SFSAP-CR, SFSAP-CC, SFSAP-RH

SEFSAP-RC,

RefSFSAP{CR, RefSFSAP-CC, RefSFSAP-RR, RefSFSAP-RC FROM CALMmsap { iso (1) standard (O)
calm-mandgement (24102) msap (3) asnmg=1v (1) versionl (1)}

GeoPolygdnArea FROM CITSapplMgmtApplReg {iso(l) standard(0) cits-applMgmt (17419)
applRegidtry (2) versionl (1)}

ApplicatijonID FROM CALMmanagement { iso (1) standard (0) calm-management (24102) local
asnm-1 (1) versionl (1)}

UserPriofity, NullType,Dimed8IAT FROM CALMllsap {iso(l) standard(0) calm-ll-sap(21218)
asnm-1 (1) versionl AN/

AuthID FHOM ITSldm¥{ itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wgl (1)
itsldmapi (2863) ‘operation(0) versionO(0) }

-- End of IMPORTS

-- Types

Annex A
(normative)

ASN.1 modules

FTVIEW

nex:

im {iso(1) standard(0) cits-ldm (18750) asnm-1 (1) version1 (1)}
dule CITSIdm

dule CITSldm in case the data elements and value elements are-used in service primitives
le imports ASN.1 definitions from ASN.1 modules specified in ISO 24102-3 and References

d [22].

iso(1l) standard(0) cits-1dm (18750) asnm-1 (1)) versionl (1)}

RefFASAPDOWN, RefFASAPUP, RefMESAP-CR, RefMFSAP-CC, RefMFSAP-RR, RefMFSAP-RC,

-- Interface parameters

-- ITS-S

application process identifier

-- ApplicationID imported from ISO 24102-1

-- LDM Area of Interest
AreaOfInterest::=LDMarea

-- LDM Authorzations / permissions
LDMpermissionList::=SEQUENCE OF LDMpermission

LDMpermission::= LDMdataObjectTypelD

34
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8],
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-- Security credentials to check permissions

SECCRED: : =CLASS {
&ref Ref-SecCredLDM,
&Value
}

Ref-SecCredLDM: : =INTEGER {

c-LDMsecCred-Null (0),
c-LDMsecCred-AuthID (1)
} (0..255)

LDNMsecurityCredential: :=SEQUENCE {

refSec SECCRED. &¢ref ({LDMsecCredentials}),

secCred SECCRED. &Value ({LDMsecCredentials}{QrefSec})
}

LDfisecCredentials SECCRED: :={noSecCred | authID, ...}

nopecCred SECCRED: :={&ref c-LDMsecCred-Null, &Value NullType}
aufhID SECCRED: :={&ref c-LDMsecCred-AuthID, &Value AuthID}

--|1LDM record ID: EN 302 895 uses the name DataObjectID
LDMirecordID: :=INTEGER{

ldmRecordIDunknown (0)

} - value zero is reserved for the unknown record,

--|1DM Data Dictionary

DataDictionaryID: :=INTEGER{
ddID-LDMdd (1) —-- LDM-DD
} —- needs to be maintained in a registry

LDYIDATADICTIONARY: :=CLASS {

&ref LDMdataObjectTypeID UNIQUE,
&Value

}

LDNMdataObjectTypelID: :=INTEGERY{
c-ldmdoNull (0) .~ Junknown LDM-DO type
} (0..4294967295) --\values are registered

LDNdataObject: : =3EQUENCE {

ldmdotRef TDMDATADICTIONARY. &ref ({LDMdataObjectTypes}),

1DMdataObT¢pe” LDMDATADICTIONARY.&Value ({LDMdataObjectTypes}{@ldmdotRef})
}

LDNMdataObJjectTypes LDMDATADICTIONARY::={ldmdoNull, ...}

ldhdoNul 1 LDMDATADICTIONARY::={&ref c-ldmdoNull, &Value NullType}

—— further types to be added as needed by real implementations

—— LDM Data Object Types consist of a sequence of zero or more attributes. Attributes are
TLV encoded, i.e. specified with ASN.1 type CLASS with a two octet reference number as
illustrated below

—— Generic LDM Data Object Type with attributes

—- LDMgenericDataObject: :=SEQUENCE (SIZE(1l..255)) OF LDMdataObjectAttribute

—— LDMDTA: :=CLASS {

—= &ref Ref-LDMDOattributelD,
-— &Value

- )

—— LDMDOattributeID: :=INTEGER/{
—= c-refl (0)
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- )

——- LDMdataObjectAttribute: :=SEQUENCE {

—= ldmdotRef LDMDTA. &ref ({LDMdataObjectAttributes}),

—= 1DMdataObType LDMDTA. &Value ({LDMdataObjectAttributes} {@1ldmdotRef})
- }

——- LDMdataObjectAttributes LDMDTA::={ldmdtal, ...}

—— ldmdtal LDMDTA: :={&ref c-ref0, &Value TypeO}

—- Result—eed
ResultCode: :=INTEGER({
succeds (
failuyge (
invalidApp (
unknowWnApp (
invalidType (
invalidPriority (
invalidFilter (
invalidOrder (
(
(
(
(
2

, —— For authorization interpreted as PERMIT
, —— For authorization interpreted as DENY

areaFdilure

unknoynType
noAutHorization
invalidTime
unspedifiedError (
} (0. J255)

—- Subscpgiption ID
SubscripflionID: :=Int2

—- LDM ddta

LDMinterflaceRecordRead: : =SEQUENCE {
recordID LDMrecordID, —-- LDM record ID
geoRefls LDMgeoRefs, —- Location Validity / reference
timeRqfs LDMtimeRefs, —- Time Validity ““reference
genTinje TimeOfGeneration, -- time of\{generation
data LDMdataObject —-- type and\data
}

LDMgeoRefls: : =SEQUENCE {
interrlal LDMarea, —-- LDM internal format
origirlal LDMarea, -- Original format presented at time of writing
requegdted LDMarea —-- Format requested

}

LDMtimeRgqfs: :=SEQUENCE {
interrjal ValidityTimeInterval, —-- LDM internal format
origirlal ValidiktyTimeInterval, —-- Original format presented at time of writing
requedted ValidityTimeInterval —-- Format requested

}

ILDMinterflacgRecords: : =SEQOUENCE QF I.DMinterfaceRecordRead

—- end of Interface parameters

—- interface functions
—- Registration / deregistration / revocation

LDMregisterRequest: :=SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid,
priority UserPriority,
permissions ILDMpermissionlist,

secCredentials LDMsecurityCredential
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}

LDMregisterConfirm: : =SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid, —-- set to the value of the LDM that confirms
permissions LDMpermissionList,
result ResultCode

}

LDMderegisterRequest: :=SEQUENCE {
itssAppProcess ApplicationID,
%T]‘\ LM ol

}

LDYlderegisterConfirm: : =SEQUENCE {

itssAppProcess ApplicationID,

1dmID LDMid, -- set to the value of the LDM that confirms
result ResultCode

}

LDYirevokeAppNotifyRequest: :=SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDbMid,

priority UserPriority, —-- maximum still applidable or zero
permissions LDMpermission, —- still applicabled (wtay be empty)
reason RevocationReason

}

ReyocationReason: :=INTEGER({

registrationRevokedByRegistrationAuthority (0),
registrationPeriodExpired (1),
unspecifiedReason (255)
} (0..255)

LDNrevokeAppNotifyConfirm: : =SEQUENCE {
itssAppProcess ApplicationID,
1dmID LDMid,

result ResultCode

}

—--|Data providers

LD)laddRequest : : =SEQUENCE {
itssAppProcessg_~RpplicationID,

1dmID LDMid,

data LDMdataObject, —-- type and data

geoRef LDMarea, —- Location Validity / reference

timeRef ValidityTimeInterval, —-- Time Validity / reference
genTimg TimeInformation, —-- time of generation

tipfeMandDelete TimeInformation -- if time provided, then privacy flag

¥

true

LDMaddConfirm: : =SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid,
ldmRecordID LDMrecordID,
result ResultCode

}

LDMupdateRequest: :=SEQUENCE {

itssAppProcess ApplicationID,

1dmID LDMid,

ldmRecordID LDMrecordID,

data LDMdataObject, —-- type and data

geoRef LDMarea, —-- Location Validity / reference
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timeRef ValidityTimeInterval, -- Time Validity / reference
genTime TimeInformation, —-- time of generation
timeDelete TimeInformation —-- if time provided, then privacy flag = true

}

LDMupdateConfirm: : =SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid,
ldmRecordID LDMrecordID,
result ResultCode

}

LDMdeletdRequest: :=SEQUENCE {
itssAgpProcess ApplicationID,
1dmID LDMid,
ldmRedqordID LDMrecordID
}

LDMdeletdConfirm: : =SEQUENCE {
itssAgpProcess ApplicationID,

1dmID LDMid,
ldmRedordID LDMrecordID,
result ResultCode

}
—- Data ysers

LDMsubscydibeRequest: : =SEQUENCE {
itssAgpProcess ApplicationID,

1dmID LDMid,

priority UserPriority,
ldmRedqordID LDMrecordID,
ldmDoTypeID LDMdataObjectTypelD,
arealrlterest AreaOfInterest,
timelrfterest TimeOfInterest,
agelnflerest AgeOfInterest,

filter FilterSecondLevel,
notifyfInterval NotificationIntervadl,
notifyUpdate NotificationUponUpdate

}

—- Flag flor notification upon update
NotificatijonUponUpdate: :=Fldg

LDMsubscyibeConfirm: : =SEQUENCE {
itssAgQpProcess ApplicationID,

1dmID KPMid,
subscyibeID SubscriptionID,
result ResultCode

}

LDMunsubscribeRequest: :=SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid,
priority UserPriority,
subscribelID SubscriptionID

}

LDMunsubscribeConfirm: : =SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid,
subscribelID SubscriptionID,
result ResultCode

}
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LDMqueryRequest: :=SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid,

priority UserPriority,
ldmRecordID LDMrecordID,
1dmDoTypeID LDMdataObjectTypelD,
arealnterest AreaOfInterest,
timeInterest TimeOfInterest,
agelnterest AgeOfInterest,

filter FilterSecondLevel

}

LDNqueryConfirm: : =SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid,
ldmData LDMinterfaceRecords,
result ResultCode

}

LDNnotifyRequest: :=SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid,
subscribelID SubscriptionID,
ldmData LDMinterfaceRecords

}
——|Security entity

LDNMicheckAuthorizationRequest: :=SEQUENCE {
itssAppProcess ApplicationID,

1dmID LDMid,
priority UserPriority,
permissions LDMpermissionList,

secCredentials LDMsecurityCredential

}

LDYicheckAuthorizationConfirm: : =SEQUENCE {
itssAppProcess ApplicationiD,

1dmID LDMid,
priorityConf UserbPniogrity,
permissionsConf LDMpermissionList,
result RésultCode

}

LDNMrevokeAuth®GriZzationRequest: :=SEQUENCE {

itssAppProeess ApplicationID,
1dmID LDMid,
priorityRemain UserPriority,

pexm¥ssionsRemain LDMpermissionList

¥

LDMrevokeAuthorizationConfirm: : =SEQUENCE {
itssAppProcess ApplicationID,
1dmID LDMid,
result ResultCode
}

—- Management entity
—- Register LDM at management
LDMregisterManagementRequest: :=SEQUENCE {

1dmID LDMid, -- assigned at time of implementation of LDM
1dmDTs ListOfLDMDTids,
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ldmCapabilities LDMcapabilities
}

ListOfLDMDTids: :=SEQUENCE OF LDMdataObjectTypelID

LDMcapabilities: :=INTEGER({
basic (
electronicHorizon (
secondLevelFiltering (
} (0..255) —-- used as a b

0),
1),
2)
it field indicating up to eight features
LDMregisterManagementConfirm: : =SEQUENCE {

1dmID ThM%A,

result ResultCode

}

-— end off interface functions

—- FA-SAR service primitive functions

—- FASAPOOWN

c-ldmRegisterFA RefFASAPDOWN: := c-ldmRegister
c-ldmDerdgisterFA RefFASAPDOWN: := c-ldmDeregister
c—-1dmAddHA RefFASAPDOWN : c-1ldmAdd
c-ldmUpddteFA RefFASAPDOWN: c-ldmUpdate
c—-ldmDeldteFA RefFASAPDOWN : c—-ldmDelete
c-ldmSubdcribeFA RefFASAPDOWN : c-ldmSubscribg
c-ldmUnsybscribeFA RefFASAPDOWN : c-ldmUnsubseribe
c-1ldmQuenyFA RefFASAPDOWN : c-ldmQuery
c-ldmRevqkeAppNotifyConfFA RefFASAPDOWN: :=c-ldmRevokeAppNotifyConf
c-ldmNotijfyConfFA RefFASAPDOWN: :=c-ldmNogifyConf

c-ldmRegisterManagementConfFA RefFASAPDOWN: :=c-ldmRegisterManagementConf

ldmRegistlerFA FASAPDOWN: :={g&primitiveRef 100, &Prim¥tive LDMregisterRequest}
ldmDeregisterFA FASAPDOWN: :={&primitiveRef 101, ~&§Primitive LDMderegisterRequest}
1dmAddFA |FASAPDOWN: : ={&primitiveRef 102, &Primitive LDMaddRequest}

ldmUpdatqdFA FASAPDOWN: :={&primitiveRef 103, &Primitive LDMupdateRequest}
ldmDeletdFA FASAPDOWN: :={&primitiveRef 104,\&Primitive LDMdeleteRequest}
ldmSubscyibeFA FASAPDOWN: :={&primitiveRef 105, &Primitive LDMsubscribeRequest}
ldmUnsubdcribeFA FASAPDOWN: :={&primitiweRef 106, &Primitive LDMunsubscribeRequest}
ldmQueryHA FASAPDOWN: :={&primitiveRefN 07, &Primitive LDMqueryRequest}
ldmRevokdAppNotifyConfFA FASAPDOWNg: :={&primitiveRef 108, &Primitive NullType}
ldmNotifyJConfFA FASAPDOWN: :={&prifmitiveRef 109, &Primitive NullType}
ldmRegistlerManagementConfFA FASAPDOWN:: = {&primitiveRef 110, &Primitive
LDMregisflerManagementConfirm}

—- FASAPUP

c-ldmRegisterConfFA RefFASAPUP: :=c-1ldmRegisterConf
c-ldmDerdgisterConfFA RefFASAPUP: :=c-ldmDeregisterConf
c-1ldmAddJonfFA RefFASAPUP: :=c-1dmAddConf
c—-ldmUpddteConfFA RefFASAPUP: :=c-ldmUpdateConf
c-1ldmDeldqteConfEA RefFASAPUP: :=c-ldmDeleteConf
c-ldmSubqdcribeConfFA RefFASAPUP: :=c-1ldmSubscribeConf
c-ldmUnsybsgtribeConfFA RefFASAPUP: :=c-1ldmUnsubscribeConf
c—-ldmQuendyConftFA RefFASAPUP: :=c-1ldmQueryConf
c-1ldmRev kcAPPaniF EL PQFPAQRDHD":h—1HmPQXnkQAPPNn+iF
c-ldmNotifyFA RefFASAPUP: :=c-1ldmNotify

c-ldmRegisterManagementFA RefFASAPUP::=c-1ldmRegisterManagement

ldmRegisterConfFA FASAPUP::={&primitiveRef 100, &Primitive LDMregisterConfirm}
ldmDeregisterConfFA FASAPUP::={&primitiveRef 101, &Primitive LDMderegisterConfirm}
ldmAddConfFA FASAPUP::={g&primitiveRef 102, &Primitive LDMaddConfirm}

ldmUpdateConfFA FASAPUP::={g&primitiveRef 103, &Primitive LDMupdateConfirm}
ldmDeleteConfFA FASAPUP::={&primitiveRef 104, &Primitive LDMdeleteConfirm}
ldmSubscribeConfFA FASAPUP::={&primitiveRef 105, &Primitive LDMsubscribeConfirm}
ldmUnsubscribeConfFA FASAPUP::={&primitiveRef 106, &Primitive LDMunsubscribeConfirm}
ldmQueryConfFA FASAPUP::={g&primitiveRef 107, &Primitive LDMqueryConfirm}
ldmRevokeAppNotifyFA FASAPUP::={&primitiveRef 108, &Primitive LDMrevokeAppNotifyRequest}
ldmNotifyFA FASAPUP::={&primitiveRef 109, &Primitive LDMnotifyRequest}
ldmRegisterManagementFA FASAPUP:: = {&primitiveRef 110, &Primitive
LDMregisterManagementRequest}
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——- MF-SAP service primitive functions
-- MF-COMMAND.request

c-ldmRegister RefMFSAP-CR::=100
c-ldmDeregister RefMFSAP-CR::=101
c-1ldmAdd RefMFSAP-CR::=102
c-1ldmUpdate RefMFSAP-CR::=103
c-1ldmDelete RefMFSAP-CR::=104
c—-1ldmSubscribe RefMFSAP-CR::=105
c-1ldmUnsubscribe RefMFSAP-CR::=106
c-1ldmQuery RefMFSAP-CR: :=107

ldipRegister MFSAP-CR::={g&mxref c-ldmRegister, &MXParam LDMregisterRequest}
ldhDeregister MEFSAP-CR::={&mxref c-ldmDeregister, &MXParam LDMderegisterRequesth
1djpAdd MFSAP-CR::={&mxref c-1ldmAdd, &MXParam LDMaddRequest}

ldhUpdate MFSAP-CR::={&mxref c-ldmUpdate, &MXParam LDMupdateRequest}

ldjDelete MFSAP-CR::={&mxref c-ldmDelete, &MXParam LDMdeleteRequest}

ldihSubscribe MFSAP-CR::={&mxref c-ldmSubscribe, &MXParam LDMsubscribeRedquest}
ldihUnsubscribe MFSAP-CR::={&mxref c-ldmUnsubscribe, &MXParam LDMunsubgeribeRequest}
1dQuery MFSAP-CR::={&mxref c-ldmQuery, &MXParam LDMqueryRequest}

—-|MF-COMMAND . confirm

c-]dmRegisterConf RefMFSAP-CC: :=c-1ldmRegister
c-}dmDeregisterConf RefMFSAP-CC: :=c-ldmDeregister
c-}ldmAddConf RefMFSAP-CC: :=c-1dmAdd
c—]ldmUpdateConf RefMFSAP-CC: :=c-1ldmUpdate
c—]dmDeleteConf RefMFSAP-CC: :=c-1ldmDelete
c—]ldmSubscribeConf RefMFSAP-CC: :=c-1dmSubscribe
c—]ldmUnsubscribeConf RefMFSAP-CC: :=c-1dmUnsubscnibe

c—]ldmQueryConf RefMFSAP-CC: :=c-1ldmQuery

ldipRegisterConf MFSAP-CC::={&mxref c-ldmRegiéfetrConf, &MXParam LDMregisterConfirm}
ldjhDeregisterConf MEFSAP-CC::={&mxref c-ldmDeregisterConf, &MXParam LDMderegisterC¢nfirm}
1ldpAddConf MFSAP-CC::={&mxref c-ldmAddCon£;» &MXParam LDMaddConfirm}

ldhUpdateConf MFSAP-CC::={&mxref c-ldmUpdateConf, &MXParam LDMupdateConfirm}
ldpDeleteConf MFSAP-CC::={&mxref c-ldmDeleteConf, &MXParam LDMdeleteConfirm}

ldipSubscribeConf MFSAP-CC::={&mxref ocldmSubscribeConf, &MXParam LDMsubscribeConfifm}
ldfhUnsubscribeConf MFSAP-CC::={&mxref c-ldmUnsubscribeConf, &MXParam LDMunsubscrilpeConfirm}
ldQueryConf MFSAP-CC::={&mxref.‘€x¥dmQueryConf, &MXParam LDMqueryConfirm}

—- | MF-REQUEST . request

c-ldmRevokeAppNotify RefMFSAP-RR::=108
c-]dmNotify RefMFSAP-RR::=109
c-]ldmRegisterManagement RefMFSAP-RR::=110

ldihRevokeAppNotify, MESAP-RR: :={&mxref c-ldmRevokeAppNotify, &MXParam
LDYirevokeAppNotifyRequest}

1dpNotify MEFSAR-RR: :={&mxref c-ldmNotify, &MXParam LDMnotifyRequest}
ldipRegisterMafiagement MESAP-RR:: = {&mxref c-ldmRegisterManagement, &MXParam
LDYlregisterManagementRequest}

—- | MFREQUEST . confirm

c-]dmRevokeAppNotifyConf RefMFSAP-RC::= c-ldmRevokeAppNotify

c-ldmilotifvConf RefMESAP-RC::= c-ldmNotify

c-ldmRegisterManagementConf RefMFSAP-RC::= c-ldmRegisterManagement
ldmRevokeAppNotifyConf MEFSAP-RC::={&mxref c-ldmRevokeAppNotifyConf, &MXParam NullType} -
not used

ldmNotifyConf MFSAP-RC::={&mxref c-ldmNotifyConf, &MXParam NullType} - not used
ldmRegisterManagementConf MFSAP-RC:: = {&mxref c-ldmRegisterManagementConf, &MXParam
LDMregisterManagementConfirm} - not used

—— SF-SAP service primitive functions
—- SF-COMMAND.request
c-ldmRevoceAuthorization RefSFSAP-CR::=100

ldmRevokeAuthorization SFSAP-CR::={&mxref c-ldmRevoceAuthorization, &MXParam
LDMrevokeAuthorizationRequest}
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—- SF-COMMAND. confirm
c-ldmRevoceAuthorizationConf RefSFSAP-CC::= c-ldmRevoceAuthorization

ldmRevokeAuthorizationConf SFSAP-CC::={&mxref c-ldmRevoceAuthorizationConf, &MXParam
LDMrevokeAuthorizationConfirm}

—- SF-REQUEST.request
c-1ldmCheckAuthorization RefSFSAP-RR: :=100

ldmCheckAuthorization SFSAP-RR::={&mxref c-ldmCheckAuthorization, &MXParam
LDMcheckAuthorizationRequest}

- SF—REdUEST.conﬁrm
c-ldmChedkAuthorizationConf RefSFSAP-RC::= c-ldmCheckAuthorization

ldmCheckAuthorizationConf SFSAP-RC::={&mxref c-ldmCheckAuthorizationConf, &MXParanm
LDMcheckAuthorizationConfirm}

—- Genergl area definition
—- Geo-cdordinate systems
GEOCOORD {:=CLASS {
&ref Hef-GeoCoordLDM,
&Valud
}

Ref-GeoCdqordLDM: :=INTEGER/{

c-GeoJoord-Null (0),
c-Geo(Joord-Polygon (1)
} (0..25Y9)

LocationYalidity::=LDMarea

LDMarea: §=SEQUENCE {
geoRef GEOCOORD. &¢ref ({GeoCoordinates™N
geoCodrdinates GEOCOORD. &Value ({Geocgordinates} {@geoRef})
}

GeoCoordinates GEOCOORD: :={geoCoondPolygon, ...}
geoCoordNull GEOCOORD: :={&ref_c-GeoCoord-Null, &Value NullType}
geoCoordHolygon GEOCOORD: %3=f &ref c-GeoCoord-Polygon, &Value GeoPolygonArea}

—- Genergl time system’specification
TIMEINFO]:=CLASS {
&ref Hef-TimeTnfolDM,

&Valud
}

Ref-Time InfAlDM: - =INTEGER{
c-LDM-noTimeInfo (0),
c-LDM-Time48IAT (1),
c—-LDM-doubleTime4 8IAT (2)

} (0..255)

TimeInformation: :=SEQUENCE {
timeRef TIMEINFO. &ref ({TimeInfos}),
timeInfo TIMEINFO.&Value ({TimeInfos}{@timeRef})
}

TimeInfos TIMEINFO::={noTimeInfo | time48IAT | doubleTimed48IAT, ...}
noTimeInfo TIMEINFO::={&ref c-LDM-noTimeInfo, &Value NullType}

timed 8IAT TIMEINFO: :={&ref c-LDM-Timed48IAT, &Value Timed8IAT}
doubleTime48IAT TIMEINFO::={&ref c-LDM-doubleTimed48IAT, &Value DoubleTimed8IAT}
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DoubleTime48IAT: :=SEQUENCE {
firstTime Time48IAT, -- e.g. start of time interval
secondTime Time48IAT -- e.g. stop of time interval

}

-— Time of Generation
TimeOfGeneration::= TimeInformation

—- Time relative to time of generation

AgeOfInterest: :=SEQUENCE {

operator Operators, —- e.g. <time of birth> “1t” timeReference
o Roforon i meTlaformation

}

——|Time of interest (select either no info or a single info)
TiheOfInterest::=TimeInformation

—-|Validity time interval (s)
ValidityTimeInterval::=SEQUENCE (SIZE(0..255)) OF TimeInformation - &tert/stop types only

—-|Time definitions based on International Atomic Time
TiheOfCreation: := SEQUENCE

timeAdd Time48IAT,

timelLastUpdate Time48IAT

}

TiheOfMandatoryDeletion::= TimeInformation

TiheOfDeletion: :=Timed8IAT

—-|Time interval between subsequent notifications
NotificationInterval::=Int2 —- time span \in milliseconds

—-|Filter mechanism
Op¢rators: :=INTEGER({

equal (0),

notequal (1),

gt (2),

1t (3),

gte (4) {

lte (597

like QY ,

notlike ©7)

} (0..256)~%- End of Operators

FilterSecondLevel: :=ANDsequence

ANDPseguence: : =SEQUENCE OF ORsequence

OR&eglience::= SEQUENCE QF FilterPrimitive

FilterPrimitive: :=SEQUENCE {
ldmAttributeID LDMattributelID,
operator Operators,
refValue OCTET STRING —-- to be converted into format given by ldmAttributeID
}

LDMattributeID: :=INTEGER
—- Utility types definitions
Intl::=INTEGER(0..255)

Int2::=INTEGER(0..65535)
Int4::=INTEGER(0..4294967295)

© IS0 2015 - All rights reserved 43


https://standardsiso.com/api/?name=febd6e5eb9ded968774fcf31f92f20e6

ISO/TS 18750:2015(E)

Flag: :=INTEGER({
false (0),
true (255)
} (0..255)

PrivacyFlag::=Flag

—- LDM identifier
LDMid: :=INTEGER{

c-1ldmidUnknown (0),
C_ldm-:flﬁ ool + (’)E’:)
} (0..259)
—- Valuesg
version Jntl::=1 - version of this ASN.1 module
END
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Annex B
(normative)

LDM Data Dictionary

The LDM-DD, as all data dictionaries, is uniquely identified by a Data Dictionary Identifier
(DptaDictionarylDJ of ASN.T type DataDictionarylD speciiied in Annex A. The reterence ID of the

L
Sp
EX

ecified but dedicated to a specific data dictionary; see also References [1] and [23].

AMPLE Examples of data dictionaries are from SAE, ETSI, CEN/ISO, DATEX, JPEG, RBS*TMC.

-DD is DataDictionaryID = 1. The approach to present data in data dictionaries issnef uniquely

Thiis Technical Specification specifies the approach how data are presented.in an LDM-DD. A two-

dix
a)
b)

Co
Sp

hensional addressing space as illustrated in Figure B.1 shall be used witlithe two dimensigns:

LDM Data object Typ (LDM-DT) identifier;
LDM Data Attribute Type (LDM-DAT) identifier.

htent identified by this two-dimensional address space~i§ outside the scope of this|Technical
ecification. The LDM-DD beneficially is maintained by méans of a globally accessible registfy.

0\
LDM Datg:\r[@innary
LDM-DATO | Length | Atftribute type
< | LDM-DAT 1 | Length | Attribute type
LDM-DTO | &
_LDM-DAT n | Length | Attribute type
=
LDM-DTN 2
@Q
|
< | LDM-DAT O | Length [ Attribute type
) LDM-DT x q,é':’
—~ | LDM-DAT m [ Length | Attribute type

Figure B.1 — LDM Data Dictionary concept

This approach allows

to subsequently create a global LDM-DD according to market needs,
to use sub-sets of this global LDM-DD or the whole LDM-DD in implementations,

to consider existing data dictionaries by performing an appropriate transformation into the
elements of the global LDM-DD,

to use existing sources of information (DATEX, JPEG, RDS-TMC, etc.) without the need to change
anything in these legacy specifications,

to use C-ITS-specific sources of information (CEN/ISO, ETSI, SAE), and
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— to define so far not existent information in the global LDM-DO format.

Transformation of legacy formats into the global LDM-DO format beneficially is performed by the
message parsers having the knowledge of the legacy formats and the LDM-DO format.

Every LDM Data object Type (LDM-DT) shall be uniquely identified by an LDM-DT Identifier (LDM-DTID)
of ASN.1 type IL.DMdataObjectTypeID specified in Annex A.

An LDM-DO shall be presented with the ASN.1 type LDMdataObject specified in Annex A (type-length-
value encoded). It shall consist of sequence of zero or more LDM Data Attribute Types (LDM-DAT).

Every LDM-DAT shall be uniquely identified by an LDM-DAT identifier (LDM-DATID) of ASN.1 type
LDMattrfibuteID specified in Annex A.

A generi¢ approach to specify the attributes of an LDM-DO is given by the ASN1 type
LDMgenelricDataObject. This informative ASN.1 code can be used to create LDM-DOs!

46 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=febd6e5eb9ded968774fcf31f92f20e6

	Foreword
	Introduction
	1	Scope
	2	Normative references
	3	Terms and definitions
	4	Symbols and abbreviated terms
	5	Architectural environment
	5.1	General
	5.2	Local Dynamic Map
	5.3	LDM in an ITS-S
	5.4	LDM in an ITS-SU
	5.5	LDM-related processes
	5.5.1	Synchronization of LDMs
	5.5.2	Archiving of LDM Data Objects
	5.6	LDM for road safety and vehicle-to-vehicle applications
	5.7	Security perspective
	5.7.1	Authorized access to LDM
	5.7.2	Initialisation and installation of applications to the BSMD
	5.7.3	Privacy
	5.8	LDM versus other similar functionalities in an ITS-SU
	6	Functionality
	6.1	General definitions and conventions
	6.2	Structure of an LDM
	6.3	LDM Data Storage
	6.4	LDM services
	6.4.1	Registration, deregistration, and revocation of ITS-S application processes
	6.4.2	Security checking in access requests
	6.4.3	Access request management
	6.5	LDM maintenance
	6.5.1	LDM Area of Maintenance
	6.5.2	Outdated data management
	6.6	LDM knowledge base
	6.6.1	Metadata
	6.6.2	Utility functions
	6.7	Interfaces
	6.7.1	Types of interfaces
	6.7.2	Parameters of interface functions
	6.7.3	LDM application management interface
	6.7.4	LDM data interface
	6.7.5	Security interface
	6.7.6	LDM management interface
	6.7.7	Service access points
	7	Procedures
	7.1	LDM services
	7.1.1	Registration, deregistration, and revocation of ITS-S application processes
	7.1.2	Security checking in access requests
	7.1.3	Access request management
	7.1.4	Second-level filtering
	7.2	LDM maintenance
	7.2.1	Area management
	7.2.2	Outdated data removal
	7.3	LDM knowledge database
	7.4	Interfaces
	7.5	LDM management
	7.5.1	Registration of LDM at ITS-S management entity
	7.5.2	Multiple ITS-SCUs
	Annex A (normative)  ASN.1 modules
	Annex B (normative)  LDM Data Dictionary
	Annex C (informative)  Examples of LDM-DOs
	Annex D (informative)  Location referencing
	Annex E (informative)  Time referencing
	Bibliography

