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Abstract: A framework for a connected electronic product security assurance evaluation program,
with specific requirements and guidance relating to digital diabetes devices and solutions, such as
insulin pumps is described in this standard.
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Commitments for amendments

This Standard is issued jointly by the Institute of Electrical and Electronics Engineers, Inc. (IEEE) and ULSE
Inc. (ULSE) Comments or proposals for revisions or any part of the standard may be submitted to IEEE and/
or ULSE at any time. Revisions to this Standard will be made only after processing according to the Standards
development procedures of IEEE and ULSE.

Comments or proposals for revisions on any part of the Standard may be submitted to ULSE Inc. at any
time. Proposals should be submitted via a Proposal Request in ULSE's On-Line Collaborative Standards
Development System (CSDS) at https://csds.ul.com.

Any person who would like to participate in evaluating comments or in revisions to an IEEE standard is
welcomd to join the relevant IEEE working group. You can indicate interest in a working group pising the
Interests [tab in the Manage Profile & Interests area of the IEEE SA myProject system.' An IEEE Alccount is
needed t¢ access the application.

Commerts on IEEE standards should be submitted using the Contact Us form.>

Copyrjghts

IEEE drqft and approved standards are copyrighted by IEEE under US and)international copyright laws. They
are madgq available by IEEE and are adopted for a wide variety of both{public and private uses. Thesg include
both use| by reference, in laws and regulations, and use in privatesself-regulation, standardizatior], and the
promotidn of engineering practices and methods. By making thes¢ documents available for use andfadoption
by publiq authorities and private users, IEEE does not waivéany rights in copyright to the documentg.

UL's Stapdards for Safety are copyrighted by ULSE Iiic: Neither a printed nor electronic copy of a[Standard
should b¢ altered in any way. All of UL's Standards:and all copyrights, ownerships, and rights regardiing those
Standardk shall remain the sole and exclusive propetty of ULSE Inc.

To purchpse UL Standards, visit ULSE’s.Stanidards Sales site at:

http://www.shopulstandards.com/HowToOrder.aspx or call toll-free 1-888-853-3503.

Important Notices and Disclaimers Concerning IEEE Standards Docunpents

IEEE St3dndards-documents are made available for use subject to important notices and legal disfclaimers.
These nqtices.and disclaimers, or a reference to this page (https://standards.icee.org/ipr/disclaimgrs.html),
appear il allstandards and mav be found nnder the hpading “Impaortant Notices and Disclaimers Cdncerning

IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteers representing varied

!Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
Available at: https://standards.iece.org/content/icee-standards/en/about/contact/index.html.
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viewpoints and interests to achieve the final product. IEEE Standards are documents developed by volunteers
with scientific, academic, and industry-based expertise in technical working groups. Volunteers are not
necessarily members of IEEE or IEEE SA, and participate without compensation from IEEE. While IEEE
administers the process and establishes rules to promote fairness in the consensus development process, IEEE
does not independently evaluate, test, or verify the accuracy of any of the information or the soundness of any
judgments contained in its standards.

IEEE makes no warranties or representations concerning its standards, and expressly disclaims all warranties,
express or implied, concerning this standard, including but not limited to the warranties of merchantability,
fitness for a particular purpose and non-infringement. In addition, IEEE does not warrant or represent that the
use of the material contained in its standards is free from patent infringement. IEEE standards documents are
supplied “AS IS” and “WITH ALL FAULTS.”

Use of a]] IEEE standard is wholly voluntary. The existence of an IEEE Standard does not iniply lhat there
are no other ways to produce, test, measure, purchase, market, or provide other goods and gervices felated to
the scopg of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard ‘is apprpved and
issued is [subject to change brought about through developments in the state of the art and’ comments|received
from usefs of the standard.

In publishing and making its standards available, IEEE is not suggesting ortendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to-perform any duty owgd by any
other perpon or entity to another. Any person utilizing any IEEE Standards'document, should rely ugon his or
her own independent judgment in the exercise of reasonable care in any‘given circumstances or, as apjpropriate,
seek the fdvice of a competent professional in determining the apptopriateness of a given IEEE standard.

IN NO BVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES-{@NCLUDING, BUT NOT LIMITED TO: THE
NEED TjO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVERSEAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY,.OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDPLESS OF WHETHER SUCH.PAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the ¢vent that
an IEEE ptandard istranslated, only the English version published by IEEE is the approved IEEE stapdard.

Officigl statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations
Manual shall not be considered or inferred to be the official position of IEEE or any of its committees and shall
not be considered to be, nor be relied upon as, a formal position of IEEE. At lectures, symposia, seminars,
or educational courses, an individual presenting information on IEEE standards shall make it clear that the
presenter’s views should be considered the personal views of that individual rather than the formal position of
IEEE, IEEE SA, the Standards Committee, or the Working Group.
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Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE does not provide interpretations, consulting
information, or advice pertaining to IEEE Standards documents.

Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is
important that any responses to comments and questions also receive the concurrence of a balance of interests.
For this reason, IEEE and the members of its Societies and Standards Coordinating Committees are not able to
provide an instant response to comments, or questions except in those cases where the matter has previously
been addressed. For the same reason, IEEE does not respond to interpretation requests. Laws and regulations

Users of[IEEE Standards documents should consult all applicable laws and regulations. Complignce with
the provisions of any IEEE Standards document does not constitute compliance to any applicable r¢gulatory
requiremients. Implementers of the standard are responsible for observing or referring, to the applicable
regulatorly requirements. IEEE does not, by the publication of its standards, intend to.urge action tha} is not in
compliarjce with applicable laws, and these documents may not be construed as doifig so.

Data privacy

Users of|IEEE Standards documents should evaluate the standards for considerations of data privacy and
data ownjership in the context of assessing and using the standardssin compliance with applicable [laws and
regulatiops.

Photogopies

Subject tp payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commerdial use only. To arrange for paymént of licensing fees, please contact Copyright Clearance Center,
Customey Service, 222 Rosewood Drive; Danvers, MA 01923 USA; +1 978 750 8400; https://www.¢opyright
.com/. P¢rmission to photocopy portions of any individual standard for educational classroom use cgn also be
obtained|through the Copyright Clearance Center.

Updat|ng of IEEE Standards documents

Users of [I[EEE Stafidards documents should be aware that these documents may be superseded atfany time
by the isyuance ‘of-new editions or may be amended from time to time through the issuance of amepdments,
corrigendla, or ¢rrata. An official IEEE document at any point in time consists of the current editipn of the
documeq{[ together with any amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old
and has not undergone a revision process, it is reasonable to conclude that its contents, although still of some
value, do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have
the latest edition of any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through
the issuance of amendments, corrigenda, or errata, visit IEEE Xplore or contact IEEE.? For more information
about the IEEE SA or IEEE’s standards development process, visit the [EEE SA Website.

3Available at: https://ieeexplore.iece.org/browse/standards/collection/ieee.
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Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number
and year of approval to access the web page of the published standard. Errata links are located under the
Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically check for errata.
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Introduction

This introduction is not part of IEEE Std 2621.1-2022/UL 2621-1:2022, IEEE/UL Standard for Wireless Diabetes
Device Security Assurance Evaluation: Product Security Evaluation Programs.

Today, with few exceptions, wireless digital [aka Internet of Things (IoT)] devices are generally not
subjected to an independent security evaluation that could provide grounds for confidence to the device’s
users and other applicable stakeholders (e.g., insurers). The lack of independent security evaluation is one of
the leading causes of IoT insecurity we observe today. In an illustrative example, attackers commandeered
Internet-connected webcams, digital video recorders, printers, digital receivers, and routers, leveraging their
security vulnerabilities to convert them into a powerful botnet that launched successful Internet distributed

denial of service Becanse these devices were not held to a minimum secnrity standard thev lacked

security
and data|at risk. The path forward is quite simple: the IoT needs a security evaluation program
devices.
security
comprehpnsive program that is institutionalized as part of product development, go-tormarket, and r
approval|processes (where applicable). Furthermore, some government security,'€vdluation progr
suffered from inefficiency, making them inappropriate for the fast pace of IoT technological innovati
government and regulatory entities may leverage and even mandate the use of other security stang
intent oflthis standard is to define a security assurance evaluation prograin that is managed by inds
internatignal industry standards and certification bodies.

Audience and stakeholders

The foll

a)

b)

¢)

the basic

hygiene of proper authentication and in-field security patching. These kinds of failures

While financial smartcards, mobile devices, and other products used by government.ageng
pvaluation programs, the vast majority of the IoT, including wireless medical devices, lac

perators of product security assurance testing programs (called “schemes”)

A “scheme” is an organization-tliat manages a security assurance evaluation program
Yy this standard. The schemie;may be an independent non-profit, a certification body (go
dr non-governmental organization), or any other group that is able to perform the tasks a
Wwith managing an evaluation program described herein. For example, the scheme is re
fpr determining which laboratories are appropriate for performing the testing needed for j
froduct families.

fovernment tegulatory authorities

This stahdard recognizes, but does not intend to restate or replace, applicable laws and reg
ipcluding laws and regulations regarding data privacy and security for wireless devices. Usg

put users
for these
ics enjoy
ks such a
peulatory
ms have
n. While
ards, the
pendent,

bwing groups are the intended audience for. this standard and have the following foles and
responsibilities with respect to the standard, as follows:

lescribed
bernment
bsociated
ponsible
articular

ulations,
rs of this

ahdard are responsible for referring to and observing all such laws and regulations. Col

pliance

with the provisions of this standard does not imply compliance with any applicable legal or regulatory

requirements.

Regulatory bodies may contribute guidance to this standard and associated assurance evaluation
programs or act as a scheme. It is a goal of this standard that regulatory bodies will acknowledge
the critical importance of higher security standards for many classes of IoT devices, encourage
compliance and certification, and perhaps someday mandate compliance and certification. Until such
time, however, as a standard is mandated, the goal is to establish a de-facto standard for IoT device
security, in which the general public may expect and demand compliance and certification, not unlike
the manner in which some other standards and marks are widely accepted for electrical devices and

components.

Vendors and component suppliers for vendors
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Product vendors, such as medical device manufacturers, may present their products and associated
assurance evidence for evaluation and certification against this standard. At the lowest assurance
level, the evidence provided is simply a statement of conformance without independent review from
an authorized laboratory. For the higher assurance levels, evaluations are performed by scheme-
accredited test laboratories, with evaluation fees depending on numerous factors, including complexity

of product, complexity of product security requirements, availability of test laboratories, etc.

d) Testlaboratories

The scheme may accredit test laboratories based on their skills in the art and science of security

techniques and methodologies and their demonstrated compliance to ISO 17025.

e) Retailers, purchases, insurers

he standard may be used by organizations with “purchasing power” to hold suppliers-to]
standard for security and privacy.

f)  (onsumers

Consumers are the ultimate beneficiaries of this standard. By raising the assurance evalu
his standard can help enable faster and safer adoption of innovative wirelesstechnologies
dontribute to improved quality of life.

—

The rolle of this standard in security/privacy risk management

Numeroys sources of commercial best practice guidance and regulations in the area of product security
the use of risk assessment as an overarching principle to propexly and efficiently identify and mitigaf
privacy gnd security that may arise through the use of those products. As devices are increasingly ¢
to netwdrks, the risk associated with cyber threats gfows. The standard aims to provide manu
regulators, and consumers with an efficient, standardized approach to effectively manage risk attril
cybersecpirity threats. Specifically, the standard aims to provide, through developer attestation and
assurancg levels) technical evaluation of that attestation, grounds for confidence that the device ca
itself agalinst applicable security threats, and“where applicable, whether the user can achieve protectid
associatgd privacy and security threats. A'his, the standard can become a valuable tool in the risk as
arsenal of regulators, retailers, and manufacturers while also providing a basis for consumers to m
informed purchasing decisions to help manage risk. The following sections provide examples of
standard fis intended to help inthe'risk management mission.

Identiflication ofassets, threats, and vulnerabilities

The standlard leyerages ISO 15408 to help developers identify and document, using the ISO 15408 star
framewofk,the’threats applicable to their products and components.

a higher

ition bar,
and help

promote
e risks to
bnnected
facturers,
utable to
at higher
n protect
n against
kessment
hke more
how this

dardized

The security assurance evaluation program described in this standard helps developers identify vulnerabilities
by augmenting the developer secure development lifecycle with independent vulnerability assessment by

qualified cybersecurity test laboratories.

Assessment of the impact of threats and vulnerabilities on device
functionality and end users

First, this standard helps to assess the impact of threats and vulnerabilities on device functionality and end
users by requiring developers to consider relevant threats and how they might impact user privacy and security.
Second, this standard helps assess the impact of vulnerabilities discovered during the security evaluation

9
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program. Finally, the standard also helps stakeholders (manufacturers, regulators, end users, insurers, and
independent cybersecurity experts) balance the need for security with essential product performance. This
balance is struck as part of the process of authoring protection profiles (PPs) and security targets (STs), since
this balance is necessarily product specific: a specific control may be acceptable for one type of product and
completely unacceptable for another type of product. The applicable stakeholder group weighs cybersecurity
risk against the risk that a control may hamper essential product performance.

Assessment of the likelihood of a threat and of a vulnerability being
exploited

This standard helps to assess the likelihood of a vulnerability being exploited. As part of the vulnerability
assessmgnt requirement included in the PPs and STs, the security evaluator attempts to undergtand not
only whgther a vulnerability is exploitable but also what level of attack potential is required.to-cxploit the
vulnerabjlity. Attack potential takes into consideration how much time is required to devisé air exploit, what
level of Knowledge of the product’s inner workings would be required, what kind of sophisticated equipment
might bq needed to exploit, etc. The attack potential helps developers assess the probability of a threat
convertifg to active exploit based on this potential. For example, a low potentiale¢Xploit (one thfit can be
accomplished without sophisticated equipment or knowledge) is likely to have a higher probability ¢f exploit
in practide than a high potential exploit that is beyond the technical and economic reach of most attagkers.

Determination of risk levels and suitable mitigation strategies

This starjdard helps to determine suitable mitigation strategiesjas part of the Protection Profile and Security
Target afithoring process, the applicable stakeholders (including evaluators and developers) shopld work
together o that the security functional requirements are carefully chosen to mitigate security threpts while
balancing other requirements. For example, it maysbe determined that a wireless-connected devige should
use a sinpple pairing scheme (or one that is knowito be not as secure as other pairing schemes) if} order to
meet usapility requirements and to instead require documented physical security controls and userftraining,
augment|ng the technical pairing mechanistn-offered by the device, for an overall suitable security ppproach
(as docuinented in the ST).

Assessment of residaal risk and risk acceptance criteria

This is 4 central focus,of“a conformant security assurance program defined by this standard. Puring a
security gvaluationsthe evaluator determines whether residual risks are acceptable relative to the gssurance
requirements speCified in the ST. For example, if a vulnerability exploit requires an attack poteptial that
is higher| thanswhat is required in the ST, the evaluator may indicate that the residual risk associgted with
this vulnprability is acceptable. The evaluation process should provide all relevant stakeholders, Jncluding
the prodtetrmantfacturers—ts—e eare—providers;— Hh-artdepentde nt expert
assessment of these risks.

ISO/IEC 15408

To be effective for security-critical electronic devices, security standards should delve deeply into the
processes and techniques for developing and deploying security technologies that provide high assurance
of protection. A consortium of national governments came together in the mid 1990s to create a framework
for specifying security requirements—for any electronic product, software component, or system—and
evaluating vendor claims of conformance to the requirements. The framework that was developed is ISO/IEC
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15408°¢, known informally as the Common Criteria (CC) (“Recognition of Common Criteria Certificates in the
Field of Information Technology Security’’), which remains arguably the most widely used and internationally
accepted, generally applicable product security framework. CC has been utilized to specify a wide variety of
security functionality over almost two decades. Requirements are specified in two dimensions: functional
requirements cover security features of a product or component while assurance requirements provide the
confidence those features actually do what they claim. CC is a powerful, scalable framework that permits
comparability and consistency between the results of independent security evaluations that follow the
standard’s methodology.

Security functional requirements (SFRs) vary widely across products and product components, depending on
their threat model, assets and functions under protection, and numerous other factors. For example, the SFRs
for a network access point are likely to include the following:

|
c

ser authentication to help ensure the access point is only configured by authorized usets

|
@

evice authentication to help ensure that only authentic, trustworthy devices are able t6 connfect to the
Ccess point

o

— Data-at-rest encryption and physical security to protect long-term private(keys used for thp various
s¢cure communications capabilities offered by the device

Security pssurance requirements (SARs) depend on the overall assurancelevel desired for the product and its
evaluatidn. Categories of requirements relevant to assurance may incliide:

|
w2

emi-formal design and specification of device’s security functionality

|
=

igorous analysis of test coverage of device’s security-related code

— Mlethodical vulnerability analysis of device sectirity functions

Protegtion profiles and securitytargets

CC provlides for the creation of prodiict-specific requirements specifications, against which ipdividual
commerdial products or product components are evaluated. The two types of specifications are[ PPs and
STs. A PP is intended to generalize the requirements for a class of similar products. STs, in contras{, provide
requiremients for a specific product instance or component. For example, if there are numerous mamf{facturers
of connefted diabetes devices, all of which have similar security requirements, then a PP can be authored to
cover alllconnected diabetes devices. A specific vendor’s diabetes product (or product family) shoulgl have its
own ST. An ST canb¢ tailored from the appropriate PP or can be created from scratch, without a preexjsting PP.
Evaluati¢ns are‘only performed against STs. PPs are not required as part of a conformant evaluation/program
but can be used when significant efficiency is to be gained from a common parent specification.

Selecting security requirements for PPs and STs

The CC provides a large menu of common functional and assurance requirements, from which PP and
ST authors may choose, based on product threat models and security capabilities. Whenever possible,
requirements should be selected from this menu. However, CC allows for the use of extended requirements
when a product has security needs and capabilities that are not well represented in the default menu.

PPs and STs applicable to this standard may be authored by any organization (e.g., a vendor, consortium
of vendors, regulatory body, or scheme). However, the most effective PPs are those that are created by

*Information on references can be found in Clause 2.
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representatives from a comprehensive set of stakeholders pertinent to the product area. These stakeholders
convene to perform threat modeling of common products and derive the security objectives to meet the threats.
The stakeholders should account for the expected sophistication of attackers when determining the assurance
requirements and should carefully balance the needs of all stakeholders. For example, a PP developed for
diabetes devices should include a convention of stakeholders representing a sample of diabetes product
manufacturers, independent cybersecurity experts, applicable component suppliers, physician and nursing
groups, applicable regulatory agencies (e.g., US Food and Drug Administration), and user/privacy groups.

This standard does not mandate the use of evaluated assurance levels. Rather, this standard defines custom
assurance evaluation packages with varying levels of evaluation rigor depending on the product and its market

needs.

Custo

While a

can effic

m security targets

ently incorporate them into a reduced scope and resource product evaluation. Component S

scheme will likely recognize PPs for major classes of electronic products las well af popular
compondnts, developers whose products do not map well to PPs are also encouraged to evaluate and ce
compond

tify their

nt products against custom STs (approved by the applicable scheme) sotthat’device manyfacturers

['s should

be carefullly defined so that they use at least the same assurance level as the devices that will contain them, with

functionglity claims consistent with the relevant parts of the PPs.

This stai

dard also allows for scheme-approved custom STs (notderived from any scheme-approved PPs)

for compjlete products, although this is generally discouraged ufless the product fails to map to ar} existing
scheme-dpproved PP. In the same way that the PP follows a multi-stakeholder, risk-based approach tq deriving

an appro

briate set of security threats, objectives, and requirements, a custom ST should be carefull

ly created

to consider a maximum practical selection of stakeholdefperspectives (e.g., product developer, rggulators,

evaluato

s, independent security experts, professional” organizations, etc.). In addition, the dev

plopment

process flor custom STs, like all other STs, shouldstrive not to constrain product design and implerpentation

freedom

Multi-part standard

This sta

— 1

dard is a multi-part standard consisting of the following parts:

EE Std 2621.1™/UL 2621-1:2022 [connected electronic product security evaluation

while defining, via a risk-based approaeh; the product’s security objectives and requirements.

programs

diabetes
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IEEE/UL Standard for Wireless

Diabetes Device Security Assurance
Evaluation: Connected Electronic
Praduct Security Evaluation Programs

1. Overview
1.1 Scppe

This stanjdard defines a framework for a connected electronic prteduct security evaluation program.

1.2 Pufpose

The purpose of this standard is to provide ground§’for confidence that connected electronic producfs deliver
the securﬂty protections claimed by their developers and deemed necessary and sufficient by an appropriate
set of stakeholders. This standard is initially:targeted to wireless diabetes devices and their compongnts (e.g.,

operating systems, network stacks, apps)-

In order fo realize this purpose, this standard shares the following objectives:

— Provide for security_evaluations of electronic products performed to high standards, including
je ability to aghieve protection and an overall contribution toward enhanced safety, priyacy, and
bcurity for electronic product stakeholders, including product manufacturers, resellers, users, and
aflministrators

[ B =

cgrtified to meet such standards

— IFprove the availability of connected electronic products that have been independently evalfiated and

— Reduce the use of ad hoc, unreliable, and low security assurance connected electronic product
development and evaluation methods that can increase risk to electronic product stakeholders

— Continuously improve the efficiency (cost and time) of the security evaluation and certification of
connected electronic products
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1.3 Word usage

The word shall indicates mandatory requirements strictly to be followed in order to conform to the standard
and from which no deviation is permitted (shall equals is required to).”*

The word should indicates that among several possibilities one is recommended as particularly suitable,
without mentioning or excluding others; or that a certain course of action is preferred but not necessarily

required

(should equals is recommended that).

The word may is used to indicate a course of action permissible within the limits of the standard (may equals

is permit

The wor{
equals is

2. Nonmmative references

The folld
be under
explaine
referencgd

ISO/IEC
1: Introd

ISO/IEC
2: Securi

ISO/IEC
3: Securil

ISO/IEC

ISO/IEC

ted to).

able to).

wing referenced documents are indispensable for the application of this(dpocument (i.e., {|
stood and used, so each referenced document is cited in text and its relationship to this doq
1). For dated references, only the edition cited applies. For undated reférénces, the latest edit
d document (including any amendments or corrigenda) applies.

15408-1—Information technology—Security techniques<—Evaluation criteria for IT secur
iction and general model.’

15408-2—Information technology—Security techniques—Evaluation criteria for IT secur
Ly functional components.

15408-3—Information technology—Secuirity techniques—Evaluation criteria for IT secur
Ly assurance components.

17025, Testing and calibration laberatories.

18045, Information technology—Security techniques—Methodology for IT security evalu

3. Defjnitions, acronyms, and abbreviations
3.1 Definitions

For the pprposesof this document, the following terms and definitions apply. The /IEEE Standards D
Online should.be consulted for terms not defined in this clause. '

nsal (can

hey must
ument is
on of the

ty—Part

ty—Part

ty—Part

htion.

ictionary

administrator: The administrator is responsible for management activities, including setting the policy that is
applied by the service provider, on the device. If the security policy is defined during manufacturing and never
changed, then the developer acts as administrator. If management activities can be performed by the user, then
the user may also act as administrator.

"The use of the word must is deprecated and cannot be used when stating mandatory requirements, must is used only to describe
unavoidable situations.

8The use of

will is deprecated and cannot be used when stating mandatory requirements, wil/ is only used in statements of fact.

ISO/IEC publications are available from the ISO Central Secretariat (https://www.iso.org/). ISO/IEC publications are available in the

United Stat

es from the American National Standards Institute (https://www.ansi.org/).

WIEEE Standards Dictionary Online is available at: http://dictionary.ieee.org. An IEEE Account is required for access to the dictionary,
and one can be created at no charge on the dictionary sign-in page.
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assurance: Grounds for confidence that a Target of Evaluation meets its security functional requirements

(SFRs).

developer: The entity that brings to market a solution to which this standard applies; while the traditional
developer in this sense is a medical device manufacturer, the entity may be some other systems integrator
or service provider that is responsible for the safe and secure development and market deployment of the

solution.

evaluator: Independent testing laboratory that evaluates the Target of Evaluation against its security target
(ST) by analyzing documentation and performing activities such as vulnerability assessment.

immutable firmware: Firmware that cannot, by design, be modified through unauthorized means. Examples

of immul
programi

protectid
diabetes

scheme:

security
electroni
may also|

Target o

Target d
of the T4
requirem

user: An
is the mo
the patie
to access

3.2 Ac

CC
PP
SAR

table firmware include firmware written to read-only memory (ROM) or EEPROM. W
mability is protected against unauthorized use.

n profile (PP): A set of standardized security requirements for a product classysuch as ¢
Hevices.

A plan of action for determining conformity assessment.

target (ST ): The manifestation or mapping of protection profile requirements for a specific, i
C product, for example a specific version/SKU of a manufactuter’s insulin pump. A secu
cover multiple, similar instances (e.g., a product family with €ommon security requirement
f Evaluation: A set of software, firmware and/or hardware possibly accompanied by guidan
f Evaluation Security Functionality: a set cohsisting of all hardware, software, and

rget of Evaluation that shall be relied upon for the correct enforcement of the security fi
ents (SFRs).

st obvious example of authorizeduser; however, authorized family members or caregivers
it are other possible examples.efauthorized user in this case. An authorized user is assumed
any of the device’s documented user interfaces.

fonyms and abbreviations

Cofmon Criteria

protection profile

Fhose re-

onnected

ndividual
ity target
5).

CC.

firmware
inctional

authorized operator of the Target of Evaluation. For a diabetes device, the primary owner anjd patient

assisting
o be able

security assurance requirement

SFR
ST

security functional requirement

security target

4. Conformance

This clause specifies the mandatory and optional capabilities provided by conformant implementations of this

standard.

16
Copyright © 2022 |IEEE and ULSE Inc. All rights reserved.


https://ulnorm.com/api/?name=UL 2621-1 2022.pdf

	IEEE Std 2621.1™-2022/UL 2621-1:2022 Front cover
	Title page
	Important Notices and Disclaimers Concerning IEEE Standards Documents
	Participants
	Introduction
	Contents
	1. Overview
	1.1 Scope
	1.2 Purpose
	1.3 Word usage

	2. Normative references
	3. Definitions, acronyms, and abbreviations
	3.1 Definitions
	3.2 Acronyms and abbreviations

	4. Conformance
	4.1 Use of ISO/IEC 15408
	4.2 Assurance packages
	4.3 Laboratory Accreditation
	4.4 Product Certification
	4.5 Evaluated products list and product labeling
	4.6 Protection profile (PP) and security target (ST ) approval
	4.7 Assurance Maintenance

	Back cover



